System and Met hod for Searchi ng Network-Accessible Sites for Leaked Source
Code Technical Field [0001] Enbodi ments relate generally to and a system and
a met hod worowéaishi ng net wor k- accessi bl e sites for | eak€d/SSEMS®HE2EDdde.
Background [0002] Information Leakage Detection and Prevention ("ILDP") is
an energing and fastgrowing area in the field of information security. The
busi ness drivers to prevent information | eakage have exi sted since the
Information Age. Due to the Iimtation of technological options in the
past, Or gandysadh QG MANG RESeaf Bl NEWIRIIRRSHINE sithd e LMk burce

ef fecti veness, such as legal penalties. wever, JUch heasur es are
corrective in nature but do not prevg&# | eakages fromoccurring. Wth
information going digital and the gr ﬁg preval ence of Internet access,
the risk of sensitive corporate information / intellectual assets being

| eaked out poses a problem [0003] One conmmon shortcom ng of existing |LDP
solutions is that they aimto protect every single valuable informtion,
whi ch | ealiechpical Bigld hy and | aborious attenpts to try to understand how
every enpl oyee uses potentially sensitive information. Some |LDP sol utions,
especidal |y those with client-side agents, require conplex and

ti me-consum nginstallation and configuration. Oher conventional solutions
requi re Uu®e9HEmbodiapytss shse tdeuerallyftor amdt hosystetn aadta ahdtised fdrosaatdhangs,
resulting in interruption to business users. [0004] In addition,
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Background

10
[0002]Informatioh Leakage Detection and Prevention (“ILDP”) is an emerging and fast-
growing area in the field of information security. The business drivers to prevent
information leakage have existed since the Information Age. Due to the limitation of
technological options in the past, organisations have been relying on measures with
15  limited effectiveness, such as legal penalties. However, such measures are corrective in
nature but do not prevent leakages from occurring. With information going digital and the
growing prevalence of Internet access, the risk of sensitive corporate information /
intellectual assets being leaked out poses a problem.
[0003]One common shortcoming of existing ILDP solutions is that they aim to protect
20  every single valuable information, which leads to lengthy and laborious attempts to try to
understand how every employee uses potentially sensitive information. Some ILDP

solutions, especially those with client-side agents, require complex and time-consuming



able to create the relevant rules. The general approach of the other |LDP
sol utions nakes this problemworse by requiring the organisations to

under st arotzhw/darsa context fully. [0005] Most | LDP sol uPCo562618/00¢272 possess
context awareness and i nplenent policies in a one-sided manner - by | ooking
at the sender or source - without identifying who the recipients are. This
further exacerbates the perception that |LDP obstructs, nore than provide
benefits to, business. [0006] In addition, there is no existing | LDP

sol ution t k&?flano grll)(i W@ﬁg\% Eo%CtO{hQ; Ocrog% It18n ar ?#twn% r%%igé‘g}é ef%kﬁg%)g uj[ to

the Interh e I ncrease app tions,
t he speed of. .s adln i nfor I on has I.ncr ease makes tinely
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shortconln of the existing ILDP solutions is that there is no segregation
of accessl008Enaddiianeereanisdions errsralpy donro knew ferflata qogtest andthenge #e RS al |
sensitive information that is captured by the ILDP systemw || be nade
avai | abl eatlotodreateythaireleeant mles: dhe pewrodjapmicashedicheothe P $odutipng swlies o
provi de a new net hod and system whi ch overcone at | east one of the

abov e-fenthisqneldep valsdedrysreqiBringthreydr0ajions tannderiadi thee dsta comtextdully pr ovi ded
a method of detecting | eakage of sensitive source code on

net wor k- afpoes|dMdat H.DR éohstiont d6 noEpdiests ot divagnesd ahé iriplaineg palisies incd uni que
identifying elements that identify a sensitive source code nodul e accessed

froma soseCdedOt e ROS) (dkihg 4HSthdGeriief bRV RE: SRt (RAREAILHhS Ghaln
external network to
recipients are. This further exacerbates the perception that ILDP obstructs, more than
provide benefits to, business.
10  [0006]In addition, there is no existing ILDP solution that is able to detect information
that is already leaked out to the Internet sites. With the increased popularity of Web 2.0
applications, the speed of spreading of information has increased, which makes timely
discovery of public domain leakages more important.
[0007] Another shortcoming of the existing ILDP solutions is that there is no segregation
15 of access to collected information from an administrator. This means all sensitive
information that is captured by the ILDP system will be made available to the
administrators.
[0008] Therefore, there is a need to provide a new method and system which overcome at

least one of the above-mentioned problems.

20

Summary



automatically search a |list of one or nore network-accessible sites for
text that matches one or nore of the unique identifying elenents in the set
of uni quewpaemiigiing el enents, to provide search resul PET/SGRIISHEI2ATAY t he
search results in a menory of the craw er server; determning a rel evancy
for each of the search results based at |least in part on a nunber of the
uni que identifying elenents that were matched and on a nunber of search
results; sorting the results according to the relevancy; and providing the
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t he netwo ccessl e Si n another e erels

provi ded a system for segrching,networkaccessible sites for.|eaked source
code, t heS°§§fét Ci %Pmoﬂij?ccﬁssg’éﬁ P ¢ %é"elﬁé?’go’élfﬁ‘g’r“ﬁ' ?Ptﬁlﬁ?lﬂtj‘go‘héeto?fsnor e
source code nodul es; a nanaqenent,device,lhat interacts with a user; and a
crawl er sWHQuSidensiiyiag elements that 1dspfiby agnsive aepRe cqdeanequigcsessedkiromra
configured to: determne a set of unique identifying elenents that identify
a sensi t i WHI§oende arepesdferyrotiigea &eavder sefver eonnetted do ancexternelenatepiksiot or y;
search a list of one or nore networkaccessible sites for text that matches
one orS noauwomdticathe seanihga Bsti afemt iof ynang netwente adcsssibile sies foetexofhaumaghes
identifying elenments, to provide search results; collect the search results

in a menodne ofmdrbef teainique idamtitig eldmens Mh AR sat sRlmyirRdsntifang elembnef t he
search results based at least in part on a nunber of the unique identifying

el enent s phprévidesardiBtRNEolBEingthe sdariYesulRfin 3 9Rdntdty b &8l drfnleSREdert he
results according to the rel evancy; and sendthe results to the nanagenent

device, tQdRgHifdh Selbandy %%c%g%saréﬂ@mé YRed gﬁte%g i@?ﬂ?owﬁumw on

t he network-accessible sites. Description o aw nes

of the unique identifying elements that were matched and on a number of search results;
10 sorting the r’esults according to the relevancy; and providing the results to a user, to
indicate whether sensitive source code was found on the network-accessible sites.
[0010]In another embodiment, there is provided a system for searching network-
accessible sites for leaked source code, the system including: a source code repository
storing one or more source code modules; a management device that interacts with a user;
15  and a crawler server connected to an external network, the crawler server configured to:
determine a set of unique identifying elements that identify a sensitive source code
module accessed from the source code repository; search a list of one or more network-
accessible sites for text that matches one or more of the unique identifying elements in
the set of unique identifying elements, to provide search results; collect the search results
20  in a memory of the crawler server; determine a relevancy for each of the search results
based at least in part on a number of the unique identifying elements that were matched

and on a number of search results; sort the results according to the relevancy; and send



[0011]In the drawi ngs, like reference characters generally refer to the
sane parts throughout the different views. The drawi ngs are not necessarily
to scal e,Worzpadi1i nst ead general |y bei ng pl aced upon PCITES2EMEI0002G2t he
principles of the various enbodi nents hi the follow ng description, various
enbodi nents are described wth reference to the followng draw ngs, in
which: [00 12]Figure 1 shows a flowhart of a process for detecting | eakage
of sensitive source code on network-accessible sites in accordance with an
enbodlnen 1 ure a . schematic diagr . SY. m.for
sear chi ngkﬁé‘{s\/\g E’] g% %gegfenpg?vtlces Ofmglcfite aRad Sso‘%%eg}é con ﬁlvi%nsglté%gcc)é@ance
with an enbo qg 0014 % % 3. shows an exenpl ary piece of source code.
[ 0015] Fi gii#sdoundemiie ngoRbpesesble sitstent s extracted from a pi ece of source
code being classified as unlque identifying elements or generic el enents.
[0016] Figure 5 shows a flowhart of process steps for determning the set
of uni que |dent|fy|ng elenents that identify the sensitive source code
3riefdde} ' i awirgscode repository. [0017] Figure 6 shows a
schemati c dlagran1of a systen1|nplenented in a digital comunication
net work. [ 0018] Figure 7 shows a schematic di agram of a conputer system for
i npl ementing the processes for detecting | eakage of sensitive source code
on networ [goBgGESId ldkAvifigs, Eikeanderehe Slyficten f@neraBpreftr g et wafek patcessi bl e
sites for | eaked source code. Detail ed Description

throughout the different views. The drawings are not necessarily to scale, emphasis

instead generally being placed upon illustrating the principles of the various
embodiments. In the following description, various embodiments are described with
10  reference to the following drawings, in which:
[0012]Figure 1 shows a flowchart of a process for detecting leakage of sensitive source
code on network-accessible sites in accordance with an embodiment.
[0013]Figure 2 shows a schematic diagram of a system for searching network-accessible
sites for leaked source code in accordance with an embodiment.
15  [0014]Figure 3 shows an exemplary piece of source code.
[0015]Figure 4 shows a table of elements extracted from a piece of source code being
classified as unique identifying elements or generic elements.
[0016]Figure 5 shows a flowchart of process steps for determining the set of unique
identifying elements that identify the sensitive source code module accessed from the
20  source code repository.
[0017])Figure 6 shows a schematic diagram of a system implemented in a digital

communication network.



[ 0019] Exenpl ary enbodi nents of a nethod of detecting | eakage of sensitive
source code on network-accessible sites and a system for searching

net wor k- 028w/l Blsi tes for | eaked source code are des@®CiliS6A0U3OPRR2 | t
wi |l be appreciated that the exenplary enbodi nents descri bed bel ow can be
nodi fied in various aspects w thout changi ng the essence of the invention.
[ 0020] Figure 1 shows a flowhart 100 of a process for detecting | eakage of
sensitive source code on network-accessible sites. In 102, a set of unique
i dentifyi f ] e sensitive squrce I ccessed
froma SolPt8FETRLY it kS5 g ad Ttk er B Sl SRR R CTVET
connected_to an external network to.automatically search a |jst of one or
o6 net wBPReat Bt R EheRis pér St st et ShalePsiblssuedind he

uni que identifying elements in the set of unique identifying elenents, may
be used t@eﬁysméfgsgaé%h%ﬂ?t@@th-f@?ssrme yitss for; lpaked satpreqicadgsyul ts may be
collected in a nenory of the crawler server. In 108, a relevancy for each
of the search results may be determ ned, based at least in part on a nunber
of the unique identifying elements that were matched and on a nunber of
sear chb r cBetajled Deseription t he results may be sorted according to the

rel evancy. In 112, the results may be provided to a user, to indicate

whet her sensitive source code was found on the network-accessible
sites.[0021] Figure 2 shows a schematic diagram of a system 200 for

sear chi ng[ooed|pRéKMEBLHH Al entd dBSmEMbd bEAMEHing WbkeR TRERitivERBuRY s6dmM 200
may i nclude a source code repository 202 that may store one or nobre source

code MAUbLSerwRdITRARGHTE Yited GHa GE sysién (HAkedIBYng Mo hodthdible Riks g6y and a
crawl er server 206. The crawl er server 206 nmay

leaked source code are described below. It will be appreciated that the exemplary
10  embodiments described below can be modified in various aspects without changing the
essence of the invention.
[0020}Figure 1 shows a flowchart 100 of a process for detecting leakage of sensitive
source code on network-accessible sites. In 102, a set of unique identifying elements that
identify a sensitive source code module accessed from a source code repository may be
15 determined. In 104, a crawler server connected to an external network to automatically
search a list of one or more network-accessible sites for text that matches one or more of
the unique identifying elements in the set of unique identifying elements, may be used to
provide search results. In 106, the search results may be collected in a memory of the
crawler server. In 108, a relevancy for each of the search results may be determined,
20  based at least in part on a number of the unique identifying elements that were matched
and on a number of search results. In 110, the results may be sorted according to the
relevancy. In 112, the results may be provided to a user, to indicate whether sensitive

source code was found on the network-accessible sites.



be connected to an external network 208. The external network 208 may be a
network that is not controlled by the organi zation that controls the
crawl er SEOBTV/ADB1 source code repository 202, and/ or REHRGEMSHD2I2Vi ce
204. The external network 208 may include but may not be limted to the
Internet. The source code repository 202, the managenent device 204 and the
craw er server 206 nay be connected to an internal network 210. The source
code repository 202 may be located in the internal network 210. The

i nt er nal %s (300104 DEcRoSL RSOt L Lt R A1 LORNL 2L

[ 0022] The'C r-server onflgur erm ne gf uni que
identifyin nents D |dent|f nS|t|v ource o e nDduIe 12
hccessed FEETHIREE, (i dBsked douie RdE: S e 2AlaMey duiuie. 8 SPust o9

search a list of _one or nore netmorkacceSS|bIe sites for text that natches
one or nofEoBery BQ2 that ;i3 stre ANE PYMREE EMUEsferrds mefdulgse a sranaggmanh deyiese
identifying elenments, to provide search results. The crawl er server 206 may
al so col | 204 thatyaay inderads withsaihses; dnd agcrpplen sgrverP0. Thoemvlenservers20ormay er
server. [0023] Further, the crawl er server 206 may determ'ne a rel evancy for
each dof tbecamacted to as ektemabagedrka?08. dhstexiamab actwork 268 mayller a aétwbltle uni que
identifying elenments that were matched and on a nunber of search results.

The craw fat is abv@ntrdél bipthe Sedahizhtiéh thesdohtrsls Alecahwien gervér 208 souRe¥dNCcy. The
crawl er server 206 may send the results to the managenent device 204, to

i ndi cat e feBositors 202, a8/ &and int UMBCcS 204, e CRESnalRS vk RO3 AhytiiGude
net wor k- accessi bl e sites.[0024JThe crawl er server 206 nay provide active
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crawl er server 206 may operate automati ca

device 204 and the crawler server 206 may be connected to an internal network 210. The
10  source code repository 202 may be located in the internal network 210. The internal
network 210 may be a network controlled by an organization.
[0022] The crawler server 206 may be configured to determine a set of unique identifying
elements that identify a sensitive source code module 212 accessed from the source code
repository 202. The crawler server 206 may search a list of one or more network-
15 accessible sites for text that matches one or more of the unique identifying elements in
the set of unique identifying elements, to provide search results. The crawler server 206
may also collect the search results in a memory (not shown) of the crawler server.
[0023]Further, the crawler server 206 may determine a relevancy for each of the search
results based at least in part on a number of the unique identifying elements that were
20  matched and on a number of search results. The crawler server 206 may sort the results
according to the relevancy. The crawler server 206 may send the results to the
management device 204, to indicate to a user whether sensitive source code was found on

the network-accessible sites.



into one or nore of the network-accessible sites and performng
search-and-filter activities. These network-accessible sites nay not be
accessi blwoe1oggpisiar search engi nes. These net wor k- acc@€3iS62e08809283 nay be
designated by a user of the system 200. [0025] The search-and-filter
activities perfornmed by the crawl er server 206 nay be broken down into a
plurality of phases (e.g. two phases). An initial search phase may be
performed to list out a summary of results ranked in order of rel evance.
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206 to p a nore i ndepth il

Wher ever possible, nultjnle search functjons offered by the designated

| nt er net ‘EF F’étgmﬁ'a’gF‘%ﬂ&éq%r &?EBraﬁéert%ﬁS’CE>Q§PEV ORERAFRY %m%t&faﬂ}’i% nor e
accurate and conprehensive searches. The above activities can be Perforned
on denandni9y ors, O aaren Pk tthe mstveorkacegssiblenaites| el pprdormape isaEch-and-Hlieme
online search can be manually entered or automatically derived by the
craw er sastiviges. 208 sefnetworkcceessibley sigsomeyt el barfaoressibleote pepdai seardhes and
eval uating the protected content. For exanple, the crawl er server 206 can

aut ot i calgings. dheeartworkagcaseibleaites map bes designatedfbyarusar afain sateno200. ext r act
the source codes, obtain the unique identifying elenents of the extracted

sour ce CcOQexs|BhelscRRhiA0TIGe acBGS pefbgdibiahe Biatie sérdterio6invdyte kbkdrent s.
[ 0027] An exenpl ary piece of source code 300 naned General Util.java is shown

i n Fi gur ejodm it aCRAINALGY pHALHSCR. £ QM8 Qgg?.sAHSﬁﬁiai QEarth |pHader aata%rw: the

detail ed process of obtaining unique identifying elenments.[0028]1nitially,

el ements ymy-R& £Xist 36f £ durhmf) §1RsiRYhA&dGR Irder QP reldificE 'U’sQE’Uaﬁ then

review the summary results and instruct the crawler server 206 to perform a more in-
10  depth search of the selected initial results. Wherever possible, multiple search functions
offered by the designated Internet sites may be utilized by the crawler server 206 to
provide more accurate and comprehensive searches. The above activities can be
performed on demand by the administrators or as scheduled.
[0026]Inputs to the online search can be manually entered or automatically derived by the
15  crawler server 206 after accessing protected information repositories and evaluating the
protected content. For example, the crawler server 206 can automatically access a source
code repository of an organisation, extract the source codes, obtain the unique identifying
elements of the extracted source codes and perform searches using the unique identifying
elements.
20  [0027]An exemplary piece of source code 300 named GeneralUtil.java is shown in
Figure 3. The exemplary soufce code 300 is used for illustrating the detailed process of

obtaining unique identifying elements.



extracted fromthe source code 300 may be categorized into a plurality of
el enent types. The el enent types may include: One-line comrents; Declared
Package maife81((flipr81pr ogr amm ng | anguages whi ch support PRITSG2008800232 nanes;
Class nanes; and File nanes. Different elenent types may be used for
categorizing the elements extracted fromthe source code in different
enbodi nents. The nunber of elenent types may also be different in other
enbodi ments. [0029] Next, each of the elenents extracted fromthe source

code 300 @glysrlﬂﬁtxaq@e%i(e%tst I%a?er;[ eg% %dmpgl% ‘hE s'ource Scodt 3%6' He ei %?err]lsl fying

el enent , unrgueness ru uni queness rules ray i neltt

Lengt h of he and b eth the el em i ncI ed in a
b1 ackl | ot 5Poied ARG SeHBFY totkaDH Shav e satiesfieed it bRl ﬁfﬁ@gempﬁse used
in different enbodi nents, The nunber of uniqueness rules may al so be
di f f er ent ThEFIGReRE fYPSSBAYiNelIdEs. [ 0030] Ei t her one uni queness rule or a
conbi nati on of uni queness rules may be applied to each el enent type. For
exanpl e, Qne-pgecogrmepisness rule "Length of the el enent” may be applied to
the el enment type

5  Declared Package names (for programming languages which support this);

Method names;
Class names; and
File names.
Different element types may be used for categorizing the elements extracted from the
10 source code in different embodiments. The number of element types may also be
different in other embodiments.
[0029]Next, each of the elements extracted from the source code 300 méy be checked, to
determine whether it is an unique identifying element, using uniqueness rules. The
uniqueness rules may include:
15 a) Length of the element; and
b) Whether the element is included in a blacklist of common/generic words.
Different uniqueness rules may be used in different embodiments. The number of
uniqueness rules may also be different in other embodiments.
[0030] Either one uniqueness rule or a combination of uniqueness rules may be applied to
20  each element type. For example,
1. The uniqueness rule “Length of the element” may be applied to the element type
“One-line Comments”.

2. The uniqueness rule “Length of the element” may be applied to the element type



"One-line Comments". 2. The uni queness rule "Length of the elenent” may be
applied to the elenent type"Decl ared Package Nanes", starting (in sone
enbodi merWeR20WaIhi8a hi erarchy of 2 levels, e.g. "com nmy®6wE&RY08/000272 exanpl e
el ement extracted fromthe source code 300 is "insight.comon”. 3. The

uni queness rule "Length of the elenent” nmay be applied to the el enent type
"Met hod Nanes". The el enents categorized under the el enment type "Method
Nanes" may al so be conpared to the blacklist of conmon/generic words. 4.

The uni queness: ewaﬁ;d' 'Ilagﬁ%temeﬂlﬁest’ ['Egar@xlggx? Mime &gy%(ﬁ%gx?t?)o\kftl?g par&pre({feé enent

type "Cl asses el enen orize
"Cl asses Nameq may al.so_be co ar,,e to th | ackl |stt of ener| C
words. 5. The GVi%eheSLmPycemP (o] i U 12 g{ngﬂte?ﬁr.acwﬂfo&é ‘éed to the

el enent type " Fld| g (gla me", . The el errent s categorized under the eI errent type
"File Nane" ne@dapdy! b@sb@ﬁﬁﬁ?‘gﬂ’“to t he bl acklist of common/generic words.
[ 0031 JFigure 4 shows a table 400 of elenents extracted fromthe source
code 300 %l as sThlell@éFl“&gesﬁ wvlgieengte af iheyalareent] maw he spRliedde tesr ¢lementdyment s.
Col uim 402 shows the various el ement types, colum 404 shows the el enents
det er i ned as ‘“ddsthed Namasid el elementd Gatsharnived t undee Heneamnsntdope r Meatkedd as
uni que identifying elenents. [0032] Row 408 shows el enents, e.g. "this is ny
coment for tMNamest atagaisorbgbinpaddad the blacklix of &ahmoi/getiyic Svoildst e,
categori zed the el enent type "Oneline Coonments"” determ ned as uni que
identifying elBikamidiendsstnld 10eshRob thel il Smay be applied to the element type
“Classes Names”. The elements categorized under the element type “Classes
Names” may also be compared to the blacklist of common/generic words.
10 5. The uniqueness rule “Length of the element” may be applied to the element type
“File Name”. The elements categorized under the element type “File Name” may
also be compared to the blacklist of common/generic words.
[0031]Figure 4 shows a table 400 of elements extracted from the source code 300
classified as unique identifying elements or generic elements. Column 402 shows the
15  various element types, column 404 shows the elements determined as generic, and
column 406 shows the elements determined as unique identifying elements.
[0032]Row 408 shows elements, e.g. “this is my comment for the
interestingMethodAction” and “Gets today’s date”, categorized the element type “One-
line Comments” determined as unique identifying elements. Row 410 shows elements,
20 eg. “insight.common” and “insight.common.util”, categorized the element type

“Declared Package Names” determined as unique identifying elements. Row 412 shows

an element, e.g. InterestingMethodAction, categorized the element type “Method Names”



e.g. "insight.comon" and "insight.comon.util", categorized the el enent
type "Decl ared Package Nanmes" determ ned as unique identifying el enents.
Row 412 sWowsitgMimiienent, e.g. InterestingMethodActi on, PCAISEMSi02€2d2t he

el enent type "Method Nanes"determ ned as an uni que identifying el ement.
These el enents may have a | ength above a predeterm ned length threshold if
the uni queness rule "Length of the elenent” is applied. [0033]By applying
t he uni queness rule "Length of the elenment”, Elenents such as "getl D' and

et D', BAg s A A DEAURL SRR AR ERTARARh drsy not be

determ ned as an uni que 1denti ment . enmen vin eng

' : h b I d | » L h f
e sear ceasamise IS I BRARE (e dPiaugfad i fafpul bR, el an "

el ement, g Cet Current Dat e, categorjzed the el enment type "Method Nanes"
det er ni neVSYBY @0@0#@% & BRIGRRSSS Rl dsenetnghicsplomeaie Flemegig such as

General Util, categorized the elenent type "C asses Nanes" determ ned as a
generi c el#HPhtand %@?@Mibﬁvsmﬂ)wnaﬁh kelawd predetermpineddength shneshald meymeghs | zed
the elenent type "File Name" determ ned as a generic element. These

el enerft s dagrmiveedf asind imqed adaitifighg | demeft. Edenmanty devieg i © lowgthl belemd wi | |
therefore not be determned to be "unique" if the uniqueness rule applying
t he bl ackpreddterimineddphgti thre§Ho0BmpaY\be rexalulled toeimpidvguhe iackamidyf ofi the s@rehrent s
are obtained, the crawl er server 206 may proceed to perform searches with a

pl ural i t yardifto esiibé agkiposiivef the unique identifying el enents. Searches may
be performed in a descendi ng order of relevance, starting with the hi ghest

rel evanceygo34jRow XSS shwhh ethhedtie b AGRCUIr¥hiDEeE LRBEHSd tH ElefdcatiM €r
server

type “Method Names” determined as a generic element. Row 414 shows an element, e.g.

10 GeneralUtil, categorized the element type “Classes Names” determined as a generic
element. Row 416 shows an element, e.g. GeneralUtil, categorized the element type “File
Name” determined as a generic element. These elements may be found in the blacklist of
common/generic words, and will therefore not be determined to be "unique" if the
uniqueness rule applying the blacklist is applied.

15 [0035]When all the unique identifying elements are obtained, the crawler server 206 may
proceed to perform searches with a plurality of combinations of the unique identifying
elements. Searches may be performed in a descending order of relevance, starting with
the highest relevance, i.e. matches to all unique identifying elements. The crawler server
206 may perform searches starting from the more relevant element type “One-line

20 comments” to the less relevant element type “File names”. There can be e.g. thirty-one
types of combination searches from the e.g. five elements types that the crawler server
206 analyzes.

[0036] The thirty-one types of combination searches are listed in the following:

10



206 may perform searches starting fromthe nore rel evant el enent type

"One-line conmments” to the less relevant elenent type "File nanes". There

can be e.yoO21atBione types of conbi nati on searches fr @6TSKGR068/09027¢ | ve

el enents types that the crawl er server 206 anal yzes. [0036] The thirty-one

types of comnbination searches are listed in the foll ow ng: Types of

Conbi nations: 1st: Al One-line Comments +Al|l Packages +All Methods +Al

Cl asses +Fil e nane =H ghest rel evance 2nd: 0 One-line Conments +All

Packages +AI7L I\/b(%’llodsbﬁé%l Classes +File nane 3rd: 0 One-line Comments + O
PPREY hods™ RIS

Packages +Al O asses +File name 31st: 0 One-line Comments + O

Cpeci Tro corhi TALPBRmECAPaIpe: Al Barkiaet s ThEHER A oA A ing

el enent in the sane el enent type may be used for the subsequent conbi nation
search. To reHighestnévHistoer of results, the user may configure a linit to
t he naxinunbgﬁnber of results returned from each conbi nati on search.

[ 0038] Af t er 2t hé GealinarCanemenis & Adk Bachigesi-ndld Methvedy vl Clsisses ankiédndme a
descendi ng order of relevancy. Rel evancy may be conputed using the

followng f dfdnﬂléhze-lmel(émmys v 8l RwekageCardil MathodnPAlnClisses FatikliBemr chResul t s
wher e Conbi nati onPoints = (One-Line Comment * Points per comment) +
(Decl ared Package
3I: 0 One-line Comments + 0 Packages + 0 Methods + 0 Classes + File name =
Least relevance
[0037]After a specific combination search is completed, the next unique identifying
10  element in the same element type may be used for the subsequent combination search. To
reduce the number of results, the user may configure a limit to the maximum number of
results returned from each combination search.
[0038] After the search results are obtained, they may be ranked in a descending order of
relevancy. Relevancy may be computed using the following formula:
15
Relevancy value = CombinationPoints / TotalSearchResults
where
CombinationPoints = (One-Line Comment * Points per comment) + (Declared Package
Name * Points per package) + (Method Name * Points per method) + (Class Name *
20  Points per class) + (File Name * Points per filename)
and

TotalSearchResults = the number of results retrieved when searching using that

combination.

11



Nane * Poi nts per package) + (Method Name * Points per nethod) + (C ass
Name * Points per class) + (File Nanme * Points per filenane) and

Tot al SearWPOReENI1181= t he nunber of results retrieved Wh@QTSE29BHIRG2 usi ng

t hat conbi nati on. [ 0039] Conbi nati onPoi nts nay be divided by

Tot al SearchResults to provi de hi gher wei ghtage to conbinations that result
fewer results, i.e. nore unique. For exanple: Case 1. Calculation for a
conbi nati on search using one Cl ass Nanme which returns 100 records Rel evancy
value = [(O* 25) + (O * 18) + (0O * 13) + ( 1 * 10) + (O * 2)] / 100 = 0.1
Case 2: Calculation for a conbination search using one File Nanme which
returns 1 r d . Rel evancy val ue =. | * % * 18) + (0.* 13) + (0 *
10) "4 TIobSERC RSB ey 1 oo S ehResil ro Ripvids, didhst ¢
ranked higher in terns of relevancy than the result of Case 1 although Case
1 uses a Wewehtageiospapinasiophibat reﬁlglbéwe{ 5ot - gire uniqes SRs explgwchar t 500
of a process for determning the set of unique identifying el enents that
identify the sensitive source code nodul e accessed fromthe source code
repository. In 502, one or nore elenments may be extracted fromthe

sensi t3 veCsseul: déaladadmnnfodalcembinatiore sealhchensingaaiice@lasd Namatwhitthetwher@ht may
be checked to determne whether it is a unique identifying el enment based at
| east in pasddson a |l ength of the elenment in 504. The el enment may not be a
uni que identifying element if it has a length bel ow a predeterm ned | ength

t hr eshol dRrelevamy&aldene[(6 @3B RY0 FaY) Pe0 €hgked+ wWhet (et 21100 =0.1

Case 2: Calculation for a combination search using one File Name which returns 1 record

10 Relevancy value =[(0 * 25)+ (0 * 18) + (0 * 13) + (0 * 10) + (1 *2)] /1 =2

[0040]In this example, the result of Case 2 is ranked higher in terms of relevancy than the
result of Case 1 although Case 1 uses a more relevant element type.
[0041]Figure 5 sHows a flowchart 500 of a process for determining the set of unique
15  identifying elements that identify the sensitive source code module accessed from the
source code repository. In 502, one or more eleménts may be extracted from the sensitive
source code module. For each extracted element, the element may be checked to
determine whether it is a unique identifying element based at least in part on a length of
the element in 504. The element may not be a unique identifying element if it has a length
20  below a predetermined length threshold. In 506, the element may be checked whether the
element appears on a blacklist of common or generic words to determine if the element is

a unique identifying element.
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el ement appears on a bl acklist of conmon or generic words to determne if
the elenment is a unique identifying elenent.[0042] In 508, the el enents may
be cat egdvD2et/EtBor di ng to el enent types. The el enent PEHSS20A8(P00272] ude:
one-line comments; decl ared package nanes; nethod nanes; class nanes; and
file names. In 510, a nunber of points may be provided for each el enent
type. In 512, a total nunber of points may be assigned to each of the
search results based on a product of a nunber of unique identifying

el enment s i,cul.ar el ement type.that r e t ched and-{ he nunper of
poi nts. 1 ofd04 TIPS, e Bhent, GRS B Bl Aot g i RO ThESIPP et o
the search results, In 514, the total nunper of points be divjded by
Lhe munbadPor ek kbler gRGibe CPBmIRE ol BioHaES IRy MYOdAREO
search results. [0043] Figure 6 shows a schematic diagramof a system 600

i npl enent@esnand flegrames. Bosfl @i rapbes of peinforry o Provivked Ly cedhelsmentay have
t hree conponents, nanely a network gateway device 604, the nanagenent

devi ce 20zpan 52, @rtaial rumbsesof peingBay bmasdighédioesach efitho déarenresyltsttiasedsy st em
600 may conprise different conponents and the nunber of conponents for the
syst erf 60éh arppdadt ©6 a mamper ¢OMMdle Thentifighgelcena o wpyrtideldr eleméft4ypathaanal yze
the digital information transmtted over the network and may apply: rel evant

pol i ci es Wwéreandit@taal tho AUMBECSH poits fdhthe PREINATK claicavB)pe d6\deetmBO4h MY
intercept the digital comunication being sent froman internal network to

an ext er n@levaRl M dach $1e REHVIPkuIBALESRY HaeMhIGRInff o Foints el Wi didddee
parts, nanmely a correlation engine, a source code detection nodule and a

net wor k t%ﬂi&%bﬁﬁﬁé}%%ﬂh rebllesdb HEGHBAL 2 IRAMLY R ESch Jetfe REINRLKPAt evay

devi ce 60 ave
[0043]Figure 6 shows a schematic diagram of a system 600 implemented in a digital

10  communication network 602. The system 600 may have three components, namely a
network gateway device 604, the management device 204 and a crawler server 206. In
different embodiments, the system 600 may comprise different components and the
number of components for the system 600 may also vary.

[0044] The network gateway device 604 may analyze the digital information transmitted

15 over the network and may apply relevant policies to a digital communication. The
network gateway device 604 may intercept the digital communication being sent from an
internal network to an external network. The network gateway device 604 may include
three parts, namely a correlation engine, a source code detection module and a network
traffic analyzer. In different embodiments, the network gateway device 604 may have

20  different parts and the number of parts of the network gateway device 604 may also vary.
[0045]The management device 204 may be a management and administration tool that
can be used to control the network gateway device 604 and the crawler server 206, and to

provide management reports. The system may comprise a plurality of the management
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different parts and the nunber of parts of the network gateway device 604
may al so vary. [0045] The managenent devi ce 204 nmay be a nmanagenent and

adm ni st r¥Oi20/a1dBl t hat can be used to control the net ROTISGIS8HNERI2 devi ce
604 and the crawl er server 206, and to provi de managenent reports. The
system may conprise a plurality of the managenentdevices 204 to provide
scalability. The crawl er server 206 of the system 600 may search e.qg.
Internet sites for | eakages of information. [0046] Figure 7 shows a

schemati c,di of a. tLer stem 700 for.i enment | t he prqcesses
for det ec?fivﬁcgg ng}?a rémc(# (géggé\bsﬂl? i ‘\ﬁée %rg‘t%eé 8°¢E Odoérmlﬁeefx/?ger“k-@goc%%% 5'7%5 e sites

and the sgstenlfOL S aﬁgﬂ%ngﬁﬂet rk-accessible sites for | eaked source
code. The®8dRISTRELFites Jerlekas ﬁg§gBW5Wide the ability to detect |eakage of
sensitive source code on network-accessible sites and to search

net wor k- al088@lEigyre7 showsa schematicqiagram of p cempytrs systons/PPfacineplemerting er ver
206 may be inplenented as the conputer system 700. The conputer system may
i ncl ude atheprpsses(fordeteciingdeakegs of segsiting squrceagndle anmstvperi-ag&4sibIesgesrenor y
754 may be used for collecting search results. The nenory 754 may i ncl ude
nor e thanaminthenmgseny fors scchiny Ratwdokradiessitsle difesrdory ldalkkédMsourBie addénThe Menory
(ROM), Erasable Progranmable Read-Only Menory (EPROM), hard disk, etc.

wher ei N seutpiér $y8RMTEIIOhAE proaide the abllifyolo deteRf icakagdaif et eBbOQE 6% and
ot her nmenories are used as working nenories. The conputer system 700 may

i ncl ude agh hdtRbik. RbtBible sited £Ad GRVABIEnGWOIk- A2 eRIVIELWR T 1EAREEEiREE 0GRS The
network interface 756 may be used to access an external network such as the

R R R T e T e L

computer system may include a CPU 752 (central processing unit), and a memory 754.

10  The memory 754 may be used for collecting search results. The mémory 754 may include
more than one memory, such as Random Acce}ss Memory (RAM), Read-Only Memory
(ROM), Erasable Programmable Read-Only Memory (EPROM), hard disk, etc. wherein
some of the memories are used for storing data and programs and other memories are
used as working memories. The computer system 700 may include an input/output (I/O)

15  device such as a network interface 756. The network interface 756 may be used to access
an external network such as the Internet, and an internal network such as Local Area
Network (LAN) or Wide Area Network (WAN). The computer system 700 may also
include a clock 758, an output device such as a display 762 and an input device such as a
keyboard 764. All the components (752, 754, 756, 758, 762, 764) of the computer system

20 700 are connected and communicating with each other through a bus 760.
[0048] The memory 754 may be configured to store instructions for detecting leakage of

sensitive source code on network-accessible sites. The instructions, when executed by

the CPU 752, may cause the processor 752 to determine a set of unique identifying
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i nclude a clock 758, an output device such as a display 762 and an input
devi ce such as a keyboard 764. Al the conponents (752, 754, 756, 758, 762,
764) of twe 2mnpuiser system 700 are connected and conmurCTaG2ong/0ve27h each
ot her through a bus 760. [0048] The nenory 754 may be configured to store
instructions for detecting | eakage of sensitive source code on

net wor k- accessi bl e sites. The instructions, when executed by the CPU 752,
may cause the processor 752 to deternine a set of unique

i dentifyinge t den a sensiti sourc ode, nodul e cessed
from t o SETPER Riddttly aciepabve Yoo o B 3@8%&%8‘% O L BYEE P ng
|ist of one qQr nore nefwor acceSS|bIe Slt f r text that t ches one or
more of tHeoHY e.%moamspar?? Frgules by ercling 4 kel or &Or%?tzyag(a Jgentle yi ng

el enents, to collect the search results in the menory 754, to determne a
rel evancySlYeé foretghthet matchessensr errmersf| the upigye ifleatifyingaglempnis imthe sshok nunber
of the unique identifying elenents that were matched and on a nunber of
sear ch r esniuesidentifyingetentents, toawilkdt sheassash désnlys ingthe hemoey @ tegsteramak t 0 send
the results to the nanagenent device to indicate to a user whether

sensi t5 vea sdevaney foddachwishd earvll resultt basedat vastin pare o6 ainbindersefitRSunique

[ 0049] Whi | e enbodi nents of the invention have been particularly shown and
descri bedid%ﬁt?i g&ﬂ@ﬁ&ﬁ'@ that WefdPRiGichéd aRiTHR A KIMBeS of Iskarsi edalilis, e st digy st ood
by those skil in the art that various changes in form and det ai | may be

made t her giflisctiaity HaRATdIdVARCY, raﬁdint& B&dSRE Eéshlt@ﬂﬂth% RRRgQhenk G@wwvoe ntion
as defined by the appended clains. The scope of the |nvent|on is thus

i ndi cat ed; gl)’éattehtg aaQ eraether lséHsﬁR/egquEc Iclod %@%&nm her rekV\AIc%%g ¢ he

meani ng an range o equi val ency alns ar Jéd to be
enbr aced. C%alns
S1ES.

10 [0049]While embodiments of the invention have been particularly shown and described
with reference to specific embodiments, it should be understood by those skilled in the art
that various changes in form and detail may be made therein without departing from the
spirit and scope of the invention as defined by the appended claims. The scope of the
invention is thus indicated by the appended claims and all changes which come within the

15 meaning and range of equivalency of the claims are therefore intended to be embraced.
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VWhat is claimed is: 1. A nmethod of detecting | eakage of sensitive source
code on network-accessible sites, the nethod conprising: determning a set
of uni quewpaemiiiging el enents that identify a sensitiveCIEGRews/08edz nodul e
accessed froma source code repository; using a craw er server connected to
an external network to automatically search a list of one or nore

net wor k- accessi ble sites for text that natches one or nore of the unique
identifying elenments in the set of unique identifying elenments, to provide
search reéglts; collecting the search results in a menory of the craw er
server; ining a relevancy for each of the search results based at

| east in part on a nunber of the unique identifying elenents that were

mat ched and on a nunber of search results; sorting the results according to
the rel evancy; and providing the results to a user, to indicate whether
sensi t i veW8aUp el8insde was found on the network-accessible sites. 2. The

nmet hod of claim 1, wherein using a crawl er server connected to an external
network to automatically search a list of one or nore network-accessible
sites conprisessearching for a plurality of conbinations of unique

i denti¥yihg elfmnbal skaettng lealage tofisessitiveofourtei @pde ondarivorikydcoessibleenent s.
3. The nmethod of claiml or 2, wherein determning a set of unique

i dent i f yi digs, the method comprising:

determining a set of unique identifying elements that identify a sensitive source
code module accessed from a source code repository;
using a crawler server connected to an external network to automatically search a
10 list of one or more network-accessible sites for text that matches one or more of the
unique identifying elements in the set of unique identifying elements, to provide search
results;
collecting the search results in a memory of the crawler server;
determining a relevancy for each of the search results based at least in part on a
15  number of the unique identifying elements that were matched and on a number of search
results;
sorting the results according to the relevancy; and
providing the results to a user, to indicate whether sensitive source code was
found on the network-accessible sites.
20
2. The method of claim 1, wherein using a crawler server connected to an external

network to automatically search a list of one or more network-accessible sites comprises

16



el ements conprises: extracting one or nore elenents fromthe sensitive
source code nodul e; and for each extracted el enent, determ ning whet her the
el enent 1WOR20WAIIHSe | dentifying el ement based at | east PATS&R0030A0232] engt h
of the elenent. 4. The nethod of claim 3, wherein determ ning whether the
element is a unique identifying el enent based on a Il ength of the el enent
conprises determning that the elenent is not a unique identifying el enent
if it has a length below a predeterm ned | ength threshold. 5. The method of

claim3 or_4,. rein term ni.ng whet her t.he el.ement is nj gue
Cdent ]y warebingan Pl E Clifotle’ didna i MiReEREr S st R e ppear s
on a bl acklist .of commpon o eneric words. 6. The nethod of any of clains 3
to 5, whef®dP “%@{eéﬁ?ﬁqg}")‘ﬂ%e{i"%&s' of unique identifying el ements conprises
categorizing the elements according to elenment types. 7. The nethod of
claim6, wherein the elenent types conprise two or nore of: one-line
comment s; decl ared package nanes; nethod nanes; class nanes; and fil e nanes.
8. The ne¥hod Bie mkthod ®falaimn 1 fanrd, hwhrerein mstenpimmg prsetv ptiumigue identifyeng of
points for each elenent type, and wherein determ ning a rel evancy for each
of thes sedembnts esniprisss:

extracting one or more elements from the sensitive source code module; and

for each extracted element, determining whether the element is a unique

| identifying element based at least in part on a length of the element.

10 4. The method of claim 3, wherein determining whether the element is a unique
identifying element based on a length of the element comprises determining that the
element is not a unique identifying element if it has a length below a predetermined

length threshold.
15 5. The method of claim 3 or 4, wherein determining whether the element is a unique
identifying element further comprises checking whether the element appears on a

blacklist of common or generic words.

6. The method of any of claims 3 to 5, wherein determining a set of unique

20  identifying elements comprises categorizing the elements according to element types.

7. The method of claim 6, wherein the element types comprise two or more of:

one-line comments;
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conprises assigning a total nunber of points to each of the search results
based on a product of a nunber of unique identifying elenents of a

parti cul avoebwamt8lt ype t hat were matched and t he nunbePCBHISGRYISHPE27E or t he
particul ar el enent type. 9. The nethod of claim8, wherein the determning
a relevancy for each of the search results further conprises dividing the
total nunber of points by the nunber of search results. 10. The nethod of
any of clainms 6-9, mherein using a crawl er server connected to an external
network to autgng ky search a list of one or nore network-accessible
sites conprise ¥ réﬁ ﬁﬁr?8$ a plurality of conbinations of unique

i dentifying eIe %S selected fromthe set of unique identifying el enents
in an order gg P@P&ast in part on the elenment types.11. The nethod of
any of clalns 1 to 10, wherein determ ning a set of unique identifying

el ement s conpr9§%§m6§%é§%|ng t he source code repository over an internal
network. 12. The nethod of any of clains 1 to 11, wherein providing the
results to a uklemawespri ses sending the results to a managenment devi ce over
an internal network. 13. A systemfor searching network-accessible sites
for | éaked source code, the system conprising: a source code repository
storing one or nore source code nodul es; a nmanagenent device that interacts
With a USEr; ATk Meb@Vt BRmSEHN B fuRRANRGIRRineProvding aafuier BEbURIKor t he
crawl er server configured

each element type, and wherein determining a relevancy for each of the search results
comprises assigning a total number of points to each of the search results based on a
product of a number of unique identifying elements of a particular element type that were

10  matched and the number of points for the particular element type.

9. The method of claim 8, wherein the determining a relevancy for each of the
search results further comprises dividing the total number of points by the number of
search results.
15

10.  The method of any of claims 6-9, wherein using a crawler server connected to an
external network to automatically search a list of one or more network-accessible sites
comprises searching for a plurality of combinations of unique identifying elements
selected from the set of unique identifying elements in an order based at least in part on

20  the element types.
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to: determne a set of unique identifying elenents that identify a
sensitive source code nodul e accessed fromthe source code repository;
search a WD20108fl18he or nore networ k- accessi bl e sites f@CTISERO08100EA72 mat ches
one or nore of the unique identifying elenents in the set of unique
identifying elenents, to provide search results; collect the search results
in a nmenory of the crawl er server; determne a relevancy for each of the
search results based at least in part on a nunber of the unique i dentifying

el enent s {hat mrﬁempﬁge& B oAl 11108 Rl BEALEHiASEY L o Gliud N

results accordlng r evancy, andsén e res he na a enent
devi ce, ensi tive,source code was fougd on

the. net voR i fpirds Bpihagtes HHECsRE G5 SOURT SPA% FORPRICLS OV ahah P
ext er nal netx&rk conprises the Internet. 15. The system of claim 13 or 14,

further sing an internal network, wherein the source code repository,

t he managenent device, and the crawl er server are connected to the interna

network. 16. The system of any of clainms 13 to 15, wherein the craw er

server is configured to determ ne the set of unique identifying elenents

by: extrakXi nglhenmethod mbrapy elferiamssl for bim whezeis guvevitlingeths sesulie te adsemodul e;

and for each extracted el enent, determ ning whether the elenent is a unique
comprises sending the results to a management device over an internal network.

13. A system for searching network-accessible sites for leaked source code, the
system comprising:
10 a source code repository storing one or more source code modules;
a management device that interacts with a user; and
a crawler server connected to an external network, the crawler server configured
to:
determine a set of unique identifying elements that identify a sensitive
15  source code module accessed from the source code repository;
search a list of one or more network-accessible sites for text that matches
one or more of the unique identifying elements in the set of unique identifying elements,
to provide search results;
collect the search results in a memory of the crawler server;
20 determine a relevancy for each of the search results based at least in part
on a number of the unique identifying elements that were matched and on a number of
search results;

sort the results according to the relevancy; and
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identifying el ement based at least in part on a length of the elenent. 17.
The system of claim 16, wherein the crawl er server is configured to
det er m newPRAtV/aIhB1el enment is not a unique identifying ECE&®6R008/0p0272 has a
| ength bel ow a predeterm ned | ength threshold. 18. The system of claim 16
or 17, wherein the craw er server is configured to determ ne whether the
elenment is a unique identifying el enent by checki ng whet her the el enent
appears on a bl acklist of common or generic words that is stored on the
craw er server. .19' sy;'(? ﬂﬁ?yt%gl.gg] t8fthg‘:a§én§gem%¥1?‘? celﬁo }n(aic%é’ to"X“E l-f Iwri'le{hgle
craw er server is configured to categorize e one of ore el enent s
according to el enent 'a%{rglesf 28. Ihe %%srkem of. fl aim19, wherein the el enent
types conpPPlEe fuEcesedryas foypd og the petgorkaasressiiesi®yiec ar ed package names:
met hod nanes; class nanes; and file nanmes. 21. The systemof claim 19 or
20, wherein the craw er server is further configured to provide a nunber of
points for each elenent type, and to determne a relevancy for each of the
sear ch rebdil t sThesystemiafslag 13, whergin thesiernalaretwsk gemprises dedntepfett he search
results based on a product of a nunber of unique identifying elenents of a
particul ar el enent type that were matched and the nunber of points for the
particul ar el enment type. .

15.  The system of claim 13 or 14, further comprising an internal network, wherein the

source code repository, the management device, and the crawler server are connected to

the internal network.

10 16.  The system of any of claims 13 to 15, wherein the crawler server is configured to
determine the set of unique identifying elements by:
extracting one or more elements from the sensitive source code module; and
for each extracted element, determining whether the element is a unique

identifying element based at least in part on a length of the element.

15
17.  The system of claim 16, wherein the crawler server is configured to determine
that the element is not a unique identifying element if it has a length below a
predetermined length threshold.

20 18.  The system of claim 16 or 17, wherein the crawler server is configured to

determine whether the element is a unique identifying element by checking whether the
element appears on a blacklist of common or generic words that is stored on the crawler

SErver.
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22. The systemof claim21, wherein the craw er server is configured to
determ ne a relevancy for each of the search results by dividing the total
nunber ofWPAIWHEI118Yy t he nunber of search results. PCT/SG2008/000272

19.  The system of any of claims 16 to 18, wherein the crawler server is configured to

categorize the one or more elements according to element types.

S 20. The system of claim 19, wherein the element types comprise two or more of:
one-line comments;
declared package names;
method names;
class names; and

10 file names.

21.  The system of claim 19 or 20, wherein the crawler server is further conﬁgured to
provide a number of points for each element type, and to determine a relevancy for each
of the search results by assigning a total number of points to each of the search results
15 based on a product of a number of unique identifying elerﬁents of a particular element

type that were matched and the number of points for the particular element type.
22.  The system of claim 21, wherein the crawler server is configured to determine a

relevancy for each of the search results by dividing the total number of points by the

20  number of search results.
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