; e3eTR>6FTq~ M METHOD AND SYSTEM FOR PERFORM NG A TRANSACTI ON UTI LI SI NG A
THI N PAYMENT NETWORK (M\/Emmmmlmmm THE | NVENTI ON The present invention
rel ates gQrpsAlskaret 0 the tronic comerce, ' Sp@fgcéMiobse
particularly to a nethod and systsem for performng a transaction utilising
a thin paynment network. BACKGROUND OF THE | NVENTI ON Figure 1 represents the
existing credit card nodel for paynent generation at a nerchant |evel.
Fundanent al MiEETHOD An‘dBrSeYSTEM/\EQRlPERFQRNﬂNG AJRIANSASC TION WIHKISING Ahat
there are several key part &él on to the nerchant
2 and the consunmer 1. One quiring fi nanC| al
instituti opEL DWW THEMNVERNTYONUr ni shes the point-of-sale (POS) or "sw pe
card" machines to the merchant 2. Another of those key parties is an

i ssui ng financi dhelpresentunventiar) relaies igepesallystotthe fiekd of elestroricagmmerder a

ank 19 t n T paTRuRnl 3 b Biebod PO SRISED for Btrtunlif o8 konsltBhn:

in the exi §{||ig’]|gggrtﬁﬁ1lr§ay?ﬁé|¢t maderk. when a consuner 1 enters |nto a nerchant
transaction, the consuner groduces his or her credit card. The credit

card is S\AW:GIRQ‘H@W@EW HNYENHRN a nessage, 20 including all the
t t '
ansacc o 1 i A BB S | B8l

whi ch f ur nia hefietdhanP@@veiadhintesndmaly) ¢heanahaert indwhichaimet dredit cak@ modut - us™
transactions, which nmeans the issuj Rg financial instituytiaqgn 6q5ﬁtnd t he
acqui r1g foRlshds dhat fharearei severahkey iRasties i, a dransprtion 40 tadsiiom o that i on

goes di r eChlotofait22nd Inb BNt D i hose iy BRHGNis b BBGuiring .

existing cre |t card no process, where the Issul | nanci al
6 and t he {ingocial m‘gtlfutlnarmlwhich rantmallytfitmmsﬁeartlm pofrtefeale (RO8) mrdewie-i s

t hat the nerchant ers orymatj on t he, ac U|r|n financi al

i nstitutiof@% AP 'HGF 8n ?d“?é“g’ g AR Pf)ﬂ’qsﬁr B% apt PNy
credit car ﬂnéﬁéiﬁplr%ht&l@m 6,30hith bTHﬁdéF'ﬂ?é"cbrd?aF@r %&éﬁﬁil@tfoﬁ% éoﬁshlﬁﬁbrf WHbES
the information to the Issui ng financial institution 6. At that point, the

credi t19i nesrrisfs a pariaiaubank’s ciedit caisk Keel pfamcmamb@wlmﬁatheabsumgyfmmlt he
funds withi tg}ﬂ@) facility are earmarked. Assumi ng that there is an
avai |l abl e " an authorisation is then routed back through WO

02/ 08G829 2 PCTIFs#Za Pedssds flow standpoint, in the existing credit card model, when a
consumer 1 enters into a merchant transaction, the consumer 1 produces his or

her credit card. The credit card is swiped in the POS machine, and a message,
20 including all the transaction information and the consumer’'s details around the

card and process, is then transferred to the acquiring financial institution 3, which

furnished the POS machines to the merchant 2. From there, for ‘on-us”

transactions, which means the issuing financia1 institution 6 and the acquiring

financial institution 3 are the same, the transaction information goes directly back
25 to the merchant 2 with a confirmation.

In the existing credit card model process, where the issuing financial
institution 6 and the acquiring financial institution 3 are different, the process is
that the merchant 2 transfers the information to the acquiring financial institution
3, which then routes the information through to a particular credit card association

30 4. The credit card association 4 then routes the information to the issuing
financial institution 6. At that point, the credit lines of the consumer 1 are checked
for funds availability, and the funds within that facility are earmarked. Assuming
that there is an available balance, an authorisation is then routed back through
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the card association 4 out to the acquiring financial institution 3 and out
to the nmerchant 2. The consunmer 1 can then take the goods and | eave. The
exi sting Eehdses9rd nodel utilises authorisation rather thafscozo0059

aut hentication, which is the first and major process. Wen a transaction is
authorised, all that is being said is ' % that the credit card account with
a particular card nunber and expiry date has funds or credit available to

i t. AuthoritRatainassaamatiorc anbutr tasthichadquarimg finkAblaR insliG@RINB 4B ofit isishe but
it does not authenticate the individual attenpting to use the _credit card

account i nmerehamsdcilihenconsminrervhsantthen iakeidie gpods @anddeave.ndihenexdstingd in
the transagti@n cej I . GLedi r t e 10
et o YT

| eave t he fimt ahdmhajex posassst dVaehizfpahsdarionds autharizeds alb tisdtud belngaseid tidie

consu e ed to liability. It js noted that in the existing credit card
model | & hathakdne aredi sak pschipewith 3 RaMiGHAT SRIE: BUTDRRABH AINsIate faDn 5.
Rat her, co]zﬁlidge | i i opl y ket : | boRfth o. ot
to funds I ch Jrsrln?y%]t ﬁlﬁ?%%?qgeﬁ'avépﬁgglggnﬁ Sﬁ;‘gﬂ)cg?lsurrer i‘gﬁaécl%aurﬁtgaaf]n
addi ti on, ateountitasi fumdsr bot it deesdnoibdathepticatedbs indivisiual iattefrigtiogebot use

fi i al | v..chai,n. 1t tentially h t | nt di ati ti hat
may not - betiogEbEseard; seopupf T EtkatsactinRs TS WhB e o ae Qg card that -
confi dent i ghas2ednh I&Hah8Actich RREREsHIS P HePBENNrd sPatdfinh gt ﬂféséﬁ? bp the

transaction. For exanple, if the issuing financial institution is different
from tHe athgumantly theneardhalder meay digpiude: the tansaetibrm sanst ifaicoassfull leaee

acquiring fin j i i i.on_are. .additi i LtLi in the

i ddl e o 1o AEfant ExbhSd S aTigiRY o ROBIGHRRRRYED, Bakt' B, plpdiBer,,
obj ect of thsogudeledrbilitpvention to provide a nore efficient systemfor
performng a trﬁnsacti on which reduces the necessi tﬁ for caonfidential

information to BdSNefedinatin theexisteacsrditcard madel referepes ds Mase
SUWARY OF; T v ' I Rl s S

i nvention Jf)or{c'):‘\'éi %ﬁﬁér@#ﬁ%@c&}a&nﬁﬁﬁ@t@ ﬁe?ﬁ%ﬁ% 8?%@% fég'ro Hr?i“ﬁ&%ﬁ@ﬁ%%%@ § on
to enald e ereditnsardescdounp @andhastetoafupde dvitich Sray ot anéy oot denavailabiy in tie

met hod including the steps of: the consuner providing identification to the
mer chant ; “OWY %ﬁ%@_@%@éﬁltB PCT/ SGU2JO00S9 the nerchant forwarding purchase
details Lo a prafaasfiith HeNexists BruRNea” MR BroRRldd RgnPiHEmaRAt

val ue and consuner details indicated by the identitication; the processing
means ver i fipangialk $uppdy ehainer tqutantiallyshas tve intetmediating partiesptiat Insaye not

details to j f i nangi institution..the consuner hayving an count
Sih the fPBshefRsar A"Y ?&F?g??'b#?Utt ithy Whartt fhics congiimel8, Fonfiesiiial
verifiz®s tinforeeation iy bddgasharednghd Wheaars addigss6€ts tbothehgatsibAer For
requesting authentication of the transaction; the consunmer replies to the

first finafkample dsthetigsvipg fingnriahinstifutiongisiditierant fiogn e arwiiring fisanciab
financial | jut Ut i f SAQe o I L AS .
aut hori si ng‘gwé't"h t aﬁ%ac%%?%ﬁéﬁoﬁ%ﬁgnges tbrgatr?gﬁléiﬁhgf ‘ﬁﬁ éhglgl ﬁﬁg{gﬁg%%oﬁ?
financi al additiobaltparties sittingrier theaniddiesf the teemsactiomnt with the second
financial | | tution: processi ng nmeans advi sing the nerchant
that the tb%fﬁﬁqméaﬂﬁﬁd In a further aspect the present
| nventa®n provi fes iHeteRRe okt & RSheshNIERd iprovidiea RibreIRE Al
goods and/or services froma rchant by a consuner, i1ncluding: 20 a Tirst
financi al system foripenfonming adgransastion which fredieescthesneeessity fereconfitiential
financial institution hplding an account of .the nmerchant; apd a processing
means,; Mev‘rﬁ?rﬁ'ﬁt}?@ WQ?%??&W?“%R '&F‘?{E‘qdé%ﬁ? i m,ea'??me?w{ﬁc?ﬁ%ﬁ%‘ﬂnsuner and
forwards pSUMMARY GRTHE INVENTEIONOCessi ng neans, the processing nmeans 25
" verifies consuner details and forwards purchase details to the first
financi al insti¥\ith the ahave ebiectinfmingribe airesenitinventionrprovigies imenraspecht i on

Forvarth aariareatel BRFPIRRGCE RANGRGIATE Hidile SRS ARISbsi 300y, 1

second fi nansemicel frsrhid wierciantathe rmbthodrincledinigniierstepesof: or war ds approval to
the merchant. 30 In yet a further aspect the Eresent i nvention provides in

one aspect a sy nsymelRreviditeidentfigatiopiadbe srergbadts and/ or servi ces
froma nmerchant by a consuner, wherein the system provides the consuner
with a unique identification, and wherein the systemreceives consumner
identification and WO 02/ 086829



4 PCT/ S&2/ 00059 purchase value fromthe nerchant, the systemverifies the
consuner identification includes the unique identification and forwards the
consuner {(depldsfdrgation and the purchase value to a first lo@bso
institution nomnated by the consunmer and awaits authorisation, the system
receives the authorisation fromthe firsg financial 5 institution and
forwards the authorisation to the nerchant It is a feature and advant age of

the present invgp inftchantPf@Wadding pBichase adstaiy Ibed pdceBSihg OMEans, e
transaction utilising a thin paynent network with non-invasive back-end

i nfr ast r ucpuichase gletailsdinckiingoptirchane vabrgpaasticopsumet oietailseindicatasliby the s
and peer-tlo- P\fﬁéat aynment processes. 10 It is a further feature and

advant age 51? ! Msent invention to provide a nmethod and system for
perform ng trangrCpidtesying meaRs \eriffihd theYooretinitetdwails Bhdtforwarding the

di si nternedi ates consunmer paynents to nerchants and realigns financi al

i nstit@iopdrchpsd datail i asfirst finpacigh instittitione dhe congHmeadiavingge agcound
present in j - AL Aa.18 met hod and system for performng a
transacti o%’%?b?f‘ggltglagée%mﬁt@gérﬁrbnt network with a thin infrastructure

t hat does not i theefirstdinaheia hestitutiameedfies tisd iconsumer rdetsits ang fopvards ha
payers and payees. To achieve the stated, and of herfot})eatures_ advant ages and

obj ect's, aMeSHBYRINHIR CHISUNY TBAUSEINS AHbeRteaiPLebPdEnsaclidtnod and
system for 20 pgid %Pﬁkmﬂ%eﬁ rIeEﬁé?%Ft’h@F‘fi&éft'qda?id% ﬁsfiﬂ&'tiBnpéﬁﬂﬁEHficé‘t M. an
i nportant feature o ich IS initiation of authorisation by a consumer

r at her1Q hatrabgadtion; bank. In the system of the present invention, when the

consuner goes tp a_nerchant and purchases goods, the rchant i.nvoi ces the
Consuner for i nbepBganaTHal ftRice: Paners S fssmosict TonpnessIBy chaake s
side and i guResing e frahdkctidn At aMahges tRinsfer b(Pideator 1da8hnd imandial
request for any earmarking of funds for payment. The invoice is encrypted,

and the oningtituiipar the merchani hawng ranaseauné with ther seaend iaancink ingtitution;
identity. ;’ﬁgﬁlt information is routed through the system of the present
invention 'nto the consunmer's financial institution where it is presented

as an 18woi ce. fhHeorprobedsiky means , adisingniw afeichapt epanttee frassadtont he
consuner. Thus, the consuner, through logging in to his or her usual bank

account cafuwERednitiate the transaction through the consuner's bank,

Consurer i mi 1 ale Toer agied3e gt LRTRTLRING BooY 48Be A Siee
bank tel | sta Hacititawts uher pufchaseoof Joodsaandidrf seivioes frontsa avnerdhank eby aand i f

so, authorises the.tra&lsa_cti on back to the merchant via the system Thus,
the transafPRYes W8Iy v authorised, but it is actually authenticated.

At thesanme tingfiréttharRE inditfichenddhgraPacstunt of RSe&tsUriert he 5 nerchant
bank account. Thus, using existing Infrastructure between financi al

institutions foa segendfinapeiel ingtitutiondpldingan adeeunt akihei raerahast;iangt i ons

settle the noney, | nciling systemis created. Additional objects,
advant ages and %8&@?%%(5&1 meeégsbf the invention will be set forth in part in

the descriptionwhergin td | erchadfdobtaineaidentificatiofcfiom nhee céRs@ppgaramd to
those skilled in the art upon exam nation of the follow ng, or nm

| earned fr@fvprdichuehase detailsnieniheoRIOGEISING MRS, Pheowresespig MWNGS
cr oai 2y (PR EDBRREr HAH: Sl nBIEpuiRnG ERIE B EESF IFRRol]”
process st imgttutiont the fiist finarecialrinstitotidmeesks avthentieatmronthet travfsactien froes ent
nvention; Figure 3 111 ustrates a payient model 300l s2tadholilici o the
processing means and initiates payment to the second financial institution, and
the processing means forwards approval to the merchant.
30 In yet a further aspect the present invention provides in one aspect a
system to facilitate the purchase of goods and/or services from a merchant by a
consumer, wherein the system provides the consumer with a unique

identification, and wherein the system receives consumer identification and



present invention; Figures 4 to 10 show the process flow of one enbodi nent
of the present 20 invention. Figures 11 to 15 show a process flow of an

al t er nat iwe og/gkgadé ment of the present invention. Figures ¥rse3@ehow a
process flow of an alternative enbodi nent of the present invention.

Figures 21 to 23 show a sanple process f4 ow of a settlenent and
reconciliation process. DESCRI PTI ON OF PREFERRED EMBODI MENT Referring now

i InI det ai | %mplaaseﬁv@lqéifrmntth@hérbl?am &mewsténlr(nmtﬁieenhe ao?emﬁeplggnﬁﬁcaﬂﬁmp I's
illustrated in the acconpanying figures, a aspect of the 30 system for
an enbodi nBFKOEE tf‘ﬁé‘f}jﬁggéﬂ%/“tifﬁ@ﬁﬂ i farwards the Gepsumer deentiicalin Angl,
fromthe bS] ) & cOond | | | i be
used to enboihiefefP i (Y SAERERER TRRAAD hoRinall BhIWE Qhcliieh &l
know edge afaitshauihorisatien,' the ayetim receidesthebauthanidaopfrom that first fihaedial s

encapsul at.ed.ip the VWO 02/ U86829. PCT/ S(02/ 9 . existin rocess flow,
o a0 i o iBRHtuRioR aadeREATS g UIonsalion (o fiEEmetaeact | on on ¢ he
consumer’ s cred{s §368urd'QNRViivaniihd BPHE ﬁr’é%ehf?ﬁ‘ﬁﬁéhﬁor‘?fto bR&igY St ABHIY an

enbodi ment of the present 1nvention noves away fromthe existing process to
a process and apsiem tfoe padoroings at tramsactionnitilisitgea thin paymeamsheteork atitrer
than by the 5. bank. I | e ter ych as ' co " " toner.' are. used
nerei . | rarengSie Mcknd iFegHFES el Tt ARty 400 L STPhiedY i
and an enb@istiRidr-teibUdifedy P péer-tovisedr pymétitiprdessdeisansact i ons i nvol vi ng,
for exanple, comercial or corporate purchases as well. Referring, for
exanpll® to fi gutés 2 TuHbar frptdiccardisdiariage of thenrregeskEention it peexide
when a co r rch g t 2
vl ces. tMETEs,Snfan R B FRLEHRR FaRRiCR IREE st Pahitis TR,

t he mer chathtt dlisihidéemedihtes copsamier gpdyméiite ©qmershamts afid asalignsofinancial her
than a request for any earmarking of funds for paynent. The invoice is
encrypt ed, INaHHLIOR: WHRI GPNSHM$mt i on that is transferred to the merchant 2

s an 15 i dent i s ahBhd:deahirtYarkPAciAIhYE of the"orBx8iPhEentish RBrdviddd ess.

nobi | e phone nunber or al phanumeric co or any other sort

i dent i16i canethodsand Bystehe farqrestoraring at thansadienaditisingea tHin rpeyirstrd medwerk a
uni que ident,t Lthip the system of the present inventign or. a.r omy
qoner at ed Mkt fraiiciie 6% Sen tot SEREPedkl e B)attnl ifagh
financi al [eRonsHip With pafersiaid payedgmation is routed through the system 8
of the present invention into the consuner's financial institution 5 where

it is presentedl@asachieveniis statedr and tather features, tatvantagsisc and sobjeeiseaned
back L s RERORIE, o wdl 544 SRRV, alovdl 4 el AR B8y i o
ar oun@Qanypdrfaniag ta teansavtionaltilising « &1in tfagmentingthwbrk, ah itripariang fsstata on
t hrough the consuner’'s bank 5, which neans the bank has
which is initiation of authorisation by a consumer rather than by the bank. In the
system of the present invention, when the consumer goes to a merchant and
purchases goods, the merchant invoices the consumer for the goods. The
information is encrypted from the merchant's side and is essentially the
25 equivalent of an invoice rather than a request for any earmarking of funds for
payment. The invoice is encrypted, and the only information that is transferred to
the merchant is an identity.
That information is routed through the system of the present invention into
the consumer’s financial institution where it is presented as an invoice. From that
30 point, the invoice is presented back to the consumer. Thus, the consumer,
through logging in to his or her usual bank account can then initiate the
transaction through the consumer's bank, which means the bank has

authenticated the particular consumer. When the consumer initiates the



aut henticated the particular consuner 1, such security process includes any
security process that the consuner's bank 5 may provide or in tinme my

evol ve, sygya@sedasovi sion of mart cards or the Iike. Wien ghgsEpRpgesser 1
initiates the transaction, the bank 5 tells the 30 consuner 1 i1t he or she
has sufficient funds available, and if s®, authorises the transaction back
to the nmerchant 2 via the system 8 for an enbodi nent of the present

i nvent i on. trahgctiohhethier BaGRCI9Nthies coasumerif Yneldrheheskgs $ufficieht ifends
actually authenticated, At the same tinme, as_one aspect of the process of

the pref erdvaiiablengnd i socspthorisesTihectransaeiian daskdionthe negrchaet Hiee thant

i nvention, Sa L NY0l i i C o] r bank
7 account. S%%‘Isn u.gﬁ"rjl% \e@% gtf?ﬁnggcﬁ{r)lﬁ?fass?';& 6@5‘;@? b@ﬁ,@@%@‘?'i Rgﬂg’f 21? &%Qﬁy

i nstituti oasthiaticdted. t Abtief eameftimenikie, savherinvdiee finfoamnatiah is passddito s
settle the noney, a self recon iIingI system.is created. 5 In the systemfor
an enbcdli nEVFCRANt bR ASSRWRL | 1(UR: USIY RKIEHNG HBMPRAGHE betwpert dpppgial ¢
S present gt fliohGoP i€ Aandibr bF nERSEWEh lifle farfeRl SHERUtidnd Qbttle the
initiation and for authentication and authorisation. It 1s also presented

t o t he neruoioney, 2 sef-raconclingsydemds eraatbtie. Therefore) there is an

t bl d t ivabl e. th t oI rual |
10 it af ot anBeQBPALARIRE o AAPREERE B AuF et ol 14 SPirnteoae IS
exi sting i gt fovfy WCPHRSN the' RERNPA6H VIMERSOIOWS, 4RE n?]rb\é‘i’! @Al becdrakefofé om

the invoice and passed as a reference field within the settlenent
i nst r udt i odppaeshta Hwseeskillechimthe ag tupoedt examigatien 1o tihe éoliayying.aen may be

financial | ' Lon 7. i nyoi unber is then knocked off so the
accounts r'ggﬁéfiﬁb@ E@Wﬁ%ﬁﬂ%%%&ffq{{?o a paid 15 history. Thus, the system
8 of the pPBRIERIDESCRIPTIONICF THEIDRAWINGSent system versus sinply an

aut hori sation system In terns of the process steps for the preferred

enbodi nent of t FWUpe ek divstraips: anexample fulyRical cseqibeard propesausieps in a
service toc@%it@éﬁ&%&%&la{'&?m eqferchan_t 2. To purchase the product the _
consuner 1 scans a arcode, enters 20 information on a web interface, or in
sonme other mannBigupe & iillistratete ahi éxampleoof the tphecessr stepstin2theothirs rieutrahabl e
the consuner to be identified by the stem 8. .Upon. recei pt of this

i dentification E‘ﬁw\'%gffefh%?"%@m%@t?fﬁéwrﬁ%@f&ﬂ'&\fe‘éﬁl%n i nvoi ce for the
product or the b 2188 ré/\?é nodeN¥BbE&itbA fHP &{I}r@n

system 8 t hen rgﬁu&%?gpl estggf gﬁ?ﬁggﬁgg tggbthgb@onsﬁﬂesérfﬁﬁé .naﬁ§?§?e

i nstitutiopresepbinyadtianso to the nerchant's financial institution 7.

Contact is then-nade het n,.the, consuner .1 and the consunes's. financial
Thetituti on 5 GRS ATy AnBRrBEcPTOHER APER e BoeeinsEl of tie PRyt

aut hergg cainventiom.om t he consuner 1 for the purchase of the goods or
service. Assum ng that the iurchase is legitimate, and that sufficient
funds are in t hEIGMsPS ditePs! telkew @ Pracres dewsehan aliammbivesmabedimend of the

aut henti ca action by entering a password or sone ot her neans
est abl i sheé'eetégwﬁ]g%@g?@ that the consuner 1 approves of the transaction. On
recei pt of the Eiyusesd6'teo 2pphova prdcees flonsoivan ‘aftefnatiesembodimznt ofithen 5

sends a msss%%e fo s¥stem 8 indicating approval. The system 8 then
acknow edgREesERt tvention

25 Figures 21 to 23 show a sample process flow of a settlement and

reconciliation process.
DESCRIPTION OF PREFERRED EMBODIMENT
Referring now in detail to an embodiment of the present invention, an
example of which is illustrated in the accompanying figures, a key aspect of the
30 system for an embodiment of the present invention is that it moves completely
away from the existing model, which passes confidential information that can be
used to execute a transaction. For example, in the existing model, knowledge of
the consumer’s credit card number and expiry date, which is encapsulated in the



WO 02/ 086829 PCT/ SG02/ O00S9 approval to the nerchant 2 who then rel eases
the goods or service to the consuner 1. The consuners financial institution

5 can al swém(;,;zge approval to the merchants financial ingtft&dddbse/ and
t hrough exi sting bank paynent processing infrastructure paynent can be nade

fromthe consuners financial 5 institutign 5 to the nerchant financi al
institution 7. In this way unlike the existing credit card nodel the

consuner’ sekikfifd prétedsidw! i diffficient forar@hkt 18f adtlgIP MRS RaRSARRN on
Further, the consuners information is onl'y shared by three parties who are

al | invol vthe consuirers etrditcamn Hayevearan wapentanideatrre hdhe pystem farramn

sk of - fr aipotiRht 6% wesah HBMGR pisists ey, rebh AR SKEfH ploceitbya '
subj ect t opfdcalk!ih whitiPthd Bathorisatich id initiated dytheBopbuin@e rathes titin by the
I nvention, that liability noves to the consuner, and the consuner can

better Tonbaok. HYhkiledermersusirasseensimer” anslisusiamenare grsamereiai & i ok hi s
or her per SORAl il Sich! &2 ABr HERELY 68! MinfifariBh ShdSEP biibotinkl 8F TS T on
o athirdparry, it 1s a € consumer s own risk.” From an economc

st andpoi nt pregenteaventidraindlides tishsastionsy éd/dlving) fdreermnplendéommetdial or
consumrer, and the cost structure is noved fromthe nerchant, which
pot ent i al | §OIPSLRHE RYchases apwelli ng. Further, froma process flow

standpoi nt .t he pERARANor! Shafiilo 44 48RS 2 holidg EHEMMOEAEREY IiFpresent

merchant's standpoint;y a signiticant cost Is associated wt
reconci0 i atrivention, whenta aopsionenrsgocthtd aywemhand2 and eubcitises rgoauls, the

P THSRShAR FERAS 08 RRI TPl ol e RR F EPP o
the consungbns tid aNsHRARALs sidieaRQNs WRENGaRPRd Seivaidnti dtf &1 I ratheR©

| onger held in an unsecured third 25 party.” The systemfor of the present
i nvention Hwes andgequestafor any eamoanking of fundsi forppapment t Thas ivoioen isind

type of »yanpahiash hd B bt L it Jb FarBieieTi oB¥ iy BRa BT AES °
for am®nmbp@ntent Thk itBAtilr @Femiciudey éot iemnB@, tanaemall tadanedss Mcbileoplierie
purely a credit or debit type transaction, but the system of the present 30
i nventi on GHOWST R @Rhansimerice codasamany: sthesysey efnideantifieation sat hys the

oot anons CarSlBeE AT (AR egRABREY aSiaRNcRAO iy W Sveten S °
i tsel f not obtHey ptesent WReMBiOA&GER Sarti I/ JEBR2A18AAMIMber or alphanumeric given
to said consumer by consumer’s financial institution.
20 That information is routed through the system 8 of the present invention
into the consumer’s financial institution 5, where it is presented as an invoice.
From that point, the invoice is presented back to the consumer 1. Thus the
consumer 1, through logging in to his or her usual bank account using the same
security process that is placed around any transaction initiation, can then initiate
25 the transaction through the consumer's bank 5, which means the bank has
authenticated the particular consumer 1, such security process includes any
security process that the consumer’s bank 5 may provide or in time may evolve,
such as provision of mart cards or the like.
When the consumer 1 initiates the transaction, the bank 5 tells the
30 consumer 1 if he or she has sufficient funds available, and if so, authorises the
transaction back to the merchant 2 via the system 8 for an embodiment of the
present invention. Thus, the transaction is not simply authorised, but it is actually
authenticated. At the same time, as one aspect of the process of the preferred



credit or debit, but may nove into reward prograns and ot her nethods of
paynents, so they are all provided by the financial institution. Another
advant agewefo2fofg25yst em for an enbodi ment of the present igpedtdR0s0S t hat
it provides the consunmer nuch greater control over the paynents 5 out of
t he consuner's account. \Wat that nmeans For the consumer is that, as he or
she spends on the use of the paynent nethodol ogy of the present invention,

t he consungmpbamnént! bt [th8i preselt dveditiohy thanRRmid atvdiéa vigforfaiioRr cAlebe
vval | et. Another key aspect is that_the systemof the present invention is a

“just in tpa@edpée/rt’eﬂtmgg@ta@hbank &t acgoupdr ddhupe tsinge exisingrdRB@stryctyes d
thin th
ot tuari on by e THERGiar, BARMIGHS Mlnd Mafer o mdnEdhfien thef 10801 | .,

conti nues instititions isettier thetmongy)ta s&lf—tm:bnblllhgesyptsmts @‘feal;‘étyrrent The system
for an enbodi nent of the present |nventlon %I des a honobgenous process,

" whet he® the consumer INEEsSYstp %&ﬁ’r‘rﬁ"hbo‘jt"ﬁé they present WP@%IWWFQFH%I
assi st ant expho a ongu her
nobi | e phoﬁga\%l [%; p?%étggh%a mstr!:é gﬁ?sé;rﬁésq gﬁe%\?laeeiorrg fp% rrléflgetntﬂ?t mer c%tant
i ndi cat es ¢dresumer fsfdri imiiationparyd ffor autieeriticatisacand mautidrisationsuieis aisongs

why of -t r anereftich i MR sl o8 Hianta S feCekeb o, theore, GiEm s
consumer 2fc&Rimts! da‘y*ébl@&n&%t b¥cOinms reksivableleWRERithe 3sHlnes R is"BALARY

phone number or alphanumeric code or any other sort of identification.” It
i s notlthecibiigded andrsattiemenhecetss thipugharormal danking/pasesses taBgenstingr

hone oy eRTHEER < FEEner Hhush ot i Rplee” - e W08 oiiioR AR e

passes hi spgésdieras’a irdestbhéey fdldt Wthendhef séfleniamnip@eiicion WhaNheRethe
mer chant r| nrgs up the total. An encrypted invoice for the transaction is

than rout esetilamenginstrictionsgeas 1o themersbaal sréinangal ingditigicns &nthe frweire on.
The conten

present. | riamBebls e MRk UE s BIE balbigiid Phbclvete ip T BrfiBl Ihig 2 Bala,

Al thid& thletcsystmmﬁhétwsmﬁeut thenpressenbimveationiis a fullt setiémehe system
transaction, so the s stegt dectgﬁpts only the routing information. The
encrypt ed YSISHS SENPY dhawthpasatal $Y518Bt h the accounts payable, which is the
consunmer's fin i t AR S ehftfRl t he
merchant's fi n:ﬂﬂﬂ'ﬁﬁﬁ?@hﬂdﬂ%ﬁ S@BS/\E%P%ZI 086829§10 PCT. ")ﬁ%%%tc%%glehﬁ
case of theystemsyu@econsurnet 1negletts phpmduch onmsssvige tosbe rmrrclnmobdtom(a

exanpl e, t he consuner’'s e _phone otlf |n suner
Chat e’ or MePdi®2. ool R aRS S pra i s o e I btk Sohartide, SRR
t he arpgunt inférthtivhoomw i vieb irﬂét‘f@ﬁl?d#m@l’sohfé 6thes Afarfiey provitee |d%?fti‘|lﬂi§§ﬁon to
facilities 5 that he or she has available within the consuner's bank, such

as debit/ ctt@dmrerr@hante?mpcas isophakle the thmumﬁtstenlaﬁ idadifiedshy thex StéstamoBe
debi h

debt . v 8RuBmE: UREFckdlore R B XUAGAKRE G e TSRS
correct anfbrtthatproiact oatisacendice and foewardscthiednvoite doitthersystem ) nitheber

is then sent back to t he merchant by 10 the system for, an enbodi nent of th
o e 2 3

present i nDERENGH heIhPUsRCORIRS NRICRAPKR \S%Q?Swmﬁhs Héna‘ab@s“'“wl“ﬁntﬁte

systemg org e [

is subj ect rtf:;Hlo t | ocal Er&ianggﬁlrn%it?%fgtsgl atbﬂln.;s’ g/%qtééﬁfgﬁ?or C egrgwt%

t he fi nancihal con&umemt |aml thléomonsxmqﬂsetmanctsu lngtuptlme & he a;mbarﬂhmterfamej

occur the 15 foIIovmn fg Wien tlhe t{h {Tﬁ% str ction |s%[pfi1$fse from

t he consu arg1ql ﬁ?aﬂ% ISe hﬁqp{%\ﬁ cﬂ{' fa & PR or

_ i nstitutiopyrchBsé dflﬂ*n@?%&é of sbhvitak ABsuRiHG fHae th@wrms@wab@gnﬁn@t@ and
reconmled at the nerchant's financial institution. Thus, the physical flow

of money oﬁt@t:rsyff@serﬁéundmer%tmﬂwaewwem@mnbrtbe@@@sumeé@umczrlﬁeﬁ antth

ot or e PUTRAAES' P MRS A, 370 fieFH" g Bl blraclhg Bk s ' "

process fl establidhedl %o nBdiche tHaerheacorisiensront fsirobes efethet fignsautivpuneOrand
t he consumers financi al |nst|tut| on. | n order for the consumer to obtain

suitabl e i @@ﬁtntquém COnsEmeps @ppaval.ahg srasgmens financial iesidalion v sepdstane
consurmer t Th

consuner sorsseos b sl@elEB indiBSuny BbSfBval rheB¥iet ST AGEARKIL s
Assum ng that the consuners financial institution is able to be showm on a
phone 16 then the consuner logs 17 . onto the page by entering a suitable
user I D and pin nunber. The financial institution will then verify 18 that
the information entered by the consumer is valid 30 and correct. Assum ng
that the consuner |s authentlcated by the flnanC|aI |nst|tut|on then the

D o o o Y



consuner's nobile phone 19. The consuner is then required to select "nobile
paynments” fromthe nenu 20, upon which the consuner's financial institution
VO U2/ 086@n2kked26-T/ SGD2/ OOOS9 random y generates a bar codqgpdadReéLe
nobi | e phone. In sone applications a nmenu may not be provided to the
consuner, and the financial institution gay sinply forward a barcode to the
consuner. The system may al so be set up such that a random barcode is

gener at ed g@srdvhl & theCARTEHERTt M WHESthHeR MEIKSsEs Ih UGSdRS &r Merdickefo @hé vel y
a uni que barcode may be assigned by the financial institution to each

par ti cul ar Cosngret. Theagonssimers fingaatal insditittiam5 sepiss sead the appraval to

h f b, i ' d d b . | |
pur chases. 1R fagrekBR, AR IifRRrEor CoBfCHiRRbn "Bt chag rBynent c 1
that for epwpbsihgainfrastrbetues daynntotdrebenbaite fbni dentdohsamer® finantial be

generated for. 10 each trans ctiﬁn. Once the consuner has sel ected a good or
servi c@ t oingtitubiaa sxtorthgmarcheptngnrciaingiteBieR dner can provi de the nobil e

DO o2t o oS AR uhfke BRPBIL clot BRI RRMe! B cbREIMERE inalchl®

barcode with a point al e scanner. rnati e nmerc
t he bar codiastiutienrieisc part of Shepairment ptocass n iidrter f thensansanahe irfoanatiemt er

it into the rchants system Assumng that the merchant is able to scan
t he barcod®& cg’ﬁyﬁlpariegity &Ee?ﬁé‘ﬂf?@c‘@g‘%é‘??a“ Yefq E‘é{“?&ﬁ??‘?% the consuner
then they nerchantigpby@in®BdeRRtagR! &f fhe! SPRSRACIdr Ah bms%tfrﬁe@ﬁof tHa | presBifI C©

wi Il include information such a$ the identification of e consuner and the
cost of0 t hiavgoliers inthatkitvsigeificamtly towere the denirfrauds edirent thepumerchart's

G her info ' 112} | sq be included dependi ng on the jmplenenptatign. The
ohervot ou_pADEPaRe MBherfhifs el BAED SRR ol Bably’ B AR FAE it o
the systemysta@i yEthd PResBrsiatentdn, fthafmiabiftyRicveanb, tHehBohase 4@ e t he
nmessage is opened so as to ascertain the consuner information. The system

25 t hem seePnsyErern paBUpttart cordenl dyaser ber swmseewrityat dhushé thensonsumen

mmtoh, theitoalSs THE"Er beh belRofebaUERCERRT, RYERSY fINDoPr dheE beRE "
t he cadsuneforhiationcioad third patryl itde at the icogsimeberown tibk.t IRtomoas waBhemid 31

and then forwards the nessage to the nerchant's financial institution 36
and al so t‘l"F@waB?l'?Brfgf‘%eaB'@ %itrtl’&%élﬁ lis imRved frenbihesmerehant toHbe GaNsUmaTs

financial jngthd t&d&?%nru%aﬁéwgzmbgﬁ% TRARAHE r%,érérwe,ﬂ WRARHS poleRitaly Iieéfb%ERfofnd

reads the encrypted nessage consuner's financlal "Irnstrtution,
exanpl e t hiewesrwicieg.' sFodingr, frdrana rocésse dlowh atandpeintp tiseimeerchanbise noiv
their clients 3? %ng ]do%s hol d an account with WO 02/ 086829 12

PCT/ SQ02/ 0g¢AIgnteed 1S Tunas.

20 From the merchant's standpoint, a significant cost is associated with the
reconciliation of all transactions. The system for an embodiment of the present
invention provides a mechanism by which that reconciliation is fully carried out for
the merchant in a very automated way. Further, from the consumer’s standpoint,
the consumer’s confidential information is no longer held in an unsecured third

25 party. The system for of the present invention does not retain any information but
is purely a transaction and routing system. In a sense, the system of the present
invention provides a type of “yellow pages” for the direction of the invoices.

In the process for an embodiment of the present invention, a transaction is
no longer purely a credit or debit type transaction, but the system of the present

30 invention gives access for the consumer to pay by any method that is available to
the consumer within the consumer’s bank account. Thus, it is a homogenous

process, regardless of the method of payment, which may extend itself not only to



that financial institution. The consuner's financial institution can then
check whet her the consuner has sufficient funds to effect paynent of the

i nvoi ce. {Rposkegem coul d be configured so that if insuffiﬁi:ﬁ odddpgds are
present, the nmessage will be sent back to the system and thereby to both

t he nerchant and consuner. 5 Follow ng t@e authentication that the consuner
is a customer of the financial institution the consuners financi al

i nstitutiopraditl br RI&HR, | BUOhfey B ot REv&@NPESEREMR’ andhbfhef andtiBds of
i nclude the purchase information such as the cost of the goods or services
to be purchaysvantsogetthey aig akhpeidachby the financialiostivtiount totals. In this

v hnsaction A padier dfygiade 8 R Bk, 2R O BRRNG of dnpchisee

consuner hmventibry isStat itiprotides thé eohsumeearlgrehte? cdhftel Sverahe Walynidimse
details. may be forwarded. The consunmer will receive this rressagte on their
f

" nobi | e Hhofdt ofthe eRNSUMeTEHacrtt YVRatthal meansier the, eprsuren isfibak@s e i s
correct 38 ] t t ' ' | ] ' i ces
re avai | o] S §Eeffs difind e oF¥fY BRuRhEnEAOdR0RT of TRE Bcsert Mt
debi ted fothet ttent*‘,umit_e]rcsElntzizi)arfull/Clriistro]!'y;c of _pmjenyf;ieh?ycm uaavas] hﬁ@h@‘ieﬂ \?]/allet.
institution eri that sufficient funds are avajlable in the
account seﬁagﬁéﬂ\{‘&y @#%&&ﬁ?ﬁﬁeﬁsﬁﬂ? &%5@% ptr?l%er’ttr"_&‘f%"ﬁt?ﬂ I§r7 Jyglein time
consumer’ Spé)'gﬂéﬁ?'%stérﬁ?t hUbtH} %Ydé,hﬁaciﬁ'é; th&"Hdi t'iﬁrhe‘f& WA %% t he

consuner to proceed wth the transaction. rnatively the system cou?d be
i mpl enght edonsurner $dankheatalinthand ces,ufer exainple, ior aveash gittdiian with the

t ti ect the t t] i1 t ticall g i t hout
the addi t1 SRS POCLAIBE csBTom, e arconny the AasNINeY CoRlAURRI SAm 1)

not proceeghidrekt hgﬁt,_\gghhtntthg ﬁoﬁrﬁr@,‘i@,@?ﬁ@m_until a nmessage is received 42
fromthe consuner. 25 Assuming that the consuner does confirmthat the

transaction i s Tbepgysieay for ran ambediment of e cpresenhdnvaniionopravides reed

her chant . HEESERATE oResso e it SRaluRkr $8e8, BIFLRNNER, e b, e
possests onpéifsohBE digfitadl aissistent IPDRYNET asmbbikspbibak. | P&t ekarinbR) avcbhs@ner ypt
paynent authorisatjion 43 and send 30 this nessage 44 to the system Once

the syst eniBdUs QeSS MODIRANAHEaUakE F¥aeMeEChat s sipke 2 shfeMePTinthAiR al
| nstitut! OhehBrtidilesIREPt i imBABYRY 18P thQubRSadlRsM® 2% BBRsMIES BiNgs

routes the nessage t e correct nercha frerchant recelves the
encrypt ed upsshayecaetie ahe swipeshtnet barieodeoihemsgh a\8Bafifén) G819 islSimply a way

PCT/ S@G02100059 t . 48 t t hat i]l b de. Th
mer chant t 8 ﬁaﬁﬁgg'@&??ﬁé%gpﬁH@&gﬁﬁa%thﬁ t?'ﬁe'%gw“&ré\%{?@?- a maPﬁ@sk',‘??%éurne\r
is ablgyt %mawm@%%b@% R/ Wi BASRS eﬁfAﬂSad&r@bé,OWIﬂleceﬁéﬁé RRinhiSgr bFom

the consumer to proceed t'he consumer's 5 financial institution 51 debits
t he accounalpbanumericoensener anydthervaut ofiidantifigation.t # iamdoecessaydpnithe 52.

Sett] oment Lot ey’ ihfie’ Aot e, PO % Tanultll danh bl FER st and
i nstituti ogxduute e trangactiint withduticagh @t edimobsie pﬁbﬁe@@ﬁ?ﬂ‘mﬁg glski nanci al
institution rray\é\?l so forward to the _sr%;tem 56 details of the transfer. 10

Dependi ng on t h¥hafptherEapsimen walkteinie & fiore: ther consimen Passas bist Pohehay
25 identity at the end of the transaction when the merchant rings up the total. An

encrypted invoice for the transaction is than routed through the system for an
embodiment of the present invention. The contents of the invoice are never
decrypted by the system of the present invention, so the system has no visibility
of what lies beneath. All that the system of the present invention does is route

30 the transaction, so the system decrypts only the routing information. The
encrypted invoice is then routed to both the accounts payable, which is the
consumer’s financial institution, and the accounts receivable, which is the
merchant’s financial institution.



recei ve the invoice 60 which has been routed fromthe systemfollow ng the
initial request to the system The nerchant's financial institution wll
open the QREFAGEsPHL and |ist as an account receivable 62 tp@rlggmgggof t he
invoice. This invoice will remain in account receivable unti i
reconciliation 63. Once the nerchant's H® financial institution receives
fpnds fromthg consumer' s financi al !nstituti on 64 this i_s jthen mat ched
with the invoic ithe td3Rea6F e lcohSGREY it 0 PobllREph&s@ NS tisdddg iPRERSS
may al so be carried out in real tinme. The msrchapt is also able to keep a
list of intadtedsforoexamale, te parc dpcPn dhereansumar'symabilenghene aptifying the
financial | I i t | . The. . I | st
ot "t econci PATUDELER nBor ey affFiveios WA o the HPiclar BERNAG it
conpare t htr% wl?bhnt, hemg bm:nﬁtmgsmleaaortsﬁmém cﬁmvsecédylegitm p@;mémdrﬁasililtiesf
. accounti ng, books 73, ternatjve . the nerchant cou receive details from
their i nalEtdie ohshe hasi ayaiRkle within iMeeCansuimers, bankbsuch Asdabiicesdit or

reconcil i ajd : er LV, i i eQifiC Ls set
Up byt he. Syt Botd. PP dhe (EorRR Oaell 6 ckafiRe. s bbi ML EBHRAmEF

ar r angenenéntans dig be heoANmand authorisesi the trasdactioni ofhdrasnsamér’s fipantiad
consuner as g. client 95 the consuners financial institufion checks the

bal ance. | nMSHBRRBCERIT i IEh o bER AvelAbIagTB et anel () dos densactighe
consurter ” s 4k BRGIHutddIS il AithBfisafdrt niiABBr RMePlerthaRKTBIAS HorRRdnp By

this nmessage to the system 99the|t er approving nyl ng

t ransatl i othe Pestenmofort are englzngiment of the pressrdgaventian, iand théecansinh@r came
transaction _has been atB rov%d and can thus be read by the system 101. The
system wi | P %‘HWW% EQ% S approval 104 or denial 103 nessage to the

nerchant. Upon ppéie Rgsten fhieaneisiaimtde of 3R8 presentt ingéntidie tAermbasary VVO
02/ 081 829 14 PCT/ S&2/ 000~9 has been deni ed the consuner may either sel ect

anot her f op@ltiemerdjseubjechd e lacaldakiastiuduienibat issaiablefor craringderithe y

if the nes : i b a i r.o i e
cont i nue ¢ RreaCERN o, FobBRRERaR Sifodius i alieminf AT RREGL shE ™
pur chas®s fllewindieaynt Wit thy sbttlehient igstpbetioncisnpasdsed frotmMifek sonsiumnbr's:
systemis exenplified in figures 16 fo. 20. In this arranﬁ%ﬁnent_ t he consuner
may | og onSBa‘P al ipatitekign to $he meéi;h*%fit_ssfi’taé‘claﬂnséﬁw“%lﬂéj%tt' _@aBBBd%tﬁ@"be
pur chased. aﬁ&?h@oiﬂ%i%r nﬂf%FFsh%Pe rrié%brfdg{rehthﬁt e %@reﬁérﬁ]é“ﬁﬂbﬁﬁﬁgﬁtéti?ﬁ%ﬁ

sel ect 126 and enter the relevant e system e nerc
encrypts thbus;thesphysical fiomvof owneydceonts Asrparthie standard tdedtlententyiyroensd 28.
Upon receipt 129 of th age the systemthen searches its database 130

nes
to verify 'W@SMHEW@FE&@PH?%. Once the details of the consumer are

| ocat ezh 131 t heCargidiingt ehes t Saampiecepabodifenti of the2pasydnt ofahfien t he
message back to the nerchant 133 and to the consuners financial institution
134. Once feferansedhdnade i figwesi4 )10 whids shewra sansunaekipshusinessspioeess 5

merchant cap,t Egiﬁﬁégf- (?I% éBSnEQQQUtHBrc&&aEP%eW%ﬁVC %scgimél}gﬁé}t nd the

institution we orning a |l ogin page i nc € i nvoice

details, usensurferspfinancial imstitutiony dhherderciooune egrisumer Td@btginssuitible
enters the, nec_ﬁssary identification and then selects the oEti ons to effect
paynent 13ifentifgatiosh o nrovide ite oA cingrehand « it 1igt NesesHary fohd eveRSUNehR t he

enter det;qi i @ C t C LCl : are

resent® oo MG | TS 03P e olnmerceltly W boflslime p SRbing S

present, thbRlsyt efriteaconbameps dnapdiahingtitatiomu sAssuheingi thatl the fooneum®Ews | on

of course s far, .good urchased via the Internet,in that the consune

woul d not FEmneR) SRR ABRSEhE ot a2 pPHBE IS Beh e hBRUPRAIOR 1 Toul d

. be necessapjitd te PaQe"BY @HEflind @ sORAbIENIgE T? BRCPM h@mber. The financial
institution will then verify 18 that the information entered by the consumer is valid

30 and correct. Assuming that the consumer is authenticated by the financial
institution then the financial institution pushes a mobile banking menu to the
consumer's mobile phone 19. The consumer is then required to select “mobile

payments” from the menu 20, upon which the consumer's financial institution



25 the consuner. The system may further include settlenent and
reconciliation processes, and an exanple of such a process is exenplified
in figuregodbok243. In the preferred systemthese settl ergils@Booso
reconciliation processes can be carried out in real time. 30 Referring
again to the existing credit card nodel f1whet her the consuner sw pes his or
her credit card for a transaction and gets an authorisation, although the

transact i o@ndenfip ehetstediibhitodeont wWitie erdbildapiorayn wohit hbslicHbiers a t he
consuner is left with another action. A nonth or so |ater, the consuner

nmust go Menoanagestobe pregteddoztheccesumen s the fisanpiet instisution ey

may ot et RER bl 6 e Egtsiheno el sTeRbP Hiavalfe Peianth flatf e

reconcil i ahiaom faritionh @tlcodd i heparatsd Eichetirhesa Ponkusentwiehdsind rabké iae.
On the other hand, with the systemfor an enbodi nent of the 5 present,

i nvent iPon, PChaee (Healkynativaly “auinitile batcdec may: Resassignad byether fingacial
actual l'y daeg fibs t§.re ﬂrpﬁ]rﬁ&%%bh hep gl ﬁa&%én a?i%’ht rBEeéé‘%a? be
particul ar transaction. e system for one enbodi nent of the presen

i nventi on fixed indésat foorexaxaple] enetitareede ds eassigreanand kepOriyy aousercfompalhent

is th ti 10 f ti i in_th 1 ddl which i by th t
5 the rou Lag 10 HRetLonel b R dhe L ddie, (L s B LS Ststem
whi ch cont@lByahpl®fa HES HR&SdeI I buRdr rhBhRE Hﬁﬂeﬁﬂficﬁ%bﬂfbgigkhbﬁgg%@' I's,

inside the financial institution. That information neve eaves
fi nandiOal ¢achiransaasion. In fact, the information never actually | eaves those

ts. Al t fidentialit || _th it d 15 th
conf 1 dent i al i rioDPRaiE Tt ik BRfed A dtad 87 ety 3P HtEhF TR B 2 The
system of mechHamsSeH coMgirméttaRprbgidenthehmolilél PhoneTIRi%o theaherdhant for

dat abase at the consuner's financial institution and at the nmerchant's
financi al $GRIRGit | U ra@i¢hank capsthem sgan R8 heebarpodenvitht a giwimtasf gale

routing d i .4l n f e i i can
be coupl e?c?agﬁ%ﬁ.e a#g?rﬁaetwe 566 e'%grr%ﬁ?p@%?ote;aroogh%e E\'/\'gégé Q{Jéﬁpﬁéeg'&thgp
Intern&, adthbrisatith aumbsrtfraacie plioné aindiaedter islintd the S@licHatfls Mystem.

encryption, The only need for specific lLines or dial-up |lines wou]d he
vol ume dr i@ﬁﬂm'ﬁﬂetﬁ?ﬁe@@nmqrﬁb@ﬁt Isoﬁbé 8 sFany thes bﬁ'@ﬂﬁpeot%elor JdgFeigt the

aynent ks aWh ; i bl j H{ﬁﬁ I d ar
!to oyt he e;ﬂiaétl nga\yr”(g,%m'ﬁ%%rd ﬂ@%eﬁﬁggg}eﬂ%&ggﬁéfﬁ%' ; §¥&§ﬁ ?gﬁﬂtymlé
avai | abl e pdyansactiopt ivditkeogbes Tdustiaveice owilli thehidealinfoomatione rsuichf asnthte on.

For exanpl, Men. a copsuner _registers with existjn ayment servijce,
the consungeniiaian §f fib Gromirie 8h hrdiost stins dintdsr S RPYRRR WBIF 14t he
paynery segdtisifrertEueReas putifise? OfHEFUNBFMERSH P/ SlsWidelinthi@edepRiidfig t he
present invention, the consunmer provides no 30 information to the system
t hat canno®n B Mplamentaliorexanpl e) in a tel ephone directory or a web

di X ; . _ <l € (
Cyes tyoi oni ©yThe pREARREE fioiob N Tned forihrded REHBSRRI by iffmerchdlR™
However, iQnteghstsysiony racdived tiee mestage 20 fromiBe0REAEBE Sthétheader 28 to

PCT/ SG02/ 000~9 an enpodi nent of the present invention, the consuner is
r egi st er i NPSINERSAYRISRAQNSHRS @S Héa%‘gﬁ’@*\'é the peBIYMALBTeIMation. hihe system
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PcTi scd@2r ocarstimer will then select 39 which account is io be debited for the transaction.
At this point the consumers financial institution may verify 40 that sufficient funds
are available in the account selected by the consumer to purchase the
transaction.
The consumer’s financial institution may then seek confirmation 41 from

20 the consumer to proceed with the transaction. Alternatively the system could be
implemented such that should the consumer select or verify that the transaction
was correct the transaction will automatically proceed without the additional
verification step. The consumers financial institution will not proceed further with
the transaction until a message is received 42 from the consumer.

25 Assuming that the consumer does confirm that the transaction is to
proceed, the consumer’s financial institution will need to debit the consumers
account and also provide a guarantee to the merchant. To guarantee payment
and therefore enable the consumer to take possession of the goods, the
consumer’s financial institution will encrypt payment authorisation 43 and send

30 this message 44 to the system. Once the system receives the encrypted
message 45 from the consumer's financial institution the system reads the header
46 to the message and thereby routes the message to the correct merchant.

Once the merchant receives the encrypted message 47 the merchant then opens
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30 or denying the transaction. Part of the header to this message will include
whether the transaction has been approved and can thus be read by the system

101. The system will then forward this approval 104 or denial 103 message to

the merchant. Upon opening of the message 106, assuming that the purchase
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20 also check that sufficient funds are present. Assuming that the bank details
match and sufficient funds are present, the system can then proceed as
previously detailed. The exception of course is for goods purchased via the
internet in that the consumer would not normally leave the store with such goods
but rather that it would be necessary for the merchant to then ship the goods to
25 the consumer.
The system may further include settlement and reconciliation processes,
and an example of such a process is exemplified in figures 21 to 23. In the
preferred system these settlement and reconciliation processes can be carried
out in real time.
30 Referring again to the existing credit card model, whether the consumer
swipes his or her credit card for a transaction and gets an authorisation, although
the transaction is complete and the consumer can walk away with the goods, the

consumer is left with another action. A month or so later, the consumer must go
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The present invention also differs from other current payment methods

which are and available, which are actually quite similar to the existing credit card

25 type model in some ways. Most currently available payment methodologies

contain confidential consumer information. For example, when a consumer

registers with an existing payment service, the consumer actually provides his or

her confidential information to the payment service. However, when a consumer

registers with the system of the present invention, the consumer provides no

30 information to the system that cannot be found, for example, in a telephone
directory or a web directory of email addresses.

Thus, an existing payment service, in many ways, typically acts as a bank

that contains confidential information. However, in registering with the system for
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3" s10%a %ayele%(y@ (F)or exarﬁ%‘e fa payer & wishes to pay money to a payee 11, the
payer 9 sends a reverse invoice to the payee 11 asking the payee if he or she

10 would like for the payer 9 to pay $50 to the payee 11. The payee 11 can
respond, at which time, the payer's account number is sent directly to the
financial institution 10, and the payment occurs through the standard settlement
process. Again, the registration process for the system of the present invention is
performed through the consumer's financial institution 10, and the only

15 information that is passed to the system of the present invention is information
that is necessary for routing, such as the consumer’s identification forms, hot mail
address, or telephone number.

An important aspect of the system for an embodiment of the present
invention is its use through the Internet. In using the Internet today, if a consumer

20 uses his or her credit card, the consumer is exposed to all of the disadvantages of
the credit card, such as anyone in possession of certain features of the
consumer's credit card can transact. To insure against “cards-not-present’
transactions, it can cost a web merchant up to 8% of revenue. The system for an
embodiment of the present invention allows the consumer to completely avoid

25  any of the forward risk, because if an unauthorised third party fraudulently obtains
the consumer’s email address and attempts to fraudulently initiate a transaction,
since the third party does not have access to the consumer’s PIN number or bank
account, the consumer's intervention is required to actually execute the
transaction.

30 At the same time, the system for an embodiment of the present invention
provides a benefit to certain parties on the Internet, because it does not
disintermediate the actual payers’ and payees’ financial institutions, which is what
many existing payment services attempt to do. Also, virtually all of the existing
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between the bank and its customer. On the other hand, the system of the present
5 invention is a bank-centric model. The only contact the system ever has with a
customer is if the customer is not registered, the system, for example, sends an
email to the customer notifying him or her that he or she has money waiting and
asking the customer to please register with one of the participating banks.
The present system seeks to route payment information rather than
10 capital. Because payment invoices and not capital are moved in the process no
regulatory conflict exists, current security mechanisms are leveraged, and
consumer purchase information is only kept by relevant parties. The present
system has the advantage of competing with all existing payment methods and
provides the consumer with the choice of payment method through the one
15 system, where as previously the consumer had to select which system to use
whether it be cash, cheque, debit card or credit card. The present sysiem seeks
to reinforce established relationships between consumers, merchants and there
respective financial institutions. An advantage of the system is that further
collation and aggregation of consumer confidential information should not be
20 required. Further, the present system can be implemented through any financial
institution and need not be affiliated with a particular institution or organisation.
Various preferred embodiments of the invention have been described in
fulfilment of the various objects of the invention. It should be recognised that
these embodiments are merely illustrative of the principles of the invention.
25 Numerous modifications add adaptations thereof will be readily apparent to those
skilled in the art without departing from the spirit and scope of the present
invention.
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said processing means verifying said consumer details and forwarding said

purchase details to a first financial institution, said consumer having an account
with said first financial institution;

d) said first financial institution verifies said consumer details and forwards a
message to said consumer requesting authentication of said transaction;

e) said consumer replies to said first financial institution authenticating said
transaction;

f) said first financial institution forwards a message to said processing means
authorising said transaction and arranges transfer of funds to a second financial
institution, said merchant having an account with said second financial institution;
and

g) said processing means advising said merchant that said transaction is
authorised.

2. A method as claimed in claim 1 wherein said first and second financial

institutions are the same.

3. A method as claimed in claim 1 or 2, wherein said purchase details are
encrypted.
4. A method as claimed in any preceding claim wherein said identification

includes an email address, mobile phone number or alphanumeric code.

5. A method as claimed in any preceding claim wherein said first financial

institution verifies said consumer has sufficient funds to complete the transaction.
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said second financial institution reconciling said transaction with said merchant.

11. A method as claimed in any one of claims 1 to 10 wherein each said step

is carried out in real time.

12. A system to facilitate the purchase of goods and/or services from a
merchant by a consumer, including:

a) a first financial institution holding an account of said consumer;

b) a second financial institution holding an account of said merchant; and

C) a processing means;

wherein said merchant obtains identification from said consumer and forwards
purchase details to said processing means, said processing means verifies
consumer details and forwards purchase details to said first financial institution,
said first financial institution seeks authentication of said transaction from said
consumer and upon receiving authentication forwards authorisation to said
processing means and initiates payment to said second financial institution, and
said processing means forwards approval to said merchant.

13. A system as claimed in claim 12 wherein said first and second financial

institutions are the same.
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16. A system as claimed in any one of claims 12 to 15 wherein said first

financial institution verifies said consumer has sufficient funds to complete the
transaction.

17. A system as claimed in any one of claims 12 to 16 wherein a portion of

said identification is provided by said first financial institution.
18. A system as claimed in claim 17 wherein said portion includes a barcode.

19. A system as claimed in claim 18 wherein said merchant scans said

barcode to obtain said identification.

20. A system as claimed in any one of claims 12 to 20 wherein said second
financial institution performs a reconciliation process with said merchant.

21. A system as claimed in any one of claims 12 to 21 wherein said first

financial institution performs a reconciliation process with said consumer.

22. A system as claimed in any one of claims 12 to 16 and claims 20 to 21

wherein said system operates in real time.

23. A system to facilitate the purchase of goods and/or services in real time
from a merchant by a consumer, wherein said system provides said consumer
with a unique identification, upon authentication by consumer who verifies and
authorises transactions of said consumer in real time, and wherein said system
receives consumer identification and purchase value from said merchant, said

system verifies said consumer identification includes said unique identification
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to figures 2 to 23 of the accompanying drawings.



