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DESCRIPTION
COMMUNICATION CONNECTION APPARATUS AND COMMUNICATION SYSTEM

Field
[0001] The present invention relates to a communication

connection apparatus and a communication system including

the same.
Background
[0002] With regard to a control device used in power

generation facilities and disaster-prevention
infrastructure facilities such as gates and floodgates of a
dam, high security characteristics enabling prevention of
illegal access and virus entry from outside are required.
Meanwhile, in order to achieve operability improvement and
quick response in case of trouble, there are cases where
acquisition of information from a device, for which high
security characteristics are required, via a communication
network is required. When such a communication system is
established, various types of devices are provided to
protect a device for which high security characteristics
are required.

[0003] For example, there is described a communication
system including: a data collection device that is
connected to disaster-prevention infrastructure facilities
and collects facility data related to the disaster-
prevention infrastructure facilities; an intermediate
storage device that is provided separately from the data
collection device and includes an intermediate storage unit
that stores therein facility data collected by the data
collection device; a remote monitoring device that can
receive the facility data stored in the intermediate

storage unit of the intermediate storage device via an
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external network; and a switch device that can switch a
state of the communication system among a disconnection
state in which communication between the data collection
device and the intermediate storage device is disconnected
and communication between the intermediate storage device
and the external network is disconnected, a first
connection state in which the data collection device and
the intermediate storage device are connected to each other
to be at least capable of communicating the facility data
and the communication between the intermediate storage
device and the external network is disconnected, and a
second connection state in which the communication between
the data collection device and the intermediate storage
device is disconnected and the intermediate storage device
and the external network are connected to each other to be

at least capable of communicating the facility data.

Citation List

Patent Literature

[0004] Patent Literature 1: Japanese Laid-open Patent
Publication No. 2013-195398 -

Summary

Technical Problem

[0005] Even when the communication system described in
Patent Literature 1 is used, the system can be set in a
state of being physically connected to a communication line,
and thus there is a risk that a protection-target
communication device becomes accessible. Further, by
connecting two communication devices communicating with
each other via a dedicated line, it is possible to improve
the security of these devices; however, i1f the two devices

communicating with each other are provided to be apart,
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installation of the dedicated line is troublesome.

[0006] The present invention has been achieved in view
of the above problem, and an object of the invention is to
provide a communication connection apparatus that can
output data from a protection-target communication device
to another communication device with a simple configuration
while preventing access to the protection-target
communication device, and a communication system including

the communication connection apparatus.

Solution to Problem

[GO07] According to the present invention, there is
provided a communication connection apparatus that is
configured to control connection of a communication line
between at least one first communication device and at
least one second communication device, the communication
connection apparatus comprising: a first connection port to
which a connection line to the at least one first
communication device is connected, and which includes a
first transmission unit through which a signal output from
the at least one first communication device passes and a
first reception unit through which a signal to be input to
the at least one first communication device passes; a
second connection port to which a connection line to the at
least one second communication device is connected, and
which includes a second transmission unit through which a
signal output from the at least one second communication
device passes and a second reception unit through which a
signal to be input to the at least one second communication
device passes; a first connection line that connects the
first transmission unit and the second reception unit to
each other; and a simulated-signal input unit that inputs,

to the first reception unit, a first signal which is a
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signal for recognizing that the at least one first
communication device is connectable to other devices,
wherein when the first signal is being input to the first
reception unit, the first reception unit and the second

transmission unit are physically disconnected from each

other.
[0008] Preferably, the first signal is a serial signal.
[0009] Preferably, the simulated-signal input unit

includes two communication devices and a line unit that is
connected to the first reception unit, and the simulated-
signal input unit causes communication between the two
communication devices to be established, and inputs a
signal output from a transmission unit of either one of the
two communication devices to a reception unit of the other
one of the two communication devices to the first reception
unit via the line unit as the first signal.

[0010] Preferably, the communication connection
apparatus includes: a switching unit that is provided on a
line connecting the simulated-signal input unit and the
first reception unit to each other; and a second connection
line that connects the switching unit and a second input
unit to each other, wherein the switching unit switches a
state of the communication connection apparatus between a
state in which the simulated-signal input unit and the
first reception unit are connected to each other and a
state in which the second connection line and the first
reception unit are connected to each other.

[0011] Preferably, the communication connection
apparatus includes a physical switch that switches a
connection state of the switching unit, wherein the
physical switch includes a key and a keyhole, and the
second connection line and the first reception unit can be

connected to each other only in a state in which the key is
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inserted into the keyhole.

[0012] Preferably, the first signal is a signal for
recognizing that data can be output from the first
transmission unit in UDP broadcast communication.

[0013] According to the present invention, there is
provided a communication system comprising: at least one
first communication device; at least one second
communication device; the communication connection
apparatus described above; and a public communication line
network that connects the at least one second communication
device and the communication connection apparatus to each

other.

Advantageous Effects of Invention

[0014] According to the present invention, it is
possible to configure so that output of data from a second
communication device to a first communication device with
physical connection cannot be made, and that output of data
from the first communication device to the second
communication device can be made. Due to this
configuration, data can be output from a protection-target
communication device to another communication device with a
simple configuration while access to the protection-target

communication device is prevented.

Brief Description of Drawings
[0015] FIG. 1 is a block diagram illustrating a
schematic configuration of a communication system.

FIG. 2 is a front view illustrating an exterior of a
communication connection apparatus.

FIG. 3 is a block diagram illustrating a schematic
configuration of the communication connection apparatus.

FIG. 4 is an explanatory diagram for explaining an
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operation of the communication connection apparatus.
FIG. 5 is an explanatory diagram for explaining an

operation of the communication connection apparatus.

Description of Embodiments

[0016] An exemplary embodiment of the present invention
will be described below with reference to accompanying
drawings. The present invention is not limited to this
embodiment. Constituent elements described in the
following embodiment include elements that are easily
replaceable by persons skilled in the art and elements that
are substantially equivalent.

[0017] FIG. 1 is a block diagram illustrating a
schematic configuration of a communication system. In a
communication system 10, a communication device provided in
an upstream facility 12 and a communication device provided
in a downstream facility 16 are connected to each other via
an Internet communication network 14. 1In this example, the
communication devices are various types of devices that can
perform transmission and reception of data. The upstream
facility 12 is a facility in which a protection-target
communication device is provided. As the upstream facility
12, power generation facilities and disaster-prevention
infrastructure facilities such as gates and floodgates of a
dam can be exemplified. The Internet communication network
14 is a public communication network, and connects
communication between communication devices that are
connected to the communication network in a wired or
wireless manner, for example. The downstream facility 16
is a facility that receives information from the
communication device of the upstream facility 12 and
performs remote monitoring. The downstream facility 16

includes a router 20 and a terminal (second communication
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device, downstream communication device) 22. The terminal
22 is a personal computer, for example. The terminal 22 is
connected to the Internet communication network 14 via the
router 20. The terminal 22 performs communication with
another communication device that is connected thereto via
the Internet communication network 14 and performs
transmission and reception of data.

[0018] The upstream facility 12 includes first
communication devices (upstream communication devices) 30,
a hub 32, a communication connection apparatus 34, a router
36, and a power source 38. The first communication devices
(upstream communication devices) 30 include a plurality of
devices that are provided in the upstream facility 12 and
have a function of transmitting and receiving data. In FIG.
1, a control device 30a, a PLC (Programmable Logic
Controller) 30b, and a terminal 30c are provided as the
first communication devices 30. The first communication
devices 30 are not limited to the devices described above,
and other various communication devices can be used. For
example, as the first communication device 30, a
workstation or a data server can be used. Further, it
suffices that the first communication device 30 is
constituted by at least one device, and the configuration
thereof is not particularly limited to any specific one.
The first communication devices 30 can accumulate data such
as measurement data and control conditions of an operating
target of the upstream facility 12 and can output the
accumulated data.

[0019] The hub 32 is provided between the plurality of
first communication devices 30 and the communication
connection apparatus 34. The hub 32 integrates lines of
the plurality of first communication devices 30 to connect

each of the plurality of first communication devices 30 and
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the communication connection apparatus 34 to each other.
The communication connection apparatus 34 is described
later. The router 36 connects the communication connection
apparatus 34 and the Internet communication network 14 to
each other. The power source 38 is a supply source for
supplying power to the communication connection apparatus
34.

[0020] Next, with reference to FIGS. 2 and 3 along with
FIG. 1, details of the communication connection apparatus
34 are described. FIG. 2 is a front view illustrating an
exterior of the communication connection apparatus. FIG. 3
is a block diagram illustrating a schematic configuration
of the communication connection apparatus. The
communication connection apparatus 34 is connected to the
hub 32 and the router 36. Therefore, the communication
system 10 connects the first communication devices 30 and
the terminal (second communication device) 22 to each other
via the hub 32, the communication connection apparatus 34,
the router 36, the Internet communication network 14, and
the router 20.

[0021] The communication connection apparatus 34
establishes a communication state (a first communication
mode) in which data can be output from the first
communication devices 30 to the terminal (second
communication device) 22, and access to the first
communication devices 30 from devices which include the
terminal (second communication device) 22 and are provided
on the side of the router 36 with respect to the
communication connection apparatus 34 cannot be made.
Further, the communication connection apparatus 34
according to the present embodiment can switch the state of
the communication system 10 to a state (a second

communication mode} in which data communication can be
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performed bidirectionally between the first communication
devices 30 and the terminal (second communication device)
22.

[0022] As illustrated in FIGS. 1 and 2, the
communication connection apparatus 34 includes a first
connection port (upstream port) 42, a second connection
port (downstream port) 44, a physical switch 46, a display
unit 48, and a power-source physical switch 49. The first
connection port 42 is a connection unit that is connected
to the hub 32 via a communication line (data line). The
second connection port 44 is a connection unit that is
connected to the router 36 via a communication line (data
line).

[0023] The physical switch 46 is a switch that is
operated by a user to switch between the first
communication mode and the second communication mode. The
physical switch 46 includes a keyhole 46a and a key 46b
that is insertable to the keyhole 46a. With regard to the
physical switch 46, an orientation of the keyhole 46a is
changed according to a direction of the key 46b. The
physical switch 46 switches between the first communication
mode and the second communication mode according to the
orientation of the keyhole 46a.

[0024] The display unit 48 includes a unidirectional
communication display lamp 48a and a bidirectional
communication display lamp 48b. On the display unit 48,
when the communication system 10 is in the first
communication mode, the unidirectional communication
display lamp 48a is turned on and the bidirectional
communication display lamp 48b is turned off. On the
display unit 48, when the communication system 10 is in the
second communication mode, the unidirectional communication

display lamp 48a is turned off and the bidirectional
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communication display lamp 48b is turned on. The power-
source physical switch 49 is a switch by which a userx
inputs an operation for switching ON and OFF of power
supply from the power source 38 to the communication
connection apparatus 34.

[0025] Next, functional configurations of the
communication connection apparatus 34 are described. As
illustrated in FIG. 3, the communication connection
apparatus 34 includes a switching unit 47, a simulated-
signal input unit 50, a power-source circuit switch 52, a
control device 54, a first connection line 60, and second
connection lines 62, 64, and 66 (a line unit), in addition
to the first connection port 42, the second connection port
44, the physical switch 46, the display unit 48, and the
power—-source physical switch 409.

[0026] The first connection port 42 is connected to the
hub 32 via the communication line, and includes a first
transmission unit 42a and a first reception unit 42b.
Signals output from the first communication devices 30 pass
through the first transmission unit 42a via the hub 32.
That is, data transmitted from the first communication
devices 30 passes through the first transmission unit 42a.
Signals to be input to the first communication devices 30
pass through the first reception unit 42b via the hub 32.
That is, data to be received by the first communication
devices 30 passes through the first reception unit 42b.
[0027] The second connection port 44 is connected to the
router 36 via the communication line, and includes a second
transmission unit 44a and a second reception unit 44b.

Signals output from the terminal 22 pass through the second

" transmission unit 44a via the router 36, the Internet

communication network 14, and the like. That is, data

transmitted from the terminal 22 passes through the second
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transmission unit 44a. Signals to be input to the terminal
22 via the router 36, the Internet communication network 14,
and the like pass through the second reception unit 44b.
That 1s, data to be received by the terminal 22 passes
through the second reception unit 44b. The first
connection line 60 connects the first transmission unit 42a
and the second reception unit 44b to each other.

[{0028] The switching unit 47 switches between the first
communication mode and the second communication mode in
conjunction with operations on the physical switch 46. The
switching unit 47 includes a movable unit 47a, a terminal
47b, and a terminal 47c. The movable unit 47a is connected
to the second connection line 62. The terminal 47b is
connected to the second connection line (line unit) 66.

The terminal 47c is connected to the second connection line
64. The second connection line 62 connects the first
reception unit 42b and the switching unit 47 to each other.
The second connection line 64 connects the second
transmission unit 44a and the switching unit 47 to each
other. The second connection line 66 connects the
simulated-signal input unit 50 and the switching unit 47 to
each other. By connecting the movable unit 47a and the
terminal 47b to each other, the switching unit 47 sets a
state in which the first reception unit 42b and the
simulated-signal input unit 50 are connected to each other,
thereby realizing the first communication mode. By
connecting the movable unit 47a and the terminal 47c to
each other, the switching unit 47 sets a state in which the
first reception unit 42b and the second transmission unit
44a are connected to each other, thereby realizing the
second communication mode.

[0029] The simulated-signal input unit (first signal

input unit) 50 outputs a simulated signal (first signal).
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When the switching unit 47 is in the first communication
mode, the simulated signal output from the simulated-signal
input unit 50 passes through the first reception unit 42b
and is input to the first communication devices 30. The
simulated signal is a signal for the first communication
devices 30 to recognize that they are in a state of
outputting a signal, that is, for the first communication
devices 30 to recognize that communication with other
communication devices has been established. In other words,
the simulated signal is a signal for recognizing that the
first communication devices 30 are connectable to other
devices.

[0030] The simulated-signal input unit 50 includes two
internal communication devices {serial Ethernet converters)
70 and 72. The two internal communication devices 70 and
72 have an identical configuration. The internal
communication device 70 includes a serial port 74a and an
Ethernet® port 76a. The serial port 74a receives a seizing
signal input from the control device 54. Upon reception of
the seizing signal, the serial port 74a outputs a command
for starting a communication establishing operation to the
Ethernet® port 76a. The Ethernet® port 76a includes a
transmission unit 78a and a reception unit 79a.

[0031] The internal communication device 72 includes a
serial port 74b and an Ethernet® port 76b. The serial port
74b receives a seizing signal input from the control device
54. Upon reception of the seizing signal, the serial port
74b outputs a command for starting a communication
establishing operation to the Ethernet® port 76b. The
Ethernet® port 76b includes a transmission unit 78b and a
reception unit 79. In the simulated-signal input unit 50,
the Ethernet® port 76a and the Ethernet® port 76b are

connected to each other via a communication line.
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Specifically, in the simulated-signal input unit 50, the
transmission unit 78a of the Ethernet® port 76a and the
reception unit 79b of the Ethernet® port 76b are connected
to each other. Further, in the simulated-signal input unit
50, the transmission unit 78b of the Ethernet® port 76b and
the reception unit 79a of the Ethernet® port 76a are
connected to each other.

[0032] When the simulated-signal input unit 50 is
activated, a seizing signal is input from the control
device 54 to both serial ports 74a and 74b of the internal
communication devices 70 and 72, respectively. In the
simulated-signal input unit 50, when a seizing signal is
input to the serial ports 74a and 74b, communication is
established between the Ethernet® port 76a and the
Ethernet® port 76b.

[0033] In the simulated-signal input unit 50, a line
connecting the transmission unit 78a and the reception unit
790 to each other is connected to the second connection
line 66. The simulated-signal input unit 50 outputs, as a
simulated signal, a signal indicating that communication of
a signal transmitted from the transmission unit 78a to the
reception unit 79b is established to the second connection
line 66.

[0034] The power-source circuit switch 52 is provided on
a power line that connects the power source 38 and the
control device 54 to each other. The power-source circuit
switch 52 switches, in conjunction with the power-source
physical switch 49, ON and OFF of the connection between
the power source 38 and the control device 54. The power
supplied to the control device 54 is transmitted to
respective units of the communication connection apparatus
34 via the control device 54.

[0035] The control device 54 controls activating and
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deactivating of the simulated-signal input unit 50, and
controls a lighting state of the display unit 48 according
to the state of the switching unit 47. It suffices that
the control device 54 is a control circuit that outputs a
set signal based on an input signal.

[0036] Next, with reference to FIGS. 4 and 5, operations
of the communication connection apparatus are described.
FIGS. 4 and 5 are explanatory diagrams for explaining
operations of the communication connection apparatus. FIG.
4 illustrates a state of the first communication mode. FIG.
5 illustrates a state of the second communication mode.
[0037] As illustrated in FIG. 4, when the movable unit
47a of the switching unit 47 is connected to the terminal
47b according to the operation on the physical switch 46,
the communication connection apparatus 34 performs
communication in the first communication mode. In this
case, in the communication connection apparatus 34, the
unidirectional communication display lamp 48a is turned on
and the bidirectional communication display lamp 48b is
turned off.

[0038] In the communication connection apparatus 34, as
the movable unit 47a of the switching unit 47 is connected
to the terminal 47b, the simulated-signal input unit 50 and
the first reception unit 42b are connected to each other,
and the second transmission unit 44a and the first
reception unit 42b are disconnected from each other. Due
to this configuration, in the communication connection
apparatus 34, a simulated signal output from the simulated-
signal input unit 50 is input to the first reception unit
42b. In the communication system 10, the simulated signal
output from the simulated-signal input unit 50 passes
through the first reception unit 42b, and is input to the

first communication devices 30. Upon input of the
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simulated signal, the first communication devices 30
determine that communication with other devices has been
established, and output set data. In this case, the first
communication devices 30 are set to output data in UDP
(User Datagram Protocol) broadcast communication. The data
output from the first communication devices 30 passes
through the first transmission unit 42a, the first
connection line 60, and the second reception unit 44b, and
is output to the router 36 from the communication
connection apparatus 34. The data output to the router 36
is output to the Internet communication network 14. The
terminal (second communication device) 22 receives the data
output to the Internet communication network 14, thereby
receiving the data output from the first communication
devices 30.

{0039] Next, as illustrated in FIG. 5, when the movable
unit 47a of the switching unit 47 is connected to the
terminal 47c according to the operation on the physical
switch 46, the communication connection apparatus 34
performs communication in the second communication mode.

In this case, in the communication connection apparatus 34,
the unidirectional communication display lamp 48a is turned
off and the bidirectional communication display lamp 48b is
turned on.

{0040] In the communication connection apparatus 34, as
the movable unit 47a of the switching unit 47 is connected
to the terminal 47c, the second transmission unit 44a and
the first reception unit 42b are connected to each other.
In the communication connection apparatus 34, the
transmission unit and the reception unit in both directions
between the first communication devices 30 and the terminal
22 are connected to each other respectively, so that

bidirectional communication between the first communication
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devices 30 and the terminal 22 can be performed. In the
communication connection apparatus 34, a signal for
establishing communication output from the terminal 22 is
input to the first communication devices 30 via the second
transmission unit 44a, the first reception unit 42b, and
the like. Further, in the communication connection
apparatus 34, a signal for establishing communication
output from the first communication device 30 is input to
the terminal 22 via the first transmission unit 42a, the
second reception unit 44b, and the like. 1In this manner,
in the communication system 10 in the second communication
mode, communication is established between the first
communication devices 30 and the terminal 22 in
bidirectional communication, thereby realizing a state in
which data can be transmitted and received between the
first communication devices 30 and the terminal 22. 1In
this case, between the first communication devices 30 and
the terminal 22, mutual authentication is made by using,
for example, a TCP (Transmission Control Protocol)/IP
(Internet Protocol) protocol to establish communication.
[0041] Due to the configuration described above, when
the communication connection apparatus 34 is in the first
communication mode, a simulated signal is input to the
first communication devices 30 via the first reception unit
42b and the first communication devices 30 are caused to
determine that communication is establiéhed, so that data
can be output from the first communication devices 30 in a
state in which the first reception unit 42b and the second
transmission unit 44a are physically disconnected from each
other. Due to this configuration, it is possible to set a
state in which a line for transmitting data to the first
communication devices 30 from communication devices on a

downstream side (the side of the router 36) with respect to
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the communication connection apparatus 34 is physically
disconnected. Due to this configuration, it is possible to
set a state in which the first communication devices 30
cannot be physically accessed from the downstream side (the
side of the router 36) with respect to the communication
connection apparatus 34, and it is possible to prevent
illegal access and virus entry to the first communication
devices 30, thereby setting the first communication devices
30 to be in a safer state.

[0042] Further, in the communication system 10, by
setting the first communication devices 30 to output data
in UDP (User Datagram Protocol) broadcast communication,
output of data from the first communication devices 30 can
be started with input of a simulated signal that is a
signal indicating establishment of communication between
other communication devices.

[0043] Further, when the first communication devices 30
output data, it is preferable that the data is partitioned
in accordance with an output format of the data,
specifically, partitioned in accordance with a packet of
UDP broadcast communication, and that each piece of data is
transmitted with an identification (ID) code attached
thereto. In this case, by combining received pieces of
data based on their identification (ID) codes, the terminal
22 can reproduce the original data. Due to this
configuration, data having a large data amount can be
transmitted. Further, even if data is defective, the data
can be recognized based on its identification (ID) code.
[0044] When power supply from the power source 38 is
stopped, the communication connection apparatus 34 stops
output of a simulated signal. Due to this configuration,
when the communication connection apparatus 34 has a

failure in the first communication mode, input of a
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simulated signal to the first communication devices 30 is
stopped while a state is maintained in which a line from
other communication devices to the first communication
devices 30 via the communication connection apparatus 34 1is
not connected. Due to this configuration, it is possible
to maintain a state in which access to the first
communication devices 30 from other communication devices
on the downstream side with respect to the communication
connection apparatus 34 cannot be made, thereby maintaining
the safety of the first communication devices 30.

[0045] In the communication connection apparatus 34, by
providing the physical switch 46 and the switching unit 47
and also providing a route that can connect the first
reception unit 42b and the second transmission unit 44a to
each other, it is possible to make the first communication
mode and the second communication mode selectable.

[0046] It is preferable that the communication
connection apparatus 34 has a configuration such that, in a
state in which the key 46b of the physical switch 46 is
inserted into the kevyhole 46a, the key 46b is oriented to a
predetermined direction, and the key cannot be removed from
the keyhole 46a, the mode of the communication connection
apparatus 34 is switched to the second communication mode.
Due to this configuration, only when the key 46b is
inserted into the keyhole 46a and set in a predetermined
orientation, communication in the second communication mode
can be performed.

[0047] The technical scope of the present invention is
not limited to the embodiment described above, and
modifications can be made as appropriate without departing
from the scope of the present invention.

[0048] In the communication connection apparatus 34

according to the embodiment described above, while the
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switching unit 47 is provided and the first communication
mode and the second communication mode are switchable, it
is also possible to configure the communication connecticn
apparatus 34 in which only the first communication mode is
executable. In this manner, by having a configuration in
which the second communication mode cannot be executed, it
1s possible to more securely set a state in which data
cannot be transmitted to the first communication devices 30
from the side of the router 36 (the downstream side) with
respect to the communication connection apparatus 34, and
it is also possible to prevent access from outside to the
first communication devices 30 more securely.

[0049] In the communication connection apparatus 34
according to the embodiment described above, the simulated-
signal input unit 50 includes the two internal
communication devices 70 and 72, and a signal indicating
establishment of communication between the two internal
communication devices 70 and 72 is input to the first
reception unit 42b, for having a high possibility of the
first communication devices 30 determining that
communication is established and for outputting data from
the first communication devices 30 more easily; however,
the simulated signal to be input to the first reception
unit 42b is not limited thereto. It suffices that the
simulated signal is a signal by which it is possible for
the first communication devices 30 to determine that
communication is established. For example, it is possible
to have a configuration such that the simulated-signal
input unit 50 uses an oscillator that generates the same
signal as the signal by which it is possible for the first
communication devices 30 to determine that communication is
established, and such that a signal output from the

oscillator is regarded as a simulated signal.
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[0050] It is preferable that the simulated-signal input
unit 50 outputs data of a serial signal. By setting the
signal as a serial signal, the simulated signal is more
recognizable. Further, the simulated-signal input unit 50
can also output a signal of text data in addition to a
simulated signal. Due to this configuration, by outputting
a signal of text data from the simulated-signal input unit
50, processing in the first communication devices 30 can be
performed more easily, and a signal output from the
simulated-signal input unit 50 can be used more easily for
controlling confirmation of the communication state.

[0051] In the embodiment described above, a case where a
general communication line is used as the Internet
communication network 14 has been exemplified; however, the
embodiment is not limited thereto. For example, it is
possible to employ a configuration in which a dedicated
line and a general communication line are used together as

the communication network.

Reference Signs List
[0052] 10 communication system

12 upstream facility

14 Internet communication network

16 downstream facility

20, 36 router

22 terminal (second communication device, downstream
communication device)

30 first communication device (upstream communication
device)

30a control device

30b PLC

30c terminal

32 hub
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38
42
42a
42b
44
44a
44b
46
46a
46b
47
47a
47b
47c
48
48a
48b
49
50
unit)
52
54
60
62,
70,
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communication connection apparatus
power source
first connection port (upstream port)
first transmission unit
first reception unit
second connection port (downstream port)
second transmission unit
second reception unit
physical switch
keyhole
key
switching unit
movable unit
terminal
terminal
display unit
unidirectional communication display lamp
bidirectional communication display lamp
power-source physical switch

simulated-signal input unit (first signal input

power-source circuit switch
control device

first connection line

64, 66 second connection line

72 internal communication device (serial Ethernet

converter)

74a,
76a,
78a,
79a,

74b serial port
76b Ethernet® port
78b transmission unit

790 reception unit
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CLAIMS
1. A communication connection apparatus that is
configured to control comnnection of a communication line
between at least one first communication device and at
least one second communication device, the communication
connection apparatus comprising:

a first connection port to which a connection line to
the at least one first communication device is connected,
and which includes a first transmission unit through which
a signal output from the at least one first communication
device passes and a first reception unit through which a
signal to be input to the at least one first communication
device passes;

a second connection port to which a connection line to
the at least one second communication device is connected,
and which includes a second transmission unit through which
a signal output from the at least one second communication
device passes and a second reception unit through which a
signal to be input to the at least one second communication
device passes;

a first connection line that connects the first
transmission unit and the second reception unit to each
other; and

a simulated-signal input unit that inputs, to the
first reception unit, a first signal which is a signal for
recognizing that the at least one first communication
device 1s connectable to other devices, wherein

when the first signal is being input to the first
reception unit, the first reception unit and the second
transmission unit are physically disconnected from each

other.
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2. The communication connection apparatus according to

claim 1, wherein the first signal is a serial signal.

3. The communication connection apparatus according to
claim 2, wherein

the simulated-signal input unit includes two
communication devices and a line unit that is connected to
the first reception unit, and

the simulated-signal input unit causes communication
between the two communication devices to be established,
and inputs a signal output from a transmission unit of
either one of the two communication devices to a reception
unilt of the other one of the two communication devices to
the first reception unit via the line unit as the first

signal.

4. The communication connection apparatus according to
claim 3, wherein the two communication devices are two

internal communication devices.

5. The communication connection apparatus according to
claim 1, 3 or 4, comprising:

a switching unit that is provided on a line connecting
the simulated-signal input unit and the first reception
unit to each other; and

a second connection line that connects the switching
unit and a second input unit to each other, wherein

the switching unit switches a state of the
communication connection apparatus between a state in which
the simulated-signal input unit and the first reception
unit are connected to each other and a state in which the
second connection line and the first reception unit are

connected to each other.
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6. The communication connection apparatus according to
claim 5, wherein the second input unit includes the second

transmission unit.

7. The communication connection apparatus according to
any of claims 5 or 6, comprising a physical switch that
switches a connection state of the switching unit, wherein
the physical switch includes a key and a keyhole, and
the second connection line and the first reception
unit can be connected to each other only in a state in

which the key is inserted into the keyhole.

8. The communication connection apparatus according to
any one of claims 1 to 7, wherein the first signal is a
signal for recognizing that data can be output from the

first transmission unit in UDP broadcast communication.

9. A communication system comprising:

at least one first communication device;

at least one second communication device;

the communication connection apparatus according to
any one of claims 1 to 8; and

a public communication line network that connects the
at least one second communication device and the

communication connection apparatus to each other.



