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METHOD AND SYSTEM FOR A SECURE TRANSACTION

FIELD OF THE INVENTION

The present invention herein relates to method and system for authenticating user, protecting

user data and resetting security code.

BACKGROUND OF THE INVENTION

One neglected aspect of the enterprise data storage is sensitive user information security. The
common approach used today is encryption of such user information such as social security
number, credit card numbers, e-mails, etc. with a single key and storage of the resulting
encrypted data in the database. Such solution prevents a malicious individual to access to the

database and to make use of the user's sensitive data because it is encrypted.

Unfortunately, this approach provides a false sense of security in most cases. The problem is
that the encryption key used to encrypt all records still needs to be stored somewhere in the
system. For example, as soon as the system is required to send e-mail to the user or submit
user's credit card number to the merchant account, the server(s) responsible for fulfilling that
requirement must use the key to decrypt user information retrieved from the database.
Chances are that if a malicious individual manages to get access to the database, which is
usually the most protected part of the system, he will then be able to gain access to the
aforementioned server. As soon as this happens, such malicious individual will be able to
obtain the key and decrypt every database record encrypted with this key

To overcome some of the above problems, US granted patent US8447990 and US9292674
disclosing that a password encryption key (PEK) is generated from a user-supplied password,
then used to encrypt the user's password. The encrypted password is stored in a user record
on a server. At login, a would-be user’s password is used to make a key, the key together with
the would-be user’s password is then transmitted to the platform. The key is then used to

decrypt the stored encrypted user data which includes the registered password. The password
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transmitted is then compared to the decrypted registered password to complete the login
process. The successful PEK is stored in a temporary session record and can be used to
decrypt other sensitive user information previously encrypted and stored in the user record as
well as to encrypt new information for storage in the user record. A public/private key system
can also be used to maintain limited access for the host to certain information in the user
record. A secure transaction process includes generating a key from a user-supplied
unencrypted password or other identifying data, encrypting the user's password with the key,
creating a user record and storing the encrypted password in the user record. In another
aspect of the invention, upon user login, a key is made from a would-be user's password using
the same algorithm used to generate the key from the originally supplied unencrypted
password, then the encrypted password in the corresponding user record is retrieved and
decrypted using the key and the decrypted password and the would-be user-supplied
password are compared to see if they match. The key may be used to encrypt other sensitive
user data, which can be stored in the user record. During a session in which a session record
has been created, the key stored in the session record can be used to decrypt the other
encrypted information stored in the user record for use in carrying out some desired action.
However, the drawback of this system and method is that password and hash of the password
to be used for decryption is still transmitted during transaction. Even though a malicious
individual will not be able to immediately compromise each, and every user data encrypted by
the PEK in the platform, the individual can still sniff the information such as the password and

PEK in transit and make a targeted attack on individual users.

In view of the above shortcomings, the present invention herein aims to protect the data in
transit to ensure a secure user authentication and user data protection both in transit and at

rest.

SUMMARY OF THE INVENTION

The present invention provides a computer-implemented method for secure user
authentication comprising creating a user record in a computer-implemented system;
generating an authentication code from a supplied security code and storing the authentication
code to the user record; upon user login, providing a login username by the user; generating

a login authentication code from a login security code; using the login authentication code as
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encryption key to encrypt a transaction payload; transmitting the login username and the
encrypted transaction payload to the computer-implemented system; retrieving the
authentication code from the user record; providing the authentication code as the decryption
key to decrypt the encrypted transaction payload; and if decryption is successful, then user is

authenticated.

In another embodiment of the present invention, a computer-implemented method for a user
data protection comprising creating a user record in a computer-implemented system;
generating an authentication code from a supplied security code and encrypting a user data
using a privacy code generated from the supplied security code; storing the authentication
code and the encrypted user data to the user record; upon user login, providing a login
username by the user; generating a login protection code and a login authentication code from
a login security code; providing the login authentication code as encryption key to encrypt a
transaction payload having the login protection code; transmitting the login username and the
encrypted transaction payload to the computer-implemented system; retrieving the
authentication code and the encrypted user data from the user record; providing the
authentication code as a decryption key to decrypt the encrypted transaction payload; if
decryption is successful, then the transaction payload is decrypted and retrieving the login
protection code; generating a login privacy code from the login protection code; decrypting the
encrypted user data using the login privacy code; after the transaction, encrypting the user

data by the login privacy code; and storing the encrypted user data to the user record.

Another embodiment of the present invention, a computer-implemented method for verifying
a user for resetting security code comprising creating a user record in a computer-
implemented system; encrypting a reset payload using a verification code generated from a
supplied user verification data and storing the encrypted reset payload to the user record;
during security code resetting, generating a provided verification code from a provided user
verification data; retrieving the encrypted reset payload from the user record; providing the
provided verification code as a decryption key to decrypt the encrypted reset payload; if
decryption is successful, then user is verified; requesting a new supplied security code from
the user; generating a new authentication code from the new supplied security code and
updating the new authentication code to the user record; and encrypting the reset payload

with the provided verification code and storing the encrypted reset payload to the user record.
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One of the advantages of the present invention is the encryption and decryption of the
transaction payload to authenticate user and secure data in transit. Another advantage of the
present invention is using a login privacy code, a code generated from a login protection code
retrieved from the decrypted transaction payload that is transmitted, to decrypt the encrypted
user data retrieved from the user record. This method and system provide secure user
authentication and protect user data in the platform as well as during transmission to prevent

threats such as man in the middle attack.

Further advantage of the present invention is a new method to reset or change a security
code. Instead of storing and comparing user verification data such as security questions and
answers, a verification code is generated from the supplied user verification data to encrypt a
reset payload. During a reset or change of the security code, the code generated from a
provided user verification data is used to decrypt the encrypted reset payload. If decryption is

successful, then user is verified and security code reset is allowed.

Further advantages of the system in accordance with the invention and its application can be
derived from the description and the accompanying drawings. The above-mentioned features
and those to be further described below can be utilized in accordance with the invention
individually or collectively in arbitrary combination. The embodiments mentioned are not to be
considered exhaustive enumerations, rather have exemplary character. The invention is

shown in the drawings and explained more closely with reference to embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in and constitute a part of the

specification, illustrate embodiments of the invention and, together with the description, serve

to explain the principles of the invention.

Figure 1 illustrates a schematic diagram of securing data in transit, authenticating user,

protecting user data and resetting security code of a system of the present invention.
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Figure 2 illustrates the block diagrams of protection code generator, authentication code
generator, privacy code generator and verification code generator in accordance of a system
of the present invention.

Figure 3 illustrates a flow chart for retrieving data.

Figure 4 illustrates a flow chart for creating a new user record.

Figure 5 illustrates a flow chart for generating and storing an authentication code during

registration in accordance of a system of the present invention.

Figure 6 illustrates a flow chart for generating a privacy code to encrypt a user data during

registration in accordance of a system of the present invention.

Figure 7 illustrates a flow chart for generating a verification code to encrypt a reset payload

during registration in accordance of a system of the present invention.

Figure 8 illustrates a flow chart for encrypting a transaction payload for a secure online

transaction in accordance of a system of the present invention.

Figure 9 illustrates a flow chart for authenticating a user in accordance of a system of the

present invention.

Figure 10 illustrates a flow chart for decrypting the user data in accordance of a system of the

present invention.

Figure 11 illustrates a flow chart for encrypting the user data after a transaction in accordance

of a system of the present invention.

Figure 12 illustrates a flow chart for validating a user through a user verification data in

accordance of a system of the present invention.

Figure 13 illustrates a flow chart for generating and storing a new authentication code to

complete a security code reset in accordance of a system of the present invention.
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Figure 14 illustrates a flow chart for encrypting the user data after a security code reset in

accordance of a system of the present invention.

Figure 15 illustrates a flow chart for encrypting the reset payload after a security code reset

in accordance of a system of the present invention.

Figure 16 illustrates a flow chart for encrypting the reset payload to complete a change of user

verification data in accordance of a system of the present invention.

Figure 17 illustrates a schematic diagram of authenticating user, protecting user data and

resetting security code in a local system in accordance of a system of the present invention.

Figure 18 illustrates a flow chart for generating a local access code to encrypt a user data

during registration in a local system in accordance of a system of the present invention.

Figure 19 illustrates a flow chart for authenticating a user and decrypting the user data in a

local system in accordance of a system of the present invention.

Figure 20 illustrates a flow chart for encrypting the user data after a session in a local system

in accordance of a system of the present invention.

Figure 21 illustrates a flow chart for decrypting the user data during a security code reset in a

local system in accordance of a system of the present invention.

Figure 22 illustrates a flow chart for encrypting the user data after a security code reset in a

local system in accordance of a system of the present invention.

DETAILED DESCRIPTIONS OF THE INVENTION

The present invention will now be described in detail in connection with specific embodiments

with reference to the accompanying drawings. Unless the context requires otherwise,

throughout the specification and claims which follow, the word “comprise” and variations
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thereof, such as, “comprises” and “comprising” are to be construed in an open, inclusive sense
that is as “including, but not limited to”. Reference throughout this specification to “one
embodiment” or “an embodiment” means that a particular feature, structure or characteristic
described in connection with the embodiment is included in at least one embodiment. Thus,
the appearances of the phrases “in one embodiment” or “in an embodiment” in various places
throughout this specification are not necessarily all referring to the same embodiment.
Furthermore, the particular features, structures, or characteristics may be combined in any
suitable manner in one or more embodiments. With respect to the use of substantially any
plural and/or singular terms herein, those having skill in the art can translate from the plural to
the singular and/or from the singular to the plural as is appropriate to the context and/or
application. The various singular/plural permutations may be expressly set forth herein for
sake of clarity. It will be further understood by those within the art that virtually any disjunctive
word and/or phrase presenting two or more alternative terms, whether in the description,
claims, or drawings, should be understood to contemplate the possibilities of including one of
the terms, either of the terms, or both terms. For example, the phrase "A or B" will be

understood to include the possibilities of "A" or "B" or "A and B."

For example, a reference to “an element” is a reference to one or more elements and includes
equivalents thereof known to those skilled in the art. Similarly, for another example, a
reference to “a step” or “a means” is a reference to one or more steps or means and may
include sub-steps and subservient means. All conjunctions used are to be understood in the
most inclusive sense possible. Thus, the word “or” should be understood as having the
definition of a logical “or” rather than that of a logical “exclusive or” unless the context clearly
necessitates otherwise. Structures described herein are to be understood also to refer to
functional equivalents of such structures. Language that may be construed to express

approximation should be so understood unless the context clearly dictates otherwise.

Unless defined otherwise, all technical and scientific terms used herein have the same
meanings as commonly understood by one of ordinary skill in the art to which this invention
belongs. Preferred methods, techniques, devices, and materials are described, although any
methods, techniques, devices, or materials similar or equivalent to those described herein may
be used in the practice or testing of the present invention. Structures described herein are to
be understood also to refer to functional equivalents of such structures.
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From reading the present disclosure, other variations and modifications will be apparent to
persons skilled in the art. Such variations and modifications may involve equivalent and other
features which are already known in the art, and which may be used instead of or in addition
to features already described herein.

Although claims have been formulated in this application to particular combinations of
features, it should be understood that the scope of the disclosure of the present invention also
includes any novel feature or any novel combination of features disclosed herein either
explicitly or implicitly or any generalization thereof, whether or not it relates to the same
invention as presently claimed in any claim and whether or not it mitigates any or all of the

same technical problems as does the present invention.

Features which are described in the context of separate embodiments may also be provided
in combination in a single embodiment. Conversely, various features which are, for brevity,
described in the context of a single embodiment, may also be provided separately or in any
suitable sub combination. The Applicants hereby give notice that new claims may be
formulated to such features and/or combinations of such features during the prosecution of

the present application or of any further application derived therefrom.

As is well known to those skilled in the art many careful considerations and compromises
typically must be made when designing for the optimal manufacture of a commercial
implementation any system, and in particular, the embodiments of the present invention. A
commercial implementation in accordance with the spirit and teachings of the present
invention may configured according to the needs of the particular application, whereby any
aspect(s), feature(s), function(s), result(s), component(s), approach(es), or step(s) of the
teachings related to any described embodiment of the present invention may be suitably
omitted, included, adapted, mixed and matched, or improved and/or optimized by those skilled
in the art, using their average skills and known techniques, to achieve the desired

implementation that addresses the needs of the particular application.

The term “security code” is used herein to refer to a code used to prove the identity of a user.
It can be a code such as password, passcode that is supplied or generated such as user
supplied, device, software or platform supplied or generated.
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The term “code generator” is used herein to refer to a function or algorithm such as hashing

and salting.

The term “protection code” is used herein to refer to a code that is either the security code or
a code generated from the security code such as the hash of security code. It is used to
generate authentication code for user authentication, privacy code for user data protection,

and local access code for user authentication and user data protection in a local system.

The term “authentication code” is used herein to refer to a code that is used for user

authentication.

The term “privacy code” is used herein to refer to a code that is used for user data protection.

The term “user verification data” is used herein to refer to the user data that is used to verify
the user in the event of security code replacement or more importantly when the user forgets
the security code. User verification data is a supplied information such as user’s selected

security questions and its corresponding answers.

The term “verification code” is used herein to refer to a code that is generated from the user
verification data. Verification code is necessary during a security code reset or change.

The term “payload” is used herein to refer to transaction payload during transaction or reset

payload during a security code reset.

The term “transaction payload” is used herein to refer to information to be encrypted during
transaction such as the protection code to generate privacy code for user data protection, user

location, user device information, transaction data such as payment account details.

The term “reset payload” is used herein to refer to the information to be encrypted or decrypted

for the purpose of security code reset such as protection code.

The term “local access code” is used herein to refer to a code that is used for user
authentication and user data protection in a local system.
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Figure 1 illustrates a schematic diagram of securing data in transit, authenticating user,
protecting user data and resetting security code of a system of the present invention. Security
code in the present invention is used to generate a protection code, which is then used to
generate an authentication code for user authentication and a privacy code for user data
protection. It is a common case that the user may forget or may need to replace the security

code, thus user verification data is used to verify a user.

For user authentication and data in transit, an authentication code is generated and stored in
the user record during registration from a protection code, generated from a supplied security
code. Upon user login, user is requested to provide a login security code. The login security
code is used to generate a login protection code and a login authentication code. The login
authentication code is then used as encryption key to encrypt a transaction payload having
the login protection code. The encrypted transaction payload is then transmitted to the
computer-implemented system. The authentication code is then retrieved from the user record
to decrypt the encrypted transaction payload. If the decryption is successful, then user is

authenticated.

For user data protection, a user data is encrypted and stored during registration in the user
record by a privacy code generated from the protection code. Upon user login, a login privacy
code is generated from the login protection code retrieved from the decrypted transaction
payload after the user is authenticated. The encrypted user data is then retrieved from the
user record and decrypted by the login privacy code. After the transaction, the user data is to
be encrypted and stored to the user record by the privacy code, either the login privacy code

or a new privacy code generated from the login protection code.

For security code reset, a reset payload is encrypted and stored during registration in the user
record by a verification code generated from a supplied user verification data. During resetting,
a provided verification code is generated from a provided user verification data. The encrypted
reset payload is then retrieved from the user record and decrypted by the provided verification
code. If decryption is successful, then user is verified. A new authentication code is generated
and updated to the user record from a new supplied security code. Subsequently, the reset
payload can be the protection code to generate a reset privacy code. The reset privacy code
is then used to decrypt the encrypted user data retrieved from the user record. Then, the user
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data is encrypted and updated to the user record by a new privacy code generated from the

new supplied security code.

For user verification data change, the user is to be verified in the same way as security code
reset. Then, a new verification code is generated from a new supplied user verification data.
The reset payload is then encrypted and updated to the user record by the new verification

code.

Figure 2 illustrates the block diagrams of protection code generator, authentication code
generator, privacy code generator and verification code generator in accordance of a system
of the present invention. A protection code generator is used to generate a protection code
from a security code. The protection code is generated from the security code through a code
generator, defined as code generator 1, as described in protection code generator A or the
protection code is the security code as described in protection code generator B. An
authentication code generator is used to generate an authentication code from the security
code or the protection code. The protection code is generated from the security code through
the protection code generator. Then, the authentication code is generated from the protection
code through a code generator, defined as code generator 2. A privacy code generator is used
to generate a privacy code from the security code or the protection code. The protection code
is generated from the security code through the protection code generator. Then, the privacy
code is generated from the protection code through a code generator, defined as code
generator 3. A verification code generator is used to generate a verification code from a user
verification data. The verification code is generated from the user verification data through a

code generator, defined as code generator 4.

Figure 3 illustrates a flow chart for retrieving data. Username provided by the user is used as

reference to retrieve data such as authentication code, encrypted user data and encrypted

reset payload from the user record of the system of the present invention.

USER AUTHENTICATION AND DATA IN TRANSIT IN A SECURE ONLINE TRANSACTION

During registration, user provides a username to the system of the present invention. Then,

Figure 4 illustrates a flow chart for creating a new user record. A user record is created with
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the username as reference. Subsequently, Figure 5 illustrates a flow chart for generating and
storing an authentication code during registration in accordance of a system of the present
invention. An authentication code is generated from a supplied security code using the
authentication code generator as described in Figure 2. Then, the authentication code is

stored in the user record.

Figure 8 illustrates a flow chart for encrypting a transaction payload for a secure online
transaction in accordance of a system of the present invention. Upon user login, user provides
a login username and a login security code. A login authentication code is generated from the
login security code using the authentication code generator described in Figure 2. A
transaction payload is encrypted by the login authentication code then encoded with the login
username for transmission to the computer-implemented system. Figure 9 illustrates a flow
chart for authenticating a user in accordance of a system of the present invention. The
authentication code is retrieved from the user record using the login username as described
in Figure 3 as a decryption key to decrypt the encrypted transaction payload. If decryption is
successful, then user is authenticated, and the transaction payload is decrypted. Otherwise,
the login security code is invalid.

USER DATA PROTECTION IN A SECURE ONLINE TRANSACTION

During registration, a user record is created as described in Figure 4. An authentication code
is generated from a supplied security code and stored in the user record as described in
Figure 5. Subsequently, a flow chart for generating a privacy code to encrypt a user data
during registration in accordance of a system of the present invention as illustrated in Figure
6. A privacy code is generated from the supplied security code using the privacy code
generator as described in Figure 2. A user data is then encrypted by the privacy code and

stored in the user record.

Upon user login, a login protection code is generated from a login security code then encoded
into a transaction payload and securely transmitted with a login username to the computer-
implemented system as described in Figure 8. After the user is authenticated, the transaction
payload is decrypted as described in Figure 9. Figure 10 illustrates a flow chart for decrypting

the user data in accordance of a system of the present invention. Then, a login privacy code
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is generated from the login protection code decoded or retrieved from the transaction payload
using the privacy code generator as described in Figure 2. Subsequently, the login username
is used to retrieve the encrypted user data from the user record as described in Figure 3. The
login privacy code is then used as decryption key to decrypt the encrypted user data. The user

data is an output parameter.

After the transaction, a flow chart for encrypting the user data after a transaction in accordance
of a system of the present invention as illustrated in Figure 11. The login privacy code or
optionally a new privacy code is generated as described in Figure 2 from the login protection
code. The privacy code is then used as encryption key to encrypt the user data, for example
existing user data and new user data. Finally, the encrypted user data is stored in the user

record.

SECURITY CODE RESET IN A SECURE ONLINE TRANSACTION

During registration, a user record is created as described in Figure 4. Next, a flow chart for
generating a verification code to encrypt a reset payload during registration in accordance of
a system of the present invention as illustrated in Figure 7. A verification code is generated
from a supplied user verification data using the verification code generator described in Figure
2. The verification code is then used as encryption key to encrypt a reset payload. The reset
payload can be a protection code that is generated from a supplied security code as described
in Figure 2. Then, the encrypted reset payload is stored to the user record. Subsequently, a
user data is encrypted and stored in the user record with a privacy code generated from the

protection code as described in Figure 6.

During a security code reset, a flow chart for validating a user through a user verification data
in accordance of a system of the present invention as illustrated in Figure 12. A provided
verification code is generated from a provided user verification data using the verification code
generator described in Figure 2. Subsequently, the encrypted reset payload is retrieved from
the user record as described in Figure 3. The provided verification code is then used as
decryption key to decrypt the encrypted reset payload. If decryption is successful, then user
is verified and the reset payload is decrypted. Otherwise, the provided user verification data

is invalid. After verifying the user, a flow chart for generating and storing new authentication
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code to complete security code reset in accordance of a system of the present invention. User
is requested to provide a new supplied security code as shown in Figure 13. A new
authentication code is then generated and updated to the user record from the new supplied
security code using the authentication code generator as described in Figure 2.

The protection code decoded or retrieved from the decrypted reset payload is then used to
generate a reset privacy code that is used as decryption key to decrypt the encrypted user
data retrieved from the user record as described in Figure 10. Next, a flow chart for encrypting
the user data after a security code reset in accordance of a system of the present invention
as depicted in Figure 14. A new privacy code is generated from the new supplied security
code using the privacy code generator described in Figure 2. Then, the user data is encrypted

by the new privacy code and stored in the user record.

After the security code reset, a flow chart for encrypting the reset payload after a security code
reset in accordance of a system of the present invention as illustrated in Figure 15. The reset
payload is encrypted by the provided verification code and updated to the user record. The
reset payload can be a new protection code that is generated from the new supplied security

code using the protection code generator as described in Figure 2.

LOCAL SYSTEM

Figure 17 illustrates a schematic diagram of authenticating user, protecting user data and
resetting security code in a local system in accordance of a system of the present invention.
In a local system, data is not transmitted to an external system for user authentication, user
data protection and security code reset. Security code is used to generate a protection code,
which is then used to generate a local access code for user authentication and user data
protection. It is a common case that the user may forget or may need to replace the security

code, thus user verification data is used to verify the user.

For user authentication and user data protection, a user data is encrypted and stored in the
user record during registration by a local access code generated from a supplied security
code. Upon user login, a login local access code is generated from a login security code. The

encrypted user data is then retrieved from the user record and decrypted by the login local
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access code. If the decryption is successful, then user is authenticated and the user data is
decrypted. After the session, the user data is encrypted and stored to the user record by the

login local access code.

For security code reset, a reset payload is encrypted and stored during registration in the user
record by a verification code generated from a supplied user verification data. During resetting,
a provided verification code is generated from a provided user verification data. The encrypted
reset payload is then retrieved from the user record and decrypted by the provided verification
code. If decryption is successful, then user is verified and reset payload is decrypted. The
reset payload can be the protection code to generate the local access code. The local access
code is then used to decrypt the encrypted user data retrieved from the user record. Then, the
user data is encrypted and updated to the user record by a new local access code generated

from a new supplied security code.

For user verification data change, the user is verified in the same way as security code reset.
Then, a new verification code is generated from a new supplied user verification data. The

reset payload is then encrypted and updated to the user record by the new verification code.

USER AUTHENTICATION AND USER DATA PROTECTION IN A LOCAL SYSTEM

During registration, a user record is created as described in Figure 4. Then, a flow chart for
generating a local access code to encrypt a user data during registration in a local system in
accordance of a system of the present invention as illustrated in Figure 18. A local access
code is generated from a supplied security code. The local access code is then used as
encryption key to encrypt a user data. After which, the encrypted user data is stored in the

user record.

Upon user login, a flow chart for authenticating a user and decrypting the user data in a local
system in accordance of a system of the present invention as depicted in Figure 19. A login
username and a login security code are provided by the user. A login local access code is
generated from the login security code using the local access code generator described in
Figure 18. Subsequently, the encrypted user data is retrieved as described in Figure 3 from

the user record using the login username. The login local access code is then used as
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decryption key to decrypt the encrypted user data. If decryption is successful, then user is

authenticated and the user data is decrypted. Otherwise, the login security code is invalid.

After the session, the next step as shown in Figure 20 with a flow chart for encrypting the user
data after a session in a local system in accordance of a system of the present invention. The
user data, for example existing user data and new user data, is encrypted by the login local

access code then the encrypted user data is stored in the user record.

SECURITY CODE RESET IN A LOCAL SYSTEM

During registration, a user record is created as described in Figure 4. Next, a reset payload
is encrypted and stored in the user record by a verification code as described in Figure 7.
Meanwhile, a user data is encrypted and stored in the user record with a local access code
generated from a protection code as described in Figure 18. During a security code reset,
user is verified and the reset payload is decrypted as described in Figure 12. Then followed
by a process for decrypting the user data during a security code reset in a local system in
accordance of a system of the present invention as illustrated in Figure 21. The protection
code is decoded or retrieved from the decrypted reset payload. The reset local access code
is then generated from the protection code using the local access code generator described
in Figure 18. Subsequently, the encrypted user data is retrieved from the user record as
described in Figure 3 using the provided username. The reset local access code is then used
as decryption key to decrypt the encrypted user data. After which, a process for encrypting
the user data after a security code reset in a local system in accordance of a system of the
present invention in Figure 22. User is asked to provide a new supplied security code. A new
local access code is generated from the new supplied security code using the local access
code generator described in Figure 18. User data is then encrypted and stored in the user
record by the new local access code. After the security code reset, the reset payload is
encrypted and updated to the user record by the provided verification code as described in

Figure 15.
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USER VERIFICATION DATA CHANGE

During registration, a user record is created as described in Figure 4. Then, a reset payload
is encrypted and stored in the user record by a verification code as described in Figure 7.
During a user verification data change, the encrypted reset payload is to be retrieved from the
user record and decrypted by a provided verification code that is generated from a provided
user verification data to verify the user as described in Figure 12. This followed by a process
for encrypting the reset payload to complete a change of user verification data in accordance
of a system of the present invention as shown in Figure 16. The user is asked to provide a
new user verification data. A new verification code is then generated from the new supplied
user verification data as described in Figure 2 and used as encryption key to encrypt the reset

payload. Finally, the encrypted reset payload is stored in the user record.

Those skilled in the art will readily recognize, in light of and in accordance with the teachings
of the present invention, that any of the foregoing steps and/or system modules may be
suitably replaced, reordered, removed and additional steps and/or system modules may be
inserted depending upon the needs of the particular application, and that the systems of the
foregoing embodiments may be implemented using any of a wide variety of suitable processes
and system modules, and is not limited to any particular computer hardware, software,
middleware, firmware, microcode and the like. For any method steps described in the present
application that can be carried out on a computing machine, a typical computer system can,
when appropriately configured or designed, serve as a computer system in which those
aspects of the invention may be embodied. The invention is thus to cover all modifications,

equivalents, and alternatives falling within the spirit and scope of the following claims.

The foregoing detailed description and examples are merely illustrative of the preferred
embodiments. They are by no means meant to be the exclusive description of the inventive
concept hereby disclosed. It will be recognized by one of ordinary skill in the art that certain
aspects of the practice of the invention are readily susceptible to modification or practice by

alternative, known means.
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CLAIMS

A computer-implemented method for secure user authentication and secure data in transit
comprising

creating a user record in a computer-implemented system;

generating an authentication code from a supplied security code and storing the
authentication code to the user record;

upon user login, providing a login username by the user;

generating a login authentication code from a login security code;

using the login authentication code as encryption key to encrypt a transaction payload;
transmitting the login username and the encrypted transaction payload to the computer-
implemented system;

retrieving the authentication code from the user record;

providing the authentication code as the decryption key to decrypt the encrypted
transaction payload; and

if decryption is successful, then user is authenticated and the transaction payload is
decrypted.

A computer-implemented method for a user data protection comprising

creating a user record in a computer-implemented system;

generating an authentication code from a supplied security code and encrypting a user
data using a privacy code generated from the supplied security code;

storing the authentication code and the encrypted user data to the user record;

upon user login, providing a login username by the user;

generating a login protection code and a login authentication code from a login security
code;

providing the login authentication code as encryption key to encrypt a transaction payload
having the login protection code;

transmitting the login username and the encrypted transaction payload to the computer-
implemented system;

retrieving the authentication code and the encrypted user data from the user record;
providing the authentication code as a decryption key to decrypt the encrypted transaction
payload;

if decryption is successful, then the transaction payload is decrypted;
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retrieving the login protection code from the decrypted transaction payload;
generating a login privacy code from the login protection code;

decrypting the encrypted user data using the login privacy code;

after the transaction, encrypting the user data by the login privacy code; and

storing the encrypted user data to the user record.

A computer-implemented method for a user data protection with a new encryption key for
each transaction comprising

creating a user record in a computer-implemented system;

generating an authentication code from a supplied security code and encrypting a user
data using a privacy code generated from the supplied security code;

storing the authentication code and the encrypted user data to the user record;

upon user login, providing a login username by the user;

generating a login protection code and a login authentication code from a login security
code;

providing the login authentication code as encryption key to encrypt a transaction payload
having the login protection code;

transmitting the login username and the encrypted transaction payload to the computer-
implemented system;

retrieving the authentication code and the encrypted user data from the user record;
providing the authentication code as a decryption key to decrypt the encrypted transaction
payload;

if decryption is successful, then the transaction payload is decrypted;

retrieving the login protection code from the decrypted transaction payload;

generating a login privacy code from the login protection code;

decrypting the encrypted user data using the generated login privacy code;

generating a new privacy code from the login protection code;

encrypting the user data using the new privacy code; and

storing the encrypted user data to the user record.

A computer-implemented method for verifying a user for resetting security code
comprising

creating a user record in a computer-implemented system;
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encrypting a reset payload using a verification code generated from a supplied user
verification data and storing the encrypted reset payload to the user record;

during security code resetting, generating a provided verification code from a provided
user verification data;

retrieving the encrypted reset payload from the user record;

providing the provided verification code as a decryption key to decrypt the encrypted reset
payload;

if decryption is successful, then user is verified;

requesting a new supplied security code from the user;

generating a new authentication code from the new supplied security code and updating
the new authentication code to the user record; and

encrypting the reset payload with the provided verification code and storing the encrypted

reset payload to the user record.

A computer-implemented method for verifying a user for resetting security code and
encrypting the user data with a new encryption key comprising

creating a user record in a computer-implemented system;

generating a protection code and a privacy code from a supplied security code and
generating a verification code from a supplied user verification data;

encrypting the protection code using the verification code and encrypting a user data
using the privacy code;

storing the encrypted protection code and storing the encrypted user data to the user
record,;

during security code resetting, generating a provided verification code from a provided
user verification data;

retrieving the encrypted protection code and the encrypted user data from the user record;
decrypting the encrypted protection code by the provided verification code;

if decryption is successful, then user is verified and the protection code is decrypted;
generating a reset privacy code from the decrypted protection code;

decrypting the encrypted user data using the reset privacy code;

requesting a new supplied security code from the user;

generating a new protection code, a new authentication code and a new privacy code
from the new supplied security code;
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encrypting the new protection code using the provided verification code and encrypting
the user data using the new privacy code; and

storing the encrypted protection code, the new authentication code and the encrypted
user data to the user record.

A computer-implemented method for verifying a user for replacing user verification data
comprising

creating a user record in a computer-implemented system;

encrypting a reset payload using a verification code generated from a supplied user
verification data and storing the encrypted reset payload to the user record;

during user verification data replacement, generating a provided verification code from a
provided user verification data;

retrieving the encrypted reset payload from the user record;

decrypting the encrypted reset payload using the provided verification code;

if decryption is successful, then user is verified and the reset payload is decrypted;
requesting a new supplied user verification data from the user;

generating a new verification code from the new supplied user verification data;
encrypting the reset payload using the new verification code; and

storing the encrypted reset payload to the user record.

A computer-implemented method for secure user authentication and user data protection
in a local system comprising

creating a user record in a computer-implemented system;

encrypting a user data using a local access code generated from a supplied security code
and storing the encrypted user data to the user record;

upon user login, providing a login username by the user;

generating a login local access code from a login security code;

retrieving the encrypted user data from the user record;

decrypting the encrypted user data using the login local access code;

if decryption is successful, then user is authenticated and the user data is decrypted;
encrypting the user data by the login local access code after the session; and

storing the encrypted user data to the user record.
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A computer-implemented method for verifying a user for resetting a security code and
encrypting a user data with a new encryption key in a local system comprising

creating a user record in a computer-implemented system;

generating a protection code and a local access code from a supplied security code and
generating a verification code from a supplied user verification data;

encrypting the protection code using the verification code and encrypting a user data
using the local access code;

storing the encrypted protection code and the encrypted user data to the user record;
during a security code resetting, generating a provided verification code from a provided
user verification data;

retrieving the encrypted protection code and the encrypted user data from the user record;
decrypting the encrypted protection code using the provided verification code;

if decryption is successful, then user is verified and the protection code is decrypted;
generating a reset local access code from the decrypted protection code;

decrypting the encrypted user data using the reset local access code;

requesting a new security code from the user;

generating a new protection code and a new local access code from the new security
code;

encrypting the new protection code using the provided verification code and encrypting
the user data using the new local access code; and

storing the encrypted protection code and the encrypted user data to the user record.

A system for secure user authentication and secure data in transit comprising: at least
one processor; and memory coupled to said processor to carry out the steps of:

creating a user record in a computer-implemented system;

generating an authentication code from a supplied security code and storing the
authentication code to the user record;

upon user login, providing a login username by the user;

generating a login authentication code from the login security code;

using the login authentication code as encryption key to encrypt a transaction payload;
transmitting the login username and the encrypted transaction payload to the computer-
implemented system;

retrieving the authentication code from the user record;
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providing the authentication code as the decryption key to decrypt the encrypted
transaction payload; and

if decryption is successful, then user is authenticated and the transaction payload is
decrypted.

10. A system for a user data protection comprising: at least one processor; and memory

11.

coupled to said processor to carry out the steps of:

creating a user record in a computer-implemented system;

generating an authentication code from a supplied security code and encrypting a user
data using a privacy code generated from the supplied security code;

storing the authentication code and the encrypted user data to the user record;

upon user login, providing a login username by the user;

generating a login protection code and a login authentication code from a login security
code;

providing the login authentication code as encryption key to encrypt a transaction payload
having the login protection code;

transmitting the login username and the encrypted transaction payload to the computer-
implemented system;

retrieving the authentication code and the encrypted user data from the user record;
providing the authentication code as a decryption key to decrypt the encrypted transaction
payload;

if decryption is successful, then the transaction payload is decrypted;

retrieving the login protection code from the decrypted transaction payload;

generating a login privacy code from the login protection code;

decrypting the encrypted user data using the login privacy code;

after the transaction, encrypting the user data by the login privacy code; and

storing the encrypted user data to the user record.

A system for a user data protection with a new encryption key for each transaction
comprising: at least one processor; and memory coupled to said processor to carry out
the steps of:

creating a user record in a computer-implemented system;

generating an authentication code from a supplied security code and encrypting a user

data using a privacy code generated from the supplied security code;
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storing the authentication code and the encrypted user data to the user record;

upon user login, providing a login username by the user;

generating a login protection code and a login authentication code from a login security
code;

providing the login authentication code as encryption key to encrypt a transaction payload
having the login protection code;

transmitting the login username and the encrypted transaction payload to the computer-
implemented system;

retrieving the authentication code and the encrypted user data from the user record;
providing the authentication code as a decryption key to decrypt the encrypted transaction
payload;

if decryption is successful, then the transaction payload is decrypted;

retrieving the login protection code from the decrypted transaction payload;

generating a login privacy code from the login protection code;

decrypting the encrypted user data using the generated login privacy code;

generating a new privacy code from the login protection code;

encrypting the user data using the new privacy code; and

storing the encrypted user data to the user record.

A system for verifying a user for resetting security code comprising: at least one
processor; and memory coupled to said processor to carry out the steps of:

creating a user record in a computer-implemented system;

encrypting a reset payload using a verification code generated from a supplied user
verification data and storing the encrypted reset payload to the user record;

during security code resetting, generating a provided verification code from a provided
user verification data;

retrieving the encrypted reset payload from the user record;

providing the provided verification code as a decryption key to decrypt the encrypted reset
payload;

if decryption is successful, then user is verified;

requesting a new supplied security code from the user;

generating a new authentication code from the new supplied security code and updating
the new authentication code to the user record; and
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encrypting the reset payload with the provided verification code and storing the encrypted

reset payload to the user record.

A system for verifying a user for resetting security code and encrypting the user data with
a new encryption key comprising: at least one processor; and memory coupled to said
processor to carry out the steps of:

creating a user record in a computer-implemented system;

generating a protection code and a privacy code from a supplied security code and
generating a verification code from a supplied user verification data;

encrypting the protection code using the verification code and encrypting a user data
using the privacy code;

storing the encrypted protection code and storing the encrypted user data to the user
record;

during security code resetting, generating a provided verification code from a provided
user verification data;

retrieving the encrypted protection code and the encrypted user data from the user record;
decrypting the encrypted protection code by the provided verification code;

if decryption is successful, then user is verified and the protection code is decrypted;
generating a reset privacy code from the decrypted protection code;

decrypting the encrypted user data using the reset privacy code;

requesting a new supplied security code from the user;

generating a new protection code, a new authentication code and a new privacy code
from the new supplied security code;

encrypting the new protection code using the provided verification code and encrypting
the user data using the new privacy code; and

storing the encrypted protection code, the new authentication code and the encrypted

user data to the user record.

A system for verifying a user for replacing user verification data comprising: at least one
processor; and memory coupled to said processor to carry out the steps of:

creating a user record in a computer-implemented system;

encrypting a reset payload using a verification code generated from a supplied user
verification data and storing the encrypted reset payload to the user record;
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during user verification data replacement, generating a provided verification code from a
provided user verification data;

retrieving the encrypted reset payload from the user record;

decrypting the encrypted reset payload using the provided verification code;

if decryption is successful, then user is verified and the reset payload is decrypted;
requesting a new user verification data from the user;

generating a new verification code from the new supplied user verification data;
encrypting the reset payload using the new verification code; and

storing the encrypted reset payload to the user record.

A system for secure user authentication and user data protection in a local system
comprising: at least one processor; and memory coupled to said processor to carry out
the steps of:

creating a user record in a computer-implemented system;

encrypting a user data using a local access code generated from a supplied security code
and storing the encrypted user data to the user record;

upon user login, providing a login username by the user;

generating a login local access code from a login security code;

retrieving the encrypted user data from the user record;

decrypting the encrypted user data using the login local access code;

if decryption is successful, then user is authenticated and the user data is decrypted;
encrypting the user data by the login local access code after the session; and

storing the encrypted user data to the user record.

A system for verifying a user for resetting a security code and encrypting the user data
with a new encryption key in a local system comprising: at least one processor; and
memory coupled to said processor to carry out the steps of:

creating a user record in a computer-implemented system;

generating a protection code and a local access code from a supplied security code and
generating a verification code from a supplied user verification data;

encrypting the protection code using the verification code and encrypting a user data
using the local access code;

storing the encrypted protection code and the encrypted user data to the user record;
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during a security code resetting, generating a provided verification code from a provided
user verification data;

retrieving the encrypted protection code and the encrypted user data from the user record;
decrypting the encrypted protection code using the provided verification code;

if decryption is successful, then user is verified and the protection code is decrypted;
generating a reset local access code from the decrypted protection code;

decrypting the encrypted user data using the reset local access code;

requesting a new security code from the user;

generating a new protection code and a new local access code from the new security
code;

encrypting the new protection code using the provided verification code and encrypting
the user data using the new local access code; and

storing the encrypted protection code and the encrypted user data to the user record.

A computer-executable program for verifying a user for resetting security code comprising
creating a user record in a computer-implemented system;

encrypting a reset payload using a verification code generated from a supplied user
verification data and storing the encrypted reset payload to the user record;

during security code resetting, generating a provided verification code from a provided
user verification data;

retrieving the encrypted reset payload from the user record;

providing the provided verification code as a decryption key to decrypt the encrypted reset
payload;

if decryption is successful, then user is verified;

requesting a new supplied security code from the user;

generating a new authentication code from the new supplied security code and updating
the new authentication code to the user record; and

encrypting the reset payload with the provided verification code and storing the encrypted

reset payload to the user record.

A computer-executable program for verifying a user for replacing user verification data
comprising

creating a user record in a computer-implemented system;
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encrypting a reset payload using a verification code generated from a supplied user
verification data and storing the encrypted reset payload to the user record;

during user verification data replacement, generating a provided verification code from a
provided user verification data;

retrieving the encrypted reset payload from the user record;

decrypting the encrypted reset payload using the provided verification code;

if decryption is successful, then user is verified and the reset payload is decrypted;
requesting a new user verification data from the user;

generating a new verification code from the new supplied user verification data;
encrypting the reset payload using the new verification code; and

storing the encrypted reset payload to the user record.

19. A computer-executable program for secure user authentication and user data protection

in a local system comprising

creating a user record in a computer-implemented system;

encrypting a user data using a local access code generated from a supplied security code
and storing the encrypted user data to the user record;

upon user login, providing a login username by the user;

generating a login local access code from a login security code;

retrieving the encrypted user data from the user record;

decrypting the encrypted user data using the login local access code;

if decryption is successful, then user is authenticated and the user data is decrypted;
encrypting the user data by the login local access code after the session; and

storing the encrypted user data to the user record.

20. A computer-executable program for verifying a user for resetting a security code and

encrypting the user data with a new encryption key in a local system comprising

creating a user record in a computer-implemented system;

generating a protection code and a local access code from a supplied security code and
generating a verification code from a supplied user verification data;

encrypting the protection code using the verification code and encrypting a user data
using the local access code;

storing the encrypted protection code and the encrypted user data to the user record;
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during a security code resetting, generating a provided verification code from a provided
user verification data;

retrieving the encrypted protection code and the encrypted user data from the user record;
decrypting the encrypted protection code using the provided verification code;

if decryption is successful, then user is verified and the protection code is decrypted;
generating a reset local access code from the decrypted protection code;

decrypting the encrypted user data using the reset local access code;

requesting a new security code from the user;

generating a new protection code and a new local access code from the new security
code;

encrypting the new protection code using the provided verification code and encrypting
the user data using the new local access code; and

storing the encrypted protection code and the encrypted user data to the user record.



