; ef e3e+b+_""6TAF  "A FILE TRANSFER PROTOCOL" DESCRI PTI ON OF | NVENTION 1 0
OCT 2002 THIS INVENTION relates to inprovenents in or relating to FiIe

Transfer Pr t| cularly those enployed when data {4 0eTb200
transf errecﬂn&mm mgmnmm el i abl e communi cations |ink. For a nobile host to
onnect to rk (for exanple, the Internet) the nobile host nust

connect usi ng e a wreless communications link or a tel ephone |Iine and
transmt a file in accordance with a file transfer protocol (FTP). Such

connections are relatively expensive, ynr el iable and havﬂ"m

bandwi dt hs as conpared to a normal |ocal area network ’Mﬂmm [W,
for such a lAkite TrRANSEWER P GrHsy t ransfer. Besides going e extra
expense setting up a new connectl on and downl oading the entl re ile agai n.
nobi |l e hosts typically also have resource constraints such as limted
battery power. It is, therefore, inportant to mnimse connection time for
the nobile host. Unfortunately, nmany existing inplenentations of FTP do not
wor k wel I under such unreliable link conditions. Wien an FTP transfer
fails, the partial data transferred nust be di scarded and the whol e
transfer t tion to the above problem shoul d take
i nto consi diﬁgﬁﬁ@ﬁak ﬁﬂgﬁlﬁ%ﬂppl i cations avail abl e, such as W5 FTP
and the various web 1 0 OC1 2002 2 browsers. Conpatibility with these
applications woul d be preferable. Besides using FTP for file transfer, the

use of HITP has al so becone very common due to the popularity of web
browsers. Attenpts have been made to provide background file transfer. One

h att t t ! File T f P BET The .BFTP
's an Inter ttﬁ%at@ﬁ\srﬁfrﬁ@%f F08s, b b denetes dn a%‘ﬁné oho Fllg,Tresee
t hird- t
i n!t erfgge %r%léo?am o %gﬂmg t‘tﬁ-tgg)r)earﬁal ?‘25’%&3‘2%%?. %r ng t re%htéroe%r%er
transfer; anghlibbleecdniigicatiogotihkol daenon to carry them out. Both of the

corrponents are run on the sanme host although renote service can be achi eved
via a Tel net connection to the BFTP server-Tel net nodul e.

For a mobile host to connect to a wired network (for example, the
Internet) the mobile host must connect using either a wireless communications
link or a telephone line and transmit a file in accordance with a file transfer
protocol (FTP). Such connections are relatively expensive, unreliable and have
limited bandwidths as compared to a normal local area network. It is not
uncommon for such a link to fail during a file transfer. Besides going to the
exira expense setting up a new connection and downloading the entire file
again, mobile hosts typically also have resource constraints such as limited
battery power. It is, therefore, important to minimise connection time for the
mobile host. Unfortunately, many existing implementations of FTP do not
work well under such unreliable link conditions. When an FTP transfer fails,
the partial data transferred must be discarded and the whole transfer has to be
re-started.

A solution to the above problem should take into consideration the

existing FTP applications available, such as WS-FTP and the various web



There are al so various FTP client applications, such as GetRi ght and

Aut oFTP that allow schedul ed transfers. A user is allowed tq ppegtfgy?he
.task to be perforned at a later time and the FTP client is able ry
out repeated tries for transfers that have failed. The FTP caters only for
server-to-server file transfer, and not file downl oad or upload to/froma
nmobile client. Furthernore, it is not intended specifically for a slow or
unreliable environnent. For those FTP client applications that support
schedul ed transfers, the main drawback is~that the nobile client has to
mai ntain the connection during the transfér. This approach is expensive,

and ideally tlﬁl%v@@fﬁ)%bh@'ﬁtibﬂﬁ? vﬁi'ﬂ@%d%e%pﬁbﬁ'ﬂid_iﬂssﬁ@ulcﬁ}se \ﬁ?éﬂera'l%ﬂ%t Besides

bandw dt h used by the nobile host in transferring a file. OCT 2Q02 3
It is an obj eatingFTiPhfer fille sransfer,the mse off HBI Phay iatie tecbinleevely aosimon due
Protocol that can reduce the tine and cost expended on data transfer over
an unreliabl etolmﬁm.opm&fﬁtﬂbybmﬂﬁéfspresent i nvention provides a nmethod of
transferring a set of data between data storage nedia in a conmmunication
infrastructure conprising a data storage nmedi um connected by a link to a
conputer which is A i i n e, (o]
anot her data stor aég[e?rl@?ﬁt IS%]VGI %}egl I@%% élrdmﬁggp?%%%ﬁ% h?gl)&ﬁl g%g?v?,ﬁes?loc'rhe
and send dat aattdrhgt ¥EthBoBaeRpFvUNd Rilet Teanst@PBrogtamirle (BETPY NKHeSBFTP is
tenporarily severed so that only a portion of the set of data is
transferred aan dstermdiebdckgiqundofiteutransfer sgribed Westnist hdltcopgu thes thand-party

| east one of the data storage nedia to, establish the extent to which the
set of data h@anyeemedelnef &lfed; It aprnsista it B | ganponents nad nefsF Bferfans set

f dat t he |ink the link i -est abl i shed, Advant ,
Che set of aabmsramty SuSeT e Pirapisies drsbpBE P cieHEEq ity STk 1o
th dat [ h NSy
ranstorring RGeS rollfeh Alinchl® PR RMrf SE" BN Bf KRE chitbblihss e Rin bn

link is severgft gid hesttdi@ohRREMSTe frvidatcan HoAHiEdatOTERD 8bBhedRInA
t hrough the network fromthe other data storage nediumand storing this

data i n a nentrthe@BFTRaeneriidmst. méthdéer abl y, the nethod further conprising
the step of, if the entirety of the remai nder of the data to be transferred
has been transferred to the nenory of the conputer when the link is

-established, t f i this data.tq.the data.st i
SRR TR AL ECC TS RIS LS s o
conprising th @%@Pg tﬁz{t’atllofwg éﬁu?eépﬁgﬁs fe‘s. Oh §da¢ if aBIRAGD Phcifgnddhd to

be transferre een transfterre
to be performed at a later time and the FTP client is able to carry out repeated

e

tries for transfers that have failed.

The FTP caters only for server-to-server file transfer, and not file
download or upload to/from a mobile client. Furthermore, it is not intended

specifically for a slow or unreliable environment.

For those FTP client applications that support scheduled transfers, the
main drawback is that the mobile client has to maintain the connection during
the transfer. This approach is expensive, and ideally the connection time
should be minimised, as well as the bandwidth used by the mobile host in

transferring a file.



1.0 OCT 2002 4 nmenory of the conmputer when the link is re-established,
transferring this portion of the data to the data storage nediumfromthe
.menory of the conputer across the link; and transferring th4 <6l 2002
portion of the renmainder of the data to be transferred to the data storage
medi um t hrough the conputer fromthe other data storage nmedi um

Advant ageously, the nethod further conprises the steps of: designating data
to be transferred between the data storage nedia; and designhating a tine
for the data to be transferred. Preferably, the method further conpirses
the steps of, if the data is to be transferred fromthe data storage nedi um
to the other data Etrageobjeds ofi ther prister inveationetdgabgidet edFiat Trdnseep t he
data storage nmedium across the link to the conputer; and transferring the
desi gnat ed daPepteenldbst care redstopahk timerandneost enpendad oo date transfer cdat an

st orage nediun1ab_éh§#ﬂ?signated time. Conveniently, the nethod further
conpri ses t heBd Ble IK.if the data is to be transferred fromthe other
data storage nediumto the data storage nmedium transferring the data
across the network fromthe other data storage nediumto the conputer; and

transferring the dﬁb%ﬂ%@?sﬂ{e‘“ﬁréséﬂkinfvéﬂﬁh} ??oﬁﬁ@?%txﬁéthbﬁ shaffefrind Ar age

medi um at the desi gnated e.” ‘Advant ageous the data 1s transtferred from

t he data st orgsgeofreldiaibetwedndatd Boraghtmedih oimagecomeivunicaivt infedstelRsure
instructions to transfer information stored on the other data storage

nmedi um to a feomhasinga datatsterage masiiimneonmeetedriybh ylink toea womputerf whidheis

conprises the steps of: associating a datastanp with the sef of data to be
{ransterred: SORNEEadrd AgAatNOTE AYBIEh ot th §43e CRREECtaf A WRheroratg; siaEags

L T
method comprising the steps of: if the link is temporarily severed so that only a
portion of the set of data is transferred across the link, communicating between
the computer and at least one of the data storage media to establish the extent to
which the set of data has been transferred; and transferring the remainder of the

set of data across the link when the link is re-established.

Advantageously, the set of data is to be transferred from the other data
storage medium to the one data storage medium, the method comprising the
further steps of: transferring the set of data to the one data storage medium and,
if the link is severed during the transfer of data, continuing to transfer data
through the network from the other data storage medium and storing this data in

a memory of the computer.

Preferably, the method further comprising the step of, if the entirety of
the remainder of the data to be transferred has been transferred to the memory
of the computer when the link is re-established, transferring this data to the data

storage medium across the link from the memory of the computer.

Conveniently, the method further comprising the steps of, if only a

portion of the remainder of the data to be transferred has been transferred to the



i s re-established, conparing the datastanp associated with the portion of
the set of data that has al ready been transferred across the link with the
,dat astanp associated with the remainder of the set of dat ?%w% ardi ng
the portion of the set of data that has al ready been transferred it the
conparison of the datastanp associated with the portion of the set of data
that has already been transferred wth the datastanp associated wth the
remai nder of the set of data indicates that the set of data at the one data
storage nedi um has been updated since thegportion of the set of data that
has al ready been transferred was transferred across the |ink

Advant ageousimembhe ofathes tempuienrcwhpnr theehnk i iverd-edtablistiedp rrarfRfetmigaiy

t he datastanp incorporates infornmation concerning the version of the set of
data. Anot herpaatipecef die tdata e elhendalansionageomastiomi fwm theomsmasy pf dhe am
product havi ng _neans, when_th onputer progr.amjs | oaded on a.co ter, to
transfer a sé:gn&ﬁu%ﬁfataﬁr%étmeﬁngat a?rgf&agaﬁf i B Herﬁa%}ﬁnﬁﬂrgﬁ?rgﬁ the
infrastructure camrigi 3 t ' ' tH.a
conput er whi crﬁmlgs Cor?srt]’etfggggiatd%geﬁﬁ%ﬁdﬁﬁ%ﬁ@a@?&?ﬁeﬁﬂg?&gg%ﬂg@%ﬁ?o
anot her dat a gonghaeefroRitheBthérdats SfRadcemeliami.Ng means to receive, store
and send data, the nethod conprising the steps of: if the link is
tenporarily severed so that only a portion of the set of data is

transferred across the |ink, communicating between the conputer and at

| east one of the dhdwantegnongly, theimethed Icostprisee thssteps ofo designatinge
set of data h een trapsferred. and transferring.the r i.nder of the set
of dat a acr odlh o O tASTRIER Deieeeh e dafy Soradeutlial spidh desiBasnde timeos
A further as I jsnvention provides a protocol for

i mpl ement i ng%ﬁghégg%[éggkgt ogfb&feﬁf’]or der that the present invention may be
nore readily understood, enbodi nents thereof will now be described, by way
of exanple, with reference to the acconpanying drawi ngs in which: Figure 1
is a schenatic di a@weferably, themsiisideforther bbtpeises theodteps of; 3f dra datavibitebet he

met hod of the present invention may be carried out; Figure 2 is a flow
chart of a rduansserred dram the idata stapge meediamntoothe othes data sterpgemedingt, wor k

e R o R sy R A 05 oo,
k di I | 4 . il £l 4
e o SeonR SR SaE EbRG B hESR E

chart of a schnfphedtdthR dthbo@Ha SRTREOMedium at the designated time.

Conveniently, the method further comprises the steps of, if the data is to
be transferred from the other data storage medium to the data storage medium,
transferring the data across the network from the other data storage medium to
the computer; and transferring the data across the link from the computer to the

data storage medium at the designated time.

Advantageously, the data is transferred from the data storage medium to
the other data storage medium and includes instructions to transfer information

stored on the other data storage medium to a further data storage medium.

Preferably, the method further comprises the steps of: associating a
datastamp with the set of data to be transferred; and altering the datastamp

associated with the set of data when the set of data is updated.



Figure 6 is a flow chart of a scheduled FTP server-server session; and
Figure 7 is a flow chart of a schedul ed HTTP GET sessi on; Turﬂi gkogﬁhgure
., the File Transfer Protocol system consists of three ngjor JE@ e ,
nanely the client proxy conponent 1, the nobile gateway conponent 1 and the
nobi l e FTP protocol 3. The client proxy conponent 1 resides at the nobile
client 4 and the nobil e gateway conponent 1 resides at a conputer 5
connected to the Internet 6. The physical |ink between the nobile client 4
and the computer 5 hosting the nobile gategyay 1 0 OCT 2002 conponent 1
can be either wired or wireless, for exanple a nodemdial-up line or a GSM
wreless link. To enploy a file transfer protocol enbodying the present

i nvention, the client proxy caonmponent 1 of the protocol nust be installed

at the nobile clieftonyenieatlyofhepethadfurther vemprisesthe stepptadp vhsmpibedink The
i ent t .1 | St f foll ow dul es: cli

cerver (0PSB TerOiSEd CappR AR AR ARG D e RSitRRI 6t e e 2
cache modul e B¢ (e didihds hiteARPUEH, ASHRROM hoBs he IR the k0

application an web browser. ranste rotocol application

i ncor por at i ng akdiise@ A thewedidih@er of tHeheet GPSata;caid didbardinie tiaPpbitivit bHN
programming interface to performthe follow ng functions: 1. User

aut hent i f i cat ither.se®.of | data cthat dwas calreadyl hedrotransfer®d iff thesfcompasigonsof the
Query of FTP transfer status, 4. FTP retrieyable/store. 5. FTP cache
management . THatastunp asgpsiatodyvills o parion obthe; $fa ofj <|laéawﬂiEi hasoplreadyt been

mobi | 6 gat ewa i EaRPeRuD dhe chsGh 8ScErey it ectrtainder Gieriel st
hedul d eal i t pGol : 4 ent

component 1 aitichs il thE SBEBE AR AHcRirel @p sirRp BRAINH S bER phlAtd

Protocol syst giaRmiRdpbitbr bE e et Néf idatee MdtOhlas Slready @échhgamszbirkd wis

protocol 13.
transferred across the link.

Advantageously, the datastamp incorporates time information.

Preferably, the datastamp incorporates information concerning the

version of the set of data.

Another aspect of the present invention provides a computer program
product having means, when the computer program is loaded on a computer, to
transfer a set of data between data storage media in a communication
infrastructure comprising a data storage medium connected by a link to a
computer which is connected to a network which is, in turn, connected to
another data storage medium, the computer having means to receive, store and
send data, the method comprising the steps of: if the link is temporarily severed
so that only a portion of the set of data is transferred across the link,
communicating between the computer and at least one of the data storage media
to establish the extent to which the set of data has been transferred; and
transferring the remainder of the set of data across the link when the link is re-
established.



1 Q OCT 2002 s The File Transfer Protocol enbodying the present invention
supports two nodes of file transfer, nanely an i medi ate anﬂeﬂar@ghw ed

. hode. For each node, a file download or upload to or fromt il

client, or a serverto-server transfer could be performed. | MVEDI ATE MODE
Thi s behaves like a normal File Transfer Protocol to the user, although the
File Transfer Protocol of the present invention splits the FTP session into
two sessions: one between the nobile client 4 and a nobile gateway 14 (on
whi ch the nobil e gateway conponent 1 resi ges); and the ot her between the
nobi |l e gateway 14 and a target server 15. "Caches are nmintained at both the
client proxy conponent 1 and the nobile gateway conponent 1 during the FTP
session. The link between the nobile client 4 and the nobile gateway 14 may
be di sconnected i rAt fiathrirdaspast eof fthe eprdeemnt] saehtiphoawovides i diretomohefori on

may be due to handoff, netwprk congestion or sudden power failure. Figure 2
shows t he seqngﬁé@eam&&%\égowmﬁ 18 OfFiSE R BE DIRSGH GBVEnGRR iy Berile
downl oad fromthe ile gateway 14 t.0 the . .nobide..clien . en, there is a
et vor k. di scoMRECTRgHy BHEUROE et fedihentE Bt il aS{he Sresitied JABR%y 1
during the fijm f &ith rtREMERS the abbborh ubAvi9gt ayhigemponent 1 of
the File Tr andsfégrah@;lg’t ocolr sy%tem contai nue@ﬁlggﬁgcorrpl gt es the FTP transfer
with the target server 15. When the |ink between the nobile client 4 and
the nobile gateway 14 is re-established and the nobile client attenpts to
downl oad the sane Figuee dgaianschematichBagrame of thesystem peshiteeiurd of @ systéms
own cache by checking the rradi fA'gcati on tine,and size vm'_tB t he actual target
file at the to ¥ chu@ieBsthod of % BFRSRB! YRt IRAYTbe saTie | QBthas been

transferred successfully to the nobile client 4 during the previous attenpt
(before the Iink was 1 0 OCT 2002 9 disconnected), the nobile client 4

w il get the renaify %, f k i he
whole file has al rlgiggg/e g(eiﬁe/qr% %%ngdég?f%u? teﬁgn@b?ﬁgbgﬁﬁﬁgw??ﬁﬁ?d PE%’
file transferfikeiff@emdthork disgehnstiontietdBem it ¢t Aabithe ngdiikviiteddy; S
still ongoing (as is shown in Figure 3), the nobile client 4 downl oads

what ever is available fromthe cache of the nobile gateway 14 and gets the
remai nder of the fiJe fromthe target seryer 15 via the nopile gate 14.
In certain circunstignEes s fusther scenase %glebélwg%%ﬁ%@g eid@wrﬁoagvgila
sufficiently ng. tinme that,..when the Jlink is re.estahljshed.. the file that
was bei ng 1 s Einameruies disERectth Sebeoh I EiT BT hf Hltutedieviy
woul d not be appropriate, if this is the case, to continue with the
transfer where it was left off, as some or all of the information that was
transferred bef or eFiguee #ds hfl@v @haitlof ansehedided PTR d&wnlhrdaesabete. To
accommodate this possibility, the data to be transferred across the nobile
link includes a datastanp, which records the tinme of creation of the file,
the tinme of the trgpsfer .and/or {he versjon of e file that is being
transferred. Usingtigwe Sd§at Cibh’ér?fé Sﬁhs‘ihﬂsdﬁtp&up@a SCBRBbI i shed after
failing during a data transfer, the datastanp of the new incomng data is
conpared with that of the data which has already been transferred. If this
conpari son of the t L T e ata is
or may be obsol et e?%ﬁ%tgqgﬁ?%g\réﬁ ?{gﬁff}sﬁlgﬁﬁs}g gm%g i%%sﬁeg%fssgl;o?lde H and
the transfer of the entirety of the new, updated version of the file

begi ns. The datastanp may consist of tinme information regarding the tinme of
the start of the i Higurel7 is mdbswehadfofdetchedaled HITP FET sessaonhe versi on of
the data. the datastanp may conprise a hybrid of time information and
version information. If tinme information is used, information regarding

whet her or not the fil e, has been.upd i.n t i ne recorded in fhe

int actamm woul d need t o ThENgRIREIEHe b 1o B TandtEr PrABRERRIE Gonfisty e
data that has v b fer Si1: .Sca ha. ¢ -Of
version inf OI’F}TQ%Ié gﬁ%él‘%&%@gg ’axﬁfﬁ‘tqﬁa@éi Ql%qﬁoﬁdé&glggn%%n%’arﬁ}esﬁ&é% t he
versions of tgﬁte%%'acomﬁfméxﬂeln&% itHe abBPe FBTR prdtdfold3. The ElentZprokylO
nore recent vérsion thanh that which has already been transferred, then’the
data that hascainpeaeiyt bessidds atrthé enolstt chiait dandlilscarobéle. gatow sy eoiplonent

benefits are derived fromusing the File Transfer Protocol of the present
i nvention for 1f rasidespatoadeamgpeter ax conngited ta ther indemed-GerThe phiysical dinksf er

in imediate de. SCHEDULED In this node, t mbi | ateway 14 is
st ruct ed. by DEREEERBEAMGPIRLERE 4R e ORgaler § yiogine the TRapls Rakeray i .
t he background. A new protocol, known as the Schedule File Transfer

Protocol (SFTP) is defined for this type of scheduled transfer. There are
four types of schedule transfer:




| .. FTP downl oad; Il1. FTP upload; IIl. FTP server-server transfer; and |IV.
HTTP GET downl oad. 1. Schedul e of FTP downl oad - for the cgjfgﬁg ?g
.schedul ed FTP downl oad, this is the normal FTP downl oad fr m%et
server 15 to the nobile client 4, except that in this case, the nobile
gateway 14 functions as a store and forward gateway. The file is first

downl oaded to the nobile gateway 14. The user can then check the status of
the file transfer at any tinme, and fetch the files fromthe nobile gateway
14 at a later tinme when the download is ¢ | eted. Figure 4 shows the
message sequence chart 4A Schedul ed FTP Downl oad Session. |1. Schedul ed FTP
upl oad - schegpinpdnetit! 0ech bé efthéhwigdlorveireless for dxdrfplesemedeth@al-apUaRr
decides that a particular file upload should take place at sone later tine,
maybe when t her a@S)diwgelesskinks | ess busy. In this case, the nobile gateway
14 acts as a buffer store for the file to be sent to the target 1 0 OCT
2002 11 server 15. After getting the file fromthe nobile client 4 the

nobil e gateway 14 will forwa he file.to . the target, server, 15 at. th
schedul od & 1o, i JaremiSyDhte {rsfet pborhSol o RlE spE PR tdeBlinhafhees
FTP upl oad sesgj I r@q)lﬁ B = .
schedul ed ser\e/ﬁt;z‘r:lgg?r\(}e cto r ns? gtrjh?’gtgg?éﬂggﬁle{nhlﬁ%?Eséé%égfr]?@mgenrlegrj?ggrm\}ter
FTP nodel . A nsdbr reamplé hint ¢hd maaabef of &i lagtdy @ongraer veThé Oclasift Pﬁ)’xy
server, neither of which is a |l ocal host. The nobile gateway 14 wl
performthe robmpanent L oonsists 0fitherfplodngtoodulas:r alcliehe pfoxyesarvem@TRS) 7;

between the two renote servers. The npbile client 4 does not need to stay
connect ed t hr 8uiyREsol appligaiTe programppga dnterfase JARIh 8 s acsashp moduleyBer

from out si de Lo tiate ile trapst romaJenote setver to his

deskt op PC at THEGHES TiRataded o Spoiba sile bapd Prébephadmitsiion Sl auep 14
submt the re andyt f. [mdg;p- Al 14,605 pnat e
the file tran;ﬂ*@r@geﬁ’et m%egﬁ?hgpglﬁgrsgrré—@r%an !‘E%%?ﬁ@%?%égﬁ%tgﬁ Pﬁéesghger
returns to hi sneasihosr flke tORS ”'Pﬂanrf@él_mithe,aﬁglﬁaﬁbhe;[)ﬂ@arﬁhﬁ@gﬂdﬁté?ﬁace to
transferred there and ready for use. Figure shows the nessage sequence
chart for suclpedosultbe foléoiviFprusetions:- t o- server session. |V. Schedul ed HTTP

GET - schedul ed downl oad to the nobile client 4 can be used for HITP GET
transfer as well. This is very simlar to the "schedul ed FTP downl oad"
except that not all the,yarious EIP settings are applicable here and the
downl oad i s done uding tt#(?rﬁﬁ#leﬂﬁéf%%rf' GET nethod. Sinilarly, the nobile
gateway 14 functio as 1a4; L RENE 'Igﬁf:r ile is stored in
t he nobi |l e gat ewayQi4 an ]t%&g&gg I éla@h en?: can re{egﬂ‘éﬁ]e files fromthe
nmobi | e gateway 14 at a IQuey ofiFTR trihdfeF tafisshows the nessage sequence
chart for a scheduled HTTP CGET session. Wen in i nmedi ate npbde, no speci al
notification nechadism Ehetdehtde/state user is on-line all the tinme. For

t he schedul ed FTP transfer node, the 1 0 OCT 2~2 12 user will be given a
conpl ete status of *he tirdhsddie MANAZEEIHE] of the schedul ed transfer, by
e-mail on whether the transfer is conpleted successfully, or whether the
transfer fails after repeated tries. The e-nail will be sent when the
background file tr f k T o i ?&fgt ter
repeated unsuccessfu g{opg%g&w%gﬁggﬁ%ﬂfy%f{tﬁgF?J%e?f%ngﬁera soo cl)gs%’lgtr‘l3 0
the nobil e gategykadylifl tife phaelit inRntibat sthsists bighé Folleding Mdulee GREKIlOf
FTP or HTTP GET downloads to the nobile client 4, the user can then
retrieve the fgatewdy proxyhservarb(ME&PSatlénathe lehchb\hesdide rid baridethel jobrechéduber es
into a foreign network, a mechanismis needed for the nobile gateway 14 in
that foreign weedWeld2t o nake known its presence to the visiting nobile
client 4. It is assuned that the nobile client 4 is able to maintain the

I nternet connection through schemes such as nobile IP while roam ng the
foreign network. Thg, diS6 : ' t Ey\@{% i
client 4 enters a %eeéghﬁ@%@&ﬁg{b?%gﬁﬁ%@h%g thﬁggéﬁ(a paP?né(;[ﬁb]l lﬁjﬁﬂﬂ
messages: an PilgdpaichayCEBHpoRRAES AW Sf FRE Pile MERRAR PRbloBbI sk
nmessage. The ﬁi e gat gway aggri 0 icaﬁ?y broadcasts | CMP packets tgstyl
advertise its emvipddyding thd prebentinbedtoncisicatied te mbbile R pratocalfl3t he nobil e
gateway 14 receives an S 10 solicitation nmessage, the nobile gateway 14
will reply to this with a ME3PS 10 adverti senment nessage. 1 0 OCT 2002




CLAIMS: 13 1. A nethod of transferring a set of data between data storage
media in a comruni cation infrastructure conprising a data slq&ggﬂ-aﬂﬁaun1
.connected by a link to a conputer which is connected to a net his,
in turn, connected to another data storage nedium the conputer having
means to receive, store and send data, the nmethod conprising the steps of:
if the link is tenporarily severed so that only a portion of the set of
data is transferred across the link, comrunicating between the conputer and
at least one of the data storage nmedia to gstablish the extent to which the
set of data has been transferred; and transferring the renmai nder of the set
of data across the ThenKiletErantfiee Rrotdcol smleodyitglthé girestnt vineetion tshppers  of
data is to be transferred fromthe other data storage nmediumto the one
dat a storage #weimademeal fike tiensiesdnamelyran vmediate gnd e schaduled prode. For
transferring the set. of data tq the on ata storage nedium.and, if the
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t hrough the nef\ t torage medi um and storing this
data in a nengéégékr%ﬁgg%%ggﬁ é?fﬁaﬂﬁﬁﬁﬁgthod according to Claiml, the

met hod further conprising the step of, if the entirety of the remai nder of
the data to be transferred has been transferred to the nenory of the
conput er when the [IMMBBIATE 808 i shed, transferring this data to the
data storage nedium across the link fromthe nmenory of the conputer. 3. A

met hod according to Caim1l or 2, the nethod further conprising the steps
t he ,r.emai nder transferr
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data storage nmedi umthrough the conputer fromthe other data storage

medi um 4. A ndiichdheanobidk pateixayacomporsedi negriddsyj narddithehethes drgowiesh e t he
steps of: designating data to be transferred between the data storage

nedi a; and desnegbile gaigwayt 14end ortarged sgaved koo Gechesasref maidained at ptiodre
Z002 14 5. A nethod according tq Claim4,. the method furth onpr j, Si t he
Steps of . if CHETAREGHY: Ompoithat d anCmEmabilq Bufveneomacnest o oREBaILE t o
t he ot her dat%e§i8ﬁage medium transferring the designated data fromthe
data storage nedium across the link to the conputer; and transferring the
desi gnat ed data across the network fromthe conputer to the other data
storage nedium at the designated tine. 6. A nmethod according to Claim4
further conprising Theelisk &psverh, thefmobiée cladra 4 snd thebmobilapatsvaedd imapnbe he
ot her data storage nmediumto the data storage nmedium transferring the data

across the netdisgaaneetsthinithe anidst ofiatfde stovvrdgad/nplviadm Such: disceungstivarmaynd
transferring the data acr the ljnk fromthe c uter to.t.he data storage
medi um at € he RodRerig: BANAThenelvork CRAZEO CE HARE. ROWSI ADE. of 184S, ho a4
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8. A nethod according to any preceding claim further conprising the steps

of . associ at i ngetevodiadissbangctivnt betivieen ské nafbildadlient d dal theamsbie rgatkwand4
altering the datastanp associated with the set of data when the set of data
i s updated. 9.duingtheofileatransfar,rihetMGRSilhis, the unobide getswyay evmponens biofps
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associ ated w tthet fign¢ diteiapdir, tht CPS F&krifiks dhé ?ahﬁﬂi fiks & ithratvnt backeebyof
data at the one data storage nedium has been updated since the portion of

the set of datcheckitg thasmadificatign himes and airefwith dble wamal targst file atithectaoset
t he |ink.

server 15. Assuming that 50% of the file has been transferred successfully to

the mobile client 4 during the previous attempt (before the link was



10. A method according to Caim8 or 9, wherein the datastanp incorporates
time information. 1 0 OCT 200Z 15 11. A nethod accordi ng h Um rzgﬁzor 9,
.wherein the datastanp i ncorporates information concerning t Si
the set of data. 12. A protocol for inplenenting the nmethod of any
preceding claim
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sufficiently long time that, when the link is re-established, the file that was

being transferred across the link has been updated at its source. It would not be
appropriate, if this is the case, to continue with the transfer where it was left
off, as some or all of the information that was transferred before the failure of
the mobile link may be obsolete. To accommodate this possibility, the data to
be transferred across the mobile link includes a datastamp, which records the
time of creation of the file, the time of the transfer and/or the version of the file
that is being transferred. Using this system, when a mobile link is re-established
after failing during a data transfer, the datastamp of the new incoming data is
compared with that of the data which has already been transferred. If this
comparison of the datastamps reveals that the partially transferred data is or
may be obsolete, then the partially transferred file is discarded, and the transfer
of the entirety of the new, updated version of the file begins. The datastamp
may consist of time information regarding the time of the start of the initial
transfer of data, or may relate to the version of the data. the datastamp may
comprise a hybrid of time information and version information. If time
information is used, information regarding whether or not the file has been
updated since the time recorded in the datastamp would need to be gathered in
order to decide whether or not the data that has already been transferred must
be discarded. In the case of version information being used, all that is required

is a comparison of the versions of the data - if the new incoming data is of a
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more recent version than that which has already been transferred, then the data

that has already been transferred must be discarded.

No special benefits are derived from using the File Transfer Protocol of
the present invention for file uploading or activating a server-to-server file

transfer in immediate mode.

SCHEDULED MODE

In this mode, the mobile gateway 14 is instructed by the CPS 7 or
mobile client 4 to carry out the FTP transfer in the background. A new
protocol, known as the Schedule File Transfer Protocol (SFTP) is defined for
this type of scheduled transfer. There are four types of schedule transfer:

I. FTP download; II. FTP upload; IIl. FTP server-server transfer; and IV.
HTTP GET download.

L Schedule of FTP download - for the case of a scheduled FTP
download, this is the normal FTP download from the target server 15 to the
mobile client 4, except that in this case, the mobile gateway 14 functions as a
store and forward gateway. The file is first downloaded to the mobile gateway
14. The user can then check the status of the file transfer at any time, and fetch
the files from the mobile gateway 14 at a later time when the download is

completed. Figure 4 shows the message sequence chart 4A Scheduled FTP
Download Session.

IL. Scheduled FTP upload - scheduled upload from the mobile client
4 is useful when a user decides that a particular file upload should take place at
some later time, maybe when the outgoing link is less busy. In this case, the

mobile gateway 14 acts as a buffer store for the file to be sent to the target
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server 15. After getting the file from the mobile client 4 the mobile gateway 14
will forward the file to the target server 15 at the scheduled time. Figure 5

shows the message sequence chart for a scheduled FTP upload session.

I,  Scheduled FTP server-server transfer - the scheduled server-
server transfer is based on the third party server-server FTP model. A user may
wish to transfer a file from a server to another server, neither of which is a local
host. The mobile gateway 14 will perform the role as a co-ordinating body to
control the file transfer between the two remote servers. The mobile client 4
does not need to stay connected throughout the whole file transfer session. For
example, a user from outside may initiate a file transfer from a remote server to
his desktop PC at night. The user only needs to log into the mobile gateway 14
submit the request and then log off. The mobile gateway 14 will co-ordinate
the file transfer between the FTP server and the desktop PC. When the user
returns to his desktop PC the next morning, the file may already be transferred
there and ready for use. Figure 6 shows the message sequence chart for such a

scheduled FTP server-to-server session.

IV.  Scheduled HTTP GET - scheduled download to the mobile client
4 can be used for HTTP GET transfer as well. This is very similar to the
“scheduled FTP download” except that not all the various FTP settings are
applicable here and the download is done using the HTT protocol GET method.
Similarly, the mobile gateway 14 functions as a store and forward gateway.
The file is stored in the mobile gateway 14 and the mobile client 4 can fetch the
files from the mobile gateway 14 at a later time. Figure 7 shows the message
sequence chart for a scheduled HTTP GET session.

When in immediate mode, no special notification mechanism is needed

as the user is on-line all the time. For the scheduled FTP transfer mode, the
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user will be given a complete status of the transfer at the end of the scheduled
transfer, by e-mail on whether the transfer is completed successfully, or
whether the transfer fails after repeated tries. The e-mail will be sent when the
background file transfer is completed or when the transfer is aborted after
repeated unsuccessful attempts. Alternatively, the user can also log into the
mobile gateway 14 to check the status of the request. For the case of FTP or
HTTP GET downloads to the mobile client 4, the user can then retrieve the file
from the mobile gateway 14.

When a mobile client 4 moves into a foreign network, a mechanism is
needed for the mobile gateway 14 in that foreign network to make known its
presence to the visiting mobile client 4. It is assumed that the mobile client 4 is
able to maintain the Internet connection through schemes such as mobile IP

while roaming the foreign network.

The discovery of a new mobile gateway 14 when a mobile client 4
enters a foreign network is accomplished through a pair of ICMP messages: an
MGPS 10 advertisement message; and an MGPS 10 solicitation message. The
mobile gateway periodically broadcasts ICMP packets to advertise its
availability to mobile clients 4. Furthermore, if the mobile gateway 14 receives
an MGPS 10 solicitation message, the mobile gateway 14 will reply to this with
a MGPS 10 advertisement message.
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CLAIMS:

L. A method of transferring a set of data between data storage media in a communication
infrastructure comprising a data storage medium connected by a link to a computer which is
connected to a network which is, in turn, connected to another data storage medium, the
computer having means to receive, store and send data, the method comprising the steps of: if
the link is temporarily severed so that only a portion of the set of data is transferred across the
link, communicating between the computer and at least one of the data storage media to
establish the extent to which the set of data has been transferred; and transferring the
remainder of the set of data across the link when the link is re-established, wherein the set of
data is to be transferred from the other data storage medium to the one data storage medium
and the method comprises the further steps of: transferring the set of data to the one data
storage medium and, if the link is severed during the transfer of data, continuing to transfer
data through the network from the other data storage medium and storing this data in a

memory of the computer.

2. A method according to Claim 1, the method further comprising the step of, if the
entirety of the remainder of the data to be transferred has been transferred to the memory of
the computer when the link is re-established, transferring this data to the data storage medium

across the link from the memory of the computer.

3. A method according to Claim 1 or 2, the method further comprising the steps of, if
olny a portion of the remainder of the data to be transferred has been transferred to the
memory of the computer when the link is re-established, transferring this portion of the data
to the data storage medium from the memory of the computer across the link; and transferring
the remaining portion of the remainder of the data to be transferred to the data storage

medium through the computer from the other data storage medium.

4, A method according to any preceding claim further comprising the steps of:
designating data to be transferred between the data storage media; and designating a time for

the data to be transferred.
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5. A method accordmg to Claim 4, the method further comprising the steps of, if the data
is to be transferred from the data storage medium to the other data storage medium,
transferring the designated data from the data storage medium across the link to the computer;
and transferring the designated data across the network from the computer to the other data

storage medium at the designated time.

6. A method according to Claim 4 further comprising the steps of, if the data is to be
transferred from the other data storage medium to the data storage medium, transferring the
data across the network from the other data storage medium to the computer; and transferring

the data across the link from the computer to the data storage medium at the designated time.

7. A method according to any one of Claims 4 to 6, wherein the data is transferred from
the data storage medium to the other data storage medium and includes instructions to transfer

information stored on the other data storage medium to a further data storage medium.

8. A method according to any preceding claim, further comprising the steps of:
associating a datastamp with the set of data to be transferred; and altering the datastamp

associated with the set of data when the set of data is updated.

9. A method according to Claim 8, further comprising the steps of: when the link is re-
established, comparing the datastamp associated with the portion of the set of data that has
already been transferred across the link with the datastamp associated with the remainder of
the set of data; and discarding the portion of the set of data that has already been transferred if
the comparison of the datastamp associated with the portion of the set of data that has already
been transferred with the datastamp associated with the remainder of the set of data indicates
that the set of data at the one data storage medium has been updated since the portion of the

set of data that has already been transferred was transferred across the link.

10. A method according to Claim 8 or 9, wherein the datastamp incorporates time

information.
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12. A protocol for implementing the method of any preceding claim.



