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*159159* The present invention relates to digital watermarking, and in
particular to a nethod and 5 systemfor use in watermarking i mage data, and
a nethod and system for detecting a waternmark. BACKGROUND Digital
watermarking is a technique used to hide digital data - the digital
watermark - in 10 digital multinmedia data. Digital watermarking is used for
copy control, data |abelling, copyright pyot ection, pirate tracing, and
other digital rights managenent functions. Digital watermarks can be
categorised as fragile or robust. Afragile watermark is a watermark that
is easily affected by changes nmade to the watermarked digital data. Fragile
wat ermarks are therefore useful for detecting whether the watermrked data
has been 15 nodified. Conver seWGITéﬁug’tAmmGare desi gned to resist
any tanpering to the watermarked data. A robust watermark is enbedded into
perceptually significant nultinmedia content to ensure that|qj mmmm‘mm ith
the data even if the data is nodified. Digital multinedi a um\

enor nous vamIBLYP QF THE RNVENTIHIN of t he nost ubi quitous 20 i magefor mat s
are the JPEG ferrat for still images, and the MPEG format for noving inmage
or video dat . ; 0] d : I tLhl
and"vi deo, ragSEaE ERARR LM R SNERELARERKRE, ind ILBRIANE oyPaEEDE ol
domai n by asys¢rhddr kseoinwasrmarkingeimage alatanend mamsthod rnd BEFYm fOheefectiguency
domai n dat a set of DCT coefficients, is then conpressed by quantizing

t he DCT coefYEal s by different amounts 25 according to frequency,

al l owi ng substantial overall conpression wthout sianifi degr adi ng

t he perceived inmage quality. For exanple, DCT coeammm‘w&ﬁﬂmﬂr esponding to
hi gher frequencies are generally conpressed nore t uency

coef fici ent BACKGROUNBhown in Figure 1, an MPEG JPEG*€R¥der 10 includes a
di screte cosine transform (DCT) nodule 12, a quantization nodule 14, and a

vari abl e | emggital %Eefrﬁ@ﬁkir%oid iaﬂ@clﬁﬁ%ﬂ@)usé@%ﬂli@e dBitall dutd hehCdgRalOlatdiRltk viigeo,
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the spatial imge data 1 an be turther conpressed by a technique called

not i on cléhpdiedtat mykimgdés dafg. Jdisitelgvaiamnasking is usadefogreepyp cguirdly detadalielling
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transl at ed fwacmmbtke capht icategatzodias fiagiloot fobustr e dimgidy watnmark by witerniagk
nmodul e 12 t r.oduce an.8x8 .matyri x or bl ock .of DCT coeffi.cients. Thes
Toor T 1ot ant ShebriS A, Hesd 10 sharbel amateo oy o, vElemGHER i Ghe. o BRe 14
using an 8x&ateahsirky 264 tigErdiel dsetiil ofor deRétirigCivibther thEhwate@sdtkéd B&a s been

gquanti zed coefficients are variable | ength entropy coded by the VLC nodul e
16 to prioduBdgipdnPEepvsEE, 5Pust talamans a5¢ dedmde9staisanh AmRSTipe dfy thhe

i mage or Vi dapndaied &k WPESRECWIRGAAR i< embeddéachd 3)&& RAfF diffificant
operations performed by the encoder 10. That is, an inverse VLC nbdule 24
renoves t hempdtithedid eontent ¢ ¢nsuredhat it remaims with thrdaGl SREE the tate iy madified t o
produce matrices of quantized DCT coefficients. An inverse 15 quanti zation
nodul e 26 then renoves the quantization to produce an 8x8 matrix of DCT
coef fi ci ent Pigital bliltirhédia) HERE ¥n QO BiRdrousl tety 60T @MloSofahe mobeubiqivaessed
by an inverse DCT nodul e 28 to produce spatial video data 30. wever,,
because the BHEIIAYS ﬁreotb@s?EFsEqr@g% * i ltrag?fg&md a6 ffm,af'% PHEZase
of MPEG Vi d@RageBVigid &ATPERS MEQAnd MIEES @astdidd She$BEORII 3D AhicR! (stillBEE
data 30 is not identical to the original input 1nmge data 18. 20

Tr ansact i onviseo.ursenecyrby) data fiopx de rppatiab dogaim toethe freguensy domadn by fa moethed deo
i mage data I t. di r'b@@llrs A Vi in
cases of sug%%célggdgfr%gegéoﬁnfot?%%)@ pp )i C’gk% %%@,%ﬁc ugﬁﬂé‘g gﬁ/!ﬂliacieaoé-%lt)?i)Ec enmand
and vi deo stoefficiting, is thiea cdapiaeed ageandaing thesDETrwafficientsosyedifierenaamounts
compressed fornmpt. For applications of this nature, very fast 25 .

wat er mar ina?csgllw ﬁﬁw@ﬁm e SRR @aefgﬁiqompaﬁswﬁd%@*q%wlfmﬁyi s
requi red. ExbghdiRg epRETPIdKintge IUEHGNPorrd@mPRN BT k¥efMOibntd 6 HepBAdih® o
handl i ng conpressed data, and are too slow for real -ti ne enbeddi ng o

wat er mar k dAigher fisgyengmes@rg prmerahlyicempeesseg more than low frequency coefficients.




Prior art watermarking systens have been used to enbed watermark data at
various stages 30 of the encoding process, as shown in Figure 2. A typical
wat er mar ki ng system enbeds -3 watermark data in the spatial domain. Wen
used to add watermark data to an existing MPEG JPEG bitstream 20, the
bitstream 20 nmust be conpl etely decoded by the decodi ng nodules 24 to 28 of
the decoder 22 to generate decoded i mage data 30. A spatial watermarking
nodul e 32 then enbeds spatial watermark data into the decoded inmage data 5
30, and the resulting waternmarked spatial inage data is encoded by the
standard encodi ng nodules 12 to 16 of an encoder 10 to generate a

wat er mar ked MPEG JPEG bitstream 38. Alternatively, a nore efficient
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real -ti me wat ermarking a%%il cations. These prior art schenes al so do not

speci fi cal | ynasner bleek RbRCTococHipirsts. vItpsapoediicienss aiedhen selactivelii cantigpd dbiie
wat er mark i 1.l ent P - W . i R0 .
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codewords that do not differ significantly in _length fromthe_ unwatermrked
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use in water king.i dat a,, and net hod.and system for degtecting a
netermar . ERATCRS it PRtEeoBRS ol SR Porndnty B ahe potfeorbly S v Ee
| east provi dECEmdaalt 2B t@pfodudadphtial video data 30. However, because the encoding process

is lossy due to quantization and, in the case of MPEG video, motion compensation, the

resulting decoded spatial image data 30 is not identical to the original input image data 18.
20

Transaction or user specific information can be embedded in still or video image data to

enable content distributors to trace copyright violators in cases of suspected piracy. For

many applications, such as video-on-demand and video streaming, the source image data is

already stored in a compressed format. For applications of this nature, very fast
25 watermarking or fingerprinting of compressed still or video image data is required.

Existing watermarking systems are generally not designed for handling compressed data,

and are too slow for real-time embedding of watermark data into MPEG/JPEG bitstreams.

Prior art watermarking systems have been used to embed watermark data at various stages

30 of the encoding process, as shown in Figure 2. A typical watermarking system embeds



5 SUMWWARY OF THE I NVENTION I n accordance with the present invention there
is provided a nethod for use in watermarking i mage data, i ncluding
generating waternarked quantized i nage data by |inearly addi ng wat er mark
data to quantized i mage data. 10 The present invention also provides

wat er mar ked i nage data generated by executing the above nmethod. The present
i nvention also provides a conputer readabl e storage nedi um having stored

t hereon wat ermarked i mage data generated by executing the above nethods. 15
The present invention also provides a nethod for detecting a watermark in
wat er mar ked i nage data generated by linearly adding watermark data to
quanti zed image data, including correlating the watermarked i mage data with
a predeterm ned spreadi.ng code. 20 The_present inyention also provides a
met hod for d¥tteserkgata lwiieeﬁpﬁﬁ%lkdmlmaﬁ*@ww ?‘#a&é‘eﬂﬁ%rg %@n@r%& eestng

" A . . ; o erat ¥
inearly a %pgamiaerm&gmgab,am& %nggat%g, I Rdst Hé%ﬁalpqiéélg Seﬁa{gh%g'tﬂadwa&ﬁgse

quanti zi ng said wat ermarked i mage , and correlati inverse
quant i zed wahetulesr X do i28nefethdadesodurtd? to genesaielidacpded dmage Slath30.pr 4 sypatial

invention als rgvi des thod f.or detecting a watermrk. in t er mgr ked
| mage. dat a QUAEPACRRE Bydfe feAm emigds e eF Pk kO e G
data, incsudiongnd the e¢saitingUadtérimaiked spatiatl inddleaiatmpik kacbded gy @hél sthisdadhencdding
spreadi ng code, and correlating the inverse quanti z(gd vvatermagked i mage

data with tHeoqulssdede 16 akben sneaderdflieaenere & yatrmarke MPEG/ITEC bitsireamA8n+ i on

al so provides a nethod for detecting a watermark in waternmarked i nage data
generated by linearly adding watermark data to quantized inage data,
i ncl udi ng i MMtereasiveliyamt mpren gificient iwalermarking sysi¢ror kasnbeenhdevigkoped riarpesiermmage

data and a spr. i ogle; cor ' ' S j . .
mver oot ranbh SALAR, SEUE DOT IARELS) SRRl A, QNRSLTNARY, A8HaRRbgne
quant i zeth ankke invese SELC rxﬁﬁtﬁﬂ@ﬂﬂ?ﬁd s]@ef]mdfsegquammions alildﬂuhipﬂeaﬂige@er@tedBICT
conprising a seqyenc two v es. having, o site sign,. The pres

i nvention all’élﬁgepa%i M{. é‘_’aFFé‘F‘Ft%OX%FS_ @E‘E 88@?&3861“\%‘? %W@rf%&%?ﬁﬁé&ed
i mage data GRRGHAES: RY¥dilkBEAS binerdd Wakmiarked E@’Ikin_ﬂagk AataQhAi€ Hich lduaRtized
reference franmes of 10 quantized inmage data and drift conpensation data to
predi ct ed f birthe qudntizaiien madwleilAcandi \%ﬁ@ eoded by theaVECrmpddd liorfe| geaienats the

perform ng I OIQWE r fralg r n .
correl ator gﬁi{)rﬁlta{%%er or@}rqﬂr%g} cbggfc’{r%e af&?bn on egrté' |g’?{§§{1%ak§'§r %’%&rﬁdg@m
correspoltdi rgmpotatiariatly pntenkivt dedompsson sal geoeprasstorpstei dnehe cae o€ MRIEG

out put, subtractjng.the predicted correlator . .output fromthe reference

cor Fel at or SRR hecomRrBUNH fiaigs preipe iCiipRor sarEoi it e PPRVBHE B
al so provi defse fe-doRipI@dioh Proddss. €ChhseGuehtlYoh thBREystelnt isVEXpBEBR i B shitmRefodat a
generated by l|linearly adding watermark data to prediction reference_ franes

of quant i zedeal e walsrmparking pghi¢ations: o rhbeses prigroart gehemes alssr delinet specificalies of
sai d quanti . ' : O Ch Lk i ' [ x for
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Recently, watermarking in the bitstream domain has been proposed, as described in
A. Hanjalic et. al., Image And Video Databases: Restoration, Watermarking And Retrieval,
New York, Elsevier Science, 2000. As shown in Figure 2, a VLC watermarking module

25 36 embeds watermark data at the bit-stream level using selected VLC codewords that do
not differ significantly in length from the unwatermarked codewords. However, although
such an approach is computationally efficient, the authors admit that this approach can be
easily attacked by rewatermarking or by arbitrarily changing the limited set of VLC
codewords used.

30



The present invention also provides a nethod for detecting a watermark in
wat er mar ked 25 i mage data generated by linearly adding waternmark data to
guanti zed i mage data, including selecting quantized transform coefficients
of said watermarked i nage data, and correlating the selected coefficients
with a predeterm ned spreading code. The present invention also provides a
system havi ng conponents for executing the steps of 30 any one of the above
met hods. -6 The present invention also provides a conputer readable
storage nedi um havi ng program code stored thereon for executing the steps
of any one of the above nethods. - The present invention also provides a
wat er mar ki ng system including a nodule for 5 generating waternmarked

gquanti zed i nage data by linearly, K adding waternmark data to quantized i nage
data. The phleSdlkesirgdsvhsteiorsn tcapgoeﬂqsr%meg@é apd Sysiemnior yse g iaicanaking image

vat er mar ked gadaitd ZanbaBaPsiaRfor UBELHH I GalmMRE U dIBliaRhEH ki HORLT Ons
of image data on the basis of a human 10 visual system analysis of the

i mage dat a, abent diffienldigs,@r poleasé ptowtiigiangetal sltereativer k i n t he sel ected portions
of the image data by linearly adding watermark data to quantized i nmage
dat a— The present invention also provides a systemfor detecting a

wat ermark in watermarked 15 quanti zed i nage data generated by linearly

addi ng wet e SMMARY OF THRLUINVEXTHONmage data, said systemincluding a
detection nodul e for detecting said watermark in a quantized domai n by

correlation,and threshol di pg. BRI EFE DESCRI PTI ON OF THE, DRAW,.NGS_.20 .
Preferred eﬁ‘boa&f’?{gﬁ‘{% mtgt ﬁlg Bﬁpéeélgrfpv? VentF nlsarpéo‘ﬂgff' eiang}\é\ghé)ssgoésfﬁe’l Bed,
by way of exampharkity imagel ddia, rieélediag GRnératind) vateRapa nyuamtized idiage Giata by

wherein: Figure 1 .is a bloc iagram of a prior art MPEGLIJPEG encoder and
decoder; Fi ga?aélyztdf"élgavamf@eﬁ( ‘g’Faatﬁrqé}ﬁ‘i‘tleii tatgeselang prior art water marking
systens for JPEG and/or MPEG i mage data; 25 Figure 3 is a block diagram
illustrating conmponents of a watermarking systemin accordance with an
embodi rmelét g‘he preserpringation also praviday; watérqarksddmiage dath| gonkratdd dyrexaeusingahd i r st
preferred egggggg%%%'of a QDCT wat er mar ki ng system

The present invention also provides a computer readable storage medium having stored
thereon watermarked image data generated by executing the above methods.

15
The present invention also provides a method for detecting a watermark in watermarked
image data generated by linearly adding watermark data to quantized image data, including

correlating the watermarked image data with a predetermined spreading code.

20 The present invention also provides a method for detecting a watermark in watermarked
image data generated by linearly adding watermark data to quantized image data, including
inverse quantizing said watermarked image data, and correlating the inverse quantized

watermarked image data with a spreading code.

25 The present invention also provides a method for detecting a watermark in watermarked
image data generated by linearly adding watermark data to quantized image data, including
inverse quantizing said watermarked image data and a spreading code, and correlating the

inverse quantized watermarked image data with the inverse quantized spreading code.



_7_Figure 5 is a block diagramof a human vi sual system (HVS) anal ysis
nodul e of the watermarking system Figure 6 is a flow diagramof a bl ock
classification process executed by the HVS analysis nodule; - 5 Figure 7 is
a flow di agram of a mask generation process executed by the HVS anal ysis
nodul e; Figure 8 is a schematic diagram of an 8x8 binary nmask generated by
t he mask generation process; Figure 9 is a block diagram of a watermark
enbeddi ng nodul e of the QDCT 10 maternarkgpg system Figures 10 to 13 are
schematic diagrans illustrating a bit rate control process executed by a
bit rate control nodule of the QCT watermarking system Figure 14 is a
bl ock di agram of a preferred enbodi nrent of a QDCT donai n wat er mar k
detector; 15 Figure 15 is a bl ock diagramof a watermark detection nodul e
of the QDCT W§ragssntvayartioaralsogueridess methad, foe dateeting & watesairkdn ypt a
referred e | | .4 £l qur S
Bl ock i agr oy Sud porjaud (3 eV Rdind bRk bollFh Girfied fmdigia thollind,
det ect or; Fiiguere du@niizngafd wkrseltragefemming the ywaterhrerkeddmagb dath medita spfeading

spatial waternark . enbeddi ng system for. epbeddi n spati al termark in the
BT oy n o gt Goagefud e R ayaRlip St moe ap e B Uaef
DC-coeffixi clata with the SHIPLAS HiveNB qilbtided ah@linvehR tBmsformbd wEreRlif@tsde, said
enbeddi ng system 25 Figure 20 is a bl ock df agram of a preferred enbodi nent
of a generi SPRAYIBE RRAGCORIPEISIERAEAUSE] AP YRlUEHPAYIRE QRPOSE 480 - domai n
watermark in the QOCT domain; Figure 21 is a block diagramof a preferred
enbodi nent of a DCT wat ernmark enbeddi ng system for enbeddi ng a DCT

wat er mar k i The peesmGRventioniatso provides a method for detecting a watermark in watermarked

image data generated by linearly adding watermark data to prediction reference frames of
10 quantized image data and drift compensation data to predicted frames of said quantized
image data, said method including performing correlation on the reference frames to
generate reference correlator output, performing correlation on predicted watermark data
corresponding to said predicted frames to generate predicted correlator output, subtracting
the predicted correlator output from the reference correlator output, and thresholding the

15 result.

The present invention also provides a method for detecting a watermark in watermarked
image data generated by linearly adding watermark data to prediction reference frames of
quantized image data, and drift compensation data to predicted frames of said quantized
20 image data, including generating a despreading matrix for a predicted block of image data
from despreading matrices for up to four corresponding reference blocks of the

watermarked image data.

The present invention also provides a method for detecting a watermark in watermarked
25 image data generated by linearly adding watermark data to quantized image data, including
selecting quantized transform coefficients of said watermarked image data, and correlating

the selected coefficients with a predetermined spreading code.

The present invention also provides a system having components for executing the steps of

30 any one of the above methods.



Figure 22 is a block diagram of a nodule for enbeddi ng generic-donmain 30
wat ernmarks into inter-coded bl ocks of MPEG host data in the QDCT donain;
~g_ Figure 23 is a block diagramof a preferred enbodi nent of an enhanced
QOCT wat ermark enbeddi ng systemwi th drift conpensation; Figure 24 is a

bl ock diagram of a preferred enbodi nent of a QDCT blind watermark detector
with daft-conpensation data de-spreading; 5 Figure 25 is a flow di agram of
a de-spreading matrix extraction process gexecut ed by the QDCT wat er mark
detector; and Figure 26 is a schematic diagramof a de-spreading matrix
assenbly step of the de spreading matrix extraction process. 10 DETAI LED
DESCRI PTI ON OF THE PREFERRED EVMBODI MENTS As shown in Figure 3, preferred
enbodi ments of the present invention performwatermarking in the quantized
DCT (QDCT) donmin using a QDCT wat ermarki ng nodul e 400. This is efficient
for enbeddi nge WalsBhtTBYntidABRo pfo Vi RIR @aHAkr kdiBIe 6Rragd mediddy lﬁﬁiqﬁ% ]
data, because it does not require conputationally expensive quanti zati on,
de 15 quant iceds stored tieEpnder ¢xeewingdhpsef ennetenishe aboye msthoder med. 1n
contrast, VLC and inverse VLC operations are typically inplenmented by

| ook-up tabl es, and are therefore fast to perform Moreover, because the
enbeddi ng 1 Thpeprésentixcventiort o (Iaﬁmdeknera\ivmcrmdnlengvestyaemarukclﬁthhg a modole for
guanti ze and is therefore, nore, rohust ionally, fhe enbodi

avol d t he sRERFRIE HEGMmAUed japttized 3 Gt dai @nhédmeﬂﬁy difiog, ptegpar kb e 20
st ream domaiyRant28d espe!dafaed above. The preferred enbodi ments are described
below in relation to MPEG and JPEG i nrage data, with enphasis on MPEG vi deo
i mage data. However, it will be apparent that the |nvent| on can be applied

to conpre r d'
2,20 222 DB o DA Yl A DELAARE Gl
such as a Dddtaf mhxslfrxgr anmoduleafoe rsatatrtk:gr;g)rsgmt cefmmags dataouvm thenbﬁlsmfrﬁhMan

i ncludes, a VLC nodul e 16,. an._i nvers VLC nodu termark enbed | n
modul e 4](92 vguﬂ&p@ﬁm\ﬁng gllp 0 %tlg]ﬁg? angﬁdp?é.‘?esizor em%egg:1 Ing a watermark in 9

selected portions of the image data by linearly adding watermark data to quantized image

data.

The present invention also provides a system for detecting a watermark in watermarked
15 quantized image data generated by linearly adding watermark data to quantized image
data, said system including a detection module for detecting said watermark in a quantized

domain by correlation and thresholding.

BRIEF DESCRIPTION OF THE DRAWINGS

20 Preferred embodiments of the present invention are hereinafter described, by way of
example only, with reference to the accompanying drawings, wherein:
Figure 1 is a block diagram of a prior art MPEG/JPEG encoder and decoder;
Figure 2 is a block diagram illustrating prior art watermarking systems for JPEG
and/or MPEG image data;
25 Figure 3 is a block diagram illustrating components of a watermarking system in
accordance with an embodiment of the present invention;
Figure 4 is a block diagram of a first preferred embodiment of a QDCT

watermarking system;



-9 nodul e 403, and a bit rate control nodul e 405. The watermarki ng system
enbeds watermark data in DCT-conpressed video (e.g., MPEG H. 261, H. 263) or
still (e.g., JPEG image data. The inverse VLC nodule 24 is a standard MPEG
nodul e that extracts VLC codewords fromintra-coded bl ocks and
prediction-error (inter-coded) blocks of Y 5 (lumnance) data froma

mul timedi a bitstream 20, and perforns an inverse VLC operation to obtain
8x8 matrices of quantized-DCT coefficients, referred to as host data v. In
t he case of MPEG video, the host data v can be extracted froml-, B-, or P-
frames. The host data v is independently processed by the watermark

enbeddi ng nodul e 402 and the HVS anal ysis nodul e 403. The HVS anal ysi s
nodul e 403 anal yses the host data v tq decide 10 whi chrsgarts .of the (t;lahta
shoul d not be watfdgtiar kedblork dirgram of g hugwnysuphiygiemd By aatlygnmogulg of the
wat er mar K e"@*v"a‘i‘&ﬁiaﬂang%%@nﬁ 402 then enbeds waternmark data into renaining
parts of the host data v. The bit rate control nodul e 405 conpares the

wat er mar ked bi t sthigmertfis arflovhdiagmm oforbloek ¢lgssification procgssraxerwed by thet H¥E&m 20
and repl aces glels.ggfltoggl codewords of the warknarked bitstreamwi th their
correspondi r%} Aar ke’ codewords in order to 15 reduce variations in the
bit rate »f the Waguee maiskefloWw disdramaoh a3Mafk gencrdrionprosask egedoteidsty dentl¥8. | n
t he descri bed enbodi nents, the human visual system (HVS) anal ysis nodul e
403, the @@aldﬁﬁﬁ}oﬁ‘qfﬁét ermar k enbeddi ng nodul e 402, and the bit rate
control nodul e 4@50f 820 4 SheMBEE AR K] D ad B8 DMaRy TdsKYeRdTRIRE &Y AE mask

sof tware nodul es executed by a standard processor, such as an Intel TM based
per sonal corgsherationsyreeass r unni ng a W ndowsTM operati ng system a general

pur pose digital si lo Rr of: P a I ”c?“l.]i X
DSP or an Anal og%fé@?gegﬁ%%wﬁ,égg%ﬁ%gp% Féé% |goﬂ1§%§,\lgi icé 8guch
as an Oxt®r dvadtérarackiniessisteas TM A236 Vi deo DSP. The variable | ength 25 coding,
quanti zation, discrete cosine transform. and the carrespondi ng i nverse
operati on nmodul ed8¥S h t%?e‘?ﬁéﬁ%"?@lcg‘%&?@w dﬁgt@fl%&aﬁﬂ f?tﬁséetf@r BOEESi ng
nodul es, Whiegbeuddeoyad BiPratd GnfoBAbALe bMNthé QDN SterntdlRY 8¢sterhf W || be
apparent that at |east parts of the nodules of the vvaternarklnag §[ystem can
be i npl enent ed aFigneelildais e blegk dliggram (afr & praferedy embedimgntopt anidRbiTedomajnc
devi ces (PLRS)orflr égy&ati on-specific integrated circuits 30 (ASICs). The
modul es of other enbodi nents described below are sinilarly inplenented.

-10 The HVS anal ¥iguse rtodisl 2 boB dipmnem atfes wareriBag d6vStioasmddulasi 2 QICT each
i nput 8x8 bl ock@%b d(gterm’ nes which coefficients in that block can
be enmbedded 1 Vit %% a. As shown in Figure 5, the HVS anal ysis
modul e 403 i ncl uggsira 18€#s0a DisBRSHiaPAmTBH W Prefifdded EmbdutkntCoAESDETCAIMAR
nodul e 602, an edge referral nodule 603, an intra-coded bl ock detector 604,
a switch 603VAlERETkAgiEari pl i er 606. 8x8 QDCT bl ocks of host data v entering

t he HVS | ysi s g I ' z b t
3. T ho tot ket dd S GEPRE GBI Pofidy CRLOANGRCSE 2 AR AFhEE,

604. If the detec term nes that
t hen t he2b| oaiteringrlf datestorded to t he bl ock classification nodul e 602. The

bl ock cl assificatd on dule,1 02 an ses the intra-coded 8 %Rgl b] ock
to determ ne V\heEFIFFeulre ?ﬁés Bleb %CI% clﬁﬁ%rf“ﬁ‘d)es gi° eerrcepeednbeogbrg%rf 0geanS ra%a(lgli ng gnafﬂ(ock
mask GB as euibpdding Jysenbiop ebsditihg 4¥patisl wisathatloinak© QD CGINdwakdn;ng wat er mar k
data in blocks containing directed edges. This redyces the percegjved yj sual
i mpact of the mﬁmﬂ%%gio%s@gaa}_ .avatsnm%@g@gg@egwﬁleIaBWe {ﬁ@nbﬂ%ﬁk
classificat 'chﬁgE‘ﬁ%QH&?mg&ﬁehﬂrth BAAImEI §PicAdingdPRSmi S Shown in Figure
6. At step 15 701, partial inverse quantization is perforned on the bl ock
by inver3d® quant iFigung 20 heafblocktdiagsemadi prefermd eotbodiment)gbatgenert walgrmark

G e e PREOh SulBL ched Mhrberfh 8GR bR DR URRL 2T
the correspondi n§igune|Qaris iazeldclAdiapain od ef frefetred tembodiment of a/DET whtermark

BT 20 coet FITEFUAPES i KBspFGGS Dh T ack Gk ok | 8ol d val ue ThA
host data v 15 dechmd o tan o n B . ane ot b cok macle B 19

set to z&} o vetersraeks imoanterceqded hiosks of MBEGhes| datadn the QRS Teomais unquant i zed
AC DCT coefficients in the first row and the first colum are independently
sutmmed. |f either sumis greater than or equal to a second predeterm ned



25 threshold val ue ThB, then the host data v is deened to contain a
directed edge and the block mask GB is set to zero at step 705. O herw se,
the host data is deenmed to not contain a directed edge, and the bl ock mask
GBis set to 1. The block mask GB is stored for subsequent use by the edge
referral nodul e 603, as described bel ow -11 Alternatively, directed
edges can be detected by preprocessing the host video/inmage using other
edge detection nmethods such as those despgjbed by J.F. Canny in "A
conput ati onal approach to edge detection,” |EEE Trans. Pattern Anal ysis and
Machine Intelligence, vol. 8, pp. 679-698, 1986, or by B. T. Hannigan, A
Reed, B. Bradley, in "Digital watermarking 5 using inproved human vi sual

systent, Proc. SPIE Securi ti and Watermarking of Miultinedia Contents 111,
vol . 4314, pp. 4b6zuerd3 ippblock diggiam pd e preferigd emhodpnest ©f ap pghanced QRGF ned
only once fqy Saslidil -'@%ﬁ% case of predicted franes of
MPEG vi deo zfttégl?lg{ak pregfh}:ﬁkggﬁ?{g&rﬂgr ggiggg%dhgn’& or P10 frane is deened
to contain a dir &tgued 2ddigea iblockhdiagmat ofila dwfeiad embodimensebHei ML blind
prediction-reference bl ock.,h been deenmed to cont.ain a directed edge using
Phe et hod QB RkrisB sim i ST o B-BRRAREE [\ “avor de any need Lo
perform exdge det Sipured?s & flowdiispran of hadeaspreaditi maflg @xiradtionpidcepy &easd i s

achi eved by nodules 603 and 604 in Figure 5. If the intra-coded bl ock
det ect or 602y da @PRl veaternRat detoetorn@dm ng bl ock i's not 15 intra-coded, the

edge referral mogihfe S ol Al Bipedth bor b 6 sPERARE ik ASIARIFRES P RGeS
associated with the 1 ncom ng block.” If the 8x8 boundaries of "the i ncom ng
bl ock are alpigading matrix extractBugrésgssadari es of its prediction-reference
frame, the edge referral nodul e 603 outputs the GB of the associated
prediction-reference block. O herwise, if the 8x8 boundaries of the
incomng block and its prediction-reference frame are not aligned, then 20
t he i ncoi n®EXAIED DESCRICTIONIOWTHE PRERERRED EMBODIMENTSS bl ocks in
the prediction reference frane. In this case, the edge referral nodule 603

outputs GB=1 only if. all the associate redictiop-reference bl ocks :have
Gt ot hor e st Eiegls, 3, PRRRL SRS o s’ BreSind " lenioBr R i ©. o
contain an edgemaking ih theastiRl DAB(QBCSTLd@hAa usidg aiIQDED watermarking module
predi ction-reference hlocks contains an edge). .25 The edge detectiqon

process deséPY-bEls arfieicntdar embrddmesvatermagnddla i omressed mpage deguMPEG on
bl ock as a GpEEF3sd, %E’&lﬁse §thises” SAUSHREE E&ﬁp&éﬂgﬁﬁg% éeécﬁt\!t?sii\leaﬁ%ﬁtifzﬁfon, de-

wat ermar k data. For applications that requite wat er mar k capacity,
t he edgelSdeteantizaionp DEcle o8 irvfersEi YT eoperations tveberpeiiférmed. bin ¢antrast, Y& amdri ng

oK e et RO oA AR L AR R LARE Rl BRI,
block i s deenpetfdrm. nMorewet, decausé tiecéraisbddibgeis pesfornddhin the QBICTaRKAER the set
to 1. Gherwise the steps in Figure 6 are exef'cut ed, as descrihed above.

Ret ur ni ng t &2EFPHKedga ‘énn‘éx@laﬂﬁﬁ’éir Piffak theeelope nmpre Zopusty ¢ Addigienallyndlg; ng

modul e 601, embbidimRfts avBRISthe 3RBREA W all AARESonsASH SHOMMRirgNdiFdcAY =8 tHe bithe
mask generation process is controlled by two user-specified paraneters FREQ

LO and RREQstgam ¢ramainge desoyibedhabome.part s of each 8x8 QDCT/ DCT bl ock can be
wat er mar ked. These paraneters are stored in nenory associated with the
wat er mar ki ng system The mask generation process can be represented as a
si mpl e | oopThe pefeneintmbglimentoar descabedi bdlovoim aelatidnue MPEG and) JPEGrimeggpond

data, with emphasis on MPEG video image data. However, it will be apparent that the
invention can be applied to compressed image data in a variety of formats, including

25 H.261, H.263, MPEG 4, or any other format based on a quantized linear transform, such as
a DCT transform.

A watermarking system, as shown in Figure 4, includes a VLC module 16, an inverse VLC

module 24, a watermark embedding module 402, a human visual system (HVS) analysis



10 to the DC coefficient at the top left corner of the 8x8 block to a val ue
of 63, corresponding to the bottomright coefficient of the 8x8 block. The

| oop begins by setting the loop index i, representing a location within the
8x8 mask matrix, to zero at step 800. At step 801, the index is tested to
determ ne whether it corresponds to the DC coefficient, i. e., i = 0. If

so, then the corresponding coefficient of the nask is set to zero at step
807. The loop index is 15 then increnentag at step 808. At step 809, the
| oop index is tested to determ ne whether it has reached a value of 64. If
not, then the process returns to step 801. At step 802, the loop index is
tested to determ ne whether it corresponds to a top row of the block. If

so, then the cpo ondi nqg.co ffici nt of t is set..to zero at

507, G her wisEle FER B MG EH ot dhafiie 05T Ehe Hele RRtiRE S5iE S °P
corresponds vraenhb&daerlhn@tu@mpxeéseahﬁiebk %klvﬂtEGZ@izdleprﬁmorétm@ ., JPREN the
coefficient is set to zero as descri bed G herwi se, the index is

tested to dénegerdate Treinwerse MLG slorhéls§4tlﬁaﬁtaariarécM%EGtr@odaﬂ%lﬁhetMEdIL@ a
user suppl i #@& t » r
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t han or eﬁquélhnnrmanae)\datarﬁeorﬁlaﬁ@lmedlarbusmauh2(hasé pettferntscaeflﬁvarsaaHLCwemaont o

rero 21 Steh S0l SR 2Py LLPARET SRR AR A0 5 42 11

coef fi ci ent sadsdf MPEE RidebOhe hisadiatal heant lRSdxtraéted from BOS-, of Pl frames e’ﬂit: héod
t he process ends. ., The result of the mask generatrdg process | s an_ 8x8

bi nary mask 433 is frdgpendantsy prapessesl byrihe viaterages smbsddingamodyle AR and e HGYy 902
and first Cgﬁ;ﬂygis %Q&ulgf40§hel“lf€9{WS %erab \fmﬁ%resﬁia drfly36s ﬁlerrfastt AL Qheade

wat er mar ki ng hori zontal and vertical “edges Is1s an efficient and
effectivid whicd paets hﬁdleodatqaslwéhmtrbg wmnmdwdah opded to eaduce ihageidegiadafion.

di stortions 4 hat r Wi, S cur cul ed e i.n the
picture/fr aThe ks "%Qr §d1§ nfrlorcri\’lllr Si iéen ergf’%'d)sé W(|’rj)lartée) gg(a%ftg %ﬁ%ﬁmﬁlﬁgg %arts

wat er mar k daf &edmersdamob aha b rateruamrzlombdule a05 V@hparésaihe emamarkadtuitetre‘apﬁt i al
domai n. Th| is a nt .to blind ermark de as a t er mar k
detector 5 g tb@#’iﬁr @ﬁ@i 8 shdig yoe oA 00 A RGeS Fod RS ¢ o
skip "edge Bf ffekRarkinddled Bistrdlh wihth&ik RoMBpBAATRE KhmaflRURb8Eworkid irt Bﬂer to
watermark itself introduces new edges, such a watermark detector will be
conf used.S Wedn¢ea vatasions imithd by raw7ofs®awetem1@gk®nbltstwwcb&aﬁontitl@ntngmwk@dn n a
top left trbﬁ #%%@ region 906 and a bottomright triangular region 908 are

set to zero, he remaining coefficients set to 1. The triangul ar
regi ons 906, 908 are 10 defined by the user-specified parameters FREQ LO

and FRECLHI at, define remtie f Zi, sca AC Ioc For
el 6.t B G s o Erbeinenl, e hytiep 4 Sapntee R Y
val ues of 13 drflain SR BGEK éfﬂbdadmgqﬁwura 482, bid &regsir@te%ontrblemgmﬂe hoxary
mask generated by the zero maski ng nodul e 601 is 15 multiplied in the

nul tipli%r Boewyormasking spHem e Knpigmgaiad ag salwarp medules| exeruted am ftandard on
nodul e 602 s M Of
cach 6x6 bl BREEEEE it B HClhucrd bitel, SRR R An R 08 Vb aes
mask GZ i s opdrtitg syGtenhea \mnaalnpudpomﬂgddﬁ signatoplotessetO@DSR) mmhtasodt Telas
wat ermark e dd| at 20, The ter i nodul e 40
executes a §g§8Wﬁ%?QJ %ﬁé@gﬁﬁﬁ éﬂ@ggwgﬁ%eg&%sgﬁgaﬁgdbggapkaaépghﬁﬁoﬁbst
data v, CONpEdcHicMISBYhBtani @ﬂﬁrdoMl@@Evié@ﬁMfABGEWdéo DAP. STiRWaribble fngth €

t he maternark enbeddi ng nodul e 402 includes a _duplication npdule 501, a

randomi &t i 69fing dvptizahon, discrete sosing gatmrme apgdhi eorsspondingyinyerss PPEAtQN
modul e 504. oﬂrélgg%‘ tHeORatbndrRe Qg§$mq@é & %&é&%@e}ﬂ%%ﬂ@%}u@m& he
wat er mar k enbeddi ng 25 process uses a nu 0 par anet er s

i ncl udi ng aab@nw&nwgtedodesotiwaa sbﬁowamrng ‘fvdlcb@rapmretttrtbatv@tt leastrpaits ohitlze
itself, and | er facto a segquence of
data val uos RIS B ARG REEE s B be FplomBicl B BEBIG g e
\N?t er rrar k daioﬁi &y pm:gfd&uﬁible’lgogach ﬂﬁvﬂtéﬂ (Iflsﬂs)r%r%@hcagﬁhﬁpéﬂliﬁ&( miagrateﬂ)lo:ijrc?{ i ue

0] v, r eac I alue o The dupl i on nodul e 501
dupl i cat3é>s é‘g ﬁlefao dulesat ek cpapdiens d@SfﬂBr bf'iowetsrr@ﬁe FEglinegtadact or
N, which is the Iength of the spreading code c. The resulting data is

mul tiplied by the spreading code c, also a sequence of +1 or 1 values, in a
code multiplier nodule 507 to generate a spread spectrum watermark w, which
is therefore also a sequence of +1 and -1 values. 5 The user specified gain
factor G- is a positive real nunber that serves as a proprietary paraneter
that allows a watermark originator to control the quality of the enbeddi ng
and detection processes. Preferably, drfferent values of G are used for

S Y 1" £ "




random i ntegers between 1 and the correspondi ng value of G inclusive.
However, if a value of Gis zero, then the correspondi ng gain factor val ue
is also zero. This gain factor is nultiplied by the spread watermark win a
watermark gain nultiplier 20 nodul e SO6 to generate enbeddi ng data rand(GQ
~ W The multiplication is perfornmed as follows. First, the spread
watermark wis arranged in an 8x8 matrix format follow ng the zig-zag
scanning order. The resulting matrix is _then nultiplied by the rand(GQ
matri x using scalar multiplication of corresponding entries in the two
matrices. The resulting enbedding data is then linearly added to the host
data v in an enbeddi ng addition nodule 25 508 to generate marked data v',
subject to the additional constraints that each elenent in v' has the sane
sign as its corresponding elenent in v, and is clipped to 1 and 255. The

mar ked dat a 1. [ 9s taneﬁg)sﬁ’ﬂfo!d g|4@3|g%9&5tgs Qﬁ‘%ﬁﬁmscge%@&j nf¥k ) &o eécg ﬁriﬁ.glﬂb?t 16,

as shown in Figure 4,"to produce a waternmarked bit-stream
rate contr olQDGHHlecki 0Bt ppi@mssesvhtdhecaméﬁmm:uk ¢hht ilocks cane benefrbeddadhwitlyl C

nodul e 16 in der contr,ol va atl f bi t f. the origi na
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counterparts 1902 as a result of ded watermark data, while others

may have t hdetseipp6®t. Kby desectdsi 04| detegnines that a bloghnid an inyraodestibhack, dken\the] |
VLC3, VLCA,
i ndi cat ed by%ggad&% %‘éﬁ o Bt Gt fieRad inbaRZ 805, Thohibel ARSI Gimadule |
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codewor ds 1Q9Qedify SPREBAIDYataN G bkEoeinkid d&rested éagegoorm@ r}%ddc%inhe n

reverse order, as shown in Figure 12. The VLC codeword wi th the | ongest
i ncreased p@ﬁmwm Y504 impagicofr the [vatesahatki et image datd. gilhelprapessaexeentadblglie VILC

codeword. F r r
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list is restored. This process is continued until the resulting bitstream

1910 fal |s wpaffisiant) fogenersts the gorrgspondingrpnguantized AC PRI gogfficiants) gistepafd2pe

an e fr Kk { he ent o] d on
y siz GbdTRAEL ARG Kot Bhel € 6 'a'h%o "”a%ggr da%{ Xﬁr%ﬁ B&{ Hitzed aeeHEY

t he user applications or reqU|renent§
conser vatl onoeffitieme ackeemupabeldwitina Earedlehnnmn@ thaestho . va@er Bigh. g roma ok ihrege Of

U d And id P
285301 - My d DTS TRl Sualg8 o Tl boh GER Vi e eBrtgin
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herein prOV|des nDre flexibilit n reducing the resultant |gss |n dat a
hi di ng capad?liigs ol weayangizeq ﬁﬁy B rgekisiontstip dhg first 5w and the it golpgn are
wat er mark. ; gﬁﬁe ‘gnﬂq@({ e[ keSink he
hi dden matepﬁgéﬁmdata can erextracteg£%§ﬁ§qgg?%§ﬁgéﬁkﬁ£§g€%gPﬁgg%ﬁggﬁ%g
ei t her sSASanthaesholdovaltd Thel thert thethoshdisavead deemeditnt centain endicdfctednedee emddhk ed

host dat a, det e on ba e rrelation_ an refllterln
descr i bed i Hoskaiebf o™ &1 AR ARG TR RGDEeohe RRyRBR i friea op Bl
3e performed dlﬁclﬂﬂ?(édgﬂmﬁhe Hn’ckWﬂ:ihSRYG@Iid(sdﬂQb dct The blolﬁktdmkéﬂb‘l@hﬁbt Stmd f}aeg
omai n, a water mar tecto S s Fi gure i s used that includes
the i nver seS¥RseaYsBLHe yé‘f%ﬁ{ﬁiﬁ %e%tﬁﬁréb é“tr}bﬁgbﬁlﬁﬂ’ul e 1002. The
wat er mar k detector optionally includes the HVS anal ysis nodule 403 to
generate an HVS-based mask & that indicates where the watermark data is
enbedded. This requires know edge of the user-specified paraneters 10 FREQ
LO, FREQ HI, ThA and ThB that were used to enbed the watermark data, as
descri bed above. The watermark detection nodul e 1002 despreads the
wat er mar ked data using a synchroni sed copy of the spreading code c. As
shown in Figure 15, the watermark detection nodule 1002 includes a
correlation 15 nodul e 1303, and a threshol ding nodul e 1305. The correl ation
nodul e 1303 includes a summati on nodul e and a dunp nodul e 1306. If the
HVS-based mask Gz |s avallable |t is used to nultlply the spreadlng code C

. . e v o o, o, . .




30 watermark data, the threshol ding nodul e outputs a watermark presence
indicator if the - 17 correlation sum exceeds a second user-specified
positive-valued threshold value. Alternatively, other threshol ding and
detection rul es can be designed based on the specified needs of the

wat ermark originator, and the nature of the enbedded watermark data. 5 To
detect watermark data in the DCT donmain, a DCT watermark detector, as shown
in Figure 16, is used. The DCT watermark detector includes the inverse VLC
nodul e 24, a first inverse quantization nodule 26, a correlation nodul e
1603 and a threshol di ng nodul e 1605. The DCT wat ermark detector optionally
i ncludes the HVS anal ysis nodul e 403 and 10 a second inverse quantization
nodul e 1106, which is functionally identical to the first inverse .
quant i zat i orf\lisRativelypdirecid sdges qanRgidsterige s prenrecesting tis host videq/image diging
variable | engi gatadeditn iitndddBiSR Hbde ERLHHCE b4 ALY b R dofiBiaind N
first inverse quahtization nodule 26. The quanti zed DCT data fromthe

i nver se VLCappathetoZdge detegsiond WEIEEVT rans Coteradd riplysistramd M@ hiwealnipdigenem dal. e

403 to generate pased X 15 ,i pdi I h anti z .
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quanti zed, if desired, e s inverse quantizatiq ule 1106 an

i's provided vaﬁef{'ﬂ&d%@v%ck);a%ﬁ@}g@@ e, a0 heend) s RIFRTGOFHBE or N
to the corrqeg@&fo%e&gqgloﬁce%pgachmgmr&k,ﬁgé@d output is sent to the

t hr eshol di ng nodul e 1605 which perforns thresholding to 20 reconstruct the

wat ermark data, as descri bed above. To detect watermark data in the spati al
domain, a s ial d%m%i [ tlé”g ry.a in. Fi ﬁ

addi ti onal | gg%hﬁc tided ff'clﬂ?tg?h% %‘lr;\ ogpﬁgzrl\ea af/a ’é g%lﬁé(gﬂf'zeg@r:bg)\%ﬁgé »oinl
nodul es. 10Théraser Radken@dcodeomain Sa idirveged edgeiantthe egatint ddneais €€ dsdadsovigted e
guantization 25 nodule 1106 and then i nverse DCT transforned by the second
1208 1 rer SBHBERORIHSHeacE BioGe R SR depmyplorsqnia s dipfied SHEf il s et of
DCT- ~(Q ~( CHbschibed MR dThRIiSTEMSHNIBECAISE itHVoIIBdHY Becl3IB peffOim Ric@RHbMEN Of
the spatial donmain watermarked data by a correlation nodule 1703 and a

t hr eshol di ngredisted &amens This edesi ieferral prasasseis achievethby deedilesp@dP asb6@4 in - 13
Al ternative i i j in,
S o6 e TiRos, HELS t%dgﬁ’%?g ?ﬁ%?ﬁOg B0 Hetetnllnds o (P RELARE ik £

domai ns.15Thantlxasided, pthe rrdgplrefeirsl moditle #03 fidantifiesd ell ahéd erediivairafervmte bhoekk t o0
the QDCT dommin,, generating what, is r rred to as.th ui val.en

v ermor k. pepOred SR Ria MEorE hiodk o B Y SedndRie &F G taoRiG btk we,
the equi val aRgne@¥ith heBLS BRINdaS&IbI 6@ picdictioRétBrebe RiMe Ake edge referral module

603 outputs the Gg of the associated prediction-reference block. Otherwise, if the 8x8

boundaries of the incoming block and its prediction-reference frame are not aligned, then
20 the incoming block is associated with up to four adjoining 8x8 blocks in the prediction-
reference frame. In this case, the edge referral module 603 outputs Gg=1 only if all the
associated prediction-reference blocks have Gg=1, otherwise Gg=0 is output (i.e., the
incoming block is deemed not to contain an edge only if none of its associated adjoining
prediction-reference blocks contains an edge).
25
The edge detection process described above can sometimes erroneously classify texture in
a block as a directed edge, thus reducing the capacity available for watermark data. For
applications that require a large watermark capacity, the edge detection process of Figure 6
can be modified by first performing texture detection by a known texture detection

30 method, such as that described in Hannigan. If texture is detected in a block, then the



coefficients, the process of enbedding these coefficients into intra-coded
bl ocks of the host data is handl ed separately. This is because the DC and
AC QDCT coefficients of intracoded bl ocks have different digital encoding
formats: DC coefficients are coded by differential pulse code nodul ation
(DPCM followed by decimal -to-binary conversion, 10 whereas AC coefficients
are encoded by VLC, as described above. For exanple, a spatial watermark
enbeddi ng system as shown in Figure 18, %hcludes the DCT nodule 12, the
quantization nodul e 14, a de-nultiplexes 1402, and a watermark embeddi ng
wi th DC-coefficient drlft conpensati on nodul e 1404. A spatial domain 1 S
watermark is transforned to the DCT frequency domain by the DCT nodule 12
and t hen quantlzed by the quanti zatjon nDduIe 14 to ?enerate equi val ent

wat er mar k d@teskviscdreined for e copiein dursdsch edghsi apd ithe Sfoskd@ask Meoisaet ddd - DC
coefficient f enbeddi ng by the

wat er mar k e?ntﬂ |S}r%gh‘gmﬁ%ﬂgqif)gg@g@q%%g%é%%dd%q‘e?&ggfrlrggﬁvseat| on nodul e 1404. 20
As shown in Figure 19, the waternmark enbeddi ng wi th DC-coefficient drlft
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not the starting block of a slice. This conditional raction operation
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spatial watermark enbeddi ng system of Figure 18, hut wthout the DCT nodul e
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descri bed above. Enbeddi her-domain watermarks (e.g., spat DCT,
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bl ocks of r Xthe relatively nore
strai ghtfo%%o&%éeeégetgs%ga t+tr§§§i&§9%égé&? icie gfdggé(# gsrgl i nter-coded

bl ock, whet her DC or AC QDCT coefficients, are encoded together by variable
Iength entr ng. There i.s no separate_encodi ng, for .the .
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generate 8x8 quanti zed
30 zero to avoid watermarking horizontal and vertical edges. This is an efficient and effective



-20 DCT host data v. This is linearly added to the 8x8 coefficients of
Weg" N (obtained as in Figures 14, 15 and 16) to generate waternmarked data
v', which is then entropy encoded by the VLC nodule 16 and clipped to ~1
and 255 by the clipping nodule 504 to generate a watermarked bit-stream
for MPEG i nte~oded blocks. 5 In yet a further enbodi nent, the watermarking
system consi sts of a QDCT wat ermark enbeddi ng nodule with drift
conpensation, and a QDCT blind waternark,detector enhanced with
drift-conpensation data de-spreadi ng. Thi§ enbodi nent provides a
driftconpensated watermarking systemw th enhanced blind detection
performance. 10 As shown in Figure 23, the enhanced QDCT wat er mar k

enbeddi ng nodul e with drift_ conpensation, includes the, conponegt s.of the
QDCT wat er miRgdhadgohBEsyPRIngoborizantgy iapd oisFHsah&iagng risterione thef (Ihewiss, stk ed
In "Hartung; artRflaH W5 3 HbderddOighe if e gifaiuhe/fr%s.a-ma&deﬂ ff 8¢ 16448, Rligcks
2104, and the bit tate control nodule 405. The driftconpensation nodul e
2102 execut @sferableithat theyatermatk data sloet astscontain deseentaleer vaiticeb edgesr inthg” .
Briefly, for_the wat.erpgprke MYy ver redi ¢l .On- e

macr obl ock tsﬁﬁiaf}ﬂ(ggalg'ezﬁlsésn%%%c? il a%at%) %hﬁgf"g{r&nﬁg?r% d%tae téo f}gé @& d\r/evgetQ {é’?rrar Kk
enbeddi ne mﬁiu%)ﬁfo&ﬁ&;,cdgé ?&edfd)nfdvr\;lth@m&ﬁﬁﬁ(édﬁdamrﬂﬁ t8 5Rip ‘edgablbels” Ehaedca -
spatial equivalent of -(v' -v ere .y .is the assocjated unwat erarke at a,
and enbeds PPt foptain yptermatky; Hovgyep if te ‘i‘iﬁ%ﬁ"‘lﬁ’g‘f H&‘?ié"‘é@&é‘%?é‘?@oe $ fu¢th@
predi cti on- LeteMaRC 8etBREr Wl WK eorifiddeBI RN ftRE MBhAIRMg OBEAK frém, the
motion vectors of the host data. Since (v'-v) constitutes the waternmark
dat a enbeddegeffigients witirps togileft irinnguler weiond96 and absttom gightiriangularorpien 988 i on

process effectively e . S 3 : t erRRrk j: Oéid
polarity, I ﬁfeogeﬁéér& g%lﬂ gl[?ee%l}%}nz?@eﬁ%&g%e},\% lgaﬁgeetha?g%% \5%{31% %gi zqsloérffgi ons
i nduced Hy defined)bywhe aserspedifiedopanemneters #RRQ panaideFREQ" HI thiat defineteatrémiies

redi cted franes due t ion predictions 25 .perfor duri vi deo
D bacn. | P Dezeirted Aot ERt GiAamie e ey sl ) Figifa & feptesbods to
predi cti on- REY [dadnd KRETAIRaluek 6f 7 4RI 4, Respéetivallyl pped” macrobl ocks in

MPEG nonencl ature), then the drift conpensation process creates the
predi ction-error data containing the negative-polarity watermark as

described a . J I j |Gl ror
macr obl ock. Rt FRRRGETG B koD G TRAGARA B fr 20 nRshE ohle W &
dri f t - colfpensdtipdictd pu thel inmtlepliek 606Tbyp therbdaokdesk diidgenemated|byithé blonltlassificabont

t he sane wat er,nar ata that is hjdden in the associated .

br e ot on. PRRBEA02dS PR mak Saf e clelelmngs vBR% RCT Satsierisaf sapde
wat er mar k  defo’k taf boMvitBrnthirkdd - AINBRA SRFigare 4 atiaHVS-5aéEMAskNG, isdtpatvhe | N
Figure 24, to 5 inprove_ the overall reliability of blind watermark

det ection. THEraakemheddingmoduls 02 eantrobthe watdriadenbedding eeatiensy| c f or
predi ction-error blocks nodule 1701, the inverse VLC for notion vectors
nodul e 1702, a de-spreadi ng sequence submatri x extraction nodul e 1803, a
cor r el at30on The dvdtemb80 Smbeddizg mwdulea403r exzraes aawatemesk eimbieddingudedess 11806,
and the conponents of the waterpmark detectio dul e ) in
Hqure. 15, " SRBRIAag e PLEI U no ST E R EaRt G P BRI  r AR ot o
1805 i ncl udesoven MFigiel9, ¢lie Wadith&k 2Abedding nvdalkeMiatihcladeseddipticaiddmodiie

i nverse VLC for prediction-error bl ocks nodule 17 fornms | nyerse VYLC
codi ng of dPPFta EafgIRNERoHe 4P taarbseluifeY laogtgle Sgéﬁnstaechppmg édufe

drift-conpergat pAhdafiRHits tHeMtos€ddth afd¥hd HVR6468d maklGh,ahé Watebhfikleibeddigg VLC
codi ng notion vector nodule 1702 generates .
25 process uses a number of embedding parameters, including a spreading code c, a spreading

factor N, the watermark data itself, and a user-specified gain factor G,.

The watermark is a sequence of data values each of which is either +1 or -1, generated
from binary watermark data by outputting a +1 value for each watermark data bit value of

30 1 and a —1 value for each bit value of 0. The duplication module 501 duplicates every



15 notion vectors fromthe predicted frane data. For every watermark bit to
be de-spread froma prediction-reference franme, the associated notion
vectors are used to identify all the associated drift-conpensated
prediction-error blocks. For each drift-conpensated prediction-error block
in the predicted frame, the notion vectors are used to identify the

associ ated prediction-reference block fromthe prediction-reference frane.
A de-spreading 20 matri x correspondi ng L§4each predi ction-reference bl ock
is then determ ned fromthe main despreading sequence ¢ and the notion
vectors by a de-spreading matrix extraction nodul e 1803. The de-spreadi ng
matri x extraction nodul e 1803 executes a de-spreading matrix extraction
process, as shown in Figure 25. The mai.n de-spreadin equence c associ ated
B th the 25 HGBAEE TRHE TR on by (A ShEsedge et L b PEUhat (HepPreaging,
step 2602 byoihe ThS=0a858d4R 5 n(Hipli@Uyahd§HeRAMmeSRAe, A% 4 QlerdcB ofrgef e 14,
to set the spreading sequence el ements associ ated w th non- enbeddi ng QDCT
coef fici entd vadueseinoa cOdd multipligr modpls W7gosgeherpie &l sprpade sppcHumnvatenmark A,

step 2604, twt}gchrrigh}eg%ﬁ%g%ségar gb@enﬂ?gfiﬁ&dd—ﬁt\\%iﬁ.ne whet her the

prediction-error b 'S aligne t he 8x8-bl ock boundary of
t he assod at ed -22 prediction-reference frane. If so, the de-spreading

matri x obtained above s sent directly to.the output. herw se, the

equi red de- I MSSAMREITRY EAImARelor $7 S adhsiting 154! UEHST S0P RT fpEoPTetary

de- spr eadi NgafiBiectdr €i0% aRbws!R Waermaikl oriBhALYG Woht6l thé qeXRy € theashititiding ahie
current prediction-reference bl ock of concern. For exanple, as shown in
Figure 26, dategi@ Brogesse. c tPaefersblye idiffereny vaduesaofi Ginette wisedh for intra-coded and
predi cti on- ( e : | B B2, and
B nt ho pPEQTAPRaRor BER: a0 hiir BHHRFLE AEichs Ul SulialCaiHprioh” In By
negat i vekpolasei variatimhein@r karebdbdodedta medt,thé heeds of deswatyrntiek sppmaidr.ndhe
matrix Cis assenbled fromthe de-spreading natrix el enents associatgﬂ W th

the four di phwldesvalugmmedule 803 processespthe horlodia x<andi TR HE abiohte yalugdYlons
i Fi 26, . Tq bt aj. f the d 0 di tri . bl B~ t
84, the Tof b Hgnakiphet B dhe grinoRranr s es ek i T #1698 BOKRBEL SORGO axs.
do. di 2. . p A Lot i ed b o
de-sbread gl b ol Rl lts L4 LIS G, oy St
anot her mmat g4 %er@rm%@ fSIERENRIE1 BCE* & eMRidnts‘oSy and tHe)coyaﬁoﬂﬁi‘ﬁgeengg' Qf BRSG)h S

I B Z to P4 and to 4 1

repeated for ocks Bz to B4, using P d ) respectively,
so as t ol Sobwitnix. aHlst fandonikativs BodylaV¥(2rdeoerstega gain f@tor matpxawid(€l) gomprising
(tii)Matrices .C to CA4.are then ljinearly sumed to her,. .fol kpwed b ign
(pol a1 ty) - ERepmcbbsir BhSsstal fnd 18 ReoReMER Ay e R Bk G, R i P
bl ock E. (i whlhibef GH$ #droaherPthe torrédpomtink £din fatodalae &salsdeld. - 0 1QQ ~ 0 0
OO0OIbOPz=0la@@=01lgb00000000P3=1Igp0®@-1Ib00O0O
18_ b Pa=1a Q0 Q =00 where I" is a nxn identity matrix, and a and b
are the pi xqinshgiiQcidrng niiitgtled Wydhd sitad Atk /ARDE draBPIbATih GlltSRE Ner
of prediction-reference block Bi "respectively, as 25 shown in Figure 27.

20 module 506 to generate embedding data rand(G) - w. The multiplication is performed as

follows. First, the spread watermark w is arranged in an 8x8 matrix format following the
zig-zag scanning order. The resulting matrix is then multiplied by the rand(G) matrix
using scalar multiplication of corresponding entries in the two matrices. The resulting
embedding data is then linearly added to the host data v in an embedding addition module
25 508 to generate marked data v', subject to the additional constraints that each element in v'
has the same sign as its corresponding element in v, and is clipped to +1 and +255. The
marked data V' is then variable length entropy coded by the VLC module 16, as shown in

Figure 4, to produce a watermarked bit-stream.



- 23 Wen viewed in the spatial domain, the pre-nmultiplication with
DCT(P,) and post multiplication wwth DCT(Q ) have the effects of extracting
t he spati al -domai n de-spreadi ng sub-matri x for the correspondi ng corner of
block B, and translating it to a different corner 5 in the final required
spati al -domai n de-spreading matrix for the predicted block E, as shown in
Figure 26. The DCT of P~ to P4 and Q to 4 can be pre-conputed for all
possi bl e conbi nations of a and b, and stored in the menory of the watermark
detector for conputational efficiency. Returning to Figure 24, the
de-spreading matrix Cis used to de-spread the prediction-error 10 bl ocks,
whi ch contain the negative polarity watermark associated with the

de-spreadi ng matri x C. The resul ti.ng output fromthe.carrel ati.on d
G057 o ef PFobt pije onfEmgfR s fhafitBihe bl S om TRTHLE
process is casdil€ds pibrdePto @ntropvAitiohd ROmahd bit ritk o€ ke @sEed ivatwalemmaiiteda
wat ermark bit undergoi ng, correlation detection, including the bi

directional Bitstean 20.ohsshewn iplighies Onp quifered bisstseam 1504 of dunup data cp@prisss dcks.
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2206 and then racted om the prediction-reference correlation sum Ypr
(t he out plt wdterntagkedalatacfrertitienV hQ duddulel B0@nshrisesmbdified §li@ cadswordst k90é\vasd

fromthe assg@ci at.ed..predi,ction-reference frames) to,g rate an hapced
Correl ati on BaHRS RS B oF o FAREn AR oo TR f oty R BS5
t hr eshol di ngmimarkddeotulteane | 902wy arreshit! of tHeSditbed 24l Witeiymail dath] whild 6théers widyl be
apparent to those skilled in@ttne rt_wthout departing fromthe scape of

f

the present a4 ERtEBIG 05 shorisr ditiengl cFo % N efQdewReds Hibnegh 3, VLC4,
acconpanyi ngndNg¥t N ESFigure 13 hald-Mehsedlin bht léﬂ?ﬂﬂ%@ irid?éatéfﬁ'y éHldEﬁ;Fe%[dﬁgrl kb$19

| mage data, i1ncluding generating watermark uanti zed i'mage data by
| i near | yl&ddf thy tokal kit peunk ofithe ent ddndatmﬁrmdl?&mjee@attm biscqunt of thethiutfgreds
claimed in (illq%lt ni)il‘Stre €h %{' bsy""ingonreTe &Qx?da i];}gée?gﬁlsfnecdl ItIBQslh%ﬂi ta%u%E SﬁlleH t fhe
watermarked VLC codewords 1904 are modified as follows. First, the watermarked VLC
codewords 1904 are sorted by the increased bit count of portions 1905 in reverse order, as
shown in Figure 12. The VLC codeword with the longest increased portion 1905 is
15 replaced with its original un-watermarked VLC codeword. For example, the fourth
watermarked codeword 1908 is replaced with the corresponding codeword 1906 from the
unwatermarked bitstream 1901, as shown in Figure 13. The total quantity (i.e., number of
bits) of data of the resulting bit-stream 1910 is then redetermined. If this still exceeds the
quantity of data in the original bit-stream 1901 by more than the threshold amount, then
20 the next VLC codeword 1912 in the ordered list is restored. This process is continued until
the resulting bitstream 1910 falls within the required limit. The size of the buffer 1901 can
be any size from a macroblock to the entire image or video frame, depending on the user
applications or requirements. Compared to the bit rate conservation scheme described in
F. Hartung and B. Girod, Watermarking Of Uncompressed And Compressed Video, in
25 Signal Processing, vol. 66, pp 283-301, May 1998 and US Patent 5,809,139 ("Hartung")
which checks and restores VLC codewords individually, the bit rate control method
described herein provides more flexibility in reducing the resultant loss in data hiding

capacity, as well as improving the strength of the surviving watermark.



val ue of said watermarked quantized image data to be greater than or equal
to 1 and less than or equal to 255, and changing the sign of said

wat er mar ked quanti zed image data if said signis different to the sign of
said quantized image data. 10 3. A nethod as clainmed in claim1l or 2,
wherein the nmethod includes generating spread spectrumwatermark data from
I nput watermark data using a spread spectrumtechnique. 15 4. A nethod as
clainmed in claim3, wherein the step of ggnerating spread spectrum

wat ermark data includes generating internedi ate watermark data by
duplicating each bit of the input watermark data by a predeterm ned
spreading factor, and multiplying the internedi ate watermark data by a

pr edet er mi ned spreadi ng code. 20_5. net hod a | ai.med in claim3, erein
the step of QEAErH¥AFHYT rtétéﬂe"é‘bégthf‘éh?%aﬁeé‘f? kﬁﬂgt“?:\ge‘?“n‘ﬁ%ré‘@gk g]%tﬁéﬁ'\ggf’ ng
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data by a predeterm ned spreadi ng factor, and rrul.tlgl ying the internediate
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met hod as cl=gJ i |_al m S5« el | Nef ' | o8k mum
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claim®6, wherein the maxi num gai.n_val ue, i.s the pr.oduct of., an 3 | ust.abl e
b by amo gk feqor AR o Ve B S ured T BN AR PSSV bR
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quanti zed inmage data. 8. A nethod as clained in claim7, wherein the mask

i s al so gendiead¥d aselysinmodulsi493 ¢ generate apHYS-based maskuGr st indipater Wharedhet er .
9. A nethod ' . ' . 0] ' '

I ncl udes qué‘%ﬁ@é@é %#s%%%%@e? P i’ci @gfeg %ﬁgﬁgg{y 6};&%@%@1850&2%&83%'}%; Tn
clai m 1, 100h EREQ LY eFREQUHI, Zthd dndelbes that werenuded desemoedinthie 2eatenhask detag as
cosine tr a”%‘;s%ﬂécf %Tx%. Cl?lgfvxtalte(frlngrrf(t Jetection module 1002 despreads the watermarked data

using a synchronised copy of the spreading code c.

As shown in Figure 15, the watermark detection module 1002 includes a correlation
15 module 1303, and a thresholding module 1305. The correlation module 1303 includes a
summation module and a dump module 1306, If the HVS-based mask G is available, it is
used to multiply the spreading code ¢ in order to set the elements in ¢ to zero at locations
where no watermark data was embedded during the watermark embedding process. The
correlation module 1303 then multiplies the resultant spreading code by the marked host
20 data v’ and the summation module 1304 of the correlation module 1303 sums the product
to generate a correlation sum. If G is not available, the original spreading code c is
multiplied by the marked host data v’ to obtain the correlation sum. After this correlation
sum has accumulated N product terms, the dump module 1306 sends its value to the
thresholding module 1305, after which the correlation sum is reset to zero for detecting the
25 next watermark data bit. The thresholding module 1305 performs thresholding on the
correlation sum to generate a value for the watermark data, or alternatively an indicator of
its presence. For example, if the correlation sum is positive or larger than a user-specified
positive value, the thresholding module outputs a watermark data bit of +1, and otherwise
outputs a watermark data bit of 0. Alternatively, for detecting the presence of unsigned

30 watermark data, the thresholding module outputs a watermark presence indicator if the



11. A method as clained in claim _ 1, including generating said watermark
data in a quantised DCT domain fromsecond watermark data in a different

i near transform 15 domain. 12. A nethod as clainmed in claim 11, wherein
said step of generating said watermark data includes addi ng AC coefficients
of said watermark data to respective AC coefficients of said i mage data,
and adding a DC coefficient of said watermark data to DC 20 coefficients of
said i mage data and subtracting the DC cggfficient of said watermark data
added to the previous block of said inmage’'data if the current block is not
the starting block of a slice of said image data. 13. A nethod as cl ai ned
inclaiml1l or 12, wherein said different linear transformdomain 25

i ncl udes one of spatlal DCT, and Fourier donmmins. 14. A nethod as clalned
in claimo, cpmelpiiell riymsexeeads ng sneand | yssrsneckied  epvitivoalpgdc jthisshold yalue.
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quanti zed tFans icients i hear | i ng mater ta on y

t he sel ect edp@fficgusaetls oL thet watersfaok origimetof, |andeth¢ gature of2the Hnbeédadewuednak
claimed in claim214, wherein said step of selecting includes selecting
quanti zed t “4%8sf orm coefficients on the basis of their respective
frequencigs. 5 16. A nethod as claimed in claim1l5 wherein said step of

sel ecting includes not selectin qll)Jantl zed transform coefficients .
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length coded by the inverse VLC module 24 and unquantized by the first inverse

quantization module 26. The quantized DCT data from the inverse VL.C module 24 is
optionally processed by the HVS analysis module 403 to generate the HVS-based mask G,

15 indicating the quantized DCT locations that do not contain watermark data. This is then
multiplied by the spreading code ¢. The resultant spreading code can be inverse quantized,

“if desired, by the second inverse quantization module 1106 and is provided with the DCT
domain watermarked data and the spreading factor N to the correlation module 1603. The
correlated output is sent to the thresholding module 1605 which performs thresholding to

20 reconstruct the watermark data, as described above.

To detect watermark data in the spatial domain, a spatial domain watermark detector, as
shown in Figure 17, additionally includes first 28 and optionally second 1208 inverse DCT
modules. The spreading code ¢ is inverse quantized by the second inverse quantization
25 module 1106 and then inverse DCT transformed by the second 1208 inverse DCT module
to generate  Q'(DCT'(c)). The sign (polarity) of DCT(Q"!(c)) is then determined by a
sign module 1307 for despreading of the spatial domain watermarked data by a correlation

module 1703 and a thresholding module 1705 in a similar manner to that described above.



20 quantized transform coefficients whose zig-zag scan indices are in a
range defined by first and second adjustable paraneters. 21. A nethod as
claimed in claim14, wherein said step of selecting includes selecting
quantized transform coefficients on the basis of directed edge detection.
25 22. A nethod as clained in claim14, wherein said step of selecting

I ncl udes not selecting a block of quantized transformcoefficients if the
bl ock contains a directed edge. 23. A nmetfjod as claimed in claim 14,

i ncluding performng texture detection ona block of 30 transform
coefficients and selecting the block if the block contains texture, and

-27 otherwi se performng directed edge detection on the block and sel ecting

the block if it does not contain a directed edge. 24. A nethod as clai ned
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For example, a spatial watermark embedding system, as shown in Figure 18, includes the
DCT module 12, the quantization module 14, a de-multiplexer 1402, and a watermark
embedding with DC-coefficient drift compensation module 1404. A spatial domain

15 watermark is transformed to the DCT frequency domain by the DCT module 12 and then
quantized by the quantization module 14 to generate equivalent watermark data Wegyy in
the QDCT domain, which is divided into AC and DC coefficients by the de-multiplexer
1402 for separate embedding by the watermark embedding with DC-coefficient drift
compensation module 1404.

20
As shown in Figure 19, the watermark embedding with DC-coefficient drift compensation
module 1404 includes a de-multiplexer 1420, the inverse VLC module 24, the VLC
module 16, a multiplexer 1418, the clipping module 504, a decoding module 1408, an
encoding module 1416, a delay module 1412, and a switch 1414. The de-multiplexer 1420

25 separates the input MPEG/JPEG bitstream into digital AC and DC components, referred to
as the input AC bitstream and DC bitstream, respectively. The inverse VLC module 24
performs inverse entropy encoding on the input AC bitstream to generate AC quantized
DCT host data v. An addition module 1406 adds this to the AC coefficient of wegun to
generate watermarked AC data v’, which is then entropy encoded by the VLC module 16

30 to generate a watermarked AC bitstream. The input DC bitstream is converted by a



out put codewords fromthe total |ength of the correspondi ng i nput codewords
exceeds a predeterm ned value. 25 29. A nmethod as clainmed in claim28,
wherein said nethod includes replaci ng out put codewords with correspondi ng
i nput codewords until the increase in the total |ength of output codewords
fromthe total |length of the correspondi ng i nput codewords is |less than a
predeterm ned val ue. 30 -28 30. A nethod as clained in claim28, wherein
said nethod includes generating a |ist ojl ut put codewords sorted on the
basis of the increase in the |length of each output codeword fromthe | ength
of the corresponding i nput codeword, and replacing the output codeword with
the greatest length difference wwth the correspondi ng i nput 5 codeword
until the increase in the total |length of output codewords fromthe total

length of théeceding sxdledidng intp guantizedianainedealyes. Meyunmingmeduly E&raddnihse

val ue. 31. A I n..clail | k&, aMant, i [
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including correlatin he wat er,mar ked
g data is encod%d tE)acef( into a digital bitstream by an encoding module 1416, and multiplexed

10 with the watermarked AC-component bitstream by the multiplexer module 1418, The
clipping module 504 clips the digital bitstream within +1 to £255 to produce the final

bitstream 38 with spatial watermark.

Additive watermarks in other linear transform domains, such as the Fourier domain, can
15 also be embedded by including a watermark translation module 1500, as shown in Figure
20. The watermark translation module 1500 translates the watermark into the spatial

domain. The spatial domain watermark is then embedded as described above.

Similarly, a DCT watermark embedding system, as shown in Figure 21, is the same as the
20 spatial watermark embedding system of Figure 18, but without the DCT module 12. A
DCT watermark is quantized by the quantization module 14 to generate the QDCT

equivalent watermark data wequy which is then embedded, as described above.

Embedding of other-domain watermarks (e.g., spatial, DCT, Fourier and other linear-
25 transform-domain watermarks) in inter-coded blocks of MPEG bit-streams in the
quantized DCT domain is relatively more straightforward because all 8x8 QDCT
coefficients of an inter-coded block, whether DC or AC QDCT coefficients, are encoded
together by variable length entropy encoding. There is no separate encoding for the DC
QDCT coefficients. For this case, as shown in Figure 22, the inverse VLC module 24

30 performs inverse entropy encoding on input inter-coded blocks to generate 8x8 quantized



i mge data with a predeterm ned spreading code. 3 5. A nmethod for detecting
a watermark in watermarked i nage data generated by linearly 25 adding

wat ermark data to quantized i mage data, including inverse quantizing said
wat er mar ked i nage data, and correlating the inverse quantized wat er mar ked

i mge data with a predeterm ned spreadi ng code. 36. A nethod for detecting
a watermark in watermarked i nage data generated by linearly 30 adding

wat ernmark data to quantized inage data, igeluding inverse quantizing said
-29 watermarked i mage data and a spreadi ng code, and correlating the

i nverse quantized watermarked i nage data with the inverse quantized
spreadi ng code. 37. A nethod for detecting a watermark in watermarked i mage
data generated by linearly 5 adding watermark data_to quantized inage data,
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met hod for detecting a watermark in watermarked i mage data generated b
linearly intra- and inter-coded blocks 2104, and the bit rate control module 405. The drift-
compensation module 2102 executes a drift compensation process, as described in
15 "Hartung". Briefly, for the watermarked QDCT data v' in every prediction-reference
- macroblock that has been embedded with watermark data by the QDCT watermark
embedding module 402, the drift-compensation module 2102 computes the spatial
equivalent of |(v'-v) where v is the associated unwatermarked data, and embeds it into all
prediction-error macroblocks associated with the prediction-reference macroblock, using
20 information obtained from the motion vectors of the host data. Since (v'-v) constitutes the
watermark data embedded into the prediction-reference frames, the drift-compensation
process effectively embeds the same spread watermark, but with negative polarity, into the
predicted frames, so as to cancel the visual distortions induced by (v'-v) which would
otherwise propagate or "drift" into the predicted frames due to motion predictions
25 performed during video playback. If a predicted macroblock does not originally contain
prediction-error data (commonly referred to as "skipped" macroblocks in MPEG
nomenclature), then the drift compensation process creates the prediction-error data
containing the negative-polarity watermark as described above and changes the skipped

macroblock into a prediction-error macroblock.



addi ng watermark data to quanti zed i mage data, including selecting

quanti zed transform coefficients of said waternmarked i mage data, and
correlating the selected coefficients with a predeterm ned spreadi ng code.
-30 41. A nethod as clainmed in claim40, wherein said step of selecting

I ncl udes sel ecting quantized transform coefficients on the basis of their
respective frequencies. 42. A nethod as clained in claim41, wherein said
step of selecting includes not selecting & quantized transformcoefficients
corresponding to DC frequency. 43. A nethod as clained in claim40, wherein
said step of selecting includes selecting quantized transform coefficients
on the basis of their position within a transformmatrix. 10 44. A method

as clainmed ip claima43 erein said st of selecting includes. ngt
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20 first andingpeoertbe avhralbtelihibBtypdibling tvetcsmark detedtioret hod as clainmed in claim
40, wherein said step of selecting includes selecting quantized transform
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irected edge, 49, A netho s claimed in ¢laima40, including per I ng
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bl ock if thepRlRking FYRINEBO6E XIS cofPbnents of the watermark detection module 1002

10 shown in Figure 15, excluding the thresholding module 1305. The correlation module

1805 includes a multiplier module 2202 and a summation module 2204.

The inverse VLC for prediction-error blocks module 1701 performs inverse VLC coding
of drift-compensated predicted frame data to generate drift-compensated prediction-error
QDCT blocks. Similarly, the inverse VLC coding motion vector module 1702 generates
15 motion vectors from the predicted frame data. For every watermark bit to be de-spread
from a prediction-reference frame, the associated motion vectors are used to identify all the
associated drift-compensated prediction-error blocks.  For each drift-compensated
prediction-error block in the predicted frame, the motion vectors are used to identify the
associated prediction-reference block from the prediction-reference frame. A de-spreading
20 matrix corresponding to each prediction-reference block is then determined from the main
despreading sequence ¢ and the motion vectors by a de-spreading matrix extraction module

1803.

The de-spreading matrix extraction module 1803 executes a de-spreading matrix extraction
process, as shown in Figure 25. The main de-spreading sequence ¢ associated with the
25 prediction-reference block of concern is first multiplied at step 2602 by the HVS-based
mask G, obtained as shown earlier in Figure 14, to set the spreading sequence elements
associated with non-embedding QDCT coefficients to zero. This results in a possible de-
spreading matrix. At step 2604, the motion vector is used to determine whether the

prediction-error block boundary is aligned with the 8x8 block boundary of the associated



-31 otherwi se perform ng directed edge detection on the block and
selecting the block if it does not contain a directed edge. 50. A nethod as
claimed in claim48, including deeming that a predicted bl ock contains a 5
directed edge if any of the up to four corresponding reference bl ock
contains a directed edge. 51. A nethod as clainmed in claim47 or 48,

i ncludi ng deem ng that a block of discrete cosine transform (DCT)
coefficients contains a directed edge if_iye absolute value of 10 any of
the 1 St, 2"a and 4a' zig-zag scanned unguanti zed AC DCT coefficients in
the block is greater than or equal to a first predeterm ned value, or if
the sum of the absol ute unquantized values of the top row or the |eft
colum of the block is greater than or equal, to a second, predeterm ned
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data. 8x8 DCT transform of a matrix P; and post-multiplied by the 8x8 DCT transform of
another matrix Q; to generate a §x8 matrix C;. —
(ii) The above process is repeated for blocks B, to By, using Py to P4 and O to Qs
15 respectively, so as to obtain another three 8x8 matrices C; to Cy4 respectively.
(iii)Matrices C| to C4 are then linearly summed together, followed by sign (polarity)
extraction to obtain the de-spreading matrix C for the predicted block E.

(iv)The matrices P| to P4 and Q; to Q4 are:

b [0 L [o o
'“lo o0 Q‘"Ib 0

0 P_'o 1, 0. - 0 I, |
*lo o] o o]
P_'o 0] Q_'o 0]
e 0] |4, 0]
0 0] [0 [
p = — 8-b
4 Iy, 0_ Q4 _0 O:I

where I, is a nxn identity matrix, and a and b are the pixel-height and pixel-width of
the overlapped bottom-right corner of prediction-reference block B respectively, as

25 shown in Figure 27.



10 60. A systemfor detecting a watermark in watermarked quanti zed i nage
data generated by linearly adding watermark data to quanti zed i mage dat a,
said systemincluding a detection nodule for detecting said waternmark in a
quanti zed donmain by correlation and threshol ding. 15 61. A system as
clainmed in claim60, including a nodule for selecting portions of quantized
i mge data on the basis of a human visual system anal ysis of the inmage
data, and wherein said detection nodul e dgtects the watermark in the

sel ected portions of the quantized i nage data by correl ati on and

t hreshol ding. 20 62. Waternmarked i mage data generated by executing the
steps of one of clains 1 to 33. 63. A conputer readabl e storage nedi um
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less than or equal to 255, and changing the sign of said watermarked quantized image
data if said sign is different to the sign of said quantized image data.
10
3. A method as claimed in claim 1 or 2, wherein the method includes generating spread
spectrum watermark data from input watermark data using a spread spectrum

technique.

15 4. A method as claimed in claim 3, wherein the step of generating spread spectrum
watermark data includes generating intermediate watermark data by duplicating each
bit of the input watermark data by a predetermined spreading factor, and multiplying

the intermediate watermark data by a predetermined spreading code.

20 5. A method as claimed in claim 3, wherein the step of generating spread spectrum
watermark data includes generating intermediate watermark data by duplicating each
bit of the input watermark data by a predetermined spreading factor, and multiplying

the intermediate watermark data by a predetermined spreading code and a gain factor.

25 6. A method as claimed in claim 5, wherein the gain factor is zero if a maximum gain
value is zero, and otherwise the gain factor is a random integer between 1 and the

maximum gain value, inclusive.

7. A method as claimed in claim 6, wherein the maximum gain value is the product of an

30 adjustable gain parameter, a mask generated on the basis of a human visual system
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5 least one adjustable mask parameter.

9. A method as claimed in claim 1, wherein the quantized image data includes quantized

transform coefficients.

10 10. A method as claimed in claim 1, wherein the quantized image data includes quantized

discrete cosine transform (DCT) coefficients.

11. A method as claimed in claim. 1, including generating said watermark data in a
quantised DCT domain from second watermark data in a different linear transform

15 domain.

12. A method as claimed in claim 11, wherein said step of generating said watermark data
includes adding AC coefficients of said watermark data to respective AC coefficients
of said image data, and adding a DC coefficient of said watermark data to DC

20 coefficients of said image data and subtracting the DC coefficient of said watermark
data added to the previous block of said image data if the current block is not the

starting block of a slice of said image data.

13. A method as claimed in claim 11 or 12, wherein said different linear transform domain

25 includes one of spatial, DCT, and Fourier domains.

14. A method as claimed in claim 9, including selecting quantized transform coefficients
for watermarking, and said step of generating includes generating watermarked
quantized transform coefficients by linearly adding watermark data only to the selected

30 quantized transform coefficients.
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matrix.

18. A method as claimed in claim 17, wherein said step of selecting includes not selecting
coefficients in the top row and the left column of a matrix of quantized DCT
coefficients.

1S
19. A method as claimed in claim 14, wherein said step of selecting includes selecting

quantized transform coefficients on the basis of at least one adjustable parameter.

20. A method as claimed in claim 19, wherein said step of selecting includes selecting
20 quantized transform coefficients whose zig-zag scan indices are in a range defined by

first and second adjustable parameters.

21. A method as claimed in claim 14, wherein said step of selecting includes selecting
quantized transform coefficients on the basis of directed edge detection.
25
22. A method as claimed in claim 14, wherein said step of selecting includes not selecting

a block of quantized transform coefficients if the block contains a directed edge.

23. A method as claimed in claim 14, including performing texture detection on a block of

30 transform coefficients and selecting the block if the block contains texture, and
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24. A method as claimed in claim 22, including deeming that a predicted block contains a
5 directed edge if any of the up to four corresponding reference blocks contains a

directed edge.

25. A method as claimed in claim 21 or 22, including deeming that a block of discrete
cosine transform (DCT) coefficients contains a directed edge if the absolute value of

10 any of the 1%, 2" and 4™ zig-zag scanned unquantized AC DCT coefficients in the
block is greater than or equal to a first predetermined value, or if the sum of the
absolute unquantized values of the top row or the left column of the block is greater

than or equal to a second predetermined value.

15 26. A method as claimed in claim 1 or 2, wherein said method includes generating said

quantized image data by inverse entropy coding input codewords.

27. A method as claimed in claim 26, wherein said method includes entropy coding said

watermarked quantized image data to generate output codewords.

20
28. A method as claimed in claim 27, wherein said method includes replacing an output
codeword with the corresponding input codeword if the increase in the total length of
output codewords from the total length of the corresponding input codewords exceeds
a predetermined value.
25

29. A method as claimed in claim 28, wherein said method includes replacing output
codewords with corresponding input codewords until the increase in the total length of
output codewords from the total length of the corresponding input codewords is less
than a predetermined value.

30
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codeword from the length of the corresponding input codeword, and replacing the

output codeword with the greatest length difference with the corresponding input
5 codeword until the increase in the total length of output codewords from the total

length of the corresponding input codewords is less than a predetermined value.

31. A method as claimed in claim 1, wherein said quantized image data includes at least

one of JPEG, MPEG, H.261, and H.263 data.

10
32. A method as claimed in claim 1, wherein said quantized image data includes MPEG
data including predicted frames and prediction reference frames, and said method
includes performing drift compensation for watermarked image data in the prediction
reference frames.
15

33. A method as claimed in claim 32, wherein said step of performing drift compensation
includes subtracting, from quantized image data in predicted frames, watermark data

added to quantized image data in the corresponding prediction reference frames.

20 34. A method for detecting a watermark in watermarked image data generated by linearly
adding watermark data to quantized image data, including correlating the watermarked

image data with a predetermined spreading code.

35. A method for detecting a watermark in watermarked image data generated by linearly
25 adding watermark data to quantized image data, including inverse quantizing said
watermarked image data, and correlating the inverse quantized watermarked image

data with a predetermined spreading code.

36. A method for detecting a watermark in watermarked image data generated by linearly

30 adding watermark data to quantized image data, including inverse quantizing said
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inverse transforming the watermarked image data and a spreading code, and correlating
the inverse quantized and inverse transformed watermarked image data with the sign of
an inverse quantized and inverse transformed spreading code, said spreading code

comprising a sequence of two values having opposite sign.

10

38. A method for detecting a watermark in watermarked image data generated by linearly
adding watermark data to prediction reference frames of quantized image data and drift
compensation data to predicted frames of said quantized image data, said method
including performing correlation on the reference frames to generate reference
15 correlator output, performing correlation on predicted watermark data corresponding to
said predicted frames to generate predicted correlator output, subtracting the predicted

correlator output from the reference correlator output, and thresholding the result.

39. A method for detecting a watermark in watermarked image data generated by linearly

20 adding watermark data to prediction reference frames of quantized image data, and
drift compensation data to predicted frames of said quantized image data, including
generating a despreading matrix for a predicted block of image data from despreading

matrices for up to four corresponding reference blocks of the watermarked image data.

25  40. A method for detecting a watermark in watermarked image data generated by linearly
adding watermark data to quantized image data, including selecting quantized
transform coefficients of said watermarked image data, and correlating the selected

coefficients with a predetermined spreading code.
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43. A method as claimed in claim 40, wherein said step of selecting includes selecting
quantized transform coefficients on the basis of their position within a transform
matrix.

10

44. A method as claimed in claim 43, wherein said step of selecting includes not selecting

coefficients in the top row and the left column of a matrix of quantized DCT

coefficients.

15 45. A method as claimed in claim 40, wherein said step of selecting includes selecting

quantized transform coefficients on the basis of at least one adjustable parameter.

46. A method as claimed in claim 45, wherein said step of selecting includes selecting
quantized transform coefficients whose zig-zag scan indices are in a range defined by

20 first and second adjustable parameters.

47. A method as claimed in claim 40, wherein said step of selecting includes selecting

quantized transform coefficients on the basis of directed edge detection.

25 48. A method as claimed in claim 40, wherein said step of selecting includes not selecting

a block of quantized transform coefficients if the block contains a directed edge.

49. A method as claimed in claim 40, including performing texture detection on a block of

transform coefficients and selecting the block if the block contains texture, and
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50. A method as claimed in claim 48, including deeming that a predicted block contains a
5 directed edge if any of the up to four corresponding reference block contains a directed

edge.

51. A method as claimed in claim 47 or 48, including deeming that a block of discrete
cosine transform (DCT) coefficients contains a directed edge if the absolute value of

10 any of the 1%, 2" and 4™ zig-zag scanned unquantized AC DCT coefficients in the
block is greater than or equal to a first predetermined value, or if the sum of the
absolute unquantized values of the top row or the left column of the block is greater

than or equal to a second predetermined value.
15 52. A system having components for executing the steps of any one of claims 1 to 51.
53. Software having program code for executing the steps of any one of claims 1 to 51.

54. A computer readable storage medium having program code stored thereon for

20 executing the steps of any one of claims 1 to 51.

55. A watermarking system, including a module for generating watermarked quantized

image data by linearly adding watermark data to quantized image data.

56. A system for generating watermarked quantized image data, including a module for
25 selecting portions of image data on the basis of a human visual system analysis of the
image data, and a module for embedding a watermark in the selected portions of the

image data by linearly adding watermark data to quantized image data.
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watermarked quantized image data.

58. A system as claimed in claim 57, including a module for generating the quantized

5 image data by inverse entropy coding input image codewords.

59. A system as claimed in claim 58, including a module for controlling the difference of
the length of said watermarked quantized image data relative to the length of said input
image data.
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60. A system for detecting a watermark in watermarked quantized image data generated by
linearly adding watermark data to quantized image data, said system including a
detection module for detecting said watermark in a quantized domain by correlation
and thresholding.
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61. A system as claimed in claim 60, including a module for selecting portions of
quantized image data on the basis of a human visual system analysis of the image data,
and wherein said detection module detects the watermark in the selected portions of the
quantized image data by correlation and thresholding.

20

62. Watermarked image data generated by executing the steps of one of claims 1 to 33.

63. A computer readable storage medium having stored thereon watermarked image data

generated by executing the steps of one of claims 1 to 33.



