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sownfliceghted Today, wireless networks are providing broadband Internet access to
mobile subscribers over a regional, a nationwide, or even a global region. Such
networks are sometimes referred to as Wireless Wide Area Networks (WWANS).
WWAN operators generally offer wireless access plans to their subscribers such as

subscription plans at a monthly fixed rate.

[0004] Accessing WWANS from all mobile devices may not be possible. Some mobile
devices may not have a WWAN radio. Other mobile devices with a WWAN radio may
not have a subscription plan enabled. Ad-hoc networking allows mobile devices to
dynamically connect over wireless interfaces using protocols such as WLAN,
Bluetooth, UWB or other protocols. There is a need in the art for a methodology to
allow a user of a mobile device without WWAN access to dynamically subscribe to
wireless access service provided by a user with a WW AN-capable mobile device using

wireless ad-hoc networking between the mobile devices belong to the two users.



to mintain a session with a nobile client through a
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service provider for handoff. The processing systemis
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[0009] It is understood that other embodiments of the present invention will become
readily apparent to those skilled in the art from the following detailed description,
wherein various embodiments of the invention are shown and described by way of
illustration. As will be realized, the invention is capable of other and different
embodiments and its several details are capable of modification in various other

respects, all without departing from the spirit and scope of the present invention.



nature and not as restrictive. BRI EF DESCRI PTI ON OF
THE DRAW NGS [0010] FIG 1 is a sinplified bl ock
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functionality of a nobile service provider. DETAILED
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W t hout these specific details. In sone instances,
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EUHHHFAIONAPT 4 $&8Vr esent invention. [0017] FIG 1 is a

i | Lf i ed .bl ock di.agr,am.il |l ustrati ng.an exanpl of a
ROl o FEweogs sl wpEh SheBEiRE aF cSafis OF o hardware
sotFeRmtibATor SpobeMMo W itBmThistRbe WWNs t hat provi de
br oadband access to a network 102 for

i i T . . o
BB F SR HEPRDe L OE R ANl kPG e fncionati
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DETAILED DESCRIPTION

[0016] The detailed description set forth below in connection with the appended
drawings is intended as a description of various configurations of the present invention
and is not intended to represent the only configurations in which the present invention
may be practiced. The detailed description includes specific details for the purpose of
providing a thorough understanding of the present invention. However, it will be
apparent to those skilled in the art that the present invention may be practiced without
these specific details. In some instances, well-known structures and components are
shown in block diagram form in order to avoid obscuring the concepts of the present

invention.
[0017] FIG. 1 is a simplified block diagram illustrating an example of a

telecommunications system. The telecommunications system 100 is shown with

multiple WWANs that provide broadband access to a network 102 for mobile



with multiple fixed-site base stations (not shown)
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smal | er regions known as cells. Each base station may

be configured to serve all nohile subscribers within

its respective cell. A base sfation controller (not
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system. The various techniques presented throughout this disclosure are equally
applicable to any combination of heterogeneous or homogencous WWANS regardless of

the wireless access protocols utilized.

[0019] Each WWAN 104 has a number of mobile subscribers. Each subscriber may
have a mobile node 106 capable of accessing the Internet 102 directly through the
WWAN 104. In the telecommunications system shown in FIG. 1, these mobile nodes
106 access the WWAN 104 using an EV-DO, UMB or LTE wireless access protocol;
however, in actual implementations, these mobile nodes 106 may be configured to

support any wireless access protocol.



vicinity an ad-hoc network based on the sane or

different wirel ess access protocol used to access the
wowaNo0id41 By way of exanple, a nobile node 10BCTH$2008/073017

support a UVMB wirel ess access protocol with a VWMAN,

whil e providing an | EEE 802.1 _1 access point for

nobi | e nodes 108 that cannot éirectly access a WAAN.
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may establish a network that is an ad-hoc heterogeneous wireless network. By way of
example, a heterogeneous wireless network may include at least two types of wireless
networks (e.g., a WWAN and a WLAN). By way of example, an ad-hoc network may
be a network whose specific configuration may change from time to time or from the
formation of one network to the next. The network configuration is not pre-planned
prior to establishing the network. Examples of configurations for an ad-hoc network
may include a configuration as to which members are to be in the network (e.g., which
mobile service provider, which server, and/or which mobile client(s) are to be included

in a network), a configuration as to the geographic locations of a mobile service



nobi |l e service provider, which server, and/or which
nmobile client(s) are to be included in a network), a
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nobi | e serviceprovider and nobile client(s), and a
configuration as to when and how long a network is to

be established. [0024] In one6exanple of an exchange,
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[0025] In some telecommunication systems, once a mobile client 108 has gained access
to the Internet 102, it listens for other mobile service providers 106 and measures the
signal strength of the mobile service providers 106 it can hear. The mobile client 108
uses these measurements to create an active list. The active list is a list of mobile
service providers 106 that can provide service to the mobile client 108. The mobile

client 108 will continue to measure the signal strength of other mobile service providers



uses these neasurenments to create an active list. The
active list is a list of nobile service providers 106
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nobile client 108 will continue to neasure the signa
strength of other nobile service providersl06 and may
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nmobi |l e service provider 106 currently serving the

fR9BF9% client 108 relating to the unavailability of

the current nobile service provider 106. The nmessage

89 71pThe itehen nora-futheanticating’ oast hecds bergay nka0s tahtientidaging a target

current nobil e servigce.provder 106 has gone do an .
FORF SR Ao PR B8 BARE Pt e dfDeromeae g fhe mobile
SRUE CProRfdeyi de A@@nil{ Edﬂ@ingeﬁ&i GrotiRt \vEeR tloe Fa&idee to the
client 108 and the server 110 is to be maintained. )
wpavai#atityvel fhe qurentmebideseriigy NP WdsdEdn ol he imeatdge ingyoprovide

E&?ﬁc%ﬁ{)%{ % tﬂelgertvgaild Iﬂledt G E&ERnt mobile service provider 106 has gone

down and a hard handoff must be performed to another mobile service provider 106 if
the session between the mobile client 108 and the server 110 is to be maintained.
Alternatively, the message may provide notification to the server 110 that the current
mobile service provider 106 will be going down shortly, or that it can no longer provide
the mobile client 108 with the service agreed upon (e.g., QoS, bandwidth, etc.). This
provides the server 110 with the option of enabling a soft handoff of the mobile client

108 to another mobile service provider 106.



nobi | e service provider 106 will be goi ng down

shortly, or that it can no |onger provide the nobile
w@hai0en260108 Wi th the service agreed upon (e.g.PCTR008/073017

bandw dth, etc.). This provides the server 110 with

the option of enabling a soft _handoff of the nobile

client 108 to another nobile 8ervice provi der

106.[0028] Pre-authentication includes provisioning,

o2& PEcOadtidtiodtion anddtceNfroRisioRBW, SRiori ©€ hiMdo¥, derpolddBial new
and a nobile client 108 wth encrﬁptlon/decryptlon

$@é"\]1§e prideidP6 gad aaeekily dlisnt EFhvithicoatyption/Brarvietion kepe that may
r t

B8P hEEb T BB H AL, AR et R P REY IS TRl Ber 106 and the
pmbﬂeshamﬂﬁ@ prior to handoff, the current serV|ce
provi der 106 and the new service provider 106 with
029]Y Pid-Qithheieanmt kRO #eMded HadvisiBinpe pfieedethan@bff, the current
communi cati on between the current service provider 106
%mﬂwt: Reovirdayy 196 g & vosdrdiee pioeder [10030th encryption/decryption keys

%g%'@%?éde‘a‘”f 1' %ﬁﬁﬁ?ﬁloﬂ%ew ?tﬂ%&n‘%m‘t §é3}{7f08 @roqfider 106 and the

connu Ircation meen e pote new serv
pewovérdiee pi®edandet he current service prOV|der 106. It
al so includes authorization of comuni cation between
[0go] PPEeAthchkic AN 8166 hElBddRI AMhdtekhtidd B f adehnilifcdidhi Bedween the
client 108. [0031] FIG 2 is a sinplified block
PRIERfIARE VISPt RIPY g HIO addhpPerat servieamaevider I90alt also includes

AR B R RHERA e P TRl AT st PRABRP LD and the

&@bﬂé@@nﬁﬂb&lder 106i to a target service provider
1062. A persistent tunnel 112 between the two nobile

fesMi FRG.PY @Vh @ﬁmﬂlﬁéa@dlockl@l@%rahﬁﬂmgﬁﬂlﬂgomraxm ¢ Bf aRindoff in a
nobile client's session with the server 110 during

telasaEnfuni@gpes patsket B thiscaiapels, e mpkilediane h@S wdmmgehanded off
er#’nth %{rg{lp\é{o%ﬁ% <& ée g&%@g 13)@” 8”ta?¥§%6%?w%e° e%dl%z A

pergigeht ﬂ.ﬁlﬂel A2 Bdftwaén el ywo Bobila sastitetprovidés, 106ne1 Odatigused to

packets recejved by the current service provider 106i
W&gﬁt% thompatieelients sepeon withehe pywen bl Os@pipecngdeffy iRpgs packets

H0REOLL R L o M LSSk SRR A arc
m'thvitdget 1¢1nbiﬂe smvimprov[lma%z ‘Eﬂn«mginhe ltenrel il €Nt Altﬁﬁlattmyly, or in

I th t abl dd t
RUGrD o1 e ot ORetp oSy i e SRS By idgin b6 may be
ARNLRRE to e Q@ge@ nyidegni& ﬁﬂaeld@p @O(tzedlﬁéc'ﬂ? rﬂ)tvellg%wl&)fess link 114

the server 110 or one of the nobile servicCe providers
h@ecemthentavo as shown in FIG. 2, or through another mobile service provider (not

shown).

[0032] The mobile client 108 may have an IPv4, IPv6, or other suitable address that is
used by the server 110 to maintain the session. The address may be provided to the
mobile client 108 by the server 110 or one of the mobile service providers 106 in the
telecommunications network 100 (see FIG. 1). Alternatively, the address may be stored
on the mobile client 108. In at least one configuration, the address may be a MobileIP

address.

[0033] The tunneling anchor is shown in FIG. 2 as a server. However, the tunneling

anchor may be any suitable entity or distributed across multiple entities in the



t el ecommuni cations network 100 (see FIG 1).
Alternatively, the address may be stored on the nobile
w@hioen260108. I n at | east one configuration, theCHUSN0%673017

may be a Mobil el P address. [0033] The tunneling anchor

iIs shown in FIG 2 as a server. However, the tunneling

anchor may be any suitable en?ity or distributed

across nultiple entities in thetel ecommuni cations

fYebemubdtiodN ey stannned.i Mee anmbRfig FRNMob eha§Wérloaflet Qo tieInternet

Internet 102 as shown in FIG 2 or |ocated el sewhere,
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i ml enentatign of the tunneling anchor for any .
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n the system and/or other relevant factors. [003%

6tha: reBvast factoml | fl ow diagramillustrating an exanple

of the authentication process for handoff. For clarity

[0i034]r BE®NS &t i200all R ditgrah ghadtiangg faar ctdneploaddi the authentication

service prov&ders 106 %pd clients 108 to authenticate :
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nobil e and desires to provide service. Extensible

Posd1ent ktept30oNa Ronicedoh maynbe irgdatdd dpsporobilt ay&ice provider 106,

Security (EAP-TTLS) may bhe used for . Authenticati on, i

ﬂ&gﬁé? iSeRET OO arftgnAbe siphienigrigamyoviit 108e i B1osHe épglesires to
ARl sbahae rﬁxtér%fblé K'uﬁ],eﬁgée]agl%‘gtpr@tecoll @E%F _T?’kapo%%ayer Security

onnection nmay be 1 nitiat y a nobi ient 1
#HAPTIRS) mdyi be uset WrcAuthetidaten, AfhbritdimneindaAterunting (AAA)
referred to as HPe "cuq;eg} nobi | e service 4roviderﬂg b
et erEYl Peatlisharit ohE efiRertian. | 1P 4 cpRsgtion may be
EAdd by ddobak SQiche 108 et @fc AOBIIANENIRC PR iREIDBP Mhereinafter

establishnment. In particular, the nobile service

miovwddderas tesicuyeridsobileescrios previdet @ miies therraektet dlighs ] Gorequires

he server 11 P- AAA aut hent | cat.i on, , The .
T e AT o a8 M ady Gag ssqpye sesion
tsatilRBmetts 66 pafic@lnehahtbile ¥BSiRIprevideeT)ok 8¥nds the mobile client’s
Subsequent | a link encryption key may be established

pefGiisl e e%/héu sept hobifele BAPviAR pubontifation.oej Then EAP-TTLS
. L ent .

LR AR 1 o I ARSI TAHRED s s

RO8 autlsdqentbera éink IkhOryption key may be established between the current

mobile service provider 106, and the mobile client 108. A SSL VPN session may then

be established, in step 306, between the mobile client 108 and the server 110.

[0036] It should be noted that information flow may be encrypted using
encryption/decryption keys between any pair of nodes (where the nodes comprise the
server 110, the current service provider 106;, the target service provider 106,, and the
mobile client 108). Such encryption/decryption keys can be set up in the system when
nodes in the system connect with the server. Typically symmetric key cryptography
such as using AES may be used for such encryption or decryption for message-flow

between any pair of nodes in the system.



[0036] It should be noted that information flow may be

encrypted using encryption/decryption keys between any
w@aiop/oafoThodes (where the nodes conprise the sPCT/E£2008/073017

110, the current service provider 106i, the target

service provider 1062, and the nobile client 108).
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service provider 106 following handoff. In FIG. 3, the server 110 is shown, in step 310,
providing the key to one mobile service provider 106, (hereinafter referred to as the
target mobile service provider). In step 312, the server 110 also provides the key to the

mobile client 108 through the VPN tunnel.

[0039] In step 314, the mobile client 108 sends a message to the current mobile service
provider 106 requesting a handoff to an alternate service provider. Step 314 is optional

and is indicated by a dotted line from the client to the mobile service provider.



with a key to encrypt the data |ink between the nobile
client 108 and the new nobile service provider 106

wo edobogdong handoff. In FIG 3, the server 110 PGI/BEE081073017
in step 310, providing the key to one nobile service
provider 1062 (hereinafter referred to as the target
nobil e service provider). In %kep 312, the server 110
al so provides the key to the nobile client 108 through
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initiated dlrectly by the server, step 316 is
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[0042] In step 324, the mobile client 108 establishes a connection with the target mobile

service provider 106, by sending a message encrypted with a key. Since the target
mobile service provider 106, received the same key during the pre-authentication
process, it can decrypt the message and establish a session with the mobile client 108 to

complete the handoff. The target mobile service provider 106, may also send a message



for handoff. [0041] In step 320, the server may

optionally send a nessage regarding the handoff to one
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se
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mhigf then sends them through the target nobile
B%W’ “Ce provider 1062. Messages between the current

TR, Eu T 5 Ol s BTN Suger o
§dder 110 may be a centralized server or a distributed server. A centralized server may
be a dedicated server or integrated into another network-related entity, such as a desktop
or laptop computer, mainframe, or other suitable entity. A distributed server may be
distributed across multiple servers and/or one or more network-related entities, such as a
desktop or laptop computer, mainframe, or some other suitable entity. In at least one
configuration, the server may be integrated, either in whole or part, into one or more

mobile service providers.



server 110, or over a wireless link or nmulti-hop
W rel ess path between the service providers. [0044]

wQo-2@9/0Z6071 | ustrates an exanpl e of a hardware PCT/US2008/073017

i mpl ementation for a server. The server 110 may be a
centralized server or a distrjbuted server. A
centralized server nmay be a deXli cat ed server or
integrated into another network-related entity, such
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0948]0WEe BEdRessof KO£ W lteSpcﬁllsﬁ)ll‘e a5 rhdniing thOBLS @R general processing,
ﬁl%lruld?nt:getrh%l eS;(eca{cPolntoa software stored on the machine-readable media 506. The
processor 504 may be implemented with one or more general-purpose and/or special-
purpose processors.  Examples include microprocessors, microcontrollers, DSP
processors, and other circuitry that can execute software. Software shall be construed
broadly to mean instructions, data, or any combination thereof, whether referred to as
software, firmware, middleware, microcode, hardware description language, or

otherwise. Machine-readable media may include, by way of example, RAM (Random

Access Memory), flash memory, ROM (Read Only Memory), PROM (Programmable



regul ators, power nmanagenment circuits, and the |ike,
which are well known in the art, and therefore, wl|l
waoeivbzsodescri bed any further. A network adaptReT/BOB08/073017

provides an interface between the network interface

402 (see FIG 4) and the bus 502. [0048] The processor

504 is responsible for managi t he bus and genera

processi ng, including the execution of software stored

RBad-0alyTeRkdey) ea8eRON TBAs#b]S0@rogHiemableC a82ar0diP4 Memory),
be ig&éenented wi th one or nore general -purpose

EﬁéR@M s plelestac i pbsisable oRwgsmnmabley -Oaly nMemesy), registers,
' o | . OSP
gl‘tagﬁe%rcﬁﬁﬁséﬂcgl glgié§ hOGCIHR! &8h§ sultdiié E%f%%ﬁﬂg or any

t
er circui can execute’software.
sdmabihativn thewesf.r ued broadly to mean instructions, data,
or any conbination thereof, whether referred to as

ORSIWBT ehe hhddWary empkhdeabvariBustikd@l aC ®UE, Shalidwaichine-readable
descri ption | anguage, or otherw se. Machi ne-readabl e
mediadUoaly shoen g @artyf thaprasesseieasiisicd 4@hnMIeREp diom the processor

BRERTDRY B atha P TP e Ry ARl Bt reacaic
ey ey P e 8 TN sttt sion 1.
Ky P thﬁma{es : Hnlggtlqugqa(eiaﬁg lg%e’d%/an gﬁ@ n}fgli l’gé]élgeg @rtraéaﬁgﬁssion line, a

' raoe ' ' [
SRS F0 8158 1 R O0L hAORTERARL 6 e v

whichstagt led aceeskddGby Sthet proceraahidi¢ - themghbthe matepek B0&pter 508.
LS sho as .part..of the prqcessing,syste 04 separate
PRy i JR aLigpn anafe RaTEGeRR0RNS TREGE 0851 FRrfon thorcof
R§ WRrihteWhaddd et prodRpsesialish hherRSh g -teRdRRhEe and/or
medi a 506, or any portion thereof, may be external to

gtergregisteshilayy syst em 404. By way of exanple, the

machi ne-readabl e nmedi a 506 may i nclude a transni ssion

[0056, The processerg syateen At ulagitbecconyiguat as asgedéwi-parpose processing
co utegbgroduct separate fromthe server, all gﬂi%h i d
?Ph*%p% &L RRS QB Y PHEPREISEWLS BFovalng thr BiRgRsRdunctionality an
BatMar keadaphrividiRS at Aakes Pattioheds the thadhihALHHAIO hekfd 506, all
t he machi ne readabl'e nmedi a 506, or any portion

lineadetoizcthamyvitheothent suppattong ¢intudiry aropglo e sxxearng s architecture.
ch as .the case may be with che and/.or, general .
PGy e dOrbBe) i pICALS dy Jbledisl ity 0 ASIC

bepieafiérgBp&dfi@sntdgrgRaaCiaduif) WilP IR ROOSEHSHUY thy 6ét@drk adapter
wi th one or nore m croprocessors providing the

PV cuBRang GHewiyapt shovandaktlelenst|a pesiveR i jhe maghingreadable
e 38} BRI 0y CRRTRD TG LGAEARLC, TS PR
Pluigeanghatdlo @xtt eAnay), iDsa(Rrbgtaectdbie Logic Device), controllers, state
machines, gated logic, discrete hardware components, or any other suitable circuitry, or
any combination of circuits that can perform the various functionality described
throughout this disclosure. Those skilled in the art will recognize how best to

implement the described functionality for the processing system 404 depending on the

particular application and the overall design constraints imposed on the overall system.

[0051] The machine-readable media 506 is shown with a number of software modules.
The software modules include a protocol stack module 509, a pre-authentication module
510, a session manager module 512, a tunneling module 514, and a handoff module

516. These software modules include instruction sets that when executed by the



Al ternatively, the processing system 404 may be
i npl emented with an ASIC (Application Specific

wo nioege@red Circuit) with the processor 504, tPEI/US2008/073017
net wor k adapter 508, supporting circuitry (not shown),
and at |east a portion of the machi ne-readabl e nedi a
506 integrated into a single ip, or with one or nore
FPGAs (Field Progranmabl e Gate Array), PLDs
pidcegespsduse HRYIr6cdisivp §9dtem Q@D 1tH @hir@ 08t thetpad®ss steps as shown
machi nes, gated logic, discrete hardware conponents,
#ird desgribecher FEGPt égﬁ- e Farh softwpig, medulgiyay sesisiontt p $ingdd storage
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escrib functiopality for the processing system 404 .
geeqae%amﬁge BA% qﬁf‘él%ém {’?ﬁ?%‘i’ra_ AP LAY IFHROXFgrE HRuring exccution of
&%%BPA’V'&I‘%%&IQ?, tﬁﬁ gfﬁc%%'oPBM hﬁgqﬁﬁfjso% S BELA dns into cache to
[0051] T r ead

system machi ne- abl e nedia 506 1's shown
wictdas@ acngabepecdf Qué pwamae wachd bees Mhy tisof bevdoaged into a general

bt fin b EafiB b rButeestoR, BBELiSrha nfis functionaliy ofa
SOTEHrE nvHAle BeISWNDRKI BE uiBGSbEd Thf sudin@ichangast ﬁrn%)lernented by

nmodul e 516. These software nodul es include instruction
Hietpsoqehsor SO athce geesutiog insiruetinap fisethgbrofsode madsle. t he
processi ng system 402 to carry out the process steps
HO5Hhdhn ranwcdeseck bwsddile F9GBayl b8. usedcto swplewmne the protocol

nmodul may reside i a si.ng|l e stor devi ce or. )
Bk anS s et G TS ol osAtgndeggribed thus
%’f,afﬁégﬁoto_@ols b MR RIS & FRYoRe1E 38dafplembAtifRAM VD Protocol
a hard drive when a trlggerlng event occurs (e.g.,

a
lbisirenmpgendee pliths data bek dayer amplomicnted durth¢ petwork interface 402
rov.der,) . ring execution of th of t war.e | e
RRE HHOEeL: 87 Bl TR R et R MRATARR by be wed w0
ingleme@C iR uPpdrnN o @dE € 0 AGEE St Nkd layGn eby0 hroVidiBg CAGREcontrol,
lines may then be | oaded into a general register file

pdmowieseamen apy CfRE refoyelds s dhe pofocolystask raedie iSAY may also be
netional| t | it |
B3R HRSALAIR el B SRRSO TR LS DR M o pace

trynsfdreapwolt s gertrédnfgorvager lex poutdimgtramspbrcuctramsfis of databetween
Lh hﬁ.‘z;f tbA\gthr?geg dl%gclr} ! l[agOM%SZ og ﬂg; 4 g%sggl%: syss%e?n(f kthg?)goqcloceol stack

Rt 1580 MRy pBFtiAHcROf, a9 e iRplBRhted 1R the REWSSE Mdrface 402.
In the 1 nplehentation descriibed thus far, the protoco

Kk . ' ' i ' . :
ERSSK T By Pl ARREIELEL oL e IR PTRIL ppainssions
Wiithkhd mybilc sampkepmnidecs iy diostsnet wor k i nterface 402
(see FIG 4). By way of exanple, the protocol stack
[0S EhdQPec-aRYichiRatiSEIndduld BRO eiBN et ikRd UBPEk-Aueichti@lc mobile

of the data |link |ayer by providing flow control, .
service providers for handoff. The pre-authentication module 510 may receive from a

mobile client a list of mobile service providers in the coverage region for the mobile

client and use the list to identify the mobile service provider for pre-authentication.

[0055] The handoff module 516 may be used to enable the handoff of a mobile client
between mobile service providers while the session manager module 512 maintains the
session with the mobile client. The handoff module 516 may enable handoff by
authenticating the mobile client for the target service provider prior to handoff and

provisioning the target service provider and the mobile client with a key to support an



acknow edgenent, and error recovery. The protoco

stack nodul e 509 nay al so be used to inplenent the
woedmoedo7i ayer by nanagi ng source to desti nat i BCT/US1088/073017

packet transfer, as well as the transport |ayer by

providing transparent transfer of data between end

users. Although described as B%rt of the processing

system the protocol stack nodul e 509, or any portion

theyeed linketleni thp heoEDN@Ming YhahBEff NETHO hiinddTt @fdyaseenabled in

402. [0053] The session manager nodul e 512 may be used

ByPaie e spijets Messprasningludingels MR of wkamplehe meswigr dndicating that
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[1st to 1dentify the nobile service provid

harsloffUnbeuie |5¢étrma<ynfurt[1610155}zld€h1ernbtand ddif forwatding fmEtBetsageeived by
e used to .enabl e, the doff of a nohilge,client

BEBER sreFT Brudi< I AN PGRA cuPiseriraen hSyisghagdor through a

MRRAYBEWRB Whe s&dér BRd 'ﬂlﬁ@'tzﬁgett &@V@@ oA8erMat WirkREs link, another
nmobil e client. The handoff nodul e 6 may enable

mehdosdrvigy pmctﬁémrubwpmg)thdﬁéuw méan,SL ient for the
target service provider prior to handoff and
[9086li $honinnglinghemotlalegdit mey be wscdbyticdervearid ndugtain tunnels with

ile client with ey taq,s ort ane ed |ink
BB Servich dovibtb anf sty kBRI RBShT, SEF Farg)phe used o
£RARIIEG uAnEISRFRRASAbIR: YRt QSinPBRAGIE Fronh ACEhNEhoBYe service
way of exanple, a message indicating that the nobile

plovisiet thadargel suvied provadarar lgethe siesolased cpniesrirefean, tlae tunnelmg is
er%ormgg rbly%drlng(ﬁlll e, geervgrn allf(?\%ﬁelvaelp Inlé of g?nft ér];leatlso%% V[hec Emnehng of

curren rvin

d&a bestech ﬁlwﬂn&diﬁetmb Ithef:‘n&‘deb &d., mobil@sdraiae pfdcwde'ﬂﬁald clients) may
handoff may be a hard or soft handoff. \Wen the

halegeted clssvbyain teactvediki ndi cati on nay be received by
t he handoff nodul e 516. The handoff nodul e 516 nay o
f&ﬂﬁ'ﬂhE}G pﬁr % sjmphﬁﬂfébhol@l dfagrant ghwtaidngan @s@@n@@ of the functionality

the ¢ r.vice .provid el
GEF BloB® ik e ! T RGP IRRRORY ROKIEE 4B 1N i R o b
hatweelinkshe et BsMBgenadceh drh%tdr@ge@e&ussﬁwb@ew@és@\prcd@éols aThlS may
wirel ess link, another nobile service provider, or

Borfehisyerbrvidupt WOV ANvasatvork [aderisT 6PRethalinmRACTiGE r‘rb‘éfﬂ?sé access
ﬁ%o%o YoiP8 WHEANDY Ehg nRfleY gfozt Qn 18 W@H@ e HDRE! e?daéf& 04 that

service providers an ents e tunne
pi@dldee H¥drehBy aatcso pbmt%edn(ﬂﬁlenﬂldntsall% a Byrnsgl ofl\feiahnple the
bile client du ng hang¥ff froma current nob

%‘Pr}g\l% Betyjogk ?%P@ﬁert 2N pagatde dransed Ve Ty ustipsy tha SHPP%S EV-DO
fir&inRe Qcc%mmcgl%ﬁ %tWW‘ANE BRI e WEANTE W Srk adapter 604 may include

a transceiver function that provides an 802.11 access point for mobile clients 108. Each
network adapter 602, 604 may be configured to implement the physical layer by
demodulating wireless signals and performing other radio frequency (RF) front end
processing. Each network adapter 602, 604 may also be configured to implement the

data link layer by managing the transfer of data across the physical layer.

[0058] The mobile service provider 106 is shown with a filtered interconnection and

session monitoring module 606. The module 606 provides filtered processing of



performed by a nodule in the server. However, in other
configurations, the tunneling of data between the

w0 nioeoz®rl and t he nodes (i.e., nobile service pPCDUSHOS/673017
and clients) may be | ocated el sewhere in the network.
[0057] FIG 6 is a sinplified block diagram
illustrating an exanpl e of th57functionality of a
nobi | e service provider. The nobile service provider
dédife@ont ARbLAO clidrty 10DsdhbtBe ivtercBhBSHoh bBd&e®WRI ad-hoc wireless
honobgeneous or het erogeneous wi rel ess access

prlt Bedies WWAN ngiyorkantseee 08 iniprevidedapply ivempbilk clients 108
PARB R SO AT I S LA UG EREaRE L e hocut e

alda piadtitaiod 4uirebdd @mavitdety wtwednethe ssrvac ass shepaithénticated mobile
nobil e clients 108. By way of exanple, the WAN
ﬁéﬁ%b“@-adapter 602 may include a transceiver function

that supports EV-DO for Internet access through a =
/03N, Theenobite sapviampretidas RO alsa predpdes @scrvige nravideirppication 608

LSS RS D5 AR A 56 g SGR9 o, ns
apport6 CdWrRY obnteraaf dcgess el a tnobilepliesteiber draepbiythe e@lbile service

| ayer by denpdul ating W reless signals and perform ng
Bliowg{er rEfio f g%qlaaﬁfc URGHEN {5 SHPPXATRE Y 08 eW¥T ntjterfage no12 that
e
B e Y AR oo, R e ARUIANLE TS 606 under
ointhh A tlecsepase phwidenypploatioh #P8r . TheQB888intcFfec dBinhay include a
Eervicg.ﬁgpvidek 106. i s, shown ﬁk%h aﬂfiltereg binati
Piafc SIHREX: PRIHKE dSEROPRT Jowi ko ARRGT ABY LY 1BeTs HembHpAon user
mRdece dE0RePihay bk § nldbalb HbREBEESSINRY tPhERE ARIWIW AN 104 or
nobile clients 108 so that the interconnection between
thedntgtheh @2 (t¢ El@sl9. | i nks to t he WAAN net wor k
interface 602 is provided only to nobile clients 108
HOo0ieAsi distusstdanbbyeerthd tsticchyravivier splieationo 60 exlsohenables the

VWA t k. Th dul e 606, al sp..maj.nt ai t | ed .
EARSCRICy ot BroBEE R HEvISeY WeroRia s dUFnehiy sty provider
Eﬁgmchﬁotp b€ Hastdil8a sEQRRWvitd e §@%d:! 18 058 re‘fbl@%ﬁ_g@ rcﬁMblgleﬁlessages

106 al so includes a service provider application 608
withtth¢ Sprvenaheslditive, e s¢rwicgQBovideprpplicdgom@OBgdso maintains a

services to mpbile clients 108, .and (2). supports W\AN
Bt Srbl ke oo g 1B TR bind RO bervoen

thaeserabd bveRE \ippkcapion\d0deind B6 .mdJbir ¢lrht €08 f TICtdroide provider
IS supported by a user interface 612 that conmmuni cates

Hrniatione 0P TIdeswirRadiopr e agtientienialighd meEmitisd lients to the
SHg SRR S NS5 VG RERY JRSOEPRRE R
thtapbraycticpead escssion anapoong, mpdylst 608k alland/conteanylow for only
g&t eenrticgt% almrgiai)ler(r)r?lttg(f enrlobile clients 108. The filtered interconnection and
session monitoring module 606 also optionally monitors information regarding content
flow related to mobile clients 108 such as the amount of content outbound from the
mobile clients and inbound to the mobile clients, and regarding WWAN and WLAN
network resource utilization and available bandwidths on the wireless channels. The
filtered interconnection and session monitoring module 606 can additionally and
optionally provide such information to the service provider application 608. The
service provider application 608 can optionally act on such information and take

appropriate actions such as determining whether to continue maintaining connectivity



interface devices that enable a nobile subscriber or

user to access the WMAMN 104 or the Internet 102 (see
Wo-2@9/030071 [ 0060] As di scussed above, the serviPET/US2008/073017

provi der application 608 al so enabl es the nodul e 606

to provide ad-hoc services to nobile clients 108. The

servi ce provider application B08 mai ntains a session

with the server 110 to exchange custom nessages W th

tvine thermvstile ¢ienaddod A witteheS&VdrC Br WHRMIcE®S continue to provide
appl i cation 608 al so nmaintains a separate session wth

gapise np plhqudd be ngted thaghe Simciqrsdasgiibrg 18 uBeBgsHRISsHgI8 can be
o g gy '
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pldSidersavi fmstiomlior aehé¢ mobidasauicherdvideati @6, and

permtted clients to the filtered interconnection and

0681 BheAORE i ROsciEied Ipeove@e . 106h@ecidek tteredvide these services, the
I nterconnection and sessi on nonitoring nodul e 608
grvigapreadrrepplisation F0Srscons ¢ radicnieter the acegr 4@ for approval. The
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CRSHaPT Jf B oDI O NS ARHAOAMG BP0 T &ongAgys in The mobile
Riroéé gRIviPRbé cati on 608. The service provider
application 608 can optionally act on such information
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whet'her to continue mal ntaining connectivitywth {%e
apbichteorc [G08Nntrey 108/ catvd wm t d1l-hdve WWBANerSeroce Weet ldemtifiam (SSID).

ntinue .0V service. |It. not ed, t hat .
i Bobdn Rt 1 BEY Ssecinst i BIRE SRS o A6 1ot fipie sorvice
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es I Ces service

tRRutieatié2idn I8 mebitsclant @oRIaRE sdroick eo i@ \uplidatidn f6OR may use
approval . The service provider application 608

W@&@@§W§d&WﬁH§ﬁﬁﬂ%ation by the server 110 and approval
fromthe server 110 to provide service to one or nore '
86311 Ehe kéreiee pravder applicaimm &8 may opagnadlyt thepsd wameve a mobile
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R HEF 4 0@ S G R 1o P2 DRBTe o R nnenticatca
NEAR Situatds,dhs §HSRE Pridaddriapplicatibe 608 e distHBYte the time it spends
in each SSID depending on the load that it has to support for existing sessions with

mobile clients 108.

[0064] The service provider application 608 may also be able to determine whether it
can support a mobile client 108 before allowing the mobile client 108 to access a
network. Resource intelligence that estimates the drain on the battery power and other
processing resources that would occur by accepting a mobile client 108 may assist in

determining whether the service provider application 608 should consider supporting a



be denied if the nunber of nobile service providers in
t he sane geographic location is too great or if the

woaBloger at or has i nposed certain constrai nt SPONUS1968/073017

nobi | e service provider 106. [0062] Once the nobile
service provider 106 is authenticated, the service
provi der application 608 may Bbvertise an ad-hoc W.AN
Service Set ldentifier (SSID). Interested nobile

fidvl @dL51e 1DBnIMRYR 36 8QRhAHE a Mahlloff RE IRTIMDYIR ARGE$ES Fildeh another
nobi |l e service provider 106. The service provider

aepils suviconrawo® Ay t hen aut henticate the nobile

clients 108 with the server 110 and then configure the
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clients 108. [0064] The service provider application
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galebmil Dor HRHIES 6161%nd the WO/ 0M40GE BPRMARL O cannot be

608 shoul d consi der supporting anew no Ient 108
deciglecabby npbde kinde 108 ofThehtvinmpidvelec lapelntatidd $08 moap use any

anot her nohi | ervi ce provider, .106. .[ 0065] The
SERbIcRBor FePSalphl PR eE 0y Ry SRIY. mobi | o

clients 108 and provide themwth a certain QoS. .

a8t ahbe scrvisscproyilen arligaien 48 40ay ae Hambwe @t ime period for a
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S requirenent that it has agreed to provide to the

poisid, éhal itempy 008y dothi thy sdrecregndablici lohdatcliont 1 Pfe regarding its
lsn?a%%{lgorhity. This may occur due to energy constraints (e.g., a low battery), or other
unforeseen events. The server may then consider a handoff of the mobile client to
another mobile service provider, if there is such a mobile service provider in the vicinity
of the mobile client 108. The service provider application 608 may support the handoff
of the mobile client 108.

[0068] The service provider application 608 may also dedicate processing resources to
maintain a wireless link or limited session with mobile clients 108 served by other
mobile service providers. This may facilitate the handoff of mobile clients 108 to the

mobile service provider 106.



[ 0066] The service provider application 608 may al so
provide a certain level of security to the wreless

W@ewessopni Nt by routing content through the fPCT/E8®A8/073017

i nterconnection and session nonitoring nodul e 606

wi t hout being able to decipher the content. Simlarly,

the service provider appllcalm%n 608 may be configured

to ensure content routed between the user interface

fob@91amhe tsap VDO ISRS ¥pRichiieh reRduhRy E6Rena@N ARt niddile client 108

deci phered by nobile clients 108. The service provider
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l&eehp %1‘8%& HPAU%HEBBS t{ﬁhi %@g&&' 9” hﬁé/ss &99 Gioh Hifte with

Servic prOV| r appl 1" cat so maintaln a

prooessiper reshirées rbeingnabdali daecdctoi sentlcﬂ@&ldbﬁie atie@sd0& In this way, the

network. The tinme period may he agreed up tween
éﬂ%elﬁﬂtéggbweﬁ%@ﬁ l%wai‘/éﬁ%t'l%ﬁamsreah@tg OERHBiSP%ﬂCﬂber- The

a8 obB8 N Mg ntl sfb@tinRR t‘ﬂg rﬁ cSBEHBEr chefs not want to

the service provid p I cation eterm nes that

b¢ m@aglngtrhebltmclmmw iloe bitewowdi llllet tDI c@mninug Q8nevatihg revenue by

ces en .0r agreed upon tine period,
%?nﬁﬁvﬁh%?€P$%HBP eIF%je&gerver and the nobile
cllent 108 regardjng iits ynavailability. This
BOXr Thinang BoR et b@ mabHs ¢ 1§¥1‘htasT]e€ S@sswnamﬁwewg &e/ yhe mobile

t T
S Ao WL PO TS S i 10

mabuh! for 3eznimbtaempbi¢wseder:¢ pl_rdwddneﬂ% i heucdhe alobdb iclient 108 detects

d t i ni t mobi |
TR aretre L et sobte o ispPraifine NG ammb i b Sipion using
Ehe-Tansialih of ndobfe NRRiEE pedvigdit 100 Basci08 ﬁiarafﬂi'&ers such as the

service provider application 608 may al so di cate
pradlebls handwidds that thes;nqb@le eiviacgiroviderni Ooetar seppori khedpoS metric of

|n1te sessi aon clle 108 .ser b
htehl’Iel?bl c %erYlge BIéOI'VVI L gDOVI cost q.ffﬁle S chef a&é]qqls % it eAs described

tdrichana@fchcgbtiomRey Maglbe %@ﬁashshea be@vdeh ehenmbbﬂleechent 108 and the
service provider 106.[0069] The service FYOVId

Bepile saivicsnprevigeiho ﬁﬁﬁa@ ¢ peablishmeat ef thentessigg  An SSL VPN
96%5‘1815%11 lyybe e%&%h%ti@ %ﬁlﬁ? nocﬁe %R)%‘flk ch&ﬁl llog’anh I?ﬁ@é’@@er 1'16 so that all

user interfa ernative the servic
frafbici ltevccappé tveats @mm@)@@i Etye mmpm layar p@mﬂneﬁ b¢ kept in the open

rati on node with Cess resou
B ERPIY B areyids ﬁ@%&&a f%a@mesmr ﬂé@ss trﬁl%mog functionality

W@H{OBQGMEE%TCRJI&&QQ)6108 is managed in a way that is
transparent to the nobile subscriber. The seanless

Eﬁzgg % T{@@I@ofﬂ'ﬁy nRGi1dER I{tng Mrégrb% PRHD i ??Var ety of ways. In

oes not want Ing no
dlﬁ)ﬁBcormghraAmuJ ﬂlelﬂlcklﬁlet dica0h08 nag rgeneim |lmgtedes*¢mm1e\;vhth l’nultlple
mo %{l!c Qervggggovgl ers 16/% rLllrg?lkg{nlgeon% ll’Illo rl]ltesser%fcl)cge provider 106 to access the
Internet. As described earlier, this approach may facilitate the handoff process. In an
alternative configuration, the mobile client 108 may consider a handoff only when
necessary. In this configuration, the mobile client 108 may maintain an active list of
mobile service providers 106 in its vicinity for handoff. The mobile client 108 may
select a mobile service provider 106 for handoff from the active list when the current
mobile service provider 106 needs to discontinue its service. When handoff is not

possible, a mobile client 108 may need to reconnect through a different mobile service

provider 106 to access the Internet. Persistence of the tunnel between the mobile client



[0070] Turning now to the nobile client, a TLS session
may be used by the nobile client 108 to register with
wao b@ossiover 110. Once regi stered, the nobile cPCENS2009873017

may search for avail able nobile service providers 106.

When the nobile client 108 detects the presence of one

or nore nobile service provi s 106, it may initiate

a session using EAP-TTLS with a nobil e service

MOt defed O dabrRc Mt RAHaTRIFaIHolsi kClicASrbMena wahi@Previder to

bandw dth that the nobile service provider 106 can
BEIVIGCHEOMBS. et ri ¢ of the nobile service provi der

106, and the cost of the service advertised. As

83 Ar Iflshe baraiwididmeeds off nobie elygnt il 6% atcegreaterythye the capabilities of

st abl hed b tmeen t he bi ent 108..and th
fRLARLABETGoRE 45E0s SvTRe 16 T Mo moByERftednfos may access
Alultiple rsasRi tvicdpr&aticryYPN6S eissilQncdBly. bea aadsil chhrdi08 with
bet ween the nobile client 108 and the server 110 so

iRl tangaeaery eoweé nptaalinacearp muytiplacngpitcetrrviveroviders 106
SifdnaR G%ruglylt g cﬂﬁralte’ﬁt H%B&$e#<t‘8p§achq¥§]ﬂ?$ SORAC @89@&"{06 If the

encrypte rovide visiprlnt
sathay @68leby adtsbsapromizof um:lbd @H@dltb taycat niuhgplewtublile service providers
ierV|ce provi der 106. ndoff of .the nopile

~
06, hen §erﬁ%ycf@@nﬁlérm@f ??eousr«‘ Wg?tg}leoﬁ iGhhyI8 hag only one
RQ&C&QQJ hgé{faﬁfe' Qhen ﬁthﬁaFQFéth tglthg rﬁmé-%t r@%g&ﬁisnéc%bﬁmg each

[Tmted session wth nobi | e servi
pmbﬂedﬂvsepﬂﬁawmh06e usi ng one nDblle servi ce provider
106 to access the Internet. As described earlier, this

pops|o@bhdscnatyskilhdn lthd attevéié apprdiatd that dressiouk nllas*nratwe blocks,
alternatlve configuration, the bile cliept 108
BoHukHetleReHan aRPORSHISY %@%@g&aé%&ry imp lepggibed herdin may be

g@léhgﬁ%@% Qféftr&ﬁg h]gRRva!r@ &Hé)%[gr s&ﬁ%aféﬁ%r g&hﬂﬁl@ﬂl&hsa& both. To

Ive e service providers 106 in i1t
usirate tthis fioterdhamgbability Ohbardwhird end lsq)femre,m&qmyllsﬂtaaw blocks,

a biI servi ce provider 3] r handoff fr

Bt flerRen rRRe s Rt~ g 4 e U heet Bt fghsribed above
é&f@raﬂ%ﬂ&etﬁ% S RGP RtdcAbRalit]. smfe&ﬁer GEeh MheRomERAR fnplnented as
not possible, a nobile client 108 may need to

hazfdwnﬁ:e@lt safhwaoe glependdi ypoertbatparttsiyiar etpsbwnoneaqdr @mgmeqconstralnts

BRuRE ST FES bl SO Fhnt e, S B Pl iblfuchf 3R descrived
ﬁﬁlfctlomlf\}dﬁlf\farﬁflg &a®hrlegctchdrentlad dpphiraiva. servi ce
provi der to another service provider. [0072] If the

[ Wittt hinde’ebed ahatethdbbéific Dri@Ndr HiPRr@yeoO§t8R! BY the processes
than the capabilities of the avail able ndbile service

@mdowlels on 1lbstratiorent exeepiai alpem@chleéntBamBumydeatgaefEsferences it
nult bi ser vd ce rovi.ders, 10 nult neous
s L oM Brh Y i Gr T o S LR may be
%geﬂgddalﬂhy a8€6TRSemy Mgl rhéthdEcladi Prescheéemeats P eI vAEbEs steps in a
sample order, and are not meant to be limited to the specific order or hierarchy

presented.

[0075] The previous description is provided to enable any person skilled in the art to
practice the various aspects described herein. Various modifications to these aspects
will be readily apparent to those skilled in the art, and the generic principles defined
herein may be applied to other aspects. Thus, the claims are not intended to be limited
to the aspects shown herein, but is to be accorded the full scope consistent with the

language claims, wherein reference to an element in the singular is not intended to mean



simul taneously using a different transceiver for each
nobi |l e service provider 106. |If the sanme wirel ess
W@ewemssopr ot ocol can be used to access multi pl BCTHDRIDE073017

service providers 106, then different channels may be
used. If the nobile client 108 has only one
transcei ver available, then i4“may distribute the tine
that it spends accessing each nobile service provider

186 arld0613] onEhasgesofspedifitdilyl b tRdAbht Wik d'oaP i efddte Unless
that_the various illustrative bl ocks, nodul es,
gneetricatls stategnberaiites thavsimoseme’ aFdCTs|te OPF ORMoTe.  Pronouns in the

L r

AR e EEe  Hep R R RIS Mo Bl B 3687 B0 ) and vice
iFe?rsa | IAl]JlSsttthEalt dmdsfuncttmbh@ﬁgﬁab's ko the adémbras dfveircevaaiods aspects

BELAAST Biou Sy L RS L2 RO o o s
%ﬂilgﬁg JkilPed tADQKE, &egﬁﬁﬁslsf ylﬂcGrpto?eft h@feird 'B?' feference and are

unct ality. et her unctionality 1s
mmidedrﬁnt@emntpamddm}e ther clsmm waMercolegne nd@ungpdmclbkﬁei herein is

B G0 BRP PR b el ot SBRRS Ruh PispPRRER cxliciy

ERRed @Sk dMfhs| th%laﬁﬂ ldnight iftoVed YdrREruMBMSdek e ?@Qﬁlons of 35
Eﬁrtlcular application. [0074] It is understood

eCs pel3, fsixth @mgrapbr upssrthe ¢ e@f issexppessiynreeiesl using the phrase
LGRS ’Sord hp %‘9 of 3 nge hO(i gg epeme%{ 18 re?fgg(i sn¥g the phrase
appr oac ase upon desi gn pre erences,
UﬂQ£ﬁﬁtOOd that the specific order or hierarchy of
steps in the processes nay be rearranged. The
acconpanyi ng nmethod cl ai ns present el enents of the
various steps in a sanple order, and are not neant to
be limted to the specific order or hierarchy
presented. [0075] The previous description is provided
to enabl e any person skilled in the art to practice
the various aspects described herein. Various

nodi fications to these aspects wll be readily
apparent to those skilled in the art, and the generic
princi ples defined herein may be applied to other
aspects. Thus, the clains are not intended to be
limted to the aspects shown herein, but is to be
accorded the full scope consistent with the | anguage
clainms, wherein reference to an element in the
singular is not intended to nean"one and only one"

unl ess specifically so stated, but rather "one or
nore." Unless specifically stated otherwi se, the term
"sonme" refers to one or nore. Pronouns in the
masculine (e.g., his) include the fem nine and neuter
gender (e.g., her and its) and vice versa. A
structural and functional equivalents to the elenents
of the various aspects



descri bed throughout this disclosure that are known or
| ater come to be known to those of ordinary skill in

w0 b@omardo7ar e expressly incorporated herein by Pef/EsmngEr3017

and are intended to be enconpassed by the clains.

Mor eover, nothing disclosed herein is intended to be
dedi cated to the public regar%ﬁess of whet her such

di sclosure is explicitly recited in the clains. No
claimelenment is to be congiradsunder the provisions
of 35 U . S.C. 112, sixth paragraph, unless the el ement
i S gﬁpressl¥ recited using the phrase "neans for" or,
WHATSISCQEAIMER IS5t hod ciaim the elenent is recited
usi ng the phrase "step for."CLAIMS WHAT IS CLAIMED | S:
1. A serven,  RMRGESHRGe: @ Processing system
configured to maintain § session with a nobile client
t hrough a # prestssmgrysemsenytigoedpo owindain,a seksgon with a mobile client

rocessi.ng system bei ng further configured.to
BRI HER EiobDe STy oS e 5N fuptheronfigured
RApaoffihernditste W 8EQINA HBBIlP OGRS SHadidSY F6€ Minddff, Wnlh®herein the
configured to enabl e the handoff of the nobile client

progeastigesyicmsis futbiisiricenBeurod tecipblythgdendadt phhegeeiledrlient from
R AR RoREP AP R SuPhE, PP LRSS0 er i

whagitghin g tNesdosion @sthithgmsayisé eivnk.s further configured to
authenticate the nobile client for the second service
provider prjor to the handoff of the nobile client to
t he sgcondT erifreE o slatrerl. Vél.ererrﬁe@epww&g Syafem 35 further

Eﬁr}ﬁf\%ﬁké&l b HRhEEES ﬁigr}ﬁoﬁl/e%l{%ﬁ’c For thbdcBRE sGORE ipg%gﬁ# epnﬂ%r to the

ovi sion the second service provider and the
bdndefftofuhd mobilkdyent  thepgond samicepeowdtred | i nk bet ween
the nobile client and the second npbil e service
provi der fgllow ng.the handoff. 4. The server .o | ai m
D ool n ihssehebBebli d 35& e ot ind SEh T R Slpineured
toPpro@iERInBe FERRY s8&1dAQRbViBerCdnidehé ndbilk EtiefwilPRIkER to support an
service providers in the coverage region for the

sy nted dinkebetweem dh mabelsselivgt sydt e sepmh nfabile hasevice provider
J: se the list to identify the second

%%@%ngggggﬁﬁgﬁprovider for pre-authentication. 5. The

server of claim1l wherein the processing systemis

furthér comhé¢ guered 60 cddimblle wheecihathdopfocessinge spamsmeis further

to nmessage .i ndi catin hat .t he [

confﬁguredst% rgeceilve %orn tl{e I%o{)ile client a lriT;% bolf n?obile service providers in the

coverage region for the mobile client, the processing system being further configured to

use the list to identify the second mobile service provider for pre-authentication.

5. The server of claim 1 wherein the processing system is further
configured to enable the handoff in response to a message indicating that the mobile

client has selected the second mobile service provider for the handoff.

6. The server of claim 1 wherein the processing system is further
configured to enable the handoff in response to a message relating to the unavailability

of the first mobile service provider.

7. The server of claim 1 wherein the processing system is further configured

to enable the handoff in response to a message relating to a request from the mobile



client has selected the second nobile service provider
for the handoff. 6. The server of claim1 wherein the
wEe@ees®rng systemis further configured to enedi/eS10n&073017

handof f in response to a nessage relating to the

unavailability of the first nppile service provider.

7. The server of claim1 wher€in the processi ng system

is further configured to enable the handoff in

£8P GRSEhdrdof A SROErst elodilt BEidR proviestueShe Edcond idile service

nobi |l eclient for a handoff fromthe first nobile

BOvidcee provider to the second nobile service

provider. 8. The server of claim1l wherein the

procegsi ng S har e En ot .

t he hgndof Fﬁé{ e 1%1 ?I |V§%tﬁlg Fr %hm fwgec%sﬁys tSS’%ED@i e further

sarfigucel for m\vmmle rthet hartdme‘a‘f sf tenohobdiclientseomi the first mobile service
r der 5 server. of claln11 wherein the

&P §§Nﬁ65§§@'éﬁ% 1l SELYICREVidDnt i gured to enabl e the
handof f by providing a request to the first nobile

servige prpyd @ever b clRandaiferdih ehdmBEdsSing sy @&t is fuler configured
processi ng system being further configured to receive

for emablchtheskandal bvbbrqvetﬂgg rvicgeesh t@ el éirst gnobiledseseics grovider to

tf@n\%ﬁfft &1% rn?tﬂ l%e(r)ll(t::télglpngceg@% s%sqlern e?n% ﬁer %rr: gﬁfﬁ rgéi (‘50 receive

fromshP ml’ohd anobil® B@ivlc‘é/lphhfldéi%nIﬁﬁtﬁbdtﬁ)n&bhe@ﬂhe ha]nlioff'ﬁh eornplete.

server of claim 10 wherein the processing systemis

furth r to intain fhe tunnel wi.th the nobile client
dur i ni)t heTRANSBF Bf B HoBYICEiR | 1h6nPracp SRy & further

nd nobil e service
ot \gugeéifts M1521§o‘%t Phaxbideitn e rﬁJb‘ﬂe%ﬁgﬂ’t

he server of claim10 wherein the
processing systemis fqrther conflgured to forward at
IeastlhoneTbQGRBBSCfsdehvéi whertinethiei protesylgi $ystem is further to

]tﬂ\ﬁ OV I a8 rg}: gﬁo Mo Eeqllgtlolg gl:lqe}}g:ctil &Q%Qﬁfg 8? i E@ébqghcéient from

ﬂ@fﬂtgfm@cfﬂe%ﬁhw proWatedd thdgecPh@ERBEE BGvivY pieMddrS
further configured to support forwarding of at |east

some ggckets fromthe first nobile service provider to
the séondThobicner sefr ¢laga o ovherein dheedreconiing|sysigm is further

li(ifmésfxﬁe%t RGN & lfeé §6m9§%¢k\%ﬁ%g&%eﬂﬂ}r\e’th% ?632 ot “ﬂllg ‘351%106 provider

e server of erelnt
frgsit thenobilé ukidrh eltroaginﬂlb guitnettotthe satppd niobilk eerfvme \pmmicﬂairg
of the packets fromthe first nobile service provider

ﬁrgbit r&::?ﬂ?g éer{g?b ! ({fs Céser W 1ch g\]f)llrodc%gsirtlgh2395%6%['11 isaiql?t‘illgrecronﬁgured
to support forwarding of at least some packets from the first mobile service provider to
the second mobile service provider over a wireless link between the first and second

service providers.

14. The server of claim 13 wherein the processing system is further
configured to support the forwarding of the packets from the first mobile service

provider to the second mobile service provider through another mobile service provider.

15.  The server of claim 1 wherein the processing system is further

configured to provide an IPv4 or IPv6 address to the mobile client.

16. The server of claim 15 wherein the IPv4 or IPv6 address comprises a

MobilelP address.



15. The server of claim 1l wherein the processing
systemis further configured to provide an |Pv4 or

wo Ba8/ozaddr ess to the nobile client. 16. The seP@BUSTHNG/073017

claim15 wherein the IPv4 or I Pv6 address conprises a
Mobi | el P address. 17. The server of claim 1l wherein the
handoff conprises a hard hando¥f. 18. The server of

claim1 wherein the handoff conprises a soft handoff.

19. AlIBEer VEhe st QdIficRiimg: wheeain $hd BdndB ddbipkiBéshad handoff,
session with a nobile client through a first nobile

service provider; neans for pre-authenticating a

secon&®-nobil hesaeiaf ckigrlovien thohandaHgerprisesrsafigangdoft.

for enabling the handoff of the nobile client fromthe
firstlgnbik%e§%£%%ﬁﬁwgﬁ%%ider to the second nobile

servi ce provider while intaining the session with

t he nobi | emehnsefiir, m2i@faidihg asegsvien with @l miomld Sliwktethedugh a first
thﬁ.neans for.pre-authenticating the second nobile

QP SEVISE BIAVYER conpri ses means for providing the

second mbhﬂe@ns_sﬁ'&\/gﬁ@alﬁﬁ&iﬂcgﬁﬂg W kBeoRd KBWDI® RHAROMrovider for
an encrypted link between the nobile client and the

Banslofftlambi | e service provider follow ng the handoff.

2 1. The server.of claim 20 f [ grs]l nean .
For " provi arisgyRE @R Ruttfigh te GRPRL RS GoRTRE Trst mobie
s@viceprefide! i the 38cdndrrhbisile SOMPE ipSdvidir elaiRS mbftaining the session
receiving fromthe nobile client a list of nobile
?@PG@@@Ogﬂ%ﬁﬁﬂérs in the coverage region for the

nmobile client and neans for using the list to identify

the Sé .ondTHPk%bth@r %?rc‘lldiﬁel@rv@l\ékéiﬁ rthe% Qheans for re-authenticating the
preaut hentication. 23. The server o éia|n118 wherein
sdvendrencislef sarvieaghbvider téephssdoédnsciomprosidmgndensecbnd mobile

enabl i ng.t he .handoff in response a sage : :
RGO SR OHER ® Ei hBPPE B e ek TBr Bl apgbile client and
HRGOEFhI RN ilcBcRBEMIr6BidBr Vb HAT thOhaddder handof f . 24.

The server of claim 19 wherein the nmeans for enabling

the handoff conprises neans for enabling the handoff
i n r edponsé&he gerecnad skaag 2 Orfarther aegprisingtipeans for providing the key to

I: ilJity of the first nobile service provider.
gﬁéxﬁﬁ%qggéﬁer of claim 19 wherein the neans for

enabl i ng the handof f
22. The server of claim 19 further comprising means for receiving from the

mobile client a list of mobile service providers in the coverage region for the mobile
client and means for using the list to identify the second mobile service provider for pre-

authentication.

23. The server of claim 19 wherein the means for enabling the handoff
comprises means for enabling the handoff in response to a message indicating that the

mobile client has selected the second mobile service provider for the handoff.

24. The server of claim 19 wherein the means for enabling the handoff
comprises means for enabling the handoff in response to a message relating to the

unavailability of the first mobile service provider.

25. The server of claim 19 wherein the means for enabling the handoff

comprises means for providing a request to the first mobile service provider to handoff



conprises neans for providing a request to the first

nobi |l e service provider to handoffthe nobile client
waeaonsans for receiving fromthe second nobi | BCHES200$&73017

provi der an indication when the handoff is conplete.

26. The server of claim19 wherein the neans for

mai ntai ning a session with t M nobi l e client further

conprises neans for supporting a tunnel with the

tehhbilcCllicantind déansTHoe rSRIMEE Ol tledcBdrdbmbbigs Sdrfict Peovider an

means for supporting the tunnel is configured to

indlicatian whem thethgpdedf 1sgomplethe nobile client during the

handoff of the nobile client fromthe first nobile

servi pr eyl t : [ [.ce. . : :

orovi dor - i Sher @ i PEFRAFNTRC SRS Hisifaining o session with

thempotiikei chgninfieeths doorprifser meandifoigsuapoitieg sttuseire ithabkmbbile client.

received by the first nobile service provider fromthe

nmobil g clignt throu the tunnel to the second nobi]e :
servi 8% pr 501 awrer 980aim o ikEh b misiS AT TSP RRARE (hgpunncl i
B fPupddNton thadht SR SthE Andl Wit AR FRBIIE @licht 8Mingd tHet RBIdoff of the
conprises nmeans for supporting forwarding of at [|east '
giohde pliektefrony ghonfirsiemebitos seriishi previder W dee seewniddepbile service
t&skggcond nobi | e service provider over a wirel ess

Ink “bet ween the first and second service provi ders.
30. The server of claim29 wherein the neans for
suppo?8.i ngThéeerfar ofenlalinn?p afrtheackeapssing neand fog doedirdiag at least
support the forwardi ng_of the packets fromthe first_ . i
PRSRS IPacksty mceaeévﬁwf@eﬁr% dnels sxvish Pragesn Hovle g pgbile client

B-QWhARE tinREQH I RRGINEELIPRIiEe SRR Y{cpe Provider. 31.
Thegéerver of C|5%E119 Puﬁtﬁ%&’%gnpﬁksing means for
providing an | Pv4 or | Pv6 address to the nobile '
cli en?9. 32ThTkervegerfiadainot9 glcansiod niainthierme asaskien IvEthithe mobile

r |Rvg address conpri.ses a Mbbi.l el P,.address. .33. Th
Sl E¥rthsF SRR o TR G R OIHBE HRIRAEH RS 6 Rt damg Paskes from
harfikshAopiod forvidd provider 36 iveSecohd EloBilensdidichRbailer e a wireless
handof f conprises a soft handoff. 35. A nethod of

prlobetericerythe dirstiang seqomehsarviasmyeyiders.

conprising: maintaining a session with a nobile client

t hrou a i i Wef=Y ' ' : :
pre- st hont P L ST o SLaRa WRFIrEMEGH o supporias the forwarding
bipabiefs;is aodigemnabiol suppoin ehdhfvnaaidingodf thb@ackein fremcthe €imgt mobile
fromthe first nnbilg s%rvice. : : .
service provider to the second mobile service provider through another mobile service

provider.

31. The server of claim 19 further comprising means for providing an IPv4

or [Pv6 address to the mobile client.

32. The server of claim 31 wherein the IPv4 or IPv6 address comprises a
MobilelP address.

33.  The server of claim 19 wherein the handoff comprises a hard handoff.

34. The server of claim 19 wherein the handoff comprises a soft handoff.

35. A method of providing service from a server, comprising:



provider to the second nobile service provider while
mai ntai ning the session with the nobile client. 36.

wab@osmiohbd of cl ai m 35 wherein the second nobPCBUS2008/073017

service provider is pre-authenticated by providing the
second nobil e service provider with a key to support

an encrypted |ink between t heobi l e client and the

second nobil e service provider follow ng the handoff.

37. The neplan@aifihgGl RFdBGithW hbBilc EHPtHrsudhda first mobile service
providing the key to the nobile client. 38. The net hod
providesi m 35 furt her conprising receiving fromthe

mobi l e clignt i:st.. of i : i.ce i | R

the cover afs smiShfscH ey REEH! Fl A £ hindoht and

the |ist tenabtiegtthd yatdoéf sethondobitzbelioat Sy theefirst mobile service
provj der for pre-ayuthentjcatiaqn. 39. The method of . :
BICKIGT &% thinisraidimeRie pewis rovIderawil @alqt%m.ngég% fggiopgvith the
AobBSs@ge indicating that the nobile client has

sel ected the second nobile service provider for the
handof f. 40. The nmethod of claim 35 wherein the

hando$$. i sThaaisthed ¢inclrios pdvderdio the sasesdgwbrlelsatvigegprovider is

to the unavajlability.,of the first nobile service

bR GHORELY By B et iRy ssBR PR YHES key to suppor
haraayptel JinkNigddvesh e POBVE dlidtd aadrBeyesindt @obiesdriics tprovider
nobi | e service provider to handoff the nobile client
Elgviegebichppdptf.r om t he second nobil e service provider

an indication when the handoff is conplete. 42. The

nmet hogl; of [ ' QR i ' '

by sunbor t g o BEELEhTA ARuRETRNRuE, MR TGy 0 the
mebhodiaift. cl aim 42 wherein the tunnel with the nobile
client is supported during the handoff of the nobile

client_fromthe first nobile.service provider.to.the )
Secondmobi e Tl Sec BR dU R Ao B G g T fymobil
&iZenk Wnisher m@@i‘@ﬁérﬁb@?r&vﬁe@fn@h@ doddradcedsion ToNBc R B Sient and
recei ved by the first nobile service provider fromthe

nong the list foddentifi thousghondhaobilmssevice provider e ponauthetichiéon.
service provider. 45. The nethod of claim 35 further

conpr 't’vél ngTﬁé"ﬁﬁg{o%i: dr}%tl?fu?rllr) %&a{vﬂéﬂg& t(ﬂfe h@fldéff"3 58,8 pgn tNhsgonse to a

packets from I 'e"service provider
secape indbatg ser the em@lsiy chlan imsesclectod tied 8s®nli mkbile service
between the first and second service providers.

provider for the handoff.
40. The method of claim 35 wherein the handoff is enabled in response to a

message relating to the unavailability of the first mobile service provider.

41. The method of claim 35 wherein the handoff is enabled by providing a
request to the first mobile service provider to handoff the mobile client and receiving

from the second mobile service provider an indication when the handoff is complete.

42. The method of claim 35 wherein the session is maintained by supporting

a tunnel with the mobile client.

43. The method of claim 42 wherein the tunnel with the mobile client is
supported during the handoff of the mobile client from the first mobile service provider

to the second mobile service provider.



46. The nethod of claim45 wherein the forwarding of
packets is supported by forwardi ng the packets from
w0 o203t nobil e service provider to the secopd/oeinns/er3017
service provider through another nobile service
provider. 47. The nethod of claim 35 further
conprising providing an | Pv4 St 1Pv6 address to the
nobile client. 48. The nethod of claim47 wherein the
| Pv4 o1 | PYhc asldiiRs8f cRird2s agthar Mokiplishp foeldirems. atdi@ast some

The nethod of claim 35 wherein the handoff conprises a
h%ﬁkéts Hegsiesfby the firstheobistshpdccatroyidar Fpmghgmebds gligmidhrough the

C ff. 51. A
G I SOk BRI g T ot ruct f ons
execut abl e by a processing systemin a server, the

i nstrdtti ofibe awthodi ofi G]@'m:bﬁ éurfher nonmpr’isingismppmgtimg forwarding of at

eSS|on W o nt through.a first nobile,. )
RESPEn Mickdh drom ol s Crpb R, sdraie Py idkrab (B ertRapogile service
ﬁl%RIYde'P 8Vé?raq)/1'r51@§s HRoeRARATAS firspiieh S8R {Pdict pRvirpdof f
of the nobile client fromthe first npbile service
provider to the second nobile service provider while

mai nt 46-ni nghe methodsafi daimad X whtsrhvél thefpivearding @rﬁtpacl@ﬁzs is supported
C%gorw %(ﬂl'l n?h aﬁatc%@tglf% di f" fie %Ierr\q % I%%V“ﬁgr t%l tﬂe second mobile

entl ca | ng e SGCOI’] e servi

proNE gﬁfwdes tleondH giotied nodilpsavideréigersecond nobi | e
service provider with a key to support an encrypted

l'i nk between the nmobjl e cllent and the. second. nobil e
servi ¢é prgg‘? a@ﬁhqdo@ﬁ einh §° tTHEh e gougisingaproyiding an 1PV or IPv6

gﬁﬁ&gqgﬂkgﬁgﬂgk%ﬁﬁpdlun1of claim52 wherein the
Instructions further conprise code for providing the

key to the nobile client. 54. The machi ne-readabl e
medi ué$.of Thaimeti®dlofwHeime#h wheecin tist Fydtardibs6 faddichecomprises a
ﬁﬁ@@r%ﬁf code for receiving fromthe nobile client a
(WHE Pl e service providers in the coverage
region for the nobile client and using the list to

i dent 49y tiBe AREGAGS IR 36 viRFMh €& HIhaVif dempfisds a hard handofT.
pre-aut hentication. 55. The machi ne-readabl e nmedi um of

claimb51 mhereln the code faor enablin he handoff _is
confi g ed TheomsHRHI0& clat 3ﬁmafflﬁerhaﬂ18%%@ﬁ@eﬂ§% aggoft handoff.
nmessage indicating that the nobile client has sel ected

the segondAnRRLRiGe-S&IMHIC EmPIiM S&hpd@fg ilErubERROtfecutable by a
processing system in a server, the instructions comprising code for:

maintaining a session with a mobile client through a first mobile service
provider;

pre-authenticating a second mobile service provider for handoff; and

enabling the handoff of the mobile client from the first mobile service
provider to the second mobile service provider while maintaining the session with the

mobile client.

52. The machine-readable medium of claim 51 wherein the code for pre-
authenticating the second mobile service provider is configured to provide the second
mobile service provider with a key to support an encrypted link between the mobile

client and the second mobile service provider following the handoff.



56. The machi ne-readabl e nedi um of cl aim51 wherein

the code for enabling the handoff is configured to
wepablzorhe handoff in response to a nmessage reBCHUBI0G8/073017

to the unavailability of the first nobile service

provider. 57. The machi ne-readabl e nmedi um of claimb51

wherein the code for enabling%%he handoff is

configured to provide a request to the first nobile

servi ¢g proKé deichim-Rambef mddiign reIbélhen G2 @Mmtredn@he instructions

receive fromthe second nobile service provider an

fusthice eamerisevarda far peoHding e kaydo éppladeclion8.  The

machi ne-readabl e medi um of claim5 1 wherein the code

for Mgy Nt arfl . AiRE3R4Bk ‘Pﬂetdpmtl I}ﬁ oo 18 G\J_hbl%ﬂ{ the> instructions

configured to support a tunnel with the nobile client.

B@them hempEshicode feracdablmgnickinuthe cholmleatlanb& Wktesfemobile service

t he. code for maintainin session.is further . . .
BORICGUIHS BV eI IPRa AN Clig"} And Heinsrdls Yisg to identify the
SdcbBDnoBHE s&ict PRV 9 fre QlithkhgcamBRi | € client from

the first nobile service provider to the second nobile
service provider. 60. The machi ne-readabl e nedi um of

cl ai P58 whbe¢ siaghin¢recadplele medivno asclpin § hahewoniheicode for enabling
-forwar di t. 1 gast e packets recejved -
RATRIPE - Rl 2o 08 flute Ao AT REEHEE o\ FSHIE ndRting

theintstiletdieMUEB séib&ed tharetondandbir ssBGasotidbt foe tHeeavi efE.
provi der.61. The machi ne-readabl e nmediumof claim5 1

wherein the instructions further conprise code for i
suppor®i ng Porrehiasfgdable sedrunet clagiel b@s@t thefcpgigfor enabling

t&ahiidiets é&%ghfed%s MhE tl&r&ylhgﬁ*ri? :irénég&lik% t§ %qg&g%gémleiahﬁg to the

service provider over a wreless bet ween
fimavsilalahty feloofdt sebi¢ smvipe providters. 62. The

machi ne-readabl e mediumof claim6 1 wherein the code

for supportjng farwardi of,. packet s | onfigure 0 .
L ompor Lo hohe e Rhiresd B8 PR b ST pRfth il fo? cnabling
RManBoFaE CoeRaREPYD BRIvidehi QétfiRstt faeths EEMEobMPbdrice provider to
servi ce provider through another nobile service

panloffathe. mgBile THentnandhraseive faerabihe seeeiidumobile seriign proyider an

&ﬁﬁ%ﬁg@H%Qggk?%b%&g%hggﬁg&gyther conpri se code for

provi di address to the nobile

client. 64. The machi ne-readabl e medi um of claim®63

wher ep8 t hEhd Rudchiric-teR¥dbladdediam obnqainsed avhivhdin | tht Pcode for
r :

gl%?nta,ellsli?lg a session with the mobile client is configured to support a tunnel with the

mobile client.

59.  The machine-readable medium of claim 58 wherein the code for
maintaining a session is further configured to maintain the tunnel with the mobile client
during the handoff of the mobile client from the first mobile service provider to the

second mobile service provider.

60. The machine-readable medium of claim 58 wherein the instructions
further comprise code for forwarding at least some packets received by the first mobile
service provider from the mobile client through the tunnel to the second mobile service

provider.



65. The machi ne-readabl e nediumof claim5 1 wherein
t he handoff conprises a hard handoff. 66. The

worembion®7r eadabl e nedi um of claim5 1 wherei n PCBUS2008/073017

handof f conprises a soft handoff.
30

61. The machine-readable medium of claim 51 wherein the instructions
further comprise code for supporting forwarding of at least some packets from the first
mobile service provider to the second mobile service provider over a wireless link

between the first and second service providers.

62. The machine-readable medium of claim 61 wherein the code for
supporting forwarding of packets is configured to support the forwarding of the packets
from the first mobile service provider through the second mobile service provider

through another mobile service provider.

63. The machine-readable medium of claim 51 wherein the instructions

further comprise code for providing an IPv4 or IPv6 address to the mobile client.

64. The machine-readable medium of claim 63 wherein the IPv4 or IPv6

address comprises a MobilelP address.

65. The machine-readable medium of claim 51 wherein the handoff

comprises a hard handoff.

66. The machine-readable medium of claim 51 wherein the handoff

comprises a soft handoff.



