WD 2005/ 027402 PCT/ US2004/ 000028 1 PERSONAL COMPUTER
| NTERNET SECURI TY SYSTEM | nvented by: Scott R
woCopgbEme & Reginald A Goodnman The present PCT/US2004/000028
application clains the bendafit of prior filed U S.
Non- Provi sional Patent Application serial nunber
10/ 656, 750, filed 5 Septenber 2003. WO 2005/ 027402
PCT/ US2004/ 000028 2 Field of the Invention The
present invention is in the field of support for
el ectrical conputers and digital processing systens.
More specifically, the present invention relates to
security software and processes for protecting a
personal -type conputer systemis hardware, software
and data from destruction, unauthorized nodification
or unauthorized access due to nalicious conputer code
derived froman external data source. WD 2005/ 027402
PCT/ US2004/ 000028 3 Background of the invention It is
wel | known that conputer systens are subject to attack
by intruders who utilize malicious conputer code
downl oaded onto the systemto steal or corrupt data
or applications resident on a conputer system or to
otherwi se conpromse the integrity of the system
Bot h network and stand al one conputer systens are
subject to such intrusion. The intrusion typically is
the result of malicious code gaining access to and
changiﬁlg&the cont ent of aIgortion of the conputer
syst SONALI COMRETER ANEERNEASEGSURITY SYSTEM
conprom se data and the cost of recovering from such
i ntrusi ons can be excessive and even devastating, The
field has been and continues to be highly notivated to
devel op technol ogi es which deduce or prevent
susceptibility to these atlnyerted by:

Scott R. Copeland &
Reginald A. Goodman

The present application claims the benefit of prior filed U.S. Non-
Provisional Patent Application serial number 10/656,750, filed 5 September 2003.



U S Patent No. 6,578,140 to Helbig, Sr. is an exanple

of a nethod and apparatus for enhancing a conputer
WGeYBbseride2 security fromintrusion by an i ntr ueer/Us2004/000028

mal i ci ous code. However, the Hel big technol ogy at

| east in part is hardware dependent in that it

requi res a coprocessor device and nulti-logic

controller circuit to acconplish its utility. Another

exanpl e of a hardware dependant security technol ogy

is disclosed in U S Patkeld dfahe dnveiiob40 t o

Policard. The Policard technol ogy conprises two

separate nother boards with CPUs and two separate

oper at i nFheysesentinventiads irothe fiekt of suppors forglestrical eomputers and

Wt hg. the and. o ' i i l: -
el S, PR S U0 hin rls o
noniseourityrsdftivayhara pt peessiesdov protecting peesonAblypg gomputer system’s

req d ' ' ESnfcdioh! Hﬁﬁﬁpﬁkﬁﬂi .
mhigL @gﬁéagg apprg@?a Pgﬁ?g{?he co?&’%g?%ﬁ ern=.~nt|ncg?tmnor
t he unauthesizedgccesdusta maicions pompuigr cesle dmvggfrp@wi extegnal data
or igurdeardware driven will tend to add cost to the

i mpl enentati on of the technology, and potentially
conplicate retrofitting the technology to an existing
conputer system Recognizing the benefit of a software
driven solution to the intrusion problemthat does

not require adding hardware to the system the field

has devel oped non- hardware dependent conputer

security technol ogi es. Exanples of WO 2005/ 027402

PCT/ US2004/ 000028 4 non- hardwar e dependent conputer

system technol ogi es include U S. Patent No. 6,526,488

to Wite et al. Wiite describe a software driven

nmet hod for controlling access to and corruption of

i nformati on on a conputer system cause by a PC virus.

The White technol ogy works by dividing all stored data

into partitions, at |least one of whichis a "wite
recoverable"” partition. If a command is issued to

wite to or nodify any data stored in a "wite
recoverabl e" partition, the command is executed el se

and the new or changed data is accessed for the

remai nder of the session, with nodifying the "wite
recoverabl e" partition. However, this technol ogy

requires the establishing such partitions, and noving
existing data to them and does not protect any data

that is not in a "wite recoverable" partition.

Anot her exanple of a software driven security is U S.

Pat ent No. 6, 480, 962




to Touboul . Touboul describes a system and nethod for

protecting a client conputer systemduring runtine
wofonesndiart i | e downl oadabl es. A hostile downl cadaiy2e04#090028

data inported froman extesnal data source (e.g., the

Internet) that contains malicious conmputer code.

Accordi ng the Touboul nethod, the conputer system

i ncludes a set of security rules defining suspicious

activities and a set OPACKZFOURQ PYINEVERHOR o he t aken

in response to detecting violation of the security

rules. Wiite defines suspicious action as.wite

oper at i ondt isovell kyowmthat spmpyier sYsterns are wbjech {eattack by intruders

”E”Drvyhcp i Hﬁé’ﬁﬁﬁ%ﬂfustddﬁﬁmté}t Sode #0MAMBAded! bifto -Eﬁé' b?ﬂlém to steal or
t echnol og ) ! |st dependent .

act i (fﬁ?"i“§¥ lﬁ‘éﬁa ar @PEJ‘I“E‘PPB?] revidenteon ?‘ﬁonﬁ’r“t?raﬁfséenbf or to otherwise

SUs pi dpfpremiseth@itiegrith of BfelsyS@m: fﬂtﬂﬁhehﬁ)ﬂa rafid efabé @lone computer
Also, it is posjbleﬂggl |nnoc or _otherw s

appr sysems arg spbisht tspch, wtysiop, o “‘5’%‘5 P aﬁngs the result of
act| Qﬂalﬁﬁ@hsl d:(ﬁlepgAaﬁﬁl ﬁhgtae&:s@?eo anﬂlchhﬂ?gmg) theoéoxttélﬁ of a portion of the
security rul es t ove not

© o OrT SISy et RGO R, Bisauin it IN Or GO fiamise data and the
i nt engedofreconding ﬁmrsﬁch sntaisidrls dahédesexcessive mukelvenndevastating,
the f nor e rnative .G ut te

secur] T/ ield B brSReEe b 35 R valeib il sshmologies
sol utwhich dedudensr meﬁdnit susceptibihity tosthese atfaeksral i ci ous

conputer code fromexternal sources (e.g., the

Internet). Therefore, it would be beneficial to the WD
2005/ 0274GZSPB’a'bthNOOQJSGGQ@Q80 HelbigeSd is an iexemple of a method and

L, SR SRS 0 b
not riatjuderds malicions |¢06¢ dovyesrthe HQiblgatﬂCh;)QIngi #igleast in part is
COMPY|Lh, ﬁ%sa%a@m%ﬂdg{agﬁpgaﬁ&gm‘ étoddstorilibVibd ¥nd multi-logic

Addi t1 ona icial to ave a
sof t vmngoacr wirauit deagcemplishs its mtéiézurwgﬁhelt sxampleogf; a hardware

t hat d H&’:ht%mms cﬁn%logyr % dﬁ'cldsé@lﬁ)U@ﬂ%&ﬁnNo wﬂ/s 140 to

does require titioning of the exist

dat a B9l nqard o The P@beamée@wotw Q%"iﬁf!??iefi‘”%;?%&"éﬁtF et boards with
2005/ G4 a8d %@éﬁ%ﬂ@%@&%g% st&n§%6ﬁ§tﬂ)¢og’éthéhﬂ a single case, with

I nventi on ent (at Securl t tec ol o

er adi B&tWe é]ﬂés 8RETapBg ary ape/of gs@%lagalehardware (c.g,
downl .smtend tho@em; aﬁloﬁitbﬁ aﬁalkega@ad)sommemt thi technology requires

pers Oguphcaugx o} certain central components, which can add appreciable to the cost
of implementing the technology. Generally, any solution which requires or is
hardware driven will tend to add cost to the implementation of the technology, and
potentially complicate retrofitting the technology to an existing computer system.

Recognizing the benefit of a software driven solution to the intrusion
problem that does not require adding hardware to the system, the field has
developed non-hardware dependent computer security technologies. Examples of



or the Iike. Mlicious code includes viruses, trojans,
wor ns and such that nay be | oaded onto a conputer
wd ro0s0Em2ext er nal data source, such as the | ntrImmes2004000028
network or an external data device (i.e., a floppy
drive, CD ROM disc, etc.). A conputer wth an
application of the present inventive software
technology installed, will remain conpletely safe
f r omnonthardware dependenit Icomlputee sydtymKechmologiesakelude U.S. Patent No.

aat o Gorr R e Wi EHE S A oRGaEgtboringia or contolling

vi r uses¢ssitaandeortiptionfnfosnatidiam adoniputéreysteimeatsecby a PC virus.

downt i
T T TN ——
pres sttwhmlwm |watege¢0\waatée’t pastition.olf\a cpoesantbis issetq toowrite to or
fle Mo %%@edq(dlszd@%qﬁf$ﬂwrhé’r}ﬁ§ﬁ}e}a% 165 pafBiich! 9 command is
Tr ansiraeuied slsemnd the vew or ﬁhmwedsiataats@gpe@eéffotme remginder of the

dat abhasgodl rwtﬁnmo%ﬁg#{ e t“%ﬁﬁﬂ e?éble RafaRfon. t Mowever, this

present |nvent|ve S re tec agy. epr0|ts

cer t deehnoleay reaniseshe gstablishipgisuch fnaﬂmcmswrﬁmﬁmstheﬁﬁmg data to

r el atheRSiiddoed M plotididny ARG thaSs fotifl & RerRYedRetable” partition.
architecture of a conputer to insure intrusion

prevention. Because the present inventive software
technology i s not database driven, it does not

requi re ICI oUS CO def | n u dat es. :
i's not 'é“éﬁf‘?lﬂpg 4 SolHa ATVER FOSRE CE iS4 et . 6,480,962
Lrut lé(lttbdfbu!fongI"Edubbﬂl dedcribeo lazsy@&deand En&thdsua ffor protecting a client
ackers er-terrorists,..and.intern
canndt® “H’r“éeé'yﬁ yster  ftipe  riRgoie. fio Phﬁm ﬁtj %ng?%aéégﬁt A hostile
i nve rddmﬂoaiable/mdaa emported frodnan emm datadoiuhe (ag ythe énternet) that

s PR a8 SRR EE ro R g phe computer

| nversysiem mchidesot selmi%masntydates rdgdfining s!usgblcnbas avievifienand a set of

h LS i |
E: o ?rp 'u%g tgsa'ﬁ ds\"j\tg(rﬁg 'tég%gﬂgfegk) 1?5% t@ﬁé@%.nﬂﬁlagﬁ){\ t()PﬁlC security rules.
| npl eanc dcﬁms suspicious mtsm@stwntn opcnatlom toafsvwams:onﬁgurauon file,

t echngleRy df%nen?]k;e]?%?’llf;ké&@{:& fetd NBoWeR: &QF@%S{\I t'eél%nology is

on aq‘lngganet nmost’ cases I n5t a
the prtegher {lisfedepandentofIf warastion iy netct viokaienrad the list or table of

”Dd' fdugéﬁzio‘ﬁgsac%ﬁ hﬁe%n%ﬁ%%ﬂ&m%ré%ﬂe‘ds%@éd qp@soé&mble that

user exi sting I ntranet net wor k A conput er "syst
o o rinEeort oFRtheIRESE PP ORI ARION @RS @FtTacks & s¥epicious action and

is prevented as a violation of the security rules.

Although each of the above noted technologies may be useful in
accomplishing their intended purpose, there is still the serious need in the field for
more alternative computer system security technologies that provide more
comprehensive solutions to the problem of intrusion via malicious computer code
from external sources (e.g., the Internet). Therefore, it would be beneficial to the



security software includes the typical elenments and

features of a personal conputer, such as a CPU;, a
wolmbE0er age device (e.g., a hard drive); a tRITIS28040000028

menory neans (e.g., RAM; &nd an operating system

(herein, the primary operating systemor PCS, e.g.,

W NDOWNS XP(r)). Additionally, a conmputer system

conprising the present inventive software technol ogy

i ncl ufiekl o bavet avaoBwampgdtive aomputee spsteipi sequtityetephnelegy that was

i nven n 4

oper aft BiveRy vk BEpdidnt 1, AGELIRR el dddition of components to

Typi céan eyisting somputsr sustemdatoaderdoraseomplish #e utiligy. obddmonally, it

coMpUigld YeVBEfeficialCto HaVE d %ﬁ{vgft'i )c(]lnt\)rép"kﬁ) utexo"sgs%m security

external data sources are antic

i nventechnology, ghat dssnetlatabapg(nsist oratablsa dppea\deaf aad geexnot require

and ayu r@?arﬁﬁ%ﬂm BRIFRY L‘xxstﬁg d4h br Ak ARhE bnGREBthBhter system.
personal -type conputer or work station (e.g., a

peer-to-peer connection), a renovable data storage
device (i.e., a floppy disc, a CD ROM di sc or other
renovabl e data storage nedia). The present inventive
software provides an intrusion secure persona
conmput er system by establishing a separate and
substantially closed, isolated secondary operating
envi ronnent (SOE) on the conputer. Included within the
i sol ated operating environnent is a second operating
system (SCS), functioning substantially separate from
the primary operating system and controlling conputer
operations within the isol ated operating environnent.
The isol ated operating environnment includes an

all ocation of volatile nenory (RAM and data storage
(on a data storage device, e.g., hard drive) to the
secondary operating system It is within the

i solation of the isolated operating environnment that
all access to and nmanipul ation of any data from an
external data source occurs. The present inventive
software includes coding as necessary to |limt or
nodi fy operation of the primary operating systemto
acconplish this isolation of any externally derived
code to the isolated operating environnent under
control of the secondary operating system WO

2005/ 027402 PCT/ US2004/ 000028 8 The isol ated
operating environnment includes along with the second



operating system the SOS s associ ated software
applications, such as a browser and e-mail

woeppd/icaki ons. Gt her software applications nmaypdras2004/000028
included within the isolawed operating environnent
under control or the SCS, including word processing,
spread- sheet, ganes and ot her software applications as
a user nay desire. Inclusion of these other software
applications is |inite8unmarymfthednwantion of the
I sol ated operating environnment, the design paraneters,

of the secondary operating system and f he system
speci fi cat o present; data seeynty technelngyr cradicatep gélpﬂeat potential of

| NVemblicidus Me%eﬁﬂ@a&amﬁgaﬁ&&erﬁﬁ%fd safirde Bﬁtd@ peffndl computer

dat a per nal c r fromintrusion
mal 1 o g tike.ohs fs'éf%mnés@f drQiafs, W&H{%ngbwbéhat may be
CGeneloadéd/ ontohs cORip h&d ﬁ?&ﬁm"nl &@érmhah ﬁatﬁtsfbﬁﬁceOfsuclf a¢ e Internet, a

installi sof t war,e atio

pr es’é‘?ﬂ”orﬁ?%@h %9?‘?@%?@"8}1% ﬁgk’?% @PéﬁﬁM disc, ctc.). A
Thtenck:)(? htSﬂfghﬂﬁfaﬁ ?@Pbgl@@i iofrthé resenc uﬁmﬂm&e soﬂawalraltbqhnology
esta | SQI at e er envi ron

conpstaned Wil resifin compIEY sbfe, fomaRpHHBAERp i ettty known
i ncl habkeg mtraa@nnddmologlaa aTherg caystieemo ﬁtmdxeﬁedam dooruption, or
acti vatl on. ent tiati an e ter

2 our BESIRE appRERTELE R, yirusE uf bh Bk Anite 198! P liftre be the
t he dowhtime and perhnival service cost$ rrijuirgd &b tesowtri frgm exposure to these

vol a | (in RAM and tenporary data storage
(on é\l lt()Hgg&géréage device) to the secondary operating

system Once the isol ated operating environnent

condi t i 0Nt lindtifive Qaﬁgvg}e tﬁ&fnowgg/ GRIRYE Ry Y8 BLanners,

in the S onnecti vit source
i s wwundefinition patems, undaacy; Eheakm RC) checks, Name

oper aliRgs %ﬁﬁs@éﬁonp‘(%\@ﬂ’? (Hraélﬁﬂaﬁkﬁategigﬁr(ﬁtdlﬁﬁnt database driven

conmmuni cat| on wt ext ernal data urce to
secosreurify plnaleging Rather, the presenhinyeptivg sofiwarg wehnology exploits

| ol gdrfish ARRGEbIehdrdwitt AT are ¥thmdnRka6 64 R¥atioAShips underlying
data apd file structure*of theﬁ{)rlrmr%roperat

syst & Basiq 19dhe SYSIIR BFCIVtECtHe 9%A SQIRpUIH t0iRsHTE rlision prevention.
ext eBagdusé ﬂié’pr@mlt ﬁﬁaenﬁﬁe sofywdat bevhnology ivwdtiddtabagsdriven, it does

o e ol Siud b SRS S SR el B4Stpibl
9 Br hesirnmﬁttfumbdmrmé nmtunoliiroﬁmgﬁg mialjciolis ¢les. Bltledr, hackers,
0 2L B B b SOAMRRL BB DR GPIG running
the present inventive soﬂware even if they possessed the source code and the
complete design specifications. Again, this is because the security features of the
present invention are not database dependent, but derive from the intrinsic
architectural relationships of the computer’s hardware and operating system
software. Implementation of the present inventive software technology is
uncomplicated. If the user computer is on an intranet network, in most cases
installation of the present inventive software will not require modifications of the



Fig. 2 is a block diagramof a typical overall
connecti on schene between an Intranet and the

wd wbgoared2. Fig. 3 is a bl ock di agram of a genar@lus2004/000028

i nt erconnect schene for certain internal conponents
of a typical conputer. Fig. 4A is a block diagram
showi ng the interconnect schene for certain internal
conmponents of a typical PC-type conputer systemw th a

soft {.g&%kg@%&&pne@gppdyi ng the present invention

| oaded into a a storage device (hard drive) of the
conputer. Fig. 4B is a block diagram of the present

it o nal s Sonth ySGni EORPAARG TR presehCPBIsR R Tntemet
uponSECHHiR saftwasco snnlpdss the @necalmwg aggpleaties @b, a personal
and ¢dmpiatér, 8héigs £EPRE al dabRBfage detibe (e.b 5 alhatddrive); a temporary
oper atin env! ro men#é%gdbfil{ﬁi menory. and st oré% e. .
conpBRBIARS Mesns, (€8s RAMY: pind: o0 oReEating system dhEfein, cfiye primary
i nveds;ieiralumgSMféxﬂ@rtH@Sf,i .o WINDOWS XRB®RAdditiosdly] ai computer
I ntern component,s of system s C uter, |l a stat
uporeYSE SHRPEIRG e R3rseht BRI ESOaAeH (erhaololy sftides p software
t he applicatien _emboﬁjring itlimpi_elbcnt uSendon a?d amwsh abnayO connection in
Environnent in the volatile nor the c Ut el .

Fi g, OReTalys sommunication Widhan, Riorhal dara soutFe. Ttyplcally; the external
over day sowte pilhbea ghbabdomtputametweark(pe therlntecnatle rHowyer, other
2005 ' ' 0, .

i acP Ao ar e iiciote oy R tsior i0phort sikiffn inwranes,
i n aa lecaktasem hetwatk andi & wide wrgahnetiverk, msewel tasaanbthdracomputer
th . . _

e eb8GHa) Whe bolffict | drtonl SUELRTES, o] ek i Peer, ponmection), a
vi r tigmovablgedata istyags dedge ékeri pdtonpyt disey 3 €D \RfDMk dise or other
e NMOfeyn RableHatd QORIGE fhedid)! 9- 6B is a bl ock di agram of

the present 1 nvention show ng the conputer in a state
of connectivity with the Internet and that |ocus of

?Ct i Otr‘hor'l"liac?‘bkéé@itﬁcﬁlv@flti@é‘)é?ﬂgﬁ{é ﬁ{dr?%fesfm% %&ln’i&’i?dmlsé?ﬂ'@‘i‘)ersonal
romthe internet is isolated to the virtual operating.
syst SARHET pYterR Y evah hingcs SRPATAE s ststaptialysigredy isolated
t he RoRddry opefdtitlg éaGiroAmant SO ¢fi the'odfputer! MAcluded within the
pr esen{aﬁﬂnvent Lon show ng the conputer.in a st(&t)g %Im ..
connBRIASH QRFTHNECHVHONMGHEIS ActeCoRflORTaNNg HSHF™ ), functioning
act i sifbstadtialdy sdpacaté fromgke primary operating system and controlling computer
operations within the isolated operating environment. The isolated operating

environment includes an allocation of volatile memory (RAM) and data storage
(on a data storage device, e.g., hard drive) to the secondary operating system. It
is within the isolation of the isolated operating environment that all access to and
manipulation of any data from an external data source occurs. The present
inventive software includes coding as necessary to limit or modify operation of the
primary operating system to accomplish this isolation of any externally derived
code to the isolated operating environment under control of the secondary
operating system.



function of the present invention, the conproni sed

virtual operating system environnent is purged from
womba0i7he menory (RAM and a fresh virtual opecayiszgo4/000028

system environnent is estalslished fromthe

tenpl ate/instructions in storage Fig. 7 is a block

di agram of the present invention show ng the

i nterconnect scheme for certain internal conponents

of syst emjeonddif %%%eﬁm&ﬁﬁbﬁ 1h9ﬁ1ﬁ5§ aa‘i’&l}n%{}p the second

the Int er net tem coant er beln
| nt e«pmm@eqwt@m, dePOBes assepiated so mermbsanqqs@,@chw\a browser

to 8fadad- ﬁlah mgﬁhcﬁﬁsr BferisbitWatd é}i}mm&@%@iﬁe #RRide@WAthin the

of the soft requirenents of
2ooslﬁ@'2tﬁslozp¢vmmmyamemzs ery I°‘E§€Qla9ll e 2% insluding word

of tﬁl@céd@ﬁ@”%ﬁn@ﬂd—ﬁée@ gdmiés aVother §d1’®v.’ﬁ*é AppHEftions ¥ a user may

det aj | refer odi ts of

i nv Fsﬂ@%? a{; eé%l'r% H’d?qt’@&F Ft‘yhrmteﬁ only by the size

il U@ﬂﬂhﬁ?ﬁﬁateﬂl raQingl Eimnb 9nineént, ttlikedé}{lgy\fpﬁklﬁﬁle@érlg of thet secondary

represente nunber s mlar elements

L Sty At the e e tEaGon of e et o Fruiputer

Iovver case letter suffix. The present Personal

Conmput er J.nternet.Securit st em ects the,fil.es

o oL o T SR inYeaHAh inclode aGRRPOR RSt ulnis i priftary data on

]?_e: ngperséxmltcgmph;erzﬁqm miusmmbys lmahonbas codd dérined frnrs]man external
iIle r ; uy U as.,

{ he a0 SBUREL GerldiAf. e FHLREE TorDBLE, MR AR oB ARt Totalling a

| nt esofitwvaré eapghcatwnaembddymg the!' present thmmgb softwape esdhe subject

oYt GifigpfleOThe ootk e i ALARG S AIRULER (T ARy RWhBlish the

conpaoletedn@pmMg suwmmseran on| ther a;nmpuecg, sthg\molamed operating

{: ;gl ef&’f‘ gggl\e@[shsdﬁgg E' sgéond]alg'l%‘ep mé%g)?stélﬂ,f Q{J]Ferad}zfof dctivation.

intr eqtm tlypgitigting an extemnal datp sorce mtelsz sess;on agtjvates further
vi a é&cﬁt’iﬂlﬁh@?&ﬂﬁﬁgﬁ ﬂlﬁcaﬂ@ﬁﬂﬁ@lﬂﬂﬂ% aﬂBceH}lgvolatﬂememory(mRAM)

confi rati on of conput er i ntranet
18), MPOEAEY etarsspwg%mas afa gloragedleyice)itothe secondasy operating

as asydRAELNDnde theskalated dpRidtin fbn‘bﬁ%ﬁént%&dﬁidﬁ's'a?é set and control
|ntertfr$ce hardvvareﬁ&or con ct| ng the cgnputer

t he 9fthe spmputegyest Hhibe S5 rGompeotuty i eémyumsource is

Fi 9. establishéd iderasdatroR6f thd‘ie%bﬁd’éi‘?%{))étah_ﬁi_ﬁtss}ﬁehﬂt Thiteikolates all
14 via an Internet Ser‘Hvﬁ]rb esent

t
| nvetRerativeSOmmpicat Sterual daiasAesd to Bhe Serapdanoperating

W t hsy8tem contained within the 1solated operating environment, which secures the
data and file structure of the primary operating system of the computer from
intrusion from the external data source, or any other user activities occurring in the
isolated operating environment under control of the SOS.



st and- al one conputer system such as a personal

conputer (PC) 20 as in Fig. 3. The conputer or PC 20
w@aovshe740f any configuration or manufacture, ipPCH/usto0g000028

deck-tops, |l ap-tops or other devices having a CPU,

storage and connectivity to the Internet. In a

preferred sinple enbodi nent as exenplified in Fig. 3,

the present system 10 conprises a conputer 20 to

whi ch i s connected <] o ' I | Les 40,

such as a keyboard, Cl?r'rd%@%rcp@?ﬂgngﬁitﬁ% grr gﬁméugh a

nunmber of input/output (I/0O ports 22. Al so connected

to t ' R PR ed :

16, B IACRBIoGk didghardiar oip@aelah Biincctith sEfithe BHRen a stand-
devi aloge cpmputer and thedntgrmetand conpatible with the
configuration of the conputer 20 to WO 2005/ 027402

PCT/ Us2004/ 08?0%(8 .12 which it js attached to

acco#tsﬂ- i%sH 2 Riackpdingtaan of auypicak ovriald wenBgdion sghemng between an
Al t hontenet £71 theThehRrtal devi ces 40 and the node 16 are
illustrated in the exanple of Fig.3 as external to

the conputer 20, it is intended and is appreciable by

one &ig. 30kdi biatk dﬁdgftdﬂl ofra geheral fihiteidonhedt teREmE feBHasn internal
can be mcorsD%a{y% ca‘h]nto or share the sane housing as

t he EYNBORCDE 1G3HEORYEEe or another. The

structure and function of the other conputer

conpgnent,s. a t.hei r _connectivity.and co nigation. .

"t SRS P i b ok Sipiibe, e e e ESERe e 1ok irdfpin internal
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Inte . 34 i ra vices 40 i s .
typi EAPPgARE Bste RR R eion RECHENE & REYSF Evieh hild drive) of
conptheqong@téro whi ch they are attached. In addition

to the 1/0 ports 22, the conputer 20 conprises the

other internal features and conponents typical of a

PC, Fig:Hhais & blagkrdiagrampeh thespriesent unventio@rbipwing theniaterconnect
or ' |8t :
O gRORAGR o8 e XA of 8 PP OTHRE Wnputr inupon
conpBHishezeggionmighe spitware apphinationcans iustrating pstablishment of the
of aispladiPopraiif elVirohiift myﬁﬁmoa,z Gnd mpa[ge%ﬁgmhgﬁs.

Y. xanpi e,

present inventive software technolo Inthe e
the conbi ned conputer and software application system

10 i Fig 14Q15d 4 Btk didgram 6f thel préSent GAVEMLh WRhowing the Mferconnect
a PC- eg_&ﬁ)gnput.er. s%_atem woul d be, configured atter

i nst 5 csFtatn-inteTpal; GIMRONSALS) Ql-SHSIEIM'S QOFPULET ifra igte upon
i ts eqablishineak @€\ triheofio 'of Ahe tcOmpafer ab! thé ThRehed including the

conngctign tQ the Iaternet 14. I.ncdi cat ed | i g 4A,
in t RSO ﬁp@ratmg nvironment 1n th'AéS volatile memory ol} dx:e gomputer.

Fig. 5 shows a computer monitor with operating system overlays displayed stacked
on the monitor screen.



condition, all of the internal and peripheral

conponents and features are interconnected and under
wocond/eoko2of the CPU 24 and the conputer's pri IeimyusS2004/000028

operating system as is typical. Further, the software

application 100 for defmng the isolated operating

envi ronnent feature of the conbined system 10 is

install ed/ | oaded on a storage device 26 of the

Con’phlﬁif r6 A2 %s aﬂkﬁ:kfdn@étﬁﬂﬁdoﬂﬂl‘é'[ﬁ@senﬁ Riveftite sﬁomgdhd toMpPuter in a
as shown, an auxi | j ar rive

dri vatate af compsghylty av)‘/"éhlé')‘ g\%’t"ﬂg'aéngn&‘ %lom of any files
et C. downldadeddrom fthé iRARt Qﬁnfédtétﬁbr oﬂieme)ensmealraﬁed tohhe virtual
ordinary skilled artisan |s %lg&see ﬁ@‘

ot acPERRE syypRavimannet BuBF ufieklk BomBH of € somouter
invention and install the master image file on the

st or gge ans. 005/ 02 2 PCT US2004/ O .
21 o0 6o 7 vigek didprim 57 (A preTeM PRl SAYIOG hd Epfibuter in a
conp wtm oﬂébrm@eﬂwtynwith iee/Imternetrandtthati lbg/usw»ftahnom or influence of any

{ Rée ﬂﬁgt&r ﬁ,%f%gg’%gt g'bﬂ{ealﬁégi){t @{sﬁe no@tﬂlgglﬂa?%eraUng

Addi tsysmni éxmroﬁugm dontsinedvin thetvelatidé memrory af the eomputer.

100, which defines the secondary operating

environment, is installed in a storage |ocatjon 26 on

t he digp6€as atdockodingias nbtheypresent inveation sh¢wing, the ggmputer in a

ACTI VGl %?‘IBHh&&M '\vitﬁ 'ﬂl%% mtértﬁ& Bt GPEJ\% Sh- achoehﬁd?leof the “purge”
of f-1"T'né "or I ni ation con Ion

conpuseticro of shes mmmhmvanmymsﬁhm qesmpromisednyiryak aperating system

and - HRfb Eﬂﬂsﬁ)ﬁr%dtﬁb% 96!'atx£e 1?2 R ?}ﬁdii’r@?nwrmal operating

Agai n as shown ventive
secursysignseirRament wsqsahhswi P@f‘b? éﬁsnglat@ﬁﬂaa!@@nﬁ i sforage
sof tware application 100 | oadable onto a data storage

device 26 of a_conputer, 20. In a preferred egbodi nent
the ddgel ispblarkeliagsan Q8 thegisessatinyRRanshigwing e prepRasct scheme

conp%?éer?ﬁnu{rmsw&in ponbBts @Sy térh edsxﬂigau@kﬁas andn@net itérfaces with
Mer than a_hard drlve and @Itern ive currentl‘x for th

kno & ARfemst ygith stspreomputerbeing ap Intemel seryer gomputer for the

sel eclpglh&. by one of ordinary skill in the art (e.g.,

a USB data storage device) for practice in the present

i nvention. The software application 100 has a
pl ur afigs. y8/0fto 8@aretibélcdiapranss iblstsating waricus esctid30sf the software

to 100n ﬁ@gggﬁﬁﬁﬁgary to acconplish the various

f unct°8 ns of the present invention.
Al t hough in a preferred enbodi nent, the software



application 100 was | oaded onto the conputer's hard

drive 26, the software application 100 nay be | oaded
waoob®oxTeo2rade avail able to the conputer 20 i n RITYUS2004/000028

the manners as are currenthly know or to be devel oped

for | oading software onto or otherw se nmaking

software avail abl e for execution on a conputer. Upon

initial activation or execution, the software

application 100 created a software defined isol ated

oper ati ng envi r onmbretaifiODpsdriptiongofithe Inventiomory and

data storage allocations separate fromthe prinmary

operating systemof the conputer 20. As nore )

speci f i caRefering nosy tosthe drawings, the deilsipf preferied embodiments of the

act i ' . ' j dy ; ;

af oﬁﬁ%?'gﬁ%?‘%ﬁg*é%%%ﬁ%%%“fy&%%@ﬁs‘gﬁ?w i hSE4ISR" Like clements in

vol athel drapings: gre(rRprgsenteddiy like nugbsts andzany siplar elements are
Si M féyrdinted'by Iile AERBrOWithia BARRGR T1ércasé RiRESuffix.

partition 116" Together, these allocations of WO
2005/ 027402 PCT/ US2004/ 000028 14 menory 120 and data

Sont | oo o T prRserit PordoRBl CBpUeGHOY RutitySftem protocts the files
" sol 8F 7 bserisandzalons QuRCEKnalsomAMG s beiRg alpgted by any malicious
seco iped in adile m a8 lexteenhldatdsduréd)Such as th
bubbegwe;afml?ﬁ%' solaq{le)(?%@%{dstﬂ%? nviron at i.e., u: a.s ”e
wi t hiemEL 2, FoRL Beg aeressed  bomn ey IMeRRD S 51268 gcfrojan”).
S ﬁg Oah_ﬂimbugﬁﬂliélrp@@%nﬂ@@geﬁi l@ﬁ@hgﬁm a staildt-z{l/gnl\ciwﬁlﬁnéﬁtbvice such as
e odi nt | ust r.at " t a e

Cho REC RS shawit 3 Fig s it.pan'fe S0meT By 2 chPug deierky Sch as an
hﬁr eldtranet dhﬁshownﬁn a‘lig'. 12g AsyshbensEn ?‘i@. p_amtﬂj thelx_itlenrm@: 14is typically
t he resent t echn ane lJnar K :
Lo BEESSHDy A ARG (o los SR Tnfine 18 by Mnip et serv B 21, sce Fig,
conp@) va af nt¢meenodedd. "Depehdingontie canfigujatioaf the computer 20 (or
exe i [ Fi , ' N : r

g Herinfeiier o). e npE16 /R GeeAE 4 UL DE YenibOEultRY S modem, a
me nongtwesk cardj arouter@nd eimidas inteiface handwaefor connecting the computer
est abhi . j § -

50, and (G6Entthakl P40 Eﬁ"‘g’eﬁa%‘?‘?‘é)“‘ e E6e FRD the tntranet 20
st or Hyjerfanes with the Integnet 44 ada aplntemetserversospalss 186. | n

practicing this preferred enbodi nent, the SOS 126 was
established in secondary nenory or SUE partition 120,

of RAM andhe peeserioayemMivg sefwareiehnalogmnis(intended, for practige with a
on t Eﬁnﬂ%ld%edddtﬁiﬁxtéiﬂ%ﬁﬁﬁ sach ad*h pERUSAA] uf@{PLS 2D as in Fig. 3.

used I n pract|C|(riﬁ:ga e present system, any simflarly, .
r espdhsicompateg of 4120 can beasfapy configwiatign|das manufagture, including

deck-tops, lap-tops or other devices having a CPU, storage and connectivity to the
Internet. In a preferred simple embodiment as exemplified in Fig. 3, the present

system 10 comprises a computer 20 to which is connected certain peripheral
devices 40, such as a keyboard, monitor and printer through a number of
input/output (I/O) ports 22. Also connected to the computer via an I/O port is an
Internet node 16. The node device 16 can be any of a number of such devices
known in the art and compatible with the configuration of the computer 20 to



SOS 126 may be practicable in the present system 10.

Li kewi se, the V-drive 116 nay be acconplished by
w@bdosnzadi ve neans as well, such as by havi ng pCT/Dg1004000028

its own storage medium Ad2ivation of the master

i mage file 100 causes the establishnent of the V-

drive 116 and the secondary operati ng envi ronment 126,

and puts the conmputer 20 into a "pre-online"

yet whiche if Bdched f 2BCompih e fubBRE ek o8 InoderiPind routers.

and Althowbahe periphessidienions ¢ and the rode 16ape illustrated &) the example
o R R SRR colh 2R R PSRRI by onc o
and endinary skilltingheart shasithesgtelesents eanche m@or@omtgd\gé@ or share the
asS adgines él?sﬁ{%g ﬁl&tl‘)bngﬁ@erofo ﬁ:kbﬁé ddgied Bfaftfther’ OThe  structure and

pr actice int vl sual repr esent atl on
t he fmctiapeof the h@thsos:opmlteru §oewnﬁ@ms caid their acepnectivity and

Vi deébrﬁmﬁﬂi%hnéﬂ‘ hﬁé'l%laﬁ&@sh iehl 6¢ (il fdld ARd tk%wn to one of
moni t or 48. 05/ 02740 EC,g 2004/ 000028 15
Sos ardinary, ski £ @rt. hcoale Intgragt-nqdegl6 and other peripheral
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o | R B g, TRapincts B D 23 e computer 29
I ecoshpriget ik dthes uﬁétﬁal%&@@aﬂdbomﬁm@ﬂfs&ypl@ﬂl ot d PC, such as a
e 2553 S BHUTCE b b i g s, vt
usi N@emotY (. cRAMPPY, aid dther inteomad féatires and eomponents 30.
system it is anticipated that for efficiency reasons

that only those features of the operating system and
t hose andfigl 44 ys smbterdetainag ihistratioroofa staiui}alome,ePC-type computer

o A Cghpidink the fretclen YD a6 Pl SRoftAY. R hE Fiiple, the
i ncl cainbined bomputermlldssoﬂbvmc q)plmﬁhmesystehew isiikbsstrated in an off-line
o Ratidort 5.8 R R e sOMpuE) el Sl be Sohhyred after
to |iostllaten ofthe softwarespplicationy bmtrpnnr te isinitialpaeattiongr prior to
syst ﬁa‘ﬂlﬂ%ﬁm tc'&hﬂeéd?) totite Iﬁ?e??et-me Ewgg&? gde]T gﬁf‘\é{d &AF off-line

of t s act on vvast e resultant’ si

a bresnsitionspll iafatheointeymal andnpeniphgeal ewmpeonsints @nd ¢ features are
SO5 iheGcodhetbed aﬁﬁcﬁlﬁﬁ‘?rdbn%if 'bftﬂlé‘ @P‘(’ﬁ?hr 'E@tcoﬁﬁﬁteraypnmary
havi ng the virtual ts browser unc

i sol ResAing systeq), ;aStdepwel mgdhe safevasa pppligagien|100 for defining

the isolated operating environment feature of the combined system 10 is
installed/loaded on a storage device 26 of the computer 20. The storage device
could be a hard-drive as shown, an auxiliary drive (e.g., a floppy or CD drive, not
shown), a chip (such as an EPROM, CMOS, etc.), a kemal, firmware or other
storage means. The ordinary skilled artisan is able to select and practice a storage
means appropriate for the present invention and install the master image file on the
storage means.



conmuni cati ons between CPU 24 of the real conputer

(and primary operating system) 20 and the SOS 126 are
wacmns/oohozsi gnal s, such as video, audi o and pr iRUTUS2004/000028

signals - which are directé&d to a peripheral device

and not to the file structure of the user's conputer

20. Therefore, even if the peripheral device signals

did carry nmalicious code, the code does not pass from

the peri I ' C t 1. x
e P RS 5 5k, Gyt 2 e
4B, hethaweconmectvity with theloternesyillustratediby thedaokef a connection from

td 1IR3 t
o SGING 24 ditiph Bre1R305s 20 (AL B I AJUHEIRS. F3E. 44 shows
est athieisgftware applisatians10; which defiseghe secpndpyeiapgrating environment,
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caus st Bractie commumisetion bnk withthe (R 24k elptheratt-lipp or initial
(V- diristéfthtide Sorfditi i) eheloipiaie 206y dubSiarRally difnilan® dofifig@lation and

al ready present frgo a prior _activation of the naster
i mag@Pranen tntypiqah gempnter oS B/PEs not yet a

functi oni ng connecti on between the CPU 24 and the
Internet pnode 16, Once_the V-drive 116 and the,K SOE_ 120

5 est abl ABHBS SheME FLFARCH Agthe Pacseriaventive security software system

PCT/ H%ﬁt@fﬁfdbgji)@ﬂgg%je_dﬁl S5STviae I abph¢ktidnt 100 lb&ﬁ(ﬁblﬁc‘(ﬂfto a data storage
access . | N I m nner .as eLrsne .

o e 88atd' 6 5 chmppler 2l Jn B peerrEn gbpdRent e Bite storage device
con’p? Z\ra'sistﬁe hi:]lﬂtdgiribe oghbabgigp?lﬁsﬂo.g tlowass t err,lztlge idatd.sadit eedevice 26
or o b PrBOHIAR, o b, i, auf AHEERYYE, gursanf kohn d 1o be
Vi a devipeildh the ﬁlmtoeha_aeireadi}yt sebevtaifle by ®nE@E otdifanyt skill in the art

t t t . p i " it L. ;
Phe (56, BOOBH: o storabd 3D £ brhilfpe, OB plsfiht ihflntion. The

mast softwanegppheationdf0ihas a phiraltyof sdlpa@pplacationspd subedutines (100a
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commthei peesentninventen.abAlthpugh etavpeeferred embnsdiment, tbe software
d : h oes _

o onnaPiicatloff {06 waO6adt prfls 5 CGRLIEE S hal dFive 26, the software

22. applicatien 189 magdw lapdsd ante oomade available:to the camputer 20 in any

br o erstsd | ' 1t & t
st B heifhnlreCRHR rfeilyMiw 1508 clotiTot Bedink Foftware onto
conm@hpdisrusqmakingsofiware pyailablefor executionaneompyteriow

be accessed via the SOS 126 within the isol ation of

the SCE 120. , ., . , —
Upon initial activation or execution, the software application 100 created

a software defined isolated operating environment (SOE) having its own memory
and data storage allocations separate from the primary operating system of the
computer 20. As more specifically illustrated in Fig. 4B, upon initial activation,
the software application 100 caused allocation of a secondary memory partition
120 in the volatile memory (RAM) 28 of the computer 20, and similarly, an
allocation of a secondary storage partition 116. Together, these allocations of



A video representation of the SOS 126 running in the

SOE 120 is displayed on the nonitor 48 as a SCS
waole®kdoRoyi deo overlay 56 stacked on the pri napgT/08004/000028

video display 54, see Fig. 15. The SOS 126 running in

the SCE 120 is controlled fromthe SCS video overl ay

56. Table | is a general outline of the present

i nventive software's requirenents. Table His a

detail ed oqutline of the ?resent i.nventive software's

r eqINGMQR¥ 20 and data storage 116,andths; mmceﬁnwtpwdtth@re@nﬁme the
t eagdyldtesd opérdtihg Gﬂﬁﬁﬁnﬁéﬁ as b iddlatisi Kitible Inowﬁich‘w/dﬁ‘gﬁcate and

of ordinary ski in the ar actice.

v B § SO aryopPrRiRE Yo RSOS isblaked i thebibels b

W Idbpemﬁn emﬁf@xmamneewmﬂfm m&mmt ihéPspa bé‘@ﬁstebé\ﬁiag} Remory 120

order ,in wWhic renent s

£ hefind sEondiorage | EBIOGHORS o fbemrelored o ditssy ilustrated,

degaid aoe \gﬁ G tﬂﬁey gggzoz PCTfﬁLlJSEP$o / Oormbﬂdw of the

an i e e

17 4iefte e alBin ProetonEruRE RS iR, e, pLCBeAb e qath the present

Req tnclhﬂollogy by ene afiordiviarie skill in the Ia;'tsdqieiblldmgﬁn the émeeamig platform

St ar leRi.ti N st\abl i shi ng the

Secggggrcg’n&ﬁ?éozq éﬂ'}ﬁ"r@ﬁﬁ@hﬁ %’ Et 2 2 Startup of

Secondary COperating System 1.3 Oper ational Mddes 1.3.1

Nor mal 1 e

Abnor m%é&&er a?lrhﬁ 4% '&8 r§%c onzgpqll oof?éeeélg%tglloﬁna]ge:ﬁlg 100 of

s huthiwesent systedn d0,crosacondaty mesary antitionf lZQercpmsimtrpg the SOE is
ep

CE)ﬁw %nﬁ%ﬁ%@% nf‘é‘ar y%?jg}/qfr%é e‘ﬁﬁ '?tgﬂ?r%x?&? %@;a'l dfve (V-

Reqdrivehemsesondary dasa swemmyonqdéﬁ as established rim stozage 26. In

Congidctieig this preferred embodiment, the SOS 126 was established in secondary

memory or SOE partition 120 of RAM and the secondary data partition (V-drive)
116 on the hard drive storage 26. Although RAM has been used in practicing the
present system, any similarly responsive and volatile memory controllable by the
SOS 126 may be practicable in the present system 10. Likewise, the V-drive 116
may be accomplished by alternative means as well, such as by having or being its

g isolated

D_

own storage medium.

Activation of the master image file 100 causes the establishment of the V-
drive 116 and the secondary operating environment126, and puts the computer 20
into a “pre-online” condition. In this condition, the computer 20 is not yet
connected to the Internet 14, but the V-drive 116 and the SOE 120 (loaded with
the SOS applications) via which the Internet 14 is to interact have been
established. The SOS 126 includes an operating system and other software
applications, such as a browser, as are selectable by one of skill in the art for
practice in the SOS 126. A visual representation of the SOS 126 in the SOE 120
is communicated via a video signal through the CPU 24 for display on the monitor
48.



2.1.1 Allocate a region of nenory (RAM for the SOS

2.1.2 Open a connection to the CPU 2.1.3 Open a
woeonsieosizon to the external data source (I nterpgai)s2004/000028

2.1.4 Open connections to thata storage device (hard

drive) 2.1.5 Open a connection to the video card

2.1.6 Open a connection to the sound card 2.1.7 QOpen

a connection to the printer 2.1.8 QOen a connection

to the k?li@%@fsilzszlo%gé’d {06 theset h&atih %e@@nﬁg&gﬁzomme

m Net wor k Bri ge Bet ween
Set Pr“rftrﬂif% embadiment i %%méhxsieé a@osmletprd@hﬁ%tp of the primary

Acca f@y%&hg:b‘fntlﬁ &aggagn éirte;r gggrﬁgt&}lﬁlgamﬁag@@m 120 in
|
(Swyo@ggtf avatlote § witen e (- &ea ey ovsh
Opelpi?éfetﬁ@d Smfbb&iihdr@%m d o k:é& aSing co"?nﬂete copy of the
eck Pre I.nstall ati on conditions

3 2 cﬁmR“'éﬁéGPCWaﬁPg ﬁb@éﬂ%ﬁﬁﬂlsmar atiorze cigney, iragonsghat only
pr otlese Q‘Cammsmm&b;bdrhmlg Systend and Huge hném stffWaﬁé Qﬁﬁhcatlons
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3.2.1.5 Check for external data source (Internet)

comCt e il Fafbh i P O A e i o
Cr e featurOBeddssary Saaecmh;ilshsstabhgﬂnp&retwdm 118. u?i s&)r@e 26, the
CopY R R AP Vbiagid r?xgm%'r)l' 58, a?’ndzto?load a:?dj 1soleate a secondaty or virtual
- operating system 126 within the SOE 120. The unexpected benefit of this action
was the resultant similar isolation of a browser application operating under control
of the SOS 126 in the secondary operating environment 120. By having the virtual
SOS with its browser functions isolated strictly to the SOE 120, the only signal
communications between CPU 24 of the real computer (and primary operating
system) 20 and the SOS 126 are control signals, such as video, audio and printer
signals - which are directed to a peripheral device and not to the file structure of
the user’s computer 20. Therefore, even if the peripheral device signals did carry
malicious code, the code does not pass from the peripheral device and cannot
affect the file structure of the user’s computer 20.

As shown in Fig. 4B, in the pre-online condition, a functioning connection
(double-headed arrow) between the master image file application 100 and the CPU
24 is established. This results in the SOE 120 being established in memory 28
and SOS 126 being loaded/installed in the SOE 120. Additionally, this causes the
establishment of a data storage partition (V-drive) 116 on the storage device 26,
if one is not already present fro a prior activation of the master image file 100.
However, there is not yet a functioning connection between the CPU 24 and the
Internet node 16. Once the V-drive 116 and the SOE 120 is established and the



3.2.3 Set Permssions 3.2.3.1 Update programregistry
entries 3.2.3.2 Set Intranet perm ssions 3.2.3.3 Set

WO moenzred2 per m ssions 3.2.4 Decrypt and i nst ard1/0$2088000028
3.2.5 Activate the software63.2.6 Establish Shortcuts
(optional) 3.2.7 E-Register (optional) 3.3
Startup/Initialize the SCS 3.3.1 Create a fresh copy
of SOCS Inage File 3.3.2 Allocate Menory (RAM to SCOS

i ¢ hoBS: odpfed B el gtedhs ind SOS; (0 i 3] F5aroBes hershe

SCOS acreSsesptireargalipainsarist op&lgmg%ysteml ofi th. 8odpateti2(k via key
3

Readf’%{w{ ?@ég’fgt aﬁéﬁ{eg&gn@ szs%é In '?aﬁet

Access and Activity 3. 3. 6 Establi sh an External Data

Source (I ftdo e?’{)r‘é r@ﬂﬂ L dMRditdR, 3 wherlaccesses the

Saf e Mbde eratl 0
Up- Diterngolt via@S0$A26 ﬁom t;hezsommfmgseﬁcwdtmé&compmer

to t56ift?%n “antine® dURAIHR. Pmﬁee &aﬁfe%hemo% ; fs el in Fig 4C,

I nternet access Interface 3.4.2. Est ab
t he @)@éﬁassa\;@aa@mpl@ae%gaﬂ\wﬁtlw .héhcoxspl&tezl igpyaryfunction and

USEr jgS %&@mﬁﬁﬂ?' ho | BAgdO dh@&l}&%ﬁne’i@éﬂi‘ t0ahki CpON 24 However
3.4.2.4 Estahlish a Tenpor ary data_ stor

ess to
par t FIEynNIcation 38 estaflished P"éﬁ‘ﬁ%‘i the,compugeri20 and the, Internét node 16
Tenpay éernplified Ht @é@lﬂ\%cn&ﬂ(ddubleolﬁbaae& aro®) Mesugh!fhe /O ports 22.

l'imjt of acces e POS partitions
bne or more §O§ apppcatxons v: , such as a browser and a communications
protocol, are used to establish the connection and enable the computer 20 to

communicate with the Internet 14. The Internet may now be accessed via the SOS
126 within the isolation of the SOE 120.

A video representation of the SOS 126 running in the SOE 120 is displayed
on the monitor 48 as a SOS desktop video overlay 56 stacked on the primary OS
video display 54, see Fig. 5. The SOS 126 running in the SOE 120 is controlled
from the SOS video overlay 56.

Table I is a general outline of the present inventive software’s
requirements. Table II is a detailed outline of the present inventive software’s
requirements, sufficient in combination with the other teachings and figures set
forth herein, to allow one of ordinary skill in the art to practice the present
invention. Additionally, the ordinary skilled artisan will appreciate in view of
these teachings that the order in which the requirements are set forth and their
grouping are subject to modification without departing from the scope of the
present as described and claimed herein.



4 Term nation SOS Operations and Closing of SCE 4.1
Abnormal Term nation of SOS (Error Conditions) 4.2
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2.1.5 Open a connection to the video card
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2.1.7 Open a connection to the printer
2.1.8 Open a connection to the keyboard
2.1.9 Open a connection to the mouse
2.2 Form Network Bridge Between the POS and SOS
2.3 Set Intranet Access Permissions
24  Set Internet Access Permissions
2.5  Set File Access Permissions
2.6  Set File Sharing

3 Secondary Operating System (SOS) System Specifications
3.1 Execute Secondary Operating System (SOS) Platform Application
3.2 Install SOS
3.2.1 Check Pre-Installation conditions
3.2.1.1 Check for POS compatibility
3.2.1.2 Check for processor compatibility
3.2.1.3 Check for sufficient memory (RAM)
3.2.1.4 Check for sufficient data storage (hard disk) space



- Start Up state refers to the condition in which the
software application resident on the conputer is
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3.4.2.4 Establish access to the Temporary data storage partition
3.4.2.5 Write temporary data/files to Temporary data storage
partition
3.4.2.6 Maximum limit of access to the POS partitions

4 Termination SOS Operations and Closing of SOE
4.1 Abnormal Termination of SOS (Error Conditions)
42  Normal Termination SOS Operations and Closing of SOE
4.2.1 Disconnect from the Internet
4.2.1.1 Close the Internet Interface



Primary Operating Systemfor conpatibility of RAM

data storage space, operating systemversion, and
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met, the user shall notifi%®ed, and the installation

files cleaned up, and the installation aborted. The
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%yup of Secondary Operating System A copy of
t he master image is placed within the SOE. The copy of
t he ster Pe is_executed to establish the SOS
wi t hitnR F‘h‘lé“’gcﬁaeia?, Modesi i onal Modes It is preferred
that the OPRYORMaFRE eggfgliyamhsréy Vhe Sallgingfunctignattescss nstallation, Start-
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of such opwstati¢d orgesitlgstiomrtbe cotputentbutthb primiry fites degistryand data of the
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- Start Up state refers to the condition in which the software application resident
on the computer is first activated or activated from the installation state. In this
state the secondary operating environment is established and the SOS and
associated applications are loaded into the secondary operating environment.
- Normal Operation state refers to the condition in which the software application
has executed and completed the Start up state. In this state an active
communication session with an external data source, such as the Internet is
initiated and sustained.
- Normal Shutdown state refers to the condition in which the active
communication session is terminated and the and the present inventive software
technology returns to the Installation state or to the Start Up state.



in the present invention include various of the

M crosoft WNDOA5(r) operating system products,
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with the selected off-the shelf software. 1.4 Shutdown
1.2 Startup State
In the Start up State the secondary operating environment bubble is established
and the SOS and associated applications and files are loaded into it.

1.2.1 Initializing/Establishing the Secondary Operating Environment

During initialization, the secondary operating environment (SOE) is established
by the allocation of memory and storage space, any setting of permissions to form the
SOE bubble in isolation from the primary operating system. The SOE provides an
isolated intermediate environment (bubble) located above the primary operating system
in which the SOS resides. The secondary operating environment must be fully established
before the SOS can be activated.
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Secondary Qperating System Upon conmand from user, the
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appl i cations runni ng under2control of the SCS. All

har dwar e connecti ons opened by the SOCS shall be

cl osed. 1.4.2 Shutdown of Secondary QOperating
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envi ronment bubble. 2.1 Set Secondary Operating
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envi r onmfithe’ RbaAhfiM@ DYeratiorn) thd@del isRill Iive réb-onliP&dces to files
fil QO&'Eéaa&?sth@?@SS qthé dofifectiSs 9548 Yteier @‘iﬂ BQ operatlonal Al files

envi 1536@

sep a({roate enV| ronrren L?Leﬁor?%b B W tlﬁl n the

prl enwronment within which there is

t he {}%’ﬁl@?&' and separ.at e

oper at i %@’j egafion alli ﬁ\‘}}’ff@' g{)qaﬁg E ff?e mode feature
P -

emul f-pl'qlfquarapﬂg F)Qfﬁ“} product. ﬁg)(gvever e typical off-the-shelf
conTARGTAEBE ispYiem Hredust apd ithib secondrsy 9PN, coonBentyly modified as
envinegessasnto prodidehe SOS, to provide the SOS with

necessar y thatpotessfpdrtioulagy tead apeeotivé adcess) toxselected or all external data
Al | soaices i3 prahipited imSaferdfode;yand RAM) for the SOS

Execut i on tigk a hfee dS$sthaecddCess (ip SBadiohlpltd SetetddditesGiored (e.g., on the
nmenory ( Rafd ditve] infth©prima§ opériingyftbe envi r onment

suf le'né %He thn BPE.E@H% trdSferbPload edeEﬁMlepﬁHllaH SpligdtibR from the

must dtins Silndntifor hkBRIbY the SOS -
g'o'nnpec ,ﬁ e g[gae%dﬂ T AN
g{é e&j{ﬁteﬁﬁ Fa g)gl j]l_gll'agf oamclucpe the 8es{T§brl]e ancillary

sel &
app cahon in future actlvatlon the secon operating environment and SOS.
Optionally, with the proper pemussnons set by the secondary operating environment and
SOS, this mode can be used to transfer (write) selected files from the SOS to the primary
operating system, e.g., file types which cannot contain malicious code.
to be included in the SOS transfer files from the SOS partitions to the POS hard drive. In

this mode, there will not be an Internet connection.

1.3.3 Abnormal Mode Operation: Error conditions causing shutdown
No capability to intercept and act upon abnormal conditions shall be provided
beyond those supplied with the selected off-the shelf software.

1.4 Shutdown



or a connection to the POS CPU nust be nmade. 2.1.3

Open a connection to the external data source
woQbeserset ) The SCS shall accept a DCHP from tPlo@/us2004/000028

Internet server or fromthe router. 2.1.4 Open

connection to data storage device (hard drive) A

m ni mum of TBD avail abl e di sk space shall be avail abl e
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reqw r |s a nct#on t he sel ect ed and WO
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to the vi deo car d The video card shal | be assuned to

be S aﬁn %gnéﬁmﬁw@ irpmEf61 ©r 201 V.
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or di efgdﬁm 9 ‘f“hP"'Pﬂ% opFrating, sysiem if i tadpn theUYS. The secondary
car d$Pgjating snyapamens prayidep the bubble praropmentyie which &epwn a SOS, such as
i nvertWBYPOW SoperatipgsystgminshidingiGE BOCHS, prothes operaténgsyistem adapted
| n a oprehted feroperation withinithe secorsianr operatiog puvirdningwrbublsle.

used to accept sound output from applications within

t he 30ASSelBecoddaryddpdrhting EaviraméCanditivhsdat a to the
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2.1.1 Allocate a region of memory (RAM) for the SOS

Execution of the SOE code causes an allocation of memory (RAM partition) as
the bubble environment sufficient to operate the SOS. The RAM partition size must be
sufficient to operate the SOS and the running all applications associated with the SOS.

2.1.2 Open a connection to the CPU
Depending on the SOE environment selected, the CPU must either be emulated
or a connection to the POS CPU must be made.

2.1.3 Open a connection to the external data source (Internet)
The SOS shall accept a DCHP from the Internet server or from the router.

2.1.4 Open connection to data storage device (hard drive)
A minimum of TBD available disk space shall be available for the installation and
operation of the SOE. This requirement is a function of the SOE selected and



2.1.8 Open a connection to the keyboard Standard

keyboard i nput shall be all owed when the SOS is the
woaobs/oze40ai ndow in the POS. 2.1.9 Open a connectius20d4m®00028

the nouse Standard nouse i23put shall be allowed when

the SOS is the active windowin the PCS. 2.2 Form

Net wor k Bri dge Between the POS and SOS A network

bridge is fornmed between the SCS and the PGS, with the

SCS being assigned a default | P address. 2.3 Set

| nt rimplementsd o Sufficientndisks $pape mustebe hvadable te stord thei apsthting system,

t he tdmpanahyt angasserveayedf filesniThse files atelte b&iEated\dopattitoma defined by the

t he SOSsofewdrb.ocked frominitiating or receiving

I ntranet Fgk hatd diive pa¥Gtedis shall bledpénedat a to and WO

2005/ GO R PEld pisRAMh ARARAR mags. from the SCS, as

| ongy, %%)Siﬁ?er%@ﬁa?mﬂﬁtnhye%d whitémegt. | nternet Access.

Per m Ewlittl hodiccess to the

Inte‘{q,e; tmﬁ:é LOrmation received fromthe

Sto I

Internet ‘h the User Save partition

and e tenporar, tit]o incorn'ng datais

rout E‘st @pf'h% ct'X'PB’ Fdfdffg§af§'f P addre al |

out _ goi ntedieq cprd shall Reagsumed it be %‘éﬁéu?-é T <48 or 800x600.
r egalrefeeably, @ stardagdi §VEs drigerfosgdhe midep shalb be gmulated. As will be
Per mp@sqcmp;d byske erdinaey skillad grtisdn, by the Seld slevalapsf ¢riead ordinary skill in
downthe artl kebvsitatotheevidevtcards ot drivesmayibe prantidahle in tBBesent invention.
Users shall have access to files stored in the PCS.

Read2.0.6| @pes & eommestion to the sowid @gd. No write access

shal | be jglalprif&irbd edbBdirRht, I pérRrickaind B8vel RRiseS a Hound output
have$hg ﬂemms jifnih @E S@Spqﬁe'dﬁgerft'hh??mﬁéscmg lﬂa dafdqo the POS,

Userw{ﬁqg & is Hité efe'd sBJi}% dider ndilve§s 1RPO r sound handling
exp%ﬁ‘s + 8 R amazfsﬁm arma,@f{i ek Blling the
coul ugcgd? f‘?i“’e"ﬂ&g"ﬂ‘ (§t F}m ML a“%?(t ensi ons or

pen héonnectnon to the printer
All output destined for the printer shall be transferred to the POS as a print job
(format TBD - could be RAW or ASCII text).

refgiﬁtbed to an i.nnocuous, version of the data type

2.1.8 Open a connection to the keyboard
Standard keyboard input shall be allowed when the SOS is the active window in
the POS.

2.1.9 Open a connection to the mouse
Standard mouse input shall be allowed when the SOS is the active window in the
POS.

2.2 Form Network Bridge Between the POS and SOS
A network bridge is formed between the SOS and the POS, with the SOS being
assigned a default IP address.

2.3 Set Intranet Access Permissions
User has access limited to the default gateway from within the SOE. Additionally,
the POS is blocked from initiating or receiving Intranet activity, except to pass datato and



i ntroduction of malicious code to the POS partition. 3
Secondary Qperating System (SOS) System Specifications
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user. This |ayer provides 2he operating system which
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oper at i ngAl ilcomingrdatd isregedito ha SO readiesheof Whaddeass, and all out
copygaifg ddte is30Bed kathe defaulpgaewenyt -adgdrdlesyiof Raadgzesswhen

the SOS is running in Normal Mode. A m ninmum di sk
space.50$et3Me AR PeifRsiohdi S may be changed based on

the SOS gned shhll Réve NPAcBES wlw&moa@m&mmm@e{@&h%m the
in thegPOS for the SOS master copy. A mni rrum dIS

space " of 699 3R ﬁ&eéstmfmgfreg%, BRAGE RAAIAE, &fless shall be

the
in t %@esgé |ona ‘copy of the SOS after

decr e operati onal copy of the SCS shall be a
copy)‘(gfé‘t %élelﬁ‘ﬂ"@ copy, of the SOS as it _exists in

the” Pos. Vs 58D shabharesheeapptilityofsxpomiog dles stpred on the User Save
| nst partitieng therROSBtessshalt beepxportedamyauch p ady agge mirimiag dhedptroduction
t o t hemalicipusacodg iptoethe RQS emdronmenje . Fileh gouldds filtered based on file
| nst extérestane ror Gefopoateadt tosiminhomopy versien e ehentlatartppe woprgvent the
of t meroGidBioh bOHmalidiisadd wrthe POP pavition.he SOS in the

POS. The SOS shall be installed in the Secondary

operating environnent (SOE). The SCS Installation

Conpg "‘S’e%nﬁ??ldpe?ﬁingogy’smﬁ II)Sybiem $Rifich iRy Y
05/ Regi st 'hYe SGSishi ﬁgsgﬁt?/ VST AREE T er provides the

Typlg ratihg syst0 %u@ s e Thigmet The sO tS restit;]es in a layer
e T R b i

3.1 Execute Secondary Operating System (SOS) Platformn Application

In a preferred embodiment, the operating system utilized by the SOS is
commercially available and off the shelf. Examples of operating systems that have been
successfully practiced with the SOS include: Windows 98, Windows CE, Windows XP
and Linix.

The master copy of the SOS operating files shall reside on the POS. The Master
copy of the SOS shall be protected from changes when the SOS is running in Normal
Mode. A minimum disk space of 200 megabytes (this may be changed based on the SOS
operating system selected) shall be available in the POS for the SOS master copy. A
minimum disk space of 200 megabytes (this may be changed based on the SOS operating
system selected) shall be available in the SOE for the operational copy of the SOS after
decryption.

The operational copy of the SOS shall be a copy of the master copy of the SOS
as it exists in the POS.



operational SOS. These partitions shall be: SOS | nage
Partition, User Save Partition, and Tenporary

woPani/e7san. The POS and all of its conmponent s pamaUs2004890028
in read-only node are con%i dered as a fourth
partition by the SOS. The Installation Conponent of
the SOS shall save all error nessages and log files
within the User Save partition of the SOS. The SCS
Installati on Conponent shall create icon files for use
of t hB20metalltS@hal SOS. There shall be two icons: one
for Safe reSOfwftwasemagedhdldre dslivenadito theweer a$ 4 preinstalled image. The
necess@s nstdllbton Cahpinkstishditopp theopemtiomf cdply ef &S OSifaink the master
al | ovedp@rofrth® 8Os ififthé ROS. PRISSOS shalhid imbtellddniatthd Sedonddiy operating
and téviRb@MéngleSOE).t i ngs necessary for the proper
oper ati on tysJ91Rstaifafon SorRpdnehf i AlsefefniksissFod i Pritfary OS/Registry

Condi Jsﬁ@§§§§%héﬂtdn%§§m1eﬁ | Piprcablitt JJgi vﬁgjtlda’l Iﬁ Adtiv6ik permissions,
|

bef org rS:santcbe Installed.” It an ation
requirene I35 .'net t he er l&‘hb‘% otified by th
and . ale %E o g'ﬁg?'}e"%ﬁé%% ol it :ff@vgagf useby te
for r3oRY 20 ‘?W% % "@éﬁgﬂfé&g SERPAYF { fuition, an
t he SEemrasay Rertitign; Hied(, Il ofitycomppnesipand flgyin Tead-only mode are
pr oc esongidered apafausth|pattijion e the¥Q% | ati on program shal |

check for Hiednstallatipn Gompensnt afheeSOSshall pavealh sor messdges and log files
be at withinthei UsenSaveRartitionof he®O0Squi val ent. On ERROR

t he i nst al TietSQS8Instaligioa Donpbadnk shatk ciehte i¢dndfilesfar usaiof the @perational
er r or SES.Artbdshall béEwd 1862 bhédfor Bife nibde add Bsecbed for NoFmal mode.

suf fici entr ey, (HBAMaliklich CORPGHehRIFHRBON SNl aMBw fkkdboot of the
checkphgy dléte 'ir_?s&ilatgéﬁ'\énd -g@ proVide ké&iﬁ@s%&éssdgfﬁg :rtﬁeeﬁl%ﬂér operation

for ipshagpgdtion i's about 64 negabytes, or
amount as I's selectable by the ordinary skilled
artisan. E the,installation program shall
notif@gt'hceiﬁ%c °r “{}(g'é”"" ¢ ﬁéﬂgﬁ bort, Lha .

nst al | at (1gfalatiop conditionsshall be, yerdied Pelors.ffE S8 gen be installed. If an
st or afjallatign geqyirenent isnot metr he ysershal] besatifpd, pd giedpstallation shall be
shal | 3oRedk for sufficient free hard drive space.

M ni mum hard drive space (TBD dependi ng upon the SOS

oper ad.2idd Shetlefor RO cumphtibilityni mum WO 2005/ 027402

PCT/ US2004CKk @RS fo2Eompatibility with the SOS operating in the SOE.

3.2,1.2 Check for processor compatibility

The installation program shall check for minimum processor type. The processor
shall be at a minimum a Pentium 3 or equivalent. On ERROR the installation program
shall notify the user of the error and abort the installation.

3.2.1.3 Check for sufficient memory (RAM)

The installation program shall check for sufficient RAM. The minimum RAM
requirement for installation is about 64 megabytes, or other amount as is selectable by the
ordinary skilled artisan. On ERROR the installation program shall notify the user of the
error and abort the installation.

3.2.1.4 Check for sufficient data storage (hard disk) space
The installation program shall check for sufficient free hard drive space. Minimum
hard drive space (TBD depending upon the SOS operating system selected). Minimum



partition size shall be sufficient to contain the SOS

partition, the User Save partition, and the Tenporary
wQmn#/027k@n. Addi tional space nust be avail abl edrousbé4nno2s

grom h of the User Save awmd the Tenporary partitions.

On ERROR the installation programshall notify the

user of the error and abort the installation. 3.2.1.5

Check for external data source (Internet) connection

St angﬁnﬂxc{nré 265 ﬁe&?ﬂﬁ&gﬁ% 9&%@&%‘ bsg%ﬁioh%ﬁéseréf{/ artition, and

can

| nt er (“téc}n\%}o at £10 (?w the User

addr egy SPRRANCRAFHHRDS ﬁ%'ﬂs bipfrgerapy shall notfy the

t he UL éB‘h?fé?!taél fibprt ﬂ‘@“?s é‘l“’rﬁ‘et on a dial-up

connection, the software shall accept the setting from

t he db24d @h@kefonqsemetdm rourge (lntarnetheanieptiote POS.

On ERROR tStendankintziien conmeactipne shradl e atlewved. ibhis €an berpither a dial-up or

user mfworheomtetiion. Ifdhredntaimer donhdrtion 13 setaorletlibased, tBe @efault IP address

Chec kdebgifhin®g dufigd insthll0ion iSusdd 2if theQisevd¢otnétSto thermberadt \on a dial-up

dat a &)hﬁéoﬁlﬁ, th@ kdftvdre RhallicSep e Lettit Porh itheedéfasi @lalNg networking

on t henRERiniRe BOSTOnERRBRGR: .xswlailbﬁ %’Bgttaﬂ{sﬁalpfﬂ)tWe user of the error
GbbE FRAhRMGHRr t1tion shall be only large

enoug%nhto contain the |nternal file allocation table.

The f | d abl e to accommbpdat e addi ti onal
files 55*?@““3‘&%“6‘%“2 S| be del eted when the SOS

is te mna shal | bereplaced with a fresh copy
of t 226| we {Eﬁﬁ OYeMRPrALY q3ta SIOFABSPAEUNON st art - up_of

the SOs. 3lhys shalh bea dilg wesiding ongbe PGSR \hardydiive. Whew yejefirst tum on the
part i S(D%nthtmmpqryyamftitioe shalhbe palyilergs espughhto cantaim gheginternal file
dr i veallogftiontablec Thefilgshahldibk scatable taaxcommodate eddititmiakfilesnEliis partition
fi | esshalhblé deletédrehahaheSOB is tefmisateds 1t sha)l Hel reglaced vith.adresh copy of the
Copy Uk tappbraggfaititionfat baeh sthiteup dfshea$OSIL | On program

copi es the SCS operating systemfiles to the POS

parti3hon @RedtdSOSAIEr Save/dath StoragePatifitiofiesi gnat ed by

the user. THaeid A hatireQdesP rP@{eaﬁbSSHﬂge(ﬁ{vealﬂffﬂi’%llst scalable to

2l o %Eg"n%’éh?”‘ﬁ‘é ﬂ%ﬂe%%ﬁ‘?? Mgy BF R SRSTC poc

files e P(B nmust be updated to
f aci I?gg c i.'c $ SS defj ng user .access

the Intr a m‘f Pﬁé’{ogf CFOP'ie? élge ?pgr aipg system ﬁ?es to the POS
Per i Rastifiers on the hard drive to a folder designated by the user. The installation program

suggest a default path and filename for these files. The user shall be able to modify the
default path.

3.2.2.4 Update POS files
The permissions in the POS must be updated to facilitate SOS access and to define
user access to the Intranet, Internet, and files.

3.2.3 Set Permissions
3.2.3.1 Update program registry entries

DLLs, EXEs and software keys are entered into the POS registry and/or
initialization files.



3.2.3.1 Update programregistry entries DLLs, EXEs and

software keys are entered into the POS registry and/ or
woi2eti2adozzat i on files. WO 2005/ 027402 PCT/ US2@04/1300a280028

27 3.2.3.2 Set Intranet peni ssions The installation

program shall set the users Intranet perm ssions. See

Section 2.2.1, Intranet Access Perm ssions. 3.2.3.3

Set Internet permnissions The installation program

shall set the users Internet perm ssions. See Section

2. 2. 23.2132 Sehbutranet pormisiionsi ssi ons. 3. 2.4 Decrypt and

i nstal | fi Thsinsfallation program| shall sedrthd isdeessIngraret paomiysnsedSee Section

t hey aed, dechyAcessPermisgiorisnst al | ation. A preferred

means of acconplishing this is to use the unique

sof t vaRa. I8 HRerRétPekmiRsion® the user. 3.2.5 Activate

the soft watg {ngtﬁﬁdtmaﬂr)) Qéﬁal!: RhELdeA Infmet permissions. See Section

i nst ablzaj Rbma ki@l pefatig. of the CD Key, the

sof tvvare Installation I's conpleted. If necessary, an

autg g oo}@f LN g.llat ed. Upon reboot (if

nee e tic

act i vat go il wsalajosdic a(%s'&f@é%f r‘% abelestypli dprig fpstalation. A
Est abP¥ eéw fakc higg thysys tauisg mq%sweo@ Key provided to
or di n#eysefki || in the art a menu item | ogo can be

created to facilitate a user' s initiation of and/or
acces8.2t5 Axtieatp thswofitware (optional sof t ware appl i cati on.

3. 2. 7 E- ReUpai esmyfletpini ofhimbstallAionkandwalidation € tif CD Key, the software
or di nhstalistionlid cdniplétét 1Pdcessdry NEditdrhatidireigPisdaitiated Upon reboot Gf

cr eat gekded) thé 8OS| dohtvaR WilllkeImaticAl§YeSdcliddtéda H-Rédifer (see section
presenh. 1)nvent ive software application via the

Internet. 3.3 Startup/Initialize the SOS The SOS
Startyp € ede “a{ "F&“%%J’ |I|ty of. all necessary

partltl ons

shal | oonf R °f§ }&Pn a?ﬁ?m'\é%ﬁ ‘l:tgl%l.ﬂ be created to
acce to i

shal | fac1 itate auser s |mtlatnon of an e present inventive software application.

3.2.7 E-Register (optional)
As known to one of ordinary skill in the art, a menu item/logo can be created to
facilitate a user’s registration of the present inventive software application via the Internet.

3.3 Startup/Initialize the SOS

The SOS Startup code verifies availability of all necessary partitions. See Section
3.2.2.

The SOS Master copy shall be written to the SOS Image partition. The SOS shall
be activated from the SOS Image partition.

The User shall be logged in to the SOS. Default SOS login provided with the SOS
selected shall be used.

- The User Save partition is accessible by the SOS, and any user save setting are
imported into the SOS. A fresh, empty Temporary data partition is created upon SOS
activation.

Ifthe SOS is activated in Normal mode, an Internet connection shall be established
using the default web browser and email programs provided by the selected SOS.
If the SOS is activated in Safe mode, no Internet connection shall be allowed.



be activated fromthe SOS I mage partition. The User

shall be logged in to the SOS. Default SOCS | ogin
wooas/2ded with the SOS sel ected shall be use@CTU$2004/000028

User Save partition is accasssible by the SCS, and any

user save setting are inported into the SOS. A fresh

enpty Tenporary data partition is created upon SOS

activation. If the SOS is activated in Nornmal node, an

I nt ernet connection shaII be established usi ng the

def aul bro and nB provi ded by the

%avie Fitesn

sel ect af e
I nternet, c %BW’B §’%? d%& “th dsc#/%i %‘gibﬂlaﬁbe replaced
PCT/ UsPtba 0%“3"5é¥5ée’%P?’F'é%‘ha‘§6Wt%?’“S®é‘he

I mage File ThIS artition shall be del eted when the

SCS i s3:8¢r Alpeate Memary {RAM) to$Q®p| aced with a fresh

copy of t heTlgGSaitadlerfeeeiRigv (SestSeetion k. 1.1, Allocate regiwiof memory (RAM)
st art - fop tlef S@$)shB: mBdeavailableltotdwtSONENDry (RAM to

SOS The avail able free RANI (See Section 2.1.1.1,

Al | ocagg.3 egad@BOS intEMemYr{ RAM)  for the SOS) shal | be

made avai | aRhewlcapy Bﬁh§§5s sﬁhll%e%réa@e’ﬂ%o%%e'm&s%rmge folder.

A new copy of the 'SCS shall be created fromthe Mast

S0 L T89% Bty coi;.&t%n%ﬁe%w o%gfg.u %gﬁ.tw g

o B 1 vo eatpprians e eibyd bille PR shaiEna® e ofthe sOS.

SCS. 3 SOS to Te orary Data Storage

Part i t?gr‘? 'Ajlﬁ'bwgé§ Gj're mri{qt't‘ §éﬁ 8 EATHBR ¢y eat ed

in read-wi QGWGGQ‘WWBPW“ZOﬂ_ﬁhﬂkat?(bmlDB"élrWEB‘&\I@dBa
Storage Partition Alink to the User Save partition

shal | B3.4% tLamk SO8dd User-SaxedData StaragoBertition3. 4. 3

Read- Onl y LAkk 80Be UserrSase partition shall beresighlisheddn Fab-vaia¢ mode.
shal | be made accessible in read-only node. 3.3.5
Suspens.3l4B ReadiOms LaRcSe8do POS Vity No I ntranet

activity (ofhhRtmiihaide! the pOSdatl shalDsd ﬁﬂ@&ce’%ﬁ]@iklnﬁﬁd-onw mode.

all owed. 3.3.6 Establish an External Data Source

(Interggly sSﬁiﬂH& GhiérRhet Access and Activity

No Intranet activity (other than the default gateway) shall be allowed.

3.3.6 Establish an External Data Source (Internet) Connection

In normal mode, a connection to the Internet shall be opened, using the setting
determined at installation.

In safe mode, no Internet connection shall be allowed.

3.4 Run the SOS
The user is allowed to select one of two modes for operation of the SOS.

3.4.1 Safe Mode Operation
In safe mode, the user does not have access to the internet.

3.4.1.1 Master File Modification

The user shall be able to modify the SOS Master file. Allowed configuration
changes allowed would include selected wallpaper, backgrounds, color schemes, screen
savers, screen resolution and color depth.
User-allowed modifications shall be written to the Master SOS File.



In normal node, a connection to the Internet shall be

opened, using the setting determned at installation.
wolnosri2mode, no I nternet connection shall becaluseew®do0o2s

3.4 Run the SCS The user i2 allowed to sel ect one of

two nodes for operation of the SOS. 3.4.1 Safe Mode

Qperation In safe node, the user does not have access

tothe internet. 3.4.1.1 Master File Mdification The

user shall be able to nodify the SOS Master file.

Al | ovndd-1eo Mlowy Restrieted Aé?P&hé’e‘i‘emsowed woul d i ncl ude

sel ect ed viEheyserie able buaskeps gonoen-S@ filgs oa tePASshard driveelserhas the

saver sption¢e meve fileshom theSiO Sldser Sanepartdiop tdfolders on the POS Hard Drive.

User - Thd werid wantid fof passiblerisfectivnloff thedilesand patenttabedrtuption of the POS.

Mast eNote(On lbdr thitiad(éd eXPOtd, Past 4karhing Suchiaz 0Ask/ (def) MRy, ABw or Warn.

3. 4. 1AZablé bfHke Baédsions aich fiate abtions REchE¥REd Bétoreliowing export of a

abl e fig ageSEHE ndMOINBRtgeStHelFO%s on the POS hard

drive. Userhas the option to nove files fromthe SOS

User SQ:Q.‘ﬁeNQ%LIiMbg@ graftﬁhders on the PGS Hard Drive.

The user e i.0 ' ' .the.fj.

and pot ent T8 oGy il acdhasta R ekl &R RE G5 i il b Rormal Mode.

initiated exports, post warning, such as: Ask User,

Deny, 'Aiezl']oﬁ leg ac%sfﬁﬁ?"éa%f file extensions and

appr opr i at@n gartiupnthejcgnrestienciodhe bntespet isPnepsd yyedepicters obtained
of a dyringdnsigdlaiens t he network bridge to the POS. 3.4.2

Nor mal Mbde Operation The user has full access to the

| nt er did2.2/istablikleasess to she UseriSage ilataNooragd pavitition

3. 4. 2. 1 OpEie User Savijartitivhdsspened with Adlareddwateactessip,

the connection to the Internet is opened using

par angyars whiedINadr sfliéd idath othé WsérBave partitich 2. 2

Establ i sh Rﬁljr:] fata e&ﬂicﬁt@id&@ﬁb&tﬁﬁvﬁ‘onﬁj %ealn%n%qgﬁ"av\\rﬁetti ri]n the User Save

partiém n he User Save. partition is opene
full Feadtwrite access. 3.4.2.3 Wite all user saved

G, ST RO B b Bl

Temporary Data partition is opened with full read-write access.

3.4.2.5 Write temporary files to the Temporary data storage partition
Any working data or files is stored on the SOS Temporary Data partition.

3.4.2.,6 Maximum limit of access to the POS partitions

The user is allowed to access any POS Hard Drive Partitions (files and folders) not
explicitly for the use of the SOS in read-only mode. Access permissions shall be set in the
SOS so that the POS permissions are unchanged.

4 Termination SOS Operations and Closing of SOE

4.1 Abnormal Termination of SOS and/or SOE (Error Conditions)

No additional error processing is provided beyond that of the selected POS, SOE
and SOS. The SOS Master file and the SOS Temporary partition are always be
overwritten at start-up, so that no special processing is need from clean-up on abnormal
termination.



partition. 3.4.2.4 Establish access to the Tenporary

data storage partition The SOS Tenporary Data
wopani/eraan is opened with full read-wite acce€3/US2004/000028

3.4.2.5 Wite tenporary fides to the Tenporary data

storage partition Any working data or files is stored

on the SOS Tenporary Data partition. 3.4.2.6 Maxi num

limt of access to the PCOS partitions The user is

al | j pteRs (files
and 5 gufhef TERa G SOSOBAfut i TIRRRE bESORT (' P
read-ggl . ode. Acc ern ssions shall be set in the
sos 4 tﬁ%f""t“ﬁ‘é‘ 1505) :”g"?g ons are unchanged. 4

Ter ni nat i1GR CaRRECgILP Hhe IgteEnet sde@itpld g of SoE 4.1
Abnormal Term nation of SOS and/or SOE (Error
Condt-2-1dn€losethedatarretdntarfase r or processing is provi ded
beyond t Hdtprogramsused t aseese the bagnepwsememaiosc.) s beshgt down.
Master file and the SOS Tenporary partition are always
be 40.2rPke¢dnnect fedm shieeSOS pprtitiamst hat no speci al .
processing is need fromcl ean-up on abnor nmal

}\Sr m.?.a.t%l nu;omggemﬁltﬂ@§é@aeﬂg{&§mgﬁ@w%&ni§&.s& 2
rm éﬁ) : Ing o

4.2.1 Di ?@gﬁ%ct%'g??o tﬁg{ﬁég?&g{@?’he cege?ljhecti on to
} he J?Egr B%tﬂnlns { frofl thé b?grdSas"'e%héH &orgg ﬁgrt\tta | nt er net

nt ertace Eo%trsarrsﬁluse 0 aﬁf‘?ﬁfs e 1 ternet User Save
(br oser ARARFR TSRS MERHF P40 Srdiseuiipts PN 2N
Di BRI §lessth t he SOS partitions 4.2.2.1 Di sconnect
fromthe SOS tenporary Data Storage partition The SOS
t enpb-33y Frogmenmry Hlgeated tofiO0ds deleted. 4.2.2.2
Di sconnedtAMrassigned to e SOSShelbbeleeleasedt or age partiti on
Any open User Save files are save to the User Save
par t4.2.2dnSuspend tHeeSOS bootJanttiopartiti on i s cl osed.
4.2. 2. 3 AeSOEBsYt\ildiAblosdd. ONafeatattthis paiitiomANvasait@nadthe next
t o theavarie® of liRISOe rel eased.

4.2.3 Restore Intranet connection to the POS
The POS connection to the Intranet is restored to normal operations.

5 SOE & SOS Uninstall Component

Uninstalling the SOE & SOS, all associated programs, files, menu items, and
shortcuts that were uniquely installed for the SOS can be deleted from the primary
operating environment and POS in any of a number of manners known to one of ordinary
skill in the art.

Figs. 8A to 8G are block diagrams illustrating various sections of the
software requirements set forth above in Table II.



4.2.2.4 Suspend the SCS boot partition The SOS Boot

file is closed. Note that this partition is
woves/en7aiet en at the next activation of the SEET/ER2004800028

Restore Intranet connectiodt to the POS The PGS

connection to the Intranet is restored to nornal

operations. 5 SCE & SOS Uninstall Conponent

Uninstalling the SOE & SOS, all associ ated prograns,

ot al | edty gronfiinied i rig: 8 bcH de ohthe EEAIHUR i4Mabfished, safe
oper acessgo dhredntermetavas accninpldBed hy anmmg orce mumre lappiicatlons 126a

manngr gz/gsf&m@&@b@fi Gh 4RE Holitioh of fHel SO Diifihg a SOE 120

Fi gs. are ock di agr ans |ng var
sectiselatedointernet session, xtesnal dqtau ﬁles-rb?ﬁasc wete dmﬂha@d&vefrom the

in Tﬁl'?érﬁet"ig @QWM@%@E%@%&&Q@% intig AéB Note that

exe , once the online
est pﬂgwel;pa s«éﬁ@s 130e<ascessed during,the dpfemnefsgssion only exist in the

aCCOﬁfBin Srtitdon of 1hé BOFOIR). UI'héTﬂé\ﬁnl%ﬂﬂ’éd ﬁﬁ‘érh@@ﬁlel%@@a-c never
& 126h of eSOSlZGlnth?,nftl Ialtelo of the SCE 1

Dur i Fdstondeg-camputer 2Qoutsidls ¢ 6\9m°§/<9’éﬁhﬁ§pE 120 or

dat athélgwdékggmowm downl oaded by fromthe
Internet 14 into the nmenory of the SCE 120 as

exenplified in Fig. 6B. Note that the downl oaded
files 13(1ﬁmiy efthedowtlodded filgs 1 Ba-t Bbﬂﬁﬁﬁhalmélﬁd dbﬁe@eﬂé)/vuuses

oG oTans chiry bt P eisghingnt ik Bich e G apfras within the
conp8O8128h ofiths SOE 120 er thm thé ﬁ;.ola;nioﬂtolflﬂ& geeomdayry déta partition
the e TdeBte- b eRempas LPERNBL ineiy Al thot B be Hetected by
(e. ghe malicimssode avarlnmtedtnmljutsaﬁlesahdhe) SOEHZ008byeven if SOS files
S0 CERE Tk Bl SRRy B SET i fyriion 16,
t he theseoenaruppedifitecondy exist onean qnlys be Bpemeaf iorar from the SOE 120 by
exengl 'S?%PZG rggﬁﬁ Pgﬁyolqu%lg gh%é Haféoxﬁ&?tg ?6‘ Byﬁﬁle of the SOE

af fect I Cl ode are

filek20 mhtsomomptedSo even if SOS files 126a &

126b becone corrupted, including the files in the SOS

data partition 116, t hese corrupted file only exist

or can onWijulethephove desaripsionicontainstaamcpecifishihese should not be

construed as limitations on the scope of the invention, but rather as
exemplifications of one or another preferred embodiment thereof. Many other
variations are possible, which would be obvious to one skilled in the art.
Accordingly, the scope of the invention should be determined by the scope of the
appended claims and their equivalents, and not just by the embodiments.

WHAT IS CLAIMED IS:



the SOCS 126. Consequently, no file on the real
conputer 20 outside of the SOE 120 can becone

woooosezpieed. Whil e the above descri ption cont aiPaI/usam/000028

speci fics, these should no32 be construed as
limtations on the scope of the invention, but rather
as exenplifications of one or another preferred
enbodi ment thereof. Many ot het riations are
possi bl e, which woul d be ObVIOUS o one skilled in the
art.l. Acdn ditruglopn sectre compwterslystemecamprisiag:on shoul d
be deterrnj@pgd. by the scope of the appended clainms and
their equiva énts and not just by the enbodinents.
VWHAT | S CchﬂwEDrags meaAns2 005/ 027402 PCT/ US2004/ 000028
32 d ai ”%m&mo{’}nnieﬁﬁsr usion secure conputer system
conprising: a“CPy, data storage neans; a nenory

means; amrﬁtqﬁﬁgs@%t em a virtual machi ne

operati nglﬁyﬁhmclgmogéra Sfstédt@anld O connection in
operative ication w a data source.

conput er ?ﬁ?f’ é?gewa}qmn I QReraive @HE“‘&HF%FWB&%@% source.
a gl obal conmput er network. 3. The conputer system of

cl ai erein e data so ce i s, ot hep, t

ol o cotluomPhter assienaf Claie b oRhdes they e sPurce is a global
cl ai¢p utm&rmbﬂ(the data source other than a gl obal
corrputer network is at |east one data source sel ected

fromthe group. consisting of. a conputer
wor k&t at i Tie, compeessystém of phimaywdieetin the datapotuee is other than a

dock @ Iocalt nefxﬁ T(etvvork an intranet, and a w de
areaglﬂlé Womputes %X ntrusi on secure corrputer system

of claim1, wherein the virtual machine operating
SYSt£m CORRY L 365uEP t<t6h bf! QhintS! WbRSh e iith ¥Blrce other than a
machi'ne ‘envir I'N nenory avir rive

st orglgbal eompupenetworkas at lmst one data source selected from the group.
consisting of: a computer workstation, a personal-type computer, a computer dock,
a local area network, an intranet, and a wide area network.

5. The intrusion secure computer system of claim 1, wherein the virtual
machine operating system comprises software for defining a virtual machine
environment in memory and a virtual drive in storage, and operational control
software limiting operative communication with the data source to the virtual
machine environment and the virtual machine drive.

6. A method for securing a computer system from intrusion from an external
data source comprising the steps of:
providing an intrusion secure computer system of claim 1;
initiating an external data source interface session, and causing activation
of a virtual machine operating system of claim 1 and defining a virtual



software limting operative comrunication with the

data source to the virtual machine environnent and
wot2Zeas/oz27402ual machi ne drive. 6. A nmethod for secarisag+4a00028

conmputer systemfromintrusi on froman external data

source conprising the steps of providing an intrusion

secure conputer systemof claiml; initiating an

external data source interface session, and causing

activatio il . ' IAded .
S e Ryl Eqbe el RO 909 M558 54 S

PCT/ US200estatdsbig congeqtivity with theextesnaldata spurcgapdencontrol of the
and a Vi r; ' ' : idola tiveltoitfinunication wi
connect i vwemwﬂ?gmﬁ%gpgéﬁgﬁgﬁ%g{hgosﬂ%g under n'wnh
control otheiexternalidata saurcede men‘eﬂaﬂe%f%mf‘gewm% gd the virtual
i sol ate oggvedo éé@u&QHHU&hP&Et §ysteth Fom {niisionifRdm #e external data
data source to the virtual machi ne environnent and the
virtual ¥ to secure the conputer system from

intrusion fromthe external data source. 7. A

software applJ cation.installahl.e on a persqgnal

corpiter, ArEigs apaetop s aiatia ob RebEhi Fomputr. the software
pr i nmprotectmigathé icofputer 3nprivearygiae fikssfeointheingpiadoessed by malicious
code féOﬁj an extergf\& dat a SQUI c& t he software

conpFPYS HGM anexIEAmaYt dat SQUIEG, 35?%?‘%083‘%%“ ng

envi r onnerompate codepertEisolatedicoferating ewironnient; and
operating _system functional Wwthin 1,50l . oy
oper at i ngc‘gﬁéﬁ‘ﬂ%ﬁﬂgﬁ??r g_se ago]op%éﬁxgg gﬁ%?ﬁ“?%'?‘?%%n%fmmm the
claim7, sbatel opariting eplimnegnbper ati ng envi r onnent
comput er code includes POS perm ssion code for

nodi fying the POS perm ssions. 9. The software _
appl Bcat i The cofivase rapplicatingr of relaie 75 exlianeiar the isolated operating
oper . - oo

por men R S iR BRI BRAN BEIniEian bR for modifying the POS
sour permugsiansd access perm ssions. 10. The software
application of claim9, wherein the secondary

operating system conputer code |includes POS .
per m9ssi olhe se8wage applifation rf demn S whasein thg segondary operating
sour gostermlcahiptite? e6 @S moRAETPOSIpefifissioh *b&¢ fornitilifying POS external

ext ernal dat Isou ce is at | east
data source related access permissions.

10.  The sofiware application of claim 9, wherein the secondary operating
system computer code includes POS permission code for modifying POS external
data source related access permissions, wherein the external data source is at least
one source selected from the group consisting of a network node, an external data
device, and an I/O device.

11.  The software application of claim 8, wherein the secondary operating
system computer code includes POS permission code for modifying POS internet
related permissions.



one source selected fromthe group consisting of a

networ k node, an external data device, and an UO
wodess/2e40211. The software application of cl ai mC&/US2004/000028

wherei n the secondary oper3ting system conputer code

i ncl udes POS perm ssion code for nodifying POS

internet related perm ssions. WO 2005/ 027402

PCT/ US2004/ 000028 34 12. The software application of

cl ai 8, rei feal i . t .

con‘p%ér ?‘g e%#% ggéﬁ%g@qa@/%gglz i?b%&l%gedg%% rs‘ég&_ld"lry operating

nodi fSystem ¢eogputerecodepaelvides POXSspermadssiorheodsofarunedifying POS Inet

appl ieahisGgn®f claim7, wherein the isolated operating

envi |Ponmant conput er code includes installation code

for checking and setting the isolated operating

envi ngnmemhe skftwalé ppRtAtR 8f WM F2tWIRAeif’ thie! RbRteH operating

wherein the isolated operating environnent conputer .
code enKEoRIBERE computer ceds iggludeastaiationrodr forshgeling and setting the

Settiim;‘t&dllgpefaﬁﬂé ehdfbmarek at i ng envi ronnment, wherein
the installation code checks for the current

installation condition of the software application.
15. THe sqhtveafitvasd pbplicdtiodno tlaith ai 3N Whereil eiecisoldtétP operating

ot SR b o SRR R Gl S5 i ing v
i nst t

| sol dcdated ppeaiting cereivonmentyewhereinhthecinstallbton code checks for the
wppl Surhe A fitich, SRR Ale sofbRmaAnBtatal chack T or
current installation condition of.the. sof t war e .

whar dsh 1 e sfwald GoRicab o R, FECKRRRR o Bofied operating
code envigondent computer cedd includesiasthbatianvede forghacking and setting the
setti: j [ ' - e

the. 15t perb 3l AhEEnBRL Afith SO NLANRERLod! BB Gy files from
necedlmsgftwarey applicetion tas arRerdcessary durviewt of the check for current
| NSt 3hdealdioR conditioh!dtdlotivire abPidatRRS app! i cation.

The software application o alm7, wherein the
i sol ated operating environnent conputer code includes

code jghechhaGofwars abpliciionNst tRthai4dvh&RAT #id RBlated operating

envi ronment start up rdecigl rgmants. ) , )
environment computer code includes installation code for checking and setting the
isolated operating environment, wherein the installation code establishes short-cuts
as are necessary in view of the check for current installation condition of the

software application.

17.  The software application of claim 7, wherein the isolated operating
environment computer code includes code checking and setting the isolated
operating environment start up requirements.

18.  The software application of claim 17, wherein the isolated operating
environment computer code includes code checking and setting the isolated



18. The software application of claim 17, wherein the
i sol ated operating environnment conputer code includes

woooa02cfecki ng and setting the isolated WO 2008MOX240d200028

PCT/ US2004/ 000028 35 oper3tting environnent start up

requi renents regarding "freshness" of the SCE files,

all ocation of volatile nenory to the SOE, allocation

of data storage to the SOE, READ ONLY condition of

t he qperating/cropronatent gtast/up esquixamentsi regardingd“freshness” of the SOE
con gﬁ{eg ! fméﬂ gk Golafile rﬂ&?gﬂﬂo #E SOH, aflocafidddf B’ storage to the

condi ti’on Of USEr access primary operating syste

par t SOEo READ ONENeconsitiom of thepprimaht Pperating syyem prrtitions and
wher &hﬁef(ﬂtﬁxsl %{e%ﬁﬂggxgéki raeﬁwg,g, READ @Nmewnmﬁlwf @s{jer access to

code 1 nc es code c i ng d setting the isolate
oper PRMAY eReratingsystem PUHOOR®: requirements. 20. The
software application of claim19, wherein the isolated

operatin envj ronnent., conput er codge i ncl ydes code X
che_cﬁ?rngggﬁdsg ﬂengpwlrrehpgowgpl@w ip@'#\sgqnh ¢ isolated operating
envi éfivgafient @B&Tﬂ&rf&ﬂél inERdes Sode® chRédkingl andtsettid@Sthe isolated
two run podes. 21. The software E\&gllcatlon of claim

19, QRFEFRAGERVIRONMER] QItINEIFgpLIET envi r onment

conmput er code includes code checking and setting the

i sol ated ..operati ng envi ronnent, runt.i r equi r enent .
Lo phbvi qELsoftwat: aopheaHO R eclgim H9: Msroll b dsoidieg gperating
runI MG nrﬂehhf@umf)hmtccﬂle\tl:ﬁ&hndeﬁiodi fwedldﬁg windesetting the isolated
application of claim7. wherein the isolated,o atin

nyi g e reBtel onipte fedirFme s o AR ERUPRE W P modes.
setting the isolated operating environnent exit

requife S el . DDl igCal of..Cl ad .
22, thier e soehiec A ERLOSATCARE 100 ehdn hgcisBalbd operating
conperwronoedt comphitelewde ddeludbe chde ghenking and isetfingh the isolated

i sol . oner onnent. ' i .

| ol RERting @Rt AR EmEN Lo PRARLY RTERE run mode with
cl osinetjacciess ansbienimmedé nathout inetaqegss he SCE vol atil e

menory all ocation, flush the tenporary data storage

al l ocation, disconnect fromany SCE files and )
par t ?2.i onkhe seftwaeh applicatigpt of claim 7nwheesin ghe isolated operating

isgt r &f\3fonRRAD @6kiplfer d¥de2fRRIdeS (hHe dREKiHDHAAHMMP AR isolated

operating environment exit requirements.

-

23.  The software application of claim 22, wherein the isolated operating
environment computer code includes code checking and setting the isolated
operating environment exit requirements includes disconnecting (the SOE) from
the inet, closing the node interface, freeing the SOE volatile memory allocation,
flush the temporary data storage allocation, disconnect from any SOE files and
partitions, refresh SOE boot file, and restore intranet connection.



24. The software application of claim7, wherein the

i sol ated operating environnment conputer code includes
wocwogooecki ng and setting the isolated oper @&dmigs2004/000028

envi ronnent requirenments. &b. The software application

of claim7, wherein the isol ated operating

envi ronnent conputer code includes code checking and

setting the isolated _operating envjropnment A .

r equd4 enmgiies softwiane appligation |of celaim, aWEefG%ﬂéfcﬁ%e‘i @perating

a regirefiment ¥Sbphicr CodeMBEMIEP CoddehexRing ahd Geingndie isolated
and connecti nggto a data storage space, providing a

conrfefatng n@eRf IGAUNEECS nhut er, connecting to an

external data source node, providing a connection to

a vigeo rd the c ut er, rovyj di a connection .
to agg ouﬁg‘ecg?‘%ww ?ﬁ}g’%gg% e?lgmbr ov E%ﬁﬁ‘ "g’e isolated operating
conrenvironment comppter tbde indluddsecadenphdcking pnd\setfingothe isolated
connection to.a nopuse an keyboard of, the copmuter..

o0 SR, foSirRnRA S oB P mBar iR Aot ghrecting to a
operragion®f velptileanembrytfoeth8SOE atotdtmgand cannectipg ted datg storage

1 0y B oo B B Bk cxma
der idawfsfmmm nodeg)previding alzpanesioncte govited sandgof the computer,
on’ g iding £ 8Gtdigidhn 80 SR eARYE N duifluee BUAAR a Sonnection
f or tpagiriateriof the cesmpuserpproyiding p comnection tq ambuseandta keyboard of
bei Nle Q,Sﬁﬁ,ﬁ?&d?@ f ) ! h?ﬂ%%ﬁ@@eﬁﬁ@gﬁahﬁgtﬁemﬁng

source; frnsta : ; cation on t

per siystem efothp $Q and the prinaarsyoperating spstemanfithe ceraputar.ng

a isol ated operating environnment including a

secondary operating system the secondary operating,. .
systém f UhsacuER lﬁg&orl ROl Afeqting a personal womapes &om malicious code

f r ordeived o ¥n eRRFAI A sBlrce ré%nﬁy?ﬁﬁigttﬁé step@Bf the

install ei ;}fpl [ cahlwon defj ni.ng pri lﬁ{!y operati ng

syst em pdeadiag asaftwagyarplication ingtallable en the, perspgal computer, the

connect alibfiwiafe spplRufic forpréteétthgSie c6@phr’s Peimary data files from

i sol ated ,operati ng govi onnment ulrtl‘der contr Q“i of the

secondar )beg}ﬁeﬂcﬁﬁs 4 by alicigns qode ffom ap gxismal data,squice;

dat la so 3 riagtalling eid sfevae applivativh @nghe fr@&ml \oinputer,! the installed

i sol ated operating, environnent, ;and al.l ocating a . . .

vol at 1 ¢ EHGHPHS Hefifin, 4" isplited Gperating, Shyinofeng dncluding a

space t o setendascopetatiyg systen] thegesomlagnoparatiigdisysiih functioning

2005702 7%9%015%4&%%%9% An%sggazr%te from a primary operating on the computer,
and the installed application defining primary operating system permission

codes to limit access to a node connectable to an external data source to the

.

isolated operating environment under control of the secondary operating
system;

initiating an external data source interface session via the node within the
isolated operating environment, and allocating a volatile memory space and
a temporary data storage space to the secondary operating system for the



37 duration of the session; and establishing
connectivity with the external data source via the
woned®uogler control of the secondary oper ati RQTAPSM0EN00028

to isolate operative comsdnication with the external
data source to the isolated operating environnent,

and protecting the personal conputer from malicious

code derived fromthe external data source.

duration of the session; and

establishing connectivity with the external data source via the node under
control of the secondary operating system to isolate operative
communication with the external data source to the isolated operating
environment, and protecting the personal computer from malicious code
derived from the external data source.



