I5 JUN 20 WO 02/48888 IL PCT/,USOL/ 47621 WATCHPO NT ENJ NEq 5ORNA 2085 PEL | NED
PROCESSOR BACKGROUND This invention relates to generation of watchpoints
fyor a pi MO P2HE88%Hr ocessor. 5 Code devel oped for conpl ex i ricagrsatA™Th2ei rcui t
devices such as pipelined processors typically requires extensive
debugging. It is helpful to generate watchpoints that nonitor the
propagation of instructions through the processor pipeline. For this
reason, a wat chpoiWRTGHROTNT HNGINE beR pAopiPBIINBEDeRrROQESSSRAt e
informati on fromthe processor pipeline and provide the staté€ information
to a control unit for event handling. In this manner, application

devel opers can verify proper code i and thereby debug code

devel oped for the processor. 15 DE DRAWNGS FIG 1 is a block
diagramillustrating an integrated circuit with a pipelined processor and
a wat chpoi nt ehftAeINVEREioN relatEs &@ Wediedgrtdmn IQfusatahnsi g cuitry

suitable for inplenentation of a watchpoint engine. -1
for a pipelined processor.

5 - Code developed for complex integrated circuit devices
such as pipelined processors typically requires extensive
debugging. It is helpful to generate watchpoints that
monitor the propagation of instructions through the
processor pipeline. For.this reason, a watchpoint engine

10 can be provided to extract state information from the
processor pipeline and provide the state information to a
control unit for event handling. In this manner,
application developers can verify proper code operation and

thereby debug code developed for the processor.

15 DESCRIPTION OF DRAWINGS

FIG. 1 is a block diagram illustrating an integrated
circuit with a pipelined processor and a watchpoint engine.
FIG. 2 is a circuit diagram illustrating circuitry

suitable for implementation of a watchpoint engine.
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I 5 JUN 2005 WO 02/48888 PCT/USCOL/ 47621 FIG 3 is a circuighgmﬁgggm
illustrating additional circuitry suitable for inplenentat?

wat chpdY@02/8¥§8ne. FIG 4 is another circuit diagramil| UREFEEIIEEBL
additional circuitry suitable for inplenentation of a' watchpoint engine.
FIG 5 is another circuit diagramillustrating. additional circuitry
suitable for inplenmentation of a' watchpoint engine. 10 FIG .6 is a fl ow
-di agr am i | | uSLGt i hgl emerarroh todlagnash gl i s e theg . aguMVARY 20F

| NVENTI ON According to a first aspect of this invention, there is provided
an appacatusiiconprisibgble fiatchpgilEnerdrtsien cbnd i gatedpbdngt ore a

wat chpoi nt address; a conparator configured to conpare the watchpoint

addr essehgiprengr am addresses associated with instructions submitted in a
fi.rst stage of a processor pipeline; 2 15 JUN 2005 a wat chpoi nt generator

fﬁgfi gured.t gr@enej 8 £ Fno¥RbENRA MBI YRS 1D PELIERAAddr ess equal s
5 additional circuitry suitagle for implementation of a

watchpoint engine.

FIG. 5 is another circuit diagram illustrating
additional circﬁitry suitable for implemgnﬁation of a
watchpoint engine:

10 EIé. 6 is a flow diagram iliﬁstratiﬂg generation of

watchpoint matches.

SUMMARY OF INVENTION

According to a first éspect of this invention, there
is provided an apparatus compriéing:

a watchpoint register configured to store a watchpoint
address;

a comparator configured to compare the watchpoint
address to program addresses associated with instructions

submitted in a first stage of a processor pipeline;



wat chpoi nt address; and 5 a counter configured to generate a coygtJm@bug in
a second stage of the processor pipeline, the count value repré&sentin

t-he nunber of watchpoint matches. According to a second aspect of this
invention, there 10 is provided a nethod conprising: conparing a

wat chpoi nt address to a program address associated with instructions
submtted in a first stage of a processor pipeline; generating a

wat chpoi nt match when a program address 15 equal s the watchpoi nt address;
and generating a count value in a second stage of the processor pipeline
representing the nunber of watchpoint matches. 20 According to a third
aspect of this Env¥erchewinthaenesad gy sadeduwred @ ERATSithg: a flash
menory device; a pipelined processor coupled to the flash nenory device; -
2a J 5 JUNatgbpoiatf magchwatheipdilft pragrareradsyiffd @Rl Biore a  first
wat chpoi nt address; a second watchpoint register configured to store a
second wat ¢hpehpo iatdraekixess; and

5 a counter configured to generate a count value in a
second stage of the processor pipeline, the count value

representing the number of watchpoint matches.

According to a second aspect of this invention, there
10 is provided a method comprising:
comparing a watchpoint address to a program address
associated with instructions submitted in a first stage of
a processor pipeline;
generating a watchpoint match when a program address
15 equals the watchpoint address; and
generating a count value in a second stage of the
processor pipeline representing the number of watchpoint

matches.

20 According to a third aspeqt of this invention, there
is provided a system comprising:
a flash memory device;
a pipelined processor coupled to the flash memory
device;
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5 a conparator configured to conpare the first and second watchpoint.
address to program addresses associated w th instructions sypgi ‘HﬂpQMSO a
processor pipeline; a watchpoint generator configured to generate a

wat chpoi nt match when the program address is in a range 10 defined by the
first and second wat chpoi nt addresses; a counter configured to generate

acount val ue
t he wat chpoi nt

representing the nunber of watchpoint matches generated by

erator a.trigger crrcurt configured to tri a reques
when 15 the co lﬁél q@%ﬁﬁﬁﬁgﬂe RFST 157 d gy St %gat?oller

configured to adjust t he count value mhen one of the instructions
associ at edfhirsh vRdchPaifd agfLESfifoi nt matches is killed or stalled at a

| ater. execution stage in the pipeline. 20 According to a fourth aspect o
this invention, at lsecends watsmbhipdeich tarr epipstren wworhiggweed obprseong:a- 2b  j
JUN 2005 a watchpoint register to be |oaded with a watchpoint address; a
conpar at or seeshidg waed oo iconEatdrdds; wat chpoint  address to a program
address associated with an instruction 5 in a first stage of a processor

pi pel i ng;

a comparator configured to compare the first and

second watchpoint address to program addresses associated

with instructions submitted to a processor pipeline;

a watchpoint generator configured to generate a

watchpoint match when the program address is in a range

10 defined by the first and second watchpoint addresses;

a counter configured to generate a count value

representing the number of watchpoint matches generated by

the

15 the

one

watchpoint generator;

a trigger circuit configured to trigger a request when
count value exceeds a trigger threshold; and

a controller configured to adjust the count value when

of the instructions associated with one of the

watchpoint matches is killed or stalled at a later.

execution stage in the pipeline.

20

According to a fourth aspect of this invention, there

is provided an apparatus engine comprising:

- 2b -

t

f
5



a wat chpoi nt generator configured to generate a watchpoint match when the
program address equals the watchpoint address; and a counter configured to
generate a count value in a 10 second stage of the processof SuUpeIZse, the
count value representing the nunber of watchpoint matches generated by
t he wat chpoint generator. According to a fifth aspect of this invention,
there 15 is provided a nethod conprising: specifying a watchpoint address;

matruct fon in d (19er SeS8E EroutCaPoBRHE: IhRRER NLthod HERGRRPLAG o

instruction in aff
wat chpoi nt ch when the program address equals the watchpoint address;
and gener at% &S®bunt value in a second stage of the processor pipeline,
the count value representing the number of watchpoint matches. - 2c¢ 15
JUN 2005 Accor didhgcemParatet hcespegured thi sompesat tba, wahehpoing provi ded
an apparatus conprising: a first watchpoint register with a first
wat chpoi nt acditk®sstoba apsegcnand adticbpsi assoefjasedr wikhhan $asemdction
wat chpoi nt
5 1in a first stage of a processor pipeline;
a watchpoint generator configured to generate a
watchpoint match when the program address equals the
watchpoint address; and
a counter configured to generate a count value in a
10 second stage of the processor pipeline, the count value

representing the number of watchpoint matches generated by

the watchpoint generator.

According to a fifth aspect of this invention, there
15 is provided a method comprising:
specifying a watchpoint address;
comparing the watchpoint address to a program address
associated with an instruction in a first stage of a
processor pipeline;
20 generating a watchpoint match when the program address
equals the watchpoint address; and
generating a count value in a second stage of the
processor pipeline, the count value representing the number

of watchpoint matches.

- 2¢c -



"address; a conparator configured to conpare the first and segpydUN 2005
wat chpoi nt addresses to program addresses associated w th instructions
Subnitted to a processor pipeline; 10 a watchpoint generator configured to
generate a watchpoint natch based on the conparison; and circuitry
configured to setectlingl yodasahlktmtadrast oongif {dvediist, apdesgcond
conparators and to stabilize the output of the disabled conparator. .
- DESCRI PHIOYb r&v{aed &8 A gggg%ugi@wﬁﬁpﬂgd itrating an integrated circuit
device 10. QAs shown in Flgi 1, integrated' ircuit 15 FEVIQS ig nayd
include a progfa e 1@ RO or_control unit 14  and a
matchpointpengfh€y€%# w%ﬁggggggﬁ g&%fggkégﬁieﬁ ﬁiﬁnW%ﬁﬁPR?ﬁ%Frandom
access {PAV device such-as a flash nmenory device. Processor 12
may be a pipe $hed processor with mul'tiple 20 execution stages. Watchpoint.
enging 16 -extracts state Lnfornation fromprocessor 12 in real time and
procedses 2d 2 1T°IUN 265 D62/ 8938 tPETMUSH A4 FEEPIch 4l t on t o
notify control unit 14 of 'events such as exceptions and interrupts. -

Wat chpoi AARFiTe 16 may be adapted to match on

a comparator configured to compare the first and
second watchpoint addresses to program addresses associated .
with instrﬁctions submitted to a processor pipeline;
10 .a.watchpoint generatér configured to generate a
watchpoint match based on the comparison; and
circuitry configured to-selectively disable at least
- one of the first and second domparators and to stabilize

the output of the disabléd comparator.

'DESCRIPTION

FIG. 1 is a 5lock diagram illustrating an integra£ed
circuit device 10. Asishqwh in FIG. 1, integrated cirCuit
15 device 10 may include a progiammable processor 12, a
processor control unit 14, and a watchpoint engine 16.
Processo; 12 may execute instructions in a random access
memory (RAM) device such as a flash memory device.
Procéssor 12'may be a pipelined processor witﬁ multiple
20 - execution stages. Watchpoint engine 16 extracts stéte

information from processor 12 in real time and processes

- 24 -



addresses of data or instructions, as well as inclusive or 5 exclusive
ranges of addresses, i.e., conbinatorial matches. Al so, watt§pdihi208ngi ne
16 may bWmeisB#8d to track the propagation of watchpoi nt pgei@ssdIpt ches
t hrough successive execution stages of pipelined processor 12. To that
end, wat chpoi nt engine 16 may include appropriate 10 registers and |ogic
arranged to support those functions. The registers nay be inplenented as

f1ip-flopsherihébehasionl ’oaAWLtifYN com-NPAUMNL: angidie AL (By §ig.,arf anged
to generate watchpoints for high frequency operation o processor 12. in

real i meexd8pbbdibaenacetiais gl gat chpoi nt engine 16 my be
i ndependent |y  enabl ed and di sab eg for different functions, aiding in

power conservai hpai enagi ne 16 may, b articularly useful for
integrated ci r@%??haé\ébgeggg%lgdg%dmaiyn%?aﬁmecfcgrtcb%‘:}bdﬂ abl e
battery-poagred devi%eaain 20 which power conservation is a concern. Thus,
in some NPBAPRERL 8 RELEnSE AP SERGChe ons P deid B timclugivemtages of
real tinme response, high frequency operation, and reduced power

consdnpt i BRCL18s18e JPRNIGES o ANBdgZRs8888 RCH -USQIQmbAGRI: (Gaireet atd torhes .
preci se wat chpoint matches for instructions and data facilitates debuggi ng
and enabl &tso, watchpoint engine 16 may be adapted to track the

propagation of Qatchpoint address matches through
successive execution stages of pipelined processor 12. To
that end, watchpoint engine 16 may include appropriate

10 registers and logic arranged to support those.functions.
The registers may be implemented as flip-flops or latches.
In addition, watchpoint engine 16 may be arranged to
generate watchpoints for high frequency operation of
processor 12 in real time.

15 Modular sections of watchpoint engine 16 may be
independently enabled and disabled for different functions,
aiding in power coﬁservation.. Watchpoint engine 16 may bé
particularly useful for integrated circuit dévices embedded
in handheld or other portable battery-powered devices in

20 which power conservation is a concern. Thus, in some
embodiments, watchpoint engine 16 may combine the
advantages of real time response, high frequency operation,

and reduced power consumption.



code patching. The propagation of instructions through a processor

pi peline can be nonitored in real-time to 5 identify enul atddnJHN
except i oWV Q®WASBE and provide enul ation node operation or REACESHI40621
handl i ng, as appropriate. Watchpoint matches may be identified several
cycles before the pertinent instructions are commtted. Inportantly,
handl i ng of exceptions can occur with speed 10 and precision, enabling

instructions tGeberktibadofi peeciskeewitmirdntiendihey feach the witeback
stage. This feature facilitates code patching. Thus, the. ability to

provi de highr f#5EELUE6ASY anbeabthi rf%dmticémsntdém{@%g@i%?% %ﬁég}iége

significant advantages to code devel opers. 15 Fl I ock di agram

5 U L0 Cod b iy, SHBEARLBLN T S ALALLAL OB CIPOLDL ol ne

16. As wat chpo engine 16 may 1 nc
wat chpoi nt regisgers.lB . 20. Vﬂtgﬁpoint regi ster 18 lis,desi nated "W,QO'
whi | e wat RRPSFTOF eBiBE&F1S0CPL D5 o LR\BRal B pbP nt registers

18, 20 may be  nmenory_mapped registers that are progranmed by a code
devePoperidfRhisy deBPLediRRt GRS0ISHCRId Vs SRt YA FPFYVPE® poses. In FIG
2, watchpoint registers 18, 20 are 4 WD 02/48888 15 JUN 2005
PCT/ USO1/gpeéPation mode operation or exception handling, as
appropriate. Watchpoint matches may be identified several
cycles before the pertinent instructions are committed.
Importantly, handling of exceptions can occur with speed

10 and precision, enabling instructions to be killed, i.e.,
terminated, when they reach the writeback stage. This
feature facilitates code.patching. Thus, the ability to
provide high-frequency, real-time watéhpoint matching may
provide significant advantages to code developers.

15 FIG. 2 is a block diagram illustrating circuitry
suitable fcr implementation of watchpoint engine 16. As
shown in FIG. 2, watchpoint engine 16 may include one or
more watchpoint registers 18, 20. Watchpoint register 18
is designated “WP0” while watchpoint register 20 is

20 designated “WPl.” Watchpoint registers 18, 20 may be
memory mapped ;egisters that are programmed by a code

developer with a desired watchpoint address for debugging

purposes. In FIG. 2, watchpoint registers 18, 20 are



fepresented by flip-flops. In one enbodi nent, watchpoint engine 16 nmay

i ncl ude six watchpoint registers that enable matching on nu tg H’JE 2005

isnst ruct V00 0#eB88lat a addresses and nultiple address rangesct/Bsodvaneichpoi nt
status register (not shown) records watchpoint matches. A watchpoi nt
instruction address control register and a watchpoint data address control
regi ster (not shown) specify whether particul ar watchpoint matches shoul d

generate esplatieocal sy St 0fp SXL6PS | O Doy CBABoa CRLRL DALGLLAG. 1 A
replacing old code, may be done by witing the start address ? the old

code to Oangehel % il CIIAOL e " £0K Sh2E SnpBNM oELLL 003, oRfLESRRNANO DI ¢

in one of the control” registers to trig an exceptron. ?ception

service r i t egister is.read. 1 n eral, when an
instructi%%EE??QQ&F?¥Z%g%ifb#?g#%sgﬁ??f%%p %Edtaﬁkapggaf?sﬁﬁé aReept i on
routine cauigs ﬁé u to an instruction at another |ocation. Instructions
at that |BEAEEBASaAdARERULRPI9%en, the programreturns to the
instruction just after the instruction that was killed 20 in witeback.
Thus? new coded ¥aEedRAiant iFtates vegiseerkihdedshawni ucecondsproviding a
code patch. Watchpoint registers 18, 20 may be | oaded with either direct
mat ch wat whpohpod.ndr madngee hound? wed chippdhhs. idsbruction address

control register and a watchpoint data address control
register (not shown) specify whether particular watchpoint
matches should generate emulation events or exception

10 events. Code patching, or replacing old code, may be done
by writing the start address of the old code to oﬁe 6f the
watchpoint registers, and setting a corresponding bit in
one of the control registers to trigger an exception. 1In
the exception service routine, the status regisﬁer is read.

15 In general, when an instruction hits writeback, it is
killed. At that point, the exception routine causes a jump
to an instruction at another location. Instructions at
that iocation are executed. Then, the program returns to
the instruction just after the inétruction that was killed

20 in writeback. Thus, new code is executed in lieu of the
killed instruction, providing a code patch.

Watchpoint registers 18, 20 may be loaded with either

direct match watchpoints or range bound watchpoints. A



15 JUN 2005 WD 02/ 48888 PCT/ USOL/ 47621 direct natch matchpohgt IS a_menory
address for an instruction or data on which watchpoi nt engi i%"é@ﬁerates
a wat chpWW;mo2/4888&h. A range bound watchpoint is a nenory rridwsssazé2ar an
instruction or data defining one of the 5 bounds for a range of addresses
on whi ch wat chpoint engine 16 provides a watchpoint match. For direct

mat ches, wat chpoint addresses are |oaded in a watchpoint register 18, 20

on an i ndgpeadenialasi sath®poidt ange by Reidr&f s ths wat chpoi nt
addresses | oaded in 10 watchpoint register 18 and watchpoint register 20,

which toggthefcdebihng a 43206, :0fadgy %&%Jﬂntﬂﬁé&#ﬁ@ P¢ mi%%%?%?%e! he

direct and range bound wat chpoi nt addresses can ogra

wat chpoi n i LS 1 as ydesj red.. Wat chpai nt_engi ne 16 al so_may

i ncl ude rr%ﬁ“?%@?%?tz ,at%?‘S o4 %geezé?o%cg “Eagcr%h‘ﬁ%%‘g‘r stB0? BINOBY  36.

Mul ti pl exer, 22, 26 select either a current instruction or data address
provided,agarﬁssoﬁerwﬁpbﬁqﬁ 130 R 193 LA ingiene vof yehe The address

is shown in FIG 2 as an instruction address (IA) provided by a program
counfer fBPUBHEPESES dofranFee fmAddremfiesadur ¢85l gth VatGhpoint |eraineo an
execution stage, e.g., EX1. Miltiplexers 24, 28 select either the
wat chpoi ni 6 agdpedselsoad e tiahtpeitrite megsgiect i ve wat chpoint  register 18, 20,
or a "1" or other nonzero val ue, which _
For direct matches, watchpoint addresses are loaded in
a watchpoint register 18, 20 on an independent basis. For
a range match, both of the watchpoint addresses loaded in
10 watchpoint register 18 and watchpoint register 20, which
together define a range of addresses for matching are used.
The direct and range bound watchpoint addresses can be
programmed into watchpoint registers 18, 20 as desired.
Watchpoint engine 16 also may include multiplexers 22,
15 24, 26, 28, and comparators 30, 32, 34, 36. Multiplexers
22, 26 select either a current instruction or data address
provided, or a “0,” which generally will be a multi-bit
value. The address is shown in FIG. 2 as an instruction
address (IA) provided by a program counter for purposes of
20 example. The address in FIG. 1 is local to an execution
stage, e.g., EX1l. Multiplexers 24, 28 select either the

watchpoint address loaded into the respective watchpoint

register 18, 20, or a “1” or other nonzero value, which



‘s WD 02/ 48888 15 JUN 2005 PCT/ US01/ 47621 generally will be a multi-bit
val ue. The outputs of nultiplexers 22, 24 are applied to cont5rdﬂ%ﬂﬂ530,
32.  SimWareg8888he out puts of nultiplexers 26, 28 are appdrOS01L19621
conparators 34, 36. In each case, the respective 5 conparator 30, 32, 34,
36 conpares the output of one nmultiplexer 22, 26 to the output of the
other nultiplexer 24, 28. Miltiplexers 22, 24, 26, 28 are provided to

stabi | i ze geearaQQPAFAL DIbET & CiA1E Y- 1t tHE) Gy entone, of Jhpth of 10
wat chpoint registers 18, 20 is disabled for power CONServation. In the

of it chper A 2 TR PR ENIR L0 SRR SFE o T o O

of watchpoint Tregisters ed.

advant age far h andpoint o ower conservation 15 especially for
battery- p%\l/:\%rlé&(}g]é{/i i M%%‘i?i%%l‘g‘ﬂl\,’%%i?’feﬁ $1 89 &€ chRRI Aedengi ne
16 may be selectiveh¥ dif@bled when it is not needed, avoiding excessive
power  conSufiPGT2a3  hat thpdb nt HorfaehieRSe s Het yeepedtiwe gl obal
enable bit can be reset to disable all flip-flops 20 and | atches associ at ed
with3he FEMERFGHRE 30cuddr 34 A VP Epdtes Dilbabdetwont o6l ohéne may be
coupled to

P multiplexer 22, 26 to the output of the other multiplexer

24, 28.
Multiplexers 22, 24, 26, 28 are provided to stabilize
the comparator circuitry in the event one or both of
10 watchpoint registers 18, 20 is disabled for power
conservation. In the event only a single direct-match
watchpoint is monitored, for example, one of watchpoint
registers 18, 20 may be disabled. This is highly
advantageous from the standpoint of power conservation,
15 especially for battery-powered devices. 1In particular,
part or all of watchpoint engine 16 may be selectively
disabled when it is not needed, avoiding excessive power
consumption. If watchpoint monitoring is not needed, a
global enablé bit can be reset to disable all flip-flopé-
20 and latches associated with the watchpoint circuitry.
A WPO Enable/Disable control line may be coupled to
béth multiplexers 22, 24. A WP1 Enéble/Disable control.

"line may be coupled to both multiplexers 26, 28. If



both nul tipl exers 22, 24. A WPl Enabl e/ Di sabl.e control |ine may be coupl ed
to both nultiplexers 26, 28. If 7 WD 02/48888 1 5 JUN 2005 Hd/JUB0A0% 7621
wat chpoi NNOP¥¢fi88% er 18 is not enabled, nultiplexers 22, 2&cwesmiwvelt he WO
Di sabl e signal, and propagate a multibit "0" and "1," respectively, to
conparators 30, 32. If not, conparators 30, 32 receive the instruction
address (1 A) and 5 the respective watchpoi nt address for conparison. Again,

an i nstruebtehpaddres®gis el arencethdore B RO S el 1 §¥2FRLE. Hbn gyher
exanpl es, the address could be a data address. M t?hﬁexers 2%?’224mork in

a simlargegn e TSP t 1 D | gnal in_the,event
matchpoinf 10 ?Sgi?f%r zoq?§§§?§36¥§ﬁﬁﬁqu%§§ ar%ﬁ%?%@%oé §EE%§§}%46 do

not toggl epgn ef th ﬁﬂﬁi f the dommstreang# gi coupled to the
conpar at or s g??& dods %oe{ opeerag’teéel,f’r SSUITTTRA LT TPET é)'figant §EVPH§S in
power consuggtion operation, conparators 30, 34 nonitor direct

.1 n_norngl
15 mat cheSBREREER T RatSpointt W i flef e HpbP it 2addEgRst ¢£8) 180420,

respectively, and the current address provided via multiplexers 22, 26. In
ot heP wor 88% re@§RE&tdVer yadehpnd nfetaddrans et heomparel sabchpagatn,
addresses and instruction addresses are equal to one
an instruction address is referenced for purposes of
example. In other examples, the address could be a data
address. Multiplexers 26, 28 work in a similar ﬁanner in
response to the WPl Disable signal in the event watchpoint
10 register 20 is disabled. If.comparators 30, 32, 34, 46 do
not toggle, most of the remainder of the downstream logic
coupled to the comparators also does not operate, resulting
in significant savings in power consumption.
In normal operation, comparators 30, 34 monitor direct
15 matches between watchpoint addresses in watchpoint
registers 18, 20, respectively, and the current address
proviaed via multiplexers 22, 26. In other words,
comparators 30, 34 determine whether the watchpoint
‘addresses and instruction addresses are equal to one
20 another. If the watchpoint address from register 18 equals

the instruction addiess, comparator 30 propagates a

multibit “1” to additional watchpoint logic circuitry that



20 another. If the wat chpoi nt address fromregi ster 18 equals the

i nstruction address, conparator 30 propagates a nultibit "1" 1% JHNG200S onal
wat chpoi NNODPufi888 circuitry that -8 WD 02/48888 15 JUN 20QT¥e]/st2Pl/ 47621
forms part of a watchpoint match generator.. Conparator 34 operates in a
simlar fashion. Conparator 32 determ nes whether the watchpoint address
In register 18 is less than the instruction 5 address. In this case, the

wat chpoi nEoader gagti BE %g-hﬁtt@hgok%t”%%m% G%S%Cﬁfe'l 32*?%’%%9*’” Ogg doos o

a range match. Conparator 36 determ nes Ol ess in

register gggggtggegheg 5&?&1%& equal; 1o the instruction address. In this

case, the tchpoi nt address T n'regi'ster 10 20 nay be used as the upper
bound address fQr_a_range tch. If there is a watchpoint natch at each
BBR=pRER oo Got

conmparator 32,° STUAS D heddess Shss Watemeotahige specifi ed
by registera 18, 20. In this case, conparators 32, 36 propagate a "1" to
addi ti onaPfIfEERE &P CEPEAFer1Z 8 45 HeST [ty &thed ievforlimehon t he out put of
conparator 30 is coupled to an AND gate 38, while the output of conparator
32 i 8 coupf@yess- anIANDhdst ¢as@ arrdieawa tioperitrad ddupds of ianr &R gase 42.
The out put of conparat or
18 may be used as a lower bound address for a range match.
Comparator 36 determines whether the watchpoint address in
register 20 is greater than or equal to the instruction
address. In this case, the watchpoint address in register
10 20 may be used as the upper bound address for a range
match. If there is a watchpoint match at each comparator
32, 36, then the instruction address is in the rahge
specified by registers 18, 20. 1In this case, comparators
32, 36 propagate a “1” to additional logic circuitry.
15 In the illustrated embodiment, the output of
comparator 30 is coupled to an AND gate 38, while the
output of comparator 32 is coupled to an AND gate 40 and an
inverted input of an OR gate 42. The output of comparator
34 is coupled to an AND gate 44, while the output of
20 comparator 36 is coupled to AND gate 40 and an inverted
input of OR gate 42. AND gates 38, 44 have inverted inputs
that receive a RANGE enable signal. In effect, AND gates

38, 44 propagate a “1” if comparators 30, 34 indicated a



34 s coupled to an AND gate 44, while the output of 20 conparator 36 is
coupled to AND gate 40 and an inverted input of OR gate 42. Al\ﬁ)@mtw%,
44 have wovex4sesk i nputs that receive a RANGE enabl e signalcr/ddaighdrgct. AND
gates 38, 44 propagate a "1" if conparators 30, 34 indicated a -9 1 5 JUN
2005 WD 02/48888 PCT/ US01/ 47621 direct watchpoint address match and

wat chpoint engine 16 is not operating in a range node, i.e., AND gates 38,

44 receivg; " :The IQNP e 40 feeds anot her AND, gate 46
5 t hat de?é?%gnegé\lﬁlﬂggpﬁely{t ﬁgﬂ%r%ls%sr (ﬁﬁl Oh AUdresECTROWE RFRILRR Fhct Isi ve
range def] ngd bérrag:ri\ge hound wat chpoi nts , | oaded i n wat chpoi nt registets

18, 20. ARP-g¥P Pedd] Ved BHS Y the® outpiY 9t fat 440, a-range

enabl e signal  signifying that watchpoint engine 16 is in 10 range node, and
an incIusF@%eéW@néNoﬁn E+g that the range node is inclusive, i.e., the
wat chpoi nt engi ne matches on addresses between the two range bound

wat chpoi nt s | odbedobbpwadt cifpdNR gaip st@eriddis 28no R gahkD4@abpesdtes to
define an exclusive range, 15 receiving the outputs of conparators 32, 36
at imavertedati dptesmifke etiquHeroftlte "iNsttudR gat &dd2et9di saeshihat the

wat chpoi nt address in watchpoint register 18 is not
an inclusive range defined by range bound watchpoints
loaded in watchpoint registers 18, 20. AND gate 46
receives as inputs the output of AND gate 40, a range
enable signal signifying that watchpoint engine 16 is in

10 range mode, and an inclusive signal indicating that the
range mode is inclusive, i.e., the watchpoint engine
matches on addresses between the two range bound
watchpoints loaded in watchpoint register 18, 20.

OR gate 42 operates to define an exclusive range,

15 receiving the outputs of comparators 32, 36 at inverted
inputs. The output of a “1“ at OR gate 42 indicates that
the watchpoint address in watchpoint register 18 is not
less than the instruction address or that the watchpoint
address in watchpoint register 20 is not greater than or

20 equal to the instruction address. The output of OR gate 42
feeds an AND gate 48, which also receives at an inverted
input a Disable signal. The Disable signal indicates

whether the exclusive range mode is enabled or disabled.
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[ess than the instruction address or that the wat chpoi nt  addr i n

wat chpoi nt ister 20 is not greater than or 20 equal to the |ﬁ%9pﬂcmﬂbn
address. VWﬂéygﬁ?ﬁut of OR gate 42 feeds an AND gate 48, \Humisoaliznl
receives at an inverted input a D sable signal. The Disabl e signal

i ndi cates whether the exclusive range node is enabled or disabled. - 10

15 JUN 20&% 5{488 8 PCT/USOl/47621 Thus, when the Disable signal is |ow
and one of ‘tfie EaRdsarat ;L 305 Bovi and owe GRE gelte @2t puts AND
gate 48 propagate a"1l." The out put of AND gate 48 feeds anot her AND gate
50. 5 ANDEQSOEPSatass b 436 akkli lownalR i gtk s42 Redgenengbte 4si gnal and
an Excl usive Range enabl e signal. The Range enable signal 1ndicates that
wat chpoi nPrepgigadeel @ i'sL.i’h range node, while the Exclusive signal
indicates that the range node is exclusive. In other words, watchpoint

engi ne 10 16 i $Hen cutpde dﬂ1HwDC%F&é IRt £063s O GE fSﬁﬁﬁ éQ? L igll

out side of the range defined by the range bound matc points oaded into

431 DR Kl o R SR 210

signal is high, and the output
bropagat 91 8pal’ it B WU 78 riEy S aé§a§ o' SEGaATY Fne Range' M
enable signal indicates that watchpoint engine 16 is in
range mode, while the Exclusive signal indicates that the
range mode is exclusive. In other words, watchpoint engine
10 16 is in a mode in which it matches on addresses that fall
outside of the range defined by the range bound watchpoints
loaded into watchpoint registers 18, 20. If the Exclusive
signal is high, the range signal is high, and the output of
AND gate 48 is high, AND gate 50 propagates a “1” to OR
15 gate 52.
OR gate 52 receives as inputs the outputs of the
inclusive range AND gate 46, the exclusive range AND gate
50, and the direct match AND gate 38. If any of the inputs
to OR gate 52 is high, it outputs a “1” to AND gate 54.
20 The logic circuitry shown in FIG. 2 primarily operates
within a.first execution stage of the processor pipeline.

As an illustration, that stage is indicated as the “EX1”

stage. If an instruction ahead in the pipeline has been
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i ncl usi ve

range AND gate 46, the exclusive range AND gate 50, and the

direct match AND gate 38. If any of the inputs to OR gate 52 18§ dulyrR005; ¢
Qut puts av0 048888 AND gate 54. 20 The logic circuitry showpdudtifers=a

primarily
pi pel i ne.

If an instruction ahead in the pipeline has been -11 WD 02/48888 15 JUN

operates wthin a first execution stage of the processor

As an illustration, that stage is indicated as the "EX1" stage.

i i.s -handl ed bef or.
2005 PCT/WiSOM A %R 1ski11ed, ofnstablefdy iba a§§??§65§50§% Top3a ‘%{f

propagat i

el

ng the watchpoint match determ ne gi

FIG 2. F [ , g 4.includes as.inputs.an 5 inverted Kil
%ﬁ%}\%ﬁ%@ﬁm@?{%aﬁégagﬁlge 2PYAThE) JRERC Fha RIS Cgnal

ﬁgggt n instruction in that particular pipeline stage has been

tdl1 signal indicates that an instruction in that particular

signal, a
i ndi cat es
killed. T

pi pel i ne stage has been stalled. The Valid signal

current i
match fro

stal l®d, iavencdd Kill piopabatas snvdrtéd sheliextgahageaat watehpei nt

engi ne 16

10

15

20

nst r udiQ®orchss vRRFRosef NP ggheeS44inededees asndinpatisommof a
m OR gate 52 in conbination with an indication of not killed,

. O herwi se, AND gat'e 54 produces a
signal. The Kill signal indicates that an instruction in

that particular pipeline stage has been killed. The Stall
signal indicates that an instruction in that particular
pipeline stage has been stalled. The Valid signal
indicates that the current instruction is valid. If AND
gate 54 receives indication of a match from OR gate 52 in
combination with an indication of not killed, not stalled,
and valid, it propagates a “1” to the next stage of
watchpoint engine 16. Otherwise, AND gate 54 produces a
wo.”

The “1” that is output by AND gate 54 indicates that
there was either an inclusive range match, an exclusive
range match, or a direct match, depending on whatever
watchpoint mode is applicable to watchpoint engine 16 at
the time. The inclusive and exclusive range matches
detected by AND gate 54 are made relative to the watchpoint

addresses loaded in watchpoint registers 18, 20. The

-12 -
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15 ,.0... The "1" that is out put by AND gate 54 indicates that there was
ei ther an inclusive range match, an exclusive range match, or1 8 dN 2006
mat ch, degewaMHsR8on what ever wat chpoint node is appli cablgefasaghipoi nt
engine 16 at 20 the time. The inclusive and exclusive range natches
detected by AND gate 54 are made relative to the watchpoint addresses

| oaded i n watchpoint registers 18, 20. The -12 WD 02/48888 15 JUN 2005

PCT/ USO1/ 44674 1lith£€th NBE € egnBY AN te 5 relative to
t he watchpoll nt address oagce:gg?ﬁs&/atggﬁ ? rggl?'gt érad%reiﬁtﬁﬂﬁ Ste 56

I t det ect d iindi cate direct matches
zlnmt hgr mﬁcﬁ&%‘fﬁél@oéﬁ%iﬁzasg& % goag?g WAt EﬁBSFHPlPEgFggéPtQQ 1END gate 56

receives as in tp D gate_44, the inverted Kill signal,
the inverted St apf Ii$g?\% ghds’ﬁﬁ LI FQ ANPgeare Pf iRePsavhdedofoAND gat e

44 is high, and AND gate 54 recei ves the not killed, not stalled, and
wvalid signﬂﬂ%?cjiﬁqq bﬁ%@%@%@e@lé&@i"m@bchne nexthstHQECbpomatchp0|nt
engine 16. In this manner, AND gate 54 indicates a direct address match
on tHe wattdhingn kertedsihbadeatchpoimat phgoshbr 20. AND gate 56
receives as inputs the output of AND gate 44, the inverted
Kill signal, the inverted Stall signal, and the Valid
signal. If the output of AND gate 44 is high, and AND gate
54 receives the not killed, not stalled, and valid signals,
10 it propagates a “1” to the next stage of watchpoint engine
16. In this manner, AND gate 54 indicates a direct address
match on the watchpoint address loaded into watchpoint
register 20.
FIG. 3 is a schematic diagram illustrating additional
15 circuitry for generating watchpoints. The circuitry of
FIG. 3 represents the next stage of—watchpoint engine 16
following the: stage illustrated in FIG. 2, and spans second
(EX2), third.(EXB), and writeback (WB) stages of the
processor pipeline, as indicated by the dashed boundaries
20 in FIG. 3. In the example of FIG. 3, a register 58, e.g., a

flip-flop, holds the output of AND gate 54 of FIG. 2.

Circuitry substantially similar to that shown in FIG. 3 may
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register 20. FIG 3 is a schematic diagramillustrating additional 15
circuitry for generating watchpoints. The circuitry of FIG 3 #&duliids
the next WQ 483838 wat chpoint engine 16 followi ng the stagetiisuavéated in
FIG 2, and spans second (EX2), third (EX3), and witeback (WB) stages of
the processor pipeline, as indicated by the dashed boundaries 20 in FIG
3. In the exanple of FIG 3, -a register 58, e.g., a flip-flop, holds the

out put of bANPrgatl deB4 fofr BlrGcedsinG lorUitdHe and £ akiby ?é@é'gé Le that
shown in FIG 3 may -13 15 JUN 2005 WO 02/48888 PCT/ US01747621 be

provi ded fog.ppocessing of the output of AND gate 56 of- FIG 2. One
i nportant aspect of the circuitry of FIG 3 is -dynam c counter | ogic that

permts precis angli t within the proc or_pipeline
execut i on stagggg Eﬁ%bggﬁgﬁb%fﬁ%%ﬁpéh c %sfﬁﬁ%%ﬁb%¥éﬂgt€féx2? +gr exanpl e,
but an ingtruction ahead in the pipeline in EX3 is killed, watchpoint

engi ne 168¥333f8598u§%85uﬁ3&lﬁ(ﬂﬁ%%nﬁﬁﬁﬂ&¥§f3ﬁec%ﬁ% Kaadbing ngfr uct i on
that _matched on the watchpoint 10 address. For that purpose, the output of
regi 8ter SBCPREUSNSHYLKhdNc Flet dragesaan rivelineexeout iogistagas.

particul ar, register 58 feeds a counter logic circuit 60,
If a watchpoint match is propagated to EX2, for example,

but an instruction ahead in the pipeline in EX3 is killed,
Qatchpoint engine 16 readjusts a counter tb compensate for
the killed instruction that matched on the watchpoint

10 address. For that purpose, the output of register 58 feeds
both a counter circuit and watchpoint logic. 1In
particular, register 58 feeds a counter logic circuit 60,
which acts as a counter controller and receives as an
additional input a count adjustment signal, as indicated by

15 reference numeral 62.

Counter logic circuit 60 controls multiplexer 64 to
select either a -1 or a counter adjustment amount that is '
fed to an adder 66. Adder 66 serves to increment or
decrement a counter value produced by a series of

20 multiplexers 68, 70 and'a count register 72. Decrementing
by 1, i.e., adding by -1, is the ordinary operation when a
particular event being counted is detected. The counterlis

provided to enable the counting of successive occurrences
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whi ch acts as a counter controller and receives as an additional i nput a
count adjustnent signal, as indicated by 15 reference nuner§l§ QN Zggunt er
lcogi ¢ ci rwoioR/4888controls nmultiplexer 64 to select eitherp@rmdoiRhed
counter adjustnent amount that is fed to an adder 66. Adder 66 serves to
i ncrenent or decrenent a counter value produced by a series of 20

mul tiplexers 68, 70 and a count register 72. Decrenenting by 1, i.e.,

adding by otla phshenidl NASCIRRSIAL | 0: e, 1y PRLLLEULAT GYRIL | bei ng

counted is detected. The counter 1s provide ena ?Hg of

success Ve sSmIcs codit MRSRLECTR AT DN 2007 PSR o2 o o

particul ar watchpornt before triggerin
handl er. hbta%%y“ ccurrences of watchpoint natches detected in the EX1
stage are"@&d é’&ni%nm t q’bﬁserd%ea‘@%‘?éil.lg.’?h? nE¥hes BB@e s3Bgeconnirpd bt put
of count register 72 is fed back to adder 66, as indicated by reference
nuneral 7& 1&%§% 6t@¥eofl t¢he dpthe B2 netagel exer 68. Ml ti pl exer 68
receives the output of adder 66 as its other input. Miltiplexer 70 is
provided for | 4@ wytefuta afesiowtk coamtisvat ue2 Ml fégllexek 46 FOQdes
responsive to a Count Enable signal to select either
66, as indicated by reference numeral 74, and to one of the
inputs of multiplexer 68. Multiplexer 68 receives the
output of adder 66 as its other input. Multiplexer 70 is
provided for loading of a desired count value. Multiplexer
10 70 is responsive to a Count Enable signal to select either
- the count value produced by multiplexer 68 or an initial
count value loaded into memory by the application
developer. In other words, multiplexer 70 permits the
entry of an initial count value representing the number of
15 times an event should be detected before generating an
event trigger. In operation, that initial count value is
decremented by adder 66.
A Count Update signal indicates whether multiplexer 68
should select the output of adder 66 or the output of
20 register 72. Thus, the Count Update signal indicates
whether the count value should be updated or held. If the

output of adder 66 is selected by multiplexer 68, the

existing counter value is decremented or incremented,
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t he count val ue produced by nultiplexer 68 or. an initial count val ue
| oaded into menory by the application developer. In other wd8sJUN 200
Rul tipl eX¥Q0¥88%ernmits the entry of an initial count val PEWesMmAsEti ng
t he nunber of 15 tinmes an event shoul d be detected before generating an
event trigger. In operation, that initial count value is decrenmented by
adder 66. A Count Update signal indicates whether nultipl exer shoul d

68
sel ect theepahgihgobnadter gt dTe mllttiyl eG4 OSIER 72 %_Bﬁ gt he
Count Update signal indicates whether the count val ue should % upaated or

el d. |1 tbechaubBub:el addandlpielatatiydulil plexel) 8fecliigy

exi sting counter value is decrenented or inc

11555 ETLIRALEECS eI R L BB et 1

mul ti pl ex 68, the existing counter value is held, rather than
increnentgéaBr1885?8ﬁ@ﬁfﬁ%Fg5 ISt circuitry tracks a desired number

of occurrences of a particular event, e.g., direct match or range match.

I'f an instruct PBR FPYBEESd Ca Bedtidibitiackaldr edgs grd mumbderestil ted in a
decrenent to the counter, but is killed in the EX3 stage, the counter
val ue i s occurrences of a particular event, e.g., direct match or

range match. If an instruction produced a watchpoint
address match and resulted in a decrement to the counter,
but 1s killed in the EX3 stage, the counter value is

10 incremented by 1 rather than decremented to compensate for
the fact that the matched instruction was counted but
subsequently killed. If an instruction produced a
watchpoiﬁt address match and resulted in a decrement.to the
counter, but is killed in the writeback stage, the counter

15 value is incremented by one rather than decremented. If an
instructions that produce a watchpoint address match are
killed in the EX3 and writeback stages, that counter value
1s incremented by two rather than decremented. The logic
for determining the amount by which the count wvalue should

20 be adjusted is provided by register 76, AND gate 78,
register 80, logic circuit 82, and register 84.

Register 76 receives an input, from AND gate 75, that

indicates whether a valid match has been detected in the
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10 increnmented by 1 rather than degrenented to conpensate for the fact
that the matched instruction was counted but subsequently Ki 115 JUN| 200%an
isnstruct ivwo opussdsiced a wat chpoi nt address match and resull;(elqu§0q/ﬁ 21
decrenment to the counter, but is killed in the witeback stage, { e
counter 15 value is increnented by one rather than decrenented. If an
instructions that produce a watchpoint address match are killed in the EX3

and wite k S, val ue s increnmented by two rather than
decrenentggé fﬁ%tﬁdgigih?%%fge %?%?Hﬁ%%n?h%hiﬁnﬁ%? BYEWhREREL he count val ue

shoul d 20.be,adj ysted . s provided by register 76, AND gate 78, register

80, Iogicl%%%ﬁﬂ4£%ﬁf HﬂﬁjrQﬁﬁé&%ﬁgsﬁ.wﬁéﬁmﬁ?%mt7@d¢é%é$v@§t@h waput, from
AND gate 75, that indicates whether a valid match has been detected in the
-16 1 5 Jehishodt o bbydessyd prah Usbal 49 2in Bxee spageent pabedinet ch
means that the pertinent instruction that produced a watchpoi nt address
mat ch was Steglei.d, Thet autpwed, ofindegibst st af 6 efleeds t ARD pgeseny g papal i ne
stage. The output of register 76 feeds AND gate 78 and 5 logic circuit 82.
AND @at e 18gdics@inensitved2 as ANPUEStANTS | AUs6 até08; ps Wast hgput e spat ched

instruction is not killed, not stalled, and valid in the stage. The
not  kill eddirett ivmldedimatkby dhd mhonds RS LQOEEE! ¥Ys not
killed, not stalled, and valid in the EX3 stage. The not
killed, not stalled, and valid signals are logically
different signals for each pipeline stage. 1If thére is a
10 match and the matched instruction is not killed, not
stalled, and valid in the EX3 stage, the output of AND gate
78 is fed to a register 80, which outputs a value in the
writeback (WB) stage.
The output of register 80 is fed to logic circuit 82
15 along with the output of register 76. Logic circuit 82, in
turn, produces a counter adjustment amount and drives the
input of register 84. The output of register 76 indicates
whether an instruction was killed, stalled, or not valid in
the EX3 stage. The output of register 80 indicates whether
20 an instruction was killed, stalled, or not valid in the
writeback stage. On the basis of those inputs, logic

circuit 82 produces the counter adjustment amounts

described above, i.e., 1 or 2, and compensates for the
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different signals for each pipeline stage. If there is a 10 match and the
mat ched instruction is not killed, not stalled, and valid inf§hguNms
stage, thvoepaspsg of AND gate 78 is fed to a register 80,pcspi/agiputs a
value in the witeback (WB) stage. The output of register 80 is fed to
logic circuit 82 15 along with the output of register 76. Logic circuit
82, in turn, produces a counter adjustnent anount and drives the input of

o0l stor SorThEneutauLlatiot el il of S5, oubsleryan bgtoyct ! on

was killed, sta r-not vali'd in age- Fregister

80 i ndicates ether 20 an i,nstruct.iaon was kjlled, stalled, or not valid in
the wri t%ﬁ%’é\élgyg e 2T & D I léﬁ'etxrﬁfseé(‘# hpu&‘?nl%g‘?%un???cuit 82

produces the counter adjustnment anmpunts descrijbed above, i.e., 1 or 2, and
conpensat LI RGFENERE 151 RCCESSARY 201 NG 00F BB e%2 PTF USERNETBDE S
decrenenting operation. Register 84 provides the counter adjustnent anmount
to mul ti pFeRefFoent Whanst cdamadr thadj uist mopliedneecosebtypléngicbéircuit
82 al so generates the Count Adjust signal that is applied to nultiplexer
64 55as aasoat cohtgiognadidnalseélcecteidrer crhmt@sumtie tisédPus tasHunamopheduced
by register 84 rather than the -1 or O inputs to multiplexer 64. The Count
Adj ust si gpabubeM $yegister 84 rather than the -1 or 0 inputs to
multiplexer 64. The Count Adjust signal may simply
indicate whether an instruction was killed in EX3 or
Writeback.
10 Logic circuit 82 generates a counter adjustment amount
in response to the killing of matched instructions in later
execution stages of the pipeline. In this manner, a
counter value that tracks the number of occurrences of a
particular match can be compensated for matches that are
15 counted but later killed. The output of logic circuit 82
tracks essentially two conditions and the combinations of
those conditions.
The first condition exists when an instruction that
produced a watchpoint address match has been killed in the
20 EX3 stage. The second condition exists when an instruction
that produced a watchpoint address match has been killed in

the writeback stage. In some cases, both conditions may

exist. Logic circuit 82 identifies the conditions based on
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i ndi cate whether an instruction was killed in EX3 or Witeback. 10 Logic
circuit 82 generates a counter adjustnment amount in response1t5)JUN. .
killing ovowmtgsagd i nstructions in |ater execution stagesp@fyddiaeipel i ne.
In this manner, a counter value that tracks the nunber of occurrences of a
particular match can be conpensated for matches that are 15 counted but

| ater killed. The output of logic circuit 82 tracks essentially two

ndi ti onghan i i ONS, S LLi QRS. e first,condition
ggi sts WhEII’ll a%uittﬁhgttrc(t}{cﬁfi{%élt hat OTOGr oaTt uce%eggag%%hggi ntirg(ad?‘ééeuﬁaf’ h has

been kill L e 3 The. second condjtion _exists when an
instructig%g?ﬁgkgbﬁggﬁéggigﬁ%%?g%dﬁ?%% dH%E%gslﬂa%Eﬁ kX3 pEadeki vhédein

the witeback stage. In sone cases, both conditions nay exist. Logic
circuit 8 %ledé?hl%ip%% soﬁ] HE Lot | Thsl Hseaten vhaBhep(p2i98888CLE00UN 2005
PCT/ USC1/ 47621 the output of register 76 and register 80. The output of
register ?GsiH&P@a$€§¥?4uﬂﬁ(ﬁqéikﬁﬂi#ﬂtthﬁEB@iEebgek shage. the output of
regi ster 80 indicates whether an instruction has been killed or stalled in
the Witeback Spagexitrmcexifthmefiofst heohdisiogpnduti not bwé not the

second, logic circuit 82 generates as the counter
adjustment amount the value of “1.” 1In this way, adder 66
sums the existing counter value with “1,” compensating for
a killed instruction one stage ahead in the pipeline. If
10 there is a killed instruction at both stages (EX3 and WB),
but no watchpoint address match in those stages, a zero is
added to the counter.
For existence of the second condition, but not the
first, logic circuit 82 generates as the counter adjustment
15 amount the value of “l.; In this way, adder 66 sums the
existing counter value with “1,” and increments the counter
value instead of decrementing it, compensating for a killed
instruction in the WB stage.
For existence of both the first and second condition,
20 logic circuit 82 generates as the counter adjustment amount
the value of “2.” 1In this way, adder 66 sums the existing
counter value with “2,” and increments the counter value by

“2” instead of decrementing it, compensating for killed
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second, logic circuit 82 generates as the counter adjustnent anount the
value of "1." In this way, adder 66 sums the existing countet SvdliNi@005i t h
“1," conp@assssg for a killed instruction one stage aheadtiusoi/sms21
pipeline. If 10 there is a killed instruction at both stages (EX3 and WB),
but no wat chpoi nt address match in those stages, a zero is added to the
counter. For existence of the second condition, but not the first, logic

circuit 8hgepecaiessasthhe E%atleteda%%%tt%ltnt Ja%&f&l&“ ddnes LH.enof "L
In this way, adder 66 suns the existing counter value with "1," "an

| nCr ementys, & Nex SOUBLEE. aXAl VR ol BLERN. G IGELATRLI NG %nsat' ng for

a killed |nstruct|o |n th st ag exi stence o e first and
second conditl 0 [ CIrCUIt 82 ener te as. t he count adj,ust nent
amount the va ue ogj 9% ﬁﬁ RS W& g‘&dé’ a:éjél 5 (s r[e}?else%("?rsﬁ% h&%unt er
value with "2 " ncrenents the counter val ue by "2" instead of

decrerrentti“?t@t ?lgebﬁﬁgﬁg& PhG Pdr adcere § 61 $nda0 32/aB g8 At SN 2005
PCT/ US01/ 47621 instructions, that produced watchpoint address matches, in
the EX3 stiipjat anBhehBostibseguaRE cant: Sidc PRIt Afageegimt SND Jat AB
receives the output of register 58, the

gate 86 tracks whether the counter has rolled over, as a

condition for generation of an EMU or EXC event, and
therefore only requires inspection of the most significant
bits of register 72 and adder 66. The output of register

10 58 and the output of AND gate 86 are received by a
multiplexer 88. When the output of register 58 indicates a
watchpoint match, the present counter value in register 72
has been decremented to “1,” and the output of adder 66 is
a “1” (indicating no count adjustment on the present

15 cycle), AND gate 86 outputs a “1” to multiplexer B88.

A count enable signal may indicate whether the

developer has specified a number of occurrences for a
watchpoint or whether a single occurrence is sufficient for
event triggering. In this manner, the count enable signal

20 may indicate whether multiplexer 88 shouid select the
output of register 58 or the output of AND gate 86 and,
therefore, whether to trigger on the first occurrence or

the nth occurrence, respectively. Multiplexer 88 thereby
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nost significant bit of adder 66, and, at an inverted 5 input, the nobst
significant bit output of register 72. AND gate 86 tracks mﬁEShﬂm ios:
counter hWO® ®6B¥88d over, as a condition for generation of pefrufiMd7es1 EXC
event, and therefore only requires inspection of the nost significant

bits of register 72 and adder 66. The output of register 10 58 and the

out put of AND gate 86 are received by a nultiplexer 88. Wien the output of

regi ster 38y nthwatpsra oﬂvaachm«y@érnaigbuithehawce%ehi%%gt ‘Eéava' ue in
register 72 has been decrenented to "I," and the output of adder 66 is a

1" (indi cABWr NeF CouBEr AdhYSs NESE 9%&9&%&%?%@? 15 cycle), AND gate 86
outputs a "1" to nultiplexer 88. A count ehable signal may indicate

-whet her the d apSE phas ] ugher _of .occurrences_for a
wat chpoi nt or 3%§%her %Pgi%gP@g%%%ﬁg?%%geggsmgﬁfgféygnﬁnf8@“1@§éﬁﬁ

triggering, thi s .manner he count enable signal 20 may indicate whether
nul??plexgﬁmgg ot %%?%%?éfﬂ% CHEEpLt 8P RBEI 3ReP*58PELORNEEBGY put of
AND gate 86 and, therefore, whether to trigger on the first occurrence or
the mth oSt ertEerabhert FYeFYLit Mt i pE¥lepeBerahdpabyircadt 90MD

02/ 48888 15 JUN 20 .
drives a register 94 that generates an emulation request

(EMU REQ) in the EX3 stage of the pipeline. EXC generation
circuit 92 drives a register 96 that generates an exception
request (EXC REQ) in the EX3 stage of the pipeline. EMU

10 and EXC generation circuits 90, 92 are discussed in greater
detail below with reference to FIG. 4.

An emulation event causes processor 12 to enter
emulation mode. In emulation mode, instructions can be
read from a JTAG interface provided in integrated circuit

15 device 10. - The JTAG interface is defined by IEEE Standard
1149.1 (IEEE Std. 1149.1-1990, published 1990, and entitled
"Test Access Port and Boundary-Scan Architecture”). When
an emulation event occurs, the type of emulation event,
€.g., watchpoint match, is recorded in a status register.

20 Optionally, a watchpoint match can cause processor 12 to
issue an exception rather than an emulation event. For an
exception event, processor 12 traps to an exception

handler. Configuration bits can be set in the watchpoint
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PCT/ US01/ 47621 may form part of a trigger circuit that specifies the

number of occurrences for a watchpoint. The output of nulti pllekeUNSROsTRY
drive anVeonr/#888®%n (EMJ) event generation circuit 90 and POT/@S€&RTEII0N
(EXC) 5 event generation circuit 92. EMJ generation circuit 90 drives a
regi ster 94 that generates an emul ation request (EMJ REQ in the EX3 stage
of the pipeline. EXC generation <circuit 92 drives a register 96 that

gener at s i R taRRAIdO M ddRBL ok XS REQ) 1 i PethenEXBnst %ﬁ%c‘ﬂ?so&lﬂ% pi peline.
EMJ 10 and EXC generation circuits 90, 92 are discussed in greater detai

bel ow wi { Bk6f QIRNIEd GddGof - 40 ERLLALL 0D, BYPRL, GAURRS ProcessOr 12 to

enter enulation node. In enu n node, ructi ons can be read froma

at

JTAG i ntetf VJ i,n int ated ciyrcuit 15 device 10. The JTAG
interfaceh%?%%é?%géq%%ﬁkﬁéé“§§%%d%?ﬁeriﬁﬁQ?Tui?EEE“S?H?nff4Q?1-1990,
publ i shed 1990, .and entitled "Test Access Port and Boundary- Scan
Ar chi t ect GFEOPEARTLEVERESnul ati on event occurs, the type of emul ation
event, e.g., watchpoint match, is recorded in a status register. 20
Opti Gnal |y, a WdiChpbiht aneEhreaplcause piegesmoilllstaatisgue an
exception rather than an enul ation event. For an exception event,
processor at@itriaps } cciarcwekivept swhtabhadfer . iGphémgutatiion bift @ can be set
in the wat chpoint -21 '

watchpoint engine. In particular, FIG. 4 illustrates EMU

event generation circuit 90 and EXC event generation
circuit 92 in greater detail. AND gate 86 and multiplexer

10 88 from FIG. 3 are also illustrated in FIG. 4. As shown in
FIG. 4, EMU event generation circuit 90 may include an AND
gate 91 that receives as inputs an EMU enable signal and
the output of multiplexer 88, which indicates the
identification of a watchpoint event. The EMU enable

15 ~signal indicates that the type of desired event is
emulation. The output of AND gate 91 drives OR gates 93
and 95.

Integrated circuit device 10 may include multiple

pairs of watchpoint comparators, such as that shown in FIG.

20 2. In addition to the output of AND gate 91, OR gate 93
receives the outputs for all of the watchpoint engines. OR
gate 95 receives, in addition to the oufput of AND gate 91,

an indication of all watchpoint'address matches for
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\7\0 02/ 48888 15 JUN 2005 PCT/ US01/47621 instruction address contro!

regi ster and the watchpoint data address control register tol §psunN 2005
whet her avOpu#88B& Ul ar event shoul d generate enul ation eveni@E@or488e5€Pti on
events. 5 FIG 4 is another circuit diagramillustrating additional
circuitry suitable for inplementation of a watchpoint engine. In
particular, FIG 4 illustrates EMJ event generation circuit 90 and EXC

event genanatir@rktignsGuid 4 tel i1 . e 86.apd multi pl exer
10 88 ?r om FI G éClar esgal sso%l?el Iﬁ%i‘?e@yi%ﬁ:ﬁérh&&‘g%%%%%ﬂp BrEI "8 EMU

event generat. ' i:t,. 90 ' de D gate_ 91 that receives as
inputsgan%lgﬁl ag%é%:rfa%?ilgrnsgl z;%rl% AC?C#éylo%?agfut fg??gef‘tgbljé?(%?lgg,s @R ch

i ndi cat es 'Eﬁﬁcaitqt%%t i fd calt i on ,of a vva‘% ;:h int event. The EMJ enabl e 15

si gnal i ndicatas that 't et Y AP YR Rhtmschesnfari datathasout put

o B TR i et L s e ™
FIG 20 2. In addition to the output of AND gate 91, OR gate 93 receives
the Sut puPdifsr affhusf e amdieshidl ntdengd hesonTRbyatiee 95utpaeEVEs, in
addition to the output of AND gate 91, ‘
all watchpoint engines in integrated circuit device 10 for
an indication of a watchpoint address match. In general,
data matches only lead to generation of EMU events.
An AND gate 9B receives the output of gate 93 at one
10 input and, at an inverted input, an instruction and data
match enable signal, indicated by reference numeral 102.
If the instruction and data match enable signal is high,
then AND gate 98 is, in effect, disabled, and produce a low
output. AND gate 100, however, produces a high output if
15 OR gate 95 and OR gate 97 are both high and therefore
indicate both an ‘instruction match and a data match on the
same.cycle. Thus, the instruction and data match enable
signal places device 10 in a mode in which EﬁU events are
only generated when there are both an instruction match and
20 a data match. If the instruction and data match enable
signal is low, then any watchpoint address match, as

indicated by the output of OR gate 93 is sufficient for

generation of an EMU event. In effect, EMU generation
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an indication of all watchpoint address matches for - 22 WD 02/48888 15
JUN 2005 PCT/USQL/ 47621 instructions, as generated by the varfi §WUN 2005

wat chpoi WO exigss®e conparator pairs. An additional OR gat e®&fuseesdyes an

i ndi cation of all watchpoint address matches for data, as generated by the
vari ous wat chpoi nt engi ne conparator 5 pairs. Thus, OR gates 93, 95, 97
moni tor the outputs of all watchpoint engines in integrated circuit device
10 for aniraditaPlonedfe minstsc Foiwite Hudr adse nintdgravedeoktratit dat a

mat ches only | ead to generation of EMJ events. An AND gate 98 receives the

out put of dgatiee93 satinorenulktiiopuiioddnd,ard @) i WNethed tRPUE, adB any
instruction and data natch enable signal, indicated by reference nuneral

102. |If gheal Bet AuGHQrEh Gaite-ned ch enabl e signal is high, then AND
gate 98 is, in effect, disabled, and produce a | ow output. AND gate 100,

g ant Lhor ofBR i Hdl Carb TeT T TS Y et TR el R B ar ACRELch o

hi gh and there I cate an“1nstruction ma . ch on
dovi o 10+Pnid TRead ch TR B By eFTEs 92 Tont BROERer arByLRnERSt her6 are.
both an instruction nmatch and 20 a data match. If the instruction and data
mat ch enaBp&puts of OR gates 95, 97 drive AND gate 100 high in the
event they are both high. If the instruction and data
match enable signal is low, only the output of OR gate 93
is considered. In either case, if the pertinent output,
10 i.e., from AND gate 98 or 100 is high, -gate 104 goes high
to generate an emulation request.
For exception generation circuit 92, the EMU enable
signal and the output of multiplexer 88 provide ﬁhe inputs
to an AND gate 106. The EMU enable signal is received at
15 an inverted input of AND gate 106. The output of
multiplexer 88 is indicative of the watchpoint match status
for one of the watchpoint comparator pairs, and thus is one
of many inputs to EXC event generation circuit 92. AND
gate 106 drives one of the inputs of an OR gate 108. The
20 other inputs to OR gate 108 are the various instruction and
data watchpoint matches produced by the other watchpoint

comparator pairs that may be provided in integrated circuit

device 10 . The output of OR gate 108 is fed to register
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si'gnal is low, then any watchpoi nt address match, as indicated by the
output of OR gate 93 is sufficient for generation of an EMJ ey&nyyp !

ef fect, BWDOgEsesBation -23 WO 02/48888 15 JUN 2005 PCT/ Yo épifiddasC! T CUi t
90 determnes a) whether the integrated circuit device is In enulation
node, and (b) whether there are any data or instruction matches. Again, if
the instruction and data match enable signal 5 is high, the output of OR
gate 93 i Pbi-gndifed;havnutputheot oya pat 500 1 OR gates 9B, eRdePiiyg AND gate
100 high in the event they are both high. If the instruction and data

mat ch enablagcdi,gnadgistd o6 oy dlep@ut puti of iR dak £33 ) s consi dered.
In either case, if the pertinent output, 10 i.e., fromAND gate 98 or 100

is high, gebherbidgoest Mhexddoeher sdguepeemul ation request. For
exception generation circuit 92, the EMU enabl e signal- and the output of

mul tipl exer 88 gVvigie & he, d Ut S.y @N? e, 106, The, EMJ enabl e
signal is received at .15 an |nJ%%%§%§?npu g%$£A %%Eﬁaﬁh%g The out put of

mul tigl ex s j.ndi.cative of the watchpoint tch status for one of the
vvatchsgoi ntgggg'%ﬁ'é)?uaatlogglprgclurj’fr}énﬂ‘l%mﬁ\,\f? sg‘gﬁelm MRt Pt af t®d EXC event

generation iliqcui,t 92. AND '
watchpoint engine. In particular, FIG. 5 illustrates the

maintenance of a watchpoint status register (“WP Stat”).
The watchpoint status register WP Stat monitors the status
of watchpoints. This register may be updated on every clock
10 cycle. When a watchpoint or watchpoint range matches, the
WP Stat register latches the source of the watchpoint.
This permits identification of which watchpoints and
sources matched.
As shown in FIG. 5, an AND gate 114 receives either an
15 indication of an exception or emulation event and an
indication that the event is valid and not killed and not
stalled in the pertinent stage. The output of AND gate 114
drives two flip-flops 116, 118. An intermediate AND gate
117 detérmines whether the matched instruction in EX3 is
20 not killed, not stalled, and valid. The output of flop 118
drives one input of an OR gate 120. 1In the event the
output of flop 118 or the WP Stat contents is high, the

output of OR gate 120 is high.
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gate 106 drives one of the inputs of an OR gate 108. The 20 other inputs-
to OR gate 108 are the various instruction and data watchpoi nf SralUNh28s5

pr oduced V) 02/k8888t her wat chpoi nt conparator pairs that megchesqaroyiided in
integrated circuit device 10 . The output of OR gate 108 is fed to
register - 24 WD 02/48888 15 JUN 2005 PCT/USO01/47621 96. If the output of
gate 108 indicates an exception match, register 96 nay output a "1" that

drives the geReraflitdplefxean 1K eRidevdL AL Stnplt & t15e | SuePREhSE BRI CUI t
diagramillustrating 5 additional circuitry suitable for inplenentation of

a watchpghsk engi Red |tr1‘1e0¢'tf1$ﬂ(;fv}v|§'PQfSﬁ[ aa{_ﬂ )%ND‘S %Aéélsié tesyhhey, fBI phgnance of

a wat chpoint status register e wat chpoint status register

WP St at j o f ints., This register_my_ be at ed
on everyng?g% R’%g’ %%cﬁterl%er@ae %cﬁp@ll n‘%osnotrer\ll;\;é/a? YD it rdfg n?"rﬁfgﬁgs, t he
WP Stat register | atches .t source of. the watchpoint. _This permts

i dentifi cggPS%’OP 3@%1 %‘%a\ﬁat RSN SR OIR SEA b HOHeAReS SHBRA | n FI G
5, an AND_gate 114 receives either an 15 indication of an exception or

emul at i on*BEERA T YAstheiths iWh Stadt ¥alres eshowkd vig i gehintdonaerki.l | ed

and not If so, the output of AND gate 124 is low. Multiplexer 122
is controlled by an EXC Taken/EMU Taken control line. If
an EXC or EMU event is to be taken, multipiexer 122 selects
the output of OR gate 120. If an EXC or EMU event is not to

10 be taken, multiplexer 122 selects the output of AND gate
124. Multiplexer 122 drives register 126, which represents
the contents of the WP Stat registér.

FIG. 6 is a flow diagram illustrating generation of
watchpoint matches. Upon comparison a current instruction

15 or data address to first and second watchpoint address WPO
and WP1 (128), the process determines whether the inclusive
range is enabled (130). If so, the process determines
whether the address is greater than the first watchpoint
address WPO and less than (or less than or equal to) the

20 second watchpoint address WP1 (132). 1If not, it is
determined that there is no watchpoint match (134). If so,
the process determines whether the pertinent instructions

is wvalid, not killed, and not stalled in the present

-26 -



stalled in the pertinent stage. The output of AND gate 114 drives two
flip-flops 116, 118. An internmediate AND gate 117 determ nes Wi eybgrogshe
rat ched iwiOw0eMEs88on in EX3 is 20 not killed, not stalled, @Adysealshdds The
output of flop 118 drives one input of an OR gate 120. In the event the
output of flop 118 or the WP Stat contents is high, the output of OR gate
120 is high. - 25 WD 02/48888 15 JUN 1005 PCT/US01/47621 A nul tipl exer

122 receiv iUl Ba b e paig put a Q and th ut put of an AND
gate 124. %\ﬁgaé;lalte 124aére£:ei v)te)s ag%i%ﬁtg %%Eés\ﬁoﬁl tmégﬁgeﬁ s and, at an

i nverted mre%%ﬂ(%gad ear signal. The WP Stat Clear signal 5

i ndi cates at val ues should be set to zero. |If so, the
out put of AND gate %§ is oW, NUItigIexer 122 is _controlled by an EXC
Taken/ EMJ Taken conttol 11T FARIEXES oROEMERBRERAE ., | §heopbeckalken,
mul tiplexer, 122 selects the output of OR gate 120. If an EXC or EMJ event
is not to T6URFHN&H hREReD| dreretobusivecrangheisuepableti ANDOgate 124.
Mul ti pl exer 122 drives register 126, which represents the contents of the
W Stat redifstser. thespmodess debewnings awhetheast thei Agreenpaathen oh
wat chpoi nt matches. Upon conparison a current instruction
WPO is greater than the address or whether the address is
greater than (or greater than or equal to) the second
watchpoint WPl (142). If either is true, the process
determines whether the pertinent instruction is valid, not
10 killed, and not stalled (136). 1If S0, a watchpoint match
is indicated (138). If neither condition (142) is true,
there is not watchpoint match 144.
If neither the inclusive range {(130) nor exclusive
range (140) is enabled, direct matches with watchpoints WPO
15 and ‘WPl are considered (146, 148). If neither produces a
direct watchpoint match, that indication is made (150). 1If
either watchpoint WPO, WPl produces a direct match, the
process determines whether the pertinent instruction is
valid, not killed, and not stalled (136). TIf this

20 condition is true, the process identifies a watchpoint

match (138).
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15 or data address to first and second wat chpoi nt address WPO and WPl
(128), the process determines whether the inclusive range is tbalunNedogs
(-130) . Iwowe/i8888e process determ nes whether the addresspi$@hfdeef than
the first watchpoint address WPO and | ess than (or |ess than or equal to)
the 20 second wat chpoint address WP1 (132). If not, it is determned that
there is no watchpoint match (134). |If so, the process determ nes whet her

the pertinent Vasioust epBsdimental ioF thet ikiddd orpngh wtpsdalled in the
present - 26 WD 02/48888 15 JUN 2005 PCT/US01/47621 pipeline stage (136).

|t so, a yeiechpolal MeheBel SnoeRekat e 13%dndd 1he |nglusive range is

not enabl ed, the process determ nes &ﬂ%&her the excl usTve range i s enabl ed
(140). 5 , ~Eh r et erm_nes whether the first watchpoint WPOis
greater f%%ﬂﬁ?ﬁ%kagagegéfgﬁwaﬁgtﬁg%lpﬁ% address is greater than (or
greater than or equal to) the second watchpoint WPl (142). If either is
true, the process determ nes whether the pertinent instruction is valid,
not 10 killed, and not stalled (136). If so, a watchpoint match is
indicated (138). If neither condition (142) is true, there is not

wat chpoi nt match 144. 1f neither the inclusive range (130) nor exclusive
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range (140), is enabled, direct matches with watchpoints WPO 15 and W1
are considered (146, 148). If neither produces a direct matchppSrgunngﬁgh,
that indication is nade (150). If either watchpoint WO, WPl produces a
direct match, the process determ nes whether the pertinent instruction is
valid, not killed, and not stalled (136). If this 20 condition is'true, the
process identifies a watchpoint match (138). 15 JUN 2005 WO 02/48888

PCT/ USOl / 47621, ¥arious enbodi ments of the invention have been described.
These and o nbodi nents are within the scope of the follow ng clains.
15 JUNE 2005 Clainms 1. An apparatus conprising: a watchpoint register
configured to store a watchpoint 5 address; a conparator configured to

conpare the_watchpoint address to program addresses associated with
instructiond: subhi BPRATPRUS FPFBLriSLAgé of a processor pipeline; a
wat chpoi nt generator configured to generate a 10 wat chpoint match when the
program addr ess equaktshpréntwaeghgsent caddigssedahd atooentewatchbiogarted to
generate a count value in a

5 address;

a comparator configured to compare the watchpoint
address to program addresses associated with instructions
submitted in a first stage of a processor pipeline;

a watchpoint generator configured to generate a

10 watchpoint match when the program address equals the
watchpoint address; and

a counter configured to generate a count value in a
second stage of the processor pipeline, the count wvalue
representing the number of watchpoint matches.

15
2. The apparatus of claim 1, further comprising:

a trigger circuit configured to trigger a request when
the count value exceeds a trigger threshold; and

a controller configured to adijust the count value when

20 one of the instructions associated with one of the
watchpoint matches is killed or stalled at a later stage in

the pipeline.
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second stage of the processor pipeline, the count value representing the
nunber of watchpoint matches. 15 2. The apparatus of claim1, further
conprising: a trigger circuit configured to trigger a request1ﬂh@WN1mhﬁ
count val ue exceeds a trigger threshold; and a controller configured to

adj ust the count value when 20 one of the instructions associated with one
of the matchpoint matches is killed or stalled at a |later stage in the

i [ N 2005 t h d
g;ggelgs th plpi Fné&P P?rﬁﬁPérgfﬁgﬁggﬁegflw FrgﬁggE%stFﬁ8n8|6%FgﬁZe . The

apparatus of claim 2, wherein the programaddress 5 is an instruction
address or 5DBaPaP§ddnsds datemet gﬁBaF§€u§16§tcP§PHﬁ2°ffEP?h@ﬁpééﬁﬂﬁlS|ng
event generation circuitry configured to selectively generate either an
enul ation event handling request or an exception 10 handling request based
on a predeterm ned event type associated with the watchpoint match. 6. The
appar atus oft.cl alime2 appwhersius bifie cdaumt &, whereanf ther pdoteagenedatest he
count value by decrenmenting an 15 initial count value for each watchpoint
mat ch, and tbBeanconktelkenons scdrkisgupedat daad] usiirele .count val ue by

5. The apparatus of claim 2, further comprising event

generation circuitry configured to selectively generate

either an emulation event handling request or an exception
10 handling request based on a predetermined event type

associlated with the watchpoint match.

6. The apparatus of claim 2, wherein the counter is
configured to generate the count value by decrementing an
15 initial count wvalue for each watchpoint match, and the
controller is configured to adjusts the count value by
compensating the decrementing function when one of the
instructions associated with one of the watchpoint matches
is killed or stalled at a later stage in the pipeline.
20
7. The apparatus of claim 2, wherein the watchpoint
register includes a first watchpoint register to be loaded
with a first watchpoint address, and a second watchpoint

register to be loaded with a second watchpoint address, the
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conpensating the decrenenting function when one of the instructions
associ ated with one of the watchpoint matches is killed or sta%leg ﬁt a
|-at er stage in the pipeline. 20 7. The apparatus of claim 2, ér Y e
wat chpoint register includes a first watchpoint register to be | oaded
with a first watchpoint address, and a second watchpoint register to be
| oaded with a second wat chpoint address, the 30 15 JUN 2005 conparator is

furth figured,t e Lhe first t _add t
e SoNLRSEL, LR SRTRRE Ll LSty ond, checand uat sheol padresses Lo

pi peline, and the watchpqint generator is further configured to generate 5
a matchp0|n?eﬁﬁP@hWﬂﬁ@ﬁppﬁéth%GFﬁﬁﬁﬁédFés§rP§rPW gdfgRgEeSdeFrREd 2h¢t he
first and second watchpoint addresses. 8. The apparatus of claim7, wherein
the range i ¥ish lps&lrusitdensargbméktenditng thet weegesperf piseling sesend 10
wat chpoi nt addresses, or an exclusive range outside a range extending

bet ween thethbrwatah@o$e¢og@nwaa¢bmoﬁntfaddhe&scoﬁfi@heedpmar@Ensnateclaim
7, further conprising circuitry configured to selectively disable one of

t he wat chpokntvatzhpedinst aas cho whens ehee ppoweam 4ddrEke appanatusadiyecl ai m
7, wherein the conparator includes a first conparator configured to

conpare theqefined by the first and second watchpoint addresses.

8. The apparatus of claim 7, wherein the range is an
inclusive range extending between the first and second
10 watchpoint addresses, or an exclusive range outside a range

extending between the first and second watchpoint address.

9. The apparatus of claim 7, further comprising circuitry
configured to selectively disable one of the watchpoint

15 registers to conserve power.

10. The apparatus of claim 7, wherein the comparator
includes a first comparator configured to compares the
first watchpoint addresses to the program addresses, and a
20 second comparator configured to compare the second
watchpoint addresses to the program addresses, the
watchpeint engine further comprising circuitry configured

to selectively disable at least one of the first and second
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first watchpoint addresses to the program addresses, and a 20 second
conparator configured to conpare the second watchpoi nt addresqudm$ bﬁ;
program addr esses, the watchpoint engine further conprising cirtCuitr
configured to selectively disable at |east one of the first and second 31
15 JUN 2005 conparators and to stabilizes- the output of the disabled
conparator. 11. A nethod conprising: 5 conparing a watchpoint address to a

program address _associated with_instructions submtted in g.first stage of
a processorcBWB@FPﬁ@FSgéﬁgrgPiﬁéabl F@ﬁpE%ﬁtoﬁgpgh eﬁhﬁ %Fﬁ@&iﬁpaddress
equal s the wat chpoi nt address; and 10 generating a count value in a second
stage of th&°MBREEESSer pipeline representing the nunber of watchpoint
mat ches. 12. The method of claim 11, further conprising: 15 generating a
request when the count val ue exceeds a trigger threshold; and adjusting
t he count val ue when one of the instructions associated with one of the
wat chpoi nt f#rét chésmieshkid kedparisispal |ed at a | ater stage in the pipeline.
20
5 comparing a watchpoint address to a program address
associated with instructions submitted in a first stage of
a processor pipeline;
generating a watchpoint match when a program address
equals the watchpoint address; and
10 generating a count value in a second stage of the

processor pipeline representing the number of watchpoint

matches.

12. The method of claim 11, further comprising:

15 generating a request when the count value exceeds a
trigger threshold; and

adjusting the count value when one of the instructions

associated with one of the watchpoint matches is killed or
stalled at a later stage in the pipeline.

20
13. The method of claim 12, wherein generating the count
value includes generating the count value in a second stage
of the pipeline that is later than the first stage of the

pipeline.
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13. The method of claim 12, wherein generating the count value includes
generating the count value in a second stage of the pipeline trﬁﬁlJ 3 gﬁter
than the first stage of the pipeline. 32 1 5 JUN 2005 14. The & 3
claim 12, wherein generating the request includes generating an enulation
event handling request or an exception handling request. 5 15. The net hod
of claim 12, wherein conparing the watchpoint address to the program
address includes conparing the watchpoint address to an instruction
address or a data address. 10 16. The nethod of claim 12, further
conprising selectively generating either an enulation event handling
request or afA- eXBepirshoHafdl CcR§iReddesthBasén GRNGTPEAHOt ENRI HEdUEPEnt
type associated with the watchpoint match. 15 17. The nethod of claim 12,
further conpnisiidgs gspeciaftyinggahi eswlatidoseeyrdtwhbohpongt raddessses in
first and second watchpoint registers; conparing the first and second

wat chpoi nt addegssesibe haBdpiegr aegaddresses associated with instructions
submitted to

5
15. The method of claim 12, wherein comparing the
watchpoint address to the program address includes
comparing the watchpoint address to an instruction address
or a data address.

10
16. The method of claim 12, further comprising selectively
generating either an emulation event handling request or an
exception handling request based on a predetermined event
type associated with the watchpoint match.

15

17. The method of claim 12, further comprising:

specifying first and second watchpoint addresses in
first and second watchpoint registers;

comparing the first and second watchpoint addresses to

20 program addresses associated with instructions submitted to

a processor pipeline; and

generating a watchpoint match when the program address
is in a range defined by the first and second watchpoint

addresses.
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a processor pipeline; and generating a watchpoint match when the program
address is in a range defined by the first and second wat chpoi
addresses. 33 15 JUN 2005 18. The nethod of claim 17, further grﬁpr‘PQ %‘
generating the watchpoint match when the progran1address is in an
i ncl usi ve range extendi ng between the first and second 5 wat chpoi nt
addresses, or an exclusive range outside a range extending between the
first and second wat chpoint address. 19. The nethod of claim 17, further
conprising selectively disabling one of the first and second wat chpoi nt
registers 10 to conserve A system conprising: a flash nenory
devi ce; a pifel i RE§ BP6@8§58¢ E&&&We&7v EOREDEra SRTREASARY ENEERAST a
first watchpoint register configured to store a first watchpoint address,;
a second watBRpvRtchpegnst Batedniihgor £8et progspm addsessnd swanchpoi nt
address; 20 a conparator configured to conpare the first and second
watchp0|nt addlesd veo rpnggr axtaddiegs bstassocitheed L rwitt Anidnsercead ons
submitted to a processor pipeline;

5 watchpoint addresses, or an exclusive range outside a range

extending between the first and second watchpoint address.

19. The method of claim 17, further comprising selectively
disabling one of the first and second watchpoint registers

10 to conserve power.

20. A system comprising:
a flash memory device;
a pipelined processor coupled to the flash memory
15 device;
a first watchpoint register configured toc store a
first watchpoint address;
a second watchpoint register configured to store a
second watchpoint address;
20 a comparator configured to compare the first and
second watchpoint address to program addresses associated

with instructions submitted to a processor pipeline;
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34 15 JUN 2005 a watchpoint generator configured to generate a watchpoint
mat ch when the program address is in a range defined by the fig:h’aﬂﬁk
second wat chpoi nt addresses; a counter configured to generates- o

value 5 representing the nunber of watchpoint matches generated by the

wat chpoi nt generator; a trigger circuit configured to trigger a request
when the count val ue exceeds a trigger threshol d; and a controller
configured to adjust tgg nt val ue when f the in tructions
associ ated with 8n¥35F PRED w&?@ﬁﬁ& it ﬁ&f*éﬁ@élreﬁ Pl 988%? St8lled at a

| ater execution sta%e in the pipeline. 21. The system of claim 20, wherein
the request YR§CRRO15TefgIEti HheByERE ﬁ&ﬁ@Fﬁﬁgaﬁéﬁﬁé§t1§rl§nae%é@§€|on

handling request. 22. An apparatus engine conprising: a watchpoint
regi ster todbéihedded wheh fa nwat @hpoisercongwaddhess ntaaddwgasasor
configured to conpare the watchpoint address to a program address
associ ated wi t h ancoonsteuctcioafigurea tior genstragiesob aopnacesdae pi pel i ne;
35
5 representing the number of watchpoint matches generated by
the watchpoint generator;
a trigger circuit configured to trigger a request when
the count value exceeds a trigger threshold; and
a controller configured to adjust the count value when
10 one of the instructions associated with one of the

watchpoint matches is killed or stalled at a later

execution stage in the pipeline.

21. The system of claim 20, wherein the request is an
15 emulation event handling request or an exception handling

request.

22. An apparatus engine comprising:
a watchpoint register to be loaded with a watchpoint
20 address;
a comparator configured to compare the watchpoint
address to a program address associated with an instruction

in a first stage of a processor pipeline;

35



15 JUN 2005 a wat chpoi nt generator configured to generate a
mat ch when the program address equals the watchpoint addres
counter configured to generate a count value in a 5 second
processor pipeline, the count value representing the nunber

wat chpoi nt

étﬁggﬂoﬁnﬁhe

of wat chpoi nt

mat ches generated by the watchpoint generator. 23. The apparatus of claim

22, further conprising: 10 a trigger circuit configured to t

rigger a

request when the co%Fh val e exceeds a tr%gger t hreshol d; and a controller

configured to adfudf 80&8 nf P& G& CkhERT
associated wth one of the watchpoint matches is killed or
later stage"PRCPPS1ffe™FitFE MhED z@e PHEIZpPardCysss caMailm
request is an enulation event handling request or an except
request. 20vwaschrogatheddeemsri sindg: speci fying a wat chpoi nt

Br6f FﬁegeH§FFGEtPons

stalled at a
2he wherein the
i on handli ng
address; 36 15

JUN 2005 conparing the watchpoint address to a program address associated
W th an instruct rorountarf icosif igagel ¢ generate a count value in a

5 second stage of the processor pipeline, the count value

representing the number of watchpoint matches generated by

the watchpoint generator.

23. The apparatus of claim 22, further comprising:

10 a trigger circuit configured to trigger a request when

the count value exceeds a trigger threshold; and

a controller configured to adjust the count

value when

one of the instructions associated with one of the

watchpoint matches is killed or stalled at a later stage in

15 the pipeline.

24. The apparatus of claim 22, wherein the request is an

emulation event handling request or an exception
request.

20
25. A method comprising:

speclifying a watchpoint address;

36
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processor pipeline; generating a watchpoint match when the program address
5 equal s the wat chpoi nt address; and generating a count val ue Hqiguﬁeﬁﬁgd
stage of the processor pipeline, the count value representing't u r
of wat chpoint matches. 10 26. The nethod of claim 25, further conprising:
generating a request when the count val ue exceeds a trigger threshold; and
adj usting the count val ue when one of the instructions associated with one
of the watchpoint matches is killed or 15 stalled at a |ater stage in the
pi pel i ne. 27. AncgﬁﬁéFéP@st@&nﬁ@?§ﬁﬁ@9n§ ?ﬁﬂ§?sﬁaﬁehﬁoPﬁPgFé@i§9@Fqﬁsth a
first watchpoint address; 20 a second watchpoint register with a second
wat chpoi nt aaggcagsedawidipanatios teostiignr a8 8o fésmpaséagke offi st and
second wat chpoi nt addresses to program addresses associated wth
i nstructi onprsubmisbtregitoe langrrocessor pipeline; 37 15 JUN 2005 a wat chpoi nt
generator configured to generate a watchpoint match based on the
conmpari son; and gieheuiatiyigCanfiaghedihe sekedt whehy tdiesahbgram haastss
5 equals the watchpoint address; and
generating a count value in a second stage of the
processor pipeline, the count value representing the number

of watchpoint matches.

10 26. The method of claim 25, further comprising:
generating a request when the count value exceeds a
trigger threshold; and
adjusting the count value when one of the instructions
associated with one of the watchpoint matches is killed or

15 stalled at a later stage in the pipeline.

27. An apparatus comprising:
a first watchpoint register with a first watchpoint
address;
20 a second watchpoint register with a second watchpoint
address;
a comparator configured to compare the first and
second watchpoint addresses to program addresses associated

with instructions submitted to a processor pipeline;

37



one of the first and second conparators and to stabilizes 5 the output of
t he di sabl ed conparator. 28. The apparatus of claim 28, wherein EE@ %béSt
dnd second wat chpoi nt addresses define a range, the matchpoirh5 n tor
configured to generate a wat chpoint watch when 10 the program address is in
a range defined by the first and second watchpoint addresses. 38

a watchpoint generator configured to generate a
watchpoint match based on the comparison; and

circuitry configured to selectively disable at least
one of the first and second comparators and to stabilizes

5 the output of the disabled comparator.

28. The apparatus of claim 28, wherein the first and

second watchpoint addresses define a range, the watchpoint

generator configured to generate a watchpoint watch when
10 the program address is in a range defined by the first and

second watchpoint addresses.

38



