METHOD, APPARATUS, ELECTRONIC DEVICE, AND COMPUTER-
READABLE STORAGE MEDIUM FOR PROCESS HANDLING

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The disclosure claims the benefits of priority to Chinese Patent Application
No. 201910907661.5, filed on September 24, 2019, titled “Method, apparatus, electronic
device, and computer-readable storage medium for process handling”, which is incorporated

herein by reference in its entirety.

TECHNICAL FIELD

[0002] The present disclosure generally relates to the technical field of process
handling, and more particularly, to a method, an apparatus, an electronic device, and a

computer-readable storage medium for process handling.

BACKGROUND

[0003] With the development of data technology, in order to improve efficiency and
security of data usage, the concept of Virtual Machine (VM) came into being. A virtual
machine is a complete computer system simulated by software with full hardware system
functions and can run in a completely isolated environment. Under a Kernel-based Virtual
Machine (KVM) architecture, a virtual processor (vCPU) runs as an ordinary process. Of
course, there are also some systems and operation and maintenance programs on a host
machine. If the systems and operation and maintenance programs are running at the same
time while the virtual processor is running, there will be a contention for virtual processor
resources. If the systems and operation and maintenance programs are running in a kernel
mode without actively releasing resources, it can cause a single long-time jitter phenomenon
of the virtual processor. To solve the problem of resource contention, kernel preemption is
usually used. However, kernel preemption just provides more points of time for preemption
and cannot realize resource preemption at any moment. In addition, the implementation of
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kernel preemption also brings changes to the entire kernel and introduces more challenges

regarding stability and security.

SUMMARY OF THE DISCLOSURE

[0004] A method, an apparatus, an electronic device, and a computer-readable
storage medium for process handling are provided according to some embodiments of the
present disclosure.

[0005] In a first aspect, a method for process handling is provided according to some
embodiments of the present disclosure.

[0006] Specifically, the process handling method includes: detecting a blocking time
of a kernel process in response to an ending of handling a current interrupt event in an
interrupt queue; triggering a soft interrupt event of a virtual processor when the blocking
time of the kernel process exceeds a preset time threshold; and sending an intermediate start
instruction to the virtual processor in response to the soft interrupt event of the virtual
processor being triggered, to make the virtual processor run for a preset time period.

[0007] In combination with the foregoing implementation, before detecting the
blocking time of the kernel process in response to the end of handling of the soft interrupt
event, the method further includes: handling a current interrupt event in an interrupt queue in
response to detecting the interrupt event being triggered.

[0008] In combination with the foregoing implementations, before handling the
current interrupt event in the interrupt queue in response to detecting the interrupt event
being triggered, the method further includes: acquiring a run queue corresponding to the
kernel process, and executing the run queue in units of preset running units of the virtual
processor, according to an arrangement sequence of the preset running units in the run
queue, until a process scheduling command is received, wherein one or more preset running
units of the virtual processor are placed in the run queue.
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[0009] In combination with the foregoing implementations, before acquiring the run
queue corresponding to the kernel process, and executing the run queue in units of preset
running units of the virtual processor, according to an arrangement sequence of the preset
running units in the run queue, until a process scheduling command is received, the method
further includes: initializing the kernel process.

[0010] In combination with the foregoing implementations, initializing the kernel
process includes: creating the kernel process; in response to receiving a mount request sent
by the virtual processor, placing one or more preset running units of the virtual processor in
the run queue corresponding to the kernel process, and sending a mount success message to
the virtual processor; and starting the kernel process in response to receiving a kernel
process wake-up request sent by the virtual processor.

[0011] In combination with the foregoing implementations, the method further
includes: in response to receiving a preset running request, sending an intermediate wake-up
request to the virtual processor, and entering a sleep state after receiving a wake-up success
message sent by the virtual processor, wherein the intermediate wake-up request carries
information about the preset running request; and entering a running state in response to
receiving a preset running request handling end message sent by the virtual processor.

[0012] In combination with the foregoing implementations, the method further
includes: handling a next interrupt event in the interrupt queue in response to an end of the
preset time period.

[0013] In a second aspect, a method for process handling is provided according to
some embodiments of the present disclosure.

[0014] Specifically, the process handling method includes: initializing a virtual
processor; starting an intermediate running in response to receiving an intermediate start

instruction sent by a virtual machine monitor, wherein a length of time for the intermediate



running is a preset time period; and stopping the intermediate running in response to an
ending of the preset time period.

[0015] In combination with the foregoing implementation, initializing a virtual
processor includes: generating one or more preset running units; sending a mount request to
the virtual machine monitor to place the one or more preset running units in a run queue
corresponding to a kernel process of the virtual machine monitor; and in response to
receiving a mount success message sent by the virtual machine monitor, sending a kernel
process wake-up request to the virtual machine monitor and entering a sleep state, so that the
virtual machine monitor starts the kernel process.

[0016] In combination with the foregoing implementations, the method further
includes: in response to receiving an intermediate wake-up request sent by the virtual
machine monitor, entering an intermediate running state from the sleep state, and sending a
wake-up success message to the virtual machine monitor, wherein the intermediate wake-up
request carries information about a preset running request; and executing the preset running
request, and after an end of handling the preset running request, sending a preset running
request handling end message to the virtual machine monitor to enter the sleep state.

[0017] In a third aspect, a method for process handling is provided according to
some embodiments of the present disclosure.

[0018] Specifically, the process handling method includes: initializing a kernel
process of a virtual machine monitor and a virtual processor; performing an intermediate
start on the virtual processor when an interrupt event of the kernel process is triggered and a
preset condition is met, so that the virtual processor runs for a preset time period; and
handling, by the virtual machine monitor, a next interrupt event in an interrupt queue in

response to an ending of the preset time period.



[0019] In combination with the foregoing implementations, initializing the kernel
process of the virtual machine monitor further includes: creating the kernel process; in
response to receiving a mount request sent by the virtual processor, placing one or more
preset running units of the virtual processor in a run queue corresponding to the kernel
process, and sending a mount success message to the virtual processor; and starting the
kernel process in response to receiving a kernel process wake-up request sent by the virtual
processor.

[0020] In combination with the foregoing implementations, initializing a virtual
processor further includes: generating one or more preset running units; sending a mount
request to the virtual machine monitor to place the one or more preset running units in a run
queue corresponding to the kernel process of the virtual machine monitor; and in response to
receiving a mount success message sent by the virtual machine monitor, sending a kernel
process wake-up request to the virtual machine monitor and entering a sleep state, so that the
virtual machine monitor starts the kernel process.

[0021] In combination with the foregoing implementations, performing the
intermediate start on the virtual processor when the interrupt event of the kernel process is
triggered and a preset condition is met includes: detecting, by the virtual machine monitor,
the blocking time of the kernel process in response to an end of the handling of a current
interrupt event in the interrupt queue; triggering, by the virtual machine monitor, a soft
interrupt event of the virtual processor when the blocking time of the kernel process exceeds
a preset time threshold; sending, by the virtual machine monitor, an intermediate start
instruction to the virtual processor in response to that the soft interrupt event of the virtual
processor is triggered; starting, by the virtual processor, an intermediate running in response
to receiving the intermediate start instruction sent by the virtual machine monitor, wherein

the length of time for the intermediate running is a preset time period; and stopping, by the



virtual processor, the intermediate running in response to an ending of the preset time
period.

[0022] In combination with the foregoing implementations, before detecting, by the
virtual machine monitor, the blocking time of the kernel process in response to an end of the
handling of the current interrupt event in the interrupt queue, the method further includes:
handling, by the virtual machine monitor, the current interrupt event in the interrupt queue in
response to detecting the interrupt event being triggered.

[0023] In combination with the foregoing implementations, before handling, by the
virtual machine monitor, the current interrupt event in the interrupt queue in response to
detecting that interrupt event being triggered, the method further includes: acquiring, by the
virtual machine monitor, a run queue corresponding to the kernel process, and executing the
run queue in units of preset running units of the virtual processor, according to an
arrangement sequence of preset running units in the run queue, until a process scheduling
command is received, wherein one or more preset running units of the virtual processor are
placed in the run queue.

[0024] In combination with the foregoing implementations, the method further
includes: performing, by the virtual machine monitor, an intermediate wake-up for the
virtual processor in response to receiving a preset running request.

[0025] In combination with the foregoing implementations, performing, by the
virtual machine monitor, the intermediate wake-up for the virtual processor in response to
receiving the preset running request includes: sending, by the virtual machine monitor, an
intermediate wake-up request to the virtual processor in response to receiving the preset
running request, wherein the intermediate wake-up request carries information about the
preset running request; in response to receiving the intermediate wake-up request sent by the

virtual machine monitor, the virtual processor entering an intermediate running state from a



sleep state, and sending a wake-up success message to the virtual machine monitor; the
virtual machine monitor entering the sleep state after receiving the wake-up success message
sent by the virtual processor; the virtual processor executing the preset running request, and
after the handling of the preset running request ends, sending a preset running request
handling end message to the virtual machine monitor to enter the sleep state; and the virtual
machine monitor entering a running state in response to receiving the preset running request
handling end message sent by the virtual processor.

[0026] In a fourth aspect, an apparatus for process handling is provided according to
some embodiments of the present disclosure.

[0027] Specifically, the process handling apparatus includes: a detecting module
configured to detect the blocking time of a kernel process in response to an end of the
handling of a current interrupt event in an interrupt queue; a triggering module configured to
trigger a soft interrupt event of a virtual processor when the blocking time of the kernel
process exceeds a preset time threshold; and a first sending module configured to send an
intermediate start instruction to the virtual processor in response to that the soft interrupt
event of the virtual processor is triggered, so that the virtual processor runs for a preset time
period.

[0028] In combination with the foregoing implementation, before the detecting
module, the apparatus further includes: a first handling module configured to handle the
current interrupt event in the interrupt queue in response to detecting an interrupt event
being triggered.

[0029] In combination with the foregoing implementations, before the detecting
module, the apparatus further includes: a first running module configured to acquire a run
queue corresponding to the kernel process, and execute the run queue in units of preset

running units of the virtual processor, according to an arrangement sequence of preset



running units in the run queue, until a process scheduling command is received, wherein one
or more preset running units of the virtual processor are placed in the run queue.

[0030] In combination with the foregoing implementations, before the first running
module, the apparatus further includes: a first initializing module configured to initialize the
kernel process.

[0031] In combination with the foregoing implementations, the first initializing
module further includes: a creating sub-module configured to create the kernel process; a
mount sub-module configured to, in response to receiving a mount request sent by the
virtual processor, place one or more preset running units of the virtual processor in the run
queue corresponding to the kernel process, and send a mount success message to the virtual
processor; and a first starting sub-module configured to start the kernel process in response
to receiving a kernel process wake-up request sent by the virtual processor.

[0032] In combination with the foregoing implementations, the apparatus further
includes: a second sending module configured to, in response to receiving a preset running
request, send an intermediate wake-up request to the virtual processor, and enter a sleep state
after receiving a wake-up success message sent by the virtual processor, wherein the
intermediate wake-up request carries information about the preset running request; and a
second running module configured to enter a running state in response to receiving a preset
running request handling end message sent by the virtual processor.

[0033] In combination with the foregoing implementations, the apparatus further
includes: a second handling module configured to handle a next interrupt event in the
interrupt queue in response to an end of the preset time period.

[0034] In a fifth aspect, an apparatus for process handling is provided according to

some embodiments of the present disclosure.



[0035] Specifically, the process handling apparatus includes: a second initializing
module configured to initialize a virtual processor; a first starting module configured to start
an intermediate running in response to receiving an intermediate start instruction sent by a
virtual machine monitor, wherein the length of time for the intermediate running is a preset
time period; and a stopping module configured to stop the intermediate running in response
to an end of the preset time period.

[0036] In combination with the foregoing implementations, the second initializing
module further includes: a generating sub-module configured to generate one or more preset
running units; a first sending sub-module configured to send a mount request to the virtual
machine monitor to place the one or more preset running units in a run queue corresponding
to a kernel process of the virtual machine monitor; and a second sending sub-module
configured to, in response to receiving a mount success message sent by the virtual machine
monitor, send a kernel process wake-up request to the virtual machine monitor and enter a
sleep state, so that the virtual machine monitor starts the kernel process.

[0037] In combination with the foregoing implementations, the apparatus further
includes: a third sending module configured to, in response to receiving an intermediate
wake-up request sent by the virtual machine monitor, enter an intermediate running state
from the sleep state, and send a wake-up success message to the virtual machine monitor,
wherein the intermediate wake-up request carries information about a preset running
request; and a third running module configured to run the preset running request, and after
the handling of the preset running request ends, send a preset running request handling end
message to the virtual machine monitor to enter the sleep state.

[0038] In a sixth aspect, an apparatus for process handling is provided according to

some embodiments of the present disclosure.



[0039] Specifically, the process handling apparatus includes: a third initializing
module configured to initialize a kernel process of a virtual machine monitor and a virtual
processor; a second starting module configured to perform an intermediate start on the
virtual processor when an interrupt event of the kernel process is triggered and a preset
condition is met, so that the virtual processor runs for a preset time period; and a third
handling module configured to handle a next interrupt event in an interrupt queue in
response to an end of the preset time period.

[0040] In combination with the foregoing implementations, part of initializing the
kernel process of the virtual machine monitor in the third initializing module is configured
to: create the kernel process; in response to receiving a mount request sent by the virtual
processor, place one or more preset running units of the virtual processor in a run queue
corresponding to the kernel process, and send a mount success message to the virtual
processor; and start the kernel process in response to receiving a kernel process wake-up
request sent by the virtual processor.

[0041] In combination with the foregoing implementations, a part of initializing the
virtual processor in the third initializing module is configured to: generate one or more
preset running units; send a mount request to the virtual machine monitor to place the one or
more preset running units in a run queue corresponding to the kernel process of the virtual
machine monitor; and in response to receiving a mount success message sent by the virtual
machine monitor, send a kernel process wake-up request to the virtual machine monitor and
enter a sleep state, so that the virtual machine monitor starts the kernel process.

[0042] In combination with the foregoing implementations, the second starting
module includes: a detecting sub-module configured to detect the blocking time of the
kernel process in response to an end of the handling of a current interrupt event in the

interrupt queue; a triggering sub-module configured to trigger a soft interrupt event of the
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virtual processor when the blocking time of the kernel process exceeds a preset time
threshold; a third sending sub-module configured to send an intermediate start instruction to
the virtual processor in response to that the soft interrupt event of the virtual processor is
triggered; a second starting sub-module configured to start an intermediate running in
response to receiving an intermediate start instruction sent by the virtual machine monitor,
wherein the length of time for the intermediate running is a preset time period; and a
stopping sub-module configured to stop the intermediate running in response to an end of
the preset time period.

[0043] In combination with the foregoing implementations, before the detecting sub-
module, the apparatus further includes: a handling sub-module configured to handle the
current interrupt event in the interrupt queue in response to detecting that an interrupt event
is triggered.

[0044] In combination with the foregoing implementations, before the handling sub-
module, the apparatus further includes: a first running sub-module configured to acquire a
run queue corresponding to the kernel process, and execute the run queue in units of preset
running units of the virtual processor, according to an arrangement sequence of preset
running units in the run queue, until a process scheduling command is received, wherein one
or more preset running units of the virtual processor are placed in the run queue.

[0045] In combination with the foregoing implementations, the apparatus further
includes: a wake-up module configured to perform an intermediate wake-up for the virtual
processor in response to receiving a preset running request.

[0046] In combination with the foregoing implementations, the wake-up module
further includes: a fourth sending sub-module configured to send an intermediate wake-up
request to the virtual processor in response to receiving the preset running request, wherein

the intermediate wake-up request carries information about the preset running request; a fifth
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sending sub-module configured to, in response to receiving the intermediate wake-up
request sent by the virtual machine monitor, enter an intermediate running state from a sleep
state, and send a wake-up success message to the virtual machine monitor; a first status
changing sub-module configured to enter the sleep state after receiving the wake-up success
message sent by the virtual processor; a second running sub-module configured to run the
preset running request, and after the handling of the preset running request ends, send a
preset running request handling end message to the virtual machine monitor to enter the
sleep state; and a second status changing sub-module configured to enter a running state in
response to receiving the preset running request handling end message sent by the virtual
processor.

[0047] In a seventh aspect, an electronic device is provided according to some
embodiments of the present disclosure, the electronic device includes: a memory and a
processor, wherein the memory is configured to store one or more computer instructions that
support a process handling apparatus to perform the process handling methods described
above, and the processor is configured for executing the computer instructions stored in the
memory. The process handling apparatus may also include a communication interface for
the process handling apparatus to communicate with other devices or communication
networks.

[0048] In an eighth aspect, a computer-readable storage medium for storing
computer instructions used by a process handling apparatus is provided according to some
embodiments of the present disclosure, the computer-readable storage medium includes
computer instructions related to the process handling apparatus for performing the process
handling methods described above.

[0049] The technical solution provided by the embodiments of the present disclosure

includes the following beneficial effects. The above technical solution includes determining
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whether an intermediate start is required for a virtual processor by detecting the blocking
time of a kernel process when an interrupt event is handled, and performing the intermediate
start on the virtual processor when a preset condition is met. This technical solution can
realize a compensating running for the virtual processor in the context of soft interrupts.
Therefore, a phenomenon of long-time blocking and a single long-time jitter of the virtual
processor are avoided under the premise of ensuring the stability and security of data and
resources.

[0050] It should be understood that the above general description and the following
detailed description are only exemplary and explanatory, and do not limit the embodiments

of the present disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0051] Embodiments and various aspects of the present disclosure are illustrated in
the following detailed description and the accompanying figures. Various features shown in
the figures are not drawn to scale.

[0052] FIG. 1 shows an exemplary flow chart of a process handling method
according to some embodiments of the present disclosure.

[0053] FIG. 2 shows an exemplary flow chart of process handling method according
to some embodiments of the present disclosure.

[0054] FIG. 3 shows an exemplary flow chart of process handling method according
to some embodiments of the present disclosure.

[0055] FIG. 4 shows an exemplary flow chart of process handling method according
to some embodiment of the present disclosure.

[0056] FIG. 5 shows an exemplary flow chart of step S401 in the process handling

method according to the embodiment shown in FIG. 4.

13



[0057] FIG. 6 shows an exemplary flow chart of process handling method according
to some embodiments of the present disclosure.

[0058] FIG. 7 shows an exemplary flow chart of process handling method according
to some embodiments of the present disclosure.

[0059] FIG. 8 shows an exemplary flow chart of process handling method according
to some embodiments of the present disclosure.

[0060] FIG. 9 shows an exemplary flow chart of step S801 in the process handling
method according to the embodiment shown in FIG. 8.

[0061] FIG. 10 shows an exemplary flow chart of process handling method
according to some embodiments of the present disclosure.

[0062] FIG. 11 shows an exemplary flow chart of process handling method
according to some embodiments of the present disclosure.

[0063] FIG. 12 shows an exemplary flow chart of step S1102 of the process
handling method according to the embodiment shown in FIG. 11.

[0064] FIG. 13 shows another exemplary flow chart of step S1102 of the process
handling method according to the embodiment shown in FIG. 11.

[0065] FIG. 14 shows yet another exemplary flow chart of step S1102 of the process
handling method according to the embodiment shown in FIG. 11.

[0066] FIG. 15 shows an exemplary flow chart of a process handling method
according to some embodiments of the present disclosure.

[0067] FIG. 16 shows an exemplary flow chart of step S1504 of the process
handling method according to the embodiment shown in FIG. 15.

[0068] FIG. 17 shows an exemplary structural block diagram of a process handling

apparatus according to some embodiments of the present disclosure.
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[0069] FIG. 18 shows an exemplary structural block diagram of process handling
apparatuses according to some embodiments of the present disclosure.

[0070] FIG. 19 shows an exemplary structural block diagram of process handling
apparatuses according to some embodiments of the present disclosure.

[0071] FIG. 20 shows an exemplary structural block diagram of process handling
apparatuses according to some embodiments of the present disclosure.

[0072] FIG. 21 shows an exemplary structural block diagram of first initializing
module 2001 according to the embodiment shown in FIG. 20.

[0073] FIG. 22 shows an exemplary structural block diagram of process handling
apparatuses according to different embodiments of the present disclosure.

[0074] FIG. 23 shows an exemplary structural block diagram of process handling
apparatuses according to some embodiments of the present disclosure.

[0075] FIG. 24 shows an exemplary structural block diagram of process handling
apparatuses according to some embodiments of the present disclosure.

[0076] FIG. 25 shows an exemplary structural block diagram of second initializing
module 2401 according to the embodiment shown in FIG. 24.

[0077] FIG. 26 shows an exemplary structural block diagram of a process handling
apparatus according to some embodiments of the present disclosure.

[0078] FIG. 27 shows an exemplary structural block diagram of a process handling
apparatus according to some embodiments of the present disclosure.

[0079] FIG. 28 shows an exemplary structural block diagram of second starting
module 2702 according to the embodiment shown in FIG. 27.

[0080] FIG. 29 shows another exemplary structural block diagram of second starting

module 2702 according to the embodiment shown in FIG. 27.
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[0081] FIG. 30 shows yet another exemplary structural block diagram of second
starting module 2702 according to the embodiment shown in FIG. 27.

[0082] FIG. 31 shows an exemplary structural block diagram of a process handling
apparatus according to some embodiments of the present disclosure.

[0083] FIG. 32 shows an exemplary structural block diagram of wake-up module
3104 according to the embodiment shown in FIG. 31.

[0084] FIG. 33 shows an exemplary flow chart of a process handling method in one
application scenario.

[0085] FIG. 34 shows an exemplary structural block diagram of an electronic device
according to some embodiments of the present disclosure.

[0086] FIG. 35 is an exemplary schematic structural diagram of a computer system
suitable for implementing a process handling method according to some embodiments of the

present disclosure.

DETAILED DESCRIPTION

[0087] Reference will now be made in detail to exemplary embodiments, examples
of which are illustrated in the accompanying drawings. The following description refers to
the accompanying drawings in which the same numbers in different drawings represent the
same or similar elements unless otherwise represented. The implementations set forth in the
following description of exemplary embodiments do not represent all implementations
consistent with the invention. Instead, they are merely examples of apparatuses and methods
consistent with aspects related to the invention as recited in the appended claims. Particular
aspects of the present disclosure are described in greater detail below. The terms and
definitions provided herein control, if in conflict with terms and/or definitions incorporated

by reference.
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[0088] It should be noted that the terms "include," "comprise," or any other
variations thereof are intended to cover non-exclusive inclusion, so that a commodity or
system including a series of elements not only includes the elements, but also includes other
elements not explicitly listed, or further includes elements inherent to the commodity or
system. In the absence of more limitations, an element defined by "including a/an ..." does
not exclude that the commodity or system including the element further has other identical
elements.

[0089] It should also be noted that provided that there is no conflict, the
embodiments in the present disclosure and the features in the embodiments can be combined
with each other. The embodiments of the present disclosure will be described in detail below
with reference to the drawings and in conjunction with the embodiments.

[0090] The technical solution provided by the embodiments of the present disclosure
includes determining whether an intermediate start is required for a virtual processor by
detecting a blocking time of a kernel process when handling an interrupt event and
performing the intermediate start on the virtual processor when a preset condition is met.
This technical solution can realize a compensating running for the virtual processor in the
context of soft interrupts. Therefore, a phenomenon of long-time blocking and a single long-
time jitter of the virtual processor are avoided under the premise of ensuring the stability and
security of data and resources.

[0091] FIG. 1 shows a flow chart of a process handling method according to some
embodiments of the present disclosure, which is applied to a virtual machine monitor. As
shown in FIG. 1, the process handling method includes the following steps S101-S103.

[0092] In step S101, a blocking time of a kernel process is detected in response to an

end of a current interrupt event handling in an interrupt queue.
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[0093] In step S102, a soft interrupt event of a virtual processor is triggered when the
blocking time of the kernel process exceeds a preset time threshold.

[0094] In step S103, an intermediate start instruction is sent to the virtual processor
in response to that the soft interrupt event of the virtual processor is triggered, so that the
virtual processor runs for a preset time period.

[0095] As mentioned above, with the development of data technology, in order to
improve the efficiency and security of data usage, the concept of virtual machine came into
being. The virtual machine is a complete computer system simulated by software with full
hardware system functions and running in a completely isolated environment. Under a KVM
architecture, the virtual processor runs as an ordinary process. Of course, there are also some
systems and operation and maintenance programs on the host machine. If the systems and
operation and maintenance programs are running at the same time while the virtual
processor is running, there may be a contention for virtual processor resources. If the
systems and operation and maintenance programs are running in the kernel mode without
actively releasing resources, it can cause a single long-time jitter phenomenon of the virtual
processor. To solve the problem of resource contention, kernel preemption is usually used.
However, kernel preemption just provides more points of time for preemption and cannot
realize resource preemption at any moment. In addition, the implementation of kernel
preemption also brings changes to the entire kernel and introduces more challenges
regarding stability and security.

[0096] Considering the above problems, in this example, a process handling method
is proposed. The method includes detecting a blocking time of a kernel process when
handling an interrupt event; determining whether an intermediate start is required for a
virtual processor; and performing the intermediate start on the virtual processor when a

preset condition is met. This technical solution can realize a compensating running for the
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virtual processor in the context of soft interrupts. Therefore, a phenomenon of long-time
blocking and a single long-time jitter of the virtual processor are avoided under the premise
of ensuring the stability and security of data and resources.

[0097] In some embodiments of the present disclosure, the interrupt queue refers to a
queue composed of interrupt events acquired by the virtual machine monitor, and the
interrupt events in the interrupt queue are usually executed sequentially according to their
order in the queue.

[0098] In order to avoid the phenomena of long-time blocking and single long-time
jitter of the virtual processor, in some embodiments of the present disclosure, whenever the
handling of an interrupt event in the interrupt queue ends, a detection of a blocking time of a
kernel process is performed. If the blocking time of the kernel process exceeds a preset time
threshold, it is considered that a long-time blocking phenomenon may occur in the virtual
processor and an operation for compensating running on the virtual processor is required.
Then, a soft interrupt event of the virtual processor is triggered, and an intermediate start
instruction is sent to the virtual processor, so that the virtual processor runs for a preset time
period. The preset time period refers to a duration for performing the compensatory running
on the virtual processor. The value of the preset time period can be set according to the
needs of practical applications and is not specifically limited herein. For example, the preset
time period can be set to 0.1ms-0.5ms, etc. For example, if the preset time period is set to
0.1ms, it means that the virtual processor runs for 0.1ms as a compensation.

[0099] The preset time threshold is used to determine a length of the blocking time
of the kernel process. The value of the preset time threshold can be set according to the
needs of practical applications and is not specifically limited herein.

[00100] In some embodiments of the present disclosure, before step S101 that

detecting a blocking time of a kernel process in response to an end of handling a current
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interrupt event in an interrupt queue, the method further includes a step of handling a current
interrupt event in the interrupt queue in response to detecting the interrupt event being
triggered. As shown in FIG. 2, the process handling method includes the following steps
S201-S204.

[00101] In step S201, a current interrupt event in an interrupt queue is handled in
response to detecting the interrupt event being triggered.

[00102] In step S202, a blocking time of a kernel process is detected, in response to
an end of handling the current interrupt event in the interrupt queue.

[00103] In step S203, a soft interrupt event of a virtual processor is triggered when
the blocking time of the kernel process exceeds a preset time threshold.

[00104] In step S204, an intermediate start instruction is sent to the virtual processor
in response to that the soft interrupt event of the virtual processor is triggered, so that the
virtual processor runs for a preset time period.

[00105] As mentioned above, there can be one or more interrupt events in the
interrupt queue. Therefore, in this example, after an interrupt event being triggered is
detected, a current interrupt event in the interrupt queue is handled according to the current
time and the arrangement sequence of the interrupt events in the interrupt queue. The
blocking time of the kernel process caused by the handling of the interrupt event is detected
after the handling of the current interrupt event ends.

[00106] In some embodiments of the present disclosure, before step S201 that
handling a current interrupt event in the interrupt queue in response to detecting the interrupt
event being triggered, the method further includes a step of acquiring a run queue
corresponding to the kernel process, and executing the run queue in units of preset running

units of the virtual processor, according to an arrangement sequence of preset running units
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in the run queue, until a process scheduling command is received. As shown in FIG. 3, the
process handling method can further include the following steps S301-S305.

[00107] In step S301, a run queue corresponding to a kernel process is acquired, and
the run queue is executed in units of preset running units of the virtual processor, according
to an arrangement sequence of preset running units in the run queue, until a process
scheduling command is received. One or more preset running units of the virtual processor
are placed in the run queue.

[00108] In step S302, a current interrupt event in an interrupt queue is handled in
response to detecting that an interrupt event is triggered.

[00109] In step S303, a blocking time of a kernel process is detected in response to
an end of handling the current interrupt event in the interrupt queue.

[00110] In step S304, a soft interrupt event of the virtual processor is triggered when
the blocking time of the kernel process exceeds a preset time threshold.

[00111] In step S305, an intermediate start instruction is sent to the virtual processor
in response to that the soft interrupt event of the virtual processor is triggered, so that the
virtual processor runs for a preset time period.

[00112] For integrity of the handling of virtual processor data, in this example, the
virtual processor data run in units of preset running units of the virtual processor. That is, a
run queue corresponding to a kernel process is acquired and determined, and the run queue
runs in units of preset running units of the virtual processor, according to an arrangement
sequence of preset running units in the run queue, until a process scheduling command is
received. The process scheduling command is sent to stop the running of the virtual
processor. One or more preset running units of the virtual processor are placed in the run

queue. In some embodiments of the present disclosure, the preset running units of the virtual
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processor can be formed by encapsulating minimum loops of running of the virtual
processor.

[00113] In some embodiments of the present disclosure, one or more kernel
processes can be provided in the virtual machine monitor. The number of the kernel
processes can be determined by the number of physical processors. For example, the number
of the kernel processes to be provided is the same as the number of physical processors.
Each kernel process is responsible for maintaining one run queue.

[00114] In some embodiments of the present disclosure, before step S301 that
acquiring a run queue corresponding to a kernel process and running the run queue in units
of preset running units of the virtual processor, according to an arrangement sequence of
preset running units, in the run queue, until a process scheduling command is received, the
method further includes a step of initializing the kernel process. As shown in FIG. 4, the
process handling method can include the following steps S401-S406.

[00115] In step S401, a kernel process is initialized.

[00116] In step S402, a run queue corresponding to the kernel process is acquired,
and the run queue is executed in units of preset running units of the virtual processor,
according to an arrangement sequence of preset running units in the run queue, until a
process scheduling command is received. One or more preset running units of the virtual
processor are placed in the run queue.

[00117] In step S403, a current interrupt event in an interrupt queue is handled in
response to detecting the interrupt event being triggered.

[00118] In step S404, a blocking time of the kernel process is detected in response to
an end of handling the current interrupt event in the interrupt queue.

[00119] In step S405, a soft interrupt event of the virtual processor is triggered when

a blocking time of a kernel process exceeds a preset time threshold.
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[00120] In step S406, an intermediate start instruction is sent to the virtual processor
in response to that the soft interrupt event of the virtual processor is triggered, so that the
virtual processor runs for a preset time period.

[00121] In order to ensure the kernel process performing well, in this example,
before the kernel process starts to work, an initialization is required for the kernel process.

[00122] In some embodiments of the present disclosure, as shown in FIG. 5, step
S401 that initializing the kernel process, can include the following steps S501-S503.

[00123] In step S501, a kernel process is created.

[00124] In step S502, in response to receiving a mount request sent by the virtual
processor, one or more preset running units of the virtual processor are placed in the run
queue corresponding to the kernel process, and a mount success message is sent to the
virtual processor.

[00125] In step S503, the kernel process is started in response to receiving a kernel
process wake-up request sent by the virtual processor.

[00126] In this example, when the kernel process is initialized, one or more kernel
processes are created. For each kernel process, after receiving a mount request sent by the
virtual processor, one or more preset running units of the virtual processor are placed in a
run queue corresponding to the kernel process, and a mount success message is sent to the
virtual processor. The mount request can include kernel process identification information
and request body information. Therefore, the one or more preset running units of the virtual
processor are placed in the run queue of the kernel process that corresponds to the kernel
process identification information, according to the kernel process identification
information, by a virtual machine monitor. Of course, the mount request can only include
request body information. In this case, the virtual machine monitor randomly selects a kernel

process for placing the one or more preset running units of the virtual processor, and then
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starts running the kernel process after receiving a kernel process wake-up request sent by the
virtual processor.

[00127] In some embodiments of the present disclosure, the method further includes
a step of interacting with the virtual processor to execute a preset running request. As shown
in FIG. 6, the process handling method can include the following steps S601-S605.

[00128] In step S601, a blocking time of a kernel process is detected in response to
an end of handling a current interrupt event in an interrupt queue.

[00129] In step S602, a soft interrupt event of a virtual processor is triggered when
the blocking time of the kernel process exceeds a preset time threshold.

[00130] In step S603, an intermediate start instruction is sent to the virtual processor
in response to that the soft interrupt event of the virtual processor is triggered, so that the
virtual processor runs for a preset time period.

[00131] In step S604, in response to receiving a preset running request, an
intermediate wake-up request is sent to the virtual processor, so that the virtual machine
monitor enters a sleep state after receiving a wake-up success message sent by the virtual
processor. The intermediate wake-up request carries information about the preset running
request.

[00132] In step S605, the virtual machine monitor enters a running state in response
to receiving a preset running request handling end message sent by the virtual processor.

[00133] If the virtual machine monitor receives a running request that cannot be
completed by the virtual machine monitor but can only be completed by the virtual
processor, such as a user-mode-based running request, an intermediate wake-up request
carrying information about the preset running request is required to send to the virtual
processor. The virtual machine monitor enters a sleep state after receiving a wake-up success

message sent by the virtual processor, and the preset running request is completed by the
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virtual processor. The virtual machine monitor enters a running state again after receiving a
preset running request handling end message sent by the virtual processor.

[00134] In some embodiments of the present disclosure, the method further includes
a step of handling a next interrupt event in the interrupt queue in response to an end of the
preset time period. As shown in FIG. 7, the process handling method can include the
following steps S701-S704.

[00135] In step S701, a blocking time of a kernel process is detected in response to
an end of handling a current interrupt event in an interrupt queue.

[00136] In step S702, a soft interrupt event of a virtual processor is triggered when
the blocking time of the kernel process exceeds a preset time threshold.

[00137] In step S703, an intermediate start instruction is sent to the virtual processor
in response to that the soft interrupt event of the virtual processor is triggered, so that the
virtual processor runs for a preset time period.

[00138] In step S704, a next interrupt event in the interrupt queue is handled in
response to an end of the preset time period.

[00139] In this example, after the preset time period in which the virtual processor
performs an intermediate start, that is, after the intermediate start ends, the virtual machine
monitor continues to handle a next interrupt event in the interrupt queue, and detects the
blocking time of the kernel process after the next interrupt event is handled. If there is no
next interrupt event in the interrupt queue, the virtual machine monitor continues to handle
other processes.

[00140] FIG. 8 shows a flow chart of a process handling method according to some
embodiments of the present disclosure, which is applied to a virtual processor. As shown in
FIG. 8, the process handling method can include the following steps S801-S803.

[00141] In step S801, a virtual processor is initialized.
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[00142] In step S802, an intermediate running is started in response to receiving an
intermediate start instruction sent by a virtual machine monitor. The length of time for the
intermediate running is a preset time period.

[00143] In step S803, the intermediate running is stopped in response to an end of
the preset time period.

[00144] As mentioned above, under a KVM architecture, a virtual processor (vVCPU)
runs as an ordinary process. Of course, there are also some systems and operation and
maintenance programs on a host machine. If the systems and operation and maintenance
programs are running at the same time while the virtual processor is running, there will be a
contention for virtual processor resources. If the systems and operation and maintenance
programs are running in a kernel mode without actively releasing resources, it will cause a
single long-time jitter phenomenon of the virtual processor. To solve the problem of
resource contention, kernel preemption is usually used. However, kernel preemption just
provides more points of time for preemption, and cannot realize resource preemption at any
moment. In addition, the implementation of kernel preemption also brings changes to the
entire kernel, and introduces more challenges regarding stability and security.

[00145] Considering the above problems, a process handling method is proposed
according to some embodiments of the present disclosure. This method includes detecting a
blocking time of a kernel process when handling an interrupt event by a virtual machine
monitor; determining whether an intermediate start is required for a virtual processor; and
performing an intermediate start on the virtual processor when a preset condition is met.
This technical solution can realize a compensating running for the virtual processor in the
context of soft interrupts. Therefore, a phenomenon of long-time blocking and a single long-
time jitter of the virtual processor are avoided under the premise of ensuring the stability and

security of data and resources.
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[00146] In order to avoid the phenomena of long-time blocking and single long-time
jitter of the virtual processor, in some embodiments, after the virtual processor is initialized
and mounted on the virtual machine monitor, if an intermediate start instruction sent by the
virtual machine monitor is received, an intermediate running is started. The length of time
for the intermediate running of the virtual processor is a preset time period. After the preset
time period ends, the intermediate running is stopped.

[00147] The preset time period refers to a duration for performing the operation of
compensatory running on the virtual processor. The value of the preset time period can be
set according to the needs of practical applications and is not specifically limited herein. For
example, the preset time period can be set to 0.1ms-0.5ms, etc. For example, if the preset
time period is set to 0.1ms, it means that the virtual processor runs for 0.Ims as a
compensation.

[00148] In some embodiments of the present disclosure, as shown in FIG. 9, the step
S801 that initializing the virtual processor, can include the following steps S901-S903.

[00149] In step S901, one or more preset running units are generated.

[00150] In step S902, a mount request is sent to a virtual machine monitor to place
the one or more preset running units in a run queue corresponding to a kernel process of the
virtual machine monitor.

[00151] In step S903, in response to receiving a mount success message sent by the
virtual machine monitor, a kernel process wake-up request is sent to the virtual machine
monitor and the virtual processor enters a sleep state, so that the virtual machine monitor
starts the kernel process.

[00152] In this example, when the virtual processor is initialized, one or more preset
running units are generated by encapsulating minimum loops of running of the virtual

processor. A mount request is sent to a virtual machine monitor to place the one or more

27



preset running units in the run queue corresponding to a kernel process of the virtual
machine monitor, such that the kernel process performs running operation. After a mount
success message sent by the virtual machine monitor is received, a kernel process wake-up
request is sent to the virtual machine monitor to wake up the kernel process, and the virtual
processor then enters a sleep state.

[00153] In some embodiments of the present disclosure, the method further includes
a step of interacting with the virtual machine monitor to execute a preset running request. As
shown in FIG. 10, the process handling method can include the following steps S1001-
S1005.

[00154] In step S1001, a virtual processor is initialized.

[00155] In step S1002, an intermediate running is started in response to receiving an
intermediate start instruction sent by a virtual machine monitor. The length of time for the
intermediate running is a preset time period.

[00156] In step S1003, the intermediate running is stopped in response to an end of
the preset time period.

[00157] In step S1004, in response to receiving an intermediate wake-up request sent
by the virtual machine monitor, the virtual processor enters an intermediate running state
from a sleep state. A wake-up success message is sent to the virtual machine monitor. The
intermediate wake-up request carries information about a preset running request.

[00158] In step S1005, the virtual processor handles the preset running request, and
after the handling of the preset running request ends, sends a preset running request handling
end message to the virtual machine monitor, then enters a sleep state.

[00159] If the virtual machine monitor receives a running request that cannot be
completed by the virtual machine monitor but can only be completed by the virtual

processor, such as a user-mode-based running request, an intermediate wake-up request
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carrying information about the preset running request is required to send to the virtual
processor. In this case, after receiving the intermediate wake-up request sent by the virtual
machine monitor, the virtual processor enters an intermediate running state from the sleep
state and sends a wake-up success message to the virtual machine monitor. Then the virtual
processor handles the preset running request. After the handling of the preset running
request ends, the virtual processor sends a preset running request handling end message to
the virtual machine monitor to wake-up again the virtual machine monitor, and then the
virtual processor enters the sleep state again.

[00160] FIG. 11 shows a flow chart of a process handling method according to some
embodiments of the present disclosure, which is applied to a process handling system. The
process handling system includes a virtual machine monitor and a virtual processor. As
shown in FIG. 11, the process handling method can include the following steps S1101-
S1103.

[00161] In step S1101, a kernel process of a virtual machine monitor and a virtual
processor are initialized.

[00162] In step S1102, an intermediate start is performed on the virtual processor
when an interrupt event of the kernel process is triggered and a preset condition is met, so
that the virtual processor runs for a preset time period.

[00163] In step S1103, a next interrupt event in an interrupt queue is handled by the
virtual machine monitor in response to an end of the preset time period.

[00164] As mentioned above, under a Kernel-based Virtual Machine (KVM)
architecture, a virtual processor (vVCPU) runs as an ordinary process. Of course, there are
also some systems and operation and maintenance programs on a host machine. If the
systems and operation and maintenance programs are running at the same time while the

virtual processor is running, there will be a contention for virtual processor resources. If the
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systems and operation and maintenance programs are running in a kernel mode without
actively releasing resources, it will cause a single long-time jitter phenomenon of the virtual
processor. To solve the problem of resource contention, kernel preemption is usually used.
However, kernel preemption just provides more points of time for preemption, and cannot
realize resource preemption at any moment. In addition, the implementation of kernel
preemption also brings changes to the entire kernel, and introduces more challenges
regarding stability and security.

[00165] Considering the above problems, a process handling method is proposed
according to some embodiments, The method includes determining, by a virtual machine
monitor, whether an intermediate start is required for a virtual processor by detecting the
blocking time of a kernel process when an interrupt event is handled, and performing an
intermediate start on the virtual processor when a preset condition is met. This technical
solution can realize a compensating running for the virtual processor in the context of soft
interrupts. Therefore, a phenomenon of long-time blocking and a single long-time jitter of
the virtual processor are avoided under the premise of ensuring the stability and security of
data and resources.

[00166] In this example, a kernel process of a virtual machine monitor and a virtual
processor are initialized. When an interrupt event of the kernel process of the virtual
machine monitor is triggered and a preset condition is met, a compensating start of the
virtual processor is required. However, in order not to have an adverse effect on the kernel
process, the compensating start of the virtual processor only lasts for a preset time period.
After the preset time period ends, the virtual machine monitor turns to handle a next
interrupt event in an interrupt queue.

[00167] In some embodiments of the present disclosure, initializing the kernel

process of the virtual machine monitor in step S1101 can further include: creating the kernel
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process; in response to receiving a mount request sent by the virtual processor; placing one
or more preset running units of the virtual processor in the run queue corresponding to the
kernel process; sending a mount success message to the virtual processor; and starting the
kernel process in response to receiving a kernel process wake-up request sent by the virtual
processor.

[00168] In order to ensure the kernel process performing well, in this example, an
initialization is required for the kernel process, before the kernel process starts to work.
Specifically, one or more kernel processes are created. For each kernel process, after a
mount request sent by the virtual processor is received, one or more preset running units of
the virtual processor are placed in a run queue corresponding to the kernel process. A mount
success message is sent to the virtual processor. The mount request can include kernel
process identification information and request body information. Therefore, the virtual
machine monitor places the one or more preset running units of the virtual processor in the
run queue of the kernel process according to the kernel process identification information.
The kernel process corresponds to the kernel process identification information. Of course,
the mount request can also only include the request body information. In this case, the
virtual machine monitor randomly selects a kernel process for placing the one or more preset
running units of the virtual processor, and starts a running the kernel process after receiving
a kernel process wake-up request sent by the virtual processor.

[00169] In some embodiments of the present disclosure, initializing the virtual
processor in step S1101 can further include: generating one or more preset running units;
sending a mount request to the virtual machine monitor to place the one or more preset
running units in a run queue corresponding to a kernel process of the virtual machine

monitor; in response to receiving a mount success message sent by the virtual machine
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monitor, sending a kernel process wake-up request to the virtual machine monitor; and
entering a sleep state, so that the virtual machine monitor starts the kernel process.

[00170] In order to ensure the virtual processor performing well, in this example, an
initialization is required for the virtual processor, before the virtual processor starts to work.
Specifically, when initializing the virtual processor, one or more preset running units are
generated by encapsulating minimum loops of running of the virtual processor. A mount
request is sent to the virtual machine monitor to place the one or more preset running units
in the run queue corresponding to a kernel process of the virtual machine monitor, such that
the kernel process performs running operation. After a mount success message sent by the
virtual machine monitor is received, a kernel process wake-up request is sent to the virtual
machine monitor to wake up the kernel process, and the virtual processor then enters a sleep
state.

[00171] In some embodiments of the present disclosure, as shown in FIG. 12, the
step S1102 that performing an intermediate start on the virtual processor when an interrupt
event of the kernel process is triggered and a preset condition is met, includes the following
steps S1201-S1205.

[00172] In step S1201, a blocking time of a kernel process is detected by a virtual
machine monitor in response to an end of the handling of a current interrupt event in an
interrupt queue.

[00173] In step S1202, a soft interrupt event of the virtual processor is triggered by
the virtual machine monitor when the blocking time of the kernel process exceeds a preset
time threshold.

[00174] In step S1203, an intermediate start instruction is sent by the virtual machine
monitor to the virtual processor in response to that the soft interrupt event of the virtual

processor is triggered.
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[00175] In step S1204, an intermediate running is started by the virtual processor in
response to receiving an intermediate start instruction sent by the virtual machine monitor.
The length of time for the intermediate running is a preset time period.

[00176] In step S1205, the intermediate running is stopped by the virtual processor
in response to an end of the preset time period.

[00177] In order to avoid the phenomena of long-time blocking and single long-time
jitter of a virtual processor, in some embodiments of the present disclosure, whenever the
handling of an interrupt event in the interrupt queue ends, a detection of a blocking time of a
kernel process is performed. If the blocking time of the kernel process exceeds a preset time
threshold, it is considered that the long-time blocking phenomenon may occur in the virtual
processor and a compensating running of the virtual processor is required. Then, a soft
interrupt event of the virtual processor is triggered and an intermediate start instruction is
sent to the virtual processor. The virtual processor starts intermediate running after receiving
the intermediate start instruction sent by the virtual machine monitor. The length of time for
the intermediate running of the virtual processor is a preset time period. After the preset time
period ends, the virtual processor stops the intermediate running.

[00178] In some embodiments of the present disclosure, before the step S1201 that
detecting, by the virtual machine monitor, the blocking time of a kernel process in response
to an end of handling a current interrupt event in an interrupt queue, the method further
includes a step of handling, by the virtual machine monitor, the current interrupt event in the
interrupt queue in response to detecting the interrupt event being triggered. As shown in
FIG. 13, the step S1102 that performing an intermediate start on the virtual processor when
an interrupt event of the kernel process is triggered and a preset condition is met, includes

the following steps S1301-S1306.
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[00179] In step S1301, a current interrupt event in an interrupt queue is handled by a
virtual machine monitor in response to detecting an interrupt event being triggered.

[00180] In step S1302, a blocking time of a kernel process is detected by the virtual
machine monitor in response to an end of the handling of the current interrupt event in the
interrupt queue.

[00181] In step S1303, a soft interrupt event of a virtual processor is triggered by the
virtual machine monitor when the blocking time of the kernel process exceeds a preset time
threshold.

[00182] In step S1304, an intermediate start instruction is sent by the virtual machine
monitor to the virtual processor in response to that the soft interrupt event of the virtual
processor is triggered.

[00183] In step S1305, an intermediate running is started by the virtual processor in
response to receiving the intermediate start instruction sent by the virtual machine monitor.
The length of time for the intermediate running is a preset time period.

[00184] In step S1306, the intermediate running is stopped by the virtual processor
in response to an end of the preset time period.

[00185] As mentioned above, there can be one or more interrupt events in the
interrupt queue. Therefore, in this example, after an interrupt event being triggered is
detected, a current interrupt event in the interrupt queue is handled by the virtual machine
monitor according to a current time and an arrangement sequence of the interrupt events in
the interrupt queue. The blocking time of the kernel process caused by the handling of the
interrupt event is detected again, after the handling of the current interrupt event ends.

[00186] In some embodiments of the present disclosure, before the step S1301 that
handling, by the virtual machine monitor, a current interrupt event in an interrupt queue in

response to detecting that an interrupt event is triggered, the method further includes a step
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of acquiring, by the virtual machine monitor, a run queue corresponding to a kernel process,
and running the run queue in units of preset running units of the virtual processor, according
to an arrangement sequence of preset running units in the run queue, until a process
scheduling command is received. As shown in FIG. 14, the step S1102 that performing an
intermediate start on the virtual processor when an interrupt event of the kernel process is
triggered and a preset condition is met, includes the following steps S1401-S1407.

[00187] In step S1401, a run queue corresponding to a kernel process is acquired by
a virtual machine monitor. The virtual machine monitor executes the run queue in units of
preset running units of the virtual processor, according to the arrangement sequence of the
preset running units in the run queue, until a process scheduling command is received. One
or more preset running units of the virtual processor are placed in the run queue.

[00188] In step S1402, a current interrupt event in an interrupt queue is handled by
the virtual machine monitor in response to detecting an interrupt event being triggered.

[00189] In step S1403, a blocking time of a kernel process is detected by the virtual
machine monitor in response to an end of the handling of the current interrupt event in the
interrupt queue.

[00190] In step S1404, a soft interrupt event of a virtual processor is triggered by the
virtual machine monitor when the blocking time of the kernel process exceeds a preset time
threshold.

[00191] In step S1405, an intermediate start instruction is sent by the virtual machine
monitor to the virtual processor in response to that the soft interrupt event of the virtual
processor is triggered.

[00192] In step S1406, an intermediate running is started by the virtual processor in
response to receiving an intermediate start instruction sent by the virtual machine monitor.

The length of time for the intermediate running is a preset time period.
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[00193] In step S1407, the intermediate running is stopped by the virtual processor
in response to an end of the preset time period.

[00194] For integrity of the handling of virtual processor data, in this example, the
virtual processor data is run by the virtual machine monitor in units of preset running units
of the virtual processor. That is, a run queue corresponding to the kernel process is acquired
and determined by the virtual machine monitor, and the virtual machine monitor executes
the run queue in units of preset running units of the virtual processor, according to the
arrangement sequence of the preset running units in the run queue, until a process
scheduling command is received to stop the running of the virtual processor. One or more
preset running units of the virtual processor are placed in the run queue. In some
embodiments of the present disclosure, the preset running units of the virtual processor can
be formed by encapsulating minimum loops of running of the virtual processor.

[00195] In some embodiments of the present disclosure, the method further includes
a step of performing, by the virtual machine monitor, an intermediate wake-up for the virtual
processor in response to receiving a preset running request. As shown in FIG. 15, the
process handling method includes the following steps S1501-S1504.

[00196] In step S1501, a kernel process of a virtual machine monitor and a virtual
processor are initialized.

[00197] In step S1502, an intermediate start is performed for the virtual processor
when an interrupt event of the kernel process is triggered and a preset condition is met, so
that the virtual processor runs for a preset time period.

[00198] In step S1503, a next interrupt event in an interrupt queue is handled by the
virtual machine monitor in response to an end of the preset time period.

[00199] In step S1504, the virtual machine monitor performs an intermediate wake-

up for the virtual processor in response to receiving a preset running request.
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[00200] In this example, if the virtual machine monitor receives a running request
that cannot be completed by the virtual machine monitor but can only be completed by the
virtual processor, such as a user-mode-based running request, the virtual processor is
required to wake up to enter a running state to handle the preset running request.

[00201] In some embodiments of the present disclosure, as shown in FIG. 16, step
S1504 that performing, by the virtual machine monitor, an intermediate wake-up for the
virtual processor in response to receiving a preset running request, includes the following
steps S1601-S1605.

[00202] In step S1601, an intermediate wake-up request is sent by the virtual
machine monitor to the virtual processor in response to receiving a preset running request.
The intermediate wake-up request carries information about the preset running request.

[00203] In step S1602, in response to receiving the intermediate wake-up request
sent by the virtual machine monitor, the virtual processor enters an intermediate running
state from a sleep state, and sends a wake-up success message to the virtual machine
monitor.

[00204] In step S1603, the virtual machine monitor enters a sleep state after
receiving the wake-up success message sent by the virtual processor.

[00205] In step S1604, the virtual processor runs the preset running request. After
the handling of the preset running request ends, the virtual processor sends a preset running
request handling end message to the virtual machine monitor, and enters a sleep state.

[00206] In step S1605, the virtual machine monitor enters a running state in response
to receiving a preset running request handling end message sent by the virtual processor.

[00207] When the virtual machine monitor receives a running request that cannot be
completed by the virtual machine monitor but can only be completed by the virtual

processor, an intermediate wake-up request carrying information about the preset running
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request is required to send to the virtual processor. . After receiving the intermediate wake-
up request sent by the virtual machine monitor, the virtual processor enters an intermediate
running state from a sleep state, and sends a wake-up success message to the virtual machine
monitor. The virtual machine monitor enters a sleep state after receiving the wake-up
success message sent by the virtual processor, so that the preset running request is turned to
be completed by the virtual processor. The virtual processor runs the preset running request,
and after the handling of the preset running request ends, the virtual processor sends a preset
running request handling end message to the virtual machine monitor, and enters the sleep
mode. The virtual machine monitor resumes to a running state after receiving the preset
running request handling end message sent by the virtual processor.

[00208] The following are apparatus embodiments of the present disclosure, which
can be used to implement the method embodiments of the present disclosure.

[00209] FIG. 17 shows a structural block diagram of a process handling apparatus
according to some embodiments of the present disclosure. The apparatus can be
implemented as part or all of an electronic device by software, hardware, or a combination
of the two. For example, the apparatus can be implemented as a virtual machine monitor. As
shown in FIG. 17, the process handling apparatus includes a detecting module 1701, a
triggering module 1702, and a first sending module 1703. It is understandable that each
module can include one or more hardware components, for example, circuitry, for
performing corresponding functions.

[00210] Detecting module 1701 is configured to detect a blocking time of a kernel
process in response to an end of the handling of a current interrupt event in an interrupt
queue.

[00211] Triggering module 1702 is configured to trigger a soft interrupt event of a

virtual processor when a blocking time of the kernel process exceeds a preset time threshold.
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[00212] First sending module 1703 is configured to send an intermediate start
instruction to the virtual processor in response to that the soft interrupt event of the virtual
processor is triggered, so that the virtual processor runs for a preset time period.

[00213] As mentioned above, with the development of data technology, in order to
improve the efficiency and security of data usage, the concept of virtual machine came into
being. A virtual machine is a complete computer system simulated by software with full
hardware system functions and running in a completely isolated environment. Under a KVM
architecture, a virtual processor runs as an ordinary process. Of course, there are also some
systems and operation and maintenance programs on a host machine. If the systems and
operation and maintenance programs are running at the same time while the virtual
processor is running, there will be a contention for virtual processor resources. If the systems
and operation and maintenance programs are running in a kernel mode without actively
releasing resources, it will cause a single long-time jitter phenomenon of the virtual
processor. To solve the problem of resource contention, kernel preemption is usually used.
However, kernel preemption just provides more points of time for preemption, and cannot
realize resource preemption at any moment. In addition, the implementation of kernel
preemption also brings changes to the entire kernel, and introduces more challenges
regarding stability and security.

[00214] Considering the above problems, a process handling apparatus is proposed
according to some embodiments of the present disclosure. This apparatus is configured to
detect a blocking time of a kernel process when handling an interrupt event; determine
whether an intermediate start is required for a virtual processor; and perform an intermediate
start on the virtual processor when a preset condition is met. This technical solution can
realize a compensating running for the virtual processor in the context of soft interrupts.

Therefore, a phenomenon of long-time blocking and a single long-time jitter of the virtual
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processor are avoided under the premise of ensuring the stability and security of data and
resources.

[00215] In some embodiments of the present disclosure, the interrupt queue refers to
a queue composed of interrupt events acquired by the virtual machine monitor, and the
interrupt events in the interrupt queue are usually executed sequentially according to their
order in the queue.

[00216] In order to avoid the phenomena of long-time blocking and single long-time
jitter of the virtual processor, in some embodiments of the present disclosure, whenever the
handling of an interrupt event in the interrupt queue ends, detecting module 1701 detects a
blocking time of a kernel process. If the blocking time of the kernel process exceeds a preset
time threshold, it is considered that the long-time blocking phenomenon may occur in the
virtual processor and performing an operation of compensating running on the virtual
processor is required. Then, triggering module 1702 triggers a soft interrupt event of the
virtual processor, and then first sending module 1703 sends an intermediate start instruction
to the virtual processor, so that the virtual processor runs for a preset time period. The preset
time period refers to a duration for performing the compensatory running on the virtual
processor. The value of the preset time period can be set according to the needs of practical
applications and is not specifically limited herein. For example, the preset time period can be
set to 0.1ms-0.5ms, etc. For example, if the preset time period is set to 0.1ms, it means that
the virtual processor runs for 0.1ms as a compensation.

[00217] The preset time threshold is used to determine a length of the blocking time
of the kernel process. The value of the preset time threshold can be set according to the
needs of practical applications and is not specifically limited herein.

[00218] In some embodiments of the present disclosure, before detecting module

1701 detects a blocking time of a kernel process, the apparatus further includes a part
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configured to handle the current interrupt event in the interrupt queue in response to
detecting the interrupt event being triggered. As shown in FIG. 18, the process handling
apparatus further includes a first handling module 1801, a detecting module 1802, a
triggering module 1803, and a first sending module 1804.

[00219] First handling module 1801 is configured to handle a current interrupt event
in an interrupt queue in response to detecting an interrupt event being triggered.

[00220] Detecting module 1802 is configured to detect a blocking time of a kernel
process in response to an end of the handling of the current interrupt event in the interrupt
queue.

[00221] Triggering module 1803 is configured to trigger a soft interrupt event of a
virtual processor when the blocking time of the kernel process exceeds a preset time
threshold.

[00222] First sending module 1804 is configured to send an intermediate start
instruction to the virtual processor in response to that the soft interrupt event of the virtual
processor is triggered, so that the virtual processor runs for a preset time period.

[00223] As mentioned above, there may be one or more interrupt events in the
interrupt queue. Therefore, in this example, after detecting an interrupt event being
triggered, first handling module 1801 handles a current interrupt event in an interrupt queue
according to a current time and an arrangement sequence of the interrupt events in the
interrupt queue. After the handling of the current interrupt event ends, detecting module
1802 detects a blocking time of a kernel process caused by the handling of the interrupt
event.

[00224] In some embodiments of the present disclosure, before the current interrupt
event in the interrupt queue is handled by first handling module 1801, the apparatus further

includes a part configured to acquire a run queue corresponding to the kernel process and
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run the run queue in units of preset running units of the virtual processor, according to an
arrangement sequence of preset running units in the run queue, until a process scheduling
command is received. As shown in FIG. 19, the process handling apparatus further includes
a first running module 1901, a first handling module 1902, a detecting module 1903, a
triggering module 1904, and a first sending module 1905.

[00225] First running module 1901 is configured to acquire a run queue
corresponding to the kernel process, and execute the run queue in units of preset running
units of the virtual processor, according to an arrangement sequence of preset running units
in the run queue, until a process scheduling command is received. One or more preset
running units of the virtual processor are placed in the run queue.

[00226] First handling module 1902 is configured to handle a current interrupt event
in an interrupt queue in response to detecting that an interrupt event is triggered.

[00227] Detecting module 1903 is configured to detect a blocking time of a kernel
process in response to an end of the handling of the current interrupt event in the interrupt
queue.

[00228] Triggering module 1904 is configured to trigger a soft interrupt event of a
virtual processor when the blocking time of the kernel process exceeds a preset time
threshold.

[00229] First sending module 1905 is configured to send an intermediate start
instruction to the virtual processor in response to that the soft interrupt event of the virtual
processor is triggered, so that the virtual processor runs for a preset time period.

[00230] For integrity of the handling of virtual processor data, in this example, when
first running module 1901 runs the virtual processor data, the virtual processor data are
executed in units of preset running units of the virtual processor. That is, a run queue

corresponding to the kernel process is acquired and determined, then the run queue is
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executed in units of preset running units of the virtual processor, according to an
arrangement sequence of preset running units in the run queue, until a process scheduling
command is received to stop the running of the virtual processor. One or more preset
running units of the virtual processor are placed in the run queue. In some embodiments of
the present disclosure, the preset running units of the virtual processor can be formed by
encapsulating minimum loops of running of the virtual processor.

[00231] In some embodiments of the present disclosure, one or more kernel
processes can be provided in the virtual machine monitor. The number of the kernel
processes can be determined by the number of physical processors. For example, the number
of the kernel processes to be provided is the same as the number of physical processors.
Each kernel process is responsible for maintaining one run queue.

[00232] In some embodiments of the present disclosure, before a run queue
corresponding to the kernel process acquired and then the run queue executed by first
running module 1901, the apparatus further includes a part that configured to initialize the
kernel process. As shown in FIG. 20, the process handling apparatus further includes a first
initializing module 2001, a first running module 2002, a first handling module 2003, a
detecting module 2004, a triggering module 2005, and a first sending module 2006.

[00233] First initializing module 2001 is configured to initialize the kernel process.

[00234] First running module 2002 is configured to acquire a run queue
corresponding to the kernel process, and run the run queue in units of preset running units of
the virtual processor, according to an arrangement sequence of preset running units in the
run queue, until a process scheduling command is received. One or more preset running
units of the virtual processor are placed in the run queue.

[00235] First handling module 2003 is configured to handle a current interrupt event

in an interrupt queue in response to detecting an interrupt event being triggered.
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[00236] Detecting module 2004 is configured to detect a blocking time of a kernel
process in response to an end of the handling of the current interrupt event in the interrupt
queue.

[00237] Triggering module 2005 is configured to trigger a soft interrupt event of a
virtual processor when the blocking time of the kernel process exceeds a preset time
threshold.

[00238] First sending module 2006 configured to send an intermediate start
instruction to the virtual processor in response to that the soft interrupt event of the virtual
processor is triggered, so that the virtual processor runs for a preset time period.

[00239] In order to ensure the kernel process performing well, in this example,
before starting to work, the first initializing module 2001 is configured to initialize the
kernel process.

[00240] In some embodiments of the present disclosure, as shown in FIG. 21, first
initializing module 2001 further includes a creating sub-module 2101, a mount sub-module
2102, and a first starting sub-module 2103.

[00241] Creating sub-module 2101 is configured to create a kernel process.

[00242] Mount sub-module 2102 is configured to, in response to receiving a mount
request sent by a virtual processor, place one or more preset running units of the virtual
processor in the run queue corresponding to the kernel process, and send a mount success
message to the virtual processor.

[00243] First starting sub-module 2103 is configured to start the kernel process in
response to receiving a kernel process wake-up request sent by the virtual processor.

[00244] In this example, when a kernel process is initialized, creating sub-module
2101 creates one or more kernel processes. For each kernel process, after receiving a mount

request sent by the virtual processor, mount sub-module 2102 places one or more preset
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running units of the virtual processor in a run queue corresponding to the kernel process, and
sends a mount success message to the virtual processor. The mount request can include
kernel process identification information and request body information, so that the virtual
machine monitor places the one or more preset running units of the virtual processor in the
run queue of the kernel process corresponding to the kernel process identification
information according to the kernel process identification information. Of course, the mount
request can also only include the request body information. In this case, the virtual machine
monitor randomly selects a kernel process for placing the one or more preset running units
of the virtual processor. Then, first starting sub-module 2103 starts running the kernel
process after receiving a kernel process wake-up request sent by the virtual processor.

[00245] In some embodiments of the present disclosure, the apparatus further
includes a part that configured to interact with a virtual processor to execute a preset running
request. As shown in FIG. 22, the process handling apparatus includes a detecting module
2201, a triggering module 2202, a first sending module 2203, a second sending module
2204, and second running module 2205.

[00246] Detecting module 2201 is configured to detect a blocking time of a kernel
process in response to an end of the handling of a current interrupt event in an interrupt
queue.

[00247] Triggering module 2202 is configured to trigger a soft interrupt event of a
virtual processor when the blocking time of the kernel process exceeds a preset time
threshold.

[00248] First sending module 2203 is configured to send an intermediate start
instruction to the virtual processor in response to that the soft interrupt event of the virtual

processor is triggered, so that the virtual processor runs for a preset time period.

45



[00249] Second sending module 2204 is configured to, in response to receiving a
preset running request, send an intermediate wake-up request to the virtual processor. The
process handling apparatus (e.g., a virtual machine monitor) enters a sleep state after
receiving a wake-up success message sent by the virtual processor. The intermediate wake-
up request carries information about the preset running request.

[00250] Second running module 2205 is configured to enter a running state in
response to receiving a preset running request handling end message sent by the virtual
processor.

[00251] If the virtual machine monitor receives a running request that cannot be
completed by the virtual machine monitor but can only be completed by the virtual
processor, such as a user-mode-based running request, second sending module 2204 is
required to be configured to send to the virtual processor an intermediate wake-up request
carrying information about the preset running request. The virtual machine monitor enters
the sleep state after receiving a wake-up success message sent by the virtual processor so
that the preset running request is turned to be completed by the virtual processor. With the
help of second running module 2205, the process handling apparatus (e.g., a virtual machine
monitor) enters a running state again after receiving a preset running request handling end
message sent by the virtual processor.

[00252] In some embodiments of the present disclosure, the apparatus further
includes a part configured to handle a next interrupt event in the interrupt queue in response
to an end of the preset time period. As shown in FIG. 23, the process handling apparatus
includes a detecting module 2301, a triggering module 2302, a first sending module 2303,

and a second handling module 2304.
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[00253] Detecting module 2301 is configured to detect a blocking time of a kernel
process in response to an end of the handling of a current interrupt event in an interrupt
queue.

[00254] Triggering module 2302 is configured to trigger a soft interrupt event of a
virtual processor when the blocking time of the kernel process exceeds a preset time
threshold.

[00255] First sending module 2303 is configured to send an intermediate start
instruction to the virtual processor in response to that the soft interrupt event of the virtual
processor is triggered, so that the virtual processor runs for a preset time period.

[00256] Second handling module 2304 is configured to handle a next interrupt event
in the interrupt queue in response to an end of the preset time period.

[00257] In this example, after the preset time period in which the virtual processor
performs an intermediate start, that is, after the intermediate start ends, the virtual machine
monitor continues to handle a next interrupt event in the interrupt queue, and detects the
blocking time of the kernel process after the next interrupt event is handled. If there is no
next interrupt event in the interrupt queue, the virtual machine monitor continues to handle
other processes.

[00258] FIG. 24 shows a structural block diagram of a process handling apparatus
according to some embodiments of the present disclosure. The apparatus can be
implemented as part or all of an electronic device by software, hardware, or a combination
of the two. For example, the apparatus can be implemented as a virtual processor. As shown
in FIG. 24, the process handling apparatus includes a second initializing module 2401, a
first starting module 2402, and a stopping module 2403.

[00259] Second initializing module 2401 is configured to initialize a virtual

processor.
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[00260] First starting module 2402 is configured to start an intermediate running in
response to receiving an intermediate start instruction sent by a virtual machine monitor. The
length of time for the intermediate running is a preset time period.

[00261] Stopping module 2403 is configured to stop the intermediate running in
response to an end of the preset time period.

[00262] As mentioned above, under a KVM architecture, a virtual processor runs as
an ordinary process. Of course, there are also some systems and operation and maintenance
programs on a host machine. If the systems and operation and maintenance programs are
running at the same time while the virtual processor is running, there will be a contention for
virtual processor resources. If the systems and operation and maintenance programs are
running in a kernel mode without actively releasing resources, it will cause a single long-
time jitter phenomenon of the virtual processor. To solve the problem of resource
contention, kernel preemption is usually used. However, kernel preemption just provides
more points of time for preemption, and cannot realize resource preemption at any moment.
In addition, the implementation of kernel preemption also brings changes to the entire
kernel, and introduces more challenges regarding stability and security.

[00263] Considering the above problems, a process handling apparatus is proposed
according to some embodiments of the present disclosure. This apparatus is configured to
determine whether an intermediate start is required for a virtual processor by detecting a
blocking time of a kernel process by a virtual machine monitor when handling an interrupt
event; and perform an intermediate start on the virtual processor when a preset condition is
met. This technical solution can realize a compensating running for the virtual processor in
the context of soft interrupts. Therefore, a phenomenon of long-time blocking and a single
long-time jitter of the virtual processor are avoided under the premise of ensuring the

stability and security of data and resources.
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[00264] In order to avoid the phenomena of long-time blocking and single long-time
jitter of the virtual processor, in this example, after the virtual processor is initialized and
mounted on the virtual machine monitor by second initializing module 2401, if first starting
module 2402 receives an intermediate start instruction sent by the virtual machine monitor,
an intermediate running is started. The length of time for the intermediate running of the
virtual processor is a preset time period. After the preset time period ends, stopping module
2403 stops the intermediate running.

[00265] The preset time period refers to a duration for performing the compensatory
running on the virtual processor. The value of the preset time period can be set according to
the needs of practical applications and is not specifically limited herein. For example, the
preset time period can be set to 0.1ms-0.5ms, etc. For example, if the preset time period is
set to 0.1ms, it means that the virtual processor runs for 0.1ms as a compensation.

[00266] In some embodiments of the present disclosure, as shown in FIG. 25,
second initializing module 2401 further includes a generating sub-module 2501, a first
sending sub-module 2502, and a second sending sub-module 2503.

[00267] Generating sub-module 2501 is configured to generate one or more preset
running units.

[00268] First sending sub-module 2502 is configured to send a mount request to the
virtual machine monitor to place the one or more preset running units in a run queue
corresponding to a kernel process of the virtual machine monitor.

[00269] Second sending sub-module 2503 is configured to, in response to receiving a
mount success message sent by the virtual machine monitor, send a kernel process wake-up
request to the virtual machine monitor, so that the second sending sub-module 2503 enters a

sleep state, and the virtual machine monitor starts the kernel process.
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[00270] In this example, when the virtual processor is initialized, generating sub-
module 2501 generates one or more preset running units by encapsulating minimum loops of
running of the virtual processor. First sending sub-module 2502 sends a mount request to the
virtual machine monitor to place the one or more preset running units in a run queue
corresponding to a kernel process of the virtual machine monitor for the kernel process
performing running operation. After a mount success message sent by the virtual machine
monitor is received, second sending sub-module 2503 sends a kernel process wake-up
request to the virtual machine monitor to wake up the kernel process, and the virtual
processor then enters a sleep state.

[00271] In some embodiments of the present disclosure, the apparatus further
includes a part configured to interact with the virtual machine monitor to execute a preset
running request. As shown in FIG. 26, the process handling apparatus includes a second
initializing module 2601, a first starting module 2602, a stopping module 2603, a third
sending module 2604, and a third running module 2605.

[00272] Second initializing module 2601 is configured to initialize a virtual
processor.

[00273] First starting module 2602 is configured to start an intermediate running in
response to receiving an intermediate start instruction sent by a virtual machine monitor. The
length of time for the intermediate running is a preset time period.

[00274] Stopping module 2603 is configured to stop the intermediate running in
response to an end of the preset time period.

[00275] Third sending module 2604 is configured to, in response to receiving an
intermediate wake-up request sent by the virtual machine monitor, make the virtual

processor enter an intermediate running state from a sleep state, and send a wake-up success
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message to the virtual machine monitor. The intermediate wake-up request carries
information about a preset running request.

[00276] Third running module 2605 is configured to handle the preset running
request, After the handling of the preset running request ends, third running module 2605 is
further configured to send a preset running request handling end message to the virtual
machine monitor to enter a sleep state.

[00277] If the virtual machine monitor receives a running request that cannot be
completed by the virtual machine monitor but can only be completed by the virtual
processor, such as a user-mode-based running request, third sending module 2604 is
required to be configured to send an intermediate wake-up request carrying information
about the preset running request to the virtual processor. In this case, after receiving the
intermediate wake-up request sent by the virtual machine monitor, the virtual processor
enters the intermediate running state from the sleep state, and sends a wake-up success
message to the virtual machine monitor. Third running module 2605 of the virtual processor
handles the preset running request. After the handling of the preset running request ends, the
virtual processor sends a preset running request handling end message to the virtual machine
monitor to wake-up again the virtual machine monitor. The virtual processor enters the sleep
state again.

[00278] FIG. 27 shows a structural block diagram of a process handling apparatus
according to some embodiments of the present disclosure. The apparatus can be
implemented as part or all of an electronic device by software, hardware, or a combination
of the two. For example, the apparatus can be implemented as a process handling system. As
shown in FIG. 27, the process handling apparatus includes a third initializing module 2701,

a second starting module 2702, and a third handling module 2703.
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[00279] Third initializing module 2701 is configured to initialize a kernel process of
a virtual machine monitor and a virtual processor.

[00280] Second starting module 2702 is configured to perform an intermediate start
on the virtual processor when an interrupt event of the kernel process is triggered and a
preset condition is met, so that the virtual processor runs for a preset time period.

[00281] Third handling module 2703 is configured to handle a next interrupt event in
an interrupt queue in response to an end of the preset time period.

[00282] As mentioned above, under a KVM architecture, a virtual processor runs as
an ordinary process. Of course, there are also some systems and operation and maintenance
programs on a host machine. If the systems and operation and maintenance programs are
running at the same time while the virtual processor is running, there will be a contention for
virtual processor resources. If the systems and operation and maintenance programs are
running in a kernel mode without actively releasing resources, it will cause a single long-
time jitter phenomenon of the virtual processor. To solve the problem of resource
contention, kernel preemption is usually used. However, kernel preemption just provides
more points of time for preemption, and cannot realize resource preemption at any moment.
In addition, the implementation of kernel preemption also brings changes to the entire
kernel, and introduces more challenges regarding stability and security.

[00283] Considering the above problems, a process handling apparatus is proposed
in this example. The apparatus is configured to detect a blocking time of a kernel process by
a virtual machine monitor when handling an interrupt event, determine whether an
intermediate start is required for a virtual processor, and perform an intermediate start on the
virtual processor when a preset condition is met. This technical solution can realize a

compensating running for the virtual processor in the context of soft interrupts. Therefore, a
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phenomenon of long-time blocking and a single long-time jitter of the virtual processor are
avoided under the premise of ensuring the stability and security of data and resources.

[00284] In this example, third initializing module 2701 initializes the kernel process
of the virtual machine monitor and the virtual processor. When an interrupt event of the
kernel process of the virtual machine monitor is triggered and a preset condition is met, it is
considered that a compensating start of the virtual processor is required. However, in order
not to have an adverse effect on the kernel process, the compensating start of the virtual
processor only lasts for a preset time period. After the preset time period ends, third
handling module 2703 of the virtual machine monitor turns to handle the next interrupt event
in the interrupt queue.

[00285] In some embodiments of the present disclosure, the part of initializing the
kernel process of the virtual machine monitor in third initializing module 2701 can be
configured to create the kernel process; in response to receiving a mount request sent by the
virtual processor, place one or more preset running units of the virtual processor in a run
queue corresponding to the kernel process, and send a mount success message to the virtual
processor; and start the kernel process in response to receiving a kernel process wake-up
request sent by the virtual processor.

[00286] In order to ensure the kernel process performing well, in this example,
before starting to work, the kernel process is required to be initialized. Specifically, one or
more kernel processes are created. For each kernel process, after a mount request sent by the
virtual processor is received, one or more preset running units of the virtual processor are
placed in a run queue corresponding to the kernel process, and a mount success message is
sent to the virtual processor. The mount request can include kernel process identification
information and request body information, so that the virtual machine monitor places the one

or more preset running units of the virtual processor in the run queue of the kernel process
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corresponding to the kernel process identification information according to the kernel
process identification information. Of course, the mount request can also only include the
request body information. In this case, the virtual machine monitor randomly selects a kernel
process for placing the one or more preset running units of the virtual processor, and then
starts running the kernel process after receiving a kernel process wake-up request sent by the
virtual processor.

[00287] In some embodiments of the present disclosure, the part of initializing the
virtual processor in third initializing module 2701 can be configured to generate one or more
preset running units; send a mount request to a virtual machine monitor to place the one or
more preset running units in a run queue corresponding to a kernel process of the virtual
machine monitor; and in response to receiving a mount success message sent by the virtual
machine monitor, send a kernel process wake-up request to the virtual machine monitor and
entering a sleep state, so that the virtual machine monitor starts the kernel process.

[00288] In order to ensure the virtual processor performing well, in this example,
before starting to work, the virtual processor is required to be initialized. Specifically, when
the virtual processor is initialized, one or more preset running units are generated by
encapsulating minimum loops of running of the virtual processor. A mount request is sent to
the virtual machine monitor to place the one or more preset running units in a run queue
corresponding to a kernel process of the virtual machine monitor, such that the kernel
process performs running operation. After a mount success message sent by the virtual
machine monitor is received, a kernel process wake-up request is sent to the virtual machine
monitor to wake up the kernel process. The virtual processor then enters a sleep state.

[00289] In some embodiments of the present disclosure, as shown in FIG. 28,

second starting module 2702 includes a detecting sub-module 2801, a triggering sub-module
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2802, a third sending sub-module 2803, second starting sub-module 2804, and a stopping
sub-module 2805.

[00290] Detecting sub-module 2801 is configured to detect a blocking time of a
kernel process in response to an end of the handling of a current interrupt event in an
interrupt queue.

[00291] Triggering sub-module 2802 is configured to trigger a soft interrupt event of
a virtual processor when the blocking time of the kernel process exceeds a preset time
threshold.

[00292] Third sending sub-module 2803 is configured to send an intermediate start
instruction to the virtual processor in response to that the soft interrupt event of the virtual
processor is triggered.

[00293] Second starting sub-module 2804 is configured to start an intermediate
running in response to receiving the intermediate start instruction sent by the virtual machine
monitor. The length of time for the intermediate running is a preset time period.

[00294] Stopping sub-module 2805 is configured to stop the intermediate running in
response to an end of the preset time period.

[00295] In order to avoid the phenomena of long-time blocking and single long-time
jitter of a virtual processor, in some embodiments of the present disclosure, whenever the
handling of an interrupt event in the interrupt queue ends, the blocking time of a kernel
process is detected by detecting sub-module 2801 of the virtual machine monitor. If the
blocking time of the kernel process exceeds a preset time threshold, it is considered that the
long-time blocking phenomenon may occur in the virtual processor and compensating
running of the virtual processor is required. Then, triggering sub-module 2802 triggers a soft
interrupt event of the virtual processor. Third sending sub-module 2803 sends an

intermediate start instruction to the virtual processor. Second starting sub-module 2804 of

55



the virtual processor starts an intermediate running after receiving the intermediate start
instruction sent by the virtual machine monitor. The length of time for the intermediate
running of the virtual processor is a preset time period. After the preset time period ends,
stopping sub-module 2805 of the virtual processor stops the intermediate running.

[00296] In some embodiments of the present disclosure, before the blocking time of
a kernel process detected by detecting sub-module 2801, the apparatus further includes a
part configured to handle the current interrupt event in the interrupt queue by the virtual
machine monitor in response to detecting the interrupt event being triggered. As shown in
FIG. 29, the second starting module 2702 further includes a handling sub-module 2901, a
detecting sub-module 2902, a triggering sub-module 2903, a third sending sub-module 2904,
a second starting sub-module 2905, and a stopping sub-module 2906.

[00297] Handling sub-module 2901 is configured to handle a current interrupt event
in an interrupt queue in response to detecting that an interrupt event is triggered.

[00298] Detecting sub-module 2902 is configured to detect a blocking time of a
kernel process in response to an end of the handling of the current interrupt event in the
interrupt queue.

[00299] Triggering sub-module 2903 is configured to trigger a soft interrupt event of
a virtual processor when the blocking time of the kernel process exceeds a preset time
threshold.

[00300] Third sending sub-module 2904 is configured to send an intermediate start
instruction to the virtual processor in response to that the soft interrupt event of the virtual
processor is triggered.

[00301] Second starting sub-module 2905 is configured to start an intermediate
running in response to receiving an intermediate start instruction sent by the virtual machine

monitor. The length of time for the intermediate running is a preset time period.
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[00302] Stopping sub-module 2906 is configured to stop the intermediate running in
response to an end of the preset time period.

[00303] As mentioned above, there may be one or more interrupt events in the
interrupt queue. Therefore, in this example, after an interrupt event being triggered is
detected, a current interrupt event in an interrupt queue is handled by handling sub-module
2901 of the virtual machine monitor, according to a current time and an arrangement
sequence of the interrupt events in the interrupt queue. After the handling of the current
interrupt event ends, the blocking time of the kernel process caused by the handling of the
interrupt event is detected by detecting sub-module 2902.

[00304] In some embodiments of the present disclosure, before the current interrupt
event handled by the handling sub-module 2901, the apparatus further includes a part
configured to acquire a run queue corresponding to a kernel process by the virtual machine
monitor and execute the run queue in units of preset running units of the virtual processor,
according to an arrangement sequence of preset running units in the run queue, until a
process scheduling command is received. As shown in FIG. 30, second starting module
2702 further includes a first running sub-module 3001, a handling sub-module 3002, a
detecting sub-module 3003, a triggering sub-module 3004, a third sending sub-module 3005,
a second starting sub-module 3006, and a stopping sub-module 3007.

[00305] First running sub-module 3001 is configured to acquire a run queue
corresponding to the kernel process, and execute the run queue in units of preset running
units of the virtual processor, according to an arrangement sequence of preset running units
in the run queue, until a process scheduling command is received. One or more preset
running units of the virtual processor are placed in the run queue.

[00306] Handling sub-module 3002 is configured to handle a current interrupt event

in an interrupt queue in response to detecting an interrupt event being triggered.
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[00307] Detecting sub-module 3003 is configured to detect a blocking time of a
kernel process in response to an end of the handling of the current interrupt event in the
interrupt queue.

[00308] Triggering sub-module 3004 is configured to trigger a soft interrupt event of
a virtual processor when the blocking time of the kernel process exceeds a preset time
threshold.

[00309] Third sending sub-module 3005 is configured to send an intermediate start
instruction to the virtual processor in response to that the soft interrupt event of the virtual
processor is triggered.

[00310] Second starting sub-module 3006 is configured to start an intermediate
running in response to receiving an intermediate start instruction sent by the virtual machine
monitor. The length of time for the intermediate running is a preset time period.

[00311] Stopping sub-module 3007 is configured to stop the intermediate running in
response to an end of the preset time period.

[00312] For integrity of the handling of virtual processor data, in this example, when
the virtual processor data is run by the virtual machine monitor, the virtual processor data is
run by first running sub-module 3001 of the virtual machine monitor in units of preset
running units of the virtual processor. That is, a run queue corresponding to the kernel
process is first acquired and determined by first running sub-module 3001 of the virtual
machine monitor, and executed in units of preset running units of the virtual processor,
according to the arrangement sequence of the preset running units in the run queue, until a
process scheduling command is received to stop the running of the virtual processor. One or
more preset running units of the virtual processor are placed in the run queue. In some
embodiments of the present disclosure, the preset running units of the virtual processor can

be formed by encapsulating minimum loops of running of the virtual processor.
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[00313] In some embodiments of the present disclosure, the apparatus further
includes a part configured to perform, by the virtual machine monitor, an intermediate wake-
up for the virtual processor in response to receiving a preset running request. As shown in
FIG. 31, the process handling apparatus includes a third initializing module 3101, a second
starting module 3102, a third handling module 3103, and a wake-up module 3104.

[00314] Third initializing module 3101 is configured to initialize a kernel process of
a virtual machine monitor and a virtual processor.

[00315] Second starting module 3102 is configured to perform an intermediate start
on the virtual processor when an interrupt event of the kernel process is triggered and a
preset condition is met, so that the virtual processor runs for a preset time period.

[00316] Third handling module 3103 is configured to handle a next interrupt event in
the interrupt queue in response to an end of the preset time period.

[00317] Wake-up module 3104 is configured to perform an intermediate wake-up for
the virtual processor in response to receiving a preset running request.

[00318] In this example, if the virtual machine monitor receives a running request
that cannot be completed by the virtual machine monitor but can only be completed by the
virtual processor, such as a user-mode-based running request, wake-up module 3104 needs
to be configured to wake up the virtual processor to enter a running state, so as to handle a
preset running request.

[00319] In some embodiments of the present disclosure, as shown in FIG. 32, the
wake-up module 3104 further includes a fourth sending sub-module 3201, a fifth sending
sub-module 3202, a first status changing sub-module 3203, a second running sub-module

3204, and a second status changing sub-module 3205.
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[00320] Fourth sending sub-module 3201 is configured to send an intermediate
wake-up request to the virtual processor in response to receiving a preset running request.
The intermediate wake-up request carries information about the preset running request.

[00321] Fifth sending sub-module 3202 is configured to, in response to receiving an
intermediate wake-up request sent by the virtual machine monitor, enter an intermediate
running state from the sleep state, and send a wake-up success message to the virtual
machine monitor.

[00322] First status changing sub-module 3203 is configured to make the virtual
machine monitor enter a sleep state after receiving the wake-up success message sent by the
virtual processor.

[00323] Second running sub-module 3204 is configured to handle the preset running
request, and after the handling of the preset running request ends, send a preset running
request handling end message to the virtual machine monitor, and enter a sleep state.

[00324] Second status changing sub-module 3205 is configured to make the virtual
machine monitor enter a running state in response to receiving a preset running request
handling end message sent by the virtual processor.

[00325] When the virtual machine monitor receives a running request that cannot be
completed by the virtual machine monitor but can only be completed by the virtual
processor, fourth sending sub-module 3201 needs to send to the virtual processor an
intermediate wake-up request carrying information about the preset running request. After
receiving the intermediate wake-up request sent by the virtual machine monitor, fifth
sending sub-module 3202 of the virtual processor enters an intermediate running state from
the sleep state, and sends a wake-up success message to the virtual machine monitor. First
status changing sub-module 3203 of the virtual machine monitor makes the virtual machine

monitor enter a sleep state after receiving the wake-up success message sent by the virtual
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processor, so that the preset running request is completed by second running sub-module
3204 of the virtual processor. Second running sub-module 3204 of the virtual processor
handles the preset running request, sends a preset running request handling end message to
the virtual machine monitor after the handling of the preset running request ends, and makes
the virtual processor enter the sleep mode. Second status changing sub-module 3205 of the
virtual machine monitor resumes the virtual machine monitor to a running state after
receiving the preset running request handling end message sent by the virtual processor.

[00326] A scenario is taken as an example to further illustrate the technical solution
of the present disclosure. As shown in FIG. 33, in this scenario, if an end of the handling of
a current interrupt event in the interrupt queue is determined, whether a blocking time of a
kernel process exceeds a preset time threshold is detected. If a blocking time of the kernel
process exceeds the preset time threshold, a soft interrupt event of a virtual processor is
triggered to make the virtual processor run for 0.1ms, and then the original process is
continued. If the blocking time of the kernel process does not exceed the preset time
threshold, the soft interrupt event of the virtual processor is not triggered and the original
process is continued.

[00327] The embodiments of the present disclosure also disclose an electronic
device. FIG. 34 shows a structural block diagram of an electronic device according to some
embodiments of the present disclosure. As shown in FIG. 34, the electronic device 3400
includes a memory 3401 and a processor 3402.

[00328] Memory 3401 is configured to store one or more computer instructions. The
one or more computer instructions are executed by processor 3402 to implement any of the

above method steps.
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[00329] FIG. 35 is a schematic structural diagram of a computer system suitable for
implementing a process handling method according to some embodiments of the present
disclosure.

[00330] As shown in FIG. 35, a computer system 3500 includes a processing unit
3501, which can perform various handlings in the above-mentioned embodiments according
to programs stored in a Read-Only Memory (ROM) 3502 or programs loaded from a storage
part 3508 into a Random-Access Memory (RAM) 3503. In RAM 3503, various programs
and data required for the operation of system 3500 are also stored. Processing unit 3501,
ROM 3502, and RAM 3503 are connected to each other through a bus 3504. An
input/output (I/O) interface 3505 is also connected to bus 3504.

[00331] The following components are connected to I/O interface 3505: an input part
3506 including a keyboard, a mouse, etc.; an output part 3507 including a Cathode Ray Tube
(CRT), a Liquid Crystal Display (LCD), and a speaker, etc.; a storage part 3508 including a
hard disk, etc.; and a communication part 3509 including a network interface card such as a
LAN card and a modem. Communication part 3509 performs communication processing via
a network such as Internet. A driver 3510 is also connected to I/O interface 3505 as needed.
A removable medium 3511, such as a magnetic disk, an optical disk, a magneto-optical disk,
a semiconductor memory, etc., is installed on driver 3510 as needed, so that the computer
program read therefrom is installed into storage part 3508 as needed. Processing unit 3501
may be implemented as a CPU (Central Processing Unit), a GPU (General Processing Unit),
an FPGA (Field Programmable Gate Array), an NPU (Natural Processing Unit), and an Al
(Artificial Intelligence) chip.

[00332] In particular, according to some embodiments of the present disclosure, the
method described above can be implemented as a computer software program. For example,

the implementation of the present disclosure includes a computer program product, which
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includes a computer program tangibly included on a readable medium thereof, and the
computer program includes program code for performing the process handling method. In
such implementations, the computer program can be downloaded and installed from the
network through communication part 3509, and/or installed from removable medium 3511.

[00333] The flow charts and block diagrams in the accompanying drawings illustrate
architectures, functions, and operations of the possible implementations of the systems,
methods, and computer program products according to various implementations of the
present disclosure. In this regard, each block in the route diagram or block diagram may
represent a module, program segment, or part of code, which includes one or more
executable instructions for implementing the specified logic functions. It should also be
noted that, in some alternative implementations, the functions marked in the blocks may also
occur in a different order from that marked in the drawings. For example, two blocks shown
in succession may actually be executed substantially in parallel, and they may sometimes
also be executed in the reverse order, depending on the functions involved. It should also be
noted that each block in the block diagrams and/or flow charts, and the combination of the
blocks in the block diagrams and/or flow charts, may be implemented by a dedicated
hardware-based system that performs specified functions or operations, or by a combination
of dedicated hardware and computer instructions.

[00334] The units or modules described in the embodiments of the present disclosure
may be implemented by software or hardware. The described units or modules may also be
provided in the processor, and the names of these units or modules do not in any way
constitute a limitation on the units or modules themselves.

[00335] As another aspect, the embodiments of the present disclosure also provide a
computer-readable storage medium. The computer-readable storage medium may be a

computer-readable storage medium included in the apparatus described in the above
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implementations; or may exist alone without being assembled in the device. The computer-
readable storage medium stores one or more programs, and the programs are used by one or
more processors to perform the methods described in the embodiments of the present
disclosure.

[00336] The above description is only a preferred embodiment of the present
disclosure and an explanation of the applied technical principles. Those skilled in the art
should understand that the scope of the disclosure involved in the embodiments of the
present disclosure is not limited to the technical solutions formed by specific combinations
of the above technical features, but should also cover other technical solutions formed by
any combination of the above technical features or equivalent features thereof without
departing from the inventive concept. For example, the above features and the technical
features disclosed in (but not limited to) the embodiments of the present disclosure having
similar functions are replaced with each other to form a technical solution.

[00337] In some embodiments, a non-transitory computer-readable storage medium
including instructions is also provided, and the instructions may be executed by a device
(such as the disclosed encoder and decoder), for performing the above-described methods.
Common forms of non-transitory media include, for example, a floppy disk, a flexible disk,
hard disk, solid state drive, magnetic tape, or any other magnetic data storage medium, a
CD-ROM, any other optical data storage medium, any physical medium with patterns of
holes, a RAM, a PROM, and EPROM, a FLASH-EPROM or any other flash memory,
NVRAM, a cache, a register, any other memory chip or cartridge, and networked versions of
the same. The device may include one or more processors (CPUs), an input/output interface,
a network interface, and/or a memory.

[00338] It should be noted that, the relational terms herein such as “first” and

“second” are used only to differentiate an entity or operation from another entity or
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operation, and do not require or imply any actual relationship or sequence between these

99 ¢

entities or operations. Moreover, the words “comprising,” “having,” “containing,” and
“including,” and other similar forms are intended to be equivalent in meaning and be open
ended in that an item or items following any one of these words is not meant to be an
exhaustive listing of such item or items, or meant to be limited to only the listed item or
items.

[00339] As used herein, unless specifically stated otherwise, the term “or”
encompasses all possible combinations, except where infeasible. For example, if it is stated
that a database may include A or B, then, unless specifically stated otherwise or infeasible,
the database may include A, or B, or A and B. As a second example, if it is stated that a
database may include A, B, or C, then, unless specifically stated otherwise or infeasible, the
database may include A, or B, or C, or A and B, or A and C, or B and C, or A and B and C.

[00340] It is appreciated that the above described embodiments can be implemented
by hardware, or software (program codes), or a combination of hardware and software. If
implemented by software, it may be stored in the above-described computer-readable media.
The software, when executed by the processor can perform the disclosed methods. The
computing units and other functional units described in this disclosure can be implemented
by hardware, or software, or a combination of hardware and software. One of ordinary skill
in the art will also understand that multiple ones of the above described modules/units may
be combined as one module/unit, and each of the above described modules/units may be
further divided into a plurality of sub-modules/sub-units.

[00341] In the foregoing specification, embodiments have been described with
reference to numerous specific details that can vary from implementation to implementation.
Certain adaptations and modifications of the described embodiments can be made. Other

embodiments can be apparent to those skilled in the art from consideration of the
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specification and practice of the disclosure disclosed herein. It is intended that the
specification and examples be considered as exemplary only, with a true scope and spirit of
the disclosure being indicated by the following claims. It is also intended that the sequence
of steps shown in figures are only for illustrative purposes and are not intended to be limited
to any particular sequence of steps. As such, those skilled in the art can appreciate that these
steps can be performed in a different order while implementing the same method.

[00342] In the drawings and specification, there have been disclosed exemplary
embodiments. However, many variations and modifications can be made to these
embodiments. Accordingly, although specific terms are employed, they are used in a generic

and descriptive sense only and not for purposes of limitation.

66



WHAT IS CLAIMED IS:

1. A method for process handling, comprising:

detecting a blocking time of a kernel process in response to an ending of handling a
current interrupt event in an interrupt queue;

triggering a soft interrupt event of a virtual processor when the blocking time of the
kernel process exceeds a preset time threshold; and

sending an intermediate start instruction to the virtual processor in response to the
soft interrupt event of the virtual processor being triggered, to make the virtual processor run
for a preset time period.

2. The process handling method according to claim 1, wherein before detecting the
blocking time of the kernel process in response to the end of handling of the soft interrupt
event, the method further comprises:

handling a current interrupt event in an interrupt queue in response to detecting the
interrupt event being triggered.

3. The process handling method according to claim 2, wherein before handling the
current interrupt event in the interrupt queue in response to detecting the interrupt event
being triggered, the method further comprises:

acquiring a run queue corresponding to the kernel process, and

executing the run queue in units of preset running units of the virtual processor,
according to an arrangement sequence of the preset running units in the run queue, until a
process scheduling command is received, wherein one or more preset running units of the

virtual processor are placed in the run queue.
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4. The process handling method according to claim 3, wherein before acquiring the
run queue corresponding to the kernel process, and executing the run queue in units of preset
running units of the virtual processor, according to an arrangement sequence of the preset
running, units in the run queue until a process scheduling command is received, the method
further comprises:

initializing the kernel process.

5. The process handling method according to claim 4, wherein initializing the kernel
process comprises:

creating the kernel process;

in response to receiving a mount request sent by the virtual processor, placing one or
more preset running units of the virtual processor in the run queue corresponding to the
kernel process, and sending a mount success message to the virtual processor; and

starting the kernel process in response to receiving a kernel process wake-up request
sent by the virtual processor.

6. The process handling method according to any one of claims 1-5, further
comprising:

in response to receiving a preset running request, sending an intermediate wake-up
request to the virtual processor, and entering a sleep state after receiving a wake-up success
message sent by the virtual processor, wherein the intermediate wake-up request carries
information about the preset running request; and

entering a running state in response to receiving a preset running request handling
end message sent by the virtual processor.

7. The process handling method according to any one of claims 1-5, further

comprising:
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handling a next interrupt event in the interrupt queue in response to an end of the
preset time period.

8. A method for process handling, comprising:

initializing a virtual processor;

starting an intermediate running in response to receiving an intermediate start
instruction sent by a virtual machine monitor, wherein a length of time for the intermediate
running is a preset time period; and

stopping the intermediate running in response to an ending of the preset time period.

9. The process handling method according to claim 8, wherein initializing a virtual
processor comprises:

generating one or more preset running units;

sending a mount request to the virtual machine monitor to place the one or more
preset running units in a run queue corresponding to a kernel process of the virtual machine
monitor; and

in response to receiving a mount success message sent by the virtual machine
monitor, sending a kernel process wake-up request to the virtual machine monitor and
entering a sleep state, so that the virtual machine monitor starts the kernel process.

10. The process handling method according to claim 8 or 9, further comprising:

in response to receiving an intermediate wake-up request sent by the virtual machine
monitor, entering an intermediate running state from the sleep state, and sending a wake-up
success message to the virtual machine monitor, wherein the intermediate wake-up request
carries information about a preset running request; and

executing the preset running request, and after an end of handling the preset running
request, sending a preset running request handling end message to the virtual machine

monitor to enter the sleep state.
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11. A method for process handling, comprising:

initializing a kernel process of a virtual machine monitor and a virtual processor;

performing an intermediate start on the virtual processor when an interrupt event of
the kernel process is triggered and a preset condition is met, so that the virtual processor
runs for a preset time period; and

handling, by the virtual machine monitor, a next interrupt event in an interrupt queue
in response to an ending of the preset time period.

12. The process handling method according to claim 11, wherein initializing the
kernel process of the virtual machine monitor further comprises:

creating the kernel process;

in response to receiving a mount request sent by the virtual processor, placing one or
more preset running units of the virtual processor in a run queue corresponding to the kernel
process, and sending a mount success message to the virtual processor; and

starting the kernel process in response to receiving a kernel process wake-up request
sent by the virtual processor.

13. The process handling method according to claim 11 or 12, wherein initializing a
virtual processor further comprises:

generating one or more preset running units;

sending a mount request to the virtual machine monitor to place the one or more
preset running units in a run queue corresponding to the kernel process of the virtual
machine monitor; and

in response to receiving a mount success message sent by the virtual machine
monitor, sending a kernel process wake-up request to the virtual machine monitor and

entering a sleep state, so that the virtual machine monitor starts the kernel process.
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14. The process handling method according to claim 11 or 12, wherein performing
the intermediate start on the virtual processor when the interrupt event of the kernel process
is triggered and a preset condition is met comprises:

detecting, by the virtual machine monitor, the blocking time of the kernel process in
response to an end of the handling of a current interrupt event in the interrupt queue;

triggering, by the virtual machine monitor, a soft interrupt event of the virtual
processor when the blocking time of the kernel process exceeds a preset time threshold;

sending, by the virtual machine monitor, an intermediate start instruction to the
virtual processor in response to that the soft interrupt event of the virtual processor is
triggered;

starting, by the virtual processor, an intermediate running in response to receiving the
intermediate start instruction sent by the virtual machine monitor, wherein the length of time
for the intermediate running is a preset time period; and

stopping, by the virtual processor, the intermediate running in response to an ending
of the preset time period.

15. The process handling method according to claim 14, wherein before detecting, by
the virtual machine monitor, the blocking time of the kernel process in response to an end of
the handling of the current interrupt event in the interrupt queue, the method further
comprises:

handling, by the virtual machine monitor, the current interrupt event in the interrupt
queue in response to detecting the interrupt event being triggered.

16. The process handling method according to claim 15, wherein before handling, by
the virtual machine monitor, the current interrupt event in the interrupt queue in response to

detecting the interrupt event being triggered, the method further comprises:
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acquiring, by the virtual machine monitor, a run queue corresponding to the kernel
process, and executing the run queue in units of preset running units of the virtual processor,
according to an arrangement sequence of preset running units in the run queue, until a
process scheduling command is received, wherein one or more preset running units of the
virtual processor are placed in the run queue.

17. The process handling method according to claim 11 or 12, further comprising:

performing, by the virtual machine monitor, an intermediate wake-up for the virtual
processor in response to receiving a preset running request.

18. The process handling method according to claim 17, wherein performing, by the
virtual machine monitor, the intermediate wake-up for the virtual processor in response to
receiving the preset running request comprises:

sending, by the virtual machine monitor, an intermediate wake-up request to the
virtual processor in response to receiving the preset running request, wherein the
intermediate wake-up request carries information about the preset running request;

in response to receiving the intermediate wake-up request sent by the virtual machine
monitor, the virtual processor entering an intermediate running state from a sleep state, and
sending a wake-up success message to the virtual machine monitor;

the virtual machine monitor entering the sleep state after receiving the wake-up
success message sent by the virtual processor;

the virtual processor executing the preset running request, and after the handling of
the preset running request ends, sending a preset running request handling end message to
the virtual machine monitor to enter the sleep state; and

the virtual machine monitor entering a running state in response to receiving the
preset running request handling end message sent by the virtual processor.

19. An apparatus for process handling, comprising:
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a detecting module configured to detect the blocking time of a kernel process in
response to an end of the handling of a current interrupt event in an interrupt queue;

a triggering module configured to trigger a soft interrupt event of a virtual processor
when the blocking time of the kernel process exceeds a preset time threshold; and

a first sending module configured to send an intermediate start instruction to the
virtual processor in response to that the soft interrupt event of the virtual processor is
triggered, so that the virtual processor runs for a preset time period.

20. The process handling apparatus according to claim 19, wherein before the
detecting module, the apparatus further comprises:

a first handling module configured to handle the current interrupt event in the
interrupt queue in response to detecting an interrupt event being triggered.

21. The process handling apparatus according to claim 20, wherein before the first
handling module, the apparatus further comprises:

a first running module configured to acquire a run queue corresponding to the kernel
process, and execute the run queue in units of preset running units of the virtual processor,
according to an arrangement sequence of preset running units in the run queue, until a
process scheduling command is received, wherein one or more preset running units of the
virtual processor are placed in the run queue.

22. The process handling apparatus according to claim 21, wherein before the first
running module, the apparatus further comprises:

a first initializing module configured to initialize the kernel process.

23. The process handling apparatus according to claim 22, wherein the first
initializing module further comprises:

a creating sub-module configured to create the kernel process;
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a mount sub-module configured to, in response to receiving a mount request sent by
the virtual processor, place one or more preset running units of the virtual processor in the
run queue corresponding to the kernel process, and send a mount success message to the
virtual processor; and

a first starting sub-module configured to start the kernel process in response to
receiving a kernel process wake-up request sent by the virtual processor.

24. The process handling apparatus according to any one of claims 19 to 23, further
comprising:

a second sending module configured to, in response to receiving a preset running
request, send an intermediate wake-up request to the virtual processor, and enter a sleep state
after receiving a wake-up success message sent by the virtual processor, wherein the
intermediate wake-up request carries information about the preset running request; and

a second running module configured to enter a running state in response to receiving
a preset running request handling end message sent by the virtual processor.

25. The process handling apparatus according to any one of claims 19 to 23, further
comprising:

a second handling module configured to handle a next interrupt event in the interrupt
queue in response to an end of the preset time period.

26. An apparatus for process handling, comprising:

a second initializing module configured to initialize a virtual processor;

a first starting module configured to start an intermediate running in response to
receiving an intermediate start instruction sent by a virtual machine monitor, wherein the
length of time for the intermediate running is a preset time period; and

a stopping module configured to stop the intermediate running in response to an end

of the preset time period.
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27. The process handling apparatus according to claim 26, wherein the second
initializing module further comprises:

a generating sub-module configured to generate one or more preset running units;

a first sending sub-module configured to send a mount request to the virtual machine
monitor to place the one or more preset running units in a run queue corresponding to a
kernel process of the virtual machine monitor; and

a second sending sub-module configured to, in response to receiving a mount success
message sent by the virtual machine monitor, send a kernel process wake-up request to the
virtual machine monitor and enter a sleep state, so that the virtual machine monitor starts the
kernel process.

28. The process handling apparatus according to claim 26 or 27, further comprising:

a third sending module configured to, in response to receiving an intermediate wake-
up request sent by the virtual machine monitor, enter an intermediate running state from the
sleep state, and send a wake-up success message to the virtual machine monitor, wherein the
intermediate wake-up request carries information about a preset running request; and

a third running module configured to run the preset running request, and after the
handling of the preset running request ends, send a preset running request handling end
message to the virtual machine monitor, and enter the sleep state.

29. A process handling apparatus, comprising:

a third initializing module configured to initialize a kernel process of a virtual
machine monitor and a virtual processor;

a second starting module configured to perform an intermediate start on the virtual
processor when an interrupt event of the kernel process is triggered and a preset condition is

met, so that the virtual processor runs for a preset time period; and
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a third handling module configured to handle a next interrupt event in an interrupt
queue in response to an end of the preset time period.

30. The process handling apparatus according to claim 29, wherein a part of
initializing the kernel process of the virtual machine monitor in the third initializing module
is configured to:

create the kernel process;

in response to receiving a mount request sent by the virtual processor, place one or
more preset running units of the virtual processor in a run queue corresponding to the kernel
process, and send a mount success message to the virtual processor; and

start the kernel process in response to receiving a kernel process wake-up request
sent by the virtual processor.

31. The process handling apparatus according to claim 29 or 30, wherein a part of
initializing the virtual processor in the third initializing module is configured to:

generate one or more preset running units;

send a mount request to the virtual machine monitor to place the one or more preset
running units in a run queue corresponding to the kernel process of the virtual machine
monitor; and

in response to receiving a mount success message sent by the virtual machine
monitor, send a kernel process wake-up request to the virtual machine monitor and enter a
sleep state, so that the virtual machine monitor starts the kernel process.

32. The process handling apparatus according to claim 29 or 30, wherein the second
starting module further comprises:

a detecting sub-module configured to detect the blocking time of the kernel process

in response to an end of the handling of a current interrupt event in the interrupt queue;
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a triggering sub-module configured to trigger a soft interrupt event of the virtual
processor when the blocking time of the kernel process exceeds a preset time threshold;

a third sending sub-module configured to send an intermediate start instruction to the
virtual processor in response to that the soft interrupt event of the virtual processor is
triggered;

a second starting sub-module configured to start an intermediate running in response
to receiving an intermediate start instruction sent by the virtual machine monitor, wherein
the length of time for the intermediate running is a preset time period; and

a stopping sub-module configured to stop the intermediate running in response to an
end of the preset time period.

33. The process handling apparatus according to claim 32, before the detecting sub-
module, the apparatus further comprises:

a handling sub-module configured to handle the current interrupt event in the
interrupt queue in response to detecting that an interrupt event is triggered.

34. The process handling apparatus according to claim 33, before the handling sub-
module, the apparatus further comprises:

a first running sub-module configured to acquire a run queue corresponding to the
kernel process, and execute the run queue in units of preset running units of the virtual
processor, according to an arrangement sequence of preset running units in the run queue,
until a process scheduling command is received, wherein one or more preset running units of
the virtual processor are placed in the run queue.

35. The process handling apparatus according to claim 29 or 30, further comprising:

a wake-up module configured to perform an intermediate wake-up for the virtual

processor in response to receiving a preset running request.
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36. The process handling apparatus according to claim 35, wherein the wake-up
module further comprises:

a fourth sending sub-module configured to send an intermediate wake-up request to
the virtual processor in response to receiving the preset running request, wherein the
intermediate wake-up request carries information about the preset running request;

a fifth sending sub-module configured to, in response to receiving the intermediate
wake-up request sent by the virtual machine monitor, enter an intermediate running state
from a sleep state, and send a wake-up success message to the virtual machine monitor;

a first status changing sub-module configured to enter the sleep state after receiving
the wake-up success message sent by the virtual processor;

a second running sub-module configured to run the preset running request, and after
the handling of the preset running request ends, send a preset running request handling end
message to the virtual machine monitor, and enter the sleep state; and

a second status changing sub-module configured to enter a running state in response
to receiving the preset running request handling end message sent by the virtual processor.

37. An electronic device, comprising a memory and a processor, wherein

the memory is configured to store one or more computer instructions, and the one or
more computer instructions are executed by the processor to implement steps of the method
according to any one of claims 1 to 18.

38. A computer-readable storage medium storing computer instructions thereon,
wherein the computer instructions, when executed by one or more processors, implement

steps of the method according to any one of claims 1 to 18.
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