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300 ‘(‘

301: committing a transaction amount t of a transaction with a
commitment scheme 1o obtain a transaction commitment value T,
the commitment scheme comprising at least a transaction blinding

factor r_t

l

302: encrypting a combination of the transaction blinding factor r_t
and the transaction amount t with a second public key PK_2_B of a
recipient of the transaction, wherein: the recipient is further
associated with a first public key PK_1_B as an address for
receiving the fransaction amount t

303: transmitting the transaction commitment value T and the
encrypted combination to a recipient node associated with the
recipient for the recipient node to verify the transaction
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401: obtaining a combination of a transaction blinding factor r_t and
a transaction amount t encrypted with a second public key PK_2_B
of a recipient of a transaction, and obtaining a transaction
commitment value T, wherein: the transaction amount t is committed
with a commitment scheme by a sender node associated with a
sender of the transaction to obtain the transaction commitment
value T, the commitment scheme comprising at least the transaction
blinding factor r_t

|

402: decrypting the obtained combination with a second private key
SK_2_ B of a recipient of the transaction to obtain the transaction
blinding factor r_t and the transaction amount t

403: verifying the transaction based at least on the transaction
commitment value T, the transaction blinding factor r_t, and the
transaction amount

FIG. 3B
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440 —Q

441: committing a transaction amount t of a transaction with a
commitment scheme to obtain a transaction commitment value T,
the commitment scheme comprising at least a transaction blinding

factor r_t

l

442: sending the transaction amount t, the transaction blinding
factor r_t, and the transaction commitment value T to a recipient
node associated with a recipient of the transaction for the recipient
node to verify the transaction and to encrypt the transaction blinding
factor r_t and the transaction amount t with a second public key
PK_2_ B of the recipient

443: obtaining an encrypted combination of the transaction blinding
factor r_t and the transaction amount t from the recipient node

444 transmitting the encrypted combination and the transaction
commitment value T to a plurality of nodes in a blockchain for the
plurality of nodes to verify the transaction
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450 ‘Q

451: obtaining a transaction amount t of a transaction, a transaction
blinding factor r_t, and a transaction commitment value T

l

452: verifying the transaction based on the obtained transaction
amount t, the obtained transaction blinding factor r_t, and the
obtained transaction commitment value T

453: in response to successfully verifying the transaction, encrypting

the transaction blinding factor r_t and the transaction amount t with a

second public key PK_2_B of a recipient of the transaction to obtain
an encrypted combination

454 transmitting the encrypted combination to a sender node
associated with a sender of the transaction
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