
METHOD, APPARATUS, SERVER AND STORAGE MEDIUM OF ERASING 
CLOUD HOST IN CLOUD-COMPUTING ENVIRONMENT 

[0001] This application claims priority to Chinese Patent Application No. 
2016101482570, entitled "METHOD AND SYSTEM OF ERASING CLOUD HOST 
IN CLOUD-COMPUTING ENVIRONMENT" filed on March 15, 2016, the contents 
of which is expressly incorporated by reference herein in its entirety. 

FIELD OF THE INVENTION 

[0002] The present disclosure relates to the field of cloud-computing, and 
particularly relates to a method, an apparatus, a server and a storage medium of 
erasing a cloud host in a cloud-computing environment. 

BACKGROUND OF THE INVENTION 

[0003] Cloud-computing is an Internet-based service relating to increasing, use, 
and deliver modes, which typically involves providing dynamic, easy to be expanded, 
and usually virtualized resources. In a conventional cloud-computing environment, 
a user can only implement a simple function of erasing a cloud host, which refers to 
labeling a memory space of the cloud host as not occupied, rather than erasing the 
related data of the cloud host actually, such that the cloud host still occupies a lot of 
system resources and results in a waste of resources. Additionally, the related data of 
the cloud host can be easily recovered, which may lead to a divulge of information 
when the cloud host has stored a lots of sensitive information related to users, and the 
information security is at stake. 

SUMMARY OF THE INVENTION 
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[0004] According to various embodiments of the present disclosure, a method, an 
apparatus, a server and a storage medium of erasing a cloud host in a 
cloud-computing environment are provided. 
[0005] A method of erasing a cloud host in a cloud-computing environment 
includes: 
[0006] receiving a request of secure erasing a cloud host; 
[0007] generating an erase instruction according to the request of secure erasing the 
cloud host; and 
[0008] sending the erase instruction to a secure erasing server, such that the secure 
erasing server calls a secure erasing daemon process on a corresponding host machine 
according to the erase instruction, and erases the cloud host to be erased from the host 
machine via the secure erasing daemon process. 
[0009] An apparatus of erasing a cloud host in a cloud-computing environment 
includes: 
[0010] a receiver module configured to receive a request of secure erasing a cloud 
host; 
[0011] a generator module configured to generate an erase instruction according to 
the request of secure erasing the cloud host; and 
[0012] an erase module configured to send the erase instruction to a secure erasing 
server, such that the secure erasing server calls a secure erasing daemon process on 
the corresponding host machine according to the erase instruction, and erases the 
cloud host to be erased from the host machine via the secure erasing daemon process. 
[0013] A server configured to erase a cloud host in a cloud-computing environment, 
the server includes a processor; and a memory storing instructions, which, when 
executed by the processor cause the processor to perform steps including: 
[0014] receiving a request of secure erasing a cloud host; 
[0015] generating an erase instruction according to the request of secure erasing the 
cloud host; and 
[0016] sending the erase instruction to a secure erasing server, such that the secure 
erasing server calls a secure erasing daemon process on a corresponding host machine 
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according to the erase instruction, and erases the cloud host to be erased from the host 
machine via the secure erasing daemon process. 
[0017] At least one non-transitory computer-readable storage medium having 
computer-readable instructions stored thereon, the instructions when executed by at 
least one processor cause the at least one processor to perform steps include: 
[0018] receiving a request of secure erasing a cloud host; 
[0019] generating an erase instruction according to the request of secure erasing the 
cloud host; and 
[0020] sending the erase instruction to a secure erasing server, such that the secure 
erasing server calls a secure erasing daemon process on a corresponding host machine 
according to the erase instruction, and erases the cloud host to be erased from the host 
machine via the secure erasing daemon process. 
[0021] The details of one or more embodiments of the present disclosure will be 
presented with reference to the following drawings and description. Other 
characteristic, purposes and advantages of the present disclosure will be more 
apparent from the specification, drawing and claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0022] To illustrate the technical solutions according to the embodiments of the 
present invention or in the prior art more clearly, the accompanying drawings for 
describing the embodiments or the prior art are introduced briefly in the following. 
Apparently, the accompanying drawings in the following description are only some 
embodiments of the present invention, and persons of ordinary skill in the art can 
derive other drawings from the accompanying drawings without creative efforts. 
[0023] FIG. 1 is a block diagram of a cloud-computing environment for a method 
of erasing a cloud host according to an embodiment; 
[0024] FIG. 2 is a block diagram of a server according to an embodiment; 
[0025] FIG. 3 is a flowchart of a method of erasing a cloud host in a 
cloud-computing environment according to an embodiment; 
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[0026] FIG. 4 is a flowchart of determining a cloud host to be erased, and the 
corresponding erasing manner; 
[0027] FIG. 5 is a flowchart of erasing a cloud host to be erased on a corresponding 
host machine; 
[0028] FIG. 6 is a block diagram of an apparatus of erasing a cloud host in a 
cloud-computing environment according to an embodiment; 
[0029] FIG. 7 is a block diagram of an erase module according to an embodiment; 
and 
[0030] FIG. 8 is a flowchart of an apparatus of erasing a cloud host in a 
cloud-computing environment according to another embodiment. 

DETAILED DESCRIPTION OF THE EMBODIMENTS 

[0031] The present disclosure will be described in details in combination with the 
accompanying drawings and embodiments such that the purpose, technical solution 
and advantages of the present disclosure will be more apparent. It should be 
understood that the particular embodiments are described for the purpose of 
illustrating as opposed to restricting the present invention. 
[0032] FIG. 1 is a block diagram of an exemplary cloud-computing environment 
for a method of erasing a cloud host according to an embodiment. As shown in FIG. 
1, a virtual machine can be established on a plurality of host machines through a 
cloud-computing server 10. The virtual machine is configured to run the cloud host, 
which is uniformly administered by the cloud-computing server 10. When a user 
chooses to erase the cloud host from the cloud-computing server 10, the 
cloud-computing server 10 receives the request of secure erasing the cloud host, and 
determines the cloud host to be erased and the corresponding erasing manner 
according to the user's selection. The cloud-computing server 10 shuts down the 
cloud host to be erased on the host machine 30 and generates an erase instruction 
according to the request of secure erasing the cloud host. The cloud-computing 
server 10 sends the erase instruction to the secure erasing server 20 which calls the 
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secure erasing daemon process on the corresponding host machine 30, the secure 
erasing daemon process on the host machine 30 erases related data on the cloud host 
to be erased, and an erase result is returned to the secure erasing server 20 after the 
erasing. The secure erasing server 20 sends an erase completion instruction, the 
secure erasing server 20 erases the virtual machine corresponding to the cloud host to 
be erased on the host machine 30 after receiving the erase completion instruction and 
return the user with an information on the successful erasure of the cloud host. 
[0033] FIG. 2 is a block diagram of the cloud-computing server in an embodiment. 
As shown in FIG. 2, the cloud-computing server 10 includes a processor, a 
non-transitory storage medium, a random access memory (RAM) and a network 
interface connected through a system bus. The processor of the cloud-computing 
server 10 is configured to provide computation and control capability to support the 
operation of the entire cloud-computing server 10. Operating system and 
computer-readable instructions are stored in the non-transitory storage medium of the 
cloud-computing server 10. The computer-readable instructions are configured to, 
when being executed by the processor, implement a method of erasing a cloud host in 
a cloud-computing environment. The RAM of the cloud-computing server 10 
provides an operation environment with a high speed cache for the operating system 
and the computer-readable instructions in the non-transitory storage medium. The 
network interface of the cloud-computing server 10 is configured to communicate 
with the secure erasing server 20 and the host machine 10, such as sending erase 
instructions to the secure erasing server 20 and so on. The cloud-computing server 
10 can be an independent server or be implemented by way of a server group 
composed of a plurality of servers. A person skilled in the art should understand, 
FIG. 2 is exemplary to show the structure of the server 10 in accordance with an 
embodiment of the present disclosure and does not limit the cloud-computing server 
10 to this embodiment; in other embodiments, compared with the structure shown in 
FIG.2, the particular cloud-computing server 10 may include more or less components, 
be configured with other components not shown in FIG. 2, or have a different 
configuration. 
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[0034] As shown in FIG. 3, in an embodiment, a method of erasing a cloud host in 
a cloud-computing environment is provided, which includes steps as follows. 
[0035] In step S310, a request of secure erasing a cloud host is received. 
[0036] A button or a choice box or the like to securely erase the cloud host can be 
added into the cloud-computing user interface on the client of the cloud-computing 
server, the user can confirm whether to erase the cloud host by clicking the button or 
choice box, the user may also choose to erase one or more cloud hosts in the 
cloud-computing environment. When the user confirms to erase the selected cloud 
host, the cloud-computing server can receive the request of secure erasing the cloud 
host sent by the client. 
[0037] As shown in FIG. 4, in an embodiment, after step S310 where a request of 
secure erasing a cloud host is received, the method further includes steps as follows. 
[0038] In step S402, a selection operation from a user is received, the cloud host to 
be erased, and the corresponding erasing manner are determined according to the 
selection operation. 
[0039] The user may select one or more cloud hosts to be erased from a 
cloud-computing user interface of the client of the cloud-computing server, and select 
the manner of erasing corresponding to each cloud host respectively. The manner 
can be a basic one-time erasing, an advanced three-time erasing, a complex 
seven-time erasing, a super complex thirty-five time-erasing and so on, but not 
limited thereto. The more times of erasings, the more difficult to recover the erased 
data, and the higher the security level, while the more resources such manner 
consumes. 
[0040] In step S404, the cloud host to be erased on the corresponding host machine 
is shut down according to the request of secure erasing the cloud host. 
[0041] The request of secure erasing the cloud host may include the number or sign 
of the cloud host to be erased and the number of the host machine and other 
information. The cloud-computing server can determine the cloud host to be erased 
by the number or sign of the cloud host to be erased and shut down the cloud host to 
be erased and selected by the user through the Hypervisor on the host machine where 
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it belongs. The host machine is a host computer where a virtual machine is installed 
to run the cloud host, the host computer is the host machine compared to the virtual 
machine which can only operate normally in the host computer, the host computer is a 
"host". Hypervisor is an intermediate software layer operates between the physical 
server and the operating system, which allows several operating systems and 
applications to share one set of basic physical hardware, which therefore can be 
viewed as an elementary operating system in the virtual environment. Hypervisor 
can coordinate the access to all physical equipment and virtual machines on the server, 
and also called a virtual monitor. When the host machine starts and executes the 
Hypervisor, it will load operating systems of all cloud hosts on the host machine and 
meanwhile allocate each cloud host with an appropriate amount of RAM, CPU, 
network, disk and other resources. 
[0042] In step S320, an erase instruction is generated according to the request of 
secure erasing the cloud host. 
[0043] The cloud-computing server can generate a corresponding erase instruction 
according to the request of secure erasing the cloud host received. 
[0044] In step S330, the erase instruction is sent to a secure erasing server, such 
that the secure erasing server calls a secure erasing daemon process on the 
corresponding host machine according to the erase instruction, and erases the cloud 
host to be erased from the host machine via the secure erasing daemon process. 
[0045] The cloud-computing server sends the erase instruction to a secure erasing 
server, after receiving the erase instruction, the secure erasing server calls a secure 
erasing daemon process on the corresponding host machine according to the erase 
instruction. 
[0046] The secure erasing daemon process on the host machine erases a file, data 
and the like that are related to the cloud host to be erased to make sure that the data of 
the cloud host cannot be recovered. The cloud-computing server can release the 
resources formerly occupied by the erased cloud host via the Hypervisor on the 
corresponding host machine. 
[0047] According to the foregoing method of erasing a cloud host in a 
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cloud-computing environment, the cloud-computing server receives the request of 
secure erasing the cloud host and sends an erase instruction to the secure erasing 
server which, according to the erase instruction, can call a secure erasing daemon 
process thereby erasing the corresponding cloud host. The administrative 
functionalities of the host machine and the cloud-computing server are properly 
employed to implement the erasing of the cloud host, the resources are released and 
the resources wasting is reduced, and the relevant data of the cloud host cannot be 
recovered after erasing, such that the information security of the user is guaranteed. 
[0048] As shown in FIG. 5, in an embodiment, the foregoing method of erasing a 
cloud host in a cloud-computing environment further includes steps of: 
[0049] In step S502, the erase instruction is sent to the secure erasing server, such 
that the secure erasing server forwards the erase instruction to the secure erasing 
daemon process on the host machine. 
[0050] The cloud-computing server can generate a corresponding erase instruction 
according to the request of secure erasing the cloud host received. The secure 
erasing server forwards the received erase instruction to the secure erasing daemon 
process on the host machine where the cloud host belongs to erase the data of the 
cloud host to be erased. 
[0051] In step S504, by the secure erasing daemon process, the file corresponding 
to the cloud host to be erased is added to the erase queue according to the erase 
instruction and generate a corresponding erase task. 
[0052] After receiving the erase instruction sent by the secure erasing server, the 
secure erasing daemon process on the host machine where the cloud host to be erased 
belongs can add one or more files corresponding to the cloud host to be erased to the 
erase queue according to the erase instruction and generate a corresponding erase 
task. 
[0053] In step S506, the erase task in the erase queue is configured with low 
priority via the secure erasing daemon process. 
[0054] The secure erasing daemon process can configure the erase task in the erase 
queue with low priority, thereby reducing the impact of erasing cloud host over the 
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normal operation of other cloud hosts. Other normally operating tasks of other 
cloud hosts in the host machine can be configured with high priority to execute tasks 
of other cloud hosts with preference and then the tasks in the erase queue are 
executed, such that the impact of erasing the cloud host over other cloud hosts in the 
host machine is minimized. 
[0055] In step S508, by the secure erasing daemon process, the erase tasks in the 
erase queue are respectively executed with low priority according to the erasing 
manner corresponding to the cloud host to be erased. 
[0056] The secure erasing daemon process can respectively execute the erase tasks 
in the erase queue according to the erasing manner selected by the user and 
corresponding to the cloud host to be erased to erase the corresponding file of the 
cloud host to be erased. The more times of erasings the user selects, the greater the 
intensity of the erasure, the higher the security level, while the more resources such 
manner consumes. 
[0057] In step S510, an erase completion instruction sent by the secure erasing 
server is received. 
[0058] Each time the secure erasing daemon process completes an erasing task in 
the erase queue, a result of the successful erasure can be returned to the secure 
erasing server which can store the erase result. When the number of the results 
received by the secure erasing server is identical to the number of the cloud hosts the 
user selected to erase, the erasure is suggested to be completed. 
[0059] After the erasure is completed, the secure erasing server sends an erase 
completion instruction to the cloud-computing server. 
[0060] In step S512, the virtual machine corresponding to the cloud host to be 
erased on the host machine is erased according to the erase completion instruction. 
[0061] After the cloud-computing server received the erase completion instruction, 
the corresponding virtual machine on the cloud host to be erased can be erased and, 
via the Hypervisor on the host machine, the formerly allocated RAM, CPU, network 
disk and other resources are released, the wasting of resources is reduced. After the 
successful erasure of the cloud host, an information on the successful erasure can be 
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sent to the user via the cloud-computing user interface or through email or by other 
manners. 
[0062] In the present embodiment, the secure erasing process on the host machine, 
by adding the file of the cloud host to be erased into the erase queue and erasing the 
same with low priority, can reduce the impact of the erasing of the cloud host over the 
normal operations of other cloud hosts in the host machine, after the successful 
erasure of the data of the cloud host, the resources occupied by the erased cloud hosts 
are released to reduce resource wasting. 
[0063] In an embodiment, the foregoing method of erasing a cloud host in an 
cloud-computing environment further includes the step of determining an 
input/output (I/O) resource consumption of a disk according to a disk space, a space 
occupied by the cloud host to be erased, and the corresponding erasing manner. 
[0064] The I/O resource consumption of the disk can be determined according to 
the disk resource of the host machine where the cloud host belongs, space occupied 
by the cloud host to be erased, and the corresponding erasing manner. The number 
of erasings is pro rata to the disk I/O resource consumption, the more times of 
erasings, the more disk I/O resources to be consumed. The cloud-computing, after 
the user has selected the cloud host to be erased, and the corresponding erasing 
manner, can determine the disk I/O resource consumption, a notification can be 
returned to the user in the case the I/O resource consumption is over a preset 
threshold value to suggest that the disk I/O resource is over consumed and the erasing 
manner should be re-selected. The preset threshold value can either be customized 
by the user or set by the cloud service provider to assist the user to properly use the 
cloud host secure erasing feature and configure the disk I/O resources so as to reduce 
unnecessary resource wasting. 
[0065] In the present embodiment, the cloud-computing server can determine the 
disk I/O resource consumption and help the user to properly use the cloud host 
erasing feature and appropriately configure the disk I/O resources so as to reduce 
unnecessary resource wasting. 
[0066] As shown in FIG. 6, in an embodiment, an apparatus of erasing an cloud 
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host in a cloud-computing environment is provided, which includes a receiver module 
610, a determination module 620, a shutdown module 630, a generator module 640, 
and an erase module 650. 
[0067] The receiver module is configured to receive the request of secure erasing 
the cloud host; 
[0068] A button or a choice box or the like to securely erase the cloud host can be 
added into the cloud-computing user interface on the client of the cloud-computing 
server, the user can confirm whether to erase the cloud host by clicking the button or 
choice box, the user may also choose to erase one or more cloud hosts in the 
cloud-computing environment. When the user confirms to erase the selected cloud 
host, the cloud-computing server can receive the cloud host secure erasing request 
sent by the client. 
[0069] The determination module 620 is configured to receive a selection operation 
from a user, the cloud host to be erased and the corresponding erasing are determined 
according to the selection operation. 
[0070] The user may select one or more cloud hosts to be erased from a 
cloud-computing user interface of the client of the cloud-computing server, and select 
the manner of erasing corresponding to each cloud host respectively, the manner can 
be a basic one-time erasing, an advanced three-time erasing, a complex seven-time 
erasing, a super complex thirty-five time-erasing and so on, but not limited thereto, 
the more times of erasings, the more difficult to recover the erased data, and the 
higher the security level, while the more resources such manner consumes. 
[0071] The shutdown module 630 is configured to shut down the cloud host to be 
erased on the corresponding host machine according to the request of secure erasing a 
cloud host. 
[0072] The request of secure erasing the cloud host may include the number or sign 
of the cloud host to be erased and the number of the host machine and other 
information. The cloud-computing server can determine the cloud host to be erased 
by the number or sign of the cloud host to be erased and shut down the cloud host to 
be erased and selected by the user through the Hypervisor on the host machine where 
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it belongs. The host machine is a host computer where a virtual machine is installed 
to run the cloud host, the host computer is the host machine compared to the virtual 
machine which can only operate normally in the host computer, the host computer is a 
"host". Hypervisor is an intermediate software layer operates between the physical 
server and the operating system, which allows several operating systems and 
applications to share one set of basic physical hardware, which therefore can be 
viewed as an elementary operating system in the virtual environment that coordinates 
the access to all physical equipment and virtual machines on the server, and also 
called a virtual monitor. When the host machine starts and executes the Hypervisor, 
it will load operating systems of all cloud hosts on the host machine and, in the 
meanwhile, allocates each cloud host with an appropriate amount of RAM, CPU, 
network and disk and other resources. 
[0073] The generator module 640 is configured to generate an erase instruction 
according to the request of secure erasing the cloud host. 
[0074] The cloud-computing server can generate a corresponding erase instruction 
according to the request of secure erasing the cloud host received. 
[0075] The erase module 650 is configured to send the erase instruction to a secure 
erasing server, such that the secure erasing server calls a secure erasing daemon 
process on the corresponding host machine according to the erase instruction, and 
erases the cloud host to be erased from the host machine via the secure erasing 
daemon process. 
[0076] The cloud-computing server sends the erase instruction to a secure erasing 
server, after receiving the erase instruction, the secure erasing server calls a secure 
erasing daemon process on the corresponding host machine according to the erase 
instruction. The secure erasing daemon process on the host machine erases a file, 
data and the like that are related to the cloud host to be erased to make sure that the 
data of the cloud host cannot be recovered. The cloud-computing server can release 
the resources formerly occupied by the erased cloud host via the Hypervisor on the 
corresponding host machine. 
[0077] According to the foregoing apparatus of erasing a cloud host in a 
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cloud-computing environment, the cloud-computing server receives the request of 
secure erasing the cloud host and sends an erase instruction to the secure erasing 
server which, according to the erase instruction, can call a secure erasing daemon 
process thereby erasing the corresponding cloud host. The administrative 
functionalities of the host machine and the cloud-computing server are properly 
employed to implement the erasing of the cloud host, the resources are released and 
the resources wasting is reduced, and the relevant data of the cloud host cannot be 
recovered after erasure, such that the information security of the user is secured. 
[0078] As shown in FIG. 7, in an embodiment, in the foregoing apparatus of 
erasing a cloud host in a cloud-computing environment, the erase module 650 
includes a sender unit 652, an adder unit 654, a configuration unit 656 and an 
executer unit 658. 
[0079] The sender unit 652 is configured to send the erase instruction to the secure 
erasing server, such that the secure erasing server forwards the erase instruction to the 
secure erasing daemon process on the host machine. 
[0080] The cloud-computing server can generate a corresponding erase instruction 
according to the request of secure erasing the cloud host received. The secure 
erasing server forwards the received erase instruction to the secure erasing daemon 
process on the host machine where the cloud host belongs to erase the data of the 
cloud host to be erased. 
[0081] The adder unit 654 is configured to, by the secure erasing daemon process, 
add the file corresponding to the cloud host to be erased to the erase queue according 
to the erase instruction and generate a corresponding erase task. 
[0082] The secure erasing daemon process on the host machine where the cloud 
host to be erased belongs, after receiving the erase instruction sent by the secure 
erasing server, can add one or more files corresponding to the cloud host to be erased 
to the erase queue according to the erase instruction and generate a corresponding 
erase task. 
[0083] The configuration unit 656 is configured to configure the erase task in the 
erase queue with low priority via the secure erasing daemon process. 
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[0084] The secure erasing daemon process can configure the erase task in the erase 
queue with low priority, thereby reducing the impact of erasing cloud host over the 
normal operation of other cloud hosts. Other normally operating tasks of other 
cloud hosts in the host machine can be configure with high priority to execute tasks of 
other cloud hosts with preference and then the tasks in the erase queue are executed, 
such that the impact of erasing the cloud host over other cloud hosts in the host 
machine is minimized. 
[0085] The executer unit 658 is configured to, by the secure erasing daemon 
process, execute the erase tasks in the erase queue respectively with low priority 
according to the erasing manner corresponding to the cloud host to be erased. 
[0086] The secure erasing daemon process can respectively execute the erase tasks 
in the erase queue according to the erasing manner selected by the user and 
corresponding to the cloud host to be erased to erase the corresponding file of the 
cloud host to be erased. The more times of erasings the user selects, the greater the 
intensity of the erasure, the higher the security level, while the more resources such 
manner consumes. 
[0087] In the present embodiment, the secure erasing process on the host machine, 
by adding the file of the cloud host to be erased into the erase queue and erasing the 
same with low priority, can reduce the impact of the erasing of the cloud host over the 
normal operations of other cloud hosts in the host machine. 
[0088] In an embodiment, in the foregoing apparatus of erasing a cloud host in a 
cloud-computing environment, the receiver module 610 is further configured to 
receive an erase completion instruction sent by the secure erasing server. 
[0089] Each time the secure erasing daemon process completes an erasing task in 
the erase queue, a result of the successful erasure can be returned to the secure 
erasing server which can store the erase result. When the number of the results 
received by the secure erasing server is identical to the number of the cloud hosts the 
user selected to erase, the erasure is suggested to be completed. 
[0090] After the erasing is completed, the secure erasing server sends an erase 
completion instruction to the cloud-computing server. 
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[0091] The erase module is configured to erase the virtual machine corresponding 
to the cloud host to be erased on the host machine according to the erase completion 
instruction. 
[0092] After the cloud-computing server received the erase completion instruction, 
the corresponding virtual machine on the cloud host to be erased can be erased and, 
via the Hypervisor on the host machine, the formerly allocated RAM, CPU, network 
disk and other resources are released, the wasting of resources is reduced. After the 
successful erasure of the cloud host, an information on the successful erasure can be 
sent to the user via the cloud-computing user interface or through email or by other 
manners. 
[0093] In the present embodiment, after the successful erasing of the data of the 
cloud host, the resources occupied by the erased cloud host can be released to reduce 
resource wasting. 
[0094] As shown in FIG. 8, in an embodiment, the apparatus of erasing an cloud 
host in a cloud-computing environment, in addition to the receiver module 610, the 
determination module 620, the shutdown module 630, the generator module 640 and 
the erase module 650, further includes a resource module 660. 
[0095] The resource module 660 is configured to determine the I/O resource 
consumption of the disk according to a disk space, a space occupied by the cloud host 
to be erased, and the corresponding erasing manner. 
[0096] The disk I/O resource consumption can be determined according to the disk 
resource of the host machine where the cloud host belongs, space occupied by the 
cloud host to be erased, and the corresponding erasing manner. The number of 
erasings is pro rata to the disk I/O resource consumption, the more times of erasings, 
the more disk I/O resources to be consumed. The cloud-computing, after the user 
has selected the cloud host to be erased, and the corresponding erasing manner, can 
determine the disk I/O resource consumption, a notification can be returned to the 
user in the case the I/O resource consumption is over a preset threshold value to 
suggest that the disk I/O resource is over consumed and the erasing manner should be 
re-selected. The preset threshold value can either be customized by the user or set 
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by the cloud service provider to assist the user to properly use the cloud host secure 
erasing feature and configure the disk I/O resources so as to reduce unnecessary 
resource wasting. 
[0097] In the present embodiment, the cloud-computing server can determine the 
disk I/O resource consumption and help the user to properly use the cloud host 
erasing feature and appropriately configure the disk I/O resources so as to reduce 
unnecessary resource wasting. 
[0098] The various modules of the apparatus of erasing a cloud host in a 
cloud-computing environment can be implemented, in part or as a whole, by software, 
hardware or the combinations thereof. For example, in terms of a hardware 
implementation, the foregoing erase module 650 can send the erase instruction to the 
secure erasing server via the network interface of the cloud-computing server, the 
network interface can be an Ethernet card or a wireless card and so on. The 
foregoing modules can be embedded in or independent from the processor(s) of a 
cloud-computing server and in the form of hardware, or be stored in a RAM of a 
cloud-computing server and in the form of software, so as to facilitate the processor(s) 
to call and execute corresponding steps of the foregoing various modules, the 
processor can be a CPU or a microprocessor and so on. 
[0099] A person skilled in the art should understand that the processes of the 
methods in the above embodiments can be, in full or in part, implemented by 
computer programs instructing underlying hardware, the programs can be stored in a 
computer-readable storage medium, the program can include the processes in the 
embodiments of the various methods when it is being executed. The storage 
medium can be a disk, a CD, a Read-Only Memory (ROM) and other non-transitory 
storage mediums or a RAM and so on. 
[00100] The different technical features of the above embodiments can have various 
combinations which are not described for the purpose of brevity. Nevertheless, to 
the extent the combining of the different technical features do not conflict with each 
other, all such combinations must be regarded as being within the scope of the 
disclosure. 
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[00101] The foregoing implementations are merely specific embodiments of the 
present disclosure, and are not intended to limit the protection scope of the present 
disclosure. It should be noted that any variation or replacement readily figured out 
by persons skilled in the art within the technical scope disclosed in the present 
disclosure shall all fall into the protection scope of the present disclosure. Therefore, 
the protection scope of the present disclosure shall be subject to the protection scope 
of the claims. 
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What is claimed is: 
1. A method of erasing a cloud host in a cloud-computing environment, comprising: 

receiving a request of secure erasing a cloud host; 
generating an erase instruction according to the request of secure erasing the 

cloud host; and 
sending the erase instruction to a secure erasing server, such that the secure 

erasing server calls a secure erasing daemon process on a corresponding host machine 
according to the erase instruction, and erases the cloud host to be erased from the host 
machine via the secure erasing daemon process. 

2. The method of claim 1, wherein after receiving the request of secure erasing the 
cloud host, the method further comprises: 

receiving a selection operation from a user, and determining the cloud host to be 
erased and a corresponding erasing manner according to the selection operation; and 

shutting down the cloud host to be erased on the corresponding host machine 
according to the request of secure erasing the cloud host. 

3. The method of claim 2, wherein the sending the erase instruction to the secure 
erasing server, such that the secure erasing server calls the secure erasing daemon 
process on the corresponding host machine according to the erase instruction, and 
erases the cloud host to be erased from the host machine via the secure erasing 
daemon process comprises: 

sending the erase instruction to the secure erasing server, such that the secure 
erasing server forwards the erase instruction to the secure erasing daemon process on 
the host machine; 

adding, by the secure erasing daemon process, a file corresponding to the cloud 
host to be erased to an erase queue according to the erase instruction, and generating 
a corresponding erase task; 

configuring the erase task in the erase queue with low priority via the secure 
erasing daemon process; and 
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executing, by the secure erasing daemon process, the erase tasks in the erase 
queue respectively with low priority according to an erasing manner corresponding to 
the cloud host to be erased. 

4. The method of claim 3, further comprising: 
receiving an erase completion instruction sent by the secure erasing server; and 
erasing a virtual machine corresponding to the cloud host to be erased on the 

host machine according to the erase completion instruction. 

5. The method of claim 2, further comprising: 
determining an input/output (I/O) resource consumption of a disk according to a 

disk space, a space occupied by the cloud host to be erased, and the corresponding 
erasing manner. 

6. An apparatus of erasing a cloud host in a cloud-computing environment, 
comprising: 

a receiver module configured to receive a request of secure erasing a cloud host; 
a generator module configured to generate an erase instruction according to the 

request of secure erasing the cloud host; and 
an erase module configured to send the erase instruction to a secure erasing 

server, such that the secure erasing server calls a secure erasing daemon process on a 
corresponding host machine according to the erase instruction, and erases the cloud 
host to be erased from the host machine via the secure erasing daemon process. 

7. The apparatus of claim 6, wherein the apparatus further comprises: 
a determination module configured to receive a selection operation from a user, 

and to determine the cloud host to be erased and a corresponding erasing manner 
according to the selection operation; and 

a shutdown module configured to shut down the cloud host to be erased on the 
corresponding host machine according to the request of secure erasing the cloud host. 
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8. The apparatus of claim 7, wherein the erase module further comprises: 
a sender unit configured to send the erase instruction to the secure erasing server, 

such that the secure erasing server forwards the erase instruction to the secure erasing 
daemon process on the host machine; 

an adder unit configured to, by the secure erasing daemon process, add a file 
corresponding to the cloud host to be erased to an erase queue according to the erase 
instruction and generate a corresponding erase task; 

a configuration unit configured to configure the erase task in the erase queue 
with low priority via the secure erasing daemon process; and 

an executer unit configured to, by the secure erasing daemon process, execute 
the erase tasks in the erase queue respectively with low priority according to the 
erasing manner corresponding to the cloud host to be erased. 

9. The apparatus of claim 8, wherein the receiver module is further configured to 
receive an erase completion instruction sent by the secure erasing server; 

wherein the erase module is further configured to erase a virtual machine 
corresponding to the cloud host to be erased on the host machine and according to the 
erase completion instruction. 

10. The apparatus of claim 7, wherein the apparatus further comprises: 
a resource module configured to determine an input/output (I/O) resource 

consumption of a disk according to a disk space, a space occupied by the cloud host 
to be erased, and the corresponding erasing manner. 

11. A server configured to erase a cloud host in a cloud-computing environment, 
comprising a processor; and a memory storing instructions, which, when executed by 
the processor cause the processor to perform steps comprising: 

receiving a request of secure erasing a cloud host; 
generating an erase instruction according to the request of secure erasing a cloud 
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host; and 
sending the erase instruction to a secure erasing server, such that the secure 

erasing server calls a secure erasing daemon process on a corresponding host machine 
according to the erase instruction, and erases the cloud host to be erased from the host 
machine via the secure erasing daemon process. 

12. The server of claim 11, wherein when executed by processor, the instructions 
further cause the processor to perform steps comprising, after the step of receiving the 
request of secure erasing the cloud host, receiving a selection operation from a user, 
and determining the cloud host to be erased and a corresponding erasing manner 
according to the selection operation; and 

shutting down the cloud host to be erased on the corresponding host machine 
according to the request of secure erasing a cloud host. 

13. The server of claim 12, wherein the sending the erase instruction to a secure 
erasing server, such that the secure erasing server calls a secure erasing daemon 
process on the corresponding host machine according to the erase instruction, and 
erases the cloud host to be erased from the host machine via the secure erasing 
daemon process comprises: 

sending the erase instruction to the secure erasing server, such that the secure 
erasing server forwards the erase instruction to the secure erasing daemon process on 
the host machine; 

adding, by the secure erasing daemon process, a file corresponding to the cloud 
host to be erased to an erase queue according to the erase instruction, and generating 
a corresponding erase task; 

configuring the erase task in the erase queue with low priority via the secure 
erasing daemon process; and 

executing, by the secure erasing daemon process, the erase tasks in the erase 
queue respectively with low priority according to the erasing manner corresponding 
to the cloud host to be erased. 
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14. The server of claim 13, wherein when executed by processor, the instructions 
further cause the processor to perform steps comprising: 

receiving an erase completion instruction sent by the secure erasing server; and 
erasing a virtual machine corresponding to the cloud host to be erased on the 

host machine according to the erase completion instruction. 

15. The server of claim 12, wherein when executed by processor, the instructions 
further cause the processor to perform steps comprising: 

determining the disk I/O resource consumption according to a disk space, a 
space occupied by the cloud host to be erased, and the corresponding erasing manner. 

16. At least one non-transitory computer-readable storage medium having 
computer-readable instructions stored thereon, the instructions when executed by at 
least one processor cause the at least one processor to perform steps comprising: 

receiving a request of secure erasing a cloud host; 
generating an erase instruction according to the request of secure erasing a cloud 

host; and 
sending the erase instruction to a secure erasing server, such that the secure 

erasing server calls a secure erasing daemon process on a corresponding host machine 
according to the erase instruction, and erases the cloud host to be erased from the host 
machine via the secure erasing daemon process. 

17. The non-transitory computer-readable storage medium of claim 16, wherein the 
instructions are being executed by the processor to, after the step of receiving the 
request of secure erasing the cloud host, further provide the step of: receiving a 
selection operation from a user, and determining the cloud host to be erased and a 
corresponding erasing manner according to the selection operation; and 

shutting down the cloud host to be erased on the corresponding host machine 
according to the request of secure erasing a cloud host. 
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18. The non-transitory computer-readable storage medium of claim 17, wherein the 
step of sending the erase instruction to the secure erasing server, such that the secure 
erasing server calls the secure erasing daemon process on the corresponding host 
machine according to the erase instruction, and erases the cloud host to be erased 
from the host machine via the secure erasing daemon process comprises: 

sending the erase instruction to the secure erasing server, such that the secure 
erasing server forwards the erase instruction to the secure erasing daemon process on 
the host machine; 

adding, by the secure erasing daemon process, a file corresponding to the cloud 
host to be erased to an erase queue according to the erase instruction, and generating 
a corresponding erase task; 

configuring the erase task in the erase queue with low priority via the secure 
erasing daemon process; and 

executing, by the secure erasing daemon process, the erase tasks in the erase 
queue respectively with low priority according to the erasing manner corresponding 
to the cloud host to be erased. 

19. The non-transitory computer-readable storage medium of claim 18, wherein when 
executed by processor, the instructions further cause the processor to perform steps 
comprising: 

receiving an erase completion instruction sent by the secure erasing server; and 
erasing a virtual machine corresponding to the cloud host to be erased on the 

host machine according to the erase completion instruction. 

20. The non-transitory computer-readable storage medium of claim 17, wherein when 
executed by the processor, the instructions further cause the processor to perform 
steps comprising: 

determining the disk I/O resource consumption according to a disk space, a 
space occupied by the cloud host to be erased, and the corresponding erasing manner. 
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