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Contents Data Management Method

Technical Field

This invention relates to a contents data controlling method and apparatus, a
data processing apparatus, a contents management method and a recording medium,
in which contents data acquired such as by downloading over the network are
reproduced or managed based on the using condition information appended to the

contents data.

Background Art
| Recently, on-line distribution of music contents employing a network, such as
Internet or cable television, has come to be put to practical application.

If, in this distribution system for music contents, the contents distributors
distributing the musical contents over the network do so e.g., over the Web. The user
exploiting this music distribution system uses his or. her own personal computer to -
access the Web furnished by the contents distributor to download the desired music
contents.

Meanwhile, the contents purveyor must supervise the copyright of the contents.
So, the contents distributor recognizes the users, who have accessed the Web over the

Internet, by the ID information or the secret identification code, to distribute the



Contents Data Managenment Method Technical Field This inventior AphiEiEd to a
contents data controlling nethod and apparatus, a data. processing
apparatus, a contents managenent method and a recording nedium in which
contents data acquired such as by downl oadi ng over the network are
reproduced or managed based on the using condition information appended to
the contents data. Background Art Recently, on-line distribution of nusic
contents enploying a network, such asp Internet or cable television, has
cone to be put to practical application. If, in this distribution system
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contents e ne r e. over t e us xplorting

this music distribution. systemuses his or. her own persopal. cogputer to
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desired nusic contents. Meanwhile, the contents purveyor nust supervise

the commerght of the contents. So, the contents distributor recognizes the
users, who have accessed the Wb over the Internet, by the ID information

or the secrefhdrdand & hinmdei 8fcsiftéfits digtributdrs fbishihf the maBicicon&¢ with ,
encrypted nusic contents only to an authorized usef. The contents purveyor
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condition information .differing from one contents purveyor to another. So, the user
has to purchase the player application for downloading or reproduction for each
contents purveyor to repro'dﬁce the music contents in accordance with the pre-set
player application.

Meanwhile, if a user has music contents distributed. from plural contents
purveyors using these plural player applicatioﬁs, music contents of a number of using
condition information are stored on one personal computer.

However, in the respective player applications, the formats of e.g., the using
conditions or the encryption systems of the music cont.eﬁts handled are prescribed such
that music contents of different formats cannot be handled. If these using condition

- formats are discounted in transferring the contents data among different players, plural
using conditions exist for one contents or the specified values stated in the using
condition information, such as number of times of reproduction; stated in the using
condition information, cannot be updated, such that the music contents cease to be

protectable. As a result, the user is unable to handle the music contents on one

personal computer e.g., in a unified fashion.



There are a nunber of contents distributors furnishing the nusl Apdioz(i0dnt s,
with the encryption systemof the nmusic contents or the statenent formt
of the using condition information differing fromone contents purveyor to
anot her. So, the user has to purchase the player application for

downl oadi ng -or reproduction for each contents purveyor to reproduce the
nmusi c contents in accordance with the pre-set player application.
Meanwhil e, if a user has nusic contents distributed. fromplural contents
purveyors using these plural player applications, nusic contents of a

nunber-~Qf ' L1 4 I nformati on are stored on one personal conmputer.
mmvépgc'#akﬂgfwgggg%{'ql% pl ayer applications,.the formats of e.g., the

using conditions or the encryption systens of the nusi,c _contents,handl ed
are prescrilbds therefore @ana@bIgHLP tl&"oﬁf‘“e%f‘i 'S er@ﬁ%@r@?ﬂ“%ﬁnﬁqrge@ nfot be
handl ed. If these using condition formats are discounted in transferring

t he casuntrdlsapparstusmhighdifabdese plurpl spotests preseat onygignga ol iperenl exi st
for one contents or the specified values stated in the using condition
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condition' I nformation, cannot be updated, such that the nusic contents

cease to, be .grotetct alal e. As a result, the user is unable to handle the
musi ¢ CORPRUNIS MNBIEY: ner sonal conputer e.g., in a unified fashion. 1

April 2004 3 Disclosure of the Invention, It is therefore an,qgbjec f th
present i nvkis prethepobiesteifbepressit dRYNLPH 19 PIOY er%pogﬁggsr %Olﬁ§° Pth
enabl gs plural contents present on e.g., a s..ol e i)er sonal | computer {0 be
method.which enables plural contents present on €.g., a sole persona P
handled in a unified fashion, as the protection of the copyrights for the contents is
maintained.

It is still another object of the present invention to provide a srorage medium
having stored therein a program which enables plural contents present on e.g:, a sole
personal computér to be handled in a unified fashion, as the protection of the
copyrights for the contents. is maintained.

It.is still another object of the present invention to provide a data processing
apparatus which enables unified management of contents data handled in a sole system

“of a personal computer, . as: the protection of the copyrights for the contents- is
~maintained, to increase the degree of freedom of handling of the contents data.

It is still another object of the present invention to provide a contents

management method which enables unified management of contents data handled in

a sole system of a personal computer, as the protection of the copyrights for the

contents is maintained, to increase the degree of freedom of handling of the contents



conputer to be handled in a unified fashion, as the protection of the
copyrights for the contents is maintained. It is another objapul28 the
present invention to provide a contents data control nethod which enabl es

plural contents present on e.g.., a sole personal conputer to be handled
in a unified fashion, as the protection of the copyrights for the contents
Is mintained. It is still another @bject of the present invention to

provi de a srorage nedium having stored.therein a program whi ch enabl es
plural,  contents present on e.g:, a sole personal conputer to be handled in
a uni {9934 f ashi on, as the protection of the copyrights for the contents.
Is maintained. It. is still another object of the present invention to
provi de a daisstill acotier pbjccapfahapussent imfentioaltbgsrovitdef 4 stbragn agelint of
contents data handled in a sole system of a personal conputer, . as, the
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still anqther object of the present invention to provide a contents

managdirBdtednis: & salehistam of sopasondi qarepptan isgbsanptestion eittbatcopyrghishandl ed

in a sole systemof a personal conputer, as the protection of the

copyr ifghtise tortehizeis ragmtAneS toSindPialé ah@ @@gre‘eooﬁ fies @nf oft mdtiegr eethef

freedom of handling of the contents t April 2004 4 data. It is still

anot hgzronﬁ Leﬁ;ﬁaof the present invention to provide a storage nedi um having
{

store ere a program whi ch enabl es uni fi ed managenent of contents data

In accordance with a first aspect of the invention, there is provided a control
apparatus for control data for managing one or more contents data and the using
condition information stating use conditions of each contents data and for controlling
the corresponding contents data based on the using condition information, according
to the present invention, includes means for converting the using condition
information stated in a pre-set format into the using condition information of another
format having the same contents.

In this contents data control apparatus, the using condition information, stated
in a pre-set format, is converted into another format having the same contents as the
pre-set content.

In accordance with a second aspect of the invention, there is provided a control
method for control data for managing one or more contents data and the using
condition information stating use conditions of each contents data and for controlling
the corresponding contents data based on the using condition information, according

to the present invention, includes a step of converting the using condition information



handled in a sole systemof a personal conputer, as the protection of the
copyrights for the contents is maintained, to increase the ldépnled0df
freedom of handling of the <contents data. In accordance with a first
aspect of the invention, there is provided a control apparatus for control
data for managi ng one or nore contents data and the using condition

I nformation stating use conditions ofs each contents data and for
controlling t he correspondi ng contents data based on the using condition

i nformati on, accordl? to. the present invention, includes neans for
converstated M DIEiSHy fempali inte the | ysing wendiions infosmation ofparothes formaatat int o
the using condition informati on of another fornmat having the sane

cont erlasing thetshire comdesnt s data control apparatus, the using condition
information, stated in a pre-set format, is converted into another fornat

h h .
sg\éljgg ;sgegﬁﬂfgf ?’E%Iﬁ??\i\a/ten |nt(§ltr€ﬁ r?ﬁé?%s@tg p%gﬁg%tléﬂéon?&r ﬂaﬂcﬁfl@dd for

control data for nanagi ng one or nore contents data and the using

condi 3 BE-Sehiomaks Iseonyeded Hyo dsethes formatdrying ﬂ@a@mecmt@aiws(ih@ Breand f or
controlling the corresponding contents data based on the using condition
I nf or g8t ¢@itentaccording to the present invention, includes a step of
converting the using condition information 1 April 2004 5 stated in a

Pavi ng. t he Baeo bl it (iR RECt Ot R i lerBlol e i r VR B e oy ng
condition information, stated in
medium having stored therein a control program for control data for managing one or
more contents data and the using condition information stating use conditions of each
contents data and for controlling the corresponding contents data based on the using
condition information, according to the present invention, is so configured that the
control program for the contents data includes a processing for converting the using
condition information stated in a pre-set format into the using condition information of
another format having the same contents.

In this recording medium, the control program of the contents data converts the
using condition information, stated in a pre-set format, into another format having the
same contents as the pre-set content.

In accordance with a fourth aspect of the invention, there is provided a data
processing apparatus according to the present invention includes one or more
application for reproduction for managing one or more contents data and the using

condition information stating the using condition of each contents data and for

reproducing the contents data based on the using condition information, and a



a pre-set format, is converted into another format having the same contents
as the pre- set content. In accordance with a third aspect dfApie004

i nvention, there is provided a recording nediumhaving stored therein a
control programfor control data for managing one or nore contents data
and the using condition information stating use conditions of each

contents data and for controlling thg corresponding contents data based on
the using condition information, according to .the present invention, is so
configured that the control programfor the contents data jncludes a

pr oc e $OMY RIS o foBtents) Ranagementgnit ok gnanaging fhe rsomtris dafmpeed s a
pre-set format into the using condition information of another fornat

havi ngisiriyec@atifos difoeinhtion loff thé tonteaatala, ngchegiplicatidh foraeptdductipagr am of
the contents data converts the wusing condition information, stated in a

br 0. st Bnisheihe RS macigfPlent YUEROhVE RIS FOREEE RoBpklR (v

is provided a data Er ocessi_ng apparatus according to the present invention
i ncl uggsteshusest byyogash anphication jand therformpt ofidbe vemgr eenditien dhiymationor nor e
contents data and the using condition information stating the using

condi tihnthefconsils eREYyBHbE sYatbm @l BPthe ERRPRULAINE chRRNECMEAM dnlat a

based on the using condition information, and a 1 April 2004 6
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reproduction or the conprehensive contents managenent unit converting the

cont ethe wsingypondition information from the application for reproduction to the
comprehensive contents management unit.

In this data processing apparatus, the contents data and the using condition
information are transferred by the encryption system of the contents used by the
comprehensive contents management unit and by the format of the using condition
information prescribed by the comprehensive contents management unit.

In accordance with a fifth aspect of the invention, there is provided a contents
management method for managing one or more contents data and the using condition
information, stating the using condition of each contents data and for managing one or
more application for reproduction, and adapted for reproducing the contents data
based on the using condition information, by a comprehensive contents management
unit, according to the present invention, includes transferring the contents data and the
using condition information from each application for reproduction to the

comprehensive contents management unit using a transfer protocol having a unified

format for the contents data encryption system and the using condition information.



system used by each application and the format of the using condition
information into the contents encryption system used by thed%ﬁﬂﬁm@ﬁen5|ve
contents managenent unit and the format of the using condition infornmation
to transfer the contents data and the using condition information fromthe
application for reproduction to the conprehensive contents nanagenent

unit. In this data processing apparatus, the contents data and the using
condition information are transferred by the encryption system of the

contents u by the co rehensi v tents ma uni,t and..hy the
f ormat of i%g‘“w"ﬁﬁm&%% %ﬂeﬂtulﬁ?@f)aa&eo@ ?%%5@?%%{]@5? YHRE EoRfitiBRensi ve
contents managenent unit. In accordance with a fifth aspect of the

i nventnfonmatibe o irsngfevd deidgahe onifexd tsansfem@mogtooeht net hod for managi ng one
or nore contents data and the using condition inf or rration, stating the

usi ng condig, ?Qébrﬂgnfea\gil}gﬁ’ég%ﬁrﬁsﬁg%dﬂh gxgve{ng{onr it o o‘i’rﬂfe recoPdin

application repro |ng t conteﬁts dat a
based on_the using condition |nfornat|on conprehen3|ve conte
manag&diem Raying stored thgreip 2 60mméefrﬁné§@rﬁontw§ AanAgemeRE ppplcat ng erring
the contents data and the wusing condition information from each

appl i egdriaging e bepiceWohtans datat &4v] theoming kendition bdninenion, semgetent uni t
using a transfer protocol having a unified format for the contents data
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I nformation are transferred usi ng the unified transfer protocol. In
accor depredugiiarh andjadapteds farc repspducing i theepentents daler based pnothedusing
recordi ng

condition information, according to the present invention, is so configured that the
comprehensive contents management application includes a processing program for
transferring the contents data and the using condition information from each
application for reproduction using a transfer protocol having a unified format for the
contents data encryption system and the using condition information.

In this recording medium the comprehensive contents management application
stored therein transfers the contents data and the using condition information using the
unified transfer protocol.

In accordance with a seventh aspect of the invention, there is provided a data
processing apparatus comprising: a reception interface for receiving first contents data
furnished from a first contents server and second contents data furnished from a
second contents server; a comprehensive contents management unit, inclusive of said

reception interface, for supervising said first and second contents data and the using



medi um havi ng stored therein a conprehensive contents nmanagenent
application for managing one or nore contents data and the ludpmi209dndi ti on
i nformation, stating the wusing condition of each contents data and for
managi ng one or nore application for reproduction, and adapted for
reproduci ng the contents data based on the using condition information,
according to the present invention, 7§ so configured that the

conprehensi ve contents nanagenent application includes a processing program
for transferring the contents data and the using condition information
from &aealtl%pﬁqfwaaw% Sﬁaaflgrtiaﬁ rt@mgo@ghem hoF %@13 st ard speandoednterlivi ng a
unified format for the contents data encryption system and the using

condi tdacy) andfaonging icondition donversi@c prodirg fﬁedbmﬂihﬁ the fpinehofshy asiggnt ent s
managenent application stored therein transfers the contents data and the

usi ng %ﬁﬂﬂiovtl&i ﬁﬁogﬂétgérg% .%ﬁgéégig?gsgw?ﬁ%tu@rﬁéﬁ seFARSHE ol 286 of M

T

accor dance nvenglon, ﬁhere IS prEV|de a data
processing apparatus conprising: a reception interface for receiving first
cont esHEigerditipn ripfarmagion employedr gt saié roamrshensivee coRipUts SMEBIEPTBYH! ent s
data furnished froma second contents server; a conprehensive contents
nanag e the! Modmati GICtHesIdiAg QondRidh infBAEMidPBf icohRnisaesd Bg lsaRMB&Ionids| ng
said first and second contents data and the using 1 April 2004 7a

condi tiagn infor l.on . statin he.usin ndi.tions .for said first.and
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converting the format of the using condition information enployed by said
first cootenghtused eby evaid neamnpriebensiverstondénts heanagsinmept comifti wWhemeinnfdenat i on
enpl oyed in said conprehensive contents nmanagenent

transferring said first contents data and the using condition information appended to

the first contents data to said comprehensive contents management unit, the format of
the using condition information appended to said first contents data is converted into
the format of the using condition information used by said comprehensive contents
management unit.

In accordance with an eighth aspect of the invention, there is provided a
recording medium having stored therein a comprehensive contents management
software for supervising the first and second contents data and the using condition
information stating the using condition of said first and second contents data to
supervise the contents data based on said using condition information, comprising: a
reception interface for receiving first contents data furnished from a first confents
server and second contents data furnished from a second contents server; a using
condition conversion program for converting the format of the using condition

information employed by said first contents server into the format of the using



unit; the format of the using condition information of contents used by
said second contents server being the sane as the format 0f1%$ﬁl§§@P9
condition information of the <contents used by said conprehensrve contents
managenent unit; wherein when transferring said first contents data and
the using condition informati on appended to the first contents data to
sai d conprehensive contents managenent unit, the format of the using
condition information appended to sai’B -first contents data i s converted
into the format of the using condition information used by said

conpr e e . . :

spect e R AR B RASHRAI e 0 B R
stored_t herei.n a conprehgnsi ve.cont.ents. managenen sof.tware for

super viosTial Of e pistng conditian dfamatia & Somists ik F éalés%eﬁenﬁi SRBteEiH N
information stating the using condition of said first and second contents
dat a tserverpeing ilsesdnie as et fonmat dfitle isisg donditioni idfermatipnosfitlie tdontents
information, conprising: a reception interface for receiving first

conte ' ' : . e ents
dat a Pﬁ%ﬁ?@%gﬁﬁ??§%®§9§§§§%§&§%%?%ﬁ?g&gg%ﬁgﬁ?ﬂgﬁﬁ@ﬁﬁ%ﬂ?gﬁﬁ |§?§%éco ersion
program. for converting the format of the using condition _inforpatjon

enpl oy#dd Hirst gpatenfs §atacend dhe fsing venditiono ﬁ@mfwrh@ppémd%]@ Jg?:a &t Apri
2004 . 7b condition information enpl oyed in said conprehensive contents
manageg@énts data tbheiid fcoriprthafsivdheontghtsgnrangéhennunitf ciadidingat of tlont ent s
used by said second contents server being the sane as the format of the
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format of the using condition information used by said comprehensive contents

management unit.

Brief Description of the Drawings

Fig.1 shows a system structure of a music contents distributing system
embodying the present invention.

Fig.2 explains the configuration of a personal computer used in the content data
management system.

Fig.3 explains the configuration of a portable device included in the content
data management system.

Fig.4 explains functions of the personal computer.

Fig.5 shows an example of display/operation-instructive window.



said first contents data and the using condition information apRgRdRM4t O
the first contents data to said conprehensive contents nmanagenent unit,
the format of the wusing condition information appended to said first
contents data is converted into the format of the using condition

I nformati on used by said conprehensive contents nmanagenent unit. Brief
Description of the Drawings Fig.1l shows a system structure of a nusic
contents distributing system enbody8ng the present invention. Fig.2

expl ains the configuration of a personal conputer used in the content data
management Pﬁé Qmwfé@eﬁng@la'o@'tﬁ@w‘iﬂﬁw@%idiﬂﬂé@éd&ﬂirfgff@gmﬁme@tﬂ@v! ce

i ncl uded in e content ta managenent system Fig. 4 explains functions
of the_ personal .copputer. Fig.5 shows an exanpl e of

displéyg ¥t 19P14¥st ructi ve window. 1 April 2004 8 Fig.6 shows an
exanpl e of the w ndow which the recording prograg]?akes t he giagla uni t
di spl ay. FiBig77 explainsisified bredlingatirerignisihaving differepbiarmptyitopt st
formats fromone distributor to another in the nusic contents distributing

syst engisfritsht8r td hhstheaietetrhesic ebatentndistineing systemf i ed transfer protocol
| ayer and an application layer. Fig.9,illustrates the format of the

routinely Ugfds gl Bt &R (b1aRfon' BUt¥eBRG! WHified transfer protocol layer and an
application layer.
. Fig.9-illustrates the format of the routinely used-using condition information.
Fig.10 illustrates a file constituting the unified using condition information
employed in a comprehensive management unit.
Fig.11 illustrates the structure of an automaton file of the.unified using
condition information.
Fig.12shows an example of an automaton indicating the operation transition of
music contents stated in the automaton stating portion of the automgt'on file.
Fig.13 represents the automaton in a tuple string.
Fig.14 illustrates the structure of the automaton stating portion.
- Fig.15 shows an event and a command defined in a DTD determined based on
the specification of an XML.
Fig.16 shows a first statement example of the automaton stating portion.
Fig.17 is a state transition view of the first statement example.
Fig.18 shows a second st&tement example of the automaton stating portion.

Fig.19 is a state transition view of the second statement example.



Fig.10 illustrates a f ile constituting the unified using condi Ap9IM004

I nformati on enployed in a conprehensive managenent unit. Fig.1l1l
illustrates the structure of an automaton file of the.. unified using
condition information. . Fig.l2shows an exanpl e of an automaton

I ndi catingthe operation transition of nusic contents stated in the
automaton stating portion of the automaton file. Fig.13 represents the
automaton in a tuple string. . Fig. illustrates the structure of the
automaton stating portion. Fig.1l5 shows an event and a command defined in a
DTD det erm ped,Rased on,.the specificatjon.of an XM.. Fig.16.shows a first
st at enent eEég-T%Bé Bwsgﬁg}rgﬁgﬁgpghcgqlgp|en%f IEISFPit%W%OWtaﬂﬁg Hogl}fgnst ate
transition view of the first statenent exanple.. Fig.18 shows a second
stat ement eKigigl ds astate ransitionatiow oftthe ilhgd ptatement example. 19 is a state
transition view of the second statenent exanple. 1 April 2004 9 Fig.20

shows a thi Fib. 32 3hewent foaranpiteneht bhﬁnpw@ﬁmﬂc(}l‘ﬂlt@hatdmmﬁ%tﬁoﬁﬁon. Fig. 21
is a state transition view of the third statenent exanple. Fig.22 shows a
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the structur a paraneter ed using con
informatjon. , Fig.24 illustrates the structure in case the paraneter file
has beHHOPRAHEBA. Fig. 25 iliustrates the structure of a paraneter statement

portion of the paraneter ) )
Fig.24 illustrates the structure in case the parameter file has been changed..

. Fig.25illustrates the structure of a parameter statement portion of the parameter
file. |
Fig.26 illustrates a method for supervising the contents by the comprehensive
- management unit. - ..
Fig.27 illustrates the processing sequence in case the comprehensive
management unit is installed from a CD-ROM.
. Fig.28 -illustrates the processing sequence in case the éomprehensive
- management unit is installed on being downloaded from the network.
Fig.29 iI}ustrétes an updating sequence from a ripping key to an EMD key.
Fig.30 illustrates a first example of the EMD key updating sequence.

Fig.31 illustrates a second example of the EMD key updating sequence. -

Best mode for Carrying out the Invention
Referring to the drawings, a music contents distributing system; embodyingthe

present invention, representing the best mode of execution of the present invention,



file. es a nethod for supervising the contents by the corrprehelnlginsﬂezdﬁidrg. 26

Illustrat managenent unit... . Fig.27 illustrates the processing sequence
in case the conprehensive managenent unit is installed froma CD ROM
Fig.28 - illustrates the processing sequence in case the conprehensive

managenent unit is installed on being downl oaded fromthe network..

Fig.29 illustrates an updating sequence froma ripping key to an EMD key.
Fig.30 illustrates a first exanple ofifgthe EMD key updati ng sequence.
Fig.31 illustrates a second exanple of the EVMD key updati ng sequence. Best

mode | of e SAhInéHA a8k, s fUsRNUdrtehes dReiBafibASydtem 98uBk By S whidfi'si ©

cont en rrbuting system enbodying the present invention,

representi he best. nod f.executiagn,of the pr t ] t] ril
2004 180w Sadihsi TRiciEAIRoL DN & Ry Shid P oearil OO YL e BBl e s
such a system which downl oads the nusic contents froma server to a

per sonalevixenguer ar nawork and pdvick pupervises theserdewopdadpiusiaentaatscand
supervi ses the so-downl oaded nusic contents and nusic contents read out
from apgiic Cohteaverealdloubirans bW P, of Miusic Contents Distributing System
Fig.1l shows a systemconfiguration of a nusic contents distributing system

1 enb?\fj’b}%r&]hgﬁ%ﬁﬁg 3 MINE onfists Distributing System -

- Fig.1 shows a system configuration of a music contents distributing system 1

-~embodying the present invention.

The music contents distributing system 1, embodying the present invention,
includes a personal computer 1, a network 2, such as local area network, a registration -
server 3, a plurality of EMD (electrical music distribution) servers 4 (4-1, 4-2 and 4-3)
distributing music contents, referred to below as contents; and WWW servers 5 (3-1
and 5-2). The personal computer 1 has stored therein a storage medium, such as a
memory card, over USB cables 7 (7-1, 7-2 and 7-3), and is connected to portable
devices 6 (6-1, 6-2, 6-3) as a portable music reproducing equipment for reproducing
the contenfs.

.. - The personal computer 1 is connected over a network 2 to the EMD registration
server 3, EMD servers 4 (4-1, 4-2 and 4-3) and to the WWW (World Wide Web)
servérs 5 (5-1 and 5-2).

The personal computer 1 receives contents compressed in accordance with a -
pre-set compression system, and encrypts the compressed contents inaccordance with

a pre-set encryption system for storage. As the compression system, ATRAC



The nusic contents distributing system 11, enbodying the presequbﬁNgmmion,

I ncl udes a personal conputer 1, a network 2, such as | ocal area network, -a
registration - server 3, a plurality of EMD (el ectrical rnusic distribution)
servers 4 (4-1, 4-2 and 4-3) distributing nusic contents, referred to
bel ow as contents, and WWVservers 5 (5-1 and 5-2). The personal conputer
1 has stored therein a storage nedium such as a -nenory card, over USB
cables 7 (7-1, 7-2 and 7-3), and is ponnected to portable devices 6 (6-1,
6-2, 6-3) as a portable nusi ¢ reproduci ng equi pment for reproducing the

conten The ona c t tR3the EMD
Feqi StEdRPRY BB toing 4 ffrf%iﬁ‘%ﬂ 3’9’3‘“ SMPES sa ByeRd) ow
(Wrld Wde Wb) servers 5 (5-1 and 5 ersonal er, receives
contermgy@@rﬁﬁdss‘b&jthﬁﬁlﬁ‘é}fm%%eWPWréﬂ‘ %F" r%lpé‘ssg%b‘i? g)yif%m and
encrypts the conpressed contents in accordance with a pre-set encryption
syst erexfadiplef 3ra@d. As the conpression system -ATRAC 1 April 2004 11
(adaptive transform acoustic coding) 3 (trademark) or MP3 ( MPEG audi o

| ayer - 3) ”ﬁ%/gér%gmg%% ﬂ%thh@teﬁr@dd&hb OtheSpérs6ial ctrapiicptl alo(Watives

encryption s exanple, 1s used. In receiving the distributed

cont en per.sona 0 1l.als r :
condi t‘ﬁléﬁlmﬂ?‘orlhsé’ﬂg &Qndftﬁd%ﬁ%t?ﬁeqﬁéﬁ%%gﬁ% 8"?§I§élsécpﬁﬁ‘?%§sfbpgg%t ents,
to record the distributed data, When__recordi conte ts r.ea out from
e.g., contetsstereserd ailstilh%%d datag &Q?F&I&F@'sdq%&%%?%“ oGafl aub i
i nformati on

e.g., a CD, the personal computer 1 generates the using condition information -

depending on the contents reproducing conditions to record the generated using
condition information.

. Also, the personal computer 1 records and stores the. contents, recorded -
encrypted, in the portab!e devices 6 (6-1, 6-2 and 6-3), over th USB cables 7 (7-1, 7-2
and 7-3), along with the relevant information, such as the using condition information,
titles of musical numbers or the names of the performers, while updating the using
condition information responsive to the recording and siorage. This processing is
called checkout. In this checking-out operation, the number of times of possible
checking-out cperations for the contents, recorded by the personal computer 1, is
decremented. by 1 in the using condition information. If the number of times of
possible checking-out operations is 0, the corresponding contents cannot be checked
out. .

Moreover, the personal computer 1 erases the contents stored in the portable

devices 6 (6-1, 6-2 and 6-3), through the USB cables 7 (7-1, 7-2 and 7-3), and updates



depending on the contents reproducing conditions to record the gefenaged
using condition information. Al so, the personal conputer 1 records and
stores the, contents, recorded encrypted, in the portable devices 6 (6-1,
6-2 and 6-3)', over th USB cables 7 (7-1, 7-2 and 7-3), along with the
rel evant information, such as the using condition information, titles of
musi cal nunbers or the nanes of the perforners, while.updating the using
condition information responsive to t{ie recording and storage. This
processing is called checkout. In this checking-out operation, the nunber

of timeg rP@éo%id?{lsnI@Bﬁﬁgﬁ&gm%&oaméﬁwm&e é@euﬁéﬂenﬁ@e;a@m Sopdi Ao ded by

t he personaf decrenent ed I'n the using condition

i nformation. If- er of tines o si bl e checki ng t tlons
o 0, ohaadisdratieshnd: g Gonelrskeinmpratonetg R OE AL ARSI o
personal conputer 1 erases the contents stored in the paortable deV|ces 6
(6-1, 6elecking-6uBpperationsghcetded bsBheasrsanal computerrl,dsaneremenyed b

updates | April 2004 12 the using condition information in aSSOC|at|on

Wi th thg ighatdd Gat TilY Corféms wisy 4186 batmade unusableinseddadfesding Brased. t his
check-in operation, the nunber of tines of the possible checking-out
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device 6. That is, the per sona
. .computer 1 is only ableto check-in the contents checked out by no other than the
personal computer 1.

When the personal computer 1 has started acquiring the contents from the EMD
servers 4 (4-1, 4-2 and 4-3), the EMD server 3 is responsive to a request from the
personal computer 1 to transmit an authentication key necessary for -reciprocal
authentication between the personal computer 1 and-_the EMD servcr;s 4 (4-1,4-2 and
4-3) to the personal computer 1, over the network 2, while transmitting the program
for-connection to the EMD servers 4 (4-1, 4-2 and 4-3) to the personal computer 1.

The EMD servers 4 (4-1, 4-2 and 4-3) are each responsive to a request of the

- personal computer 1 to furnish contents to the personal computer 1, over the network -
2, along with the uging condition information and data relevant to the contents, such
as the titles of the music numbers or the performers.

The contents distributed by the respective EMD servers 4 (4-1, 4-2 and 4-3)

have been compressed in accordance with a pre-set encryption system which may

differ from one server to another. On the other hand, the contents furnished by the



:conputer 1 is. only able to check-in the contents .checked outaApyl 2m040t her
than the personal conputer 1. Wen the personal conputer 1 has started
acquiring the contents fromthe EMD servers 4 (471, .4-2 and 4-3), the EMD
server 3 is responsive to a request fromthe personal conputer 1 to
transmt an authentication key necessary for -reciprocal authentication
bet ween the personal conputer 1 and. the EMD servers 4 (4-1, 4-2 and 4-3)
to the personal conputer 1, over thejpetwork 2, while transmtting the
program for connection. to the EMD servers 4 (4-1, 4-2 and 4-3) to the
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t he personal conputer 1, over the network 2; along wth,the using.
condi tsebencnipdionesyistam avlichimay alsp eiider from epesuyer tharothgich as the.
titles of the music nunbers or the perforners. . The contents distributed

by the resppgé WWBMEESersV8I(S-14 52) dre dach pflodsiSe to hhy eedpesn fromhessed in
accordance with a pre-set encryption systemwhich may differ from one
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request fromthe personal conputer | to furnish to the personal conputer 1
dat a covmpamoratidhdataccoarespondingdo theicontents nehd ovbfrosmthe CIyaschasdhbum name
of the CD or the CD selling conpany) and data corresponding to the
cont engifmé of thHfusi¢a Munitee oEkhe 6¥@iPose’s i®me; to the personal computer-1.
The portable devices 6 (6-1, 6-2 and 6-3) reproduce the contents furnished from
the personal computer 1, that is the content as checked out, to output the reproduced
contents to e.g., a headphone, not shown.
Each of the portable devices 6 (6-1, 6-2 and 6-3) has a recording medium for
storage of the contents. Asthe recording medium, a unremovable IC memory, loaded
Ao-n an internal'substrﬁtc of an apparatus, or a removable memory card, is used. . The
-portable devices 6 (6-1, 6-2 and 6-3) are connected to the personal computer 1 over
physical interfaces 7 (7-1, 7-2 and 7-3), such as USB, for transferring the contents.
. The contents, to which is also appended the using condition information, are
transferred in the encrypted and compressed form. |
The portable devices 6 (6-1, 6-2 and 6-3) are usually employed in-such a state
that the respective devices 6 are disconnected from the personal computer 1. If a

replay command is issued from the user in this state, the encrypted contents are read

out from the recording medium and reproduced. Moreover, the portable devices 6 (6-



name of the nusical nunber or the conposer's nane, .to the perisamal 2004
conputer 1. The portable devices 6 (6-1,6-2 and 6-3) reproduce the contents
furnished from the personal conputer 1, that is the content as checked
out, to output the reproduced contents to e.g., a headphone, not shown.
Each of the' portable devices 6 (6-1, 6-2 and 6-3) has a recordi ng nmedi um
for storage of the contents. As the recording nedium a unrenovable |IC
menory, |oaded .on an internal substiéate of an apparatus, or a renovable
menory card, is used. . The portable devices 6 (6-1, 6-2 and 6-3) are-

connect t t r n 7 2
ComecLEt Zoul I IFRIAAR SRRKIE B cnprAmtch ielostond i,

ntents The contents,
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6-2 and 6- 3) are usual |y enpl oyed i n- such a state that the respective
devi cesthe contends,saompdatingdhe Flémgtmdﬁié?ls sfarmadeduter 1. 1 a replay
command is issued fromthe user in this state, the encrypted contents are

read out frinhelfelioeées,df inds arebaessando distingistettie putablovdevicehe (Gdr,t abl e
devices 6 (6 1 April 20 )4 14 1, 6-2 and 6- 3) manage control for limting

~ the repgodypt s« f{&ﬂ%%% a%tﬁé}emé |28 SI@gpﬁetetéﬁéu t&ﬁ@ FRIbIRHeIRRRHled to the

respective cont or as nebes ary, |ng t he ontents or updating

t he using conditjion infor f ow_n unnecessary to
i st ngutsh itk o abiap ool ads thRpation oftneihffiguistian of Tob MRS
they are sinply referred to as portable devices 6. FIG- 2 is an

expl anatampuier fust rati on of the configuration of the.persona

As shown, the personal computer 1 comprises a CPU (central processing unit)
11. The CPU 11 actually executes a variety of applications (will further be described
later) and OS (operating system). A ROM (read-only memory) 12 is also provided in--
the personal computer. 1, and generally stores basically fixed data of programs and .
computational parameters used in the CPU 11. - Also, a RAM (random-access
- memory) 13 is included in the personal computer 1 to store programs used for
cxecutit)n of the applications and OS by the CPU 11 and parameters which are
appropriately variable in the execution of the applications and OS. The CPU 11, ROM
12 and RAM 13 are mutually connected to each other by a host bus 14 composed of
a CPU Dbus, etc.
The host bus. 14 is. connected to an external bus 16 such as PCI (peripheral
.. component interconnect/interface) by a bridge 15.
- A keyboard 18 is operated by the user to inpttt various commands to the CPU

11. A mouse 19 which is used by the user to point and select a point on the screen of



conputer 1. . . As shown, the personal conputer 1 conprises a 1Giptil(Z0eatral
processing unit) 11. The CPU 11 actually executes a variety of
applications (will further be described later) and OS (operating systen).
A ROM (read-only nenory) 12 is also provided in. the personal conputer. 1,
and. generally stores basically fixed data of prograns and conputati onal
paraneters used in the CPU 11. Also, a RAM (randonmtaccess nenory) 13 is
included in .the personal conputer 1 4g store prograns used for execution
of the applications and OS by the CPU 11 and paraneters whi ch are

150" Rt el A 1o e ﬁgégn‘@?ﬁﬁ‘% I GRY EfhotRaal "o

14 conposed of, a CPU b ost. bus, 14 |s connect
ext er ndPbglte ‘116P]§M@n"%&etl759|f mfg’ﬁ'@ﬁpﬁﬂéil g‘i‘ g Bbadext 4y ex %?ﬁf'ecg?ﬂﬁ?rer face)

by a bridge 15. A keyboard 18 is operated by the user to input various
comandm HDDH@agPdiscldrive) Abusives 9 haridcdiscdouweite loy read aupmgrem fwobet . and
select a point on the screen of | April 2004 is a display unit 20. The

di spl ayexlé%fed i @pli PhAd ﬁfﬂéﬁhahom@m@bnwh%d(diaé hode-ray tube) to
display a variety of information in the formof a text and/or inage.

program to BB e s gyt bt Bradhat %Sa?nflﬁﬁh&&o%%%@bﬁc IG5 ne hara -
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44, whichever is connected to the drive 22, and supplles the read data or program to -
the RAM 13 connected thereto by an interface 17, external bus 16, bridge 15 and host
- bus 14. |
The USB port 23 (23-1, 23-2, 23-3) has the portable device 6 (6-1; 6-2, 6-3) .
connected thereto by the USB cable 7.(7-1, 7-2, 7-3), and outputs data (inclﬁding a
content or a command to the portable device 6, for example) supplied from the HDD
. 21, CPU 11 or RAM 13 to the portable device 6 (6-1, 6-2, 6-3) via the intérface 17,
external bus 16, bridge 15 or host bus 14.
An audio input/foutput interface 24 having an IEC (International -
~Electrotechnical .Commission) 60958 terminal 24 interfaces. a -digital audio.
input/output or an analog audio input/output. A speaker 45 provides a predetermined-
. sound-corresponding to each content based on an audio signal supplied from the audio
input/output interface 24.

The accessories including the keyboard 18, the mouse 19, the display 20, the

HDD 21, drive 22, the USB port 23 and the audio input/output interface 24 are



44, whi chever is connected to the drive 22, and supplies the rleaptild:®0d or
programto the RAM 13 connected thereto by an interface 17, external bus
16) bridge 15 and host bus 14. The USB port 23 (Z3-1, 23-2, 23-3) has the
portable device 6 (6-1; 6-2,.6-3) connected thereto- by the USB cabl e
7-(7-1, 7-2, 7~3), and outputs data (including a content or a command to
the portable device 6, for exanple) supplied fromthe HDD 21., -CPU 11 or
RAM 13 to the portable device 6 (6-1,166-2, 6-3) via the interface 17,
external bus 16, -bridge 15 or host bus 14. An audio input/output interface

24 havigg 8Bl | REHIa) | PWlich iy G Eieelia eah CITOTIT bpilerixt 69863

term na nterraces a digital audio - i1nput/output or an anal og audi o

i nput / qut puf . speaker, 4 rqyi des a predeterm ned - sound-

corres ‘i&“@@e ?Pi@ﬂ%éﬁ? ased on an audio signal supplied -fromthe
audi o input/output interface 24. The accessories incluging t he keyboard 18,

the nouse 19A commmunispliens Hock 2heonmptedip, thanetimeork?, apd &rapsmit, 85 sloyed ang
the audio input/output interface 24 are 1 April 2004 16 connected to the

interf ?ig;g»aéﬁet‘é’@ﬁ 6 Prédetdraiifed manaBRehteE.¢ ordguestAr idgistyatidreoereraestdbr bus
16, bridge 15 and host bus 14. A communi cations bl ock 25 connected to.the
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 CPU11,RAM 130rHDD 21 viathe network 2. -« -~ .« :

The CPU 32 of an adaptor 26 formed integrally as a semiconductor IC, and
connected to the personal computer 1 is connected to the CPU 11 by the cgtemal bus
16, bridge 15 and host bus 14 and thus cooperates with the CPU 11 to effect various
processes. The RAM 33 stores data and programs necessary for execution of the .
various processes by the CPU 32. The nom‘rolatile memory 34 stores data which have
to be held still after the personal computer 1 is turned off. Tlie ROM 36 stores a-
program for decryption of an encrypted program transferred from the personal -
computer 1. The RTC (Real Time Clock) 35 keeps time to provide time information.
The semiconductor IC is designed to have a secured environment and has tolerance
toward fraudulent accesses from outside. This function may be stmb-tured inasoftware - -
program.

The communications block 25 and adaptor 26 are connected to the CPU 11 by

the external bus 16, bridge 15 and host bus 14.

Referring now to FIG. 3, the portable device 6 is schematically illustrated in the



CPU 11, RAM 13 or HDD 21 via the network 2. The CPU 32 of an adaptioz0036
formed integrally as a sem conductor I C, and connected to the personal
conputer 1 is connected to the CPU 11 by the external bus 16, bridge 15
"and host bus 14 and thus cooperates with-the CPU 11 to effect various
processes. The RAM 33 stores data and prograns necessary.for execution of
the . wvarious processes by the CPU 32. The nonvol atile nenory 34 stores
data which have to be held -still after the personal conputer 1 is turned
off. The ROM 36 stores a programfor decryption of an encrypted program

transf rrhg&g%?&ﬁ&ggpﬁ%‘sonal - conmputer 1. The RTC (Real Tinme C ock) 35

keeps 11 0 provi I'me information. The sem conductor IC is designed
to have a secured envirgnnment and s tolerangce tagwar udul.ent accesses
from out o1 d& PoMRISTHIE vl g e ctBe e Tam S5 Pelkr 10 B gt The
communi cations bl ock 25 and adaptor 26 are connected to the CPU 11 by the
ext er npowbuef 4 predotenigimed 3 olinge Hupplping the poret de conparents om &CRU” t he
portable device 6 is schematically illustrated in the 1 April 2004 17 form

of a biDekKdfphg) @il 67, tH@?%We@bfr@MitSZWilmnydtmﬂ_ae enlitegertsblpplel e 6.r om a
dry cell 51 to“an internal power of a predeterm ned voltage. Supplying the

W1 thus o cqreslieangbregn CAud READY (ISP Bmect S RA UsBeu! {52
Lo PSR SRR S R SRR en Tt i =
the personal computer 1 to the CPU 53 via an internal bus 58. - |

A data to be transferred from the personal computer 1 is composed of data of
64 bytes per packet, and transferred from the personal computer 1 at a'transfer rate of
12 Mbits/sec.

A data to be transferred to the portable device 6 is composed of a header and
content. The header stores a content ID, file name, header size, content key, file size,
codec ID, file information, etc. and also using condition information, etc., néccssary :

.for the playback limitation. The content is coded by the encoding method such as -
ATRAC3 and encrypted.
-The header size iﬁdicates a data length of a header (e.g., 33 bytes), and the file-
. size indicates a data length of the content (e.g., 33,636,138 bytes).

The content key }s a key for decryption of an encrypted content, and transmitted

from the personal computer 1 to the portable device 6 in a format encrypted based on

a session key (provisional) generated via a mutual authentication between the personal

computer 1 and portable device 6.



t he personal conputer 1 to the CPU 53 via an internal bus 5. 8.1 ApriléX084t 0 be
transferred fromthe personal conputer 1 is conposed of data of 64 bytes
per packet, and transferred fromthe personal conmputer 1 at a-transfer rate
-~ of 12 Miits/sec. A data to be transferred to the portable device 6 is
conposed of a header and content. The header stores a content ID, file
nanme, header size, content key, file size, codec ID;, file information,
etc..and al so using condition informagigon, etc., necessary for the

pl ayback |imtation: The content is coded .by the encodi ng nethod such as

ATRAC3 and eqgf Segho ﬂ)&)rgéﬁ?e P@fﬁ@@r 6 1 &l EBdcl%tm% @SE‘P{B@H b%ﬂﬁttheﬁerﬁ)ﬂ?ﬁader

(e.g., 33 byte S|ze|n|catesadata ength -
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conmputer 1 to the portable device 6 in a format. encrypted based on
sessi ortheeyortatrlowlesiemélandgensenal @ompuienl mikhismutyehawthieatication lﬁe@fN@en t he
personal conputer 1 and portable device 6. 1 April 2004 18 When the.

~ por t abl ghiRVipeEre8pbiisca PRERSE ekdmiple.t Nete 458 HDISP @igitd] sigveal prosszsat) SSogput er
1 by the USngat?gg 7, ere will be nmade a nut u(gsgaut hge];at }pgatlon )bet ween
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signal praqcessor) 59 is PFOVIded in the portable device 6 to decrypt
an encr$igl E‘dlg@o"rﬁ"ﬁB?ﬂS-evWBﬁak‘&’én ICHIET Sripn erespor\se fype authentication is

done.
The above-mentioned challenge-response type mutual authentication is such

that in response to a certain value (challenge) generated by the personal computer, for
example, there is generated a value (response) by the portable device 6 by using a
private key common to both the portable device 6 and personal computer 1. In the .
challenge-response type mutual authentication, the value generated by the personal
computer 1 varies at every authentication. So, even when for example a value
generated-using the private key and outputted from the portable device 6 is read, that
is, a so-called disguised. attack takes place, the personal computer 1 can detect a.
fraudulence since a next mutual authentication is done using a different value.
.. The content ID is an ID for a content to.identify' the content. -
The codec ID is an ID corresponding to an encoding method for a content. For
. example, a-codec ID of “1” corresponds to ATRAC3 while a codec ID of “0”
corresponds to MP3 (MPEG (Moving Picture Experts Group) Audio Layer-3).
The file name is a data resﬁlted from conversion of a content file (will further

be described later) corresponding to a content and recorded in the personal computer



The above-nentioned chal | enge-response type nutual authenti catliAprili2908uch
that in response to a certain value (challenge) generated by the personal
conputer, for exanple, there is generated a val ue (response) by the
portabl e device 6 by using a private key common to both the portable
device 6 and personal conputer 1. In the challenge-response type nutua
aut hentication, the value generated by the personal conputer 1 varies at
every authentication. So, even when fgy exanple a value generated using
the private key and outputted fromthe portable device 6 is read, that is,

a so-c ed di i - n

det oot 508 AT AR Bh AEorASERRRCEe InERTALH L eTRMhED ok
different value. The content ID,is an ID for_ a CFntent to iﬁﬁ tify the

" cont erthe tile inforaiion Bacatiresilisd fram sopY eisisanal fsic Bivce SEeRGtRL: hod
for acontent. For exanple, a codec ID of "1" corresponds to ATRAC3 while a
codec Iianeé), haine afthe adisbpliyingthyRusid/piece (vme ofjthe songweitexplthe sm@ioup)
Audi o Layer-3). The file name is a data resulted from conversion of a

cont entyit hlel offtHE EBRIposbEo iR Ghi e Hidalteran ASTIPesa@adi ng to a content
and re érﬁgégrlﬁﬁmtchogtgersoﬁgls c%rrputer 1%}6\pril 2004 19 1 to an ASC I
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(content nane), nanme of the artigst a%%eag' rhg t he nusic, pi ece, nane _of the
songwr ifren the fersongl spmpulsr de theCPHat WHich sreculsfio®ain progia 1rad fom; ece
to an ASCI1 code. Wen the portable device 6 receives a content and. a
cont enta WAMe SdosmROM 55,0milt hecaper fmneirite @opunend,lcomntha . LPldsb 3nehiarly
executes a main programread from ' _
controller 60 and write to a flash memory 61 the content received from the personal
computer 1.

The flash memory 61 has a storage capacity of about 64 Mbytes to store the
content. Also, the flash memory has stored therein in advance a playback code for
expahsion of a content having been compressed in a predetermined manner.

Note that. the flash rhemory 61 may be formed as a.memory card which is

-, connectable to, and removable from, the portable device 6.
When the CPU 53 is supplied with a playback command corresponding toa
- push-down operation of a play/stop button (not shown) via an operation key controller-
62, it will make the flash memory contrelier 60 read the playback code and content
from the flash memory 61 and transfer them to the DSP 59 of the portable device 6.
~ After detecting error in the content in the CRC (cyclic redundancy check)
method according to the playback code transferred from the flash memory 61, the DSP

59 will play back the content and the played-back data (indicated with a reference D1



-a RAM 54 or ROM 55, will receive the wite comand, control. laApril2004
menory controller 60 and wite to a flash nenory 61 the content received
fromthe personal conputer 1. The flash nenory 61 has a storage capacity
of about 64 Moyytes to store the content. Al so, the flash nenory has stored
therein in advance a pl ayback code for expansion of a content having been
conpressed in a predeterm ned manner.- Note that. the flash nenory 61 may be
formed as a: nenory card which. is @0Bnnectable to, and renovable from the
portabl e device 6. . Wien the CPU 53 is supplied with a playback comrand

corr esRRMEN8) k@ adigi Pﬂm mlahlcﬁl@uﬁfﬁfia pl ay/ stop button (not shown)
via an operat?on -k y controller it wll. nake the flash nenory

controller p C c S ry 61
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.error in the content in the CRC (cyc re undan che

: accord|pTQVt§16ﬂH§SI§F5é%ﬁ@ﬂah@d{@"ﬂ"r@afﬁé?Bia etl?cﬂ alsgci rge%ﬂ;rghockt he DSP
59 will play back the content and the pl ayed- back dat a émndl cat ed W|th a

‘referernyCIK froMpanl ex@efl Aystah ostillat®) 594, aandi guppligsathe digitadfanateg on
circuit 63. The DSP 59 is formed integrally with a transm ssion circuit

(not  showa) <5 S EAEE3 Wit 8@ fhiiteR2b s GLEY bit eldtk BChKayeerate ddbycant ent

18l
based on a: &ﬁer cFock K from an exter nal crystal oscillator 59A - and
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-O.n t .he prrrgaét%;milgdof(;gqul\é%g, 21?(? ar? 35&28112 block LRCLK composed of an L-channel -.
cdlock LCLK and R-channel clock RCLK in the units of frames. |
For playing back a content, the DSP 59 will supply the above-mentioned
operating clock to the digital/analog conversion circuit 63.according to the playback
code.. When playing back no content, the DSP 59 will stop-supplying the operating -
clock according to the playback code to turn off the digital/analog conversion circuit
63, thereby reducing the power consumption of the entire porté.ble device 6.
Similarly, the CPU 53 and USB controller 57 have external crystal oscillators
53A and 57A connected thereto, respectively, and effect predetermined operations on
. the basis of master clocks MCLK supplied from the oscillators- 53A and 57A,
respectively. . |
Because of the above-mentioned construction, the portable device 6 needs no
clock generation module to supply a clock to each of the.CPU 53, DSP 59 and USB

controller 57 and thus can be designed to have a simpler and more compact circuit

construction.



predeterm ned frequency, and an operating clock LRC. LK conposeslprif20an
L-channel clock LCLK and R-channel clock RCLK in the units of franes. For
pl ayi ng back a content, the DSP 59 will supply the above-nentioned
operating clock to the digital/anal og conversion circuit 63 according to

t he playback code.. Wen playing back no content, the DSP 59 w Il stop
-supplying the operating clock according to the playback code to turn off

t he digital/anal og conversion circuityy 63, thereby reducing the power
consunption of the entire portable device 6. Simlarly, the CPU 53 and USB

controller h I C
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device 6 needs no clock -generation nodule to supply a clock to each of

t he. CPWikajt GASnmphfientheldBBio signalalisepphas i iwheaddphonarvibe hdedplpmedack have .
a sinpler and nore conpact circuit construction. | April 2004 21 The

di gi taldsanal og conversion circuit 63 converts a played-back content to an
- anal og audi o signal and supplles It to an anpllflcatlon circuit 64. The

lif t .t h d
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pressed, the portable device 6 pl aYs back a content stored in the flash ‘
- menor y ®ntameredna the dlash memophel undes the copfeel efhthe CPU 53.. When the

play/stop button is presscd in the course of playing back a content, the portable device
6 will stop playing back the content.
When the play/stop button is pressed after stopping the content playback
. operation, the portable device 6 will resume the content playback at the position where
. the playback: (;peration has been stopped under the control of the CPU 53. When a
time of a few seconds has passed with no additional operation effected after the
playback operation is stopped by pressing the play/stop button, the portable device 6 .
-will automatically shut off the power supply, thereby reducing the power consumption. -
It should be noted here that when the play/stop button is pressed after the power
- supply is turned off, the portable device 6 will resume the playbackat the first music -
piece or music piece Ne. 1 without playing back the content at the position where the
playback operation has previously been stopped. - -
.Also, the CPU 53 of the portable device 6 makes an LCD controller 68 display .-
on a display unit 67 a playback mode (e.g., repeated- play, introducing play, etc),

equalization adjustment (i.e., gain adjustment for a frequency band of the audio



pl ay/stop button is pressed in the course of playing back a cdnAgtit200the
portable device 6 will stop playing back the content. Wen the play/stop
button is pressed after stopping the content playback operation, the
portable device 6 will resune the content playback at the position where

t he pl ayback: operation has been stopped under the control of the CPU 53.
Wen a tinme of a few seconds has passed with no additional operation
effected after the playback operati o#is stopped by pressing the play/stop
button, the portable device 6 .wll automatically shut off the power

suppl y, sighenemymbedies ngid pﬁc@qam_ymgumm ppeiation modessuchasipday; stagy fastr e
that when the pl ay/ stop button is pressed after the power supply is turned

of f . thﬁ)r%"r&"ahhffaﬁer\éhgﬁd,%\a‘ inforhpidHEchGsRoa ot anloydlidge!Ievusint,

pi ece or nusic out playing back the content at” the position
wher e tg& r|o ei]bﬁﬁk operation has previously been stopped. Also, the CPU 53
of the qry vice 6 makes an LCD controller 68 display on a display
unit 67 a playback node (e.g., repeated pla i nt.roduci ng Iay etc),

equal i zat i onFarther theepertqtile dcylcgéustpraa}rugta PR@M&&&I@};{UE f gamtentst t he
audio 1 April 2004 22 signal), nunber for nusic piece, playi ng tinme,

oper at i QRitfEd@sa Sl4SH nsm o280, Keationd af blocksrofidhel flast rhembry 6 incwhiohd
i nformati on such as sound “vol ume and voltage level in the dry cell 51.
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cont ént catlons of bl ocks of tHe flaéh

menory 61 .in y}gl ch .conten re witten, respectively, and a so-called FAT
(file: aVPB@‘éFH Arpatipn stor in the mem ory.- . R -

It should be noted that in fhis embodiment, a content is taken as one block of
64 kbytes and a location of the block for the content .of each music piece is stored in
the FAT. | |
. In case a FAT is stored into the flash memory 61, when the content of a first
music piece is written into the flash memory 61 under the control of tﬁc CPU 53, the
location.of a block corresponding to the content of the first music piece will be written
as FAT into the flash memory, and then when the content of a second music piece is -
written into the flash memory 61, the location of a block corresponding to the content
.- of the second music piece will be written as FAT into the flash memory 61 (in the .
‘same area as that in which the first music piece has already been written).
In this way, a FAT is rewritten each time the content is written into the flash
memory 61 and further the same data will be written again for reservation to protect

. the data.

When FAT is written into the flash memory 61, the same area in the flash



various information stored in the menory.. - - It should HeApdit20d4t hat
in this enbodinent, a content is taken as one block of 64 kbytes and a
| ocation of the block for the content of each nusic piece is stored in
the-FAT. In case a FAT is stored into the flash nenory 61, when the content
of -a first nusic piece is witten into the flash nenory 61 under the
control of the CPU 53, the |I|ocation of a block corresponding to the
content of the first nusic piece wilbzbe witten as FAT into the flash
menory, and then when the content of a second nusicpiece is witten into

he fl . | : - [
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into the flash nmenory 61 and further the sane data will be witten again
for reaembet oftimes for otwdte of the fishanemoey 6EATIll e wached soi thabtherftash ash
menory 61, the same area in the flash 1 April 2004 23 nenory will be

rewi tﬁ‘ﬁ:‘i‘ﬂéﬂﬁﬁ SEWSA ot PRI sRI¥ ahgslbﬁ'gef‘."“ te of the first content. For

this reason; when content wite h been made a small nunber of tines, a
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oA ~write of each content. '

By storing into the EEPROM 68 a FAT which is rewritten a large number of

~ times, the portable device 6 can be adapted such that contént can be written into the

flash memory 61 at a frequency tens times larger than that at which FAT is stored into

. the flash memory 61. Further, since the CPU 53 makes the EEPROM 68 additionally

store FAT, the same area in the EEPROM 68 is rewritten at a reduced frequency to
.prevent the EEPROM 68 from early becoming not rewritable.

When the portable device 6 is connected to the personal computer.1 by the USB--
cable 7 (which will be referred to as “USB connection” hereinafter), it is recognized
based on an interrupt signal supplied from the USB controlier 57 to the CPU 53 that

+ the USB connection has been Iﬁade.

When the portable device 6 recognizes the USB connection, it is supplied with

-an external power of a specified cuirent value from the personal computer 1 via the

“USB cable 7, and makes a power circuit 52 stop the power supply from the dry cell 51.

When the USB coﬁnection is established, the CPU 53 will stop the DSP 59 from



wite of each content. . By storing into the EEPROM 68 a FAT \ihAmii 2084
rewitten a | arge nunber of tinmes, the portable device 6 can be adapted
such that content can be witten into the flash nenory 61 at a frequency
tens tinmes larger than that at which FAT is stored into the flash nenory
61. Further, since the CPU 53 nakes the EEPROM 68 additionally store FAT,
the sanme area in the EEPROM 68 is rewitten at a reduced frequency to
.prevent the EEPROM 68 from -early begém ng not rewitable. . Wen the
portabl e device 6- is connected to the personal conputer 1 by the USB
cable 7 A 1L e eghet ' b QR | iedt 1S
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recogni ased on an interrupt signal supplied fromthe USB c roll er

57. to the U 53 - that the USB caonn ' hase: n en..t

por t abl trogé&fecgeréop chmlggg‘fﬁpén Gé%e%dgﬁé.Q@‘{]?%%?f‘%?%Pé‘%ﬁﬁg?)ﬁu}égaq&ﬁ{]ﬁw an
external power of a sBecifi_e_d current value fromthe personal conputer 1
vi a t heextiggmlpayver of the speciird sumrepbilue cppalivaysbe suppliethe power: suppl y
fromthe dry cell 51. When the USB connection is established, the CPU 53

wi Il stop th#hRSRvhén {ieoUSB dimietti@h ¥lestablishledyihegCBRICK3 makestacsetectibmus,
the CPU S3 will prevent the external power supplied fromthe personal

conput epeﬂéénomewgg%@gﬂfeaeﬁéﬁ Udrgdceﬂug Ak tge'pt?wéfos& fed! H6m et er nal

power o e spe rrent val ue can al ways be ‘suppl i ed. Thus, en the
USB connecti 013 i s establi heid., ihhe. CPU 53 nakes a sel ectf' on ,.bet ween 1t he
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personal conputer 1. That. is, the inexpensive external power fromthe
per sonafomputer 1 can be used, and so the costly power supplied from the dry cell 51 .and-

which costs high is less consumed. Thus, the dry cell 51 can be used for a longer
.service life.
Note that when supplied with the external power from the personal computer
- 1 via the USB cable 7, the CPU 53 stops the DSP 59 from playing back a content to
reduce the radiation from the DSP 59, so that the radiation of the entire system
. including the personal computer 1: can further be reduced.
The.-functions of the.personal computer 1 implemented by - exec;ution of
programs installed in the personal computer 1 will be explained in the following.-
- Referring now to FIG. 4, there is illustrated a diagram of the personal 60mputer
1, explaining the functions of the personal computer 1, implemented by execution of . -
predetermined programs.
As shown, the personal computer 1 uses a content management program 111
which is composed of a plurality of programs including an EMD selection program

131, check-in/check-out management program 132, copy management program 133,



conputer 1 can be used, and so the costly power supplied fromlApribz(f4cel
51 and - which costs high is | ess consuned. Thus, the dry cell 51 can be
used for a longer service |ife. Note that when. supplied with the externa
power fromthe-personal conmputer 1 via the USB cable 7, the CPU 53 stops
the DSP 59 from pl aying back a content to reduce the radiation fromthe
DSP 59, so that the radiation of the entire system including the personal
computer 1 can further be reduced. Thg functions of the personal conputer 1
i npl emented by execution of prograns installed in the personal conputer 1
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Il lustrated a diagram per’'sonal *conputer 1, explalning unttions
of the personal cor‘rgﬂtﬁr 1, iﬁl enent ed by cution  of Bredeter L,ned
pr ogr aRRMPIESIAMoRCthple (RIVEENAR SRR 1P0ss FCEYRINT e RIOGTARMgdrdnt
program 111 which is conposed of a plurality of prograns including an EVD

sel-ect compressior/oxpaiion progrimi 198 beage nule convergomneprogpam d32nmigage, rubopy
managenent program 133, 1 April 2004 25 nove nanagenent program 134,

encr ypiﬂaaﬁgmegrsgamm, QbtHnAgAEoN prdgranC IR ResRibr o esm g2y PDBi on
program 136, encryption program 137, ~conpression/€éxpansi on program 138,
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shuffled or encrypted instructions, for example, to ¢onceal the instructed operations
from outside to make it difficult to interpret the instructions (for example, even if the
user can read directly the content management program 111, he or she cannot identify
- the instructions. .
-+ .. The EMD selection program 131 is not included in the content management
program 111 when the latter is instai!ed in the personal computer 1 but it is received
frdm the EMD registration server 3 via the network 2 at the time of EMD registration.
. 'The EMD selection program 131 selects a connection with the EMD. servér, 4 (4-1to-
4-3) to enable a purchase application program 115, purchase program 144 or 145 fo
“have a communication with the EMD server 4 (4-1 to 4-3) (e.g., download of a content
for purchase).
Based on a setting of either check-in or check-out and usage rule files 162-1 to
162-N recorded in a.content data base 114, the check-in/check-out management
‘program 132 checks out contents stored in content files 161-1 to 161-N to any of the

portable device 6, or checks in contents stored in the portable device 6.



shuffl ed or encrypted instructions, for exanple, to. conceal th&piirgduct ed
operations fromoutside to nake it difficult to interpret the instructions
(for exanple, even if the wuser can read directly the content nanagenent
program 111, he or she cannot identify the -instructions. . The EMD
selection program 131 is not included in the content managenent program 111
when the latter is installed in the personal conputer 1 but it is received
fromthe EVD registration server 3 viZbthe network 2 at the time of EMD
registration. The EMD sel ection program 131 selects a connection with the

EVD. server M fedflohsR tofhSthdck-mvrtheck-oRthaviag®eaf Abh€,aht eRedk-RYEREBKL 15,
purchase program 144 or 145 to have a comrunication with the EMD server 4
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162-N recorded._in a.. content data, base 1i4 . the check-in/check- out
managenti® 168 geearded i Hireeqniers date Basehl4d stored in content files 161-1

to 161-N to any of the portable device 6, or checks in contents stored in
. -the portabl eBdsed cetl usagédpulelfil20D42-260 162-Nasporded indh¢ benteheditaibaser
check-out having been done, the check-in/check out managenent program 132
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recorded i'n the Conte se 114. Based on the usage rule files 162-1
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Also based on the usage rule files 162-1 to 162-N recorded in the content data
base 114, the move management program 134 moves contents stored in the content
files 161-1 to 161-N to any of the portable device 6, or contents from the portable
~device 6 to the content data base 114.
The encryption method conversion program 135 converts, to the same
. encryption method as that used with the contents stored in the content files 161-1 to
- 161-N-recorded in the content data base 114, the encryption method used with a
content the purchase application program 115 receives from the EMD écrver 4-1 via
. the network 2,a coﬂtent the purchase prbgram 144 receives from the EMD server 4-2
via the network 3.
The compression method conversion program 136 converts, to the same
compression method as that used with the contents stored in the content files 161-1to

161-N recorded in the content data base 114, the compression method used with a

content the purchase application program 115 receives from the EMD server 4-1 via



.device 6 to the content data base 114. Al so based on the usadeAp:l 2008 | es
162-1 to 162-N recorded i'n the content data base 114, the nove managenent
program 134 noves contents stored in the content files 161-1 to 161-Nto
any of the portable device.6, or contents from the portable .device 6 to
the content data base 114. The encryption nethod conversion program 135
converts, to the sane encryption nethod as that used with the contents
stored in the content files 161-1 tad27 161-N recorded in the content data
base 114, the encryption nethod used with a content the purchase

appl i CkinRAvEFICY AEBntdm the patRSe piegraiBi4idoches frym 4hd EMB setver 422t wor K
2, a content the purchase grogram 144 receives fromthe EMD server 4-2 via

the network 3. The,conpression nmethod conversion program 136 converts, to
t he saYr'\éQf' FrB‘(%rQ'on met hod as that used with the contents stored in the
content files 161-1 to 161-N recorded in the content, data base,114,  the
conpr essi onl e eRGYPLieB Progiam 437 iowiedie anREYRh & cadeyt @ﬁ??l‘ﬁ%ﬁftﬂ%%q) 588 gr am
115 receives fromthe EMD server 4-1 via 1 April 2004 27 the network 2, a
cont enfroirhe @D sithseppliab fram h4reconding yeogfamrib i3hforEsmanplevter the samei a t he
network 2. The encryption program 137 is used to encrypt a content (not
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exanpl et same. encryption nmethod as that used with contents stored

|nt he'rc%gpcfe%r%tn hhl 88 0L & §2.4G) ;N recorded in the content data base 114..

The compression/expansion program 138 encodes a content (not compressed)
read from a CD and supplied from the recording program 113 by the same encoding
method as that used with contents stored in the content files 161-1 to 161N recorded
in the content data:base 114. In addition, the compression/expansionprogram 138 will
expand (decrypt) a coded content.

The usage rule conversion program 139 converts, to the same format as that of
the-usage rule stored in the usage rulé files 162-1 to 162-N recorded in the content data

_base 114, a usage rule for a content the purchase application program 115 receives
from the EMD server 4-1 via the network 2, a content the purchase program 144

. receives from the EMD sever 4-2 via the network 2.
Before execution of content copy, move, check-in or check-out, the usage rule
. management program 140 detects a falsification or alteration of the usage rules based
~ on hash values (which will further be described later) meeting.the usage rules stored
in the usage rule files 162-1 to 162-N recorded in the content data base 114. As the

usage rules stored in the usage rule files 162-1 to 162-N recorded in the content data



The conpressi on/ expansi on program 138 encodes a content (not doApfieR®ad)
read froma CD and supplied fromthe recording program 113 by the sane
encoding nethod as that used with contents stored in the content files
161-1 to 161-N recorded in the content database 114. In addition, the
conpr essi on/ expansi on. program 138 will expand (decrypt) a coded content.
. . The usage rul e conversion program 139 converts, to the sane format as
that of the-usage rule stored in thegusage rule files 162-1 to 162-N
recorded in the content data base 1.14, a usage rule for a content the

Pur chapgsAppA iaféhgggearﬂaggg}ihﬁ&%hﬁaﬁieo nfdvenchbekFVBr sevRioud; thevi a t he

net wor cont the chase progrant 144 Tfeceives fromthe EVD. sever

4-2 via the petwork 2. . Befor xegut i gn ,of . cont ent heck-in
or chebRagsule magageial prageam JaHUgaRen he s A e ci g pe Iodfe nifes
falsification or alteration of the usage rules based .on _hash values (which
wi |1 furt heThbauthentication pregram 1dleesechtpstaautizad gathentisatian between thet he
usage rule files 162-1 to 162-N recorded in the content data base 114. As

the ugasRnt %m%%h%xﬂobﬂograhﬁelmsa@@ puttieasti dapgpdich6dn Iprograii2l N,r s raded in -
the content data 1 April 2004 28 base 114 are updated along with a content
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updat e Y reet’ ng the usage . aut henti cation program
b o SRR S5 SRS o SRRy TR
aut henti cati on between the content nanagenent program 115 and purchase
pr ogr ain thénuttiab authentication betweien dk¢ EMIS segveadr-d and purchase prepram 145
aut henti cate key used
It should be noted that when the content management program 111 is installed
. in the personal computer 1, the authenticate key the authentication program 141 used
in the mutual authentication is not yet stored in the authentication program-141 but
when a display/operation-instructive program 112 has successfully registered the
authenticate key, the key will be supplied from the EMD registration scrverl 3 and
stored in the authentication program 141.

.. The decryption program 142 decrypts a content when the personal computer 1
plays back the content stored in the content files 161-1 to 161-N:recorded in the
content data base 114.

When checking put a predetermine content tc the portable device § oz checking
. in a predetermined content from the portable device 6, the PD driver 143 supplies the
portable device 6 with the content or a command making the portable device 6 do.a

predetermined operation.

The purchase program 144 is installed along with the content management



i'n the nutual authentication between the EVD server 4-3 and purApdisx04
program 145: It should be noted that when the content nanagenent program
111 is installed in the personal conputer 1, the authenticate key the

aut henti cati on program 141 used in the nutual authentication is not yet
stored in the authentication program- 141 but when a

di spl ay/ operation-instructive program 112 has successfully registered the
aut henti cate key, the key will be sugglied fromthe EVD regi stration server
3 and stored in the authentication program 141. - . The decrypti on program

142 decr({gpts c.ont nt when the er sonal o uter éma ys back the content
st or edPf e persnal egmppterol, suppied Hoar the figastrating saivedat a
base 114. Wen checkl ng put a predeterm ne content to the portable device 6

or chedwimthe networfiZ oeseppliateas toorded irf a pradeternyined €D e Wihen gestdlled he PD
driver 143 supplies the portable device 6 with the content or a conmand

maki ngid i pasbasll @orﬂFtﬂcﬁq ChélPurchasBpO8E2 446610 RRANSMICHr ré@&"vcf HEeC hase

pr ogram 144 is installed af ong with the content nanagenent 004 29

Pegh st rante hdbRebmenCRoRRRR RS via o REH{H Y Ptra%?gétlsew@oforw a

predet ﬁ{ m ned CD. Wen installed_  in the personal conputer 1, the purchase
pi ogr athe1centeht mapsgerachipregram ddl\@si he  content managenent program 111
and data via an interface of a predeterm ned form the content. nmanagenent
pr ogr am 111Thagpurdiase puograns b4 isocpmpodetiof shuffieppos edcoyfptad ifstivetions,
encrypted i nstructions,
- for example, to conceal the instructed operations from outside to make it difficult to
interpret the instructions (for example, even if the user can read directly the purchase
program 144, he cannot identify the instructions.
) The purchase program 144 requests, via the network 2, the EMD server4-2to -
send a predetermined content and thus receives the content from the EMD server 4-2.
Upon reception of the content from the EMD server 4-2, the purchase program 144
will account for the content.
. The purchase program 145 is to be installed along with the content. management-
program 111. It requests, via the network 2, the EMD server 4-3 to send a
‘predetermined content and thus receives the content from the EMD server 4-3. Upon
reception -of the content from the EMD server 4-3, the purchase program 145 will
account for the content.
Based on a filtering data file 181, display data file 182, image files 183-1 to
183-K or a history data file 184, the display/operation-instructive program 112

displays an image of a predetermined window on the display unit 20, and gives a



for exanple,. to conceal the instructed operations from outsi deAfdl200ake it
difficult to interpret the instructions (for exanple, even if the user can
read directly the purchase program 144, he cannot identify the

i nstructions-. The purchase program 144 requests, via the network 2, the
EMD server 4-2 to send a predeterm ned content and thus receives the
content fromthe EMD server 4-2. Upon reception of the content fromthe
EMD server 4-2, the purchase progran3g44 wll account for the content. The
purchase program 145 is to be installed along with the content nmanagenent -

progr aghddlin bf cHRRUGHR ifstrittidntd ﬂ]élﬁ)tn\{‘ﬁ{tlin@nagg%n?% %frﬁ/ t?i{}leﬂfErll\%/sﬁ;S(ﬂls%e nd a

predeterm ned content and thus receives the nt en server

4-3.. Upon recepti f the tent fr t he END server 4-3, the purchase
progra iﬁgpﬁﬁ% “%ﬁ@&ﬁ?‘?ﬂ"’?@r‘fﬁ:@. W%ﬁ?by&éﬁeﬁn a filtering data file
181, display data file .182, image files 183-1 to 183-K or a history data
file 184, tHbedfibpting/dasedieils- stases defeifps weightiag congentgistpredyis #e i mage
of a predeterm ned wi ndow on the display unit 20, and gives a 1 April 2004
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In response to an operation of the keyboard 18 or nouse 19 by the user.

The fi o | ata file 181 stores data for weighting contents stored in
the content filTes 161-1 to 161-N recorded in the content data base 114,

and 19 eoon g N i R0 el S PR RS Moot RS GRS
. content files. 161-1 to 161-N recorded in the content data base 114, and is recorded in
the HDD 21.
The image files 183-1 to 183-K store images corresponding to the content files
161-1 to 161-N recorded in the content data base 114 or.images corresponding to -
packages which will further be described later, and are recorded in the HDD 21.
The image files 183-1 to 183-K will be referred to simply as “image file 183”
hereafter wherever they have not be referred to individually.
+ The history data file 184 stores history data including a number of times the
contents stored in the content files 161-1 to 161-N recorded in the content data base
. 114 have been checked out, a number of times the-contents have been checked in, and -
the dates on which the check-out an check-in were made. The history data file 184 is
recorded in the HDD 21. |
For the registration, the display/operation-instructive program 112 transmits,

via the network, an ID of the pre-stored content management program 111 to the EMD

registration server 3, while receiving, via the network 2, the authenticate key and EMD

)



content files. 161-1 to 161-N recorded in the content data baseaApdl Zho4and
Is recorded in the HDD 21. The inage files 183-1 to 183-K store inages
corresponding to the content files 161-1 to 161-N recorded in the content
data base. 114 or: images corresponding to packages which will further be
described later, and are recorded in the HDD 21. The image files 183-1 to
183-K wll be referred to sinply as "inmage file 183" hereafter wherever
they have not be referred to individgally. . The- history data file 184
stores hlstory data including a nunber of tinmes the contents stored in the

boon: oRelskaR piitdradn 31 fak: M R it FerkPES REY M BRBPER B i ™

t he dates on which the check-gut an check-in were nade. The history data
file .gantent managemgphpragramelldop 21, For the registration, the
di spl ay/ operation-instructive program 112 transmts, via the networ k, an

I D of the pilestoosting puognam irbddgasedhto ﬁnsyﬂ;aﬁanjlﬂrthgkeooﬁ aprédddermined
regi stration server 3, while receiving, via the network 2, the authenticate

key angifdwlad®irtdd th%&ia asSE k&SI HRE RFRISPINcAtkenk rf%ﬂqteherf—'tél?i ing.

registration server 3 and supplying tffemto the content nanage E program

or ciot SPHFHAIRC 7 RS AR P 2in hig Pk Bt oR: o bt o e

content froma CD bei ng the optical disc 42 set in the drive 22 in this
enbodi keyRoard l8eiweyse 19 bytheysemati on of the  keyboard- 18 or nouse-19 by
t h-e u o Based on a recording time of a content recorded in a CD, the recording program
113 requests, via the network 2, the WWW server 5-1 or 5-2 to send data
corresponding to the CD such as album name or artist’s name or data corresponding
to a content recorded in the CD such as a music piece.title, and thus receives, via the.
" network 2, the data corresponding to the CD or the content recorded in the CD from
the WWW server 5-1 or 5-2.
Also, the recording program 113 supplies the display/operation-instructive
- program 112 with the received data corresponding to the CD or data corresponding to
the content recorded in the CD.
- Further, when supplied with a recording instruction, the recording program- 113
. - reads and outputs to the content management program 111 a content from a CD being
the optical disc 42 set in the drive 22 in this embodiment.
The content data base 114 stores into any of the content files 161-1 to 161-N

a content supplied from the content management program 111 and having been

compressed in a predetermined manner and encrypted in a predetermined manner



Based on a .'recording tine of a content recorded in a CD, thd Agdl®@094ng
program 113 requests, via the network 2, the WWVserver 5-1 or 5-2 to send
data corresponding to the CD such as al bumnane or artist's nane or data
corresponding to a content recorded in the CD such as a nusic piece.
title,- and thus receives, via the. network-2, the data corresponding to
the CD or the content recorded in the CD from the WMWVserver 5-1 or 5-2.

Al so, the recording program 113 suppBtes the di spl ay/operation-instructive
program 112 with the received data corresponding to the CD or data

cor r espRRgididht Contehe M6 MEMDD Y Jhe dometnlﬂaaﬁtbassqrmrmmesmgge auppl i ed
with a‘recording instruction, the'recording program 113 reads and outputs

to the.content n t r t [ St.he
opt i cafoignibiss RRPORRRE R e S6F Aol TRt iplE heiifaBE ol £kRT.
base 114 stores into any of the content files -1 to 161-N .a captent
suppl i 862k é%]th?eNcﬁ‘Pﬁ@%{m%&ﬁ%lcoﬂ?c@&rfﬂﬁ ﬂ%i'lla%‘d ]f@\?ﬁﬁljl dueh the
conpressed in a predeterm ned nmanner and encrypted in a predeterm ned

manner, conténts dre 366réd §cofdsthensage hdes onto ¢he HDIDE )he -HDD 21). The content -
data base 114 stores usage rules for contents stored in the content files

161-1 to 16%pNl 4 Hab H@%.Q@oauh@ bnteRefiles 48111 101 HORF &Y usage
correspondi%‘ggltcgﬂfteﬁ%agtont eeﬁ{wfil S 16rl-1 ?o 161-N in which the co%tents

114 mofIEdlb FPHuRSENATER 781 1 0o 161 Nor ukage rile files 1621

: to 162N asAr fs%%gﬁfe; fora conteﬁt stored in the content file 161-1 for example is stored .
in the usage rule file 162-1. A usage rule for a content stored in the content file 161-N .
is stored in the usage rule file 162-N.

The content files 161-1 to 161-N will be referred to simply as “contenf file 161> -
hereinafter wherever they have not be referred to individually. Also, the usage rule -
files 162-1 to 162-N will be réferred to simply as “usage rule file 162” hereafter

-wherever they have not to be referred to individuaily. . -
... The purchase application program 115 is supplied from the EMD registration -
' server 3 via the network 2 or as recorded in a predetermined CD-ROM. The purchase
application program 115 requests, via the network 2, the EMD server 4-1 to send a
pred;:termine‘d content, while thus receiving the content from the EMD server4-1 and-
supplying it to the content management program 111.- Also, upon reception of the
content from the EMD server 4-1, the purchase application program 115 will account

for the content. .

Next, the correspondence between data stored in the display data file 82 and the



-1 for exanple is stored A usage rule. for a content stored ilnAfdie€2004nt ent
file 161 in the usage rule file 162-1. A usage rule for a content stored in
the content file. 161-N .is stored in the usage rule file 162-N. The
content files 161-1 to 161-Nwll be referred to sinply as "content file
161" hereinafter wherever they havenot be referred to individually. Al so,
the usage. rule files 162-1 to 162-Nwll be referred to sinply as "usage
rule file 16T hereafter wherever tpBgy have not to be referred to

i ndi vidual l'y. The' Purchase application program 115 is supplied from-the

EMD re%ﬁkhegﬂg EW#‘%}O’ N"st%r & h?m@wmeht dafd b TRFWNiHest H8sRibed

pr edet erm ne e purc ase application program 115 requests, via
t he neh k 2 _the EMD server 4-1 to send a predeterm ned content, while
thus r N the content fromthe EI\/D server 4-1 and, supplying it to
t he content managenment program ||| upon reception of the content
from t he ENBirstlyyacontent stores puamhaﬁﬁlemmﬁaﬂﬂﬁérlﬁﬂr ¢p dml N delpngs taccount

for the-content. Next, the correspondence between data stored in the

di spl ay statstetinifedbadkahd havidre Bpedificaldd B3 packapenis any af 46 brigihel 161- N
stored |lg%t he cont e%t dﬁt{a base 1%4 wi | IMbe descrfgged hjerebel owilg Firstly,
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package, Yo etlh%c% gv pac aggeesat de folnj;_zgtir?arlI ﬁ‘a%k%&% lii’jla%ei‘nore than one.content
belongingthereto. This package corresponds to the content classification (namely, so-
called album) in the EMD server 4 or to one CD. A content belongs to any original
package and cannot belong to a plurality of original packages. Also, an original
- package to which a content belongs cannot be modified. The user.can edit a part of
-information corrcspoﬁding to an original package (for example, addition of

information or change of added infonhatien).
More than one content freely selected by the user belong to the my selected
package. The user can arbitrarily edit contents for. assignment to my selected-
- packages, respectively. A content can belong to more than one my selected package
at a time. -Also, a content may not belong to any my selected package.

Contents selected based on a filtering data stored in a filtering data file 181
belong to the filtering package. The filtefing data is supplied from the EMD server 4
or WWW server 5 via the network 2 or as recorded in a predetermined CD. The user

can edit the filtering data stored in the filtering data file 181.

The filtering data is a reference for selection of a predetermined content or for



O the above packages, the original package has nore than one.lcApdleatod

bel ongi ng thereto. This package corresponds to the content classification
(nanelyj so- called album in the EVMD server 4 or to one CD. A content

bel ongs to any original package and cannot belong to a plurality of
original packages. Also, an original package to which a content bel ongs
cannot be nodified. The user,can edit a part of Anformation correspondi ng
to an original package (for exanple,34 addition- of information or change
of added information). . Mre than one content freely selected by the user

Dol ongeliBuBnY: 3 GERE ForrPRRSA 1J 0 LBRnEATH Slahife! FtcAdglaant et

for. a 0 ny®selec ackages, respectivel conCent can

bel ong to nore than one ny sel ect at _a tine. SO cqQptent may
ot berdmgRAIng 1ol s atdie gy PO Wapegsf phpd et b Baef B304 on
filtering data stofed in a filtering data file 181. belong to the filtering
packagpers®hal darhpeter fdo dderdify contgs pbtherweeklyHepan Pops dfased te 1br vaw
server 5 via the network 2 or as recorded in a predeterm ned CD. The user

can edit thenkiglidingWhial @181 ehdddéda filveringdags fngselledtion of eontits ifthe
filtering data 1s a reference for selection of a"Predeterm ned content or

o L R e A PRI Rt O R e B
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includes a filtering data for selection of contents in_ the descending
or der of thehminheerg ol finwes teyr has Hiagn ohickad auidgr epasblealhyerreekatilteting or
data for selection of contents in which a character “Al (love)” is included in the music
piece titles (content name).
.. Thus, contents in the filtering package are selected by comparing a filtering data
with a content display data 221 (including data the user has set), a history data 184 or
the like.
. .- The driver 117 drives the audio. input/output interface 24 under the control of.
. the content management program 111 or the like to input a content being a djgitai data
supplied from outside and supply it to the content management program 111, output
--as a digital data a content supplied from the content data base 114 via the content
management program 111, or output an analog signal corresponding to a content - -
supplied from the content data base 114 via the content management program 111.
FIG..5 shows an example of the display/operation-instructi've window the
display/operation-instructive program 112 makes the display unit 20 display.

There are displayed in the display/operation-instructive window a button 201



the past one nonth, a.filtering data for selection of contents| Aprit094
descendi ng order of the nunbers of tines they have been checked out for
the past half year; .or a filtering data for selection of contents in

whi ch a character "Al. (love)" is included in the nusic piece titles
(content nanme). Thus, contents in the filtering package are sel ected by
conparing a filtering data wth a content display data 221 (including data
the user has set), a history data 1843 r the like. The driver 117 drives

t he audi o. input/output .interface 247under-the control of. the content

managengnt program 111 or the like tog Lnpyt a c ent being a digital data
Suppl i ofPH SBHITHAE! B8 Teher i progam 155t ROUEH SHE TREARGHABD FIOBMP 111
output as a digital data a content supplied fromthe content data base 114
vi a t heseleetiemprogramalisne button@§3dor displaying adiehdiin whichrehieok-iniogehbck-
corresponding to a content supplied. fromthe content data base 114 via

the condenis seqRABENENROP foOdiaplakirk a Fe@ i;ﬁwhm}aﬁlwgdr@hglf%et ish6 be

di spl ay/ operation-instructive wi ndow the display/operati ructive
progr a"%ciiie?d ngkes the display unit 20 display. There are displayed in the
di spl ay/ operation-instructi ve wi ndow a button 201 1 April 2004 35 for

Select | on pr DG PRKORUSCRIEcHes Jah Creapayding i M onEITehpARKEgE Is
check-in or check- out is set, a button 204 for displaying a field in which
- a ny sedisplayedpimchrafjeldi 211 ofbthe sdides, #ken \Whbottan 206G @ selEtddy dethect ed,.
data corresponding. to an original package. is
corresponding to a my selected package is displayed in the field 211. When a button
207 is selected, data corresponding to a filtering package is displayed in the field 211.
Data displayed in the field 211 concerns a package. For example, it is a package
name or an artist’s name.
As shown in FIG:. 5, there are displéyed in the field 211 a package name
“FIRST” and artist’s name “A TARO”, a package naﬁle “SECOND” and artist’s name
“ATARO?, etc. |
e The display/operation-instructive window has also a field 212 in which there is
displayed data corresponding to a content belonging to a packet selected in the field
211. Data displayed in the field is a music piece title, playing time or a number of -
times the content can be-checked out. -
. .In FIG. 5, a package corresponding to the package name “SECOND” is
selected. So, there are displayed in the field 212 the music piece title (content name)

- “MINAMI-NO-SAKABA” corresponding to the content belonging to the package

corresponding to the package name “SECOND?”, a number of times the content can be



di splayed in a field 211 of the wi ndow. Wen a. button 206 is Is&préci08d,
data corresponding. to a ny selected package is displayed in the field
-211. When a button 207 is selected, data corresponding to a filtering
package is displayed in the field 211. Data displayed in the field 211
concerns a package. For exanple, it is a package nane or an artist's nane.
As shown. in FIG 5, there are displayed in the field 211 a package nane
"FIRST" and artist's nane "ATARO', a pé&ckage nane "SECOND' and artist's
nane "A TARO', etc. The displ ay/operation-instructive wi ndow has al so

afiel d cRdakddomty maxtahgne, ife eighBPhards feladrie clpvokeswoaid fveb tighth aemdsent
bel onging to a packet selected in the field 211. Data displayed in the

field is S| Cypisece. .ty ANy NI »
cont ent SR SHERREH Bhph € miicibRPuAL Eorkbnha M RITH-NOUTREABRY
package nanme "SECOND' is . selected. So, [her e displayed in the field
212 t heandsiumbereet timeg hq e@meehtcafai%yﬁeﬁwﬁr\&rm NTlcAano- %ghtpe%%ndi ng
to the content belonging to the package corresponding to the package nane

" SECOND¢orrespuirdseto ane dheoksuthe content can be | April 2004 36 checked out
(for exanple, one eighth note is for one check-out and two eighth notes

are for two KoRb ] hGmPef &F tirhéd & dompéritedin BéBakcked out, -
" Kl TA- NO- HAKZE]%\S’ Ogﬁﬁl%ﬁb@g(ﬁ?ﬁf?n@% he content can ben checkce:de (?gr
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once. - -. . : . S o
A rest as a number of times a content can be checked out, displayed in the field
212, indicates that a corresponding content cannot be checked out (the number of
check-out’s is zero; however, the personal con;puter 1 can play back that content). A .

. C clef as a number of times a content can be checked out, displayed in the field 212,
indicates that the number of check-out’s for a corresponding content is limitless (the
content can be checked out any number of times).

Note that the number of times a content can be checked out may be indicated
- with a corresponding number of pieces of a predetermined figure (for example, it may
.be.acircle, star; crescent or the like) as shown in FIG. 5 as well as 2 number:
| Alsc there is displayed in the display/operation-instructive window a field 208
in which .an image or the like corresponding to a selgcted package or content
(corresponding to any of the image files 183-1to 183-K in FIG. 4) is displayed. In this .
field, a button 209 is clicked when playing back a selected content (outputting a sound

corresponding to the content to the speaker 45).



di splayed in the field 212, indicates that a correspondi ng corit&pmtl 2084 be
checked out once. A rest as a nunber of tines a content can be checked
out, displayed in the field 212, indicates that a correspondi ng content
cannot be checked out (the nunmber of check-out's is zero; however, the
personal conmputer 1 can playback that content). A C clef as a nunber of
tinmes a content can be checked out, displayed in the -field. 212, -

i ndi cates that the nunber of check-ouy7 s for a corresponding content is
limtless (the content can be checked out any nunber of tines). Note that

t he nunber ' . - 5 atol ith a
Cor r espondi ;\é/h%hg@'}&gﬁﬁ%cg@!a%go p@ﬁ%ﬁﬁﬁg‘?ﬁ?ﬂgﬁt @Sﬁ?g ﬂ(apgkr)qgéfgrgr%?%\{ It

may be a. circle, star, crescent or the |like) as shown, in Fl 5 wel | as
e unbdn:halFis 22ria Srls s oy a8letin pReTaGR ISgRSE SVIT Uie Phieh 205 e

wi ndow a -field Z08 in which -an image or the |like corresponding to a

sel ect edlqekané data conespondingdoranesfginel pagkage inlycing dispdayadeigdhe field 183-1
to 183-Kin FIG 4) is displayed, In this field, a button 209 is clicked

when plgyj - tRfit e prograbi H@wilhfiake thewodtent idragpmeat ng to
t he con%ﬁ%%g?ﬁg%s%zg% Q%SI?@HI g\porglrl 2004 37 aV\hen a nusic plgece title

of a predetermn.ned .content t LS ' ' S

sel ect &fogmn?ﬂeﬁg?%n%’e&fgﬁég%ﬁﬁids%t %ﬁgeﬁ%/@g %d&t%r@ﬁd%%?h?esﬁém ected
and data corresponding to an origi nal ckage is being displayed in the
field coriesppRding ‘@dhﬁysplﬁﬁ@ldamllﬁ‘ﬁ-ﬂl?@etaa%t ive program 112 will make the
content managenent program 111. delete the predeterm ned content stored in
t he -cont-ent Vaica scoseert Tdad from a CD is recorded into the content data base 114 while

a button 255 (which will further be described later) in the window displayed under the
control of the recording program 113 is being selected (made active), the
display/op eration-instructive program 112 will make the display/operation-instructive .
window display a field 213 in which there is displayed a music piece title.of a content
(content name) stored in the pre-designated portaﬁle device 6.

When a content read from a CD is recorded into the content data base 114 while
a button 255 (which will further be described later) in the window displayed under the
control of the recording program 113 is being selected (made active), the
display/opération-instructive program 112 will make the content management program

" 111 check out the coutent recorded in the content data base 114 and read-from.the CD -

to the pre-designated portable device 6.

There is displayedinthe field 213 at the leftmost position thereof corresponding
to the music piece title of a content (content name) a symbol indicating whether the

content can be checked in to the personal computer 1. For example, a symbol “0” at



corresponding to the selected nusi‘c piece title. Wien a cont erit Apgle200fr om a
CDis recorded into the content data base 114 while a button 255 (which
will further be described later) in the w ndow displayed under the control
of the recording program 1l.13 is being selected (nmade active), the

di spl ay/ operation-instructive program 112 will nake the

di spl ay/ operation-instructive . w ndow display a field 213 in which there
is displayed a nusic piece title of a3gontent (content nanme) stored in the
pre-desi gnated portable device 6. Wien a content read froma CD is recorded

i nto thg.qep Ttp_gﬁftiﬁnl@ﬁﬁfé 414 Mhiih&icatesihittatorddR doMs Bnﬂ‘in'g:ctozaqﬁﬁﬂ@r be

descri beg ater)”in the w ndow di spl ayed under the control O he

recordin rrQaram 113 is beikng,se [ P

i spl ayPBpEray St EAtR] b YERELFENTto bR SRl SRl st s it S erent
program 111 check out the-content-recordedin the ogt“er,l,t d tai?%ase 114
and r eadbedn eheckes ot from the pprsenabspmpateadllpork é)bl"@o ev§ cd e IeHaest s

di splayed in the field 213 at the | eftnpost position thereof correspondi ng

to.the positionpifahe field 2€3 afdieates thiat mtcoptartcentespamdingd osymiosic piect tilei ng
whet her" the content can be checked in to the personal conputer 1. For
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ndi cat es gto musli C plecetltle

of, a content, ¢ be .checked.in to.the personal ter t .l it has
been" chaBSRPISTR OB s i SO Sl B e, S eh clsckedyfom
| eftmost position of the field 213 indicates that a content correspondi ng
to a nuaiyotherqersonal eompfites).cont ent cannot be checked in to the personal
conputer 1 (that is, it has not been

When the display/operation-instructive program 112 has displayed the field 213

in the display/operation-instructive window, the display/operation-instructive program
112 will display in the display/operation-instructive window a field 214 in which the
name of a portable package (to which a content stored in the pre-designated portable
device 6 belongs) is displayed, a button 210 to close the field 213, and a button 215
to execute a check-in or check-out operation.
Further, when the display/operation-instructive program 112 has displayed the
field 213 in the display/operation-instructive window, the display/operation-instructive
. program 112 will display in the display/operation-instfuctive window a button 216 to
set a chieck-out operation for a content corresponding to a music piece.title selected
in the field 212, a button 217 to set a check-in operation for a content corresponding
to a music piece title selected in the field 213, a button 218 to set a check-in operation
for all contents corresponding to content names displayedin the field 213, and a button

219 to cancel the check-in or check-out setting.



checked out fromthe personal conputer 1; for exanple, it has baptil 20tdcked
out from any. other personal conputer). - \Wen the

di spl ay/ operation-instructive program 112 has displayed the field 213 in

t he display/operation-instructive wi ndow, the display/operation-instructive
program 112 will display in-the display/operation-instructive w ndow a
field 214. in which the nane of a portable package (to which a content
stored in the pre-designated portabl esgdevice 6 bel ongs) is displayed, a
button 210 to close the field 213, and a button 215 to execute a check-in

or check- out | Qn. . .Fur.t her en. the. di spl.ay/ oper ati qn-| nst tive
program 112 ﬁggﬁgﬂ%@gﬁ‘&ckﬂg%fﬁh‘g? oﬂéct?wgtrﬁgde By Wsing the buittons 716 1o

di spl ay/ oie{lat il on-instructive wi ndow, the display/operation-instructive
pr ogr amti9ohgweverithy parsonal epmputespl avjllomdrenecate theseherkeinver chieuksont
button 216 to set a check-out operation for a content corresponding to a
musi ¢ pd);mmtionjtle selected in the field 212, a button 217 to set a
check-in operation for a content corresponding to a music piece title

sel ected i n ifer e hiid 1575 RHERATaRYE LbckSin &t ARERKss % ORBY 3Ll O

all contents corresponding to content nanes display _ _ 3, and
Even i bR 2ARER2R e DaBlA st g igoprprons A2 ol Bakeole 210
to 219, however, the personal conputer 1 will not execute the check-in or
check- ceantepfpp@enagygnentpregranhd 1 gxeowntedhs checkiin ok ehieck-out. Bhatlistksay, or
check-out is set by using the -buttons 216 to 219,. the
di spl aywhprthe ibutton@13 isctlickedp g divplah)@pavatibniBk@uétiee program 112 will -
make, based on the check-in or check-out setting, the content management program
111 transmit a content, or a command to erase a predetermined content corresponding
- to the check-in setting (e.g., a command to erase a predetermined content stored in the -
portable device 6), to the portable device 6, and to update the usage rule stored in the
uségc rule file 162 corresponding to the content or command thus transmitted.
When the check-in or check-out is executed, the display/operation-instructive
-program 112 willrespond to the transmitted content or command to update the history
data siorcd in the history daia file 184. The history data includes information for
- identification of a content having been checked in.or-out ora date when the content -
has been checked in or out, and the name of the portable device 6 from which the
contént has been checked out. |
Since the check-in or check-out can be set in a short time, the user can quickly . |

know the status after execution of a check-in or check-out operation, whereby the

number of times a time-taking check-in or check-out operation is done can be reduced



content managenment program 111 execute the check-in or check-dubprilX08¢ is
to say, when the button 215 is clicked, the display/operation-instructive
program 112 will nake, based on the check-in or check-out setting, the
content managenment program 111 transmt a content, or a comuand to erase a
predeterm ned content corresponding to .the check-in setting (e.g., a
command to erase a predeterm ned content stored in the portable device 6),
to the. portable device 6, and to updase the usage rule stored in the

usage rule file 162 corresponding to the content or conmmand thus
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content or cormand to update the history data stored in the history data
file 18gut CIIP@aHPB)@ﬂ(9ﬂJ9I the; Q*I?Plidés)flchﬁ%lﬁﬁ&i PERFedyFe. j dentification of a
content having been checked in or -out or -a date when-the content has
been checkedFI@. 6rshouts, ameramplke ofitte ofinddw whichatheearedesding peofraamiiBi ch
the content has been checked out. . Since the check-in or check-out can be

set in g n quickly know the status after execution
g§<@9&ﬁe aisgﬁ,gcliﬁnezew 157

of a che In or out operation, whereby the nunber of tines a

ti me-taking r .check- out r.at | ne ca reduc Apri |
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a check-in or check- out o?eratlo t aken for the check-in or check-out

pr oceduresording pregranviik3 will displayiaBritkeachan dod XNEROMNZEIY dnaifie)d

program 113 nakes the display unit 20 display. , Based on CD information
recei ve@51r oAldd) cbaddV eGP infodnditon eaceivdd frathehe WWW. server 5-2, the .

recording program 113 will display an artist’s name such as “KUWAI” in a field 252.
Based on CD information received from the WWW server 5-2, the recording
- program 113 will display titles of music pieces such as “HEAT”, “PLANET”,
- “BLACK”, “SOUL?, etc..in-a region of a field 253 where music piece titles are to be
displayed. Similarly, the recording program 113 will display an artist’s name such as

- “KUWALI” is a region of the field 253 where artists’ names are to be displayed.

.- After receiving a predetermined CD informaﬁon, the recording program 113
will store it into a predetermined directory in the HDD 21.

- -Upon reception of an instruction for acquisition of CD information via clicking
of a button. 254, the recording program 113 will first search the predetermined
directory in the HDD 21. When the CD information is found stored in the directory,
the recording program 113 will display a dialogue box (ﬁot shown) to prompt the user

for selection of whether he or she is going to use the CD information stored in the

directory.



recording program1.13 will display a CD title such as "ACYNCHREMIIZED4 in a
field 251. -Also, based on CD information received fromthe WNWV server

5-2, the recording program 113 will display an artist's name such as
"KUWAI" in a field 252. Based on CD information received fromthe WW
server 5-2, the recording program 113 will display titles of nusic pieces
such as."HEAT", ."PLANET", "BLACK"', "SOUL", etc.. in. aregion of a field
. 253 where nusic piece titles are togpbe displayed. Simlarly, the '
recording program 113 will display an artist's nane such as "KUWAI" is a

W ter rocei e SR anZreRRbRYAU kM SrinI R B PR IR e 105

will store it into.a predetermned djrecfory in the 1.. Upon reception
of -an ilAdtansdcWhich fmstrugty ie start sscas m@rﬁf At GHHeRt d ﬂggeé hexraegrdise - a

button, 254, the recording program 113 will first. search the predeternined
di.r ect program 1 TewtDi2adh covfeart ftdne adD seff inthadiive 22 sarfdsupg] y ftad @y witht he -
directory, the recording program 113 will display a dial ogue box (not

shown) i RI®MRhfdrifatibne 1o | file SEAMEA Oﬂléﬁfagwl%hheﬁ)rds‘g[_a% 91§.1S q@kng to
use the CD information stored in the directory. 1 April 2004 41 When a

and wheaRBr R Emsish, plfertrll, O s SGMef, shlfed G bRiEB"HE ™ 1
recording program 113 will_read a content froma CD set in the drive 22,
and suppmpressesthsrepnipntsupplied Bom Hieotegardiag pregranel T3 i @ predaferagiasdnt -
program 111. The -conpression/ expansion program 138 of the content
managemannenrangrtheeiddyption program 137 encrypts the compressed content. Also, the.
usage rule conversion program 139 generates a usage rule for the compresscd and
encrypted content. |
The content management program 111 v-vill supply the. compressed and -
encrypted content along with the usage rule to the content data base 114.
The content data base 114 will generate a content file 161 and usage rule file
- 162 for the content received from the content management program 111, and store the .
content into the content file 161 and the usage rule into the usage rule file 162.
When the content and usage rule for the content are stored into the content data
- base 114, the content management program 111 will supply the CD information and.
'usage rule received from the recording program -113 to- the. display/operation-
instructive program 112.
The display/operation-instructive program 112 will a display data for storage .-

-into the display data file 182 according to the usage rule for the content stored in the

content data base 114 by the recording and the CD information.



conpresses the content supplied fromthe recording program 113 April2004
predeterm ned manner, and the encryption program 137 encrypts the
conpressed content. Also, the, usage rule conversion program 139 generates
a usage rule for the conpressed and encrypted content. The content
managenment program .111 will supply the. conpressed and "encrypted
content. along with the usage rule to the content data base 114. The
content data base 114 will generate aggzontent file 161 and usage rule file
162 for the content received fromthe content nmanagenent program 111, and

he . j h
isage ruie f] P@“?%%v%%ﬁl%d‘ﬁ%ﬁfﬁtﬁ%ié FroRban AT ASINpRIE i A0 "
t d t 114, t ent 111
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program -113 to. the. /operatlon- instructive program 112. The
di spl ayﬂQﬂi)@mateladrﬁ'@msfﬂTﬁ i gerpthfgmiﬁntma@h fromathgi €P) iyregarded imto shor age

into the display data file 182 according to the usage rule for the content
st ored dgontémtadatg batemi4 dat a base 114 by the recording and the CD
information. | April 2004 42 The w ndow di spl ayed by the recordi ng program

113, o L STRBAh G SR 25 R SRS Sq BRBANIEEAe
SO ot S LAy A U Wi R B Rl
portable device- 6 -from the pull-down menu, the personal. computer 1. will - -
automatically check out the content recorded from the CD to the selected portable
device 6. When the user selects “NOT CHECK OUT” from the puil-down menu, the
personal computer 1. will not check out the content recorded from the CD.
Thus, when the content read from the CD.is recorded into the content data base
114 with only the button 255 in the window displayed by the recording program 113
being set active, the personal computer 1 can make any..pre-designated one of the
portable deviceé 6-1 to 6-3 check out the content read from the CD. -
(2) Handling between Different Formats
Meanwhile, there are numerous contents distributors furnishing the music
contents, with the encryption systems of the contents and the formats of the using
condition information differing from one distributor to another. So, the user at larger
has to purchase contents management applications or portable devices forrepreduction
or check-in/check-out different from one distributor of contents desired to be furnished

to another, and hence the user cannot handle the music contents stored on a personal



di splay a pull-down nmenu showi ng the portable device 6. Wen tih&ptisx®o4
selects the. portable device - 6 - fromthe pull-down nenu, the personal
conputer I ~ will automatically check out the content recorded fromthe CD
to the selected portable device 6. Wien the -user selects "NOI' CHECK OQUT"
fromthe pull-down nenu, the personal conputer 1 will not check out the
content recorded fromthe CD. Thus, when the content read fromthe CD. is
recorded into the content data base 4514 with only the button 255 in the

wi ndow di spl ayed by the recording program 113 being set active, the
personal conputer | ,can nf : Dr-e- | . Portable
devi cescoér-lﬁlﬁgﬁ 3-@033&%%%6%@1%50%@333 ??Jégig?(%lr%gam t Eéggs“&?? Handl i ng
between Different Formats Meanwhile, there- are. n roaus sgcontepts
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the contents and the-formats of the using condition information differing
f r om orfeosi eiie dizutiutot to awmsthireon tiBopersomal womputer Lan gamifindfashdompur chase
contents managenent applications or portable devices for reproduction or

check- i n/ chegéreptihg b Fig7.aMitiba Aanie; of sdritchiatin ing ditfnoanicinilesirond o be

furni shed to anotfer, ence the User cannot handle the music contents
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to handl e the contents having different. formats fromone distributor to
anot herrefereneet@Figdnal conputer 1 in a unified fashion. Reféerring to
Fig.7, unified handling of contents having different formats from

It is assumed that the plural EMD servers 4, connected to the network 2, are an

EMD server Ad-1, distributing the music contents furnished by amusic furnishing firm
A, an EMD server B4-2, distributing the music contents furnished by a music
furnishing firm B and an EMD server X4-3, distributing the music contents furnished
. bya music furnishing firm X. These EMD servers 4 (4-1, 4-2 and 4-3) furnish the
music contents of a line-up each being unique to each firm, over a network 2 to a
personal computer 1 owned by a user. Moréover, the respective EMD servers 4 (4-1,
4-2 and 4-3) distribute the music contents in respective different styles, by the servers -
4 adopting encryption systems of music contents, formats of the using condition
*.(usage rule)-information, music contents compression systems and-charging systems - - -
for the motion compensation, which are unique to the servers.
In the personal computer 1, there are installed, as application software for
reproduction or. management of the music contents, a reproduction application A31l,
for purchasing, supervising and reproducing music contents from the EMD server A4-

1, a reproduction application B312, for purchasing, supervising and reproducing



one distributor to another, in this nusic contents distributingAsysicen is
explained wwth reference to Fig.7. It is assunmed that the plural EMD
servers 4, connected to the network 2, are an EMD server A4-1,

di stributing the nusic contents furnished by a nmusic furnishing firm A, an
EMD server 134-2, distributing the nusic contents furnished by a nusic
furnishing firmB and an ENVD server X4-3, distributing the nusic contents
furnished by, a nusic furnishing firjp X. These EMD servers 4 (4-1, 4-2 and
4-3) furnish the nmnusic contents of a line-up each being unique to each

firm over.,a network 2 to personal ., conqputer, .1 o a _user.. reover,
he  edpiEle cab N s s EMD Retyet B3 0BG driveP AP0 15 ot hting e ¢
contents in respective different styles, -by the servers 4 adopting

encr yptinusicsysitents tothenpertable devien - 1fandrmedayies driver B lhdocisartiferring
(usage rule): information, nusic contents conpression systens and -

char gi nfe SintisRMeonfetits tHahBDdrRAblE QTReEs BG-2N, MeusFhide, ethentepiedi@idhe
servers. In the personal conputer 1, there are installed, as application
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reproduci ng nusi ¢ .contents fromthe EMD server A4- 1, a reproduction

appl i cAurehasszand theglriyssddfashown I8 Eimd fesPedivel¥ reproducing | April 2004
44 music contents fromthe EVD server 134-2, a device driver A313 for

t ransf er ri ndntthe pemstsiat compuéartls theretdre ipssallebh eovguehensive maaagemedevi ce
driver B314 for transferring the nusic contents to the portable device

gg?r g_-s dYﬂﬁD@\/BhSﬁfort ﬁanagagqﬁﬁcﬁr&ﬁ@nsie\@@bhﬁa b th31dtaliBl 8f na@¥eohtentd 9.7,
pond to the applicalion program 115 for 7
stored in the HDD 21. This comprehensive management unit X 315 is made up of a
reception interface 316 for EMD, a transmission interface for EMD 317 and a driver
for PD 318. -
It is assumed here that the portable device A6-1is a dedicated device for coping
with a music furnishing firm A, the portable device B6-2 is a dedicated device for
- . coping with a music furnishing firm B and the portable device X6-3. is. a dedicated
. device for coping with.a music furnishing firm X. It is also assumed that the: music -
contents stored in a memory card are encrypted in accordance with an encryption
*. system unique:to each mﬁsic furnishing firm, with the formats for the using condition
information or the compression systems being also different, so that no music
contents can be transferred on connection directly e.g., to other device drivers.
The reproduction application A 311 performs the processing for connecting to

‘the EMD server, uploading e.g., a log file and downloading music contents, contents

keys and using condition information. This reproduction application A311 is adapted



purchase and the driver A 17, shown in Fig.4, respectively. |n Apsgl2¥dsonal
conputer 1, there are installed a conprehensi ve managenent wunit X-31S, for
managi ng conprehensive control of -the totality. of music contents stored
in the HDD 21. This conprehensive managenent unit X 31S is nade up of a
reception interface 316 for EMD, a transm ssion interface, for EVMD 317 and
a'‘driver for I'D 318. It is assuned here that the portable device A6-1 is
a dedi cated device for- coping wth music furnishing firmA, the
portabl e device 136-2 is a dedicated device for coping with, a nusic

furnishgng firm.B and the portable. device. 3. 1S dedj.cat.ed. vi ce
for "coplatdpadrie FaantetiuRtocrite pRBroTe BMplery &fs cDplicaiohis ke
music contents stored in a nenory card are encrypted in accordance with an
encr ypt ioeppesyithe Harni heacproducter mpplieatiort Adhi dhadapted fon parfedminggheor mat s
for. the using condition information or the conpression systens being al so

di f f er eptocessing hadsobitedisvich tROTERID Seeait 44, twhilsfierik achadle a8NPEFLHAN
directly e.g., to other device drivers. The reproduction application A 311
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a log file an : _ src conten content eys
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the application is able to cope with. Here, the reproduction application
A311 i stoathepEMDf sarveie Af d+Inthegprdesssipgdios saithenticationi et ednnédtion he tk/D
server 4-1, while it is. unable to perform connection processing to any
ot her Bphitaslevdddce Re1r &l aib proRsiagPidrCéldrption/decryption of the music
contents and the using condition information stored in the HDD 21. The reproduction
application A311 encrypts the music contents, downloaded from the EMD server 4-1
and the corresponding using condition information with the contents key and encrypts
the contents key with the session key to store the encrypted key in the HDD 21. -
Meanwhile, the respective reproduction applications adopt respective unique
encryption systems, so that fhe music contents stored in the same HDD 21-in the . .
personal computer 1 cannot decrypt other reproduction applications than the dedicated
reproduction application.

- The .reproduction application A311 also manages the using condition
information.appended to each music contents. For example, if a limit value for the
number of times of reproduction is stated in the using condition information, such that
limitations are imposed on the number of times of possible contents reproduction, the

-reproduction application A311 decrements the limit value of the number of times of

reproduction or duplication by 1 for each reproduction or duplication.



A311 also is adapted for perform ng the processing for authentl Agdil29940n
connection to the EMD server A 4-1, the processing for authentication on
connection to the portable device A6-1 and the processing for
encryption/decryption of the nmusic contents and the using condition

I nformation stored in the HDD 21. The reproduction application A311
encrypts the nusic contents, downl oaded fromthe ENMD server 4-1 and the
correspondi ng using condition informegg on with the contents key and
encrypts the contents key with the session key to store the encrypted key

in the HOD 2. MaamidiCapdiRGnaoRITE S HARRAMURE ARSIBRBIGAS bARTEIOP!
respective uni que “encrypthi'on systens, so that the nusic contents stored.
in the sane HDD 21-, | n the _.personal c r cannot decrypt .oth

' epr oaURINE AP RMINOTIRITBIL Op B RES R A B 21 R CEerim Mueeeat16n. The
-reproduction application A311 also nmanages the using condition

i nf or mefar &iMDapp thedeunprehessive mmiagemont unit X 3For exanple,. if a linit
value for the nunber of times of reproduction is stated in the using

condi tion iﬁrﬁé.ar?fbaacﬁ&u&ﬁpm@ion B3M paifbﬁmtledprdcepgﬁg%f%nhbai&w@er of
times of possible contents reproduction, the .reproduction application

A311 degr S limte.val f n r ks f p I on or
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reproduction agppli cgt i on A31F11, al so _transmts.the nasi ¢ contents gl he
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interface 316 for EMD of the conprehensive managenent unit X 315. The,
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application is able to cope with. Specifically, the reproduction application B312 is

able to perform the processing associated with the EMD server4-2, while it is unable

- to perform the processing for connection to the other EMD servers. The reproduction

application 3312’ performs the processing for authentication on connection to the

EMD server4-2, the processing for authentication on connection to the portable device

- B6-2 and the processing for encrypting/decrypting the music contents and the using
condition information stored in the HDD 21. For.example,-the reproduction

application B312 encrypts the music contents downloaded from the EMD server4-2

- and the corresponding using condition information, with the contents key, while

encrypting the contents key with a session key and saving the encrypted contents key

in the HDD 21.
~ The . reproduction. application B312 also manages the using condition
- information appended to the respective music contents. For example, if a limit value

for the number of times of reproduction is stated in the using condition information,



the EMD server, uploading e.g., a log file and downl oadi ng trmigqgmzno4
contents, contents -key or the using condition information. This
reproduction application B312 .is adapted for perform ng the processing
for connection only to the EVMD server the application is able to cope
with. Specifically, the reproduction application B312 is able to perform
t he processing associated with the EMD server 4-2, while it is unable to
performthe processing for connectiogsto the other EMD servers. The
reproduction application B312 perfornms the processing for authentication

on connecti.on to.the- EMD.server 4- t (o] ' Q thent.i Il on on
connecicanty fififalhs ¢ dTRaSFL N dhe ETHETHED of Hosfithy Giniéit
encrypting/decrypti ng the _nusic contents and the using. conditiagn

i nf or nigpredudiah, dhe reproductimpapplicatinn B3ddesreaments Hét%ﬂupﬁdtﬁ!:\é% iogrthe
application B312 encrypts the nusic contents downl oaded fromthe EMD
serverdumbend tifescof repiodadiiog arstoplicaiugi by oh-fonfeacheatdppadustidnn ok he
contents key, while encrypting the contents key with a session key and
savi n_gd,{&ﬁ:a?%grypt ed contents key -in the HDD 21. The . reproduction.
appl i cath 12 al so nanages the using condition information appended to

th t i tents..F le, if.alimt value for th
nunber of t PHeacRpaReio apkction B3 8 AR ansmindiscmyic Gt gRd the'®

information, | April 2004 47 such that |imtations are inposed on the
nunberusing conditiopfinfarswitiondt manages en thesdPAYZL to the reception predaes 316 -
application B312 decrenents the limt value of the nunber of tines of

r epr odfeg EMID. 6f thgdmprheasivdndnageareneaait X 8pfoduction or  dupli-cation.

The device driver A313 is an application software for transferring music
-contents to the portable device A6-1. The device driver A313 transmits the music
contents to the portable device A6-1.

-The device. driver B314 is an application software for transferriﬁg'music
contents to the portable device B6-2. The device driver B314 transmits the music
contents to the portable device B6-2.

. +-- The comprehensive management unit (X)315 is- an application software,

_ dédicéted to the music furnishing company X, and which is furnished with the music
. “contents from the EMD server (X)4-3. The comprehensive management unit (X)315-

is also a.supervising software for transferring the music contents and the using

condition information between it and the device driver (A) 313, device driver (B) 314,

reproducing application (A) 311 and the reproducing application (B) 312 to manage

the music contents in the personal computer 1 comprehensively. The comprehensive

management unit (X)315 is also able to transfer the music contents it is supervising



The reproduction application B312 also transmts the nusic corit&nti208ad t he
using condition information it nmanages on the HDD 21 to the reception
interface 316 -for EMD. of the conprehensi ve Managenent unit X315. The
device driver A313 is an application software for transferring nusic
‘contents to the portable device A6-1. The device driver A313 transmts the
music contents to the portable.device A6-1. _The device.driver B314 is an
application software for transferringg music contents to the portable
device B6-2. The device driver B314 transmts the nusic contents to -the
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. 4-3. The cokhe® eifomprehennivagamaigeisnt itz 168315 RFUGTHS_ RIBEFINLSE ng
software for transferring the nusic contents and the_usi‘na condi tion

i nf or nedrrespondingetenthictcoatent nivmagementprngrvmr1 (1ayhaxs in fegitce driver (B)
314, reproducing application (A) 311 and the reproduci ng application (B)
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projection display unit 318 is an interfacing nodule for connection to the
conterits etc to other portable devices 6-1,6-2, the projection display unit 318 transfers

‘the music contents and the using condition information through the device driver (A)
313 or the device driver (B) 314.

The reception interface for EMD 316 receives the music.contents and the using
condition information from the reproducing application (A) 311 and the reproducing
application (B) 312, while receiving the music contents and the using condition
information transferred from the EMD server (X)- 4-3 through the network 2 and

. exchanging the music contents and the using coﬂdition information with the PD driver -
318.

In receiving the music contents and the using condition information from. the -
_reproducing application (A) 311 and the reproducing applicat ion (B) 312, thereception .
interface for EMD 316 performs reciprocal authentication, conversion of the
encryption system, conversion of the format for the using condition information etc.,
appended to the music contents being transferred and conversion of the compression

system of the music contents being transferred. The encryption system, using



portabl e device 6-3 and executes the authentication processing Agil 200¢
encryption processing between it and the portable device 6-3. Mreover, in
transferring nmusic. contents etc to other portable devices 6-1,6-2, the
projection display unit 318 transfers the nusic contents and the using
condition information through the device driver (A) 313 or the device
driver (B) 314. The. reception interface for EMD 316 receives the
musi c. contents and the using. condit4ygon-information fromthe reproducing
application (A) 311 and the reproducing application (B) 312, while
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information from the reproducing application (A) 311 and the reproducing
appl i-caongprehi@sisd Mandgenreat emit (4)3 LontHef systemousedMpy 3he comprebensive

reci procal authentication, conversion of the encryption system conversion
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musi ¢ cont ansferred and conversion of the conpression system
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The system used by the conprehensive nanagenent unit (X)315 is referred to
bel ow as the deivfdeadrivera®yf34 thramgictie PDhdriver 318. The reception interface for -
EMD 316 also transmits the music contents and the using condition information, -
converted to the unified transfer protocol, to the portable device 6-3 through the PD
.driver 318.
The music contents provided from the EMD server (A) 4-1 and the EMD server
(Bj 4-2 are once downloaded by the reproducing application (A) 311 and the
_reproducing application (B) 312, and the encryption system, the compression system,
. and the using condition information of the music contents are converted to the unified
tranﬁfer protocol and are transferred to the comprehensive management unit (X)315.
. The comprehensive management unit (X)315 comprehensively supervises the music
_contents of the contents furnishing companies downloaded from the EMD server (A)
- 4-1, EMD server (B) 4-2 and from the EMD server (X) 4-3.
The reception interface for EMD 316 also has thc;. function of copying, moving,

and performing check-in and check-out of the music contents.

The reception interface for EMD 316 performs the processing of copying or



reception interface for EMD 316 transmts the nusic contents dnsiprdil®0dsi ng
condition information, thus converted to the unified transfer protocol,
the device driver (A) 313. or the device driver (B).314 through the PD
driver 318. The reception interface for EM 316 also transmits the nusic
contents and the using condition information, converted to the unified
transfer protocol, to the portable device 6-3 through the PD driver 318.
.. . The nusic contents provided frons@ he EMD server (A) 4-1 and the EMD
server (B) 4-2 are once downl oaded by the reproducing application (A 311

and th%oviﬁ%ﬂ’i@‘i‘h’ﬁi@%oﬁ%@ SRIrE@n (B @P?qdu%ﬂ% hgﬁli@ﬂfiémmf)%‘lﬁl’éttﬁ& the

conpression system. and the using condition informtion of the nusic

contents are converted.to ni.fi ed r ansf.ger .or I re.
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managenment unit (X)315 conprehensively supervi ses the nusic__contents of
the conmevement figing thevases.od diis time) dhmresgptian intspace foHMIR 3loconyasts 4- 1,
EMD server (B) 4-2 and fromthe EVMD server (X) 4-3. . The reception

i nterfagre émeryphbn3¥bteal sdtivamusitecdntants] compfessiomysys¢emnavthagiaten@nd
perform ng check-in and check-out of the nusic contents. The reception
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novi ng musi ¢ contents store n the reproducing application (A 311 to
the reproducing application (B l.-n,accordance with the command for
“copying or b dreiRtion Bler A FoRERIS AL ARSI B drbtessite ShTMOlE T ace
for EVMD 316 converts the, encryption_systemof the nusic contents,

conpr esanidbphegkingrin the musicstantents stored in external media, such as Compact Disc,

or in the portable devices 6-1 to 6-3, into the comprehensive management unit (X)315,
in accordance with the CD ripping command or the check-in command from the user.
If, at this time, the encryption syst_e_r;l or the compression system of the music contents
of the description format of the using conditions are not converted to the unified
transfer protocol, the reception interface f_br EMD 316 makes the conversion into the
unified transfer protocol. |
The reception interface for EMD 316 also performs the processing of recording -

the music contents managed by the comprehensive management unit (X)315 in the
portable device 6-3 in accordance with a check-out command from the user. If, at this
time, the encryption system or the compression system of the music contents or the
description format of the using conditions are not converted to the unified transfer
protocol, the reception interface for EMD 316 makes.the conversion into the unified-
transfer protocol. Also, at this moment, the available number of check-out of the using

condition is decreased by one.



format of the use conditions into the unified transfer protocdl Apdliz®o4
-reception interface for EVMD 316 al so perforns the processing of copying
and check-ing-in the -nmusic contents stored in external nedia, such as
Conmpact Disc, or in the portable devices 6-1 to 6-3, into the

conpr ehensi ve managenent unit (X)315, in accordance with the CD ri pping
command or the check-in command fromthe user. If, at this tine, the
encryption system or the conpression systemof the nmusic contents oi the
description. format of the using conditions are not converted to the

nified tr | ' o t he
golnvlarsi on ?Q?%gérﬁgf%ﬁ%?%nd&{@gﬁ%ﬁgph%ggtt)%%%ﬁﬁg ?ﬁ?é@gg’ﬁ@gﬁ&ﬁﬁ@@ ce for
EMD 316 al f . t . [ f 50r di th [ t ent
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device 6-3. in accordance with a check-out command fromthe user.. |f, at

this tasmshowa dnclyp8i drhes yomaprebensive nusagement ownits¢X)Eh diast hdatarusi ¢
contents or the description format of the using conditions are not

conver tipthshfis$iBR/redétioRdwith aRe TEMD BERep LX) 4-3 Reith adapér Belowntherdmfed f or
EMD 316 mekes the conversion into the unified transfer protocol. Also, at

decr cadbiory AEoR Bp Ryt g rhs B BEXROM N Lo management uni t (%) 315
has the unified tyansfer prqotocal in a |ower application layer in which to
ransfer datd b5 abpYercysitedanesis snicas ishabutingsyliemn hermitsig content
conpr ehensi ve managenent. unit (X)315 has data transm ssion/reception with
t he EMdisteibutad {rn theEMu sever (Aa)ed andltheEMP senvdri(Bg) 4-2 are acquired by
the comprehensive management unit (X)315 for reproduction or management. Also,
the music contents distributed from the EMD server (X)4-3, EMD server (A)4-1 and
- the EMD server (B) 4-2 are transferred to the portable device (X) 6-3.
In the music contents distributing system,  as described -above, mainly -the -
comprehensive management unit (X)315 operates to convert the encryption system for
music éontents to be transferred, the format of the ﬁsing condition information
- appended to the music contents to be transferred or the compression system of the
‘music contents to be transferred, in association with the respective reproducing
- applications and the device drivers, to effectuate transfer of the music contents with
" the aid of the unified transfer prctocol. So, the music contents downloaded by the
-reproducing application (A) 311 from the EMD server (A) 4-1 and the music contents
.downloaded by the reproducing application (B) 312 from the EMD server (B) 4-2 can

be transferred to the comprehensive management unit (X)315 so that the music

contents of an artist furnished only by e.g., the music furnishing company A can be



transfer protocol as http (hyper text transfer protocol). In tih&pril 2004
above--descri bed. nusic contents distributing system the nusic contents
distributed fromthe EMD server (A) 4-1 and the EMD server (B) 4-2 are
acquired by the conprehensive managenent unit (X)315 for reproduction or
managenent. Also, the nusic contents distributed fromthe EMD server (X)
4-3, EMD server (A) 4-1 and the EMD server (B) 4-2 are transferred to the
portable device (X) 6-3. In the nusicggontents distributing system- as
descri bed above, mainly the conprehensive managenent unit (X)315 oper at es
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to be transferred or the conpression systemof_the, nusic contents to be
t r ansf efSHIPUYRE Sesderpiconvents e enryBtior spdem obmusis erntentigforapiofdhei ons
and the device drivers, to effectuate transfer of the nusic contents with

t he ai dusihgtdaadithin‘irﬂdrmatiamsridathepcmnmsﬂ;ionSgstctrhﬁ)rrthsimus:iorcbarmss into
downl oaded by the reproducing application (A) 311 fromthe EMD server (A)
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312 fromthe EMD serv - can be transferr to the conpr ehensi ve
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transferred to the 8 tabl e devr Ce?ﬁgé%r That is, since the present
rusi ¢ cemit éX9315 erd e.p@d@bm avise & avBr PéﬂtWéafeﬁHWrﬁﬂTPdﬂ“%lysm@mfm; nusi ¢

contents, format of the wusing condition information and the conpression
syst.em di@tribdtmgug,rstem canveets tise et pptidiheystem Andthetusimgé@nditioninfoahatiohe
musi ¢ contents of variable systens, stored in the hard
.at the time of transfer, the degree of freedom in handling the music contents can be
enhanced while protection of the copyrights of the music contents is assured.

That is, in the music contents distributing system, at least the encryption system
and the using condition information are converted between reproducing applications.
adapted for reproducing or controlling the music contents to transfer the music

- contents and | the using condition information. By so doing, | the music contents
distributing system is able to move the music contents-stored in e.g.; the hard disc.21
in the personal computer 1, even if there are plural reproducing applications, thus
enabling unified management of the music contents. Moreover, since the-using
condition informatioxr is transferred along with the music contents, there is no risk of
the using conditions overlapping with sole music contents thus assuring more reliable
protection of the music contents.

(3) Using Condition Information

(Explanation of Routinely Used Using Condition Information)



di sc of the personal conputer 1, can be reproduced by the conurghsireose
managenent unit (X)31S or the portable device (X) 6-3. In particular,
since the nusic contents distributing systemconverts the encryption
system and the using condition information ..at the time of transfer, the
degree of freedomin handling the nusic contents can be enhanced while
protection of the copyrights of the nmusic contents is assured. That is, in
the nusic contents distributing systeS§ at |east the encryption system and
the -using condition information are converted -between reproducing

appl i cationsp rﬁ@_ﬁm ﬁﬁrﬁzﬁrofftﬁl?r@ﬁ%b@n@diﬁbpﬁﬂﬂéﬂnﬁﬁtidrﬂﬂsé&ﬁl fheSteprod@dihgnt s to
transfer the Ic contents -and the using condition information. By - so

doi ng, the. nusi ntent s I sfxihuting systemis able to nove the mnusic
contentasop?lggﬁ%gpﬁsﬁﬁ.lﬁ."Jowt%gﬁ%]gf’g’ disc. 21 in the personal conputer 1,
even if there are plural, repraqducing plications, thus, enagbling unified
nmanagenent df ihﬁ-‘eWﬁf@ﬂ@cﬁgn@lﬁﬂi@m’%@&g\?@ﬂ; the esing reonditian dgforgmiian,i on
information is. transferred along with the nmusic contents, there is no risk

of t haepsisegteddgndidbudated dumn Ishpwinrfor eixampdalie FigSaciscusedent s- t hus
assuring nore reliable protection of the nusic contents. (3) Using

Condi tion | rlfncllﬁng%f;i A (X PLANAIISAT 18E THOM e itelSHARLTL MRS R,

| nf or mat i on) typical format of the using condition
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(pay/play) are stated as policies. The using condition information is distributed from
the EMD server (A) 4-1 as the information is appendéd to each music contents, as
shown in Fig.9B: The reproducing application (A) 311 controls the music contents in
accordance with the stated policies and the corresponding values. - For example,
assume that the possible replay date (from) is October 25, 1999, replay end date (to)
is November 24, 1999‘ and the cost per replay (pay/play) is yes/10 yen. In such case, .
. the ‘music contents can be reproduced as from October 25, 1999 and reprodugtion :
thereof before this data is inhibited even if a replay command is issued from the user.
. The music contents also can be reproduced until November 24, 1999 such that the
music contents are erased as from this date. The music contents also are set so.that .
10 yen is assessed per replay . The nuﬂlber of times of reproduction by the user is .
stored as the separate log information which is uploaded to the EMD server (A) 4-1

to assess the user who heard or viewed by an amount corresponding to the number of

times the music contents are heard or viewed.



In the left and right colums of the Table are stated, in the lcaptlmogs
direction, the policies of the using conditions and specified val ues. of
the policies, respectively. For exanple, the possible replay date (from,
replay-end date (to) or the cost per replay (pay/play) are stated as
policies. The using condition information is distributed from the EMD
server (A 4-1 as the information is appended to each nusic contents, as
shown in Fig.9B: The reproduci ng applégation (A) 311 controls the nusic
contents in accordance with the stated policies and the correspondi ng

val ues. I . i LS
Cot obor (B120g 8T O ufl LR Ldifioh MhRimPARY o UseRPbng ScfnprchBffive S oo,
per replay (pay/pla % IS .yes/10 yen.. In such case, the -nusic contents
can be WaBageMERMH XyBMoct ober 25, 1999. and reproduction thereof
before this data is inhibited even if a replay command is issued fromthe
user. The niiké asingriocaditiomirformationeasrused dyuthedcampiche hpive mpanragement 1999
such that the nusic contents are erased as-fromthis date. The nusic

cont entﬁni@gxyﬁgﬁs %r%wéﬁplaiﬂeat. Thé - USiEBohditidnSREGRhtRAT, P |e§t¥61ainérd1,ﬁls nunmber
of times o eproduction by the user is stored as the separate |og

i nformation i.ch,is uploaded. t - t egsqt:he user
who hea?@e&d%\@‘itgug%l 1y 1%8313%8[%@)0\&@@?5%%&03{1\%5téoleil%ée%vue%gr)aﬁﬁ ’ aﬁflr}gs t he
musi.c contents are heard or viewed. 1 Apr,&)a% 4 %ﬁ%e%EXB' gj;a lon of the
Using Cvdi Whemtherosiprahermvemanagement 4y Al Fentr FRHIC uni t
(X)315) The using condition information, as used by the conprehensive
manage nemitentsnMorédy @1 the usingromditiph fnifoentatidhds usddnas onidiediformanvbenat i on, -
now expl ai ned, is .
reciprocally transferring music contents between the reproducing application (A) 311
and the comprehensive management unit (X)315 or between the reproducing
application (A) 311 and the comprehensive management unit (X)315. This using
. -condition information.is referred to below as the unified using condition information.
The unified using condition information is made up of an index file 331, an
| automaton file 332, a parameter file 333 and a hysteresis file 334, as shown in Fig.4.
- These files are stated in an XML (eXtensible Markup Language) language.
In the index file 331 is stated e.g., the reference information of each file.
To the automaton file 332 are appended an automaton stating portion 341, -
stating the using conditions by automaton, an authentication code by contents keys
(MAC; Message Authentication Code) 342, a signature by a contents purveyor (Sig)
. 343 and a certificate for verifying the signature (Cert) 344, as shewn in Fig.11. The .

contents key is denoted KC, whilst a private key and a public key of the contents

purveyor who prepared the contents are denoted K™ and K', respectively.



appended to the nusic contents downl oaded fromthe EMD server 1(&pril2084 and
Is .used when the conprehensive nmanagenent unit (X)315 manages control of
the nusic contents. Mreover, the using condition information is used as a
unified format when reciprocally transferring nusic contents between the
reproduci ng application (A) 311 and the conprehensi ve managenent unit

(X) 315 or between the reproducing .application (A). 311 and the

conpr ehensi ve nmanagenent unit (X)315s55This using -condition information is
referred to below as the unified using condition information. The unified

using condi gy,0 nadt%ﬁ'i&?%ﬁ?@ggg%meﬂ? s chibed ?ﬁ@’&p{ehﬂt%%ﬂﬂe HF mayfonaton-

file 332, -a paraneter and a hysteresis fi as shown 1n

Fig.4. These fil are sta i n.an ..(eXtensi bl e Markup Language)

Ianguaﬁ‘é‘.‘tepﬁel?méni @%F i$@Ee§%fcﬂglc§t§t'\ﬂ/bdf‘iﬂb]9,Seﬂﬁ%“‘?eef erence infornation
of each file. To the automaton file 332 are appended an automaton stating
portion. 34With atsat ofthe operatisigstates afithe amenbusic eonicots Qandavitlhaset cation -
code by contents keys (MAC, Message Aut hentication Code) 342, a signature

by a cepigpitSspHbYRYRprésShng Bd3vend &f 4ry iukicadMehty Ty ehé famtdrgatdie .
signature (Cert) 344, as shown in Fig. 11. - The contents key is denoted
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55 Th ut omat on stating po tl on 341 describes the operating state of
nusi c %H&Stﬁwséﬁlﬁm%&eﬁ W e Machi ne stated in tuple sequence. Wth
a set of the operating states of the current nusic contents Q and with a
set . ofQ’i=npd}d s\d(gei)$qQepederiZhgQlhe events of the nusic contents E, the
aut onat on
As shown inthis equation, the set Q’ of the operating states is expressed as d.
The d is defined-by a function & having variables q,a. The q indicates one operating
state of the set Q of the operating states of the music contents. The « indicates an
.event of the set of events Z. The function 6 is 2 map of a power set'of Q and X to Q..
Based on the above Q, L, and Q’, each tuple is expressed by
- {<q, a, d>{q, deQ, aeX}.
Note that <q, &, d> indicates an example of permutation and combination of q, &, d.
In X, events such as replay (play), copy (copy), amount (pay Y), possible play
start date and time (from YMD), play end date and time (to YMD), number of usable -
days (in Ddays), or null event (€), are stated as follows:
2 = (Play, copy, pay Y, from YMD,.to YMD, in Ddays, €).
So, the following statement is made in automaton descriptor 341...

A specified statement in the automaton descriptor 341 is hereinafter explained.

An illustrative description by a tuple-row of the automaton, representing



stating portion 341 expresses a set @ of the operating stated Aprlt2084nusi c
contents followng status transition as follows: Q@ ={d | d = S(qg,a) |
gQ aQ s: XE .-*@Q . As shown in this equation, the set Q of the
operating states is expressed as d. The d is defined-by a function 8

havi ng variables g,a. The q indicates one operating state of the set Q of
the operating states of the nusic contents. The a indicates an event of
the set of events E. The function 8 isga nap of a power set -of Qand E to
Q Based on the above Q E, and Q, each tuple is expressed by {<q, a, d> |
, dEQ . ale I ermut at i on.
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and co events ch as replay (play), copy
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event (E), are stated as follows:, E = (P copy, pay Y, fromYMD,_ to
YMD, in DdayEirstejransisiontiseads! fromi mglrstldtséafémﬂ tpg mf@é:ﬂ. and e astateqs.
descriptor 341.- . A specified statenent in the automaton descriptor 341 is

her ei naffopd -t]%ﬁ'a@ésﬂ?ﬂand 4, pdralel mavenentiescurs.pt i on. by a tuple-row of the
aut omat on, representing | Apr|I 2004 56 operation transition of musi c
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as 10 yen (paylO occurs in t he
q2, transition is made to the state q1. That is, the present automaton indicates that, if. -
the payment of 10 yen is made, the music conte'nts may be reproduced only once. If
a payment event of a pre-set amount, such as 1000 yen (a.pay1000) occurs in the state
ql, transition is’ again made to the status q3. Specifically, this automaton indicates
that, if the payment of 100 yen is made, the music éontents can be reproduced without -
regard to the number of times. If a payment event in an amount corresponding to n
" times the reproduction amount for one reproduction, such as 10 yen (pay10xn) occurs,
transition is made to the status q4. If, after transition to the status ..q4,‘the“p]ay event
(play) occurs, transition is again made to this state q4. If n play events occur in this
- state g4, transition-is made to the status gl. That s, in this automaton, it is shown that, -
if 10xn yen is paid, the music contents can be reproduced n times.
If a payment event of a pre-set amount, such as 100 yen, occurs in the state g5,
transition is made to the state g6. If a copy event occurs in the state g6, transition is

made to the state q5. If a copy event occurs in the status g6, transition occurs to the

status g8. If a play event occurs in the state g8, transition is again made to this state



state ql, transition to the state q2 occurs. |If the play eventl Apile0D4
occurs in the state g2, transition is nmade to the state gl. That is, the
present automaton indicates that, if the paynment of 10 yen is made, the
nmusi ¢ contents may be reproduced only once. If a paynent event of a
pre-set anount, such as 1000 yen (a.pay 1000) occurs in the state ql,
transition is again nade to the status 3. Specifically,.this automaton

i ndicates- that, if the paynent of 16® yen is made, the nusic contents can
be reproduced without regard to the nunber of tines. If a paynent event in

an armﬁ&t IE® Ebg% ROBRH dt@utLinhiststare 8, hansieibhdd uidead tAeptand 9f Thisiate
r epr oducti on, ch as 10 yen (paylOxn) occurs,~ transition is made to the

status_g4. . kf fte | 1] = v 84 v, t | ay)
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inthis state g4,.transition- s made to the status gl. That is, in this
aut onaisethis putaralonshAwskaat, it 10p Y@O)lsrpagléﬁhp JYSIG %ﬂﬂtﬂlﬂg CﬁﬂLP&“E!ﬁﬁ%‘?ﬁ"s can
be reproduced n tines. If a paynent event of a pre-set anount, such as 100
yen, otwcotteridevidee MaateveySthis autansiton shows thatdalthougln éhestatsec géntenfs a copy
event occurs in the state g6, transition is nmade to the state g5. If a

co e ! : £t q8. If
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nt occurS In the state g8, transition i's again made to this state
1 April 2004 57 .qg8. |f _a _copy. curs. in this state g8, transition is
made t BUEHESTYSK ‘éqmel’?\tls3%?@%8“%3@@%%?%&1 " state where no transifion'to
ot her states_occurs and no event occurs. That ig t hi s autonaton shows
that, if -106ffhepaymeneventiafa prasetamgnnbsuch as200yen (s pay OCEWISot her
devi ce. Mreover, this autonmaton shows that, although the nusic contents
copi edircthe sheter) tradsitied ismadd¢s theedateq?hdf a cbpy everdt occersrindbe stateq7 s
| npossible if -
transition is again made to this state q7. If a copy event occurs in the state q7,
transition is made to the state ¢8. If a play event occurs in the state ¢8; transition is
again made to this state 8. If a copy event occurs in this state g8, transition is made
to the state ¢9. This state q9 is a final state where no transition to other states occurs
- and no event.occurs. That is, this automaton shows that, if 2000 yen is p'aid, the music- .
- contents can be copied to another device a limitless number of times. Moreover, the
automaton shows that, although the copied music contents can be reproduced any
- desired number of times, the music contents, copied-to anether device, can not be
. reproduced.
Fig.13 shows a tuple row statement of the automaton performing the above-
-described status transitions.

It is possible for the automaton stating portion 341 to state parallel synthesis of

~ operating states, in order to update the movement of music contents. For example,



<once the -nusic contents are copied to another device. - . |fl Al 2089 rent
event of a.pre-set anount, such as 2000 yen (a.pay.2000) occurs in the
state g5, transition is nmade to the state gq7. If a copy event occurs in the
state q7, transition is again nmade to this state q7. If a copy event
occurs in the state q7, transition is made to the state g8. If a play
event occurs in the state g8; transition is again nade to this state (8.
If a copy event occurs in this state g8, transition is nade to the state
g9. This state q9 is a final state where no transition to other states
occurs igd3t al [ i £ 2000
von 1 5 BT RRKEHE of ARECTatichitY, 2l p, id) beBepRETLRE R IR gt Siuerice
limtless 0 nmber of tines. Mreover,-the automaton shows that, although

t he cop?%g)ﬁﬂ¥?c contents can be reproduced any desired number of tines,
the nusic contents, copied.to another device, can not be reproduced.

. Fi g. 13<gphousrgaqfupl e row statenent of the automaton perform ng the above.
described status transitions. . . It is possible for the automaton stating
portion<QéthQ,@;ate paral l el synthesis of operating states, in order to
updat e the novement of nusic contents. For exanple, 1 April 2004 58
paral l el syn [ Lat | 18Y; t he
tupl e sequenggg%gg’Q%Fﬁg§é$B@ﬁ%%h§?ﬁ8ﬁ§°§@gpgﬁﬁgg‘QE%Eﬁ&?ggﬁgﬁﬁﬁqP§%8|so'

ossible to state. . an action, ac anyi he status transition in the
P automaton sfating port}on 341" Forexa p?e% the action is represented by tuple as

follows:
<qp, @, q;; action>
This action is represented as a function employing a pre-defined variable. The
-variable is made up of an ID, a'scope and an initial value. For example, with a variable
nrepresenting the pu.rchésing price of an album (a), statement is such that a.n: =1000.
An example of the automaton stating portion 341 stating an action with respect to the

variable is as.shown below:

-<qq, pay100,.q;, a.n:.= a.n ~ 100> o S (D)
<qq, pay (a.n), q;, a.n: =0> - | - (2)
<qj, play, > )

This example indicates that the purchasing price of a sole music contents
(equation (1)) affects the price of album purchase (equation (2)).

The above-described automaten stating portion 341 is made up of an entry ID
345, a contents ID 346, version information 347, variable information 348, and a tuple

sequence 349, as shown in Fig.14. -



aut omat on stating portion 341. For exanple, the action is reprle4pnkt2004by
tuple as follows: . <90, a, ql; action This action is represented as a
function enploying a pre-defined variable. The variable is made up of an
I D, a-scope and an initial value. For exanple, with a variable .n
representing the purchasing price of an album (a), statenent is such that
a.n: =1000. An exanple of the automaton stating portion 341 stating an
action with respect to the variable 5% as, shown bel ow. . <qo,

payl 00,..gl,.a.n:.= a.n=-100> ... (1) <qO, pay (a.n), g1, a.n: =0>...(2)

<qi, play, gaxspecifiedexampldbf the aurimdton lsf&dih?@io@ﬁoﬁﬁﬂ tHJ_H%s@HPﬁBﬁ%ﬁ‘ﬂatpri ce
of a sole nusic contents (equation (1)) affects the price of al bum

pur chas (ﬂqﬂ?@ ' - : z r i mton stating portion 341
S rradeSBp 0 gélé)g%#%/éﬁlrﬁwgggﬁgg%%ﬁ%?n? ts}ﬁglgggég{%er sion information 347,
variable infpormation 348, and g tuple  seqguence 349, as shown in Fig.14. 1
April 2004 5gfieaﬂé’ﬂﬁfﬂp? Ce@aee%éﬂalc%mg?a"@ﬁEsegihfgﬁ’é{taérﬁh%%lapmﬁ%éﬁﬁqrmnoslasl t he
description format of which has been defined will be described in the

f ol | ow: aig. defbmed\thy 4 BTD (eoewnentsIygredDebinitomd specifidd loalthevbasistof ¢hadidhat on
descriptions are defined by a DID (Docunent Type Definition) specified on

t BEI Pg:%fliééﬁﬁ((:éggglyipﬂfggiﬁ%fﬂsl@ gljraﬂuaﬁﬁf (F¥PTRuplichtien (&IPyIdpay EQpl)! aY)..
. (pay-for-play), pay for duplication (pay-for copy), pay for album play (pay-for-album-
play), pay for album duplication (pay-for-album-copy), possible-use start date (from),
use end date (to) and a null operation (null) are set as events by the DTD.

Fig. 16 shows an exemplary description of the automaton stating portion 341
by the XML language indicating that the music contents can be reproduced as from
September 1, 1999.:

The description shown in Fig.16 is an automaton shown in Fig.17. The
automaton is constituted by the state q1 as an initial state and the state q2. When the
date becomes September 1, 1999 which is a possible use start date-(from) in the state
q1, the state is moved to the state q2. When the reproduction event (play) is generated
in the state q2, the music contents are reproduced, and the state is again moved to the
state q2. In such manner, the automaton controls to enable reproduction of the music
contents from September 1, 1999.

Fig. 18 shows an exemplary description of the automaton stating portion 341

by the XML language indicating that the music contents can be reproduced until

October 31, 1999,



(pay-for-play), pay for duplication (pay-for copy), pay for alibagri@oey (pay
for--al bumplay), pay for album duplication
(pay-for-al bum copy), possi bl e.use start date (fron), use end date (to) and
a null operation (null) are set as events by the DID. Fig. 16 shows an '
exenpl ary description of the automaton stating portion 341 by the XM

| anguage indicating that the nusic contents can be reproduced as from
Septenber 1, 1999.: The description sfgpwn in Fig.16 is an automaton shown
in Fig.17. The automaton is constituted by the state gl as an initial

2 possi bl e uLBEFFrDHaR RO, Het I e A AUrcapaton S i FEEREL, 4RECS | e

state 2. Wen the reproduction event (play) is generated in the state 2,
t he nusautommtor it eonstituted bydhe sele qhasian jailia] atage 7m Hiatatengibas TR
state 2. In such manner, the automaton controls to enable reproduction of

t he nusitate. CAMleANhE &Fmﬁu%ﬁ@hedmﬁt (flay199@enéiated 118 thdstate a2, ahenmpisicy
description of the automaton stating portion 341 by the XM. | anguage

|00 cat R RIEL FOTHENeR: SABRPRRINBURE O D! WIRH QRSI31.

1999. 1 escriptio own in Fig.18 i's an autonaton

shown in Fig.19.  The aut ton. | s constituted the state as.,an.nitia

State aheramies OciRRerclld 1358 anichas adand dafE T et bt tof e s ' °

(play) is generated in the state g2, the nusic contents are reproduced,

and t hemsiwvatddo ite stateiendnbythe state end, the sfate ignot wsiedtpany gtate, onyeeey

Cctober 31, 1999 which is a use end date (to) in the state g2, the state is
. is generated. In such manner, the automaton controls to enable reproduction of the -

munic contents until October 31, 1999.
Fig.20shows an exemplary description of the automaton stating portion 341 by
the XML language indicating that the possible reproduction time period for the music. .
contents is from September 1, 1999 until October 31,1999, with the number of times
of possible reproduction being 16.
: .. .The description shown in‘Fig.20 is an automaton shown-in Fig.21. The
* . automaton is constituted by the state q1 as an initial state, the state g2 and the state -
end as an end state. When the date becomes September 1, 1999 which is a possible use
- start date (from) in the- state ql, the state is moved.-to the-state q2. When the
reproduction. event (play) is generated in the state-q2, the music contents. are
reproduced, and the state is again moved to the state q2. When the date ‘becomes
: Ociober 31, 1999 which is a use end date (to) in the state g2, or the reproduction event
is generated 16 times (play x 16), the state is moved to the state end. In the state end, -

the state is not moved to any state, or no event is generated. In such manner, the



moved to the state end. In the state end, the state is not novespfi2oaay
state, or no event is generated. In such manner, the autonmaton controls to
enabl e reproduction of the nmunic contents until October 31, 1999. Fig. 20
shows an exenplary description of the automaton stating portion 341 by the
XM. | anguage indicating that the possible reproduction tinme period for the
music contents is from Septenber 1, 1999 until October 31,1999, wth the
nunber of times of possible reproducdsi on being 16. .:: - The - description
shown in - Fig.20 is an automaton shown - in Fig.21. The automaton is

consti th&ehabyn icgﬁgaiﬁogggfgﬁg%%ﬁgeeﬁrehhmn Peiol: frbRESEpRITheI 2 29hd g state

end as an end s becones "Septenber 1, 1999 whichis a

possi bl & use t date (from.in the - .stat s nmoved - to
Phe est@etobes 3Thab0 il tordsinging Arbibes oE kPR RrEsn 1€Be T Beta 't he
state - g2, the nusic contents. are reproduced, and the state is again

noved to t heFig 2Rshqws anmexemplaryodeseription aidhe agtaspaionFatingportign 34l s a
use end date (to) in the state g2, or the reproduction event is generated

16 ti magy (helamIxlah@ha éﬂﬂﬁi@ii@?@hdt&hmm@et of tilnes of adproduction of theenitiat e
end, the state is no% noved to any state, or no event is generated. In

" epr oduadrensdafe BafBacd € ro o ) 1800 1o oct ober S1. 1999, and to
cxempl ary. dotednpPREHTEPT EE 313 r8rapBR Lt g en Sate et BYReR st
| anguage indicating that the nunber of tines of reproduction of the nusic
cont entauthenticativm ¢adei 352by contents key, a signature 353-by.a contents purveyor, and
a writ of authentication 354 verifying the signature, as shown in Fig.23. The contents
key is denoted KC, whilst the private key and the public key of the contents purveyor
- who prepared the co'nicnts- are denoted K and K';, respectively.

- The parameter file 333 can be rewritten by a contents purveyor other than the
contents puﬁrcyor who prepared the automaton file 332, for example, a secondary
purveyor such as a contents retail dealer or by an intermediate contents distributor. To . -

- -the parameter ﬁle‘33._3 so rewritten is appended a unique entity ID 355 accorded to the
purveyors or to the intermediate distributor. Meanwhilé, K’ is the contents key of the
-secc;ndary purveyor,-with K’¢ = H(K., Entity ID). The contents key K’ of the
- secondary purveyor is formulated from the contents key K of the primary purveyor. -
. The primary and secondary purveyors are distinguished from each other by the writs
of authentication.

The parameter file 333 is verified by MAC if the contents key is already to

hand. If the contents key is not available for reasons pertinent to safety, the parameter



To the paraneter file 333 are appended a paraneter statenent pos#AI@EO351
aut hentication code 352 by contents key, a signature 353,by a contents
purveyor, and a wit of authentication 354 verifying the signature, as
shown in Fig-23. The contents key is denoted KC, whilst the private key
and the public key of the contents purveyor who. prepared the contents are
denot ed K- 1E and KWE, respectively. The paraneter file 333 can be rewitten
by a contents purveyor. other than thgy contents purveyor who prepared the
automaton file 332, for exanple, a secondary purveyor such as a contents.

retail gﬁgbgg iQ@eﬁ{ie@Byis%ﬁwf@ iagﬂ‘?néiﬂﬂﬁgﬁ'&.s distributor. To the paraneter
en 1s ed a

file 3337 so rewit ppen uni que-entity I D 355 accorded to .the
purveyors or the internmedj ate distributor. Meanwhile,, K c is the
contents - key{’ ﬁlﬁ tF‘hé’n%&’ ?Voﬂa?We%Pt,en?Sv\PPﬁ’eKOES 5 *ﬁ(qé% apd; With the) . The
contents key K c of. the secondar urveyor is fornmulated fromthe

cont ent terkdpakB, tfe priodogad iverifigdyr K’b&@rls asHellpwisndr inditatasdmmsariysion
purveyors are distinguished fromeach other by the wits of

. aut hent e 538.A, B+B fidieit®s ®indmissiod Irorh S 1668 driceA -~ ByinWh@tdsitrddigissibhent s
key is already to hand. If the contents key is not avail able for reasons

_perti ne?ﬁoxﬁ?\ﬁ?ﬁ?i , ‘ﬁd]ﬁfttgﬁ’@@ﬁfﬁ[‘l}% dAgféelA?004 62 file 333 is verified by

. (#) . .
si gnat ures and Tnstfume primary and secondary contents

purveyors S and a ith the termnal B, the protocol verified by MAC
is as f§r'lptw¥g.c ’SﬁA(ngg@ﬁnt es transmssion fromS to A S-'B indicates

transmssion fromS to B, and A-B indicates transmssion fromA to B. |IDA
.i ndi cat SsBaX HE@a{Kgfe device A - e S

A-B: ID,, Parameters, M = MACK’ . (Parameters)
B: M=MAC’.. (Parameters)?
This parameter statement portion 351 states coefficients of a function for
- . .changing the values stated in the automaton stating portion 341 of the automaton file: -
332. For example, in the example shown in Fig.13, there are occasions wherein the
. price of the music contents becomes a function, as shown below: -
© -<qo, pay (£,(10)), q,>
<q;, pay (f,(10)xn), q,>
-In this case; the above functions f, and f, are defined, for example, as follows:
fi(n) =0.9n.
f,(n) =90+ 0.1n.
By defining the functions as above, it is possible for the primary purveybf toset -
a default price \-/alue and for the second purveyor to rewrite the parameter file 333 to

change the price.



S-A Kc =H(Kc, IDA) S-;B: . X = Eu(Kc)l . A-B: |IDA ParanetleAprtil 2404

MA. CK' ¢ (Paraneters) B: M=-MAC,,, (Paraneters)? This paraneter statenent
portion 351 states coefficients of a function for changing the-val ues
stated in the automaton stating. portion 341 of the automaton file: 332.
For exanple, in the exanple shown in Fig.13,.there are occasions wherein
the price of the nusic contents becones a function, as shown bel ow. <qgo,
pay (f1(10)), qg1> . . <gl,.pay (f2(¥3)xn), g2> In this case; the above
functions f1 and f2 are defined, for exanple, as follows: ff(n) = 0.9n. .
f2(n) = 90. Fhdabove-Bscribbd pargntiee sfatementgportian Idoisemadd up of passithf e for
the primary purveyor to set a default price value and for the second

pur veygb f’f_ﬁG,r&%}ﬁEﬂ@éD@S P PR &etfitiefitsIAforhatidnB8Bl s RBwRY inTig. 25 AP i |
€ a

2004 6 ove-descri bed paraneter statenment portion 351 is~ nade up of
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trajectory of the operation of the nusic contents, operated based on the
cont entrgusit cantmts, pperted based s thacantenis of descriptipn, putheagtomgaton sfatingt at us
and the variable in the tuple of the automaton stating portion
portion 341. The status and the variable in the tuple of the automaton stating portion
' 341 is recorded. For example, if reproduction is carried out twice in the example of
Fig.13,
<qe 91> o> 9>
results, so that the trajectory of the following operation:
- <payl0, play, pay10, play>
I- is obtained. |
If this is summed and uploaded in e.g., the cdmprehensive management unit
-.(X)l—S,- it is possible to compute the amount payable by the user.
V‘In the music contents distributing system 1, in which the unified using condition
information, representing the using cﬁndition by an automaton in which the policy
~itself and its concrete value are programmed, is used, it-is possible to elevate the

-degree of freedom in the description of the contents using conditions.

- (4) Re-storage and Re-downloading of Destructed-Music Contents

.The backup of music contents by the comprehensive management unit (X)315
is now explained.

- First, the key management method of the comprehensive management unit



341 is recorded. For exanple, if reproduction is carried out twgse 2004t he
exanple of Fig.13~ ,<9G ql1, qO qgl-,4, results,, so that the trajectory
of the follow ng operation: <paylO play, paylO play> is obtained. If
this is sunmed and upl oaded in e.g., the conprehensive managenent unit
..(X)1-5,-it is possible to conpute the anbunt payable by the user.. In the
nmusi ¢ contents distributing system1, in which the unified using condition
i nformation, representing the using cgpdition by an~ autonaton in which the
Dolicy Atself and its concrete value -are programred, is used, it, is

possi bl el evaje t ree of. freedomin the description of the
contenté()f}gisrfé eéBt?d??$ﬁY1§$?ﬁ'}‘g ﬁé?ﬁ‘%ﬁage and Re- downl oadi ng of Destructed
-Music. Contents The backup of nusic cpntentss by tRe coppr ehensi ye
managenent uhhe compyeieBsiviegnanageagat uni 64)3 15 stpresithe pysi t‘?l‘ﬁﬁ&éeﬁ:@nt

met hod of the conprehensive managenent unit 1 April 2004 64 (X)315 is
“expl ai nggd, by Cgfiar fienBaridodisca2PGn thbeparsonal etoampiitee 3relhgewerireheindive X) 315
stores the nusic contents Cl, C2, C3, Cnin the hard disc 21 in the

per sonal, GOBRHERS uili (6R15 MBS SRABSHE comMERS AT KUE! KCOXREER -l et or es

the co eys Kcly Kcn, . assoCiated with thé nusic
contents Cl1 Cn, respectiyv The~cont ents ke
associatf% \’Nitﬁhe music con%gntstdl, ‘82Y C3, "-eCn,- rcspecttlvei<y.yfhe contents keys

K¢ are in a one-for-one correspondence to the music contents C. To the music contents
C1, C2, C3, - Cnare appended the contents IDs for identification. These contents IDs
are termed CID1, CID2, CID3, -+, CIDn.

The music contents C1, C2, C3, - Cn are encrypted by the contents keys Kcl,

' Kc2, Kc3, -, Ken and, in this state, are recorded in the hard disc 21 of the personal
computer 3. E(K, C) denotes that the contents C have been encrypted with the key K.
Usually, the contents IDs are recorded in a header of the music contents C and
encrypted along with the music contents C, or the MAC is appended to the.music. -
contents C, such that the contents IDs are not separable from the main body portion.
of the music contents. |

-The contents keys Kcl, Ke2, Kc3, -+, Ken are encrypted by the storage keys
KS and are recorded in the state of E(SK, Kcl), E(SK, Kc2), E(SK, Kc3), -+, E(SK,
Kcn) in the hard disc 21 of the personal computer 1. This storage keys Ks exhibits.
so-called resistance to.short wavelength and is saved in a recording area that cannot
be referenced by an ordinary user.

'If, in the comprehensive management unit (X)315, where the key management



Kc are in a one-for-one correspondence to the nusic contents d Apnl 2004

music contents d, C, C3, " Cn are appended the contents IDs for
identification. These contents IDs are ternmed CIDl, CID2, CD3, , ClDn.
The nusic contents C, C2, C3, -- Cn are encrypted by the contents keys
Kcl, Kc2, Kc3, , Kecn and, in this state, are recorded in the hard disc 21

of the personal conputer 3. E(K, C denotes that the contents C have been
encrypted with the key K Usually, téfe contents IDs are recorded in a
header of the nusic contents C and encrypted along with the music contents

C or tiﬁeﬁyé\’l’&nﬁ&i ABPEREABed Abble; (N8 shdsic CORtaNS L, forsegdmpliatistidebe
contents 1Ds are not separable fromthe -main body portlon . of the nusic
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E(SK, -Kc3), E(SK, Kcn), in the hard disc 21 of t ersonﬁ nput er, 1.
This stme@l%gysthagnwapgmcgts Cl épdecaypied. naiged lérv@@tftrtss §Y.é§ql W&U@ﬁengt h
and is saved in a recording area that cannot . be referenced by an ordinary
user. .mhhner, thd b@npmmmeilvennan@cmngmﬁm(ﬂf)mﬁiis ablx¥) tdhsprocheedhe heudiey
managenent 1 April 2004 65 1is perforned as descri bed above, the nusic
content g tsl@r, exanple, is to be reproduced, .the contents key Kcl is
decrypted, using the storage key KS, and subsequently the nusic contents

LA s LR A A TSR I B et
cont entlg p%%formed as described above, the music contents C1 is to be. moved from the hard .. -
disc 21 to the portable device (X) 6-3, reciprocal authentication is performed with the
portable device (X) 6-3. On completion of the authentication, the contents key Kcl
. is decrypted by the session key and the encrypted contents key Kcl as well as the -
encrypted music contents Cl is transferred to the portable device (X) 6-3. The -
contents key Kcl and the encrypted music contents C1 are both transferred to the
_portable device (X) 6-3. The contents key Kcl and the music contents C1 are both
erased- from the hard disc 21. By so doing, the comprehensive management unit
(X)315 is able to move the music contents C1 to the portable device (X) 6-3.
.- The method of regenerating the music contents as becomes necessary whenthe
. music contents or the contents key cease to be reproduciblie from the hard disc 21 due
to, for example, destruction of the hard disc 21, is hereinafter explained.
Usually, the comprehensive management unit (X)315 saves the backup data of

the encrypted music contents C and the contents key Kc in the hard disc 21.

Also, usually, the comprehensive management unit (X)315 is supervising the



If, in the conprehensive managenent unit (X)315, where the keyl Apmaifddent

I's perforned as described above, the nusic contents Cl is to be. noved from
the hard disc 21 to the portable device (X) 6-3, reciprocal authentication
is perforned with the portable device (X) 6-3. On conpletion of the

aut hentication, the contents key Kcl is decrypted by the session key and
the encrypted contents -key Kcl as well as the encrypted nusic contents Cl
is transferred to the portable device66X) 6-3, The contents key Kcl and
the. encrypted nusic contents Cl are both transferred to the portable

devi ce. picHas8recti@s 6P Miisic keirtelie!doantlohdal femi the TIMIPEErseIX PI-8 Ahat

erased- fromthe hard disc 21. By so doing, the conprehensive nagenment

unit ( ' | [ 0 0, tabl e .devi ce
(0 6- S dIpRSafish® I3 68 chebrdllS: f FRRARIE ofibolt ybld B ML dieacary
when the_ nmnusic_contents or thﬁ, contents key cease to dbe reproduci bl e from
the har dldssese logiaformations of hislogpindormaalian it Os wpdated ahdhe timeof21, s
her ei nafter expl ai ned. Usually, the conprehensive managenent unit (X)315
saves t benfraliingofiht anadic contensrasrwintretie mrssic contenenissio® Hoadédronniheent s
key Kc in the hard disc 21. Al so, usually, the conprehensive nmanagenent

uni t ( XE34D ée%vépgﬁ YLFbPMANGT lo el pdraAf0Heble x()e% ._slga%er @?aﬁgf&e%ivtehe

musi ¢ contents do oaded formthe EMD server ( and 'i'st of the
contents 1D of the t.0 Lty Qf_th 1.Ce CQ nt t or ln_the rd.,disc,
21 ae Dwaggmenl Spldefans orfoads the TR BRI B o Bl I SebeE X e
time of (:_onjtrollin%t of the nusic contents as when the nusic contents is
downl oapetodicalyrialteeperessinger (X) 4-3 or noved to the portabl-e device (X)

6-3. The conprehensive
If the music contents C or the contents key Kc stored in the hard disc 21 of the

. comprehensive managemcnt unit (X)315 are destroyed, the following processing is
-executed.

If the music contents C or the contenté key Kc are destroyed, the comprehensive
management unit (X)315 first accesses the EMD server (X) 4-3 to perform user
authentication.

.. The EMD server (X) 4-3 then.refers to the use log: information of the:
comprehensive management unit (Xj315, from the user ID of the authorized user, to
. generate an integrity check value (ICV). This ICV is generated, based on the CID, as
_tﬁe contents.ID of the music contents C stated in the use log information and on the
storage key KS of the comprehensive management unit. (X)315, in accordance with: -
ICV = H(SK, CIDI|{CID2||-| |CIDn)
where H(K, Data) is a uni-directional hash function and has its value changed

with the key K.



managenent unit (X)~15 uploads the log information to the UAD Is&epiieX004 X-)
4-3 ,periodically or after accessing. |If the nusic contents C or the
contents key Kc stored in the hard disc 21 of the conprehensive nmanagenent
unit (X)315 are destroyed, the follow ng processing is executed. If the
music contents C or the contents key Kc are destroyed, the conprehensive
managenent unit (X)315 first accesses the ENMD server (X) 4-3 to perform
user authentication. The EMD server §7 4-3 then refers to the use |og.

i nformati on of the conprehensive managenent unit (X)31S, fromthe user ID
of the aut hoThzeEMBaerver ¢X)deB ehen eramsmitstthggenyrated akegatychep®alughi s
ICV is generated, -based on the CID, as .t he contents-1D of the -nusic

Contentﬁ:@tﬁttﬂé%grﬂ;‘gﬁcﬁé?ﬁiﬁﬁﬁaﬁ%ﬁnﬁéﬁt%ﬂﬁ(tsMﬁnd on the storage key KS of

t he conprehensive nagenment u in accordance with: - ICV =

H(SK, Cl DI I Cl D211, ... | Dn ere HK ,Datg) is upi -di rectional
hash functi oldtJ g RUSIC; F%"tggqsug c‘H)aﬁEgdc"W'ﬁ‘ﬁ KRY g&y ae atia(%ﬁfji PP’z‘ghﬁ 67
The EMD server (X) 4-3 then transmts the generated integrity check val ue

| CV t 0 ediBprahepsbieansnagsmenh gl (EnN3 1 re-storsg teshackupidaga %JE&‘@ themawsics C or
the contents key Kc are backed up, -the conprehensive managenent unit

(X) 315 ¢gntehRr@or tiecdirems Red M @it the $aved dise2 Inu i the mositeohtents Crostthe.
contents key. Kc in the hard disc 21. If the nusic contents C or the .
. contents key Kc are backed up, the music contents C or the contents key Kc destructed
is to be re-distributed from the EMD server (X) 4-3. At this time, the EMD server
(X) 4-3 references to the purchase hysteresis of the user, and refrains from assessment
if the contents have once been purchased.
The comprehensive management unit (X)315 performs the above processing to .
te-construct the music.contents C or the contents key Kc destroyed.
o If the music contents C or the contents key Kcregenerated are to be reproduced
or controlled, the comprehensive management unit (X)315 checks the CID. of the
music contents by the integrity check value ICV. By checking the music contents C
or the contents key Kc reconstructed us-ing the integrity check value ICV, a user with
a malignant intention, who memorized E (Kci, Ci) as encrypted music contents Ci and
re-stored the music contents, in case the music contents Ci is moved to the portable.
device (X) 6-3 and is erased from the hard disc 21, is unable to reproduce or move the
data by way of control.

If it is not the music contents C or the contents key Kc but the storage key KS

that has been destroyed, the comprehensive management unit (X)315 is re-installed.



contents key Kc are backed up, the nusic contents C or the coritepfi20bdy Kc
destructed is to be re-distributed fromthe EVD server (X) 4-3. At this
time; the EMD server (X) 4-3 references to the purchase hysteresis of the
user, and refrains fromassessnent if the contents have once been
purchased. The conprehensi ve managenent pnit (X) 315 perforns the above
processing to re-construct the nusic contents C or the contents key Kc
destroyed. . If the nmusic contents Cg@r the contents key Kc regenerated
are to be reproduced or controlled, the conprehensive managenent -unit

(X) 31> Eobf ﬁt&éﬂﬁs@'ﬂ% é?&a%@%r @utag&,&& heRIEadYle! 1?65&4&%@&'&{18;1%85 val ue

ICV. By ¢ €’ rrus con en the content C recons?ruct ed
using the.in I user With | i gnant intention,
who mentk the E’ §“’ ﬂb?@lﬁ H%OFH]%‘I‘%“ b‘so‘m*eﬂ@éﬁo and re-stored the
musi c contents, |n case the music contents G is noved to the portable.

device (X elisthermdusis centegtsdlistribuiingsystamdl, @b des@ibed abowramiusictaontags oduce
or nove the data by way of control. If it is not the nusic contents C or

. the congAnbe rkebnkGuliel, ilderirotadion fth&Sopyight, Basn bede Hasicrcneshts t he
conpr ehensi ve management unit (X)315 is re-ins al | ed 1 April 2004 68 Even
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the nusjc contents. distr butl n stem 1, eas desg ilbed above, nusic
cont ent Beercpyrahased gomenthys, %Feﬁ““ﬁ 8¢ PHRNYESt he copyright, even -
if the nusic contents

(5) Method for Allotting. Master Key and Authentication Key. of the Comprehensive
Management Unit (X)

Between the comprehensive management unit (X)315 and the portable device
- (X) 6-3, there occurs reciprocal authentication using the ID and an authentication key
(MG-ID/IK) proper to the portable device (X) 6-3 -and a master key (OMG-MK)
proper to the comprehensive management unit (X)315. |
If there has occurred reciprocal authentication between the comprehensive
n'lanagcment unit (X)315 and the portable device (X) 6-3, it becomes possible for the -
comprehensive management unit (X)315 to send music contents from the
- comprehensive management unit (X)315 to the portable device (X) 6-3 orto return the
music contents from the portable device (X) 6-3 to the comprehensive management.
unit (X)315. . Meanwhile, the comprehensive management unit (X)315 holds the
encrypted music contents in the hard disc 21 of the perspective view 3, whilst the
portable device (X) 6-3 holds the encrypted music contents in the internal recording

medium, such as a memory card. So, if the music contents are sent from the



have been destroyed by hard disc crushing. If, for exanple, tHeApailsioo4
contents have been purchased correctly, it can be re-constructed free of
charge. (5) Method for Allotting Master Key and Aut hentication Key-of the
Conpr ehensi ve Managenent Unit (X~ Between the conprehensive managenent
unit (X)315 and the portable device (X) 6-3, there occurs reciprocal

aut hentication using the ID and an authentication key (MzIDIIK) proper to
" the portable device (X) 6-3 and a naster key (OMGMK) proper to the
conprehensi ve managenent unit (X)315. If there has occurred reciprocal

aut hent temipreieieie\anmabReaO i (K31 to tHenagebiotdévied (ﬁ%)@% Misict he
portable dévice (X) 6-3, it becones. possible for the:- conprehensive

Tanagenth cmf@: ?&5*@1%338@?@%%%?%%@ SbRE 1 ﬂé}r:%t’gﬁﬂedﬁ@ﬁﬁé B Phe
' X) 6-3
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(X)315 holds the encrypted nusic contents in the hard disc 21 of the

per specsdntdramehe fortableldeyicel(X) (pdta tislcomrrehersiy&nanag8mieat dsit (X3315,
encrypted nusic contents in the internal recordi ng medi um such as a
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conpr ehensi ve nmanagenent unit (X)315 to the port bI e device 6-3, nusic

cont ent uter 1 are transferred. to
t he rre aﬂﬁe&&?&ﬁqggggfais (glﬁg#ﬁeoq'p%'?%ggﬁ%gagg@{ngy)% On the'ot her hand,. if °
musi ¢ content are E sent. from the portabl e devi (X) 6-3,tag the
conpr ehensi VI l,%éwlqg:,{?@ 6¢3haids 1D information (MG-ID), authentlcatlon keys

(MG-IK) for plural generations and master keys (OMG-MK) for plural generations
from the outset. The portable device (X) 6-3 is not furnished with these keys or the
information from outside. The'portable device (X) 6-3 updates 'thp generation of the
authentication keys (MG-IK) and the master keys (OMG-MK). The portable device
V(X) 6-3 effectuates reciprocal authentication not by the authentication key or master
key of the old.generation, but by thés‘e of the new generation. In.the folldwing itis- -
-assumed that the portable device (X) 6-3 is holding the authentication keys- (MG-ID)
and the master keys (OMG-MK) for 100 generations of from zeroth to 100th
. generations: The authentication key for the ith generation is-denoted the (MG-IK[i}) -
-and the master key for the ith generation is denoted the (OMG-MK[i]). :
The comprehensive management unit (X)315, holding the master keys (OMG- ‘.
MK), is able to transfer the music contents from e.g.; 2 compact disc for audio into the
personal computer 1 for storage ‘thercin. On the other hand, the comprehensive

management unit (X)315, holding the master keys (OMG-MK), is able to download



the nmusic contents on the nenory card | oaded on the portabl e de&puk2Q0%) 6-3
are transferred to the hard disc 21 on the personal conputer 1. -The .
portabl e device (X) 6-3 holds ID information (MG I1D), authentication keys
(MG 1K) for plural generations and master keys (OM&G MK) for plural
generations fromthe outset. The portable device (X) 6-3 is not furnished
with these keys or the information fromoutside. The portabl e device (X)
6' 3 updates the generation of the aufhentication keys (M>1K) and the
master keys (OVGI\/K) The portable device- (X) 6-3 effectuates reciprocal

aut hent heah; B cBft rsﬁl.% ‘BpEnkdrel 61 SorfBStnhe pER¥nal cdiftfu Rl d
it he vk he pERPRS: Setpys

generation, ose he new g tion. oW ng
assumed, t hat t he portabl e deV| ce (X) 6-3 is hol d| ng the aut hentlcat|on
-keys- (}\/GI D) and the master keys (OMGMK) for 100 generations of from
zeroth' to -_100th generations: The authentication key for the ith
generation ¥ mem@dégatt itethe vompeehgnsiveamanagemestsindt (K 51 the master kay
generation is denoted the (OMG MK[i]). The conprehensive managenent unit

- (X) 315, (OMGIMK)| that ipatieto kaysfer BEmuMo coritentslftemithe tompatedischautmysic
contents frome.g.; a corrpact disc for audio into the personal conput er
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music contents from the compact disc but is unable fo download music contents from
the EMD server (X) 4-3 is termed a key dedicated to ripping and the key that is able
. to transfer music contents both from the CD and the - EMD server (X) 4-3 is termed
- an EMD key..
In the present embodiment, the master key for the zeroth generation (OMG-
-MK]J0]) is the key dedicated to ripping, whilst the master keys. (OMG—MK[l to 99}
- are EMD keys. ..
The sequence for processing employing the key dedicated to ripping is
...explained. .-
- If the comprehensive management unit (X)315 is to be installed from the CD-
ROM, the portable device (X) 6-3 and a floppy disc 52, for example, are sold as a set
_ with a CD-ROM 51 having installed therein an installing software -of the :

comprehensive management unit (X)315, as shown in Fig.27. In the floppy disc 52 are

stored the ID information (MG-ID) for the portable device (X) 6-3, the authentication



unabl e, to downl oad nusic contents fromthe EMD .server (X) 4-BApdi2308rs
fromthe master key (OMG M), that is able to transfer nusic contents both
fromthe-CD and fromthe-. EMD server (X) 4-3. In the follow ng, the key
that is able to transfer the nusic contents fromthe conpact disc but is
unabl e to downl oad nusic contents from the EMD server (X) 4-3 is terned a
key dedicated to ripping and the key at is able to transfer nusic
contents both fromthe CD and the . E server (X 4 3is terned an

EMD. key.. , In the present enbodi ne mast er y for the zeroth

gener at kenfor dhezenoth ggneration M%K[@B@Pééh‘“eﬂ‘aﬁ@f kP)bfﬂfﬁbC zoyoth genematiomast er
keys. (OMGMK[1 to 99]) are EMD keys. The -sequence, for processing

enpl oyi f@MGMEdP])dedi cated to ripping is explained.. = If the
conprehensi ve managenent unit (X)315 is to be installed fromthe CDO- ROM

the portabl eFond&iﬁb‘FRﬁogﬂ(tﬁgs&di)o%ﬁl@dé\h@@ 6lafc. X8 bd R deHRMDEROM 8630! d as

aset wth a. CD aV|ng|nsta ed thetein an insta Ilng sotvvare,

of the,. ¢o eh i ve mana t unit 3 | In the
1 oppy i ERTL LSRR ol g HerH el oo Pbdal  GHER NELDD) T oRRPRbFRsiBee
device (X) 6-3, the authentication 1 April 2004 71 ke for the zeroth
gener atmaRagpentQut (X)hd thea isdesteled &pm the CReREMGIO  gaiocthatpessonal
(OMGMK[0]). For enabling the sold portable device (X) 6-3 etc., to be
used, tdempiteRIMBRLoniprehénsive padgement ilie(X)31Sahen isinsmltein fhe(tatrap

. S11). The conprehensive
disc of the personal computer 1 (step S13). The ID information (MG-ID) of.the
portable device (X) 6-3, stored in the floppy disc 362, the authentication key for the
zeroth generation (MG-IK[0]) and the master key for the zeroth generation (OMG-
MK]0]) are then saved in the personal computer 1 (step S14).

This enables the music contents furnished by e.g., a music CD 363 to be stored
in the hard disc of the personal computer 1 (step S15). Meanwhile, since the master
key for the zeroth generation (OMG-MK][0]) is a key dedicated to ripping, no music -
contents can be downloaded from the EMD server (X) 4-3.

The portable device (X)) 6-3 holds authentication keys and master keys for 100
generations to cope with generation updating. In the initial setting; the generation is
the. zeroth generation. So, reciprocal aﬁthentication between the comprehensive -
management unit (X)315 holding the authentication key of the zeroth generation and .
the master key and the portable device (X) 6-3 becomes feasible. Thus, it becomes

possible to store the music contents furnished by the music CD 363 etc in the memory

card of the portable device (X) 6-3 (step S16).



managenment unit (X)315 then is installed fromthe CD ROM 361- 1ol 2004
personal conputer 1. The conprehensive nmanagenent unit (X)315 then is
"installed in the hard disc of the personal conputer 1 (step S13). The ID
information (M>1D) of. the portable device (X) 6-3, stored in the floppy
di sc 362, the authentication key for the zeroth generation (M&IK 0]) and
the master key for the zeroth generation (OM MK[0]) are then saved in the
personal conputer 1 (step S14). . Thizg enables the nusic contents furnished
by e.g., a nusic CD 363 to be stored in the hard disc of the personal

conmput er 1( L1 | . \Y . h

gener ati on LN R e Ay O S e e SR R ST S BRI . o
can be downl oaded fromthe server (X) 4-3. The portable device (X) 6-3
ol o SN TeaRsBioTRe s ARMCTRriar 1oyhdr e poBw anettot P8BS BXEGpe ui th
generation updating. In the initial setting, the generation is the. zeroth
gener ar¢gistraton sereci prondhe Inlerietnalongtwithnthiestonegrehe hsive argpragbaresit wait

managenent unit (X)315 hol ding the authentication key of the zeroth

. gener a(qu_ﬁrag shownlia FieAer key and the portable device (X) 6-3 becones
feasi bl'el Thus, it becores possible to store the nusic contents furnished

Py e T 1 62 S il RS TR s 9 s R b MmO B0 ©°

managenent. unit (X)315 is furni shed throygh . the netwgrk, the address, user
I D and THEHAR VAT eran the gietwark ispscessed; usingihopseddP and theopassiord g
Internet, along with the conprehensive managenent unit (X) 315, as shown in
Fi g. 28(step S21). The EMD registration server 3 then authenticates the user ID and the
| password (step S22).. If there is no problem in the authentication, the EMD |
registration server 3 transmits the installing software of the comprehensive
management unit (X)315, ID information (MG-ID) of the portable device (X) 6-3, the
authentication key of the zeroth generation (MG-IK[0]).and the master key of the.
zeroth generation (OMG-MK[0]) to the personal computer 1 (step S23). The personal
computer 1 then boots the installing software of the comprehensive management unit
(X)315 to install the comprehensivé management unit (X)315, while saving the ID- -
information (MG-ID) of the portable device (X) 6-3, the authentication key of the
- zeroth generation (MG-IK[O]) and the master key of the zeroth generation (OMG-
-- MK][0]) in the hard disc 21 (step S24). This steres the comprehensive management
unit (X)315 in the hard disc (step S25).
This enables the comprehensive management unit (X)315, furnished by e.g., the . -

music CD 363, to be stored in the hard disc 21 of the personal computer 1 (step S26).

Meanwhile, since the master key of the zeroth generation (OMG-MK]O]) is a key



I f the portable device (X) 6-3 etc., as sold, is to be renderqdApsladpiog, the
EMD registration server 3 on the network is accessed, using the user ID
and the password (step S21). The EMD registration server 3 then

aut henticates the user 1D and. the password (step S22).. If there is no
problemin the authentication, the EMD registration server 3 transmts the
installing software of the conprehensive nmanagenent unit (X)315, ID
information (MG I1D) of the portable ddvice (X) 6-3, the authentication key
of the zeroth generation (M1K[0]) . and the master key of the. zeroth
gener atdedicatédMarifghifz) theantidie cpateatsnannovbpdbwn]dadedtfaym $28 EMDhserper sonal
conmputer | then boots the installing software of the conprehensive
nanager(g\}ﬁt?_?_nit (X)315 to install the conprehensive managenent unit

(X) 315, ilTe saving the ID information (M>1D) of the portable device (X)

6-3, the authenti I an key..Qf e r ot ner.at | on 1K 0 and the
ot er Key. deiRaRs APHEEAAS0s PolisCERAthoRRESSH KkeYs i st iexdion (St ep
S24). This stores the conprehensive managenent unit (X)315 in the hard
di sc ( 0&gepesytionshin onieste sope Mathcihegeanmtiinvianasatie nbnthednitial siate,15, .
furnished by e.g., the . nusic CD 363, to be stored in the hard disc 21 of

t he .perhopancranonisiser tolths kemtibgéneratidhBvilid recipotddautitatitagoebetopserof t he
zeroth generation (OMGMK[0]) I's a key 1 April 2004 73 dedicated to
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) Therefore, the music contents furnished by the music CD 363 etc.,'can be stored inthe
memory card of the portable device (X) 6-3.
In addition to the method shown in Figs.27 and 28, such a2 method may alsobe .- .
-used in which the comprehensive management unit (X)315 and the master key of the
zeroth generation (OMG-MK([0]) dedicated to ripping is stored in the CD-ROM 361
and in which the authentication ID with respect to the portable device (X)6-3 andthe .
authentication key for-the zeroth generation (MG-ID/fK)' are furnished over the
network.
. The sequénce- of -.operations for updating the key dedicated to ripping fo an.
EMD key to enable the handling of music contents downloaded from the EMD server
(X} 4-3 is hereinafter explained. |
. The: comprehensive management unit (X)315 is furnished via a removable

. medium, such as a CD-ROM, or over a network, such as Internet, by the sequence of

operations shown in Figs.27 and 28, and is installed in the hard disc 21 in the personal



the generation is set to the zeroth generation. So, the reci priodptil 2004

aut hentication between the :conprehensive managenent unit (X)315 hol di ng
the authentication key and the naster key.of the zeroth generation and the
portabl e device (X) 6-3 becones possible. Therefore, the nusic contents
furni shed by the nusic CD 363 etc., can be stored in the nmenory card of
the portable device (X) 6-3. In addition to the nmethod shown in Figs.27 and
28, such a nethod nay also be . -used in which the-conprehensive
nanagenent unit (X)315 -and the master key of the zeroth generation
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“The. conprehensi ve managenent unit (X)315 is furnished via a renovable

medi umpdéitible devite CF) @ Bbelig ia\he defaudt yardtationich as Internet, by the
sequence of operations shown in Figs.27 and 28, and is installed in the
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If there is no problem in authentication, the EMD registration server 3 registers the ID
information of the personal computer 1 (OMG-ID) to generate an open key (OMG-
PK), secret key (OMG-SK) and the writ of authentication (Cert [PK]) of the open key
for the comprehensive management unit (X)315 to connect to the EMD server (X)4-3
(step S33). The EMD registration server 3 then transmits the generated open key
(OMG-PK), secret key (OMG-SK) and the writ of authentication (Cert [PK]) to the
personal computer 1 (step S34).
The EMD registration server 3 then transmits the ID information of the portable
device (X) 6-3 (MG-ID), authentication key of the ith generation (MG-IK([i}) and the’
. master key of the ith generation (OMG-MK]i]) to the personal computer 1 (step S35).
The EMD registration server 3 then updates the received keys etc., based on the .
: rcceived ID information (MG-ID), authentication key of the ith generation (MG-IK([i])
-and the master key of the ith generation (OMG-MK([i]) to the ith generation (step S36).

The comprehensive management unit (X)315 then executes authentication with the



First, the personal conputer 1 accesses th EMD registration sdr&eml2908n t he
network, using the user ID and the password (step S31), as shown in Fig.29.
The EMD registration server 3 then authenticates the user ID and the
password (step S32). If there is no problemin authentication, the ENVD
registration server 3 registers the ID information of the personal
conputer | (OMG1D) to generate an open key (OMG PK), secret key (OMG SK)
and the wit of authentication (Cert T®K]) of the open key for the
conprehensi ve managenent unit (X)315 to connect to the EVD server (X) 4,3

(step abld v X p6i3s{stey £37).s Oy giithéntibatior (e poithblet devige X #-8d open
key (E%PK) sgigr:{et)e- ke@sﬂj SK) and the wit OP aut hentlca'?l ?)n (Cert

[PK]) t C t glstratlon server
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(M>1D), authentication key of thelth eneration and t he-
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1(step S35). The EIVD regi stration server 3 then updates the received keys

etc., bmsentsfurtisied by thecmviedCDB63todranstorashin( thie-habyl disciofidetpersonabn key
of the ith generation (MGI1K[i]) and the master key of the ith generation

( OMG- Midonhpute 1taR8wéll Bs fdiBfeatheGhusis BRterBS downldiRlicadrdhahe "EMID sBRRagement
unit (X)315 then executes authentication with the 1 April 2004 75 portable
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The comprehensive management unit (X)315 is holding the master key of the
ith: generation (OMG-MK/i]), ID for au and the authentication key of the zeroth
generation (MG-IK]Ji]), with the generation of the portable device (X) 6-3 being also .
the ith generation.

- .. First, as shown in Fig.30, if the personal computer 1 accesses the. EMD
registration ‘server 3 to .do some processing, the .EMD registration server-3 -
authenticates the ID of the comprehensive management uait (X)315 to transmit the
authentication key of the (i+k)th generation (MG-IK[i+k]) and the master key of the -
(i+k)th generation (OMG-MK][i+k]) to the personal computer 1 (step S41).. The

. comprehensive management unit (X)315 of the personal computer 1 updates the
- received authentication key and the master hey to the (i+k)tli generation (step S42).

The comprehensive management unit (X)315 then authenticates the portable device

(X) 6-3 (step S43). When authenticated, the portable device (X) 6-3 updates the



conputer 1 as well as to store the nusic contents downl oaded flr&pmkH94END
server (X) 4-3 inthe hard .disc 21 of the personal conputer | (step S39).
: The: sequence of operations of generation innovation of e.g., the EMD key
i's ‘expl ained. The conprehensi ve managenent unit (X)315 is holding the
master key of the ith. generation (OMGMK[i]), ID for au and the

aut hentication key of the .zeroth generation (M>IK[i]), with the
generation of the portable device (X)76-3 being also the ith generation.
First, as shown in Fig.30, if the personal conputer 1 accesses the. EMD
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to the gersonal computer 1 (step S41).. The conprehensive managenent unit

(X) 315 key etge ysed dyrihe posablsidavice (odaBels thadi+k)Hrgenasatiantanerthatef then key

and the master hey to the (i+k)th generation (step S42). The conprehensive

managenefthenticitidndSl&ct, hell by theadimprahessiv tnaraptalheusie (KyELS isfhe §h3
(step $S43). When authenticated, the portable device (X) 6-3 updates the |
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(X)315 requests a key to the EMD registration server 3 (step 852).' If there is a key
request, the EMD registration server 3 authenticates the ID of the comprchensive
management unit (X)315 to transmit the authentication key.of the (i+k)th generation
(MG-IK[i+k]) and the master key of the (i+k)th generation (OMG-MK[i+k]) (step
S53). The comprehensive management unit (X)315 then updates the received
- authentication key and Iﬁaster key .to.the (i+k)th :generation (step. S54). - The
comprehensive management unit (X)315 then authenticates the portable device (X) 6-3
(step.S55).
This enables the comprehensive management unit (X)315 to store the music
contents furnisked by the music CD 363 etc., to be stored-in the hard disc 21 in the :
‘personal computer 1 and to store the music contents downloaded from the . EMD
server (X) 4-3 to be stored in the hard disc 21 in the personai computer 1 (step-S38). -

In the above-described music contents distributing system 1, the master and -

authentication keys, used by the comprehensive management unit (X)315 and the



generation,,the authentication between the portable device (X1 &pdl 2004
conprehensi ve managenent unit (X)315 results in failure, even if such
authentication is -attenpted. (Step S51)'.' If the authentication results
in failure, the conprehensive managenent unit (X~315 requests a key to the
EMD regi stration server 3 (step S52). If there is a key request, the EMD
regi stration server 3 authenticates the ID of the ' Conprehensive
management unit.(X)315 to transnit thé7authentication key.of the (i+k)th
generation (M&IK[i+kl) and the master key of the (i+k)th generation

( OMG- MKportable desiayX)863)are Chaissabimpo kéysdridieated ragppiitand thése(cdnnddfedt hen
updates the received authentication key and nmaster key -to. the (i+k)th

; gener a4 . | ' t hen
it hont (oA ET R and B Kove coRiBcl R OIRERGTS) 4k ASRERATR ki AhOIE,
conpre si ve man meng, unit. (X~315 tp stor.e the, nmusic ontepts .
Ut o hBa thSulf RS ARSI regfhyis' ganierts, BB g, 35t T RateiSutn 16r quusic | ,
the personal conputer 1 and to store the nusic contents -downl oaded from
t he. EmMpntenisvdistribated fpm theseryepisinpiovedesuedr tat if thokeyndedieatedrtsonal

conputer 1 (step. S38). In the above described nusic contents distributing.

system ﬁp?idgeafmiirﬁter@rl%e Auisherbheats dovkAysded Fesnbthet farvepannbemei ve
managenent unit (X)315 and the 1 April 2004 77 portable device (X) 6-3,

are cl a&és‘?ﬂ:feﬂt.p keys dedicated to ripping and those connected to the
server, and-the keys connected to the server are downl oaded over the

network. The result is that. i he Si C ntents di,stributip ystem 1,
Saf oty in tninEamsic tipieafdistribebtEsPHRRiL ARS A Semptiencaliipkivea, -
such that, if the keys dedicated to .

used by the comprehensive management unit (X)315 and the portable device (X) 6-3,

are used subject to generation innovation. Moreover, the comprehensive managemeﬁt

unit (X)315 is fed with the master and authentication keys over the network for

.generation innovation, thus raising safety of the music contents.

Industrial Applicability
In -the-contents data controlling method and apparatus and the recording
medium of the present invention, the using condition information of the contents data
.stated in a pre-set format is converted into the using condition information of another
. format havingthe same contents. So, in accordance with the present invention, plural
contents present e.g., on a sole personal computer can be handled in a unified fashion
as the protection of the copyright of the contents is maintained. -
With the data processing apparatus of the present invention, the contents data

and the using condition information are reciprocally transferred in accordance with the



ri pping are broken, the nusic contents downl oaded fromthe serlvéprilc2ifdot be
destroyed. . In the nusic contents distributing system 1, the nmaster and
aut henti cati on keys, . used by the conprehensive managenent unit (X)315
and the portable device (X) 6-3, are used subject to generation

I nnovati on. Moreover, the conprehensive managenent wunit (X)315 is fed with
the master and aut hentication keys over the network for .generation

i nnovation, thus raising safety of thgnusic contents. . Industri al
Applicability In . the-contents data controlling nethod and apparatus and

the r ecgidtyplion BPSleMueld bhaher @Rpehbiion!dofifonts ifardpeiiftnt G kh@the

information of the contentS data .stated in a pre-set format is converted

into the using,condition.infaorpati of t format .havi ng the sanme
cont ent 711k 8P i GG ARG AR RAM ATy i B BER R LoblRE R <
present e.g., on a sole personal conmputer can be handled in a unified '
f ashi onmapagempentgiyt e &nitbis wanefe theopraseihdatgrproprssagnapparatusds il etai ned.

. Wth the data processing apparatus of the present invention, the contents
dat a . amdnigecaisenty datnidiridl edin orfemysiin, suchas apersopabaahpytet finasingfie€d in
accordance with the 1 April 2004 78 encryption systemused by the

conpr ehgagiverFaNh Rl Heg&@%ﬁgéegyﬂit bf] ﬁdlfﬁl%a%ﬁ)efﬁﬁ%&%n@fdaw Gs'Ednfkhts

condi ti'on I nformatin preScribe . CO ensive conténts nanagenent

unit. In., this nner, .the present data processing apparatus is able to
nmanage %ﬂﬁ’éﬁ?ggg%fsamﬁgﬂawg “in one system such as a pérsonal conputer, in
a unified fashion, to enlarge the degree of freedom of handling of the
. cont ent s. datla thesortentsgnaragement method of the present invention, contents data and -

the using condition information are transferred using the unified transfer protocol. In
this manner, the present data processing method enables contents data handled in one
.system, such as a personal computer, to be managed in a unified fashion, to enlarge. -
the degree of freedom of handling of the contents data, as contents data. protection is
maintained.
- In fhe recording medium of the present invention, the comprehensive contents
- management application uses the unified transfer protocol to transfer the contents data
‘and the using condition information. In_ this manner, the present data processing
- method enables contents data handled in one system, such as-a ﬁersonal computer, to -
be managed in a unified fashion, to enlarge the degree of freedom of handling of the

- contents data, as contents data proteétion is maintained.



data protection is maintained. |In the contents nmanagenent netih&gkidfoodhe
present invention, contents data and the using condition information are
transferred using the unified transfer protocol. In this manner, the
present data processing nmethod enabl es contents data handled in one
:system such as a personal conputer, to be managed in a. unified-fashion
to "enlarge . the degree. of freedom of handling of the contents data, as.
contents data. protection is nmaintaiged. In the recordi ng nmedium of the
present invention, the conprehensive contents nanagenent application uses
the unified transfer protocol to tr@nafgrs the -contents data and the
using condition information. In this manner, the present data processing
nmet hod enabl ntents_data hand|led.in one.syste such as-a, person

corput ef 2% gomgd HHeodis 26 Solt il ot corrnERiiig S S R e R SR 88 or
freedom of handling of the contents data, as contents data protection is

mai nt ai Wedising sprditiondotpramtion stetimg pse porditions of spplacaniests datacmd fool- dat a
for managi ng one or nore contents data and the using condition information

stat i ngcarsieolbingdhd comsspohdagcdontents databadad anahelusiag condniominfomgatidie
correspondi ng contents data based on the using condition information,.

sai d ap%ﬂgbgﬁawlhﬁgg%gzeneans for converting said using condition

information Stated I n -sot format into the using condition
information of anpther format.having the sanpe contents. 2. A conjrol method
for control WEFH %5@%‘?@'6‘&‘?5‘ é“g)‘%)"ﬁﬁtﬂ%“ E{fﬁf@?ﬁ‘%" gﬁf‘“’é‘ igapreset tormat
into the using condition information of another format having the same contents.
2. A control method for control data for managing one or more contents data and fhe
using condition information statiﬂg use cbnditions of each contents data and for
.controlling the co'rrespondiﬂg contents data based on the using condition information,
said method comprising:
a step of converting said using condition information stated in a pre-set format
into the using condition infdrmation of anothe_r format having the-same contents.
3. A recording medium having stored therein a control program for control data for
managing one or more contents data and the using condition information stating use
conditions of each contents data and for controlling the corresponding contents data
based on the using condition information,
said control program for said contents data including a processing for
converting said using condition information stated in a pre-set format into the using
condition information of another format having the same contents.

4. A data processing apparatus comprising:



using condition information stating use conditions of each contgmilodat a
and for .controlling the corresponding contents data based on the using
condition information, said nmethod conprising: a step of converting said
using condition information stated in a pre-set format into the using
condition information of another format having the- same contents. 3. A
recordi ng nmedi um having stored therein a control programfor control data
for managi ng one or nore contents dagga and the using condition information
stating use conditions of each contents data and for controlling the

"1 a cont r ol Hg: Sgany PpPfediof R toRucliBn f5t RAMEERE odOOr hiUiEcmats 7

converting said using cqndition infornation stated in.a pre-set format into
Lhe usidtid 26846 irieg Sondiiampromaionsiame heusing conditionoteeh sqpfents
contents. 4. A data processing apparatus conprising: | April 2004 80 one
or nor alapphi fat feprodwcing tercomtatts datafbasedran saidusiegeonshitinpiefosmationt s data
and the using condition information stating the using condition of each
content§,q data and for reproducing the contents data based on said using
condition information; and a conprehensive contents managenent unit for

et S R

contents dat%, repro I on he conprehensi ve

contents nanagement, . .
the using condition information of said contents data;

each application for reproduction or the comprehensive contents management
unit converting the contents encryption system used by each application and the format -
of the using condition information into the contents encryption system used by said
comprehensive contents management unit and the format of the using condition
information to transfer the contents data and the using condition information from the
application for reproduction to said comprehensive contents management unit.
5. The data processing apparatus according to claim 4 wherein each application for
reproduction converts the encryption system for contents data transferred to said
comprehensive contents management unit from the encryption system used by the
application for reproduction to an encryption system used by said comprehensive
contents management uni.t.
6. The data processing apparatus according to claim 4 wherein said comprehensive
contents management unit converis the encryption system for contents data
transferred from each application for reproduction from an encryption system used by

the application for reproduction to the encryption system used by the comprehensive



unit converting the contents encryption system used by each apgpApsfiaoogn and
the format of the using condition information into the contents encryption
system used by said conprehensive contents managenent unit and the format
of the using condition information to transfer the contents data and the-
using condition information fromthe application for reproduction to said
conpr ehensi ve contents nmanagenent unit. 5. The data processing apparatus
according to claim4 wherein each appii cati on for reproduction converts
the encryption systemfor contents data transferred to said conprehensive

cont ent &pfgna iRt iinit Faad Wi BBE ¥oinpeeh e dletdntémd nidhalzBment unit
application for réeproduction to an encryption system used by said

conpr ehensi_v 0 S t it 6 - .dat sS4 rat us
accordi Oa’vt"&‘%c?h;“. ﬂé&?}%hgd}gﬂ%gggﬁg ggﬁr%lﬁlgﬁehnsfpg@%g@n en fgﬁggnigéglngﬁﬁ?unit
converts the encryption systemfor cgntents dat,g téan ferred from each
appl i canpication fapreRrodurioon riromh anfrmaty Braserbeq shenihgs aaphigatiam dor
application for reproduction to the encryption system used by the

- conpr ehepsodigstibnAp rai forAe0preSdribeddnyt thetcompeeherrsiencontaits; managonharteinit. t he -
conprehensi ve contents nmanagenent unit converts the format for the using

condi ti-pn Y ﬂt%%%&g@mﬁﬁtw%édr&m HainfBRVhERIA S43df DmpreRERdvst i on

froma format pr -the application for reproduction to a fornat

o1 o essiteolh s aed IR B DY e % SPIVer TREAEFRVRI Y hamsftsratdfosdt' *

contents, managenent unit connects to a server over a network by a transfer
pr ot ocovhichs gke same s thetransfer pratogal aissd detween heotorpedepsivacontanis
conprehensi ve contents

management unit and each application for reproduction.

8. A contents management method for managing one or more contents data and the
- using condition information, stating the u.«';ing condition of each.contents data and for
managing one or more application for reproduction, and- adapted for reproducing the
contents data based on the using condition information, by a comprehensive contents

management unit, said method comprisiﬂg:

transferring the contents data and the using condition information from each
apblic’ation for reproduction to the comprehensive contents management unit using a
transfer protocol having a unified format for the contents data encryption system and
the using condition information.
9. The contents management method accérding to claim 8 wherein before transferring
the contents data from each application for reproduction to the comprehensive
contents management unit, the encryption system for this contents data is converted

from an encryption system used by each application for reproduction into a unified



managenment unit and each application for reproduction. 8. A cdnApmk2004
managenent net hod for managi ng one or nore contents data and the

usi ng.condition information, stating the using condition of each. contents
data and for nanaging one or nore application for reproduction, and.
adapted for reproducing the contents data based on the using condition

i nformation, by a conprehensive content’s managenent unit, said nethod
conprising: transferring the contentsggata and the using condition

i nformati on fromeach application for reproduction to the conprehensive
content gy Pﬁgﬁ@@ pynit using a transfer protocol having a unified format
for the contents“data encryption systemand the using condition

i nformatjon..9. The contents managengnt, nethod accordi.n o._clai.m8 wherein
bef or 6 LPansTES  FoffeiinabRe BRI TANA AGHoRath CodTiBa s onpfin said o © "
reproduction to the conprehensive contents managenent unit, the encryption

syst em Eemprehaensiene@rerts datragemend Wit ¢aamects tora sgrvenevna inghwesksbem used
by each application for reproduction into a unified 1 April 2004 82

encr ypt transfey spietocol Owhidhe it eame smnhgarmifenpidtodolaased depget® theai m 8
wherein said conprehensive contents nmanagenent unit connects to .a server

over - AchbAidns nidh@iEoREAl AiPhnd BAA apicatiBn B ForSab diford AIST €1

prot ocol” etween the nprehensive con S nmanage and each

P ok B LSS e D FRRBE R obERa s, o

contents data and the using condition )

: . contents management unit manages the contents data and the using condition
information using the unified encryption system and the unified format of the using
condition information.

12. A recording medium having stored therein a comprehensive contents management -
application for.:-managing one or more contents data and the -using-condition
information, stating the using condition of each contents data and for managing one
or more application for reproduction, and adapted for reproducing the contents data
based on the ﬁsing-condition information, said comprehensive contents management
application including

a processing program for transferriﬁg the contents data and the using condition

information from each application for reproduction using a transfer protocol having
a unified format for the contents data encryption system.and the using condition
.information.

13. ‘The recording medium according to claim 12 wherein said comprehensive

contents management application converts an encryption system for contents data



I nformati on using the unified encryption systemand the unifigd f. t of
the using condition information. 12. A recordi ng. nedi um havilngpgfé d
therein a conprehensive contents managenent application for nmanagi ng one
or nore contents data and the using . condition information, stating the
usi ng condition of each contents datgsand for managi ng one or nore
application for reproduction, and adapted for reproducing the contents data
based on the using condition information, said conprehensive contents
managetigifferreg frone gachapplicationi foy reprpdedteysiram g cgerapiiénsystemnssedrbyi ng t he
contents data and the using condition information fromeach application
for regichcipplicafion Soebpodiciivnf @ r@rﬂﬁt% ' k| or the
contents data encrypti(I))ﬂosysterrti6 ae?ﬁ% t he uns?f%élggﬁg?tb?gﬁé c?'ﬁ}}{)rreﬁn%t&?voé;l. 13.
The recardi.ng nmedi um accqordi.ng to.claim12 wherein said conprehensive
cont en 0@%&32@%@53@% fﬁ’ﬁk“ﬁ{lf)gna GRPEFAR an encryption system for contents
data 1 April 2004 83 transferred fromeach application for reproduction
from an encthgdbimat fyshe nsingasnbitionciatdrmepiph itraatfeoed ffoom reaph agplitition to an
encryption system used by the conprehensive contents nmanagenent
appl i ciyei8hs MIRSRI het : ' led ' | on
transf%&rrggr%@gioeachlﬁatgglf??g%fljgf\@E?%éH P é{)@ Sgusdgﬁb?g%ﬁ) rg%t éb@%#{nogn?{ d
presc;ﬁ]bgd béh;gach.a i cation far r.?éroduction to the format prescribed
by t he & SAPPEHIRSS RONRrE ReR e FRNTERIS Manggemsnt applicatight a pr ocessi ng
apparatus conpri sing:

14. A data processing apparatus comprising;

a reception interface for receiving first contents data furnished from a first
contents server and second contents data furnished from a second contents server;

a comprehensive contents management unit, inclusive of said reception
interface, for supervising said first and second contents data and the using condition
information stating the using conditions for said first and second contents data; and

a using condition conversion program for converting the format of the using
condition information employed by said first contents server into the format of the
using condition information employed in said comprehensive contents management
unit;

the format of the using condition information of contents used by said second
contents server being the same as the format of the using condition information of the
contents used by said comprehensive contents management unit; wherein

when transferring said first contents data and the using condition information

appended to the first contents data to said comprehensive contents management unit,



a reception interface for receiving first contents data furnish&prif20ovh a
first contents server and second contents data furnished froma second
contents server; a conprehensive contents managenment unit, inclusive of
said reception interface, for supervising said first and second contents
data and the using condition infornmggion stating the using conditions for
said first and second contents data; and a using condition conversion

program for converting the format_of the usin condi tion information
enpl oyg']t? ﬁ%ﬁ@&% ‘f@? S &%ﬂ‘{%‘ﬁ% afopipation ﬁpaemi’?él toosaid tfirsf cemignts datags
condition information enployed in said conprehensive contents nmanagenent

uni t; tomvdrtadnahtoofthe héomeitngfcdrdidsinn taditiont indbrmiticio Nt Hysed by
said second contents server being the sanme as the format of thé using

condi.tE&gp}éﬁeﬁgi%&hg%ﬁm\%ﬂ%%aﬁ%ﬁs used by said conprehensive contents

managenent unit; rring said first contents data and the
usi ng igﬂnﬂlt ion information appended to the first contents data to said
conpre & dalggHpesss g RnPagEHE accarding toiclasa iy wiogsiesid using danditéon of t he
using condition information appended to said first contents data is

conver tekersivn prigrahoisrexecatd i Goﬁ%i’éﬂch&i% coRtedfdRahAgenefdidpy sai d
conpr ehensi ve contents nmanagenent unit. 15. The data processi ng apparatus

oxcoout 40 TP gty s Sl otdhed o € L4, SthoriB i Forf STt ot 5

processing apparatus according to claim 14 wherein said format of said
usi ng eHAgconditioninfrmationris iconcentrdon ot basis bf nivereimend br copwimgrdf said
copying of said
first contents data to said contents management unit.
17. The data processing apparatus according to claim 14 wherein said first contents
data is transferred to said comprehensive contents management unit using a transfer
protocol having a unified format of the using condition information of contents data.
18. A recording medium having stored therein a comprehensive contents management
software for supervising the first and second contents data and the ﬁsing condition
information stating the using condition of said first and second contents data to
supervise the contents data based on said using condition information, comprising:
a reception interface for receiving first contents data furnished from a first
contents server and second contents data furnished from a second contents server;
a using condition conversion program for converting the format of the using
condition information employed by said first contents server into the format of the

using condition information employed in said comprehensive contents management

unit;



first contents data to said contents nmanagenment unit. | T The dagpril 2004
processi ng apparatus according to claim 14 wherein said first contents

data is transferred to said conprehensive contents managenent unit using a
transfer protocol having a unified format of the using condition
information of contents data. 18. Agswecordi ng nedi um having stored therein
a conprehensi ve contents nmanagenent software for supervising the first and
second cont‘&lntsfzP da%a g{ld t.he usi ng) condition information stating the using
condition of€si8Igat PF Lhe urine condripncipermationigf gontentssussd by saidisgeondnt ent s
data based on said using condition information, conprising: a reception

i nt er f eangerits servec beinignihefsanst ascthotfonhat ogthe singesiditlon ieforgafibh 9F the
contents server and second contents data furnished froma second contents
serverg; [ i it ' v .ng the format of
Che. ey RS UR B S (R EABNELS LA BISIE BB ng SRR FMIR, e server
into the forpat of fhe usj condition information enployed in said

conpr ehensi V&8¢ n&ﬁﬁﬁggﬁ%rﬁonﬁm& data at the ping weditiathinfoonation of t he
using condition informati on of contents used by said second contents server

bei ng dppendedreo dse fikst domtaiis defa tohwidisbnprevirivid amtemt ehaBidefenPlinithe
contents used by said conprehensive conténts managenent unit; whereinh when

transfernrd i L t ata.and the, using. ditign jnfornmation
appendid fPBAREEE fhe bt GBI ubBhRiOT 2phSfisSlocHid bkl eds
managenment unit, the format of the using condition information appended to
sai d fGayertednindat shejafaamas of ofgesing i canditiore ndommeationf wsded Uy rsgid
condition information used by said

comprehensive contents management unit.




conpr ehensi ve contents nanagenent unit. | April 2004 84 ABSTRA&HIITIN®4NuUsi c
contents of plural different formats' present e.g., on a sol e personal
conputer :are to be handled in a unified fashion as the copyright protection
of the contents is maintained. An application for reproduction (A) 311
manages the nusic contents. distributed froman - EMD server A 4-1. .. A
conprehensi ve contents nmanagenent unit 315 manages the nusic contents

di stributed froman EMD server A 4-34o0 transfer the nmusic contents to a
portabl e device 6-3. The UsageRul e of nusic contents nanaged by the
application for reproduction (A ABSTHAET he format different fromthat
of the UsageRul e of nusic contents nmanaged by the conprehensive contents

enegerent i o cofffSSERLAT AR Ol ERD AL s
computer are to be handled in a unified fashion as the copyright protection of. the
contents is maintained. An application for reproduction (A) 311 manages the music
contents. distributed from an-EMD server A 4-1. - A comprehensive contents
management unit 315 manages the music contents distributed from an EMD server A
4-3 to transfer the music contents to a portable device 6-3. The UsageRule of music
contents managed by the application for reproduction (A) 311 has the format different
from that of the UsageRule of music contents managed by the comprehensive contents

management unit 315. A reception jnterface 316 for EMD converts. this format to

handle plural contents in a unified fashion.



