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servers witBifafi @F 35ef LP¥SPEYBBsts, or retrieve the sane files
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(DoS) attack WD 02/23390Q PCT/EP01/10399 2 although this is_nore often just
the result @heaPF66ENGr INYERELPRVESLBBEE BesFhA. IRheshRbr 287t Bi3¥Pons robot s

traver$@rticularly applies to those of the World Wide Web (WWW)
sites that, while welcoming human beings, want to exclude

robots from visiting and gathering information from them.

Background of the Invention

WWW robots, also called Web Wanderers, Web Crawlers or

10 Web Spiders and often just referred to as bots (bot is short
for robot), are programs devised to automatically traverse the
hypertext structure of the Web thus, having retrieved a
document, can recursgively retrieved all the linked pages.
Especially, this is the case of the numerous search engines

15 and their robots which roam the World Wide Web finding and
indexing content to add to their databases. Although most
robots provide a valuable service this has developed a certain
amount of concern amongst Web site administrators about
exactly how much of their precious server time and bandwidth

20 is being used to service requests from these engines. If the
majority of robots are well designed, are professicnally
operated and cause no problems, there are occasions where
robots visiting Web servers are not welcome. Sometimes because
of the way robots behave. Some may swamp servers with rapid-

25 fire requests, or retrieve the same files repeatedly. If done

intentionally this is a form of Denial of Service (DoS) attack



parts of WMWVservers that are not suitable for being searched e.g.
contain duplicated or tenporary information, include 5 | arge docunents or
e.g., CGwaortpve (CA is a standard for running externabCpEBQr@BE® from a
Wrl d-Wde Web HTTP server). In this2latter case and in simlar

si tuations, when accessed and executed, scripts tend to consune
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the roBot-tiScdl iwedel-9ede- thue HBENABLSHEIBEBlePEOYI HBUngOBEatEnEaf erred
to as the '"Robots Exclusion Proto- col' even though it is not really an

enf or ceddpr oreBER1BUURAd Cabed Rbr kPMEOHBEYMERE C¥NaEisBedinglyde

'n%efnﬁ% rEEafbcA¥ehie o kneegnetcgmggE@@thg<E@§k ancgtshnga E8r1996 under
the tit A Met hod for Wb Robots Con Accord ggto this docunent a

Wb si renadnnesteansd @aﬁgrﬁmscﬁr@mmﬁlHﬁrédkwéd@fwﬁhe TPesexK8hl d not be
V'S'te b¥P§sr9Q9Eexb$aB%°$hﬁ'Qﬂ élaﬁﬁskaghxugglgﬂewaahsﬂ bibesskl

http:/ robots.txt. The other anism assunes that a Web aut hor can
indicaaedléxanagd megrépteayendotobecnadaredioni faranyzegr¥er |inks,

througﬁegﬁgogag qugEnggﬁﬁaigoggﬂsalzeggguérEﬂgskaegaagao@HTyhé META tag

ver e nechani snms rel on coopera 25
tilon f systehe ﬂ@baﬁ@ogandlameOﬁotheﬁenpg@bﬂamﬁe@énVoWﬁbrKob@ts ef&ey robot .

Moreover . ; itégfe%%& Sidggested, gﬁ&ﬁlgEegﬁo&QO§Ld caﬁgénef tBesgetabot s may

not be so ?rlen They could CIOUS I ntent of
attacktpglamWEbWQatet@ehenbottheyaﬂﬁgwedghoréOth@Wpom@FbanxsmEiBéeand t he

[0bot s 8L 5LAISh 30 SO 8.k abeeoRs aren kagded and,sLath pebusing to
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serve Fégitimte users i ings trying to use normally the
site. Abdo, eabmh@hg@gmhetln%omnﬂtEealﬁad@naﬁaﬁbabbd prrogoceilt bubmyasot be

C%ﬂiid%“%b% 1n%nd%gﬁkgk%t%%%%%sg%& Q%n%ntgnternet—Draft by the

Internet Engineering Task Force (IETF) in 1996 under the title
'A Method for Web Robots Control'. According to this document
a Web site administrator can indicate which parts of the site
should not be visited by a robot, by providing a specially

20 formatted file, in http://.../robots.txt. The other mechanism
assumes that a Web author can indicate if a page may or may
not be indexed, or analyzed for links, through the use of a
special Hyper Text Markup Language (HTML) META tag i.e., a
'Robots META tag'. However, thesge mechanisms rely on coopera-

25 tion from the robots, and are not even guaranteed to work for
every robot. Moreover, as already suggested here above (DoS),
some of these robots may not be so friendly. They could be run
e.g., with the malicious intent of attacking a Web site (then,
they just ignore the robots.txt file and the robots meta tags)

30 so as it becomes overloaded and start refusing to serve
legitimate users i.e., the human beings trying to use normally
the site. Also, although the information made available on a
site may not be confidential, an administrator may want to
prevent an unlimited dissemination of it that would otherwise

35 result of its indexing and referencing by all sorts of robots.

The standard way of achieving this is to protect a Web site



prevent an unlimted dissemnation of it that would otherwi se 35 result of
its indexing and referencing by all sorts of robots. The standard way of
achi evi ngvo h2/s33v6 to protect a Wb site WO 02/ 23390 PCT/ EFO/ER@3D399 3

t hrough sone form of authentication of which the nore coormon nethod is to
manage a |ist of registered users having a password so as they have to
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by inpsdpng-aThégi 3evarPsnbat aki pél Wbebs3dmaRdshrrbEronapEeeetare at each
subseqyent ECens s 29:Lt biaskl bhadRatheroAbbectothebbp-baueptien not to
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silttes. skocehet vbjldccsripdalur désgadradedntagesisfivhduptesenillingenti on

Wil b%ﬁoﬁﬁoagga%egﬁt%9 the 8”%?r§5£%lgg Eﬂeghgr@rEegaésﬁgantgxanination_Of
the foll'owing descriptionin reference to thé acconpanying drawings. It is
i nt endeggtibaerany additi onal

Object of the Invention

Thus, it is a broad object of the invention to prevent

15 Web site contents from being investigated by robots.

It is a further object of the invention of not discourag-
ing human beings, attempting to access a robot protected Web
site, to proceed by imposing a registration at first access

and a log on procedure at each subsequent access.

20 It is still another object of the invention not to rely
on robots cooperation for barring them access to contents of

Web sites.

Further objects, features and advantages of the present
invention will become apparent to the ones skilled in the art
25 upon examination of the following description in reference to
the accompanying drawings. It is intended that any additional

advantages be incorporated herein.

Summary of the Invention

A method and a system for preventing robots from browsing
30 a Web site beyond a welcome page are described. On receiving

an initial request from an undefined originator Web site



advant ages be incorporated herein. Summary of the Invention A nethod and a
system for preventing robots frombrowsing 30 a Wb site beyond a wel cone
page arewesveished. On receiving an initial request fronranERcidedined
originator Wb site WD 02/23390 PCT/EP01/ 10399 4 responds to it with a

wel cone page including a challenge. Then, on receiving a further request
from t hespodeki bedierwgth aavelcdd sige tacloedhenk ahehdklendr. chal | enge is
fulfilled or not. |f . fulfilled the undefingd originator.] S to be a
5 hunaﬂhﬁ%inanaﬁﬁcgFY%“?e%piuﬁg%%ﬁsg?ﬁﬁe?%ef ?Wt?é% ?%é&%% G%H%HQEPI
subsequepbrones kfitanyanHonevkerwhéthehathengealbemgpe i ufdlfikbed her
undefined ori ginator._i sunme 0 be a robot, in .which case al] _requests
fron1tﬂaF'oFFgFHg%bilﬁaegﬁﬁtU?g?%ﬁﬁ?g BrogeRska” 19 %%%u?%ée%?i%% %revent
Wl si hemeanbenhs Ehansbeengebpy¥eproteégaind tyer bbotisen thguest egmalri ng end
users to_regjster and site_adm nistrator to_have %o manage an access |i st

of aut Rbt- SPPERANEBFsORBP| &f PR¥cr FRYRYRT of 1T heM Bl AGrPgs BidUFe 1 is an

exenpl apy rweh eamehpagadpeintheornyenbton. isFagutmed sbows & heolsotrespondi ng

HTM. code. Figure shows the steps of the nethod of the kcéﬁnééon. Fi gure

: g 3
4 showdDige fFafendllstepgecstst hEChethdl RheFIEEERESA TR} ETte per the
i nvent LeBckacdanied, while a timer is on, for requests carrying a |ogged
| P address. Figure 5 are other exenplary wel cone pages with chall enges.

13 gPet ai | ed-rhesghiRhi9BnObrLhentr RkBr EedeEABALEARRt from being inves-
tigated by robots without requiring end users to register and
site administrator to have to manage an access list of author-

ized users.

Brief Description of the Drawings

Figure 1 is an exemplary welcome page per the invention.
Figure 2 shows the corresponding HTML code.
Figure 3 shows the steps of the method of the invention.

Figure 4 shows the further steps of the method when access
to a Web site per the invention is denied, while a
timer is on, for requests carrying a logged IP

address.

Figure 5 are other exemplary welcome pages with challenges.
15

Detailed Description of the Preferred Embodiment

Figure 1 illustrates the method according to the inven-
tion to prohibit robots from accessing a Web site beyond its
welcome page. An exemplary welcome page as seen by an individ-

20 ual accessing a Web site e.g., at following URL [100] (Uniform



Figure 1 illustrates the nmethod according to the inven- tion to prohibit
robots fromaccessing a Wb site beyond its wel cone page. An exenplary

wel comre pagezas9Iseen by an individ 20 ual accessing a WebPeT/ERIIEL0629, at
following URL [ 100] (Uniform WO 02/23390 PCT/ EP01/ 10399 5 Resource
Locator) 'http://ww. anysite.confwel conme. htm' is shown. Accessing to a
Wb si kes6anchberdeseon) t thiadny: /Ava | sabise t¥\édom/hedases . lemd.', idletlsoape br owser
[ 110] from Netscape Conymunica- ti

ns rporation, 501 d i el d Road,
Mount afRCSF8WRT CAC 52 g8 351 E ReCTRACE af°B ﬁ%%%.aq¥eﬁYa§%%%1%?%§£to this
ferf bBB%BﬁQ éOgD[Q@éb%&a%@bBtiwsé&|¢DBB]pﬂg@mimﬁtsﬁapﬁgg?mMMMﬁva—
chal | enge that can si e taken ma in ile.a rqbot
shouldthPFaFﬁFQO?%FFgRtY5ﬁﬁoﬁg Méﬁaﬁagxﬁﬁégﬁﬁ? itﬁ%ggt%?ﬁdﬁﬁe%’i??ustrates
a typi 6absashathengenaesardengsta. thred) hovending. t¥ethogefpage thus shows
an i mage %120 includin%b in this particular exanple, a feaggeonetric
forms PRERCEaROHRYONLRARDYGRBESY yWel PR r BAIE o1 By AVERh 8 W or
expresshanikAga théﬁgééﬁesﬁ.ﬁ?’ﬁﬂ.yt be tadkni dyabyascrsshngbebagWhils assumed
to be capable of reading. en, _associated to the inm e.geie 15 including
a squaFebok ehpelg, carEréBivahala tFi afPRY WALEYEF PPESEBOKFHhYSFs pronpted

[130] ®9gGkkCk €1Uust@RrtBeaCr9pscalléhhilénbenabcbednsy gestheng to go on
and V|$|? the site, wll do it naturally while a roboi mnli go not hi ng, or
wila  dénveRtwPBngl9lsPREl PaBechhide PROPEsPRdSBEIRot LkROWRAAEITEIa 20

cross. jHepges bhi-Sieashhyeahhgws, tg degchbpnBalecasBurBNLhgtnganf pem a
robot on the basis of their respective |evel of abstraction whichis
nat ur alRpmRigHoys lver Fehpgiefof CabiumafingéPnyORdi PE §XPEBSELIPE €8t 3l |y

| acki Ng ohBlagEaRAEL! YnoThid 1 vALLANS 2LecBEHLGYentNABDI aChLUEReAl tbhe
i nventi on"whi'ch wants 25 to prevent robots from browsing the site beyond
t he webeomapable of reading. Then, associated to the image here

15 including a square, a circle, a cross and a triangle, whoever
is looking is prompted [130] to click e.g., on the cross
[121] . A human being, desiring to go on and visit the site,
will do it naturally while a robot will do nothing, or will do
it wrongly simply because it just does not know what is a

20 cross. Hence, this easily allows to discriminate a human being
from a robot on the basis of their respective level of
abstraction which is naturally high or very high for a human
being while a robot is totally lacking this capacity. This
allows to achieve the objectives of the invention which wants

25 to prevent robots from browsing the site beyond the welcome
page while neither imposing to the people accessing it the
burden of having to register and to log on, nor requiring from
the administrators of the site to have to manage a list of
legitimate users.

30 To make the site even more resistant to browsing by a
robot, that could be tailored to adapt to a given challenge or
set of predictable such challenges, prompting can be made
random so every time somebody comes in, the challenge is
somehow different. For example, the cross can be moved to a

35 different position on the image map so that the coordinates

returned, when clicking on it, are different. Or, the



page while neither inposing to the people accessing it the burden of
having to register and to log on, nor requiring from the adm nistrators of
the sitewootizs3e0 t 0 manage a list of legitimte users. 3BCTaPorEdos9st he site
even nore resistant to browsing by a 6robot, that could be tailored to
adapt to a given challenge or set of predlctable such chal | enges,

pr onpt ppgmpaingecandehangadom seqeest ynyi aegsonebodyichnes tnlangbe
challenge |sd sonehow di fferent. For exanple, the cross can be noved to a
35 di f +EFERE®position on the i mage map so that the coordinates returned,

when clicking on it, are different he, VWO 02 9 /EP01/10399 6
pronpti ng cﬁﬁgeﬁﬁnﬁeSPHW?eﬁgésFPﬁﬁcﬁ GTML EHEPFﬁké it g?ﬁ i nst ead.

Fi gur er.2ngliaws)t heasoynae) HEME Eﬁieeéxlmplehhhkaﬁ ubaﬁgaale}vsedelﬂé40] f or
this exanple mhlch uses a server | uded in

si d 1
anbanch8p ta§-cr 688 WlER! vhén@Audgd 13/%9 éBﬁEPFuE?ngF%? bQYl t he

HTML | apguage. . Thuga.whensthecksebral i[gks] 0Bt BReCHOBS Ma@;hagbrowser
sends a request back to the server URL (/cgl-bln/ ha| | enge. exe% %é
i ncl udiThg sty hehrnahiiey Us6sT Giliskes oBf thRe CEPFPEK LAdAE ai REAVFRY16°PERap [ 142]

o thatcthessepuelk £ t@l%e%léz%la%t vkie (9kbgkpiagendinahgs . brdgediamt ches the
cross position. Anchor tag also carries an identification field i.e.

i d=XD34F738ding3khehiXchand ¥ geerdinpsegoptelrhte cthckaRSREAINEACRBI ng t he
cliLk ﬁ%ﬁ!g 11281880 WiLR the %%&Q%QIc%BaEh%@ﬁetﬂﬁ%“thE'%1h@kter changes 15

from one user to another as explained here above. Figure 3 depicts the
st eps ebordénmseivod ndessy diatghes the crepenPPeAtiREn SRLHPEat8e 6f58n

i al.Lequestd 9 oA iRl o $1%9%PANded Wlhpa4#hakl a148) WeQen

rece|V|ng this Tnit
is useful to correlate the answer, including the click coordi-

nates, with the current challenge when this latter changes

15 from one user to another as explained here above.

Figure 3 depicts the steps of the method according to the
invention when originator of an initial request to a Web site
is responded with a challenge. Upon receiving this initial
request [300] Web site server responds [310]. This is done

20 through the establishment of a TCP connection with the origi-
nator (the reliable transport protocol of the Internet TCP/IP
suite of protocols used by the Web). Response is in the form
of a Web page including a challenge e.g., of the kind
discussed in Figure 1. Then, having got server response,

25 originator proceeds with a new transaction towards the Web
site [320]. On receiving the new transaction Web site server
checks if challenge is fulfilled [330]. If it is indeed the
case [340] then, it assumes that originator is a human being
and let it go. However, if Web server finds that challenge is

30 not properly answered then, it must assume originator is a
robot [350]. As a consequence, it stops processing current and
further requests if any [351], which includes dropping the TCP
connection or redirecting it to another sgite [352]. Also, the

IP source address [361] may be remembered and a timer started



request [300] Web site server responds [310]. This is done 20 through the
establ i shnment of a TCP connection with the origi- nator (the reliable
transpor w@optisewl of the Internet TCP/IP suite of protorol/EPuswE9dby t he
Web). Response is in the form of a Veb page including a challenge e.g., of
the kind discussed in Figure 1. Then, having got server response, 25

ori gi natez] psocersds whé haacéssv tdsau:ﬂsaciim mmﬂwslstéﬂqmﬁmlzsi te [320] On

receivin eM/trans |on e server

ful fi |1P%Jg‘—”*f€30€r0frlft#‘?t |ﬁ‘a‘é’é‘det ‘iér%%%e T%ﬁfirf meéujtn ass(‘JiJrres 4 hat
originator is a human bein and | et wever b .server finds
that chal | eRFHEUFe éoshﬁwspr%e???eaﬁgﬁﬁ?éﬁh?Eﬁ% #%r oLsdiffre ori gi nat or
is a 599§£n£§59]lsﬁ§eaeﬁ9@§@QUQH@ﬁ,alfoﬁé@pﬁsp&@@@médngm@@m;eﬁmaand
further requests if any [351], which includes, droppjn éhe TCP nnecti on
or 5r edPRECEPAFIet EBTanovhétSsi ER 88D]OT AFEdirefe 1Wé; %ﬁﬁ%%yéﬁﬁfess [ 361]

may beré& gber edsgod ﬁlﬁhn§E1§tﬁéi@ﬂc&!&@zé3§§&g PETAERRd4 403981 7 [362]

so t hat e access to the site nmay be tenporarily _ barred, fromthat |P
sourceaéadaé§§medst@xﬁpaﬁnééomnaFF@h?E 42 ltipygh ctR1Z RYENE HeCase where

the I'P §9g§gsﬁeo£rﬁgesgﬁbg'QaEBEotSméﬁnggbﬁéﬁgn&h§np§o£9b@£ f Srassuned.
Then, one may decide, for whi op or redirect immediately al

requespsrfggméﬂgmﬁthetwp§kpaﬁﬂréaﬁaFr§6%¥%E1@P afidrblsthant? 2P¥rE@suned to
C%%E fsgah gegoat(ﬁggheBGQO&m5§dV1Gﬁ&caeée 2bWaYSrbe LaMB8ENGE En&obot

roxy or firewal performng a network address translation
of aI | rebeeEP waaré@gg@daéddegsésmﬁr AB3rEedf of wexE}2ipedaiBeFiPuEBuUr co

addreS§,Oéaaﬂeﬁmgqaeﬁgww@éghggee@saegcél%ae émgr&ﬁé ASrEXPLRLARE N

Fi gure , each tinme a new request is recelve one first checks if
the samé Sber semePsaddresdPi sdfivasd [320pundf [ﬁéﬁl oﬁé ey, one may

proceed normally [450]. If yes, timer is checked [430]. If it
15 has elapsed, the logged IP address is reset [440] and new

request is normally handled [450]. However, if timer has not

elapsed, TCP connection is dropped or redirected [460] before

resuming to a new received request [410].

Figure 5 are other challenge examples that are easily
20 answered by human being.
Figure 5-a takes the form of a quiz [510] which could be
made as simple as shown [500] or as sophisticated as necessary
to defeat elaborated robots or, alternatively, to adapt to a
particular end-user population sharing a same type of skill.
25 Figure 5-b is another alternative combining images [520]
and text [530] in an even more abstract way where the answer
is suggested so is even better adapted to discriminate a human
being from a robot. However, it is worth mentioning here that
such a challenge is culture dependent and could serve as well
30 to discriminate human beings on the basis of their social or

ethnic origins.



proceed normally [450]. If yes, tiner is checked [430]. If it 15 has

el apsed, the logged IP address is reset [440] and new request is normally
handl ed [WB03/233blowever, if tinmer has not el apsed, TCP cOPOPEPIION3I9S
dropped or redirected [460] before r&sumng to a new received request
[410]. Figure 5 are other chall enge exanples that are easily 20 answered
by human being. Figure 5-a takes tdlailer:-m of a quiz [510] which could be
made as sinple as shown [500] or as sophisticated as necessary to defeat
el aborated robots or, alternatively, to adapt to a particul ar end-user
popul ati on sharing a sanme type of skill. 25 Figure 5-b is another

al t er néhdvelzsorbibned ismges [520] and text [530] in an even nore abstract
way where the answer is suggested so is even better adapted to
discrimnate a human being froma robot. However, it is worth nentioning

here thata asehod £bal %@Q@&n’@:ﬁn@ui:cb}b&% dependendwenty coulieb seive as wel | 30
to discrimnate human beings on the basis of their social or, ethnic

ori gi Nseyl 02/ P8BoonPCrr@P0i110Boosasd craied ipweaid Ve afhed is: 1. A

met.hod nii 09 tsgfrombrowsing a Wb site beyond a wel conme
paée [i%@%?gég¥§ %%?h%%Q?% said Wb site 5 conprising the steps of: on

receivig, {)ei{)hﬁégg%nﬁggﬁ%mlzﬁeghé@t upgsh i Aedu0al 81A8k 0611 gl880eRdI Ng to

said initral requ sald wel come page including a challenge

[310]; on_r Y further S sai thyupndgf it med 10
originatongéﬁgéEﬁﬁg@f3§%§gm%%§ﬁggfs%?%é%%%lF%ﬁg% ?%g?u€f§%%gd or not;
welcome page including a challenge [310];

on receiving a further request [320] from said undefined

10 originator:
checking [330] whether said challenge is fulfilled or not;
if fulfilled:

assuming that said undefined originator is a human being

[340];

15 keep processing said further request and subseqguent ones

if any [341];
if not:
assuming that said undefined originator is a robot [350];

stop processing said further request and subsequent ones

20 if any [351].

2. The method according to claim 1 further including the steps

of:

logging a source IP address [361] of said undefined

originator

25 starting a timer [362].



if fulfilled: assumi ng that said undefined originator is a human being

[ 3401; 15 keep processing said further request and subsequent ones if any
[ 3411; i fw@mer2339@ssum ng that said undefined originator i|iBCHEP@bOB89Y 350] ;
stop processing said further request @and subsequent ones 20 if any [3511.
2. The nethod according to claim1 further including the steps of: |ogging

a sourze i agefess £3631dohg Sed daidedd Netl tis i graaiols 281 stmesting a timer
[362] WO 02/23390 PCT/EP01/10399 9 3. The nethod according to any one of
the prefgBesn ctaldsstomerti AtaR BIrQEeds bRd stdb pFeeeer ngeSWe et f ur t her

req“esinci@f%%gfﬁzgﬁgﬁéﬂéfh§fe§t§P:Of: dropping or redirecting a TCP

connecti on I'1 shed wth said undefined originator. 4. The

met hod aC&P&g#gg%t8ra9¥d998091n%hf PEEVLOHS &L BB [3£ 3] t BgE b NChNEA NG,

whenever rec g a new reques 410], the steps of: checking [420]

wh&t her awsolur seid Punddféssdobrsaldaher 10 request is matching said | ogged
source I P address or not; if matching: checking [430] whether said tiner
has expired or not: if expired: resetting [440] said | ogged |IP address;

and 154pregeediPHob480LoPQiAY! LY Mhihosal 8f NeMeT g8€Sbus claims
further including, whenever receiving a new request [410], the

steps of:

checking [420] whether a source IP address of said new

10 request ig matching said logged source IP address or not;
if matching:
checking [430] whether said timer has expired or not:
if expired:
regsetting [440] said logged IP address; and
15 proceeding [450] normally with said new request;
if not expired:
dropping or redirecting said TCP connection [460];
if not matching:
proceeding [450] normally with said new request;

20 keep executing all here above steps with every new received

request [410].

5. The method according to any one of the previous claims
wherein said challenge includes prompting said undefined

originator to perform a specific action [130].

25 6. The method according to any one of the previous claims
wherein said prompting is different at each subsequent access

of said Web site.



if not expired: dropping or redirecting said TCP connection [460]; if not
mat chi ng: proceeding [450] nornmally with said new request; 20 keep
execut i ngv@b?/233e0 € above steps with every new received repqmeBe/{04e0l. 5.
The net hod according to any one of tHhe previous clains wherein said
chal I enge includes pronpting said undefined originator to performa

speci f7¢ agti RBtEd30khccdbdbng The &Ry hofle asEotié Norévicuy oheimé t he
previous clainms wherein said pronpting is different at each subsequent
accesswheteini gahdbagrien Worbpios3oav et/ EPUIr®399Chab e, 2PRI nfet hod

accor dj,ng. 5 9; aPyoengpeliohhepegyi ous claims wherein said action includes
having to make a choice anong a plurality of options [1201. 8. The net hod

according to any one of the previous clains 5 wherein said action calls
for regpondi ng toﬁﬁ qui z 5510]. 9. The ne hog according tg an% one of the
previ ofls ¢h&i REERRAeFEFRTSARE &8t FBH Pgesﬁggﬁ P EBI0FT 107K System in
pa%t'Cghgge§nv§9ia'5@tigﬁl@H@@E'Egrarégﬁbhﬁﬂﬁ§.técﬁeﬁﬁizc@ﬂPﬁlS'ng means
adapt e or carrying out the nethod 10 according to any one of the
previaous clainms. 11. A conputer-1like readable medi um conprising instructions
for cgrr¥ing out the netgod according to any, gne of .the ciains 1 to 9.
. The"method according to any one o he previous claims

wherein said action is suggested [530].

10.A system, in particular a Web site implementing a challenge
access, comprising means adapted for carrying out the method

10 according to any one of the previous claims.

11.A computer-like readable medium comprising instructions for

carrying out the method according to any one of the claims 1

to 9.



