4 SEP 2006 WD 03/051018 PCT/ US02/ 38031 *166166* DETECTI NG | NTRU I§§§ IN A
NETWORK BACKGROUND [ 0001] ThivSnud Lan relates to detecting infr 1 36 .
[0002] Awceewdisiyisnay make reﬂ“@wﬂlmﬁ@wﬂ as applications, pcpuseisast i ons of
data, prograns, and other si ces avail abl e over a network.

Security neasures may exist to Pfé¥ect the resources agai nst unaut horized
network access, but ilLLGLL. .2 resources may still be

WORE

made. The entity nmay se S8R0 ot stem 10 to help

di scover such attenpts and actual security breaches. [0003] Cenerally, an
intrusion detection system gat hersgar-REREGR T on fl ow ng between the network
and the entity providing the resoarces and anal yzes the infornation for
possibl e sqBybLty PrAbi SMhveiiBadbalyels (ARkaCkufls Incevalaing
conpliance wth system policies, detecting access 10 resources by parties
havi ng gai aut hari zed t i | JREIIM Ssi.b Q. t.he

resour ces ??gﬁ??nsidgﬁ or o tgF%eﬂghgngéﬁét)/ e?%ib ég %ﬁggféh%£§ al se

i dentifLcat] i_pt o) by LN cyrity e ch as
Fironal Ts Soagseeonr ot ruus” rRVBRam oyt oty sTRRTHE PR Sl
detecting the.addition of malicious files.. (e.q.. viruses, JIroj.an horses,
etc.), gvaﬁagﬁﬁﬁgi%y%Y%gJa %ﬁﬁgggg'pa%?%??%F#(ﬂﬁ Hﬁgﬁapéya%f+%$t , and
perfornlngpg%Q%Et %Egu£é§3§£é§§a%%gigggrgﬁéégﬁ%rized network access,

but illicit attempts to access the resources may still be
made. The entity may set up an intrusion detection system

10 to help discover such attempts and actual security breaches.
[0003] Generally, an intrusion Q¢tection system gathers
information flowing between the network and the entity
providing the resources and analyzes the information for
possible security problems. Such analysis can include

15 evaluating compliance with system policies, detecting access
to resources by parties having gained unauthorized or
otherwise impermissible access to the resources from inside
or outside the entity (e.g., by providing false
identification information, by bypassing security measures

20 such as firewalls and password checks, by hacking in to the
entity, etc.), detecting the addition of malicious files
(e.g., viruses, Trojan horses, etc.), evaluating typical
access patterns for unusual activity, and performing other

security-related operations.

T
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cont 1 ur A0 SHI1FS

a bl ock di agram of an enbodi nent of a network
005] FIG 2 .is a flowchart showi ng an eMP6ddiN¥AI03bf a 5

process of detecting intrusions. [0006] FIG 3 is a block diagram of an

enbodi nent of a

client intrusion detection system [0007] FIG 4 is a

bl ock di agram of an enbodi neRESGRIPEAGNNQF PRAWIMNGS confi guration. 10 [0008]
bl ock diggran1of an enbodi nrent of a server intrusion detection

FIG 5 is
system [03@

PG b

Gs ¥ SwH@ck sheerag ah amisodossnendfof a process of

addi ng an application, DESCRI PTION 15 [0010] Referring to FIG 1, an
exanpl e nefREMRTXcEARFEARER TS -100 i ncl udes client terminals 102(1)-102(N)

and a server

104 that can inplenent a real tinme intrusion detection

system (NI[P8FPésent BIG: wholse andilisechprThehoelnern teabodiakst 162(d ) - 102( N)
each include an agent 20 106(1)-106(N) that can nonitor information

recei vel aPriocsssagfodétaciing idevirusdomisnal 102(1)-102(N) from a network
108, a corporate network 110, and/or other sources. If one of the agents
- 106(1) - 106(IRP0Get ect BIG- pbsisi B éleoetudiibyramobt em enbodnyeat dhea

i nfornmati on,

the agent can report the possible 2

client intrusion detection system.

[0007]

FIG. 4 is a block diagram of an embodiment of

another network configuration.

10  [0008]

FIG. 5 is a block diagram of an embodiment of a

server intrusion detection system.

[0009]

FIG. 6 is a flowchart showing an embodiment of a

process of adding an application.

15 [0010]

DESCRIPTION

Referring to FIG. 1, an example network

configuration 100 includes client terminals 102(1)-102(N)

and a server 104 that can implement a real time intrusion

detection system. (N represents a whole number.) The

client terminals 102(1)-102(N) each include an agent

20 106(1)-106(N) that can monitor information received at its

associated client terminal 102(1)-102(N) from a network 1bé,
a corporate network 110, and/or other sources. If one of

the agents 106(1)-106(N) detects a possible security problem
in any of the information, the agent can report the possible

2



4 SEP 2006 WD 03/051018 PCT/ US02/ 38031 secur | ty problemin real=-ti S&° {2006

the servewolddbsidigough a firewall 112, a virtual private petpsrisses PN
114, and a corporate server 116. The security problemis | abel ed

"possi bl e" because the server 104 nay determine it not to be 5 a security

probl em [ 09dddrifhe px@ipien 104rBRY {HRD wpdRke skiksee0l bociiugaf a Security
data 118 and the corporate server's collection of security data 120 to

reflect thisg;repord qcizoosasivalr%ugiflcﬂfi&a/te Hahlem (98g] tipnalldy ,the server

104 can in real time 10 informall of the client termnals 102(I)-102(N) of

this  POSS! BbepSOat IOl ViR a0l J BE.BIER! 85 TSI - 106(N)

[0012] In this way, the server 104 can propagate any pos e security

probl ens seagys gy %%f%%égagfgg%gg@r Iy LBA2Lon 08 (10 k2R plo all

of the client termnals SO ient ternmnals

102(1) - 192( Q) sg%ﬁ ggrl%éofl%g.j nst that possible security problemin real

tinme (e.g., non prevent that security problen). Furthernore,

A h e B0 A dRD AREChYP ARGHIUAIRUPGRLES, TOMITA LER) ©

client term-nal's informall a“subse client

termnals 102(1)-10 i, real . time upon detection and/or correction of
a security Srgg F%H %‘#}% dot er?tnl%afl%? ﬁ%]@;g?ﬁ/tee esfefrérc?fssoFoif%Cetlsoé’cﬁ ity

prOblen]cans%%u%f%%“égké”if%Iﬂg Q%%Egc{rkﬂfgﬂré%%rkggepogsible security

problem. Additionally, the server 104 can in real-time

10 . inform all of the client terminals 102(1)-102(N} of this
possibie security problem via each of the agents
106(1)-106 (N).
" [0012)] In this way, the server_104 can propagate any
possible security problems seen by any one of the client

15 terminals 102(1)-102(N) to all of the client terminals
102(1)-102 (N) so that all of the client terminals
102(1)-102 (N) can defend against that possible security
problem in real time (e.g., monitor for or prevent that
security problem). Furthermore, with the server 104 able to

20 receive security updates from multiple client terminals and
to inform all (or at least a subset) of the client terminals
102 (1)-102(N) in real time upon detection and/or correction
of a security problem, any potentially negative effects of
the security problem can be reduced or eliminated in real

25 time.



- 4 SEP 2000 WO 03/051018 PCT/ US02/ 38031 [0013] The server 104-qageplgg

use the SihGigsecurity problens reported by all of the agents
106( 1)-18%1?%/ tlglshel p detect intrusion patterns, new int Lgllgngf"’é@ﬂni gues,

and other security problens that nay not be apparent to an 5 individual
client ter rpgp?g or tQ a snall ﬂég‘oer of client termnals. The server 104
can inform bf t hePeI TEnteT d&fnfRRI 81802035 -Hip @S séPleusncast byt ed
security issues in .real tine so_.that the client termnals 102(1)-102(N)
may noni tBFOP?‘n‘F‘B? MR VNGB R RddeCsetbhifi 8gents URe ()0 10G3NA) toRealp ti ne"
general ly neans continuous. Sonething occurring in real tinme can happen
fast enougAe58°t nkRtEppt Ubriattterngs pBRYel bEER? Loy uiatini quesg. and

adm nistrators at a server can address a security problem clients may be
notified oPtReEeRBFRE¥{LHrRAARIANENGhaE MBI Roedoed Rpmehend Gp a6 el i ni nate
any potentially negative effects of a security problem etc. Thus, while
"real tpmeindaFideah climnfarkemrdoad! protowkt smalla rfurdetdi of oliaensecond, it
could nmean a |longer tine period, such as mnutes, hours, days, . etc., for
| ess aggr e$§rpénahdl/ or The csrrvesyd0énsaor infioRd aXistemdde efiiany kind of
network delay. [0015] Generally, a security probleminvolves an intrusion.
The i ntrusitenmipayleoh®2 {1 om QR (Necognsned patéyted eseurieneigbutbeigl i ent
termnals 102(1)-102(N)) or froman unrecognized, non-client third party
(e.g., an keelutibne 250 1229t tbeamjliestotesminsl syl qm ahl-awe (Ranmapcl ude: 4

monitor information for those security issues.

10 [0014] “"Real time” generally means continuous. Something
occurring in real time can happen fast enough so the
appropriate response occurs guickly, e.g., édminisﬁrators af
a server can address a security problem, clients may be
notified of a security problem and/or modified to reduce or

15 eliminate any potentially negative effects of a security
pr?blem, etc. Thus, while “real time” can mean
instantaneously or within a fraction of a second, it could
mean a longer time period, such as minutes, hours, days,
etc., for less aggressive and/or slower systems or in

20 instances of any kind of network delay.

[0015] Generélly, a security problem involves an
intrusion. The intrusion may come from a recognized party
(e.g., one of the client terminals 102(1)-102(N)) or from an
unrecognized, non-client third party (e.g., an intruder

25 122). Examples of security problems can include:

4



4 SEP 2006 WD 03/051018 PCT/ US02/ 38031 a) confidentiality, e.g.< 4e$iuilbg

that onl yyo @4/4d16sl z€d parties can access resources avail apirRisBesesf t he
firewall 112 (such as resources made avail able by the corporate 5 networ:

110), b) control and integrity, e.g., enabling only certain parties to

access, edit, add, and/or_. delete resources avail abl e_behi irewal |
112 and i dentifyi ng non- sat)ar‘?d’é’%agfﬁgﬁ%{[lmk 19 'r’es?gﬁ‘r‘%én%c@gasésmg%% erns, c)

authenticity, e.g., verifying the identit of parties, and/or d)
VUl nerabi 11y, e.g., det AHMRIEGeBERRLSS &t FaHE S EREPREGSD ( he

corporate 15 network 110, the firewall 112, and t 114. [0016] It
m ght be useful to detect®%&d@ieyPphiBle eiﬁr‘reﬂ’?g‘ingggor(ﬁuﬁ%réﬁ gur!ati on
100. The corporate network 110 may i ncl ude server that an organi zation
associated with 20 the coFpRAMRSESNBRABr RVa1ERES BéaieaFaFPabRE over the
VPN 114 to the client term nals 102(1)-102(N). These may i nclude

enpl oye8s of the organi zabe®Prcdd®mers of the organization, contractors

-of the organization, and other authorized parties. The organi zati on may

‘not, however, want 25 anyPbt®Ritnedr ends ipseHalEY acdss CHPRENE oYY at e
network 5

certain parties to access, edit, add, and/or
delete resources available behind the
firewall 112 and.identifying non-standard

10 network or resource acceés patterns,
¢) authenticity, e.g., verifying £he ideﬁtity
of parties, and/or |
d) vulnerability, e.g., determining

weaknesses in the security of the corporate

15 network 110, the fi:ewall 112, and the VPN
114.
[0016] It might be useful to detect security problems in

the network configuration 100. The corporate network 110
may include a server that an organization associated with

20 the corporate network 110 may want available over the VPN
114 to the client terminals 102(1)-102(N). These may
include employees of the organization, customers of the
organization, contractors of the organization, and other
authorized parties. _The organization may not, however, want

25 any other parties to have access to the corporate network
5



4 SEP 2006 WO 03/051018 PCT/ US02/ 38031 110 or for the authorized- paggp §
to illiciwbysgfi9r access restricted resources available Iﬁgﬁ}é{;‘]e c?(’)](r)por@ge
network 110. Thus, the organi zati on nay depl oy an intrusiB 80351

systemincluding the server 104, the corporate server 116, 5 and the agents

- | i, t 1, nal 102(1)-102(N). The network
cont i Guratt n°165 aay, of ARERY PREFAGS CdH | b el pryaccsss

i further .discussing detecting intrusions, the
Cl emont s 1 nFRO BE AR K SOM T GUAHALOAD L0 Ar EnF U EHRAE S EEO PSS EFIDEHD - [ 0016]
The elenents, jnt network configuration 100 can be inplenented in a
variety of ?E?Ef Pﬁ?o?ﬁ%??%ﬁ?tﬁ9 ﬁié&PéﬁYb%@kaﬁFQﬁhﬂmeﬁb§ebhsb?ged in the
[ [ i nclude data, instructions, or a

Comi nat i onSp “EhotPAb:d TR THer GIATaEFoR Ofmy bR Gor paicice: ServEachigent

acket y be .,part of a packet stream where each of the packets included
Pn t he ESCKSPds?£%a$9T?Y %Qﬁkﬁ”ﬂ%OG(gk Ror ARah tofrevtis e ldentt gupnsnsts eam of
data. Infor i on _nmay_be conmmuni cated between endpoints via nulticast, 20
uni cast Orqgéﬁg)éﬁﬂ%i%hti&H“bﬂeﬁﬁpﬁk Foof bgu el worlidr atag ,nefwor k 110 and
the network 108 can each incl ude any kind and any conbi nati on of networks
such as anSPHRFEnetnchiqey@gddigionapesnonkity AMearutaidmer, | ocal: network, a
private network, a public network, or other 25 simlar network. Typically,

t he netmork[Q@k7inC|u@%%°%? firther discussing detecting intrusions,

the elements in the network configuration 100 are further

10 described.
[0018] The elements in the network configuration 100 can
be implemented in a variety of ways. Iﬁformation
communicated between elemenfs incluaed in the network
configuration 100 can include data, instructions, or a

15 combination of the two. The information may be in_paékets.
Each sent packet may be part of a packet stréam, where each
of the packets included in the packet stream fits together
to form a timewise contiguous stream of data. Information
may be communicated between endpoints via multicast,

20 unicast, or some combination of both.
[0019] The corporate network 110 and the network 108 can
each include any kind and any combination of networks such
as an Internet, a local area network (LAN) or other local
.network, a private network, a public network, or other

25 similar network. Typically, the network 108 includes a
6



4 SEP 2006 WO 03/051018 PCT/ US02/ 38031 public network while the=doSp®riagse

net wor k W@osembigdes a private network. Communi cations t peeagh/id081
corporate network 110 and the network 108 nay be secured with a nmechani sm
such as Transport Layer Security/ Secure Socket 5 Layer (TLS/ SSL), w reless

TLS (WILS) ,puH1 X GlaSiolkP QR L B tthel RR$I2h t B AL OFO K (151 HEABLugél though
di scussed here as having a corporate association, the corporate network

110 can be,asad ARttt N iR 3lond" %ﬁ?%é@% O%hcg&@g%g% % general |y

i ndi vi dual ,” non-profit, educatlona etc.

i ncl udes a rd yat LA ga?lzhsxraéew%\ﬂotsh&ng yopB B il s L O e LN

may be sent on t usi ng c Cormuni carion | Vi a

t he I nt er n%e}chat}wshn% @%Clhnggr ﬂ%ﬂ)f?ia%%r g%&gig / eéur}.'e gnc{(g'gtl On and/ or

ot her securlty mechani sns so orv z users may access t he

i nf or matd onLé}fgIougﬁg/@%eYPl\ku}&fe 5{%2;‘»1](W]I-‘E.§ cli Lent term.n nals, 102(1)-102(N)

can each include any vi'ce ca e of connuhlcatlng Wi ERPERESRBtwork 108

dwtht th PN 114. Ex I f h
devi ces i no 24%%&3t%%°%uter 2 QbR J LA PR Bl ketati on. 4

server, a teI ersonal g gital assi stant

th
simlar de@?%ﬁ%oneﬁgr ﬁFPgae?sﬁ TPl & |ﬁ8FEﬂE@EﬁnP%9W°FHe%gOOex:LpIe
devices. 7 4 SEP 2006

can be associated with any type of organization: corporate,
individual, non-profit, educational, etc.

10 (0020] The VPN 114 generally includes a private network
existing within a public network. Information may be sent
on the VPN 114 using public communication links (e.g., via
the Internet), but the information méy be protected with
encryption and/or other security mechanisms so that only

15 authorized users may access the information through the VPN
114, |
[0021] The client terminals 102(1)-102(N) can each
include any device capable of communicating with the network
108 and with the corporate network 110 through the VPN 114.

20 Examples of suﬁh devices include a mobile computer, a
stationary computer, a workstation, a server, a telephone, a
pager, a personal digital assistant, and other similar
devices. The intruder 122 may also include any of these

example devices.



WO 03/ 051018 PCT/ US02/ 38031 [ 0022] The agents 106(1)-106(N) can Q@ﬁh P
i'ncl ude 3 ‘ﬁganisn1capable of communicating with the cohporate séﬁv@mﬁ
116 and executing an intrusion detection systemon its as SOTSI/a3L | i ent
term nal . Exanples of such agents include 5 software prograns or routines,

applicatio ts, and other il ar chani sns. [0023] The server 104
can-includg%gﬁg devi t8° c& §3ﬁ§5<1éoﬁﬂgﬁpéa???mf%ﬁhI%nFHHdﬁeFRbrk 108 and
the corporate._server 116 such as a file server, an application server, a
mobi | e 10 FEFPARLFT G2RIRRS SHacPHURPGRELNT oY1 kR Hete SoFPPaRtEeseTEeT The
server 104 nmay serve as a network operations center (NOC), a central
networ k nmarfd§eRBft S¥BFYEINT ARedBEAYSBPR| EpEsChion ystemven 104 may i ncl ude:
setting policies regarding detection of possible security problens, 15
noni t or i ng 3§éRELaFeAeEhbPRt itesmdaaldet BEamRYes nof ulichn agpatseinslode new
intrusion techni ques, researching anonalies, receiving alerts fromthe
corporabPe SOLFERATEIBrogEe s FPUEineespanpeitat buwur Mogsupdatiesthieom t he
corporate server 116 -and/or the agents 106(1)-106(N), creating updates to
20 transm Sipglaremageanssme( 1) - 106(N), investigating possible security
probl ens, resol ving possible security problens, |o0gging possible security
probl ens rdd8Rdéd frBhetderegeit0sd c20644r1006(My duvd qeechpablagost her
simlar tasks. [0024] The corporate server 116 can include any device 25
capabl e of coommuhteainggwitilt tHeheetebyRr 100488 dcid&cagRrbte SedveEP 2004
116 such as a file server, an application server, a mobile
10 computer, a stationary computer, or other similar device.
The server 104 may serve as a network operations center
(NOC), a central network management server.
Responsibilities of the server 104 may include setting
policies regarding detection of possible security problems,
15 monitoring general network issues, detecting intrusion
patterns or new intrusion techniques, researching anomalies,
receiving alerts from the corporate server 116, requesting a
response to security updates from the corporate server 116
and/or the agents 106(1)-106(N), creating updates to
20 transmit to the agents 106(1)-106(N), investigating possible
security problems, resolving possible security problems,
logging possible security problems received from the agents
106(1)-106(N), and performing other similar tasks.

[0024] The corporate server 116 can include any device

25 capable of communicating with the server 104 and the agents

8



WO 03/ 051018 PCT/ US02/ 38031 106(1)-106(N) such as.a file server, =akh SEP %0y
appl i cat i wo 3®sy@EB, .a nobile conputer, a stationary conppéfigseRisefit her
simlar device. The corporate server 116 may serve as an NOC for the-
corporate network 110. .Responsibilities of the 5 corporate server 116 may

incl ude set tipgq1polb&ies gaﬁma%glagflgthQLeQP QLaeﬁgﬁaggﬁ éﬁcéﬁﬁéé&

probl ens, nonitoring general - network issues, recei rert s ¥rom the

agents  106(1)196L l\&omﬁp&rrov' ngtﬁ@?@ﬁ%§6a§5@|‘t€eﬁage@t %tBFgG LO6(N)

transnitted fromthe server I nves pOSSi RRY;

robl ens, for [ [.0025] _The_c e t| ons of
8ata 118 anggirgggéanﬂéé;%lﬁl nc t%dghk%%orgélﬁa ceé:r‘{le]sﬁss%hﬁéé Hat a

queue, a DULhE norBot OLEIndud:GTING  HRLY MM O @ caghe, or ot her

simlar 15 storage nechanism Ilec? d 120 may be

| ect 118 120 b
neruded ! piPRETEaF SeRRET b ey &8 Szganaeaat%@g PR <P RIS as

“separate el grg%nt 288 8 OV\A’]SSI br#ar%ﬁzgfe"gémgﬁdP Q{%‘%ratl Qn 100. 20 [0026] The

firewal | can -incl tde” ot RS ERECRENT SRR e to
pr event unaut hori zed access eoma n tvvork such as between a
private net W% Of 5°54% e reé:(ﬁ,l[y&,ngt@ ﬁ’éF?\/o 1 fid)e &9&D4Spubl i c network
(e.g., the rl% 1&8% 9 - 4 SEP 2006, WD 03/051018 PCT/ US02/ 38031

- r approving updates for the agents

106(1)-106(N) transmitted from the server 104, investigating

10 . possible security problems, and performing other similar
tasks.

[0025] The collections of daté 118 and 120 can each
include a storage mechanism such as a data queue, a buffer,
a local or remote memory device, a cache, or other similar

15 storage mechanism. The collectibns of data 118 and 120 may
be organized as databases. The collections of data 118 and
120 may be included in their respective servers 104 and 116
rather than exist as separate elements as shown in the
network configuration 100.

20 [0026] The firewall 112 can include any hardware and/or
software mechanism able to prevent unauthorized access to or
from a network, such as between a private network (e.g., the
corporate network 110) and a public netﬁork (e.g., the

network 108).



[0027) Elenments included in the network configuration 100 can cqnmgtipcg&lg
Wi th ot hayoRskERes (S) included in the network configuration 100 over one
or nore comunication |inks. These communication |inks caﬁCT@@¢%ﬁ@many
kind and 5 any conbi nation of comunication |inks such as nodem | i nks,

Et hernet |i abl e oint-to-paint links, infrared connections, fiber
optic Iinks?%agyglessg}?$#£fstﬂQQ¥Hp§F ipj hRe nevpsttosomiiguration el0§ nks,
and other simlar links. [0028] Elenents included in the network

confi gur at i GAR16BMEHER LD Y itdey réenerE (3) ohnwinmsegndnhthe That is,
elements may be |ocated in djfferent geographical regions, may be

physi cal | y $8h4PEK BB Fiea Bombi08 oemuAne ady owortd miceynundyatbeni ncl uded
in different networks, and otherwi se be separately |ocated. For exanple,
each of theldPként TBeseresmeunicaiien) 110Ré Nramaindimdeocayeting ahd f er ent
branch offices of an organization naintaining the corporate network 110
at a mai P bPaNcROBPIRERiOME wmmywnitesinnyl ks coatteds abdehel mmiks), br anch
of fice or at another |ocation, such as at a third party network

" mai nt enance E§Regnepolinppo] cahisshe pooné -t bApo et vinirkksGoahifgaradi on 100 is
simplified for ease of explanation. The network configuration 100 may

i ncl ude nor €cppetiers adthbenmaiticellénkat swhtsless 11QkWOr ke116049UNi cati on
|l inks, proxy servers, firewalls or other security nechanisns, Internet 10
4 SEP 2006 lWke3/BEdOIGRCT/d45021380311i5Rs Vi &ed Ritndrdeimi i b SPsInks .

gat ekeepers, gateways, sw tches,

[0028] Elements included in the network configuration 100

10 may be remotely located from one another. That is, elements
may be located in different geographical regions, maj be
physical;y separated by one or more communication links, may
be included in different networks, and otherwise be
separately located. For example, each of the client

15. terminals 102(1)-102(N) may be located at different branch
offices of an organization maintaining the corporate network
110 at a main branch office. The server 104 may be locéted
at the main branch office or at another location, such as at
a third party network maintenance site.

20 [0029] Furthermore, the network configuration 100 is
simplified for ease of explanation. The network
configuration 100 may include more or fewer additional
elements such as networks, communication links, proxy

servers, firewalls or other security mechanisms, Internet

10



routers, hubs, client ternminals, and other el ements. [0030] Referthn3ER &0
FIG 2, avQ0308918 200 shows an exanple of detecting intrRGEMHN238031g t he
server 104, the 5 corporate server 116, and the agents 106(1)-106(N) at
each of the client terminals 102(1)-102(N). Although the process 200 is

descri bed wskhvieéereaeedéss t(18pe) enpatskédwd tledtBwal/bs SRivetds, '
configuration 100 of FIG 1, this or a simlar process may be perfornmed in

anot her, si golabrBpt MEEY, 101 ion! ikgunahhos, 4QDIndnchbReREcESS 200, the
agents 106(1)-106(N) each run 202 on their associated client term nals

102( 1) - 102( Xbo30for skR&EPei£irg/ tion Firbi. S2exarplssedNe ool LaBLst & M nal  102(1)
is referred to as "client 102" while its associ ated agent 15 106(1) is

referred t0eaempaeedt dffectithe idkltkbUhesuding Nae Gleir$BL i@ﬁ, the agent
106 may simlarly apply to the other client termnals and the other agents

i ncl udedsi n dh@orAet WoEkvELPN 1 GULALI ?Helggenig% (lﬂh%o%%‘]?t at W dyypical ly

waits (idles) on its 20 associated client™102 until 'the occurrence of one

or nore eveH $pel Eli_@ﬁt%@ﬁ&%lh%oqmt(@?—i@fm) .1?%:@%}:@“9}1&!%:&” or mation

arrives 204 at the client 102. The infornmation y arrives St° the

[ i 102 1gh k.110 \ k
SLLer! 102 hgough L b VER 12k, Lhees 0ER0LS 8 ML A1 Prad o met v

108 from one of the Ient termnal s or n . .
copante ol S AT PO BATIGHR FETHEO% T ST LaRL S
process may be performed in another, similar network
10 configuration.
[0031] In the process 200, the agents 106(1)-106(N) each
run 262 on their associated client terminals 102 (1)-102(N).
For simplicity in this example, the client terminal 102(1)
is referred to as “client 102” while its associated agent
15 106(1) is referred to as “agent 106.” The attributes'of the
client 102 and the agent 106 may similarly apply to the
other client terminals and the other agents included in the
network configuration 100.
[0032] The agent 106 typically waits (idles) on its
20 associated client 102 until the occurrence of one or more
events. In.the process 200, the agent 106 waits until
information arrives 204 at the client 102. The information
typically arrives at the client 102 through the VPN 114, the

corporate network 110, or the network 108 from one of the

25 other client terminals or from another terminal capable of
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' he network 108. [0033] Wen information arrives at the cljen
%ﬁg1 géet m nes tLe in%ornation and determ nes 206 if the g gﬂ;gﬁﬁ
infornatﬁ%ﬂ%gﬁﬁﬁﬁges or indicates a known anomaly. Known aREFS0%3808Incl ude
security problems that the server 104 has identified to the agent 106
and/or security problenms that the agent 106 was initially configured to
i dentify (aREMPRREcatiEne thgloughntbebdBN ikl etttk amrpoeaBki astherk dentify).
The 10 agent 106 may neke this determnation in real time. [0034] In
i denti fyi nglkbowpr aresraidterkt R@8agent 106 may conpare the information
with information included in a collection of anomalies data included as

halt . . . . he
art of thel8gddt 108Bjen Anforokkeohi aprdieanpialneesidaha Log) uded in t
?5 client 102@or'othermﬁse accessible to the agent 106, in the corporate

col l ection ageseclié toxaeinesl2le OhfobAmANOSMEInd HeWehAinb§SOHE Cr {1f1035]
For -exanpl e, a packet may arrive at the client 102. The agent 106 may

conpar e @ sbufcenditer netclRketsoee! in@fckt &) @qgkﬁﬁﬁahBﬁhﬂg?d kb W th the
packet with | P addresses of known intruders included in the corporate

col l ection afhoseliks tindlaice L2Qurkfyapebbeim&XaH @ WhED G PAGKEL, ArTi Ves
at the client 102, the agent 106 may exanmine the packet for Pparticul ar

queri es or teemmncised Rl thiel ag8ni2165 SER 2006 IRLQY 031018, PCY (S02] 38031
intrusion pattern or technique identified in the corporate <co ttion' o
security datkhe l&bnt 106 was initially configured to identify (and that
have not since been deleted as anomalies to identify). The
10 - agent 106 may make this determination in real time.
[0034) In identifying known anomalies, the agent 106 may
compare the information with information includéd in a
collection of anomalies data included as part of the agent
106, in a collection of anomalies data included in the
15 client 102 or otherwise accessible to the agent 106, in the
corporate collection of secﬁrity data 120, or in another
similar resource.
[0035] For example, a packet may arrive at the client
102. The agent 106 may compare a source Internet Protocol
20 (IP) address included in or with the packet with IP
addresses of known intruders included in the corporate
collection of security data 120. In another example when a

packet arrives at the client 102, the agent 106 may examine

the packet for particular queries or commands that fit an

12



[0036] If the agent 106 does not detect a known anomaly, then the ,ag%ﬁ, %PPG
i've

102 returw® 381618 Wai ting for another piece 5 of informpépsipsasi’
the client 102 or to exam ning a piece of information that already arrived

at the client 102. The client 102 may al so process the information as

iate. t L t. ; t, rit
P obl om 1. G LO0SIT™] Poheragin O ahss P B P er (e
agent 106 c%lrleﬁ%gﬁgnz%g %QEP%%E%%U} (12tohe server 104. The agent 106 may

report the anomaly in réea agernt 106 may report the anomaly
directly to erver. 1 or tot erver, 104 through a network such as
the VPN 114.6&1@36?% agIgngﬁTO%g?r%E/ 1n5(}}e $°eeﬁoPPtt§%t%‘FﬁBrwaa8§P‘{W6‘ Fﬁ8m§§¥ ver 104
or even know,.that_.notice. o he anomaly. Wi ll reach the server 104 but

r at her 'repo\r,)éth'?r.\hethaen(%l S ?85aﬁe?‘ﬁrésr rf—%locﬁ 5|°y‘,”al§ﬁla% g%r B YHETCBLPOT at e
server 116 via t VPN.114. In__this rticular. ex | e, assunme that the
agent 10% trqﬁslrﬁ%sm%lﬁ& F8ea5¥lY$€§%ﬁFylFﬁtt%@g§%\%¥ SF¥GALH{-AIt he VPN
114 and the corporate server 116.azé 0Q38] Once the _agent 106 Iregorts t he
anonal y, thé ©f 1HEOTBREIAR 3k 3 WREYi AGTEYRC Rt e Pilere 6P2-
information to arrive at the client 102 or to exam ning a piece of 25

i nf or mat i on THatCHedR i<l Fadr #13RPERCIFe thR| épformption as 4 SEP 2006 WO

03/ 051018 PCT/ US02/ 38031 [ 00393 The server 104 receives notice of the
anomal y and 2RREPRILEHSN ESCRBSEnbRRl nfmdddiennfiaes 2ndt jgrasentanoknpyn

security problem.

10 [0037] If the agent 106 does detect a known anomaly, then
the agent 106 can report 210 the anomaly to the server 104.
The agent 106 may report the anomaly in real time.. The
agent 106 may report the anomaly directly to the server 104
or to the server 104 through a network such as the VPN 114.

15 The agent 106 may not report the anomaly to the server 104
or even know that notice of the anomaly will reach the
server 104 but rather report the anomaly to an intermediary,
such as to the corporate server 116 via the VPN 114. 1In
this particular example, assume that the agent 106 transmits

20 notice of the anomaly to the server 104 wvia the VPN 114 and
the corporate server 116.
[0038] Once the agent 106 reports the anomaly, the agent
106 returns 212 to waiting for another piece of information
to arrive at the client 102 or to examining a piece of

25 information that previously arrived at the client 102.

13



constitutes an actual anomaly, e.g., a known security problem a.p.o&sﬁ"mule

s‘ecurity‘g ’c\bl?)ogﬁksserious enough to 5 report to the client termnals
102(1)-10 ? , etc. The server 104 may nmake such a det er TOHUPGAP803 1 eal

time. [00403 The server 104 may individually exam ne the anomaly or the

server 104 Y ﬁﬁam' %he anomaly in conjunction with other information
accessi bl e g@ ? serVér SEEVeT0AD2ergceived dratdiqeorti Kbruaeemaly tarel
collection of security data 118, information sent to the server 104 from:
ot her sour cE87 $¥AMMHatthGn 28EF_E BPedebr s &hfei f10he ahemaigh t he
network 108 and/or the corporate server 116, and other simlar types of

i nf or mat i onSOTRel WEiRAe M @FtHay 2BoBRAYI e d he aarkmehy seauanyy nunber of
ways and may examine all anomalies in the same way or limt particular
exani nat i onBTPBIr t3 AAs@iblgpescoritnopedlean 00413 encigidi v dual |y

exam ning the anomaly, the server 104 may, for exanple, search for
particular FAPSFHEES oS wlirott hermhoabs y1GUCH -dD2Nnet abek arigk ess
previously noted as a security problem a particular query or conmand
associ at ed S@FvYer alkhoway imakeusiioh padeeemioratiechinquealatpagficular file
name or file type associated with a known intrusion pattern or technique,
and other siAP4@Tr typde ofer26ri ADérmay i ondivithalayhekagxaaptge the server
104 may check 14 4 SEP 2006 WO 03/051018 PCT/ US02/ 38031 the identity of
the sender ehomdiky i dthentsearetrhal4tha PoexLetnd Mhea88BHa1P6:4 0 report the
anomal y.

conjunction with other information accessible by the server

10 104, e.g., information included in the collection of
security data 118, informatién sent to the server 104 from
other sources, information accessibie to the server 104
through the network 108 and/or the corporate server 116, and
other similar types of information. The server 104 may

15 examine the anomaly in any number of ways and may examine
all anomalies in the same way or limit particular
examinations to particular types of anomalies.
[0041] In individually examining the anomaly, the server
104 may, for example, search for particular information in

20 the anomaly such as a network address previously noted as a
security problem, a particular query or command associated
with a known intrusion pattern or technique, a particular
file name or file type associated with a known intrusion
pattern or technique, and other similar types of

25 information. In another example, the server 104 may check

14



[0042] . In. exanmining the anomaly in conjunction with other i nforkm&EP @86

the serveyoh9dsimy. for exanple, conpare the 5 anomaly W tgeqiide@sg@E 1 ON
previously | ogged at the server 104, perhaps in the collection of security

data 118. For instance, the server 104 may | ook for non-standard access

pALETNS. SHED SRl B SALngERSEl o W 00 ko nepechadel oggt e

_or users. ever exam natl on or eXaim n

server 104 f e anonaly, the server 104 determ nes that the
anomaly is ﬁ%% %%ggigﬁ% Qﬁhéﬁﬁ?§# ?ﬂ%ﬁ”?ﬁgﬂéérver 104 can |l og 216 the

anomaly, e.g..,Ln the collection of security data.118 . for record-keepin
purposgs angpgﬁbfo'ugglfgaFﬁHEangﬂ?ﬁﬂ“?%ﬂé%éﬁbﬁ?PQu?gﬁﬂFléﬁt§n8 FFesPITge

process then_ends 218. The server %?4 can,_ of courie, conti nue exam ning
ot her anomatPEEEAG Fontiifus S EFE of i MPYmyEYF S*ATPI8t HemRAAS &8 [ 0044]

I f, homeger t he. server 104 determnes that the 20 anomaly is an actual
anonal y, > t hBRCPARY St b A ote y OP dBEUFENS Hhe O9A6 APy BRMRI/SHEYSEr f or m or
instigate corrective rocedures_to address the anomaly. The server 104 may
perform suc 030cﬂ%¥9ﬁ%§2%ﬂ1FQﬁchﬁ%FFB%T?ORFeﬁﬁQﬁ%&Fﬂcﬁ?g? Y- r &&F tinme upon
recognition, of the security problem The 25 server 104 may, however, del ay
such documenPatRRTe andorsSTPST A04ppa obrrk 0 3rD53baBIFCT/a958253803 1

instigation until an adm nistrator reviews the anomaly and/or any
corrective PBPROEBERFesSHEtGMERI&asShIt t Hrexpraciad hours or from

unexpected locations or users.

10 [0043] If after whatever examination or examinations the
server 104 performs on the anomaly the server 104 determines
that the anomaly is not an actual anomaly, then the server
104 can log 216 the anomaly, e.g., in the collection of
security data 118, for record-keeping purposes and/or to use

15 in examining subsequently reported anomalies. The process
then ends 218. The server 104 can, of course, continue
examining other anomalies and continue.performing any of its
other duties.

[0044] If, however, the server 104 determines that the

20 anomaly is an actual anomaly, then the server 104 may
document the anomaly and/or perform or instigate corrective
procedures to address the anomaly. The server 104 may
perform such documentation and instigation automatically in
‘real time upon recognition of the security problem. The

25 server 104 may, however, delay such documentation and/or

15



104. The server 10.4 also may del egate the docunentation and/or =4 SéP 2006
i'nstigat i@ dspsaiigt her mechani sm such as the 5 corporate server 116.
[ 0045] In docunenting the anomaly, the server 104 can | og P§56HWH@mﬁhonaly.
Generally, logging the anomaly includes storing a record of the anomaly in
the coll ecti, f_.security. data 118. Information | ogged about an anomaly
can 10 i ncl &glgt\?\ﬂFEﬁO%fu?E%l A P FRFARPE Ae0YeMs TOW Mpomedurted the
anonmaly to the server 104, the time that the anomaly was sent to and/or
received by atnﬁé%e?@%rc‘iﬁﬁe,c)"tlh"ee RZCGREUEESt Heco & byatdkoseovaer
simlar typﬁﬁéof igf ormation. [0Q46] Once | ogged, the server 104 may use
the 15 i nforméti oh *abdtkVehel Uhatarymarvorfglegate ditirerdosmenitey iopr obl em
information i erforn ng general intrusion detection actions. Such
actions can aF‘HéBEdé“%hﬁH“?rhdmaﬁé}Otéﬁél perhanidn ersucndsspheem acti vity
(1 ncl udi ﬂg exam nation of other anomalies sent to the server 104),
perforning F6TRAYURTS, SeREPectithg al | inconing and outgoing information
(e.qg., packgts) assessing integrity, recognizing attack patterns,
‘reporting pd99PBie i niR RAYHESNtANG BBef snomaly, ofterseivezl ap4t agkS10§ 0047]
The server 104 can notify 222 the client termnals 25 102(1)-102(N) of the
anomal y. Thé28etheranomlny Semerehily, 16g¢iGERR00MondDy03h054848
PCT/ US02/ 38031 notification in real time. The server 104 typically
notifies théterieatateeeiyrhlct tBR( 2hoh82¢ Nin Viree tdre 1INRNi1 L340 ¢

security data 118. Information logged about an anomaly can

10 include which of the client terminals 102(1)-102(N) reported
the anomaly to the server 104, the time that the anomaly was
sent to and/or received by the server 104, the nature of thé
anomaly, and/or other similar types of information.
(00461 Once logged, the server 104 may use the

15 information about the anomaly along with other security
problem information in performing general intrusion
detection actions. Such actions can include monitoring and
analyzing client and system activity (including examination
of other anomalies sent to the server 104), performing

20 audits, inspecting all incoming and outgoing information
(e.g., packets), assessing integrity, recognizing attack
patterns, reporting possible intrusions, and performing
other similar tasks.
[0047] The server 104 can notify 222 the client terminals

25 102(1)-102(N) of the anomaly. The server 104 may send this
16



The server 104 may only notify the client 102, but typically notkf§ GEP 3hgs
of the clyygnsnsfng nal s 102(1)-102(N). 5 [0048] The notifi UGy 38651t he
client termnals 102(1)-102(N) can include the server 104 alerting the
agents 106(1)-106(N) of the anomaly. In this way, the agents

)L 0P( Mhea0atl o Shelatear eahe | ThDOULLICANIAN By Lhiy anoml .

i mredi atel y bein e to check anonal &Xann
i nformation arctivin its. re ectlv t e,r nals ( (N)
[0049] The ﬁ8t| !tE| catglt%% Cnlalené:l E(% | ﬁc?u%leiéﬁgl S ( )1842 ?I‘?%H #g%t
client ter aI S 102}(91% On?g, S Or 0 @ |l ert For exarrpl e,
the server 3 REYYS Oé Bg{’getﬁégc‘f]ﬁeerﬂt [L'L ?mﬁ aF sEYRISALLY1 02( N
via el ectroni mai | a ot h r.siml n| cause a visual
and/ or audi 80%6&%% %P %%e%‘re é:t]‘ Fﬂg EFF‘&JngjE%nfﬂ wfé {1)-102(N),
and/ or take 2 siml ct 0050]. I'n addition to or instead of
noti fyi ng gto S ent 129 Ii“g‘rlrﬁ §'° OEE’léhﬁOC?](Wntof tetHdRah®mal y, the server
104 may notify 224 %he firewall u#@ of the anonmaly. The server 104 nmay
send this ndt@fiteatPomN! CFedPI e, thfi §eﬁ1‘3%¥f3iQ:4atai1@ﬁtlHﬁth?nc§Qﬂféis
updating the collection of corporate_securi téh data 120 to include
i nf or mat i on 1&8d4t ~LhE BhothItie mearpyyng Ir BhisEMa2006heEreBy 951018
PCT/ US02/ 38031 securi té procedures to account for the anonaly, or
perform ng tMdi)sthP(HI ¢asiall FegsiyeTheateties may4 fiaptieport thee
anomaly to the
anomaly, immediately being able to check for that anomaly in
10 examining information arriving at its respective client
terminals 102 (1)-102(N).
[0049] The notification may also include the server 104
notifying the client terminals 102(1)-102(N) with a message
or other alert. For example, the server 104 may send a
15 message to the client terminals 102 (1)-102(N) via electronic
mail, pager, or other similar mechanism, cause a visual
and/or audio notice to appear at the client terminals
102(1)-102 (N), and/or take other similar actions.
[0050] In addition to or instead of notifying the client
20 terminals 102(1)-102(N) of the anomaly, the server 104 may
notify 224 the firewall 112 of the anomaly. The server 104
may send this notification in real time. This notification

may include updating the collection of corporate security

data 120 to include information about the anomaly, modifying

17



appropriate el ement or elenents included in the network 5 configuLajiggp iﬂo
in real g’d@/@% subsequently determne if the anomaly constitutes an
actual s@CUEYBroblem In that case, the server 104 maPCTE&WREL131y
report an anomaly if the anomaly turns out to not constitute an actual
security problem If, however, the inplications of the anomaly are 10

suf fi ci ent ISP EYe PrPREAVFePOE? | aerunt dvomihe asomaby, ast possi bl e may
enable the client termnals 102(1)-102(N) to nore quickly receive notice
of the anoR85fcamdngaptheresimilakitasieduce or elininate any harnful
effects of the anomaly. Waiting for the server 104 to conplete a nore 15
detai | ed evillAfdtli on Bhet Reruapntl$ nararrdgretagént adlbalylteaty made before
sending a report of the anonmaly nmay incur a delay |ong enough for the
client terrdpRHoPriage( ¢lenent Nyrteolacoep iorclpass infersraidaprikhat woul d be
identified as an anomaly using information in the report. 20 [0052] Once
the server dovfirppettiont he@Oahomaeyl ttoimdieandpRbeREL8HEL ¢l RIRIVNiQk elkenents,
then the server 104 may attenpt 226 to address the anomaly. Addressing the

~anomal y  getfer @nopailyclodssitutégadn ngaralelseduRatl NGr sitenPOt et ikabhy
negative effects of the anonmaly. The server 104 nmay 25 automatically

attenpt to citr,eshet berasenhby, moy A BRINGT re?a%rt én%%l%n?élgﬁ 1 £V
03/ 051018 PCT/ US02/ 38031 104 may | og sonme or all security pr bllems or an

adni ni st r ataxfoniad yexaghee oaddt adgb escordit xRl @h bbtBa1 JQR3k,/ f the server
104 does address the anomaly, e.g.,
problem. If, however, the implications of the anomaly are

10 = sufficiently severe, then reporting the anomaly as soon as
possible may enable the client terminals 102(1)=-102(N) to
more quickly receive notice of the aﬁomaly and may more
quickly reduce or eliminate any harmful effects of the
anomaly. Waiting for the server 104 to complete a more

15 . detailed evaluation of the anomaly than the agent 106
already made before sending a report of the anomaly may
incur a delay long enough for the clieht terminals
102(1)-102(N) to accept or pass information that would be
identified as an anomaly using information in the report.

20 [0052] Once the server 104 reports the anomaly to the
appropriate element or elements, then the server 104 may
attempt 226 to address the anomaly. Addressing the anomaly
generally includes mitigating or eliminating any potentially

negative effects of the anomaly. The server 104 may

25 automatically attempt to address the anomaly, or the server

18



devel op a strategy to conbat the effects of the anomaly on 5 the VPN5¥fZﬂm5
then the werosms10k®4 can send 228 a renedy to the client tgruse:o31
102(1)-102(N) and/or the firewall 112. [0054] Wether the server 104
addresses the anomaly or not, the server 104 may follow up 230 on the
source of tNe4 mmpnbby,sdne.or Bhe EBthYEe) dLdb1XmsORE 0knt he client 10
termnals 102(1)-102(N). Such follow up may i nclude sending notice to the

source that admiaesuratyr prokemiaei ghaahedréds 4the SQUEEe: syl ocation,
triggering a corporate security problem procedure, or perform ng another

simlar actijons3][005bf Haf lerhRe £04FhGes 3aadrddd @Ak § 0Q, shows an 15
exanpl e configuration of the client 102. id?hough tﬂ% §§%#£ﬁ% §Et'd 300 is

descri bed wigkkel 8fes esefaty he ebRBRAL She d e, foe rk
configuration 100 of FIG.%Efthis or a S?ﬁl 5#q§E€5pth§ya%§£¥ﬁ$ﬁghented in

anot her, ssi mhkagpRet Wof kegnfirgusat-iep. 189 £90%8],qThegCli gnt%@at up 300
i ncl udes a core nechanism 302, an enhancenents nechani sm ! éhd a

‘managenent tﬁgceﬁméﬁm@éﬂié%hl@fz<&2§§82@ggg§m T 3d2e; 204 A1 300 s

descri bed bel ow. [0057] The core nmechani's u _ ‘agent
Zo0s ") CeLBUETE SRR 05 AUk el TR EER 11 P E T
IR DR TR st A T R S
anomaly, e.g., the intruder 122 or one of the client
10 = terminals 102(1)-102(N). Such follow up may include sending
notice to the source that a security problem originated at
the source’s location, triggering a corporate security
problem procedure, or performing another similar action.
[0055] Referring to FIG. 3, a client setup 300 shows an
15 example configuration of the client 102. Although the
client setup 300 is described with reference to the elements
included in the network configuration 100 of FIG. 1, this or
a similar setup may be implemented in another, similar
network configuration.
20 {00561 The client setup 300 includes a core mechanism
302, an enhancements mechanism 304, and a management
mechanism 306. FEach of these mechanisms 302, 304, and 306
is described below.
[0057] The core mechanism 302 can function as the agent

25 106, performing such actions as checking for and detecting
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firewal | 310, and an intrusion detection nmechanism 312. 5 [0058] =4 SEPZ 6
Information may enter the client setup 300 at the application nonitor 38%.
The appl MAPYEHWoni t or 308 can examine the infornation AT/EWRERHNe | f
the information includes or indicates a known anonmaly. In this exam nation
and determ nation, the application nonitor may consult 10 information

i ncl uded i kR FNTREELEEN Lrohn f oFmabl om ciiadn agfriveat at 3tHe apldienrt a contr ol
program 316 included in the. nmanagenent nechani sm 306. [0059] The contr ol
progr am 316! 0% aheremankingsparisietectedranmourldiesat | Bjecomrmini cat i ons
between the core nmechanism 15 302 and t he enhancenents nechani sm 304. For
exanpl e, i MeSKARIFHG ionfieckudednan rpphiredism atontihercdf®, nechani sm 302,
the application nonitor 308 may desire information from the enhancenents
mechani sm 3b4rewsddr &ify pindvRbubhyrueten \datedtifoor methenismcdizled in a
traffic recorder 318, information 20 regarding evidence of security
probl e i nEPURRE i n Ifoewatiént emprckaiger 30 cldradtosetnpoBOBtdOHeegar di ng
vulnerabilities of the client setup 300, VPN 114, and/or other network
confi gur at | @pp 106G tal emewing tbmcB08led The aappiildieriali hbhYt6€aB0®Ica322. 20 4
SEP 2006 WD 03/051018 PCT/ US02/ 38031 [0060] The control program 316 al so
may access exiruoe thesedmfonrtnatfan ead®ddeshna MetiiO ke TRARISARIM orsUbSt I at e

326, both included in the nmanagenent nechani sm 306. The | ocal user
interface 32dchwdesaldrovingiidaeesas kheweldrMall02 4@ this examination
and determination, the application monitor may consult
10 information included in an application monitor collection of
data 314 and/or a control program 316 included in the
management mechanism 306.
[0059] The control program 316 is generally responsible
for coordinating communications between the core mechanism
15 302 and the enhancements mechanism 304. For example, in
examining information that arrives at the core mechanism
302, the application monitor 308 may desire information from
the enhancements mechanism 304 regarding previously received
information included in a traffic recorder 318, information
20 regarding evidence of security problems included in an
evidence packager 320, and/or information regarding
‘vulnerabilities of the client setup 300, VPN 114, and/or
other network configuration 100 elements included in a

vulnerability scanner 322.

20



5 interact with the client 102. The network managenent substrate 326 StPY2005
recei ve andlogpsioiginsmit informati on regarding the networ kp@fuaiRiseesiKs
including the client 102 to the traffic recorder 318. Operations of the
network nanagenent substrate 326 may al so include communicating with 10
the corporafgogeyver b cditalal bir-BgrANA e 4RAANDTa 8058 Var g, ddic! uded in
the client setup 300, maintaining a” record of resources such as soft\r/]vare
and appl i cal,5@pS;nidefdeddn e cLLent s 0Q,.a J1g ot her
simlar taskg 91_%#%%061] Owceal thgl g%p?l&éaﬁ%%g%n%ﬁorggagggegiﬁ nées
i nformati onypiynr i t L i i . 208 hoay t.he
i nformati onb%J %Poggﬁi%{(ﬁéed fﬁ$:tvr\/geﬁ wag%gyf%ﬂ% %&}fag{lrsg‘sggﬁgderf%%{fo oc%]ar}‘rrec hani sm
312. The fi " | t..knfo ' incl uded | irewal |

L8UR! bnBPe iy s LONSY bk BLOLMRLLONY RELUARALD o] 14

collection o ata and/ or e control program

o erel o " apagLher.d 6 nARs gl 05 TR H0D AU pEREnlgye | 310, The

i ntrusi on détection nmechani sm can receive n "
addi ti onal i_ntrusi ection _aqperati,ons on the infarmatjpon, such as
maki ng a regg%’agg%ggggie Thf'orm tieoﬁngg?lér%rasr%tné“%ﬁgm? Yt mation to the

21 4 SEP 2006 .03/ 051018 PCT/ US02/ 38031 network 108, possibly consulting
an intrusi ofi“g&F %Woﬁhe ot "éocq:t% & BFEHBF s Vﬁ‘ﬁ’df‘@r EpReCLb?RY 019%r ogr am

316. ‘Information can_f| ow between_the intrusion detection mechanism 312
and a network, tgﬁc r%@h%eﬁ%‘i%&%% ofP¢frtions of the network

- management substrate 326 may also include communicating with

10 the corporate server 116, installing and/or updating
software included in the client setup 300, maintaining a
record of resources such as software and applications
included in the client setup 300, and performing other
similar tasks..

15 . [0061] Once the application monitor 308 examines
information it receives, the application monitor 308 may
send the information through the firewall 310 to the
intrusion detection mechanism 312. The firewall 310 may
consult information included in a firewall collection of

20 data 328 and/or with the control program 316 in determining
whether to pass the information through the firewall 310.
The intrusion detection mechanism 312 can receive
information, perform any additional intrusion detection
operations on the information, such as making a record of

25 the information before sending the information to the
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5 VPN 114. [0062] Information can also flow out of the client setup 0

t hrough the intrusion detection.mechanism 312 and to a network. [Obé%% 2006
Referrind”p33@§¥§84ﬁ a nodified network 10 configurati on 4BUI/ERe2/a80: '
sinmplified exanple of how the client 102 may be set up. The nodified
network configuration 400 is described with reference to the elenents

i ncl uded i nPERECHetMF Kk Rassfibdyr apnewl D0y ¢in RinGrusipnbdetedtisomr a simlar
setup may be inplenented using 15 other, simlar elenments. [0064] The
client 102 FAliPetianidf ¢ tretddr kndlonfitpiratitonldp@oynah UBES. el enent s
simlar to like-nanmed elenents included in the core nmechani sm 302 (see
FIG 3). Thefermatitor gz fdlowdbstaaen nthaisimmrudadbacbeoaceshani sm 402 20
with an associated intrusion detection collection of data 404, a firewall
406 with anmachael st 67 iarsival hetwbtkctswrh f that ae4@8rk anol ajy apgl i cation
nonitor 410 with an associated application nonitor collection of data 412.
[ 0065) The ¥BBI1lk&tion nonitor 410 may nonitor 25 applications
414(1)-414(Y) included in the client 102. (Y 22 4 SEP 2006 WD 03/051018

PCT/ US02/ 3808262 bpr eshrarna tioal eafiuabes - 31N RPLIEC AL 08 generallyy, refers
to one or nore prograns, functions, and/or other simlar instructions

capabl e of poocessiuh dated idkGubSoh V@b €8t on BELERRELESh M L4y SQf tivar e.

network.
[0063] Referring to FIG. 4, a modified network

10 configuration 400 shows a simplified example of hoﬁ the
client 102 may be set up. The modified network
configuration 400 is described with reference to the
elements included in the network configuration 100 of FIG.
1, but this or a similar setup may be implemented using

15 other, similar elements.
[0064] The client 102 in the modified network
configuration 400 includes elements similar to like-named
elements included in the core mechanism 302 (see FIG. 3).
The client 102 includes an intrusion detection mechanism 402

20 with an associated intrusion detection collection of data
404, a firewall 406 with an associated firewall collection
of data 408, and an application monitor 410 with an
associated application monitor collecﬁion of data 412.
[0065] The application monitor 410 may monitor

25 applications 414(1)-414(Y) included in the client 102. (Y
22 |



5 [0066] The client 102 al so includes an anomaly detector 416 that™ 4re3EP 2006

serve as weeosagens 106. In analyzing information for anonpdi/®Sezdsha
anonmaly detector 416 nmay consult a collection of client data 418. The

collection of client data 418 may include information that the anomaly 10

detector 416 8akehes hopnble tAGSH . 9r ML 0Fp1 SLGH 35S g%gggéngnﬁef&dsf esses,

attack patterns, etc. [0067] If the anomal y ‘detector etects a p055|ble

anonaly, a qQntg@l opr gggn%ﬁégkédyﬂ %QE@nganonéﬁhhﬁn%tﬁg% s$an; goordinate

sendi ng |nfornat|on a out e”'possi bl'e s&Ver®104 via the

VPN 114 and the I [0 n142 .can. al.so oordlnate

pr oper dlssen1ﬁ§?%§%5§ éggbrnatlg&%senf ?% %% 5V1eﬁf f@ElS?ﬁ Yhe VPN

114. [0068] r t server setup 500 shows an 20 exanple
E@@Ol?e;nt Qg 81@1 Gﬁcbé:wa% .

conflguratlo e server though the server setup 500 is

f | uded

Cont | gur &t .V“o‘fﬁb%ﬁ@ of PrE, bRt WY pffes ¥ S iy voie f%gf%:fmm ed in
h k_conf t SEP 200§\ 03/ 051018

PCTI US02/ 3805 [DBS [ TnaeCEr VAT "5t (9oB501P he aifom WgdfEner  suppor

mechani sm 502,_ an al.ert _respon mechani sm 504, and a wide view nechani sm
ehaﬂrs%g I e s A e

506. Each oft1ifad@ eszokhe apomaby datefdocr ABEAMBYEl ow. 5

0070] The custoner enent nechani sm 502 i ncl udes
[ ] nsd?% a co gectgzn of cflent data 418. The collection of

client data 418 may include information that the anomaly

10 detector 416 searches for in the informaﬁion, such as names
and addresses, attack patterns, etc.
[0067] If the anomaly detector 416 detects a poséible
anomaly, a control program 420 included in the client 102
can coordinate sending information about the possible

15 anomaly té the server 104 via the VPN 114 and the network
108. The control program 420 can also coordinate proper
dissemination of information sent to the client 102 via the
VPN 114.
[0068] Referring to FIG. 5, a server setup 500 shows an

20 example configuration of the server 104. Although the
server setup 500 is described with reference to the elements
included in the network configuration 100 of FIG. 1, this or
a similar setup may be implemented in another, similaf

network configuration.



nmechani sms that can provide information to and store information abautsephgys '
client t 'd}%lﬁfolg,OZ(l)-lOZ(l\l). Such mechani snms may i nclude a custoner
managenment nechani sm 508 (e.g., for storing client infornBET3iPP2/38931
custonmer web view 10 nechani sm 510 (e.g., for storing web content to
provide to lie termnals 102(1)-102(N)), a custoner connectivity
mechani sm 5£§8§%f’g , YU SRS AGLEP %ﬁ)%@ WE‘ Gnsustomae seepaxt 104),
and a general nechanism 514 (e.g., for hosting a portal to the server 104,
storing sal BERMLT et ion 2 B1RESt FRP eer® ieechanicm W, centeatyidd C. ) .
[0071) The alert response nechani sm 504 can include nechanisns able to
gener at e ant*SB G iS%e | BeFlseHnthegel atethand stise 502} eb04 t eqrd nal s
102(1)-102(Né. The alert response nechani sm 504 may include an anal yst

wor kbench 5186 2bs (degrrilesk bgéaerating al erts), an inocul ate nei ghbor hood
518 (e.g.., _for storing information about prograns to help detect changes
in and secufPPY0br oblBes aNisthmelenanagemes) medtairti sthand! en51620 (€. g., for
sending alerts to the client termnals 102(1)-102(N)), and an expert

syst em 522 meehanismy thadEpap0pov iR OB Dl SACHUSA]/ 38834 f or
collecting and using human know edge in evaluating anomalies). [0072] The
wi de vi ew nbefermaii G0&hoan ithel atlbemechenmismm s alvog1ho1eokkect @ngd,

mai ntain information regarding anomalies 5 reported to the server 104 by

the client Trerhamidnes M3 1hcl02¢Ny Cusitomas Tidiaydnea® AEBREN SONTFHS
i ncluded on
(e.g., for storing client information), a customer web view
10 mechanism 510 (e.g., for storing web content to provide to
the client.terminals 102(1)-102(N)), a customer connectiVity
_mechanism 512 (e.g., for managing client connections to the
server 104), and a general mechanism 514 (e.g., for hosting
a porfal to the server 104, storing sales information,
15  Thosting demonstration web content, etc.).
[0071] The alert response mechanism 504 can include
mechanisms able to generate and send appropriate intrusion
updates to the client terminals 102(1)~102(N). The alert
response mechanism 504 may include an analyst workbench 516
20 (e.g9., for generating alerts), an inoculate neighborhood 518
(e.g., for storing information about programs to help detect
changes in and security problems with the programs), alert

handlers 520 (e.g., for sending alerts to the client

terminals 102(1)-102(N)), and an expert system 522 (e.g.,

24



the network 108). The wide vi ew mechani sm 506 may include a wi d&-&iSEQ 2006

wor kbenchwgadoé@1. . for providing information about anonmdt/esbss@itrend
anal ysi s mechani sm 526, and an 10 anomaly detection nechani sm 528. [0073]
The anomal y detection mechani sm 528 can help determne if an anonaly sent

to the servgge ]&ﬁle%taﬂgaﬁﬁéaﬁ51@tf'qm% Bh ow2RAYET § A0 NEBR G MTUNE

mechani sm 530 (e.qg. | ecting information on users), a corrpl exity

t heory 15 g}@%lsgg 532 (e g , for storing and perform ng conplex analysis
of anomaly tren a statistics nmechanism534 (e.g., for conputing and

) chani sm 53: a
checki g Sﬁﬁéi‘?of. g ansee i ﬁﬁée%ssel?ﬂag?ﬁﬂ?aﬁe%‘@ﬂ%% s eigfls "
P o oe o 8t 3 B h Ol L NG A AR I8 Eufaral SERE

informati on C anoma I on nmec Pﬁé Shunman

i mmune ch x halsm5 the statistics
mechani Zgri 5{%1%11}'!3&?Q ddg'%h tt:‘k%négﬁ%'?n é%gb q.han|lsl|%r1§3[6153rm]z%"’l4é SEP 20U6 WO

03/ 051018 0 1[0 | e s_included jin the server setup
500 may |nﬁ£h§ eza{no’%g(?ﬁ [a aP%%sjr"r%&a% 2’? ( EOYTCCF ot @Png a
record of actions ta regardi ng an anoma rabilit track| ng
mechani sm 5428 (Rger Iﬁﬁ‘gro rov;rii f gt e | ot ﬁﬁq}’ﬁ‘ﬁlﬁ ESESIEPSYC BAei 8y of
the server 104, VPN 114, etc. Eo security attacks), an operations and
management WHEEHEHTS HOsA®Spehg 524 ke - ?)'r'ovﬁl‘%ﬁ RFOFBEL-ae| Hyf mption

about anomalies), a trend analysis mechanism 526, and an

10 anomaly detection mechanism 528.
[0073] The anomaly detection mechanism 528 can help
determine if an anomaly sent to the server 104 is an actual
anomaly by consulting a human immune mechanism 530 (e.g.,
for collecting information on users), a complexity theory

15 mechanism 532 (e.g., for storing and performing complex
analysis of anomaly trends), a statistics mechanism 534
(e.g., for computing and storing records of anomalies), a
fingerprinting mechanism 536 (e.g., for checking and storing
names and addresses associated with security problems), and

20 a collection of trend data 538 (e.g., for storing
information calculated by the anomaly detection mechanism
528, the human immune mechanism 530, the complexity theory
mechanism 532, the statistics mechanism 534, and the

fingerprinting mechanism 536).
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admi ni strative information about the server 104), a software updatesEP g8

' i na% i di he client
nmechani s 4 ., for providing software updates 10 to t
term nal s d%@%ﬁUQOZ(N)), a network managenment pl at f or m 5SPOT(WS02y38031 or

i di information about the network 108, the VPN 114, and the
22?;5?;Pg n?%mork 110),. and a protection nechanism 552 (e.g., a firewall
between thel%8éfler 1 enelementst inrkuded)in 1ty GRETkrAsaaapesogol | ection
of data 540 may collect and store infornatlpn fromel enents included in
the server B8YupRchote Fheudkidt sradds| methamisf M 36540, MEyral SO ser yg_ as
an internmediary for elements included in the server setup 500, providing
i nf or mat i onPFPBALDME arersrardmil Actided takéherdfhsEnyeanS8hbRaDEP, t
anot her nmechanism Information included in the master collection ofld?ta
540 may- i ncVudeeraibokit itormckingmmaotahishabd 5, (SUBL eFok0gsovid{gyal | | ogs,
application |ogs, server logs, and other simlar 1nformafion - -sources.

. : . . le
0076] Ref einformaildd @Gbdit amsiceptabl alteno ProfeseHQ0 254shgp§ exanp
gf ho&/an applig;tion may be installed at™ 26 4 SEP 2006 WD 03 dgg 18

PCT/ US02/ 38884. 1 sdqwnieylB2catkshough sherdnsia) LAl AnBEERGSS 600 1
described with reference to the elenents included in the et wor k

i i i t H be i npl enent ed
onfiguratinecid@iai H6 (elg.,hiESropravitiifg Ape RHAGES§nFBY .
?n angther, simlar network 5 configuration. [0077] TI'n tﬁz instal lation

process 600adtie: eiianivel GAsoirhatabhsab92: a MEEARR G4l ony Jhg client 102
can notify

updates mechanism 548 (e.g., for providing software updates

10 to the client terminals 102 (1)-102(N)), a network management
platform 550 (e.g., for providing informatiqn about the
network 108, the VPN 114, and the corporate network 110),
and a protection mechanism 552 (e.g., a firewall between the
server.104 and the network 108).

15 [0075] A master collection of data 540 may collect énd
store information from elements included in the server setup
500. The master collection of data 540 may also serve as an
intermediary for elements included in the server setup 500,
providing information from one mechanism included in the

20 server setup 500 to another mechanism. Information included
in the master collection of data 540 may include information
from audit trails, system logs, firewall logs, application
logs, server logs, and other similar information sources.
{0076] Referring to FIG. 6, an installation process 600

25 shows an example of how an application may be installed at
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604 the server 104 that it installed a new application via the VPN¢ISEP 20l

t he cor poyetsgoswisg’er 116. This information 10 may hel p t heEgis83s0594 1 n
detecting actual anomalies. If the server 104 receives notice of a

possi bl e security problemfromthe client 102 wi thout knowl edge of a newy

install ed appl i atiqny gbh . | e@neLude that
Installe a@rpé'&ﬁtén%”lo%.glnp,iﬁ‘? o e ]l%tgﬁiiglésxg UDcH:Se@é eegngLude tha

t he possi ble security probl em poses an actu rity threat. For

examl e, 1 fage£AGKE! \OonlLDed-Lot, (f pinedt hept) tho,nedl v gatal | ed

application arrives at the rent 10 t he server eemit a

security t hll; orlp%%%‘ﬂguﬁrgﬁi?ﬁgié@ c;f."S E.Eﬂi:dr ?Ssgﬁiig Oowt iﬁ'&% erver 104

determ nes to be a nonexisten ination (ér “source) a the client

102. [0078]_Recejvi ti he, newly installed.,appli,cation, the
server 104 %Jénceuspsderl{l‘g' %%Gl'lﬁ?%%ts‘eerté%eﬁ{ [&3}1 %’oor? Féar 3%%%a$oneltr‘l"'cqr§de know edge
of the rgeva Y Est al | edn application. This update nmay entail the server 104.

i
updat i ng’ 273" "WD 03/ 051018 PCT/ US02/ 38031 the master col | ection
-of data 440 _yja the software updates, nechanism 448 (see FIG. 4). [0079]
The server i%élmy alsl§otﬁ%nan%g%f%?lt%ﬁré’d:e%eéﬁpit & It 40%on t hat
accounts for_the ne installed. .5 application to the client 102 (or all
of the cliem®StaH \r,gzﬁés alB?Ul?PRb’Z‘Eﬁ\BJ)CPWi aTﬁ‘ e VPR 1304 ipR Metdd¥ por at e

server 116. The_server 104 nay. send the update directly to the agent. 106
(or all of ?E@ ‘abeerﬁ%rvfées??f‘%bﬁk N)F)lrtftﬁagled 2 new application via

the VPN 114 and the corporate server 116. This information
10 may help the server 104 in detecting actual anomalies. If
the server 104 receives notice of a possible security
problem from the client 102 without knowledge of a newly
installed application, then the server 104 may erroneously
conclude that the possible security problem poses an actual
15 security threat. For example, if a packet destined for (or
sent from) the newly installed application afrives at the
client 102, the server 104 may deem it a security threat
because the packet is addressed to what the server 104
determines to be a nonexistent destination (or source} at
20 the client 102.
[o078] Receiving notice of the newly installed
application, the server 104 can update 606 its security
configuration to include knowledge of the newly installed

application. This update may entail the server 104 updating
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exanpl e, the client 102 may exam ne different types of 10 applicat pngpf %6
certain a@ﬁ%}okﬁ; 8i n different ways, and the updated security
configuration can informthe client 102 (or all of the cl PERUSOLBEBhal s
102(1)-102(N)) how to examne the newy installed application. [0080] The
t echni ques %_Flscri bed here are not limted to 15 any particul ar hardware or
sof tware confPglirEEPEncothegtinly off idadaaddli vabi the ysoftwame epaRYbENg oOr

- processing environnent. The techniques nmay be inplenmented in hardware,

sof tware, ofegheBiPRnafPohsed EHe t4de. The techniques may be inpl enent ed
in prograns executing on progranmmabl e 20 machi nes such as nobile or
stationary d8Rp@iers, Therseomstr 4yl 2assi seaat 608 and WWatkar devices
that each include a processor, a storage nmedi umreadabl e by the processor
(i ncluding PeFurite anufihguramiat idhetmereoynesdier SOMRIAy ShepBiis). at

| east one input device, and one or nore output 25 devices. "Programcode is
appl i ed $0 @apadieatéeedtasiimg dhent2804 I6R 20060f WRH3I1051018

PCT/ US02/ 38031 i nput device to performthe functions described and to

‘gener at e outpumninalsr i@ { bn-10Th@)ouivpat thaf gpReii Pndp th%p%'ogsﬁgréﬁeone or
nore out put devices. [0081] Each program may be inplenented 1h a high | evel

S procedur abeovenbl 86t Orheetdy QQuamIyNgehd d8e (aggggg'icate with a
machi ne system However, the prograns can be inplermented Tn ass%r’r%?y or

gxrachi ne | anghagegent 10esS{dLk1ll BrarkeCa§entl NEob ANAUIRENTRY PR @ conpiled
example, the client 102 may examine different types of
10 applic§tions for certain anomalies in different ways, and
the updated security configuration can inform the client 102
(or all of the client terminals 102fl)—102(N)) how to
examine the newly installed application.
[(0080] The techniques described ﬁere are not limited to
15 any particular hardware or software configuration; they may
find applicability in any computing or processing
environment. The techniques may be implemented in hardware,
software, or a combination of the two. The techniques may
be'implemgnted in programs executing on programmable
20 machines such as mobile.or stationary computers, personal
digital assistants, and similar devices that each include a
processor, a storage medium readable Ey the processor
{(including volatile and non-volatile memory and/or storage

elements), at least one input device, and one or more output

25 devices. Program code is applied to data entered using the
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interpreted | anguage. 10 [0082] Each such program nmay be stored on~ch SEP 2008
storage nedium or. device, e.g., conpact disc read only nenory (CD-ROM,
hard di skVOlaP8 ¢ di skette, or simlar nedium or devi ce PGTB02{38031eadabl e
by a general or special purpose programable nmachine for configuring and
operating the 15 machi ne when the storage nediumor device is read by the
conput er toipprtofevidre e quedieresthestundisibrisn delscsibddcamenta The system
may al so be-considered to be inplenented as a machi ne-readabl e storage
medi um conbegeratde ewtiuta jprivgmaniomherthd hertsiuar ageomeet Uda Si@ confi gur ed
20 causes a machine to operate in a specific and predefined nmanner. [0083]
O her enbodepphisdate amé¢ hvn ntdre saopet odedidwes.foll ow ng clains. 29 4 SEP
2006 CLAIMS: 1. A nmethod conprising: detecting possible security problens
at client |doasipns; Baemspiddrangmagt beeimildmiditeesshbhensgeurdvey probl ens
across a network inreal tinme to a hone location renotely |ocated fromthe

client |bdcapironsdudel essishidgkt atritheedopFodtatingN1aafuagoned y at the
client | ocations based on at |east the possible security problens; and

transmtti ngotih€eaté &imﬁlanqm@hyngnspgggmlirn%ﬁngEhetgéiﬁgg Jaggations at
whi ch the possible security problens are detected. 2. The nethod of claim

1 further cemprbsi Rgptsnasrad tindspehbep of Iﬁal&i%%oﬁ@héfua&%‘, rgal time to
other client |ocations that may conmunicate with the home™ | ocati on over the
desired. 1In any case, the language may be a compiled or
interpreted language.
10 [0082] Each such program may be stored on a storage
medium or device, e.g., compact disc read only memory
(CD-ROM), hard disk, magnetic diskette, or similar medium or
device, that is readable by a general or special purpose
programmable machine for configuring and operating the
15 machine when the storage medium or device is read by the
computer to perform the procedures described in this
document. The system may also be considered to be
implemented as a machine-readable storage medium, configured
with a program, where the storage medium so configured
20 causes a machine to operate in a specific and predefined
manner.
[0083] Other embodiments are within the scope of the

following claims.



network. 3. The nethod of claim1 further conprising notifying a f+ hebih 12006
| ocated between the client |ocation and the hone | ocation about the
anonmaly. 4. The nethod of claiml further conprising inspecting a packet
that arrives at the client location to detect the possible security

pr obl em % A .method of claim1 in which the network includes a virtual
private né‘twor sS. 6. The nethod of claim1 in which the anomaly includes
unaut hori zed access to the network. 7. The nethod of claiml in which the
anonmal y i ncl udés unaumethodzempeisiagss of a resource accessi bl e through the
network. 8. The nethod of claim1l1 in ich the anomaly includes

whi ch.
unaut hor i zed u$gtegling pessiblf eewity\paohlems at dlispllgetionse network. 9. An article
conprising: a L Aes i j j i -ahl
harruct ! ons. {Rathiiind SALSRY G TRUILE ey p RN Aol AT R FE 3815
det ect podsinbllecasen wmaotglydociédeiremahe didnelucatiesat i ons; transnit notice of

the possible securit robl ens _acrass a network in.re tine. taog a hone

| ocation renot gf;g;rrpg%xﬁélgtlﬁfv ?‘8%63‘?1‘:@ 18 aé‘r?flom\l\@'aﬁ iﬂben‘gl,enﬁt’ﬁgf%s fhasedgn attﬁf'é"shome
| ocati on, tRIpoREIBReYuraY prdilerfid;iag@t | ocations based on at [|east the

possi bl e security problens; and transmt notice of the anomaly in real tine

to the client leauRittyigsnatice phthetpnpmely ipaed itibledo shecelient lpcatianislabwhichrthe
det ect ed. gf%iblg_?&uﬁg\{.r%ﬁm%far‘%h%jeéﬁc? further causing a machine to transmt
PR 370 é/ 'n rea

notice of rme'to other client |ocations that may
conmmuni cate wth the home |ocation over the network
2. The method of claim 1 further comprising transmitting notice of the anomaly

in real time to other client locations that may communicate with the home location over the

network.

3. The method of claim 1 further comprising notifying a firewall located

between the client location and the home location about the anomaly.

4. The method of claim 1 further comprising inspecting a packet that arrives at

the client location to detect the possible security problem.

5. The method of claim 1 in which the network includes a virtual private
networks.

6. The method of claim 1 in which the anomaly includes unauthorized access to
the network.

7. The method of claim 1 in which the anomaly includes unauthorized access of

a resource accessible through the network.

8. The method of claim 1 in which the anomaly includes unauthorized use of

resources available through the network.

9. An article comprising;:

a machine-readable medium which contains machine-executable instructions, the
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11. The article of claim9 further causing a machine to notify a firk8&P|2006
| ocated between the client |ocation and the hone | ocation about the
anomaly. 12. The article of claim9 further causing the nachine to inspect
a packet that arrives at the client location to detect the possible

security prahlem: d3in Qmagﬁﬁl%z&e of claim9 in which the network includes

a virtual private net The article of claim9 in which the
anomal y i ncl udes unastebiopasgiblt security prabdemd diteclientt lacations;15. The articl e of

claim9 in which the anomaly i udes. unaut hori zed access of a_  resource
accessi bl e t hrough FWBSIH@W%?%%Q‘BPOST’W ey pEoRjems perpss angtyoripingpalities

anomal y 1 Reh HEBE 166aa4h Rndtésdodtd Pém hEQRMT peStiga¥al | abl e through the
network. 17. A nmethod conprising: at a home location in a network,

recei ving from at | datermingpatitherirae Iocation, gn angoaly at thersientflogations based on at
security prob t. the .cli s;.and 31 4 SEP 2006 determning in real
P8RS MRssftle ARy biERteds; S

time, at ence of an anonmaly at the at |east two

remote clients basegrafgin@holi@astithd Rondiglirchl t4As tdthe thientPOGSLRY & viREK et Y
probl ems. 18. The method of claim 17 further conprising transmtting

noti ce of Ppssible ssqueitieproblests arpdetegiehnl y in real tinme fromthe hone |ocation
to the renpte client |ocations. 19. The nmethod of claim 17 further

comprising notiige ofrnb ik AUSRFE fffner LARHRE hdritt tBhﬁné}Hﬁ%{i%’%bl’[}hérgsl

tinme fromthe honme | ocation to ot renote ocat 1 ons a

conmuni cateomilyhn tdaktimerte othec aliénd tocatiars thitanayedonmimicdl® withithe hahé tatibn
claim 17 furtBer conprising notifying, fromthe hone |location, a firewall
| ocat ed b&YHe ?‘ln?tWé’rrEFenDte client location and the hone | ocation about the
anomaly. 21. The nmethod of claim 17 further conprising transmtting

information fram t hehe article of claim 9 further causing a machine to notify a firewall located

between the client location and the home location about the anomaly.

12. The article of claim 9 further causing the machine to inspect a packet that

arrives at the client location to detect the possible security problem.

13. The article of claim 9 in which the network includes a virtual private

networks.

14.  The article of claim 9 in which the anomaly includes unauthorized access to
the network.

15. The article of claim 9 in which the anomaly includes unauthorized access of a

resource accessible through the network.

16.  The article of claim 9 in which the anomaly includes unauthorized use of

resources available through the network.

17. A method comprising:
at a home location in a network, receiving from at least two remote clients

indications of possible security problems at the clients; and
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hone | ocation to the renote client |ocations to help the renote cli-eptSEP 2006
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ible b
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term nal, "'a seco chani’sm acCcessi

transmt et kg coiminieatdaisiths onkeluitidnyovef telretwakr oss a network in real
time to a server renotely located fromthe client termnal, and a third
client mechani gsm accessible by the client termnal to receive updates, from
the server in fal fri?’ﬁé“ett}é‘ﬁja‘_?%l%@ géé‘ﬂﬁﬁt%?%mgé}%lfxlﬂ&tfrqrﬁ@qh% logatjoapt
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mechani sm accessi bl e by the server to determne an anonmaly at

anomaly.

21.  The method of claim 17 further comprising transmitting information from the
home location to the remote client locations to help the remote client location identify

possible security problems.

22.  The method of claim 17 further comprising determining the existence of the

anomaly based on at least information regarding previous anomalies.

23. An apparatus comprising;:

a server;

a first mechanism accessible by the server to determine an anomaly at two or more
clients based on at least information from the two or more clients regarding possible security
problems; and

a second mechanism accessible by the server to transmit notice of the anomaly in real
time over a network to the clients.

24, The apparatus of claim 23 in which the first mechanism determines the

anomaly based on at least information regarding previously determined anomalies.

25. A system comprising:
two or more client terminals;

a server;
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over the network,. 29. The systemof claim 26 further conprising firewalls
| ocat ed bgﬁo\%@ﬁ"%‘ﬁ‘gtelﬁ‘?l}’%n#‘ferm nal s and the server and configured to act
as an intermedi ary fQhird Bfich FREhasm E&&‘é‘éllﬂg b?@ﬁé"ﬁf‘eﬂt Eeﬁﬁnﬁl {oer@Eel{l@ﬁL?”ﬂ 'E%
and the server. 30. The systemof claim29 in which | east one o

firewal | s fiomeihedewenin reditpos %érdmaﬁemntywhiersﬁhazth@airstahent‘ﬁhenhaansmadapf
claim17, one of collecting information on
users by u ugeu{ cﬂ?&:ﬁﬁgg%sﬁb% Qe%uﬁr?’eé ﬁgr%}ngm storing and perform ng conpl ex

anal ysi s of anorral y atfiretn@svebynetlitdnitgn acoesuililk 8 ithie/sekie &F Yetomehe i sMmapdt
checking and storing nanmes and addresses associated with security problens

by using &¢ Ph@@Ff‘p‘i"lmfsl heged eroetrigast Mormmpion Arombths dwo epmers elignts regardingt i ng a
possi bl e 8&%1&E%uﬁf)plgljoﬁmtm?d client location; transmtting notice of the

possi bl e ecurlty probl em atross a network in real time to a
a second server mechanism accessible by the server to transmit notice of the anomaly

in real time over the network to the client terminals at which the possible security problems

are detected.

26. The system of claim 25 in which the first client mechanism is also configured

to monitor packets that arrive at the client terminal for the possible security problem.

27.  The system of claim 25 in which the first server mechanism is also configured
to determine the anomaly based on at least information regarding previously determined

anomalies.

28. The system of claim 25 in which the second server mechanism is also
configured to transmit notice of the anomaly in real time to other client locations that may

communicate with the server over the network.

29. The system of claim 26 further comprising firewalls located between the
client terminals and the server and configured to act as an intermediary for information

flowing between the client terminals and the server.

30. The system of claim 29 in which at least one of the firewalls includes a

corporate server.
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determ ning at the hone | ocation an anomaly by at |edst conpa e

possi bl e nmwsbhamsmy problemwith information previously | ogged at the hone
| ocation, including searching for a successful but unexpected |ogin; and

transmtting ng?i ce ,Ag%ne{h:&ﬁ °§ﬁ‘?’§ﬁl|“§e' nreal tine to the client |ocation. 34.

The net hod of aim arching for an unexpected | ogin

conpri ses sear dbieting ®pokdibld eRsiitygsreblem adalcligntNodtioan unexpected hour, a
login froman unexpected, | ocation, and a |login froman unexpected user.
35. The appar afdesmiting ngtice o8 themassiblesequsity prabiayg agresy anetvorkia regl timeterian
i mune negpaRi : ' ' .S, a conplexity theory
mechani sm ?@@é?%%%ﬂr%ﬁ&%ﬁ%%@t% %ﬁgéngﬁgg&fcgt?@n{’conpl ex anal ysis of anomaly
trends, and a fetegemmg, at thahomedbatios,antanomabcdt thencient ocationcbwssed aimche

addresses assqci ated w secur i obl ens. 3Q. The apparatus of claim 23,
Further - cBAPMTE PRy Hioblent PEseirblreElar BHEGar Ggmison T papHeL i

i nformat i RrticERATHbMEAtRAGHBAAIBS af BRPGhEST § Rethdfk ARI-AS8 prd¥odshiendibd & s 37.
The apparatus of claim 23, further conprising a statiStics rmechanismto

conput e afePusitipiebleat ardia patictaigkery elscommand associated with a known intrusion
pattern or technique; and

transmitting notice of the anomaly in real time to the client location.

33. A method comprising:

detecting a possible security problem at a client location;

transmitting notice of the possible security problem across a network in real time to a
home location remotely located from the client location;

determining at the home location an anomaly by at least comparing the possible
security problem with information previously logged at the home location, including
searching for a successful but unexpected login; and

transmitting notice of the anomaly in real time to the client location.

34. The method of claim 33, in which searching for an unexpected login
comprises searching for at least one of a login at an unexpected hour, a login from an

unexpected location, and a login from an unexpected user.

35. The apparatus of claim 23, further comprising at least one of a human

immune mechanism to collect information on users, a complexity theory mechanism to store
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and perform complex analysis of anomaly trends, and a fingerprinting mechanism to check

and store names and addresses associated with security problems.

36. The apparatus of claim 23, further comprising a wide view mechanism to

collect and maintain information regarding anomalies reported to the server by the clients.

37. The apparatus of claim 23, further comprising a statistics mechanism to

compute and store records of anomalies.
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