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SYSTEM AND METHOD Field of the invention 5 The
present invention relates to tel econmunications
systens, for exanple to tel ephone systens as well as
to decentralized tel ecommuni cati ons systens operating
PEERoTQHPEE R TELEPHHRNE - SYSTHMANPrMETHOPe. Moreover, the
invention also relates to nethods of operating such
t el ephone systens and tel econmuni cati ons systens. 10
Background to the invention Contenporary

heiyantion ons systens presently depl oyed, for
exanple "public 15 switched tel ephony network"
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tefpAbherdysttingd dndidlccommhicHidridlspstemsMor e recently,
sof t war e- oper at ed end-user devi ces have becone

avai |l abl e for connecting to such contenporary
t el ephone systens, for exanple desk tel ephones, nobile

Badkgrehreptocthe Snveerdioviol P devi ces. However, for
perforrri ng al nost any function offered by the

AR RERED! EEIRS S5riers” Sistbel S50 B oramolo bt
sw&nhétatemhandme:twow HPS TN rebie teephbine Bnd Xéuica egerdnternst protocol”
ear@eﬁjﬂs%\tlalfWBQ{tiaﬂilﬁi irPhatuRE MThEY oﬁ@ﬁteﬁ%ﬁ%enﬁdlﬁexchanges

ser tel e uch a conte rar &
Ilngvg eH?eé?i rﬂU %h{l%? i trg—ms ?f?)' {!lg ngﬁtéon structures.
Mera mmtly.womer&omr@teﬁ endiusersiayicen aag%beﬁomm@vaslyblpém connecting
to! suthi REnfeRpofaP RRPhUSE! sysRInRDNRCsxdnGBet etk téigphones, mobile

telGRRIB Sna R/ﬁﬁbe?ﬁ/ié’e%' Bl e fc{rg?é‘émggf{alwe st ShRACESTRorfeRed by the

telephosiyirenies proMidan stdiusagdeNjcasaarpebliged neoramupisate with a central
telgpidink eelvhafys tartiioP Nsrandtl eRclizmge  whitiatdxeduies nanenios ahbrendesired

furﬁﬁeﬁbgforrqg%hr eﬂ &}5&“@&1&8”}}»}&“&& W@erpt%%BbﬁnéL“Qf BE&H & contemporary
telgpliongisygiem AeIb Bl toeommul@cat@ feegivdpiopeanofierwihouka central
exdfangy of theRysteat linkdrigethedwo endassetelepbondietogether. Faeexample, two
pe&df@lds Ifﬁteﬁrﬁ%llé ?elérﬂ‘n‘f)béé tt@tc%qve}ge ttgqgéﬂ’i r ROfacHB& b thelr two -

|IC t1ons nica erve
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teleihPpes caemww@ Vefa dio gy one rﬂsuaweamee Base a[?‘“e% §igh base
station gbihimsinizdtich bemgl nequistdneream when theotwee ppople anidetheis eassociated

mogﬁe | Bl?)érzlé é%ﬂ?? ?@%Bﬁ Icﬁ%bztlrl?gﬁotﬁe pfd b %bﬁl@'t@lng “Voice
vl Rt s rfoeras: otelter et 1 Bl UTEDRE oipciiled by ther
softyeanevapgli¢atiops maimwmmha@twa)asc@m]al ogrivey sdishseerver belng required
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120 optical channels distributed 1 nto wavel ength bands

of 50 GHz frequency
The use of centralized telephone systems places considerable demands on central

switching exchanges. Such central exchanges are increasingly dependent on wide
bandwidth optical connections employing dense wavelength division. muitlplexmg (DWDM)
with up to 120 optical channels distributed into wavelength bands of 50 GHz frequency
spacing at an optical carrier frequency in the order of 300 THz.  Such centralized
exchanges are extremely costly and complex items of equipment which are susceptible to
occasional malfunction, such malfunction potentially resulting in loss of communication
traffic therethrough with potential corresponding compensation payments du_e fo




spacing at an optical carrier frequency in the1Qaf&4ry 2007
of 300 THz. Such centralized exchanges are extrenely
costly and conplex itens of _equi pment which are
suscepti ble to 40 occasi onal™ mal function, such
mal function potentially resulting in | oss of
custEIRBRY MofédvieR the 1cb&tf dfl dpetdiifh &b QutRal WxbRarRRt @8hlk& proportionally
. correspondi ng conpensation paynents due to 11 January
with HgoRumber of eRGHRG'S.  Mor eover, the cost of operating
such central exchanges scal es proportionally wth the

; T I nvent or he t.
ho MERRYS 8 nRates e 5P e Rt inat 3} EpiBlzeo approacn
is submptiowe ih magy sitistiops andthat advantagesi arisatiicom theadrplayment of other
alterASKREIBERSHoA S0 BrcATBAgs dep! oynent of ot her

alternative tel ephone systemarchitectures. In order

to address issues arising fromadoption of such

“In oRlet @6 RIS iBERRI ARMUTreM. addplion ioR\Riah QiR rAAVE sfehte&iafés, the
esent ipvention. Summary of the invention A

. tthesffr y
Invertots fave (iewise RIARENL NG H9%ent of the invention is to
provi de a substantially decentralized telephone
n.{ﬁ%%rf A second object of one enbodi nent of
Su he in&%@%ﬁ@% to provide such a decentralized
t el ephone systemin which subscriber authentication,

A firSt D)L &f GHRCEISo AR theAiRtentiBR FOIrbide B'RibBBRfAY BB Rralized
nore robust and reliable manner. A third object

in a
telenhipne, ARWORLDYES®ent of the invention is to provide a
decentral i sed tel ephone system operable to reduce

) ' ication traffic ein.b .
A sEORTEBERC0N G BeBBREND oL R Vertbliue 1€ plBChbined pegspuraied
telephone nsysteseris  ahichheussasibemauttenticationg nedwerkf agesss  control and
accoRiffdre Pbrbrifail R3AAbre BYER L8 ReiisblGhanrcr. Provi ded a
peer-to-peer telephone systemconprising a plurality
of end-users and a communi cation structure through

A thivhbi§jBctI DnelenBYdRN SN Gf BREMFeion i§ & Bloeta HiBentralised telephone

oot A SR b Yo 9 vt

respolesiide fur ealablishihgrddnhectioga taendusero bhthieisgatemon rout e
swi tching therein for connecting said one or nore
end-users; (b) said one or nore end-users are

Accopfieg 402 fitsy aspeetbdli Bie plesent ipvgntioomthene datiirovidecd at eeer-to-peer

telephBhd W9Stein Bobfistd W BIURARLEf RAdVRES' hRdtd QBmﬁTun%ﬁor?%tructure

nore authorisation certificates to acquire access
throughewhich ,BR%, r¥: MR FEfUSeRs re ¢ sauplablee o cpTgryication purposes,

char&léfisd 3 that:i ng nmeans for issuing said one or nore
@) Cohb PhBRLBRah ST s BBl a5, wihnigore o
t heymraucatmpablite sediclinglthessin foy cahnecting said one or more end-users;

(b) said one or more end-users are operable to establish their own communication
routes through the structure based on verification of one or more authorisation
certificates to acquire access to the structure; and

(c) said structure includes administrating means for issuing said one or more
certificates to said one or more end-users.

Embodiments of the invention are of advantage in that they are capable of addressing at
least one of the aforementioned objects. |
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- 11 January 2007 3 An enbodi nent of the invention is

capabl e of addressing i ssues, associated with | ess-

centralized architectures, nanely issues of control

and user-authorisation, for exanple for. , .
An ihadiRgnt ok BN KRB N seRable 1 grldessAds e sesrpciated wih less-
centiafizeehaichitedhgresli mapndle Bsudy ef emirol gnd Lsertauthosiyatiopnfor texemple for
bilin@AHVoRird} 5 boLYS tIRAIRA the pl@BEHIGNRtibPisAaLBLSt er at

east one of end-user sign-up and end-user paynent

for access to the communication structure. Mre
Preferablycinatbe ysystemr thexadmihistraiing mganoiscpecaia/ tnédminister at least one
f erldNReh BRALPSEhd dirf&ysaP rft FHHEE RN thES SomMlinibtdn structure.
° E!system% t@e aderrﬁaﬁ'iJ st%ﬁeng means 1 s opernrf!lbprc]al tonsruc e

generate one or nore private-public key pairs, the
Moreapireferalyf fat iergmple do dryde icitguropatt alnbethbdsedeast andforSeaudulent use
of thg ggséeh IR &InRRis¥&Aing mésSs gs&r%% utglféignérg it gy rpé’rta%trivate-public

t
one or nore correspondi n c.keys wthinthe
key Ryjesy difi aggInistiging Megas @e@atqp@ﬂqﬁ%&% F@W‘%& rSﬁ%Ylsche_ oryigpre private
keysrsereet pné teediabibytel said dre ariymbremorekpondirgnpublic keyst witidn the system
1S4, S et ra hayat ex i G, K j
for BEffchts S pPERAGy PurpSREL P RS Folisply e Rsleh, the
admipjsiig gime}p’nsflgropﬁ[ﬁbdﬁ)éggeggraé% M@ngbvﬁe#ﬁbm“ using a Rivest-
ShamioBdeinmes(RIA) mdikodsystem the structure includes a
peer-to-peer comuni cation network through which the
end-users are mutually connectable. Mre preferablg,
Prefgraply n i RURRSSER! SIRRTPR NebverkdrRyiRgSSdnthe pystem, the structure
includesrhipeet-toopeer @bmimuinatiae halgronio thesughnehish theaerel-usateare mutually
S S LR . .
conrSftefles Ve SRi0R0e BN At SALER 1 TnaReflen 45 Eombination
of interfagipg Jasep andrgierage mEdes. Bpidvaipragsy nedes, aing gerfigired in one or
moreQiotedbr datatase peedsstparprses. Beichicially, trecdinetuegig.implemented by way

oo OSSO byl P UES bl oL 1119, eans |

nor e ) providing an
end- user accounts database; (b) providing a
PreferbighinOthi Zys@nd, ithee ad afnigtening nicdnstif arraageditt pafdr@none or more
of: Structure; (c) providing gl obally-configurable '
" settings for the systemdﬁéd) provi di ng peer discovery
(@) dupreMiging ot endruger afcounts dafahgseure; (e) handl i ng new
(b) enshovidmg d%bﬁr?hi&hb@iﬁie r@fuﬂerﬁde)foﬂm_eicbﬁfnhlm\g:aﬂmftaidtm; of
t : . : [ nodes of
© oSt bBioRl Fndior R F
(d) pl rrewidingypest diseryensduringdoetsype chilestueturit ual | y
(e) exﬁdm]ﬂ@né\h%hﬂ-usé%bit@frét&ﬂﬁ Eﬁ@ gertifi C\aAILes pri orlto
cogmencl ng. ¢ nj i Qn r n._wher e .
® oﬁmﬁﬁ@gi PSR v 8, el I8 L ROy (5 By thooesBF bperation
aungesor.i c.

Preferably, in the system, a plurality of end-users are operable to mutually exchange their
authorisation certificates prior to commencing communication therebetween where at
least one of said certificates is identified to be authentic. '

Preferably, for example to assist adoption of the system in practice, the structure is
arranged to support end-user free-trial use of the system, such free-trial use being subject
to administration from the administrating means by repeated issuing of authorisations.




Preferably, for exanple to assist adoption Of'ﬁh%numygogy

systemin practice, the structure is arranged t

support end-user free-trial use of the system such

free trial use being subjecﬁ to administration from

adm nj strating nmeans by repeated issuing of

Pref%éP'MoV‘iesaAim'Gﬁ%ﬂt'"ﬂlmg%ﬁr%em to invpice foBe 5| Yoret gngi-users on a
flat-feel rataisabstadtialg irrespadtivie Sof Qg8 o iiees\istenh BXErciéed ®R&all one or more
end-JR € end-users on a flat-fee rate substantially

I'rrespective of use of the system exercised by said

one or nore end-users. Preferably, in order to

Preferabigpineordsaigeprofmotehesapjgsifent ispstenmi if texRengl appley@tequipment, the

systdffl BH@@}{ d Jggtge céé@hf‘a[ﬁé t ?ﬁér%%%%%c&g?rﬁ& v@%l}hb%r AR/& psTN.
Abbrmatﬂtm RPTSped BGTY a@raespsnrm Jriria<ple nelaphoneSypiemtagd "Public
SwitcreT elgitone NeywdrRntespadivelpubl ic  Switch Tel ephone
Net wor k" respectively. Preferably, the adm nistrating
means is inplemented by way of one or nore central
Preferablyu ther adminisiieting siransals imptrresried dyi way iof angpecimgre yeentral
comMeaeséroére] SubteantiRplahysitation i espesiblygbémdicia when the system is

conf@ﬁl‘&i%‘ %Blh}ﬁn?t‘@nt\ﬂtht tlﬂ mg?:'ﬂﬁé 'Inﬁerlne{ %ﬁt?@a&v ttﬁé %@{‘n rbﬁ e}ﬁ’ng means

usce
Is othpsyvisg speqeptible it B%lng mplemaniet ime sastgntighy @%ﬁ@m@hz%@anner

manner. Preferably, the adm nistrating neans is

Pro . Bt ABeE L3163 ity L5 RNGR o cetcton
analygis Wrusgéte@@ﬁrﬁh@ ARG EYRieransagr datg Jort aeteating fraydelent aggess to

thesgﬁdmmnﬂ usépscordl ng to a second aspect of the present
I nvention, there is provided a nethod of operating a

: peer-to-peer tel ephone systemconprising a plurality
Accoging el aussoosd @sged ofcibampraseitinentien, riheteuiseprorided ghmethod of

operdhgCh ERetPpediOlrphbRc tswém éértﬁ W?ablh%hfyobf end-users and a
C n es, aracteri se

comiiGRRIRh T i<l L HeBEEE St R BF iR apflsey s “oouplable for

commwhiealion patroses, shagctansed indhaidhe methagdringludesysteps of:

(a) dearfae@tn@aﬂor wcamﬁhmcawg@udtme%rﬁwQub"s@éduany t8MbAtralized with
n 1or one 0O

e 89?f tpgzonmljnlcg}flpgﬁ%l[ltﬁQSV&B&ng gﬁ%{el&{gr 89”'1‘?8&%9 24§ one or more
erehddssers to be operable to establish their own

(b} Sg{i‘f&fﬁ?l{\g%f @Qldr@#ét 86 idhé @nahisbReshd Bﬁér‘éb% R2SRAbIRA their own

eyt B8 royed dangh. Tt Suuckife J2ed ShyBllication of qg or more
( Authorisatingi segtificatesdaadguiterascess te thestruotiredand

{c) ‘acﬁﬁdﬂlpﬁ\ rf@rtéé*cgsffr@rﬁu th WclhRSitnHisf A MBS or hs@ﬁth said done or

certi teS ne or re en users.
" angye ceifiseies Sﬁ@om‘nafmpfeser%ﬁ%r%at. v e the syst o

i s capabl e of addressing at |east one of the

The REMLETEHE éc%ﬁfé 0% Bttt Sts aggﬁéa‘% % the ﬁtéﬂ#‘% L[,%)trag%?of dddfessing
at qusgg@g oféh%a ore enr{%%gg olbjsécts erablie to ddmnist a

Preferably, in the method, the administrating means is operable to administer at least one
of end-user sign-up and end-user payment for access to the communication structure.

.Preferably, in the method, the administrating means is operable to generate one or more
private-public key pairs, the administrating means being operable to maintain said one or
. -more private keys secret and to distribute said one or more corresponding public keys
within the system for certificate authentication purposes. ' '
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of end-user sign-up and end-user paynent for qqc§§§ar§,9007
t he communi cation structure. 3 Preferably, in

net hod, the adm nistrating neans is operable to

generate one or nore private-public key pairs, the

adm ni strati ng means being operable to maintain said

one or nore private keys secret and to distribute

P?‘e%r?bl%niﬁ ¥ mEtod, 8 %@%ﬁﬁ&{lﬂihﬁ&e‘éi{% s of?eFa%Yéto %énte%% phifie-public

certi

Pﬁ!@rlﬂ?'@(ﬂﬁ’veﬁr%?aé?"éﬁfj?lmaﬂr(@ﬁé"WH} od—lovgqy@r other approaches to
pmme-pmtﬂm kay genpratearse nsocpecapltible ¢ beigg nszdiindhe method.
private-public key pairs using a

Sham r - Adel . ma SA wever
PSRk G risthdet i Pel TRl ioddes A pesia BERh foRinligniop network
thsaugbeyhichthe end-ubesis iage uwéuﬁliy aonnestabis. Hdere reeferaiie thhpser-io-peer
nétofkhie ifpleMefiedtdica Sbmbiiatise of MdrideRg rddBS &hdtslorag€ hodes, said

S(SRETPAEA N RLIRE oANEANGR L D oL BB S E R bipBEe:

y €O fe prefera
peer-to-peer network is inplenented as a conbination

Praferabig,dn trecmethodothe sadatinistsatingageansdsl esangead t parfoomage or more
ofhodes being configured in one or nore slots for

tabas acce ur ose 10 Preferably, in the
(a tH’(S‘&V' fghan Sa‘id‘g‘?rﬁi:%‘{q #02tRR33%s is arranged to
(bper fpoovidinga synchranizing tire refejenpe fov ifdi cograunieationsirecture;
(cjicCmcﬁngiglb@él?%%nrdmbl@%etfhg’é Rt swt@ﬁhr oni zing tine

| <dtro&f%mﬁr¢9 s oheBPySY BT Gt bl Sty ' 0

(e ystf@mllmgdyewmr@m@r fﬂgllﬁﬂ@éﬁﬂ dndcovery during bootstrap

(fof nhitsiing 6pstation of te Sttt fer Bshiroling-desRed modes of operation
regltﬁ‘_iiré&tl on; and (f) nonitoring operation of the

str are for controlling desired nodes of operation
thereof. 20 Preferably, in the nmethod, a plurality of

Prefeckblis v the amethaal) arphivhikty bbemd:tistnd hie apecdide emutually exchange their
au%?lgﬁrohséédlfﬂ:gte%eﬁﬁdrf focétgrﬁr%eﬁ ;hé’ oh%@%ﬂ@ﬁ%&%be een. where at

ast one o

'eaééP'i'Ef ‘Pfu 5@5’( ‘&"f@teﬁdﬁsﬂ?mfﬁegd‘) be EH@GB‘L& hentic. 25
Preferably, to encourage adoption of the system the

Préf@ltalBﬁdto' &cb%b@gﬁ thod of H@‘%’s[@?ﬂ thdethol #ﬂdl'érfﬁehtéd such that the

use

SHrGGR AR T8 fPr%QE’%"F e e ool B bEine Sy Stegh. sudh free-tal use

beiag rdubjest taadminidtration e dubriadingisteating gnesmanisy bgpeated issuing of

authBR&AbRs |1 ssuing of authorisations. 30 Preferably, in

the nmethod, the admnistrating neans is operable to

i nvoi ce one or nore end-users on a flat-fee rate
Prefeablyaint thalrsthod, rthe pdotinisteating) rogansd$ operableytor isNeice one or more

en@8érs ionosl filee rate substantially irrespective of use of the system exercised by

said one or more end-users.

Preferably, in order to encourage use of the system where existing telephone
infrastructure exists, the method is implemented such that the system is arranged fo be
configurable to operate concurrently with POTS and/or PSTN. Abbreviations POTS and
PSTN correspond to "Plain Old Telephone System™ and “Public Switched Telephone

Network" respectively.

Preferably, in the method, the administrating means is implemented by way of one or
more central computer servers. -
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said one or nore end-users. Preferably, in OrdﬁrJﬁhﬁaryZOOT
encourage use of the system Where existing tel ephone

35 infrastructure exists, the nmethod is inplenented

such that the systemis arranged to be configurable

to operate concurrently with POTS and/or PSTN.

Abbrevi ati ons POTS and PSTN correspond to "Plain A d

PR SE0E 131 Bl B 4y B ARFAIS) AR o v,
therrdraipisiraing: Meansi§ oresatde ite apRly aBeHrisics aydh gelgptigranalysis of
end-useroregistratidir ahd cystert esagedate for detédting afiratadulent @@Zess to the

syiéth 8y @Rl isersn order to avoid fraudulent use of the
syst em when i npl enenting the nmethod, the

adm ni strating neans is operable to apply an

Apcsuding ta @ thirfliaspert obtheqresant invantiosi there is peavitledsseftware operable to

inpRgthantr &t least Ftt of Wid @lRpHOAE SsydRind abedrdiflgtte athé MHst aspect of the
in&érﬂféﬂu' ent access to the 5 system by end-users.

ccording to a third aspect of the present invention,

there is provided software operable to inplenent at
Atooeditg farat fonfth tdspettedfethboinesritiva) ¢ereds prodided doftwiahe operable fo

et ¢ . ; . i
oleiSia PR e PR RET o 1 oRERPLdcbot B hention

software operable to execute at |east part of the
It wilk e dpprecisteditieg featuteseof dbe tnventicsparetsuséeptible to being combined in
arly BoRHin=8n withoVdbbarfifRy RBRMBE sl Rbf tidhvdrigh ur es of the

I'nvention are susceptible to being conbined in 15 any

conbi nation w thout departing fromthe scope of the

i nvention. D agrans of enbodi nents of the invention 20
DikgieRs BRaMBoimdnte of thedhvéstion | | now be descri bed, by

way of exanple only, with reference to the follow ng

di agrans wherein: Figure 1 is a schematic di agramof a )
Emlodipagls eofsipst inyandies gvillinay e deseribrts dynway j afvasanne only, with
referehcddo Hegoliowviy disgransoftesreihi ¢ representation of a

per-to-peer structure of the systemof Figure 1. 30

Descri ption of enbodi nents of the inventio

_ A
Figuge dph b schpmalicdiagen af ﬁ@e[?RPOPﬁéﬁiP@saé’ﬁ?rdlr’]’lQ\}% fs yRsed

subst aiirivenalidry and decentral i sed structure conprising a
spatially distributed array of end-users connected by

way _.of . a er- to-peer. .co ni cati on. network. .The ,
Figli¥ gt i Sehemalih EitpRenialop o g per-1p-67er ZRyCtnis ghtg Sygtem of
cent r aFiguezli.exchange except for one or nore
adm ni strati on nodes for performng sone

Description of embodiments of the invention

A telephone system according fo the present invention is substantially a decentralised

structure comprising a spatially distributed array of end-users connected by way of a peer-
to-peer communication network. The structure is substantially devoid of any form of
centralized exchange except for one or more administration nodes for performing some
specific network administration functions such as subscriber sign-up and payment for
communication network usage. In the decentralised structure, most routine functions, for

- example placing a telephone call, are handled entirely by end-user devices operable to

40

communicate substantially directly to each other or via some form of local exchange such _
as an optical metro ring or distributed relay nodes on the public Internet. :
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specific network adm nistration functions such4agnyary 2007
subscri ber sign-up and paynmerdt for conmunication

network usage. In the decentralised structure, nost
routine functions, for exanple placing a tel ephone

call, are handled entirely by end-user devices

PR ﬁbhﬁadc@rdlr@omﬁélpﬁéﬁeﬂt Wbﬁﬁcﬂﬂttheab}sl/en@' indRetddygdrierally by 10 in
Fgﬁpan OI?th e%ﬁ-u&?@?)ﬁ& of meoéyske?ﬁ u%g?l:@rl]cg @er?&‘ %hrneé'é%\ge to a
SeqpRd @ﬂeﬁser (kU B0 drereof aﬂ@@é’n‘@ﬁwd zb@mwm%?t@p@ﬁé?ﬂows
(sgccothaifing end-ustre2(ploestes thd sacent iend-usért89; sychtlecation is executed by
i ndi Gay ef S@dﬂ% gééry &HF?& ieQ o égérgp[é , @irld a5 ¥Global  Index" (Gl)

end- user, stem iring to.se
oo SHRRT41Y - PPEERRET oIRNGURRY (U)W (oo BfibRdodar andior
a necmwnmﬁrawéammumwm Tablé"dethomkogy, (aaangérbtof provide node look-

end- ysfncitalitpcat es the second end-user 30; such

o oy e bl g SRR ln o o
pr opNdeissF BOpanst alpe details af iienel BigYe gpmEHnigation path-ways 50, 60

des cwhible thdyabes usedh (ranaking it esmeictiony froml ik rfirdtuéretiusdasto fo the
Tabl &0 ﬁ@{éﬁlﬁ&ée‘? ranged to provide node | ook- up

unc he flrst end- user 20 S

(e} i dhhdistofnd-y 3}? Aren allowsy Aogeotonol  cestablish dhe sene or more
end-aesenuri@atiom pathivays 5l 68 tb $heo$econd epd-usas38.
comuni cati on pat h-ways 50; 60 which nmay be used for

onnec n.fromthe first end-use
in g6 AP SrSRagT bsPoida Totrp b B TstiSH T pfiobfip nodes
intedinkeghdhraugir st digttbuted contaibiicatinn trietvaske e mrtl@patmg nodes are
all6e4Tal b Gat sitier RAGHME nbdbs BP stoPadehRode8C OPRfeasly UBR number of

stofdge heger s ‘ShEpds B 55%#&%‘?%2%? %‘ﬁ%i‘gm‘bgﬁ{"e ipjsHiaging nodes,
for exampih 180 #nes mprsUnledaeibaniodes bian siorags: nasek. ﬁ@ver the storage
nodas tarei sporibladelestoning dath| Reaidedwherels the tilterfacing nodes are

reér:fibfgl]%fb Bl%c%‘@%ﬁ?s%u%ﬁeééﬁcf Qgr‘?dlﬁ‘tf%ﬁﬁesé? Eoethg @4de ndddS for sending

nodes
F%@Hjértﬁﬁm °‘I“é§§99cm8$? th thenayasies- MOf??Meérth%@?tﬁ@acmg nodes are
alsmodasponsﬁme frm'r reeaiving ldatal BéordsTes besitwred ahé determirgngrode or more

t
P@ﬁa@ q?glﬁ%e? %ﬁﬁi Qr?r%\gn%rsele\(@éelvet g d?faor\rlvﬁ&@s f&%‘i’:ﬁ%g@&ﬁerem The
gig,wh BredE @ggqqlﬁilon of a given
stanegs ned;e witlal agEEmitiuiag sloéqauelependem upen addressydatadubdd irf each of the

stP & hBes. dehé G196t g&h@rc?é‘s ﬁ"ISQd ih 5%%ﬁ%ﬁpﬁcﬁnbﬁ%pproxmlately

coflsipory wl bRt en P{r@:ﬁa tony B soniene s e Glgpaplooy patent
applivatioe thereviithi bejng riecaporatede b Sefepgnceplor guEpages Lfsdesicribing the

 telEpHUINRAYstBRUT thd Stesdift fivéRtdIe data records for storage
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. therein. The storage nodes are arranged in groups
known.as sl ots wherein association of a given storage

In tarisysierh 10, there iscal eansislesable Jequirsment dor sylseriberdaeibgntication,

'acéb%ba:dhﬁbldand?a@@%hn@f U&iRg nBdjen %&ﬁam‘@(ﬂﬁﬁons'r&eth@system 10 is only

PO%SE@E E};ion%%%f élll e %ﬁg %t‘arks) %(Wjereof ﬁa\%aﬁa?dq or &R@rwis%é}{avg "Yuthorized access

-to such functions. In a contemporary conventional telephone system, end-user access to

one or more major system functions is checked by a central office thereof in a manner of
centralised control. In contradistinction, in the system 10, access is checked by end-user
devices using publickey cryptography. In such cryptography, each end-user, also

‘referred to as subscriber, has associated therewith a cryptography key pair which is

created by the end-user’s device. Upon subscriber sign-up or payment, a central office of
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contenporary with the present patent applicatiQanbdl§ 2007
contents of the G technol og$ patent 30 application
herewi t h bei ng i ncorporated by reference for purposes

of describing the telephone system of the present
invention. In the system 10, there is a considerable

tHeeﬂiéianf’f@ﬂ&snfe@.rto?ﬂdb?is@bé&i@éf alai@%mtcbﬂm&étt@,nsuchwte also being
n or, S [
SR 850 AN 0% I8, Tl MBS U Lo ot e
owngl-of J kevt paiivis ar aHibpdsqsksubseibest her wi se have
aut hori zed access to such functions. In a contenporary

A8 & ot trrofoFPRORAmEN DY AherPRE HATIGRELES obimuitfites with
o B CHliE RS, Mam R SECUTT eRsbiTar 0 e Tl ser 20 provides
the wettifigate snamely thenafofementienesiyidiGs s EOproafafesibsdriptioh elbkibe system
1@)égﬁfl@traﬂé@¢icers(iﬁ¥ iaﬁﬁﬁgéﬁtbﬁﬁfg@é‘bitrﬁndaé[ﬁy gs%m?@ggeaméfr Adte thdde exists
-Us S
e EPH R8I SRRl WMo ERusralipta PRI e ?%#%gh% end-
uses\dayigps afhihehsystem clileatee @rajuachic dadorpsable sfodeafific @ach other's
cedifieates YO EES)iviithiouinegiding(to eompayitaty witittheeiidregdid oértiat effice of the
8lon? 16 fesBBRYBEYoriBilnd BEURARSIINCE), | PSR 1b s functions in a
despentalized fgannesab, 3asauat pf ae gndibiesrs 129 4Pinoy nesding %q eypRunicate
withuh&rentvdi effiek wf thesystent thalvharf éstallishingta danasurtitedion trdude between

thO@Bh&ls&E 2bd@ key pair is an authorised subscriber. 5
In step (c) of the aforenentioned method, when the

first eno[-.user 20 comuni cates with other subscri ber
Wheiva sulsscribingeleyice hbthe sysien, fonexample thofirst erd-ggar 20, has located a

re€ipient $&7 ?ﬁa@nm@i & 96sondtdHRI-1RRF 130 kifedt Qill SuPBBIUnt RBed to mutually
e - Ol _SubS | .

co?fnia[ni%’?é‘- S5 cha e Aindy PletePanid by 2 iR ELigble, R cxpBeertons the

pafhswan |80y ilgsihatad ip afigurghdi e Howenwer, der sxamplgn faibsapens ¢f spatial

sepavabion a@6for abrrainpSacH Bt Higstt rdieeRBY ARGt aM@yH Gedhidallg -fsasible; for

BB, AR R 3o 20 P S ifr

Viac@?tﬂug‘icc'é‘f%ﬁet( syl commpnicaiign i eeldpagble avhegriie speandeend-user 30
hawiatphivate eddfess ¢sisihot @otassibledtdr oatsite 4 loeal nefvedrie of the system 10.

tn LSRG \%h%eféife { SHMDRicETNt iEfﬂog?éfs?blc%,qh?s?gt m ¥ is operable to
System 10 ThUS FuRctions I 5 neccentrarized m nep _
f°'-5¥1 COmEWNiFRUQT Vg RBe OF MOfR;RSES Nodes BytsRReriReR R up@:r e 80 to assist
thecfiratnand seabrd end-tsers 26, etot matuaihf ¢oncmunitate hd hegesomnorlifore peer
no: e gréiaablySm lé%e"i\téﬂoé}dlgﬂ%&ﬁeir 8Bvi &t "W Recdsarily belong
t.he ﬁﬁ‘-uselyél 50, 30. en_.a . subscri Qi ng vi ce aqf, the
to 498 R ) SBSTNpeBURRr PPVl §Er o snahne: 3 delgplicne  call
thegebetwesmi ghus, foorexemplepiire studie asweoarb serel sisect3®nnedtion is not
feadibld, aSiBSG e BdmMBRRatel & NG deXiceQRATTY Bir&Al ficcedsfle, and this

- CO ni cation i.s preferabl a di.rect route, for
ott g R S ificatfa B E WR e ok Baiorlcs + b ed | n ot gur e
1. However, for exanple for reasons of spati al
Arcgilﬁév\gb?l %?éc@{bg/tmf sﬁsgng @? g.:lmew!g? aeééﬂrigw Inéﬁjﬂlifa’%rﬁjeitél. Me peer-
to- et et iar R SPhelaeT PR i Eogtidtieene RIS n Flsuis 2. pamely
centrabse/uers {GSE MO0 o Ere e hapfl and apestrit-peeringtveark f22PN)LIP on the
othephandi cation i s not feasible when the second end-user
30

The central servers 100 are preferably operated by the proprietor of the structure 80.
These servers 100 are arranged to execute one or more of the following tasks:
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has a private address that is not accessibl e fORhyary 2007
outside a local network of tHNe system 10. 25 In

situation where direct comuni cation is not feasible,

the system 10 is operable to route comunication via

one or nore peer nodes in its peer-to-peer structure

(iB0 1 Opra%Riingt an eRE-ubér 8dcotiNd GRSINRE PPRIed?E@RG cAl-uss@' h€counting
nutua$t¥ ¢onmuni cate. These one or nore peer nodes

are pre érabl i mpl erent ed by subscriber devices that

(iheed W@V’diﬁ@@e‘é@ﬁ'ﬂmwmﬁ dimgrigferensetforcthe srdeturgf9: second

(ind- usreviginglobaly-canfigLirabie settings Kortbe sysdterheiohone cal |

(w0 1 FRRGVRRR distNy dbidt Sﬁﬁﬂp%f th Eﬂr@S@%ﬁ@%h&lmg new

ere (Jcre t Qonnectl A eaS| e, a subscrib
commNCEIE YT UABt her devi ce t hat |s directly
(vic c e saledtramjcaliy dighing <ritice irdornuidion pertinenthiorthe ayﬁsm 10, for example
di recg@nmqw drid-isee iddrfigés ra%CUé’éd?Béd i i f al for example the
aspect tagalgn%tures using

Fort ratprelertbied Vet Pkl toktneRRBE B SR Pibn if
subdi sgctri gniptrasarhigkeys &npwmenly o thel nrepriciarad thensystegui®

(v, nagmelidling critdrabersicey @om 6RS)or kRGreOsF ﬂ'abepropmtdmm ihfrastructure,
and qe&%@ﬁnﬁa% rﬂaﬁfe dﬁ%to‘ﬁﬁgolﬁr%g%ﬁwstraag he OOt her

F d .
("l':)y trmormoaag oBeTHorL ¢! e goutfal SERvRFe! B r@e H@@gﬁ% for ensuring

servdwlrémmodeseofameeamgamamofexecute one or nore of the
fol |l owi ng tasks 11 January 2007 (i) prow di ng an
end- user acco recordin d-users'
THE KT 9970 CoITaroCds (1 0PV Fabtedo e & YR o o1 g
(1ri rre“PelDl@r Swdighdch rTeigpbosae refwarkd GETN)( ehdfpr Jplain @idhdelephone
gl obaltne grn 0TS ' RBhLtiSHY, Lt ”%ldce%vérhﬁte‘iﬂéttﬁﬁ‘mbgi " BVolP) traffic
n

0 Ll b A SR 00 s 8 or

(v) evetemyHhically signing critical information
(2per t ihardingt "Mhstdift Messagym 5"“3 o f"Shore MRiEPAge Seiviet (BMS) connectivity;
end ﬁ g§" |dent|t|es as described in the foregoing, for
he aforenentioned User ldentity Certificates
(3)( ul Chgydlsngspm@u%ﬁrgq:qngqregqa%a\(qge@gaﬂugpﬁgsmlﬁy aclivities couplable to
cry pbagh-aphservire yrcluded withinrthy centrdlBerversotod. et or of the -
system 10; (vi) provi ding add-on services fromone or
nmore of the eto infrastructure, rented . .
The ReprOReRE N ”%\?1{9 {%%RN EUBPHSEH CRGIUSEEEQP @J,qlnaﬁi&wces arranged
to éxeduje thenedrosoftwpre peovideddy ihke proprietenof the systewed@. e network
1 1 @Eda 58 ‘E)ré’f@“zggi;ﬁ‘as%& meéj{{_ehr%ﬁ g)'f 'tﬁ%gafoij&ﬁél{ti%ﬂe&r@i t9éol customized

eratro on servl ces r

Pro(pgg e s¥sterg 1c9ne Bq: nefyyark (;fﬂ) |§ PPer-qblB) eergonn functions

pr@nabiyhmz[hdﬁ@emﬂ'mmmelhf\mk (PSTN) and/or "plain old
t el ephone systent (POTS) connectivity, to "Voice over

{a )I ntgérﬂﬁgstggn%té)n%gdser blg [IS? traffic

(b) handling end-user preferences, for example buddy online/offline notification;

(c)  providing end-user identification by way of one or more of the following: node
identification (ID), username, end-user profile data;

(d)  maintaining basic statistics, for example a number of end-users currently actively
'communicating within the system 10; and

(e) maintaining firewall and/or "Network Address Translation" (NAT) traversal via

‘ random peer nodes within the network 110 functioning as ad hoc proxies
supporting communication therethrough.




10

termnation and reverse thereof, for exanple foghWFN S007
to the proprietor's 20 systé% 10; (2) handling

"I nstant Message" (IM to "Short Message Service"

(SMB) connectivity; “and (3) handling end-user
conferencing, voicenmail and simlar activities

Irc ¢e)plzive epdriainiiin ¢k Hen gesetov@es retWdrkl digld, d biémame is effectively

uSEIHid & as'?e"lé/;ﬁ{oﬁe %gﬂrbeg' H‘r‘?tr%egsietnﬁ’ 18 Q0o d%S&é’P’O{h% entiuser profile
Y. CO omput I ng devi ¢

d ‘Prfsﬁif’ég 4ol Eapicy P‘i"H’é‘Pai’M tas ePUPRrSpPYstY T@eeIdn jrcluging one or

mere p: ireal drmef (etdh RRogps Smith,L8nnid ransar )wepatial beatidng(ed. $dashington

USRf ebgarmbbn, RsathridNdae bebith @Rd efmbigddpéQr ement i oned
G protocol customzed by the proprietor of the
system 10. The network 110 is operable to perform
T'F% inventarschavg @ppresaladibpt oparetiondef the syateroriOrie depastdent ef) security

pradided bg,tfer éxagnps) dreiesy of puBiky kdy &ricyptioh thar&ndir dﬂﬂnsmg the system
1 ¢ "fﬁ’e §§ﬁtor@rr%fv§;§gﬁé? éntlcfu%tec?fﬁapg I_p%grgt#%%ge W fnJI |srlﬁherently

no S dRaT BIOTSG Pl T8 CPWQBW%QM tlgnRgne wysem @bant o one ‘or more
cantrehsermrsaas inthel foegoing e abladatiansdiv) aiP @ndfROES deferfo “Instant

Méshhgiig®, Nt'Pbite n@véi’aﬁitéméf @rbﬁicbﬁsané OFpISK AT €T&e erSystem“

* ol VDS sSHERETE o REDEE R A o ormporar

15

WGNéﬁN@mI(-AMﬁ% RS apibliakey shcryptivn) and assecisted digital signatures to
caleRITdo MoBE BsiO Adeityirbdlirtnidn® WRAWGhK shdRnd HGCtchSWé\)éﬁ, it will be

ey M G, MRS RSk Aot
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mplevediining gsyf’ M He peer-to-peer network 110, the
usernane is effectively useable as a "tel ephone
t
BRI SBIT I s BS8.21 o TR ot

%‘%Wﬁs s (e gRf-uselc Brogeeds & @enwgt%ﬁeﬁgﬁ ewr%loefkev pair,
namew camplemémrtary. era@emncﬁmwzb keyawherehiassié privats (kay isthot derivable

frohPQéi&'rRIBh& ﬁe andady Dgrs J@ %f g@fﬂe\sgéQﬁ?gears in the User

of oi.r
'd%DﬁG’nﬁ?% ‘?tﬁ )agrﬁynggé 2?3 te!’i‘gt”sﬁbe‘?’ reas, the private key is stored
locglysatdhe end-userd pramniseat on security provided by, for '

exanple t he use of publlc key encryption therein. In
entors have fu

{
oufy p 2ol St b st - 2008 R Rgsona Eptign 34, Sty during
an ||'Fﬁﬁ@”rtéﬂ¢88§lgfi(ﬁlfvl)e8§§ld®€c prigy toreamnmDTiigocoramynicatipabathi end-users
20,130 pﬁb@ﬁtﬁh@h‘iﬁs@mldeﬂtdya@értlﬁ&ht@'(@IO)r of"PEM or‘éﬂmdeﬁﬁf catlon Number

5Bt B 08 1938 g s 3L S v v

haverq dsereianys;, élﬁ%\t@leselﬁﬁhﬁ"‘ BIGi rif @WUCTelpegsienied fayw agrimary one of
there@rigsetd 2] 30 td 2 $deendars o thereof, Nhc Ise¥EtPY Snldk6r verifies the

sigitiRHEHL P by tHE priRn? En 8L T ification not requiring any contact
with the central servers 100. Moreover, the secondary end-user verifies that the primary
end-user has the corresponding secret key by issuing a challenge data packet for the
primary end-user's public key and checks that the primary end-user is capable of
decrypting it. After completion of such activities, the primary end-user is in a position to
safely believe that the primary end-user legitimately has the username it claims to hold.

When calls are made within the system 10, additional checking is required because calls
require payment unless permission for a limited trial period has been granted. iIn the

system 10, it is difficult to monitor in a secure manner duration of calls or number of calls




10

15

20

25

30

'35

40

cdadih
UGS P, PY EEniGT PRLSK, B ol cftefa s

Ri vest - Sham r - Adel man ( RSA) public key encryptﬁqgnangogy
associated digital signatureslito 15 cater for nost

basic security requirenents within the system 10.

However, it will be appreciated that other types of
public-private key encryption are susceptible to being

nexp) iteid réspet) thesiniséraons Hive dppraciatdanst-itis&idvaitegeous to employ a
ti%ﬁﬁ@é@s&ﬁﬁrﬁfon@{% Eékgsb&so%ﬁ@r/iﬁf’oiciﬁé’wﬁﬁﬁ %ﬁ%}%te{rﬂ 10. Thus, in order
registration. at the central servers 100, e g
tqawﬂa_quggp SHFt ERecRased sybsreiptiene Userisientity rerpiticalm (g privileges are
chedked gmah amatr‘yal cgilsmre mehcommyupcatectitheoughdhe pbért-to-peelysetwork 110 if
n¥iHRF 6f e SAH DSBS 20286 ik M6 dodvéd BkariifE hi@ B! (Ber IdeRiityirfficate (UIC)

B Dot iRl SRkertiths oflsRs: I Slesirwordh.gdl PljPegpagahrough the
PegrdoPaednatyorkHE Odhene semorepidhe aad-upers 20, 8 hes Rasglid subscription

osttigf ed | ocally at the end-users prem ses. 25 During a
call set-up fromthe first end-user 20 to the second

end-user 30, simlarly during an Instant Message (I M‘)
TQ &geR P sHhssrptans Jdrreaxeiing ershvenfs ©4ilhe systeey FO are obliged to
repet-theietiser idontitd CeptifieatenUIChpsriodidally for drestanideyby paying a fee for a

trohfRjelr: ({viibbe Aprd SR ik Binkr Bg%dmégggriba’é:ﬁﬂiﬁgéﬁﬁale ot that

gﬁq}glerlec%ighgafsrenewal
PayReptsp thesegniral isetversUI@) aref operahl€ to ssspeawmntis fin oeapanse in the
edPlidr GHAMLISBRE nBfes! iR ﬁé\ﬂ'&@%r ﬁad\%@’ asdclafadPn&R CABS@Iption privilege
e ndar ndzuser verifies e .

exgF dRBA C Ul Rl eBR (A Eﬁj"%@"?}?&ﬂ?q-%%&?‘?". lffrised by one or
morerof thecandrusersefitthe syiemi 19g billing/inveisingds susdephible febeing performed
auterndtically s@riner serltf) . seMire o0or withidie the Crdatyt aidciafdr end-user
intéflehfidies that the primary end-user has the

correspondi ng secret key by issuing a challenge data

packet for the 35 primary end-user's public key and
Thubeinkthetsyatenmt MO, @r preferredemethud &f paymeapédrl @aliefmade is by flat-fee

méHRRY P LR blbschblidi! ey fk' &8r ¥ 2R Llfr{ﬂnﬁ%&irynfﬂe?%f calls in the

t.he | I _-_ser,_|S|napOS|_t|on O sale
sypig; it e Svstha i yveirag Arangeried s pecniatia i e $ysterq A from a
busisessn pemepectivel becemise ocdlis| made \Woenot &ridus apeeatingdexpenses to the
profiold 3 HeCp Rleih 00 corfl bLBRG, reafiREs o shoBERRIIV R uiizeo
wha FAHG i AL, o ptRU R el Pl PRTYRSIN thouf feal per-
minte perating costs iapd diré therefote appromiataly charged ssparately and distinctly

froRBdaNemadld addraifg 8 ttRahlention intHEBRRefrocal |s 11 11
January 2007 nade; in this respect, the inventors

have appreciated that it is advantageous to enﬁl oy a
Whenrthe peerde-pegbsleudtyrei &his implembaled én the manner of the aforementioned

Gl pidtddof) e éht?ilﬁir@ QO,}M}G i Figurbq t@@ﬁ&fﬁiﬁnt%thé?étﬁiruéef‘s AstERbWN, the
| - e S U | LQn.,. er ... .
corfhL sERES T il e P—zlﬁ%? RIR 20 a88 vl Saplicipating nodes.
In siésh- q epRfigupations eaghe epdusecarveriisenite dresansadn Glhaorage nodes by
peniivally semitey tepétoitkinfob@atidn Bbdiiits NESntivf of h‘@n?ﬁfbrﬂ%rﬁiﬁcaﬁon
r 1}

Noflr (B Vi 2980, T QBP0 B BBy 395 Wnen ono or more
engsk$ars Make S1 appries:, frrexamplesakintodelephene direstasy apgiides, the storage
noddsrare géspohsive [te send sugrestoredelisgp dentibOCe{tificates QUIC)wr femporary
Ideffifichtith RAHBISGTIN)ZS daBPpdiRStsdn ¥RbbibeREA hRLAED

In the case of UIC's, corresponding data packets despatched by the Gl storage nodes are
received at end-users which sign off the data packets with their end-user private keys;
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or trial. 10 To keep their subscriptions fromqq january 2007
expiring, end-users of the sy%stem 10 are obliged to
renew their User ldentity Certificate (U C

periodically for instance by paying a fee for a

com ng nonth/year; it will be appreciated that other

ofaymmbte Qesrying enduueersess therebyosapablatof velifidhgnahdricity of the data
n R L er t .
PRREETREEDEREL, B Wl i rhhorbe o PRYIRRY on iy s
COIESPING AU KOs 5 [HCHO AN LRTEBNGEMEnt g pYaBtaoRoNs, Yepabise 1t is
subsataniiagly capdblasf gearanteeing, thathw-omanis @bl o fake Usgr [dentity Certificate
(LASPE-@dcP AirBQVHySEHRRS! I Thel (BfbrRld M duBl 8n aBYIdatl istRkied participating

en credit{deli.t .card. billi L Nvoi Gi.ng _has bee -

nofthsr ik BSSHenEFEE b L) IS0 dar G Hhen advertsing
itsspresenier 110, sapid| ilsi piiyaterkeyisianed data papketsprarsseondinglsi ilsd/IC to one
oPRbfeobiteahe AvderTahd eablhgr PYrticipaticge mboalif sejuired.s T signed UIC
relbibdt Hom! Bite '?J‘:r‘g'goﬂf?o&f fﬁ%.sglﬁf'a}?fgeﬁjoo%gdédﬁs g{ored therein for subsequent

I ntervent|on. hus, in the system 10, a preferred, .
release, &jvqgﬁiaalgﬁﬁqﬂ eRg@fringparticipating rp%debtgy wsing ar grresponding public
keyo nSudhyaro srraegerhgnt Ssilwapabie tof ainclententihg tampdringusith WG and even
faldy Wiard m ted nunber of calls in the system 10. Such a

bill'ing/invoicing arrangenent is acceptable in the

system 10 from a business perspective because calls
Theasistero Hbis ifurther prpdded iwilh axiresmbsiah fadiity.heuchsa facility being of
coRin@pEibich@antdgel RS SUHBORR lépaﬂl%cﬁlﬁ:{‘_tn'é_w eRXGB@B0® the system 10.

5 i1 "
P&V, S a rpa T bl BPb 15l BF iR of Attonaay,
XopgepalisTNrar feigh freedrialdays ofigalis. dhe sentali sajvers 08 aip dequired fo
prévide é:tpﬁcilebarnassmpfwmablafrebwan Ineddge dPrefapstily tall permisgions given or
c

reglible s ricort T & 3ptdhale O HRCGAIM 18, o chfiple M bR fraud
defggtion; PUTRRResER 1edcribed  Iter- nifnthe rengrusen dag rpate H?‘?dg He dree days
anGlor freetalisodllioctted tieerdtoy parmdssii is 30t grantedgtone tHe terdrat $agvers 100
anWtﬁehetﬂt-&%L |se§l%sé‘51f‘énﬁ{) E&géjeﬁgaw??ﬁ ﬁlﬁgtllpé‘é%‘iré?#o make 8:|§I§ within the

001ndt e peer-to- net wo are effectively
SYPEPtPci pati ng nodes. In such a configuration, each
end-user advertises its presence to 3 storage nodes

T ooy a5 .«
conVeRigref FRAPToRS vgiSie i Fstmelect g il fieihobt System grpable o
implemeriing\the ternet. or nore  end-users make G queri es,

for exanple akin to tel ephone directory enquiries, the

torage ..nQ are responsive to send s Qr r
Tht? @Z?{?I%thloegatet??q- |§{ pEr Iﬁl(ﬁ} L erqeell.ﬁpg‘?%n(%(&hbys 'ihe I%IQ'GILI{EI% only To
pertaje i thecaystern MimbEPR convenfiona prid subseirdion ¢alls undertaken in
conrRBIINGRN e SYSBMALETd AGrmaf @ohvintibkal Gabscriptiob/Irégife applies and

po QSRR PR S8 SPREIALLT MR col, o oot
schenie dqes nehpertaiaallbeughd is potantially eapablgé beiﬁlgi%\ti@dgi@;@nnecﬁon
with thelsystéant@ry 2007 one or nore querying end-users are

t hereby capabl e of verifying authenticity of the data

packets received thereat, for exanple in response to
neaeh fpe:6allegnissipn raqyest regeived in the system 10, the central servers 100
are operable to record at least one of the following parameters with regard to a call:

- {a) calling end-user's identity in the form of a username or Temporary ldentification

40

Number (TIN);
(b)  calling end-user’s computer identification (ID);
(c) calling end-user's Internet Protocol (IP) address;




10

15

20

25

30

35

correspondi ng public key. Such an arrangenent {{Sjanuary 2007
advant ageous because it is ¥ubstantially capable o
guaranteeing that no-one is able to fake User ldentity
Certificate 5 (U C) end-user directory entries. The

rati onal e of such an approach is that a participating

d)0decaied eAdNSerd il ity hdedidrher Sekbinbimedr N,V C) is

.Qper or_exanl en advertising its presence,
( oS gr‘%gief]éuﬁ?risfgﬁg’y%éw’si gned data packets

(ftor r eallgd gadHeerisdPiaddresBiC to one or nore storage nodes
(®dnd tmeahedatpaf thewaftat i ng node if required. The signed

(! C whERE! oF 5 SdrAIBSRASAY o dRE rffind B, St OF age. nodes

nd stored therein sequent rel ease is
verifiable at an enquiring participating node by using
Tleusc dn thes pisten 1§, putbiiall aiseR egxpliGUstatusnis ot acgemewtiated; preferably,
thfél%oiéghﬁe%fa ﬁéegrﬁféméﬁ@rﬂd%f? WTRAkS @tgm\éﬂfFéé &dils Jﬂm aYefified starting
a . _The system 10 i.s further .orovi ded w
aq B EE A eppsel et &g g il £ 5B ?rg&e?s Petelteft than x,
daysrager(er &e eadwiaat bagendgtoet prerpised s figk-call obHen withindegsystem 10).
Alnebtivelg| the tsgstbmel 0ayiay B81séOup inRsueh @r\?@ s tgsalbh! @free-trial period to
- r ree days or,
co&%?ﬁ?ﬂ)g{]%%‘{r??g%é %ﬁﬁgi%ﬁg%?dy{og( @Sf ree calls. For
such free-trial days or calls, the central servers 100
Hawked necpior efdsystem pilosoftheare xeplables tfraudulent sndosémertoearaih free-trial
. . . . | i | LS I. 10.
oSS BBl Rl g o el e o
PH5VeR AMPATRURLYT RE P Osimplemening kPl ¢3 % et eyid calle
endaisge pempigsich chaaking, sich hackingl oolyemnahles frdudeleal end-weers to call
othtt frdiRBleAR¥Rd-usds /fidle tf)f{ éi%r?‘é}' ihsc%tﬁéﬂ W&ﬁt&,egilrétb@rﬂ%hﬁulent end-user
I sion is,.not granted fro e central serv
soffaft § S P BB PRI Yol fiel HBogiitedt o Plok B M system
10; tIngpany| cages; istels limiedriiaeduent juse wf thei systeme 10 £8 beracggnmodated
withbufldignificaht REhdifl 1bss 10aRe proprifor Hthe gy@nrat ed _
concurrently within, or 1n conbination with, a
conventional tel ephone system for _exarrgl ea. .
Thednvratars Bave anpsecialpg fhat S aaierPergstupity obiraud sgste i Hitg sugtem 10
whichea hadker atdmptd ite fakdecs @sEMbimens GofrpatertiDi @ld eetitively starts new

freg ‘iﬁhﬁgﬁ ﬁh?hoé ?Laid?g?g?lzgﬁnf{gﬁ fri'g([)]}rf‘?c l{i}’r\%é rt}@ia%c{!ﬁgp f)oa@ﬂit from system 10

er '
* colgppttle PRftwase 2l Jpdel sharawaresives cherksc dn REASTite FolnterRct Auch fraud,

thesgeriteaimsdi¥ersal Q@oaregirogramnesd: tooparformUtsrisiiq frach detegtioreto identify
r .
rep?igﬁ"{feﬁﬁéd%ntgﬁf&? e%‘%féalgaﬁﬁép. ape E%‘?&‘ S ﬁ%‘i ??L%hj!;‘?‘."%m dotoct 2
fragduientenddiser serkingelreessall Biiovisiong i« fimes and thexy, syibsepyently seeking
with dipmstrae P addiess apd memdesmputerc ihfoe cieinoinee-valt perntission to call the
sarfng %E?@g.é@incgﬁﬁéﬁg pgfhgigsifiﬁ ?&g@g'dgllégtﬁ?g&} §§ét§t\f/\ 1r0§§1 2 red from the
conal SpBe, b, tikie 12 GoiHatablp Gl riabi Wb B sKgjem 10 for
inpplutansichr Bewiistics fraydr detection saftware (@jecuting i within the system 10.
HoRBGerUfRlinventd?€ Ald dwark thdt@ch AEMRsEEs F?\D&tféétﬁéﬁ@l i8lunlikely to detect

all SR Alhing SeBlrring Gthin e s8R0, (T

It will be appreciated that embodiments of the invention described above are susceptible

- to being modified without departing from the scope of the invention.

40

in the foregoing, the system 10 is described as being able to support the use of
Temporary Identification Numbers (TINs). However, the system 10 is capable of being
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40 (b) calling end-user's conputer identificat{iQRnuary 2007

(ID); (c) calling end-user'&%Internet Protocol (IP)

address; 13 11 January 2007 (d) called end-user's

identity in the formof a usernanme or TIN, (e) called

end-user's conputer ID;, (f) called end-user's IP

nisdiiie8$9; that(ONs bid Mot aiifzediotherei, subiethatlider namiel)andhRsbeiated User
110, S Jor. t. . .

026U S BEAEAER i 08 Bl ot o e

A emRioYed fu dreedriainurpgsep, I reuired, e fyptam,1Q is,g¥en piceptible to

being eonfiguset sd thanfedestriabunamgbrasaleseritled earlienisanad efovivied to end-users;

aﬁérﬁéﬁ\}'eﬁ)lg oth@?%r?aj;n@en@ﬂbé fSPI?ééjﬁﬁfs dlaﬁ peitilidedefdr bRk feimbursement

| f t? Irst free calls were |ess than X,
CURPN{8f end- user has not yet exercised a
free-call option within the system 10).

THé %?sft@ﬂt‘i()/i@'pl}‘eferbb@fiﬁfxﬁﬁnﬁﬁtdcﬂ difeasbm et uﬁiﬂgis_ﬁftﬁfuﬁileyaecutable on
o - | el I T
offls s St 45t 3 BELipABEY 10 IRBY T f borfmunicaton
nelweH Biehgs thestesiat podies vialae eotbwars stosed oma guitahip data carrier such
asaGDRGMssUpplieantbtusémsee-trial 15 perm ssion asking and
perm ssi on checking provisions enployed within the

iy 51 BFRGAP BRI S TGRS ¢ e IVGPGaR 1o to the telophons
systetr USeit willrhel gpireciatetietbii g, insentionhiaakliemantool iglecommunications
syBtahY ASgenertll AHY §1Y teRdtdiisHohiet Shdidl therdtdrBe édratted @Béordingly.

end- users free of charge:;..in oth ds i.rated .
St oher ofs BLedF o wSheth 6 by sBith Wit the systom
ingludey vides galls ceapfarenge: cadis BBd &84t megpagindnpl oyed on the

system 20 10. In many cases, such limted fraudul ent

H t Ll e " 1 QUI Wt N 1

IndFE 1tpodi G Gtk o P, MRS AR, chad e i, "are
"inppEnaeaie end Tercompasst aiesintendled dp diec eonglruad 3sabeig gngxclusive,
nadmghp bthenitdnys Mdt discRedd are alés potentidliig peasehiem 10 when a

hacker attenpts to fake a usernane or conmputer |ID and

repetitively starts new 25 free trials. Such a ngjor

opportunity of fraud ‘requires the hacker to omt from

system 10 conpati bl e software all |ocal shareware-type

checks. In order to counteract such fraud, the
~central servers 100 are programred to perform

heuristic fraud detection to identify repetitive

fraud patterns. For exanple, the central servers 100

are operable to detect a fraudul ent end-user seeking

free-call provisions Z tinmes and then subsequently

seeking 30 with the sane | P address and new conput er

ID for new free-call permission to call the sane

people. Since explicit permssion for free calls in

the system 10 is required fromthe central servers

100, there is considerable information avail able

within the system 10 for input to such heuristics

fraud detection software executing within the system

10. However, the inventors are aware that such

heuristics fraud detection is unlikely to detect




35 all cases of hacking occurring within the syﬁjae,ghrygooy
10. It will be appreciated that enbodi nents of the
i nvention described above are susceptible .to being
nodi fied wit hout departing Promthe scope of the
invention. 40 In the foregoing, the system 10 is
cLAI@gcri bed as being able to support the use of
Tenporary ldentification Nunbers (TINs). However, the
system 10 is capable of being 14 11 January 2007
1. nodi peardogeet helephdnds syatam nmimpuiking 2 qdurkliterofi end-gasedh and a

comHEﬂcaFé‘r?rstrﬂ@tﬁPes tI@B%@Wﬂi 3heds rUﬁ‘Ffre ér@expsterst. ér% Squplable for

cat es associ ed t1ne-

Comgwécﬁg?ﬂ P‘éfPP%Pseeféﬂra tedsedip Rl eges  are enpl oyed for
(a) fr ¢e tcommtuninatipossiricturé is esubstantiallyt ie-capgtiiaed 1 @ith Sregard to

eV%BmﬁMﬁEﬁ%ﬁ Plife s%tgmﬁ% ﬁ?{‘g‘@'n@g%w’@%“ﬁ@ daf@bne or.m re end-

free-trial usage as not ~pr ovi
t oY8¥&@- users; 5 alternatively, other arrangenments for
(b) f r eadtoneairsnmarer*niwseté aiezadratfi@to extabizhaheie bwh wosweraidation

pr e I agwl% afh? SRR bé’éédo(fhe &fflcat-m\e %(r?é Smngnfé bthorisation

enment ed usin
S oPeRTe Ry ebesh to B8 ﬁHH?tPrr?gaﬂ‘ér dwar e, Such
(c) sobtidasteuchaa iheludéss adminitexting omemray forvisauing said one or more

COHMﬂ% sofr"%‘da‘%?%m‘g% %‘é&% as the Internet and/or

viat tware stor on a suitable data carrier
such as a CD ROM supplied to users. In the foregoing
2. desaystetr actoeding ttoORinte nivRerefn thb administriting meadk & opgable to

adm‘rﬁst%rh? Iggétecm%o encﬂ@érfs@rfl% ldsrepg ﬁﬂ%ﬁt%* ?Ec,ee@s fo the

nven £0 16 ni catr ons
comginigaliq Cﬂﬁegeneral and the term"tel ephone" shoul d
therefore be construed accordingly. Specifically,

ot ﬁe%ysfté?ﬁ e ﬁd:rfd; Wélﬁ@tl' an 23% ?cﬁltl tﬁé eaotnﬂp Pﬁétﬂ\% means is

i ntl u
Operéblﬁfferiﬁm@@t% élnlesoraﬁaret @wt%@%adﬁem goa"ﬁntﬂeh@jfﬁlﬁist‘f@fdﬂm greans
bein§ @pBRablELiemaiBtair 64t @8 or mMord Private "keys @abret aAd to disamete, said
: | DO . 0 T
one o B, coesnaib el e LT I8 LBty RSB AR oaton

PUrPRgRfel y ot her itens not disclosed are also potentially
present. 11 January 2007 15 CLAIMS 1. A peer-to-peer

4 oA BRI CHRL bR oo HbBuiinaiRe afPiR I Giefevee to
geneﬁﬁtﬁ@r@aﬁ@ Public ikeyepairsaisingl aBivestiamirchaetman ¢&BApmethod.

pur poses, characterl sed in that: (a) the cormunl cation

st ucture |s t trallzed regard
5. Foh SAHarRuioR Bk 34 o MR R € Rl Ind e pcer.
to- DQﬁD ﬁﬂr@mnwgt:@an@woﬂ@thmughm@héh@lencﬁrgeers areg m)JtL@ia\y cormeetable.
or nore end-users are operable to establish their own

6. COH ysr,uem accordlng to Claim 5, wherein the peer-to-peer network is implemented
as a combination of interfacing nodes and storage nodes, said storage nodes being
configured in one or more slots for database access purposes.

7. A system according to any one of the previous claims, wherein the
administrating means is arranged to periorm one or more of:
(a) providing an end-user accounts database;




routes through the structure based on verifi cayi RRusd 2007

one or nore authorisation certificates to acquire

access to the structure; and (c) said structure

i ncl udes administrating neafs for issuing said one or

nore certificates to said one or nore end-users. 2. A
(b) syprevidinga synshryizing ne referencefes the gemrmgnication structure;

(c) adptdvidiig Gbbalg-coRfgLFabIE seBRGHIr the FYstepfini ni st er at

l e - pne of end- r . Sian- and end-user paynent for
(@) | CBRARED e SRR B it e RiRE ROV TR
(e) acbandingdewerdrusentenisyiation; anler ei n t he admi ni strating
() Meaithitbtng ORKERIN & the sBEAEFo? cOMFOIMYg dBRIrEd modes of operation
ther®lsi vat e- public key pairs, the admnistrating neans

ei ng operable to maintain said one or nore private
keys secret and to distribute said one or nore

8. C Ows@?l_éﬁﬂ@ﬁcﬁﬁiir?ﬁb |aitn? okfléﬁthlé/iphmeﬂinb Q%irﬁ%/: S\Ih%l‘@irf 8blurality of end-
ertifi u ntication purposes. .4.. A S e ,
user§ hlsy apRofR, 1 mitlely” ek elte ifinrsniod , ST e gy t0
commengipg repiineunieation dherebetwepn iwhere -af Uedst onkeeyf grid certificates is

identffidd® b doitheast - Sham r - Adel man (RSA) net hod. 5. A
system according to Claim1,2, 3 or 4, wherein the
structure includes a peer- to-peer conmmunication _
9. netiviysiem acoordirg tehanyronehef the @raseding ciaires, mienein e structure is
arrargfﬁinﬁﬁbﬂ%ﬂt@- encﬁuse{?\ f%ésﬁ'iﬁmj%t %Prtﬂé RGsthM, lg.léﬂ 'Ff'}eéqtrial use being
wherein t eer:to-peer network is i emented as a
subifote” AApSrB, B, FeC BT iiAIDe aFigolY P age e Souo of
authgeigagioss.or age nodes being configured in one or nore
slots for database access purposes. 7. A system

accordi,ng to any one of the evi ous cl.ai . wher gi n.
10. {8 KRR FCEHTANE NP (AN ONE s Ob P8 nBEoTIRS pBaimSy BRI the
administrating nefans (is ppgrablei tdiimnpicnoen dr nxee eadesenstan a flat-fee rate

substtdiRPRspdclivd BN of DR L terd BxdrBise® b ¥4id0RE ofmore end-users.
synchronizing tinme reference for the conmunication

structure; (c) providing globally-configurable
11. seft bysjemf accordieg dy sargmoné dof threo \pretiedmpgpeleimsdiasranget o be
configfaoBtopeFats E&&uﬁénﬂf‘ﬁﬁ%@?ﬁdﬁﬁﬁk psf) handling new

énd- user registration; noni tori ng operation of
the structure for controlling desired nodes of
12. opAr aystem acbmdiegf to &GnyAosgsoknthecpmeceding dtlaimsnywlosrein the

admBfstraliy %§ﬁ§giirﬂglﬁﬁ1leﬂ{e%y %ﬁne of ré‘Eé”’ritliﬁ\L Iaf?rﬂéutém,rwers.

users are operable to mit y exchange
authorisation certificates prior to commencing
13. coAnmsystemt iaocortingr &b einye ene wak rtke aprebedisd daimspfwisareied the

admPRtrbtidd FREAS s SherdtheR ddohPah hAuBcAHARER b ion analysis of end-
user registration and system usage data for detecting fraudulent access to the system
by end-users.

14. A method of operating a telephone system comprising a plurality of end-users and

a communication structure through which one or more end-users are couplable for

communication purposes, characterised in that the method includes steps of:

(a) arranging for the communication structure to be substantially de-centralized with
regard to communication route switching therein for connecting said one or more
end-users; | ‘




9. A system according.-to any one of the preceditN@nuary 2007
clains, wherein the structure is arranged to supporr?,
end-user free-trial use of.the system such free-trial
use being subject to adm nistration fromthe

adm ni strati ng neans b eate S
(0) SRRt SRS TEon motk, BTl i bR BReraPis " eptayie greir own
t heompmenieationgoutesitmeugintier giusturd baseslderi axchange ohgne or more

e oA PGS kRS0 abdliRicR NS HRfsTBAR: 6RA- User s on
ctive_.O use

© ¢ narayanehy sae Rl bRtk e iRt et o isslif g 31 one
11or hoyceridicrias dwsald vge tomangemxhesar$. t he precedi ng
clainms arranged to be configurable to operate

tl it (O] /
5. 322\3*5‘%59@a?%r%%oﬁ@%ﬁanﬂ@%h B 2ty REAnS L pRgrabe o
admintsmr s deashiopereft endeuser sigy-ups andrehdeert payment Jeryaakss e the

comRiunicRiidh Geeiuré! conputer servers. 13. A system
according to any one of the preceding clains, wherein

the admnistrating neans is operable to apply an
16. hedrmsthpd sactording eClaan i idnoana) whemsinofheeadininistrating means is

. operéﬁg 'tééér@%t@gré%grgfgéeézﬂrﬁ%m%k a"i]'sftﬁé a%tn%‘fﬁah@means being
operE 6 AR SR or T RO B R SOUPL AT eyt e one or

moreptanreaportdinggiubtickbys sdth the dystem toatificata tuthantpatiorcpurpeses.
t hrough which one or nore end-users are couplable for

communj cati on pur char act |sed| t hat
17. roRBahsherpiuts K ERER g, WPaTh et hans 1s operabl
- to generatel privde-polificdey pairsinsing a RieessGhamauftdelhdn/{RSA) method.
de-centralized with regard to comuni cation route
switching therein for connecting said gne or nor
8. enf- rﬁ%fa?fgaccfid'%%glagm 6o 7o Hh W%&?%gmc&fremqﬁes a
-peerduepeerr coomeurdoationi seetarotko threugip ewlaibh ethieo eaduabilsi ake  mutually
conreB@ble. OWN  communi cation routes through the structure
nbaseg on exchange of one or nore authorisation
certificates to acquire access to the structure; and
19. (ch emettaigiaogorting $ai Clast r 1&;t whereio thacpestdo-peer network is

impk%rg%tl&? 3k r%at:brﬂgngﬁ’cﬁpgf fn%rfa'cﬁﬁ%d?ﬁs%'gdstﬁ’ﬂase r%?ggoia‘?d storage

”Odwoﬁﬂ%ﬁ?@ inRyer s regraisiats for gaiabaseaqeres purposes.
adm nistrating nmeans is operable to admnister at

l e
20. | RhoMaPRlo G100 O e 11 VAo Rk
meaRgigAANgRf toPedpran ANG 2r Berelsf. wherein the
(a) admmdmgraatenﬂ@sgemm& datddeEebl e to generate one or

(b) mé‘r%we[)g\é crprﬁhlkfn‘éltlll‘neeyrefé%ﬁc% fonI tﬂs cgﬁgldmc%{l&%ljnf@ure

(¢) prpredidieg ilk@@}f@ura@iﬁjswgéuf@rtthe syateMsai d one or
(d) providing peer discovery during bootstrap of the structure;

(e) handling new end-user registration; and
ij] monitoring operation of the structure for controlling desired modes of operation
thereof.

21. A method according to any one of Claims 14 to 20, wherein a plurality of end-
users are operable to mutually exchange their authorisation certificates prior to




nmore correspondi ng public keys within the systﬁmaf—,@gryzow
certificate authentication purposes. 17. A net

according to Claim16, whergin the administrati ng_

nmeans is operable to generate private-public key

airs usin t - hamr Adel RSA thod. ,18., .
compEpEin GALR AP g DRI AP I WIFTe 75 leah B3 Frsalgyrarbraes is
identifiesi totbegethentic.i ncl udes a peer-to-peer conmuni cation

netvvork t hrough which the end-users are nutually

nect a . nmet hod ardi tqQq,Caimilg, .
22. (o BGEHR rEopElin 6, 850800 ebipre 1210 R BHaR By oo i
arrangadbionatppon efd-uUskrerdeattinhyseofl e syslewt suctydendiatgise being
subjééi' & %Hﬁﬁﬂ&?atloﬂoﬂSﬁ B '&Gwﬁrﬁﬁf&ltlﬁg‘rﬁl@ahsﬂ t%“?e&raté@r&umg of
slots for database access purposes.
authgi3alipRs ng to any one of daims 14 to 19 wherein the
adm nistrating neans is arranged to perform one or

23. MaGn&hod 4brd¥idil dHytoe P tHRNGlaiHR eI t@QQOMﬁérélnC{ﬁé Q@tﬁﬁ%tratmg
nchroni zi n? ({)Frre refere

meaé% Mﬁ?r@h\% @glng?lp%@par%' mor(eC SRS (ﬂ"n@ ﬂap %e ra?e subs?antlally
irrespeaivalof ysecafithé gyaterb legersiset by gaidfame or vers ped-essers; d)
providing peer discovery during bootstrap of the

struct ndl i ng ne nd- use istratjon;
4. ol YR arcbiing. b Gakrahe; oh s He I PSRy R Systom is
arraragndtto bk [configuiasé feecharatdesnafrrepfewih POTS artdordt8IN.21. A
met hod according to any one of Clains 14 to 20,

ural ity of en users ar
e apS aReAERg O PR 0P 20 o PrecaRnB HERIeL 1 1ocad: dherein the
admmrs;tratmg medrs idamplemenEity wayeofoneoe more gerdaimempaeat $eovers.
t her ebet ween where at | east one of said certificates

is, id |f|e to be aut 2. hqd ,accordi ng.,.
26. toAa{ﬂ‘?ftﬁE}%écﬁﬂr iop dp By Pﬂetﬁ%ﬂmSMefPeﬁwn“ﬁﬁéﬂ%tﬂ?%é ’H\“@t’g“r‘g
means is aoparaigedia capplyppnr bewisties Smudf delection analysie of endeiser
I { end-
reuisRYirE iR SIS LR e i oSBTt BB (el gyotem by end
US€l$.epeat ed i ssuing of authorisations. 23. A nethod
according to any one of the Clains 14 to 22, wherein
th ' ' [
27. o Sofffe B yhbiSieRing ATRAAFa biy BP0 SPuEm b KBS el
irrespective of use of the system exer ci sed by said
28. on8oftwargexecgattle ob semputirdrhardwaretftrdthpleneatidg nge bomarey/steps

ofth?ﬂ’?ebtﬂfd Qcﬁ;drp@réﬂqléig}g@ wherein the systemis arranged

con 0 operate concurrently with POTS
and/ or PSTN 25. A nmethod according to any one of the
29. pr8efedirsgaédording td4Ckm 227 onhes edomrhilicable to end-users via a

communication network and/or stored on a data carrier.




adm ni strating means is inpjenented by way of j@nan@ry 2007

nore central conputer servers. 26. A nethod according

to any one of Clainms 14 to 25, wherein the

adm nistrating neans is operable to apply an

heuristics fraud detection anal ysis of end-user

regi stration and system usage data for detecting

fraudul ent access to the system by end- users. 27.

Software for inplenenting at |east a part of the

em ording to Cla|m1 28. Software executabl e

ABST C&o‘ﬂﬁﬁﬁé@' B for i npl ementi ng one or nore

steps of the nethod according to Claim14. 29.
There%PBFd(WeE PHEMNEIpBEr feRphdrid £S}s%a7m A cangl @iﬁﬂla“ biGRitySofiehd-users

20, 30N A S Ruficfighy %tmcfﬁge“ 84 S50t 01k 656 Or Ristsr lioctp 28, o are
couplabledor GBURENITRINPURPSES.oVheisystem J8ds dlsmqytsbed meth@tphone

(a) - Sthét@mfihameaﬂmr b@ludhge 28P | islr flbstantialy eedetsaized with ré@ard to
: %ﬂwn"i‘urﬁ %n‘}t@tzéaﬁ’t&agé FHATLiH eS¢ &E\%P g e OP nURE e%-users

nor & end- users are’ cou or conmmuni catl on
Bses. The system 10 is distinguished in that: (a)
(b) tsaiEl cmenmoni mate cendsisersc t20p e3@ Oares opalableant | edtdblish their own

Q;%nﬁrﬁﬂ'ﬁcfaﬂbh F&ﬁeé"ih%h ﬁ%@%ﬁuétt?re W%&%ﬂcﬁ% dePbttdhe or more

SOl Sl (i) DAmids Y oA HRD, ek g ccess
mtmr@‘uow&tmla@dt o establish their own conmunication
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