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8§21 Acquire a file operation event on a terminal device

§22  Extract, from the file operation event, a file path of a target file involved in the file
operation event

S23  Search for file content of the target file according to the file path, and perform
mapping processing on the file content of the target file, so as to obtain a file
fingerprint of the target file

S24  Determine, according to the file path and the file fingerprint, whether the target file
belongs to a specified file library

S§25  Determine that a file in the specified file library is leaking

AA Yes

(57) Abstract: The present disclosure relates to the technical field of data security. Provided are a file leakage detection method and
apparatus. The method comprises: acquiring a file operation event on a terminal device, wherein the file operation event is an event in
which a specified operation is executed on a target file; extracting, from the file operation event, a file path of the target file involved
in the file operation event; searching for file content of the target file according to the file path, and performing mapping processing
on the file content of the target file, so as to obtain a file fingerprint of the target file, wherein the file fingerprint uniquely identifies
the file content of the target file; determining, according to the file path and the file fingerprint, whether the target file belongs to a
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specified file library which is used for dynamically maintaining a service file that needs to be protected; and if the target file belongs
to the specified file library, determining that a file in the specified file library is leaking.
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