HOVE BASE STATI ON CROSS- REFERENCE TO RELATED

APPLI CATI ONS [0001] This application clains the
whemsfisu4®f U. S. Provisional Patent Applicati oPCT3ER1088/066203

No. 60/942,643 entitled "HOVE BASE STATI ON' whi ch was

filed on June 7, 2007. The entirety of the

af orenenti oned appl ication is herein incorporated by

reference. BACKGROUND I. Field [0002] The follow ng

description relates generally to wirel ess

comuni cati ons, and MOMP®BASESTAMIPN 0 base stations

in a wreless comunication system |1. Background

[ 0003] Wrel ess conmunication systens are w dely

depl oyed to provide various types of conmuni cati on;

for insta a
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Mul tiplexing (TDM, Code Division Miltiplexing (CODM,

Ot hogonal Frequency Division Miultiplexing (OFDM, and

others. [0004] GenerallygaMicr@NU! ti pl e-access

conmuni cati on systens can sinultaneously support

EonmmuRiedbdti on for nultiple access term nals. Each

t ] nal nu ith
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communi cation link frombase stations to access

term nal s, and the reverse link (or uplink) refers to

]{1 cgy n (tllon link fromaccess termnals to base
ati ons. I'S conmuni cation |ink can be established
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j nde dent channel s ghl ch can be referred to as

BTN, CHSAHEIEYor RIS ETOEC LFRF 0L N-R 1Or INSBSR, top steppean use a
b@iety of multiple access techniques such as Frequency Division Multiplexing (FDM),
Time Division Multiplexing (TDM), Code Division Multiplexing (CDM), Orthogonal

Frequency Division Multiplexing (OFDM), and others.

[0004] Generally, wireless multiple-access communication systems can
simultaneously support communication for multiple access terminals. Each access
terminal can communicate with one or more base stations via transmissions on forward
and reverse links. The forward link (or downlink) refers to the communication link
from base stations to access terminals, and the reverse link (or uplink) refers to the
communication link from access terminals to base stations. This communication link
can be established via a single-in-single-out, multiple-in-single-out or a multiple-in-

multiple-out (MIMO) system.



I ndependent channel s corresponds to a di nension.
Mor eover, M MO systens can provide inproved

w@eeBos4rence (e.g., increased spectral effici ePClHUS2008/066203

hi gher throughput and/or greater reliability) if the

addi tional dinmensionalities cPeated by the multiple
transmt and receive antennas are utilized. [0006]

M MO systens can support various dupl exing techniques
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contenpl ated enbodi hents, and is intended.to neither
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Rehidel i neate the scope of any or all enbodinents. Its

sol e purpose is to present sone concepts of one or

[0008] There are many occasions where mobile communications devices, such

as smart phones, cell phones, and the like, lose connectivity with the macro cellular
network to which they are members. This is especially the case where the mobile or
portable device is taken into homes or business establishments where cellular
communication coverage is sparse at best. The subject matter as claimed is directed

toward resolving or at the very least mitigating one or all the problems elucidated above.



nore enbodinents in a sinplified formas a prelude to
the nore detailed description that is presented |ater.

WO 0@20344Fthe cl ai ned subject matter in accordanR&T/ub1008/666203
vari ous aspects disclosed herein provides
architectures that collapse t Re BTS/ BSC/ PCF
functionalities into a single entity referred to as a
hone base station. The hone base station can utilize
or enploy an Al O connecti SUMBLARYi shed between t he

hq%g base ﬁ on and a cel |.ul gr net wor k cket data
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based at Teast in part on a user, across all users,
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f
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RN n2are: thﬁ%@e@tﬁ@ﬂe@ﬂtﬂglsﬁ}neﬂt of! aQPQEé ﬁhﬂn@l(for utilization in a
establish an Al O connection with the packet data

gfa]elﬁssng)rmmdm_catlon environment, comprising utilizing IPSec establishment
procedures on a home base station to establish the IPSec tunnel between the home base
station and a packet data interworking function component, the IPSec establishment
procedures based at least in part on a user, across all users, or based on a quality of
service (QoS), employing at least one of a high rate packet data (HRDP) point-to-point
protocol (PPP) challenge-handshake authentication protocol (CHAP) or non-access
stratum (NAS) based support directed through the IPSec tunnel to authenticate an access

terminal associated with the home base station, utilizing an international mobile



[0012] In accordance wth yet a further aspect, the
cl ai med subject matter includes a wreless

W@ 0oRfM4d@t i on apparatus that establishes and PEBES2008/066203

tunnel utilized in a wireless comunication

envi ronment. The wirel ess conftuni cati on appar at us

i ncl udes neans for enploying an | PSec establi shnent
procedure on a neans for establishing the | PSec tunnel
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&gtk %@rst o Qu{y Bf %%C%@ﬁ%ﬂemf@e ?mswn%gmep% gore of a high
ﬁ&kgtodatasﬁﬂﬂbpﬂpcﬁﬁ‘t@tl&%mlﬁ%&oC(EIQﬁI’LI?i cﬂaﬁe@é‘ecl%qmﬁg

further aspect, the clained nmatter 1ncludes
wth@itegsomplmﬂml (@’HAB}]@I reppErcess §eatumafN ADps¢dsewppart directed
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{vith e m@aﬁsqaﬁéslﬂeq;m‘slﬁlﬁm@ PSBRtRAASIE nShid foP Btili An@aP Ak Bitional
data i nterworking function, di rect| ng hi gh rate packet

aebde suiRDE)Cr pangity: (tIM.Sébqlsmmgp@W@‘r@dhe PEp) for mobile communicating
FLPLL RS eNAEAE (AR GEL B0 RIRIRE o LR

t@hmunighti@s el dhekk iy fbh@tahﬂ)mﬁn@ AseIPStatun@sl andtthc dcans for

secure wreless comTunl cation environnment, identifyin

serpag paskegdata Admygany forsawlpung 4 LA signakiag toj gtablish arbh |
identity (IMsI)

g(;shsnce)gt}i(gltr\ggﬁ it/lv% tqﬂé angg@asg%é@%p%géﬂn(?‘ ﬁ%l est abl i shi ng

(013 ¢ datmadcotdenahaitige findtonegrect e qt:anieétmaﬂim mcludes wireless

servi n]I% node and tglaéhorre .base station,
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asthy {Pc %thﬁhs%%{eﬁgprﬁkedhr&' tg Rk b G ANBSE ﬁhﬁ&%%ﬁe%mg from a
coupled to the nmenory, configured to execute the

hers¢ basetsiapios te epatksedath mtetworkmgdungtion, directing high rate packet data
(HRDP) point-to-point protocol (PPP) challenge-handshake authentication protocol

(CHAP) through the IPSec tunnel to authenticate an access terminal associated with the
home base station with a secure wireless communication environment, identifying a
packet data serving node based at least in part on an international mobile subscriber
identity (IMSI) associated with the access terminal, establishing dynamic data
interchange between the packet data serving node and the home base station, and

establishing an A10 connection with the packet data serving node using A11 signaling;



[0014] The claimed matter in accordance with a further
aspect includes a machi ne-readabl e nedi um havi ng
W@ t@sasid4sher eon machi ne- execut abl e i nstructi onBCT/082008/066203

utilizing | PSec establishnment procedures on a hone

base station to establish an PPSec tunnel between a

home base station and a packet data interworking

function conponent, the | PSec establishnent procedures
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t dat HRDP t-t t | PP
BRFFenge. Riatvimae et R tsrBhPboRin - dadsponset can. n
R QRAreAGS BSAmBhicalidhy s&h@@? ineRYIE dn SPPRALS cothp@GhEd processor
through the |1 PSec tunnel to authenticate an access

eaniguresl toanilinsi 1B ecicspbilishment prieseduisase adwogei e station to
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ermn o ltdentity

aSSOCIa € access

fAiincEed &ﬁhpcﬁleﬁﬁﬁkﬁbmdﬁé PSee levtabigshRRdepiotdurddiagdd indart on a user,
establ i sh _communi cati ons, bet ween t he hone base station

&‘H@ISSt Huishibkltusait o selitbhef ssodes (Qaa aBriprteyenaploy one or more of

LB RSB EORAES]

alithdsrhl_eaiﬁ(ﬁr eoaicny GHWP Y @ mhed cendgatutrh@ AS)ased smppert dlrected
R AR R I AT A,
fﬁ%r%tsﬁa%h,qmlae afl BREIh RSP hoBNd st ReriR AeHee, dVAM AgScisl with
the access terminal to identify or select a packet data serving node with which to
establish communications between the home base station and the packet data serving
node; and employ A11 signaling to establish an A10 connection with the packet data
serving node.

[0016] To the accomplishment of the foregoing and related ends, the one or
more embodiments comprise the features hereinafter fully described and particularly
pointed out in the claims. The following description and the annexed drawings set forth

in detail certain illustrative aspects of the one or more embodiments. These aspects are



in detail certain illustrative aspects of the one or

nore enbodi nents. These aspects areindicative,
whoweisgo of but a few of the various ways i n RT/TE200$1¢66203

principles of various enbodi nents can be enpl oyed and

the described enbodi nents are®intended to include al

such aspects and their equival ents. BRI EF DESCRI PTI ON

OF THE DRAWNGS [0017] FIG 1 is an illustration of a
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provi tration o ase station that
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the subject dis Iosure %0024 FI G. 10 provides

peidhroel 8 Hope by 4 SN SCHRETHISE R PR Of fhggsubloct
H@gbgg@s an Al 1 concentrator utilized in accordance

with an aspect of the subject disclosure. [0025] FIG
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disclosure.

[0025] FIG. 11 is an illustration of an example methodology that facilitates
utilization of a home base station in a wireless communication environment.

[0026] FIG. 12 is a further illustration of an example access terminal that
establishes a tunnel through a home base station in accordance with various aspects of
the subject disclosure.

[0027] FIG. 13 provides illustration of an example home base station that
establishes a tunnel to a packet data interworking function in accordance with various

aspects of the subject disclosure.



resource bl ocks to access termnal (s) via enploying a

flexible signaling schene in a wrel ess conmruni cation
wepoosndament . [ 0029] FIG 15 is an illustrati oPCDUS208/066203

exanpl e system that enables establlshlng a tunne

linking a home base station w/th a packet data

i nterworking function situated at the contiguity

between the public Internet and a core cellul ar

{0028] ess cBHGIAIicait ilhistreton ¢fanreaaipleBEIAltER facilitates allocating
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throughout. In the follow ng description, for purposes
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speci f| c details. In other instances, well-known

etvilgemenes and devi ces are shown in bI ock diagram form
in order to facilitate describing one or nore
enbodi nents. [0031] As used in this application, the
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are intended to refer to a conputer-related entity
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daapo e mtler ommnces wdd-kniotvini struetuprseod dsviaesdiro sh(tvmr md:dock
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PR G 8 G S B Ko 5 B
daviccoarsl the C(ahpmmg device can be a component. One or more components can
reside within a process and/or thread of execution and a component can be localized on
one computer and/or distributed between two or more computers. In addition, these
components can execute from various computer readable media having various data
structures stored thereon. The components can communicate by way of local and/or
remote processes such as in accordance with a signal having one or more data packets
(e.g., data from one component interacting with another component in a local system,
distributed system, and/or across a network such as the Internet with other systems by
way of the signal).

[0032] The techniques described herein can be used for various wireless

communication systems such as code division multiple access (CDMA), time division



conmuni cation systens such as code division nmultiple
access (CDMA), tine divisionnultiple access (TDWA),
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frequency division nultiple access (OFDMA), single
carrier-frequency division muPtiple access (SC FDVA)
and other systens. The terns "systenf and "network"
are often used interchangeably. A CDVA system can
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vari ous enbodi nents are descri bed herein in connection
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' dhel d deV|c havi

hifenaeeSEmucl: oh 5?@%%1&?@?@0%&6%11& HGY aavsteg, superiber unit
QUREEHR EAEES ThAE UM IR EME B &h&E staPioR, remote terminal, mobile
device, user terminal, terminal, wireless communication device, user agent, user device,
or user equipment (UE). An access terminal can be a cellular telephone, a cordless
telephone, a Session Initiation Protocol (SIP) phone, a wireless local loop (WLL)
station, a personal digital assistant (PDA), a handheld device having wireless
connection capability, computing device, or other processing device connected to a
wireless modem. Moreover, various embodiments are described herein in connection

with a base station. A base station can be utilized for communicating with access



Wi rel ess nodem Moreover, various enbodi nents are
descri bed herein in connection wwth a base station. A
Wha®e/15:43t i on can be utilized for communi cati NBCTIS1908/066203

accesstermnal (s) and can also be referred to as an

access point, Node B, Evolved?Node B (eNodeB) or some

ot her term nol ogy. [0035] WMbreover, various aspects or
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Whiidh fowectihiar n@spest Metotdigintkadrd®ite Wath £furtheh&pect, the claimed
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BREOHARNES \& g(,h%}’ﬁ@l%yﬁl enoodiA®NS | PLES aRlREd BRE/BE Befined in a
System 100 conprises a base station 102" that can
cdbilardgstom|or npiverriadefarition tr o uPSPPPorithenamolddication.
[0037] Referring now to Fig. 1, a wireless communication system 100 is
illustrated in accordance with various embodiments presented herein. System 100
comprises a base station 102 that can include multiple antenna groups. For example,
one antenna group can include antennas 104 and 106, another group can comprise
antennas 108 and 110, and an additional group can include antennas 112 and 114. Two

antennas are illustrated for each antenna group; however, more or fewer antennas can be

utilized for each group. Base station 102 can additionally include a transmitter chain



one antenna group can include antennas 104 and 106,
anot her group can conprise antennas 108 and 110, and
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Two antennas are illustrated for each antenna group;
however, nore or fewer antennds can be utilized for
each group. Base station 102 can additionally include

a transmtter chainand a receiver chain, each of which
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forward link 118 can utilize a different frequenc

b e ialCudee Ty ahyeionceRis FPDA bl nvagd link 118
L fik24 SR05S I, b Rl L BYFREY RARY2bTAR forwara
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forward link 118 and reverse link 120 can utiliz
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station 102. In comunication over forward |Iinks 118
grodpd O, bet dpsigned to communicate to access terminals in a sector of the areas
covered by base station 102. In communication over forward links 118 and 124, the
transmitting antennas of base station 102 can utilize beamforming to improve signal-to-
noise ratio of forward links 118 and 124 for access terminals 116 and 122. Also, while
base station 102 utilizes beamforming to transmit to access terminals 116 and 122
scattered randomly through an associated coverage, access terminals in neighboring

cells can be subject to less interference as compared to a base station transmitting

through a single antenna to all its access terminals.



transmtting antennas of base station 102 can utilize
beanform ng to i nprove signal-tonoise ratio of forward
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Al so, while base station 102 utilizes beanformng to
transmit to access terninals W16 and 122 scattered
random y through an associ ated coverage, access
terminals in neighboring cells can be subject to |ess
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deploy T1 connections to base station 102. Rather, the claimed subject matter can
employ existing DSL (Digital Subscriber Loop/Line and/or its variants)/Cable modem
connections in conjunction with base station 102 to transport packets over the backhaul.
Such deployment can provide savings for operators (e.g., home users and small business

or enterprise proprietors). Nevertheless, existing technologies on their own typically are

inadequate to facilitate or effectuate the interconnectivity between 3G wireless networks



backhaul ) obviates or mtigates the need to utilize TI
connections to the honme or small business/enterprise
Wmei0s0s44@nvi ronnent, and nore particul arly foPEBUSI008066203
the need to deploy Tl connections to base station 102.
Rather, the clained subject ntter can enploy existing
DSL (Digital Subscriber Loop/Line and/or its
vari ants)/ Cabl e nodem connections in conjunction with
habs@nst@idnahredid2ntiab ahd/ansyarcks jpaclketasnowerkst Fer instance, extant

backhaul . Such d oyment . c provi de savi ngs for :
6%98?54?’6%&1@3&6 and § algxwgafgﬁqae%%ﬁvlsméiiuagé §FgP) or time

) . | L
&@Es%@{dgé?&ew t'teﬂmtenﬁgo%%% a??fé)g{ctahf laﬁé Surr&@Xly b B to take advantage

techno Ically are I hadequate to
bhwirtlessateewonkinef ttdublmmie thiteniphoyeFddns@Xt i standardse(t g eMi-Fi);

Sl SR B0 R Ao R B P REe R i-Fi systoms
R &dVer, R ESthhEtTIZB ak srelohe ndB2TEMROY | NParadigm, such as, for

frequency division duplex (FDD) or time division '
e cabérmadiroyigercralheare yidapalle f susthining spagds ip excess

u Q take adyvantage of, wi.rel ess networ ki .
RSl gr P 2R RS FinahE BLRSE M EIRL Blercayyoms s
Winekdly; lirgixddsto i 3ngMBYbdcoh@r Thiph bickhhelGhesls dgttRSe systems have been
general ly cannot take advantage of W-Fi systens.

REPEBvess beifglews thimevaitthe-pi epesds 3 thagwgedyspialrpalt that to
heﬁEﬁle%)ga %O%bg&rﬁ%cgﬁt Sfb'tcﬁc@ﬁ’terﬁﬁﬁ l?é@gpic%e s%iﬁz{ls 116 and
cabl e rmgerrs, gener a ?/’ are i ncapa T\ ot Sustarni ng
$pbedatilire estioessioftha0avKBhpbgoh thed REEf02 tshwadatdhe

ver-the-ajr i rel ess) capacity of these s ens is )
O ly Flave depiCisemaesiany S bk ar’fﬁl&fg}ursﬁﬁﬁ Hagfcordance with
SPESASt dfithd NERRITNALE N RAHR aRBRBRRI DB Y BlflisBGtcBShMN thelude
sl ower than over-the-air speeds wth the consequenti al
a@ssd terminalt202chdake be hecantinasusren/do @perativecsypssidioarfdar
access termnals .(e.q,, access termpals, 116 d 12
PO SembUBieaon b Pato R AR S rea 5o HikERY efak celtutar
SQens Blaﬂ%ﬂﬁbﬂé&e. d ,O43dnckitdn (3GY e ItdrSyaBmb) dsusdicatd B$ macro

[

network arc ecture 200 in accordance with an aspect
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players, and the like.

[0044] Network architecture 200 can further include home base station 204 that
through utilization of the facilities set forth herein extends functionalities currently
extant within a cellular network (c.g., 3" Generation cellular system) into the home
network environment or small business enterprise network environment. Positioning

home base station 204 within the home network or small business enterprise network



topol ogy 208. Illustrative machines that can conprise

access term nal 202 can include desktop conputers,
w@eloBusano phones, smart phones, | aptop conput ePGT/US2008/066203

not ebook conputers, Tablet PCs, consumer and/or

i ndustrial devices and/or appll ances, hand-held

devi ces, personal digital assistants, nultinedia

I nternet nobile phones, nultinedia players, and the
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alternatively, firewall/network address translation (NAT) component 206 can also
facilitate network address translation (e.g., network masquerading, native address
translation, or Internet Protocol (IP) masquerading) whereby firewall/network address

translation (NAT) component 206 rewrites the source and/or destination IP addresses
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Local Area Networks mpus Ar ea Net wor ks
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segments or fragments (e.g., intranets, extranets, and the like) access to some, but not
necessarily all, sections or subsections being limited to identified and/or identifiable
individuals and/or utilization.

[0048] Packet data interworking function (PDIF) component 210 can also be
included within network architecture 200 and generally can be responsible for functions
such as providing access to packet data services, implementing end-to-end tunnels,

allocating IP addresses, encapsulating and de-encapsulating traffic, facilitating user
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dq one orlrgore access terminal 202. Moreover, packet data serving node (PDSN)

component 212 can also assign dynamic Internet Protocol (IP) addresses in addition to
supporting mobile Internet Protocol (IP) functionality. Further, packet data serving
node (PDSN) component 212, similar to those components disclosed thus far, can be,
implemented and/or effectuated entirely in hardware and/or as a combination of
hardware and/or software in execution. Furthermore, packet data serving node (PDSN)

component 212 can be, but is not limited to, any type of engine, machine, instrument of
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ge?tfg gér{g{n?é ﬁ%ﬁg (PHSN ESHEheRl 2 1NERIR r nB Bl otk @fdlisky 208. Mechanisms,
machines, devices, facilities, and/or instruments that can comprise access,
authentication, and accounting (AAA) component 214 can include Tablet PC’s, server
class computing machines and/or databases, laptop computers, notebook computers,
desktop computers, cell phones, smart phones, consumer appliances and/or
instrumentation, industrial devices and/or components, hand-held devices, personal
digital assistants, multimedia Internet enabled phones, multimedia players, and the like.
[0051] As illustrated, network architecture 200 can also include proxy call

session control function (P-CSCF) component 216, an IP multimedia subsystem (IMS)
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and/or software in execution and can be any type of engine, machine, instrument of
conversion, or mode of production that includes a processor and/or is capable of
effective and/or operative communications with network topology 208.

[0053] Fig. 3 depicts a network architecture 300 that facilitates and effectuates
an aspect of the claimed subject matter. Network architecture 300 can include access

terminal 202, home base station 204, firewall/network address translation (NAT)
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fa0Sdinal | / nEignd nlustrdtis e derthar abt ek iahit¢¢NT)4 00 dhgd shfeettiates and

ga%ﬁitat-erél Eﬂ é:s%leétyof %{]edcﬁarlimed subject matter. Like network architecture 300
exemplified in Fig. 3, network architecture 400 can include access terminal 202, home
base station 204, firewall/network address translation (NAT) component 206, packet
data interworking function (PDIF) component 210, and packet data serving node
(PDSN) component 212. As will be readily appreciated by those cognizant in this field
of endeavor, access terminal 202, home base station 204, firewall/network address

translation (NAT) component 206, packet data interworking function (PDIF) component



the conception exenplified by network architecture

300, access term nal 202 needs to be cogni zant or
wWaBasHiat it is in communication with a honmeP@EES2008/066203

station (e.g., hone base station 204) rather than a

macro base transceiver statiol’ (e.g., macro base

transcei ver station 218) and based at |least in part on

this cognition access termnal 202 can initiate |PSec

2 L petkee ditabérvaigmmdt (PDSNEdemmpancho2 iNahitypitdly be connected via a

fabrication or establishnent of tunnel s ect 3
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&¥fject RAGKES tﬁa@k&n‘eﬁs@é&@@ﬁ ihBGbEASTabREhel %9'tl@ horne base station
coimponent 210, and packet data serving node (PDSN)
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erwor ki ng function (PDI F) conponent 210, packet data
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in the art, because nmuch of the configuration and

Bpdlustrrisd tymeling aspeehr dant oridhe % (gge the public Internet-
t
BRI ittt Glich A0 NG HE R CHhicthds e LR he
piotectcd, cotet diul zdethesk 4.9t B 8gemdrat31mai&llﬁhiasyst€em ohaateork) thereby

been,.omtted to avoid needl ess repetiti.o d for the
Broyiling s %ﬁé@%ﬂecwgﬁgﬁ%@cew&%@ D3 el paslietpaving
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an |1 PSec tunnel that can be’establ’i shed bet ween and by
feoitsich asdfuscaenabity 20%idad dy pecd simedatibjcttmatanor ki ng

folﬁlggf ton ( Bnce ‘gunnehng aspect 402 has been established, linking home base

station 204 with packet data interworking function component 210 through
firewall/network address translation (NAT) component 206, the radio link between
access terminal 202 and the protected cellular core network will generally be exactly the
same as it was had access terminal 202 been communicating with the cellular core

network through macro base transceiver station 218.



conmponent 210. In this instance, access term nal 202

is typically unaware that it has noved within the
weeosiisuof a hone base station (e.g., honme baBE&I/US2008/066203

station 204) or that it is conmunicating with a hone

base station (e.g., honme base2&tation 204). Al that

access termnal 202 is generally concerned about under

this aspect of the clainmed subject matter is that
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the protected core cellular network (e.g., 3rd

d
'g’gthéli*ea‘fq”@ﬁr@@l“f%k-ar system or network) thereby
PUSY) .79, FEPIAGRS hOLFEBERLINL o CELUESD, RPBE Rl or
eqiteishiopeeintamihy, dngpéredhdtingpointpepoins prdd@! WRHGutsions and
s eab BT repeo  BDge o ot tfer Iypagpee mobil
ﬂ@&n&%o%&%&g&ﬁﬁﬁlﬁ&kdnﬁﬁ%an |t§lﬂ1~]§dlf§/goenﬁﬂﬁd&ia(§easﬁc?a&écp@ith home

204 with packet data interworking function conmponent
Bds0 statipn @@ chuswal dr/aneciatik ofid gadkes ddta sersingtiinortiof MY )with

GEE BRG kP o4 EEp S RmekieG SO S RafU ROgrrfies Rome base
genet 204 é@f@ﬁ‘ fAX&@fdnh Ny tdeatisa AEmasrol Basd\eensBaderdefRD18. With
term nal 202 been comruni cating with the cellular core

meeioe pottenght piatece! JHYR it shanlsddsingéad thatat ¢agrhave two parts: (1)
i |
R BT PRGN R0 A e BN s o e

aspactrridl ih3PPeein 86PRMAi Sietioh eimbe dortW¥ea &@$@] protocol
station 204 and packet data interworking. function 210,
C

deftned s PrhdkaT-Sceat Strate cad (@) HPLfetraping wiicky s perfgrmed to
E?é}ﬁé&ﬁtﬂ[) ‘B?ékaet B&intaflGs. r@%rﬁ%%%%qgfegﬁir&{ R?%(}Egb! 3EPPY es9§‘packet

contro unction conponent "2 posi tione yon

pasbd ifemling &rtheRLEdpger ne tovoark/IP phclateindogneialy dd@djot need this

%Eéo%gh tunnel i ng aspect 402. Hone base station 204 in
Tt o effectuate construction of tunnel i ng aspect

ffdsopener aFigY 5Q§%ﬁliﬁé§ SRR Y Rw S&ktar@iteCfueISoY thad Bcilitates and
uni quely associated wth the hone base station and

éflicatimees anrpapeqpobthcdabjcttrmaatspas elaoyedai Nétwork architecture 500 can
include access terminal 202, home base station 204, firewall/network address translation
(NAT) component 206, packet data interworking function (PDIF) component 210, and
packet data serving node component 212. As will be understood by those moderately
cognizant in this field of endeavor, packet data interworking function (PDIF)
component 210 can be positioned at the contiguity that exists between the public
Internet and the core cellular network/intranet (e.g., public Internet-core

network/intranet boundary 504) and that packet data serving node component 212 is



respect to the nmultiple users that can utilize hone
base station 204 in order to interact with the

W@ 008540 net wor k. [0058] To facilitate the foPEHUBI8/@66203
packet data serving aspect responsible for
establ i shing, maintaining, and terninating
poi nt -t o-poi nt protocol (PPP) sessions and assigning
dynam c Internet Protocol (IP) addresses in addition
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(NAT) conponent 206, packet data’interworking function

oIt dlisbahtodmérionRiltise statomp2dkeith gatkat daa uitergyonlodge function

conpone 2...As will be understoo t hose :
FOBRRREE\” dB g Dahincr-Hop BSF TRH S 2 Sndau e trpmkiagr. base
Statich EdHuRIVO bkd/B8pdciBCion @bl fukENdn) (cROMPEIBRL/BIY can be
positioned at the contiguity that exists between the

pyhmentphiiesy brstunkikel thereproselepesetefl in mlativattouliige 4 thermaplkat data

g, , Yo|NP" - Li~Nalr ane [
s e BRI ARy 35 DEBI A ATEE aORHERE o
besviyipinglidtyn Shiti batRditiied by paddee dah Qérettigadde Qi 2 situated within the
cellular network rather than being placed in the

ﬁHEPﬂ@#WﬁF@WW@ﬁnﬁﬁﬁﬁarge: Moreover, as will be further
ﬁfr?tﬂgfc' at egphy i O9%Gsab %é“iﬁ{tﬂ#r}{erﬁé‘tidnl LR, &i'ﬂ?reg%égt to Fig. 4,

comuni cat 1 on bet ween e vari ous devices
vhopohehdse biratstatian 204 npminsiaiches by tway g lieinet Proteoh@8P) packets
and/ or the core cel rk/intranet can.be

| ul ar net
WP § aﬂw&?hww%‘ag &aP Qo8] ORIG P i to the packet
HAR ﬁr{t&%?lgiﬁ% ik cESn c&q?bﬂénf)_@?d, lYiderae Ybdckp@SRobied by Fig. 5 the
understood by those of ordinary skill in the art,
interolgdnge kinplays gométdcpointipiogocol (PPP) inside tunnel 502 so that the point-
to-point protocol (PPP) termination point is at packet data serving node component 212.
Consequentially, given that packet data serving node component 212 is generally
situated behind public Internet-core network/intranet circumscription 504 (e.g., packet
data serving node component 212 is typically positioned on the macro cellular network
rather than in the milieu that can comprise the public Internet) the point-to-point
protocol (PPP) is being extended all the way into the macro cellular core network rather

than being intermediated by the packet data interworking function component 210.



i nterworking function (PDIF) conmponent 210 wth hone
base station 204 can be established on a per user

wha®sas44ar can be performed across all users, BPET/US2008/066203

differentiated based at least_in part on dlsparate

traffic types (e.g., Quality & Service (Q0S)). [0060]

As stated in connection with Figs. 2-4 above, since
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wireless system (IWS). A21 interfaces can provide for handoff to 1x.

[0064] Fig. 6 provides depiction 600 of an access terminal 202 in accordance
with an aspect of the claimed subject matter. As has been discussed supra with regard
to Figs. 1 and 2, access terminal 202 can have basic functionality similar to that
elucidated in connection with access terminals 116 and 122, above, and as such these

basic functionalities have been omitted for purposes of conciseness.



interfaces specified in the macro cellular system
specification. For instance, Al 3 interfaces that

w@ 2008158 nal i ng i nformati on between the SC MWETINB1008/066203
in a source access node (AN) and the SC/ MM function in
the target access node (AN) f& dormant state session
transfer. As further illustration, Al 6 interfaces can
be utilized through tunnel 502 established between
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station instrumentalities where a base transceiver station (BTS) component 704 can
facilitate wireless communications between multiple access terminals (e.g., access
terminal 202) and the core cellular network through utilization of a tunnel extending
between home base station 204 and packet data interworking function (PDIF)
component 210. Base transceiver station (BTS) component 704 in addition can also

include aspects related to encrypting and/or decrypting communications between the



(e.g., IPSec tunnel) extending from access term nal

202 to packet data interworking function conponent
WQ1@s/13a4p0 cal | y, the tunnel established by tunP&l/Us2p08/066203

conmponent 602 can include utilization of honme base

station 204 and firewal |/ net stk address translation

(NAT) conponent 206. Under this aspect of the clained

subject matter, tunneling conponent 602 needs to be
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terminals (e.g., access terminal 202) in communication with home base station 204.
Packet data serving node component 710, under this conception or aspect, can assign
dynamic Internet Protocol (IP) addresses as well as supporting mobile Internet Protocol
(IP) functionality. Inclusion of packet data serving node component 710 with home
base station 204, from the perspective of communicating access terminals (e.g., access

terminal 202), makes home base station 204 appear to be functionally similar or
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unctionality. Inclusion of packet data serving node
esvopated mtithfbdnedhash stabome204 (e.g., multiple base transceiver station (BTS)

aspects 802 can be utilized where there are a multiplicity of access terminals
communicating with, and in the vicinity or purview of, home base station 204). Base
station controller (BSC) aspect 804 can allocate radio channels, receive measurements
from access terminals within the purview of home base station 204, and control
handover from the various base transceiver station (BTS) aspects 802 under its
supervision. Moreover, base station controller (BSC) aspect 804 can also function as a

consolidator where multiple low capacity connections from and/or to the various base
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functionally simlar oridentical to a typical macro

base transceiver station (e.g®9 macro base transceiver

station 218). [0071] As illustrated the
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ST ot Foc¥ i 05 D555 380 0208 Sy s
EHRANE ISrthel PERPMEIVIRRS WIRNBAS Sverview is presented. When an access
terminal (e.g., access terminal 202) initiates association with home base station 204, the
home base station 204 establishes a tunnel (e.g., IPSec tunnel) with a packet data
interworking function 210. Once the tunnel has been established, home base station 204
can utilize high rate packet data (HRPD) point-to-point protocol (PPP) challenge-
handshake authentication protocol (CHAP) to authenticate access terminal 202. It
should be noted without limitation that in accordance with this aspect of the claimed
subject matter the tunnel needs to be established before high rate packet data (HRPD)

authentication takes place as the constructed tunnel is typically needed to transport
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credentials can be employed with the home base station 204 accessing access,
authentication, and accounting (AAA) component 214 for the keys necessary for
authentication.
[0079] Once the access terminal has been authenticated and authorized, home
base station 204 can use the access terminal’s international mobile subscriber identity
(IMSI) to identify and select an appropriate packet data serving node (e.g., packet data
serving node 212) with which to establish communications. Typically, the “IMSI

modulo N algorithm can be utilized and performed, where N represents the number of
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between packet data interworking function (PDIF) component 210 and home base
station 204. In regard to the latter aspect (e.g., supporting different traffic classes
between packet data interworking function (PDIF) component 210 and home base
station 204 base at least in part on different security associations (SAs)) multiple A10

connections (e.g., either intra or inter access terminal) with similar quality of service
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read only memory (EPROM)), electrically erasable programmable read only memory
(EEPROM), or flash memory. Volatile memory can include random access memory
(RAM), which can act as external cache memory. By way of illustration rather than
limitation, RAM is available in many forms such as static RAM (SRAM), dynamic
RAM (DRAM), synchronous DRAM (SDRAM), double data rate SDRAM (DDR
SDRAM), enhanced SDRAM (ESDRAM), Synchlink® DRAM (SLDRAM), Rambus®
direct RAM (RDRAM), direct Rambus® dynamic RAM (DRDRAM) and Rambus®

dynamic RAM (RDRAM). Store 902 of the subject systems and methods is intended to
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goantn%ctqoenls %lﬁldditspoaratltg %gglg%taéeosrtﬁions afid the A11 and A10 interactions
between the disparate home base stations in connection with A11 concentrator
component 1002 and packet data serving node (PDSN) component 212. Typically, the
mappings established and/or maintained between the A11 and A10 connections with
disparate home base stations in connection with A11 concentrator component 1002 can
be utilized to route packets to and/or from A11 concentrator component 1002.

Furthermore, the established and/or maintained mappings can be dynamically updated
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w@eoogasudiencl ude both vol atil e and non-vol at i | ePEELB2098/066203

By way of illustration, and not limtation,

non-vol atil e nenory can inclutle read-only nmenory

(ROM, programmble read only nenory (PROM,

el ectrically programmabl e read only nenory (EPROV),

Blsed tut icaalin yareomshbh éleﬂfoﬂgarl&@mh@l (ceathonnd lyasmemory 204) joined

EEP , flash Vol |
oSO R SR ErroRD RS M A S Foertrs. dddgrandty, when
?Fe@?ou@ﬁr@fa)bhslﬁﬁ N\ﬁ)yco%ler‘dt ohY$hd Bl QInoern?g ﬁﬁ{zea 'Bgrény access

mtation is aval l'e In many fornms suc
sratriat oRAM e BRAMcss thymaral & aRANIatERAN thesi HEtrmandis:, home base

DRA d bI t SDRAM ( DDR SDRA|
ﬁ%@@&%ﬁm#&g %ﬁb% i Iil nk(r) ( DRAM ( SL'E)/%R’AI\/D
@JS}JS( r) Fhﬁl@é@t\m &BMAI dédn@&ittrarsiuHohdnt dYORToBust

M ( DRDRAM and us(r) dynam c RAM ( RDRAM . Store
memommgssmtﬁR@aC)wgteémaa d agdsesvod dirpglyi tntp@d@é data serving

g(?ﬁssull\lﬁ 3 te?lcl)‘ eugp g?aﬁﬁ%éf?{)mr%rtesesdorlt (3&1#(5552 1§rnp ciients any p1 the A1l
Etﬁlcaﬂtﬂft@t%o@iﬁﬂeﬁtm@ﬂ2 st QVﬂQV\B&B‘[d@&n varssBt When robust header
dat abase, a hard. drive, and the |ike. [0083] Fig. 10
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ﬁﬂ?&%ﬂ&h Runétidh(HEk 86 mpGcat §mfar@grp6@é%%f(deﬁ ent thereby
conpone 212 thus reducing the inpact on packet data

gdpeing @qmwéoe( PHSgcs el ﬁ@tbe.zirzloaﬁd iethe setictopllylgr network.
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ween il Vi ces an
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t erm nal ., access term nal 202) sends pack
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are COﬁﬂUﬂICatlng |rect pac ata
AddsighFDENn farorpom ﬁrndsrc@rilﬁlualcht@dtbeﬂwamtshmme tlh&ss:mdeS (ANs) and

08 He A E) 196 PR HEOHE Haed VST A Gimsgad Sidg Session
:l“fnhtngi;éf gég&%aﬁéﬂ}ﬁ has c@ﬂé’enﬁﬁio@ E@ﬂnﬁ&leﬁp 1682 HhALGher be utilized to
concentrate A17, A18, A19 and/or A21 interfaces. As stated supra, A17 interfaces
generally carry signaling information between a source access node (AN) and a target
access node (AN) to manage resources in support of inter-AN cross-connectivity. A18
interfaces generally transport user traffic (e.g., air interface traffic channel data) for an access
terminal between the source access node (AN) and a target RT during cross-connectivity. The
A18 interface endpoints are typically set up using an A17 interface. A19 interfaces generally

carry remote transmitter (RT)-specific bearer-related cross-connectivity control messages for

an access terminal between the access node (AN) and a target remote transmitter (RT). The



concentrat or conponent 1002 which in turn can
communi cate with packet data serving node 212 through
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concentrat or conponent 1002) and the packet data
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di rectl%éto packet data servi ng node (PDSN) 212 when

pisisisstndios serqurieBiy Mt ity agtRArqo) thiakshons angeiss@ibed e For
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obust der conpr
topd elﬁﬁﬂﬁtﬁd:l}dﬁb ﬁeb&séﬂtedlammem bf aterelaahponeot cvbai2surh as in a

a rouyte protocol, robuyst header co resslon (RoHC)
daistdeaaramc Mprpeyer, anogéﬁ é‘iﬂJSfrate S CRA %regflg?ql impdement a

h@%ﬁ&%& ﬁ&&H{dinP&VRRBﬁQof’\fnbfboéfﬁbddhﬁbﬁtét ion that

concentrator conmponent 1002 is depicted for
{0989bur posBSthokfeexmposo Fign 1 adlustraapianatahedodog)i Lit00nl4t

onmponent,. it will be a eci ated by those .ordi nari
G EG S hploy he Mome xS BRICH R HeiRts SR 3B Gonment.
RO dcano Ren agEReh& £d 107 whbieaI MR &S unhdifo B ?ﬁl‘l&ft deat a
i nterworking function (PDI F) conponent 21

pmrplgdggg ﬁfnctj@tpp@ymnt th]@teé@ythe boundary of the public Internet and the

core cellular communications network can be established. The IPSec tunnel can
typically be established when an access terminal initiates association with a home base
station. Once the tunnel has been established between the home base station and the
packet data interworking function component, the home base station can utilize high
rate packet data (HRPD) point-to-point protocol (PPP) challenge-handshake
authentication protocol (CHAP) to authenticate the access terminal that initiated
association with the home base station. Authentication of access terminal can be

effectuated via utilization of an access, authentication, and accounting facility situated



reduci ng the nunber of nodes that need to be depl oyed
in the core cellular network. Additionally, it wll

W@ k®e/1ha4@ppr eci ated that simlar nechani sns tRCT/H8268/066203
enpl oyed by Al 1 concentrator_ conponent 1002 can be
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on the | EEE 802 standard. Moreover, Al 1 concentrator
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i nformati on between a high rate packet data (H
tedos® hsdsatioiN)ndahelpadket datad sxvinginpdd.ek shcsyé be m)t@d YA} typically

i nt rfac can rowd f or, handof f t
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ERPRON QBT veLRPE c &2 By diBSkenaf ishiiden Eﬂé%ulrﬂe@(iﬁﬁlﬁﬁ%rﬁé bake station,
target access node (AN) fromthe hone base station.

hetcwirati thg preyioubly sictive spstieqeievermisgiedhs aqdies tarminal will associate
ﬁg’ ,f&,{*ﬁ Fh%t mecb ?ng&{ 1002, when it receives a
ar req

can query an associ ated dat abase

[(mau] maps AE’ug&d[eeaﬁ etic tempbyifedior Hpgath@n scfandeaadally to the

thereafter find the appropriate target access node to

ocess of seapHin AUt ﬁél@%@ag@tesaﬁ ¢ Ricr), RRGTmEHt @pfer user
e

O B SR oL R | MR S R orRRE SHRARE AP,

emaploged ®l identey aspedfi¢ cantsiton act[cﬁlo 88¢anRehenartd mlgobabl]%ﬁyg.

a .nmet hodol ogy relating. to tiIizigah. base .
BT PHETR Y B eSamEls bl R P TP GGG L s, the

béﬁl]lb{ﬁﬁﬁ(ﬁlt(ﬁfil probitiBey dﬁs@ﬁblﬁiﬂhrlﬁéleﬁat‘ég oBinfRd 6hdeH oftfa consideration
expl anation, the nethodol ogy is shown and described as

of datr iebevshisadnfsrenie catsalscore!&af te tmtbmgtl@o@npslm_abd for composing
gllgg l%gﬁgte%gntts r%%n a% g]e even sda(%1ld9oq¥1ajt (c):ﬁ irlferrgnéeer%sﬁ% i}l tc]hee
construction of new events or actions from a set of observed events and/or stored event
data, whether or not the events are correlated in close temporal proximity, and whether
the events and data come from one or several event and data sources.

[0092] Fig. 12 is an illustration 1200 of an access terminal 202 that obtains
and/or utilizes a home base station in a wireless communication system. Access

terminal 202 comprises a receiver 1202 that receives a signal from, for instance, a



acts, as sone acts can, in accordance with one or nore
enbodi nents, occur in different orders and/or

w@owsusaent |y with other acts fromthat shown BEUS2008/066203

descri bed herein. For exanple, those skilled in the

art wll understand and appré%iate that a methodol ogy

could alternatively be represented as a series of
interrelated states or events, such as in a state
dkagbam%mMUEBOMEWWDnﬁﬁlﬁanhib@ﬁhfﬂﬂﬁdsﬁﬁkﬁnqag tfigters,
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function conponent the home base station can utiljze
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to au entl cate the access
opdritivalyecoupssiao Ip&tdemr Mmmaﬂdhhammtobadz&a & bt frasmitted, received

Aut henti cat.i on ess .term nal can be effectuated
it iy oiter SHEIC D iPrapEeR Tl Rt Eﬁavaréwa actions and

ALE O dePBrihakdih b Foﬁhﬁthﬁ‘%@egﬂeﬁmw ?ZGSGJahLé{cfi‘é fb%f) Igemﬁc

network. Additionally and/or alternatively,
bgsdingtcanstomts ampynd by bnaot mste pfse patisiss tMctnwelt MIOR lcan

r.es entfe i dent.ify access.. . ) )
by S o Pl aaf o s S50 RS ER T fge pignaline
&ﬁis’lﬂ@ﬁll% UsBd HIBminkiei ROAE r&d8R e Hlorkia0fignBRE &nd/ér dn¥ploying such
ascertai ned that the access term nal's network address

plgegiingfaopstrainALg arjadyzg essivedfasHanmerd maspagest ed | i st of

[REHP enge- Harhon EFRlEh AP Thof GRGThnraAAR descrived

Bettinesah ibe atth@ ol aild ﬁmmbﬁeohwmolaa&&n&hatyg oncaddncldédyoth
access to the access termnal and alternate renedi al
msla%l@ read nerypl¥de meprosyre By iy qf oot ption @ad padigitiogs nonvolatile

b SR oARiA # i n
P al Bl AERL Ry ke PRAB RO (ERIVIE
slahﬁcatllyblabgrademﬁldf ROM KRB OMD, ¢laeritalfyyerasatilcsRR @l (E&PROM), or
riat cket data serving node with which t .
BePapbmen- SRR TSR e B FergREAF ey nm%ytz%@”) which
DQUBs BASRaIBld QPMEAN BYRLPYF ] ﬂust%atﬁn%ﬁlﬂopgnﬁtgtlon RAM is
establ i sh an Al O connection with the identified packet
ahetilablsen wiang ferogeuchnns syhoBronous RAM (SRAM), dynamic RAM (DRAM),
synchronous DRAM (SDRAM), double data rate SDRAM (DDR SDRAM), enhanced
SDRAM (ESDRAM), Synchlink DRAM (SLDRAM), and direct Rambus RAM
(DRRAM). The memory 1208 of the subject systems and methods is intended to
comprise, without being limited to, these and any other suitable types of memory.
[0095] Receiver 1202 is further operatively coupled to a tunneling component

1210 which can be substantially similar to tunneling component 602 of Fig. 6.

Tunneling component 1210 can be employed to establish a tunnel extending from



regul ar general routing encapsul ation (GRE) tunnel
packets can be exchanged between the hone base station

wa@eastifd4packet data serving node. It shoul d bRCHUSZA8/066203

that typically the access termnal retains the
associated with the core cel I3 ar network when it has
currently active services, even when it is within the
purvi ew of the honme base station, but when the
arcess tonsinyl 2HQtto weaslett data éntarveork g fumaioe coinipenat @iﬁ%ed at the
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of events and/or data. Such inference results in
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one ar severg event, agg gata sourc 8@0092 Fi
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e recelve provi

priogesoupldd @ba ﬁmhem{ga@mqioneﬁtt 1|3rrattha@ Bstablishees amnellod@nding
can be a processor dedicated to analyzing infornmation
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component 1316 and/or modulator 1318 can be part of processor 1312 or a number of
processors (not shown).

[0097] Fig. 14 shows an example wireless communication system 1400. The
wireless communication system 1400 depicts one home base station 1410 and one
access terminal 1450 for sake of brevity. However, it is to be appreciated that system
1400 can include more than one home base station and/or more than one access

terminal, wherein additional home base stations and/or access terminals can be



operatively coupled to processor 1206 and that can
store data to be transmtted, received data, and any

wW@elsnsew t abl e informati on rel ated to perf or nPEIyUS1968/066203

various actions and functions_set forth herein. For

i nstance, menory 1208 can sto% group-specific
signaling constraints enployed by one or nore base
stations. Menory 1208 can additionally store protocols
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[00101] Each transmitter 1422 receives and processes a respective symbol stream
to provide one or more analog signals, and further conditions (e.g., amplifies, filters,
and upconverts) the analog signals to provide a modulated signal suitable for
transmission over the MIMO channel. Further, Ny modulated signals from transmitters

1422a through 1422t are transmitted from Ny antennas 1424a through 1424t,

respectively.
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the extracted message to determine which precoding matrix to use for determining the
beamforming weights.

[00107] Processors 1430 and 1470 can direct (e.g., control, coordinate, manage,
etc.) operation at home base station 1410 and access terminal 1450, respectively.
Respective processors 1430 and 1470 can be associated with memory 1432 and 1472

that store program codes and data. Processors 1430 and 1470 can also perform



processor 1414 formats, codes, and interleaves the
traffic data stream based on a particul ar coding
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EPHY) resources that can be used for other control/traffic channels. The UL Transport
Channels can comprise a Random Access Channel (RACH), a Request Channel
(REQCH), an Uplink Shared Data Channel (UL-SDCH) and a plurality of PHY
channels.

[00110] The PHY channels can include a sect of DL channels and UL channels.
For example, the DL PHY channels can include: Common Pilot Channel (CPICH);
Synchronization Channel (SCH); Common Control Channel (CCCH); Shared DL
Control Channel (SDCCH); Multicast Control Channel (MCCH); Shared UL
Assignment Channel (SUACH); Acknowledgement Channel (ACKCH); DL Physical
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e T
or memory contents. Information, arguments, parameters, data, efc. can be passed,
forwarded, or transmitted using any suitable means including memory sharing, message
passing, token passing, network transmission, etc.

[00113] For a software implementation, the techniques described herein can be
implemented with modules (e.g., procedures, functions, and so on) that perform the
functions described herein. The software codes can be stored in memory units and
executed by processors. The memory unit can be implemented within the processor or
external to the processor, in which case it can be communicatively coupled to the
processor via various means as is known in the art.

[00114] Turning to Fig. 15, illustrated is a system 1500 that enables utilizing a

home base station in a wireless communication environment. System 1500 can reside
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illustration, the UL PHY Channels can i ncl ude:
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3. The method of claim 1, further comprising employing an access, authentication,

and accounting service situated within a secure segment of the wireless communication

environment to authenticate the access terminal associated with the home base station.

4. The method of claim 1, wherein the IPSec tunnel pierces an access barrier extant
between a secure segment of the wireless communication environment and an

unguarded sector of the wireless communication environment.



honme base station in a wireless comuni cation
envi ronnent. System 1500 can residewithin a hone base
W@ @Bid40 f or i nstance. As depicted, system 1500I/US2008/066203
i ncl udes functional blocks that can represent
functions inpl emented by a pr&cessor, software, or
conbi nation thereof (e.g., firmvare). System 1500
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variations that fall within the spirit and scope of

tehainapppended cl ai ns. Furthernore, to the extent that

the term"includes"” is used in either the detail ed

description or the clains, such termis intended to be
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conprising” is interpreted when enpl oyed as a
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est.abl i shment procedures on a hone base station to
SLHIBMCBh t he | PSec tunnel between the home base
station and a packet data interworking function

10. The method of claim 1, wherein the employing A11 signaling to establish the
A10 connection further comprising establishing general routing encapsulation (GRE)

tunneling between the packet data serving node and the home base station.

11. The method of claim 1, wherein the home base station performs accounting
functionalities and forwards accounting records to the packet data serving node via an

A11 airlink record.



conmponent, the | PSec establishnment procedures based at

| east in part on a user, across all users, or based on
wW@2@eabd44sy of service (QoS); enploying at | easeCDOE2008/066203

a high rate packet data (HRDP) point-to-point protoco

(PPP) chal | enge- handshake autfenti cati on protoco

(CHAP) or non-access stratum (NAS) based support

directed through the I PSec tunnel to authenticate an

4z.cesTh¢ erthodalf cagsdcivated the hbmt besdwadn@senatiedtésomith an

tilizing an. international nobile subscrib identity
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RidcSel ect a packet data serving node with which to

est abl i sh communi cati ons between the hone base station

and the packet data serving node; and enploying Al 1
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unnel to transport renote authentication dial in user

service (RADIUS) nessages 3. The nethod of claim1,
rth [ ap access
Lt nones BRMREeY -t T0w B E o SRESsion sxphit ¢l of

Al $/@Cllﬂ)r1ﬁtesﬁg{§&ﬁth 0 ANecontdla@s scach BRI t@kligrof A11/A10
environnent to authenticate the access term na

G Hepatstablinhedbasebatdenrt iInpasieonsanpgqdgipnahacorssd el aitiating
%&e&ﬂﬁ%ﬂ%&nn@@%%%ﬁﬁoﬁhe | PSec tunnel pierces an access

arrier ext etween a secure segnent of the
W rel ess conmmuni cati on environnent and an unguarded

ctor. of th i f el ess conmupi i on environment. 5.
i‘ﬁ né?‘ﬁ%’& }Gﬁ ?P[?ﬂrﬁﬁi W&Wf@‘rnetp?l gﬁﬁ’l é%%?@f(é“lor H]éflgams a mapping
baveE R KiaR@ Afl 9 REANRAFONRR BEOb: 1'n§resdotrﬁéa$a§9 stﬁﬁor%rhnd A10 and
intersection between a secure segnent of the wrel ess

Ad hmnteriactadrisdetvesenithoomeortmena dose basgsiatraie dths evippmgoftilized to
the wireless co nicati on environnent. 6. The nethod

BT sk 10 Ot e ann ] REOREBREL ser vi ng node i S

positioned on a secure segnent of the wireless

comuni cati on environnent. 7. The nethod of claiml,
Wher eilhe mgdhodof clazn g, Wh@ém the frabping méynanieadlyandpted based at
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ress | entl |ers persis

ednnBetionowkh 8ddx ElsSonicelartdrd i ers (NAI'S) i ncI uding a
network address identifier associated with the access
termnal in conmunication with the hone base station.

7. Th?hgﬁlteth%q 2t laﬁhql %g‘ren{ ﬂﬁﬁ HhBBE e Rt iDGituated in an

nalntalnlng connect|V|
unguarded segment of the ereless communication environment, the unguarded segment

further including a wired and wireless home or small business environment.

18. The method of claim 17, wherein the wired and wireless home or small business

environment employs an IEEE 802 communication paradigm.

19. The method of claim 1, wherein the access terminal is wirelessly inaccessible to

the wireless communication environment.



macro base transceiver station during transition from

the macro base transceiver station to the hone base
war@sida4unti | currently executing services onP@hES2008/066203

access termnal termnate. 9. The nethod of claim1,

further conprising deterninirfthe packet data serving

node with which to establish conmunications based at

| east in part on utilizing an international nobile

3ubscThbawkthodefitiaing 1( fuvible) comphidine fioml thoadcesinermihalnailiXing the

represents a nunper of potential packet data serving
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coderetoticdm & praténted scgmpni ofithgwesteabtansihiimgatgereyabnment.

routing encapsul ation (GRE) tunneling between the

packet data serving node and the hone base station.

if. Theyvi@tRdnRhursédibMappar¥i iRt BstiIRhEQFEIPBaS Rinnel utilized in
station perfornms accounting functionalities and
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claim , erein %%e OﬁE t6(:188 S aIt)I 8n conmmuni ca% es

witdtlishing Ahc 1PSeO AG@BL el &dn the htapOHedsthisisheenhé FScbaicl and a
base station and the packet data serving node. 13. The
HstHdgr Berlediating somppmaication betwegy a pecupnicator phthswireless
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wheéroanrent, e RSoechadshstatjrotedast abtd shiest m Rirtuored udey, across

g‘i Al 1/A O.i nterf[aces W th brAEPAI 1 concentrator,
EHTHOr PR gl P IsFVe (ROA:O interfaces
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access termnal initiating accesS to the hone base
poiat protocol @PPT hiealivegdrbehdshake| aaihenti ationtpestecal (CHéPAlor fion-

concentratqr i ntain [ bet A, 1 and O..
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base stations, the mapping utilized to route packets

tuongi fromthe Al | concentrator. 16. The net hod of
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wth the Al concentrator. 17. The nethod of claim1l

|
Dirkricdate VB Wishetorsateblish eammpnipations betatest thermegs for establishing

the IPSec tunnel and the means for serving packet data; and
means for employing A11 signaling to establish an A10 connection with the

means for serving packet data.

22. The wireless communications apparatus of claim 21, wherein the tunnel is

utilized to transport remote authentication dial in user service (RADIUS) messages.

23. The wireless communications apparatus of claim 21, further comprising means
for authentication positioned in the secure sector of the wireless communication

environment.



unguar ded segnent of the wirel ess comrunication

envi ronnent, the unguarded segnent further including a
wowresdsamd w rel ess honme or snall busi ness envPCDOAMAL/066203

18. The nmethod of claim 17, wherein the wired and

wirel ess home or snall busine®s environment enpl oys an

| EEE 802 communi cation paradigm 19. The nethod of

claim1, wherein the access termnal is wirelessly

PhaccErsivinklesd corhanivaticals epparatasoiicla@al i ,ovherein the IPSec tunnel

envi ronnment. 20. . The nethod of claim1l1, further .
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and the packet data I nterworking function conponent to

conmumicoat e directly with the packet data serving node

situated in a protected segnent of the wireless

comuni cation environnent. 2 1. A wireless

SONMUMHE e RBs &RRRNLALMTonk Appar8®l abtlbmhes, vikrdiPERCmeans for
tunnel utilized in a wireless conmunication

whyimediafipg commvaicappaaraesitionsdntithd prytphatyaaisa¢hoef the secure
utilizing an | PSec establishnment procedure o an
tetor o8 ey Pl oA B8 ey oY B T e e eileg Of the
freleestahiisibatig dnRgohm&&Cc tunnel and a neans for

i ntermedi ati ng comuni cati on between a secure sector

of the wirel ess conmuni cation environnment and an
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poi nt -t opoi nt protocol (PPP) chall enge-handshake

aut henti cation protocol (CHAP) or nonaccess stratum
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| PSec tunnel and the neans for serving packet data;
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services executing on the means for mobile communicating conclude.

29. The wireless communications apparatus of claim 21, wherein the means for
employing the IPSec establishment procedure determine the means for serving packet
data based at least in part on employment of an international mobile subscriber identity
(IMST) modulo N algorithm, where N represents a number of possible means for serving

packet data available in the secure sector of the wireless communication environment.



23. The wirel ess communi cati ons apparatus of claim 21,
further conprising neans for authentication positioned
WO pooshstdgecur e sector of the wrel ess conmuni cBET/082008/066203
envi ronnent. 24. The w rel ess communi cati ons appar at us
of claim 21, wherein the |PSetd tunnel penetrates a
boundary i npl enmented between the secure sector of the
wi rel ess comruni cati on environnent and the unguarded
3&ct oThoivircles vanmmlieisstions apparataadf daine DV witneir niic m2dns for
The wire| ess communi cati ons apparatus of claim 21, i
fRBloIng A Hoslerling 15 ey Sl e SsarH reitricgieapsglation
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ector of tthe wreless comunication environnment and
sdreing pgckeet detd. sect or of the wirel ess conmuni cation
environnent. 26. The w rel ess comruni cati ons appar at us
of claim2l1, wherein the neans for serving packet data
3re sThadieRsyEdtinlnRons %gur@m 8££197m Of , Wike Wit EhesS for
communi cation environnment. 27. The wreless '
exehiishingahd BiSsc ampalcomrsurgeate Wathrmens fagsenedntrating All
PR . FE AL OB NS A TR AR S BET B
R aisSoffeatablghind tht IPSkc the:] khé the@hcane fWaEK iiBdsHcRSiSdata.
identifiers including a network address identifier
associated with the neans for nobile comrunicating

;3 AR Qfgfef%g’pécgﬁﬁnﬁyﬁgt%n% Qﬁ%ﬂ%ﬁ? S £18tm §8 LAR R B A ed i Sor
Sec tunnel. . € W retess conmuni catl ons

appartadting /f] intcafanelihterobaagedata vih theempnsnsffor sarobg pecket data
connunicg:ing mai.nt ai n conmuni cation with a nmeans for
Viedndieds il hGOmsstt-ated with the secure sector of the

wi rel ess communi cation environnment until services
executing on the neans for nobile comunicating

gdncl lbewirz@ss ddremwiicatices sppavatus nf dain 6 hsvizppartix msansffor

laim 21, in the. f l.oyi t | P
S tBhigieRe hogtii EEaaTur el THeX i fieg Witk e means
fRICYhRAtrR@EKRY 1 dadFadasatrah ch@asttthd PluRaity oPA11/A10 interfaces is
enpl oynment of an international nobile subscriber

pfenished baspd/d) Iyastrdparoomedsditenal mspns fphsobilncorapripisaiing
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conmuni cati on environnent.30. The wirel ess

comunj cati ons apparatus of claim?21, wherein the
#bans Thowirslept empnigatiqns eppaaiup ahclpime p Lighaieinplae megns for

Eoit .tﬁlgi 0 GRPEEA miifkid ApRRCERINLAE APl LR ti
FOIGAR RE 50 AERRCE iRl Ao RERTURS AP E) copaggtons
tvithmadre drad dnbh enaaeafis chtablishérgntho dPpmalatel dad A10 and A1l
interactions between the more than one means for establishing the IPSec tunnel, the
mappings employed to direct packets from or to the means for concentrating A1l

interfaces.

35.  The wireless communications apparatus of claim 21, wherein the means for
establishing the IPSec tunnel is positioned on the unguarded sector of the wireless
communication environment, the unguarded sector of the wireless communication

environment including a wired or wireless home or small business environment.



31. The wirel ess comruni cati ons apparatus of claim 21,
wherein the neans for establishing the | PSec tunne

W@ vahsd4e@t e with neans for concentrating Al 1PCT/US2008/066203

interfaces, the neans for concentrating Al 1

i nterfaces being di sposed betdfen the means of
establishing the | PSec tunnel and the neans for

serving packet data. 32. The w rel ess communi cations
afapar aheisiefescéanmuditations eppdratut beclai@ds, Wigsrein the means for

oncentrating.Al |nterfaces I nt er chan ata with
ﬁ%%@u%?ﬂ%w% bHorefungst Rapfaincd itﬂa iy fof
QQMEH&%% 1P%3c tuhhgl 9 eg BbEFSdif TR GREARAS \xﬁfmﬁé ﬂ{eHﬁs for
of claim 31, erein the nmeans for establishing t
bPBeg packeh dita vitudtédzen thepbamrabdctor abtheAlvirdlesl c@mrnunlcatlon
interfaces with the nmeans for concentrating Al 1
PREOPPSBES, wherein each of the plurality of Al 1/AO
interfaces is established based at |east in part on
addi ti onal neans for nobile conmunicating requesting
A% socAavirgesswortmumeatiopappatasys, eenpBinghi ng t he | PSec
ek g e SRR R8N AR B g

pﬂ%@dlfr@éﬁtﬁ?estﬁﬁllmaﬂ IPSBEfRNEIgS tdndingeRdin Alhoﬁleaia@b Ahtn to a packet
connections wth nore than one neans for_ establjshing
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The wir eI ess comunj cations apparatus of claim
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conmuni cati on environnment, the unguarded sector of
thheﬂlaemessdmumlceﬂtab@nhmg vlyn'mmneilata intecdhavganlgetacon the gacket data

l
bl BB B AP TR AR T o P ATO 3D g he
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| PSeca prasassor, courlsd ibthp siengity gonfigeinfimeresticdhsingirgdiions

}etgnggelgqﬁe{n%m rving packet data situated on the
Secure sec ' the wirel ess conmmuni cati on

envi ronrrent 37. A wireless comruni cati ons appar at us,

conprising: a nenory that retains instructions rel ated
% us?rh%;WIfP@é%CQé%m%lP?‘tsqﬁ]r?é’ﬁﬁraﬂ}s&é shimed, vhersrthpmegpry further
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a pac ata I nterwor uncti on, | recting nig
(RABIPpSckedsaghat and(ddRDS)ing an aut-hblmqauom service to authenticate the access

terminal with the home base station.

39. The wireless communication apparatus of claim 37, wherein the IPSec tunnel
extending from the home base station to the packet data interworking function
perforates a security barrier interjected between the home base station and the packet

data serving node.



protocol (PPP) chall enge-handshake authentication
prot ocol (CHAP) through the | PSec tunnel to

Wwa@eiokaesdicat e an access term nal associ ated w PET/UR08/066203
hone base station with a secure wirel ess comuni cation
environnent, identifying a patket data serving node
based at least in part on an international nobile
subscriber identity (IMSlI) associated with the access
g@r m mht wirekkatdmmbhiogichyappatacisddc him37ewatraingle packet data
bet ween the packet data, serving node and the hope base
aarpogrine Hnalien SHITIRThey the AP 6 R 1B SR s
Bt GhicHa Per b nBEt HALK 6’8%5%%3 sdf a%#i%l%r' WigsleRR8nunication
processor, coupled to thg menory, configured to
exeontent.he i nstructions retained in the nmenory. 38.
The wi rel ess comruni cati on apparatus of claim37,
wherein the nmenory further retains instructions
s el at efe (irclek POIRBLAICAD HiRlatisAFChantrCRhéeh tHE dleniddy further
user service (RAD US) nessages, and enpl oying an
wiaihemsireciions relajed (o igéerting ua i of hetatoek advcsaddansigiors (NALs) to

ermnal with.the hor stat.jon. . The wirel ess -
Bt oo aP T PR R S8 widhhhs tfo hh R Equesing
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tdie apdditetmidatoathé packetutk sarginf modé ivith vilsclposistabbsted at
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BH Bchtl pIUKEELRS SerGROTALCRLH Q1L BIME SQMEMreledleonTiBnication
W el ess conmuni cati on apparatus of claim 37, wherein
¢eeromewot.y further retains instructions related to
referring to a list of network address identifiers

(NAI's) to locate a network address identifier (NAl)

A5 SOCTRE Retclhkd EorhMBnidSEdS AppLLtTL BAElaine YU ESHdrélH the home base
conmuni cation with the hone base station, maintainin
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services running on the access terni nal becone idle,
and determ ning the packet data serving node with

whi ch to establish conmuni cati ons based on an | MSI
nmodul o N al gorithm where N represents a nunber of
potenti al packet data serving nodes that exist in the
secure W reless comuni cati on environnent.



42. The wirel ess conmmuni cati ons apparatus of claim 37,

wherein the hone base station includes functionalities
wa®sasared with a base transceiver station (BAG)US2008/066203

aspect, a base station controller (BSC) aspect, and a

packet control function (PCF)4%spect.43. A conputer

program product conprising: a conputer-readable nedi um

conprising: code for causing a conputer to utilize

#PSe c Aecoipltdr phoeah ppsducechim@essign a home base station

to establish an | PSec tunnel between a honme base

st at | HAOBAYCH Pdhle MCdRITRCIRRIE b ki ng f unct i on

conponent , .4 &t Epglh eetscto?x?u{e? Wﬁﬁ‘lﬁzeﬁ?g&egslﬂib?ﬁhﬁ@tﬁ%%&tiures on

| east in part on a uSer cross all users, or qualit
ohome bas'sec&sat'(o@oS)estalbltshiadeS@: tugod é)efvmen @dmmertgtsastatlon and a
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non- access stratum (NAS) base upport directed
t hr ough t h@deﬁse@ausmgmeqomp@team traploy chleastame of e digh rate packet
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access termnal to identify or select a packet data
tcqufliongcae a@: aweﬁwevmméha%m%tﬁ,@ Hifhithgh %ﬁgﬂiﬁ iStdiPNons

bet ween thg d;ﬁ %[P & 0GiZNG 1Rt%ﬁﬁ‘ﬁt)nﬁ%(?mle subscriber

serving nodpe an cau3| ng a conputer
elepligyIMBI)Iassicgtal withy tlte()ace@st% ad&hmsdm t@meﬂdﬂ@ omallaem paalaet data
node, 44. The canp

e ES‘HS?) R ORCIoP Srolfih seFtmRER i OEE<h v gt sation

%@ﬁlb?gckeﬂgétyg&%m JREupRNt al i ties associated with a
base transceiver Station (BTS) capability, a base

stati on coededbt ws(r@@@)onmpfam tinplpy Adl Ipagriedng toestabdish an A10
funct| on and a packet data serving
QPSHHIY ‘f’{ﬁhgﬁ%’acgﬁg f@gﬁla%r} dg‘rogr am product of claim

44 wherei n the packet data serving capability ensures

that the access termnal is incapable of '
#t.st i hbareapwHer peeiwaerrodwthel alata tp.orheipnihe heme bans station

i r IV at i 46, . ..
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baastabias eomtaller (BSCmﬁpuﬁﬁ@ tpacitdt onatdl firesioA $BOE) @peaility, and
with a base transcejver station (BTS) capability, a

pRI&eE R pPEHINESAPFBIYer ( BSC) capability, and a packet
control function (PCF) capability, the hone base

station enploying the packet data serving node

$5 t uatbdcamputersprpgatrembéutt o€ glenti4 obhacinithepakst data serving

ni cation environnent .t ovi ket
gaé)ra %ensures that nhe access terminal 1 {ncapa%?e (Pfa dC stglgul%ﬁlng between

communication with the home base station or a macro base transceiver station.

46. The computer program product of claim 43, wherein the home base station
includes functionalities associated with a base transceiver station (BTS) capability, a
base station controller (BSC) capability, and a packet control function (PCF) capability,
the home base station employing the packet data serving node situated with a protected
segment of a wireless communication environment to provide packet data serving
capabilities to ensure that the access terminal is incapable of distinguishing between

communication with the home base station or a macro base transceiver station.



capabilities to ensure that the access termnal is
i ncapabl e of di stinguishing between comuni cation with

WO b@shdaed base station or a macro base transceP@BEDS2008/066203
station.47. The conputer program product of claim46,
wherein the protected segnent>bf a wireless
comruni cation environnment includes a cellular nobile
comuni cations network. 48. In a wireless
comuni cations system an apparatus conprising: a

rocessor configured to: utiljze |PSec establishnent
% ocedilt EATBHCEABHE Badutof sk ﬁ%hf‘égleléﬁff profecte segment of a
ToRSs {AMNEHiARIVES o AmBATRIRAS S Rlifal ARLASorAmRRtkSns
ata I nterworking function conponent wherein the |PSec
pgtvat}.i shnment procedures based in part on a user,
across a plurality of users, or a quality of service
(QS) attribute; enploy one or nore of a high rate
packetn fdaiRlcbH iAhuReititns kpst@al 4 ap@ﬁﬁt@%hlpﬁagg&\
chal | enge- handshake aut henticati on protocol ( P) or
non- ag owsssset eanfignrqdN®S) based support directed

t hr ough th%ﬂhﬁ%ﬁﬁgtu@ﬂfj to .authenticate an.acc $8on to

termnal aSS¥Ei APEGS T RMPRY PhardUisa 98 dPaie byse s
tdtatlisE @n APSdcittigioh BétweB@h holbibhe: satlsmcinidbgiackdeataiibtérworking
gkNSI) associated with the access termnal to identify

e erppepephvkaeinghe BSsee cytrhiphmsabpiprednreirhased ingart on a user,

' : 1.CAal| : ase station
R L R U S R
si gnal i ng tmplestoabbt sloranf 28high caapedict data WHRDPY peint-to-point

acke a, Servi e. 49. The wireles

e ) 20E L BRRRIE: Bt D RS 4 o no-scces
RERGRINAS) bgsciUubRB! ditQadd EHuSH (1OIPREPLAYe] t¥iaBthRnticate an access
concentrator conponent, Al 3 sSignaling between a

sonmebasedesd wihidbe home haseatgyon; access node for

dormant state sessjon.transfer. 50.. Th ir ) )
cormuni cat Fiie 0y BB BrA gralfrsuBeripnehy RS associated with
Qe ESIS rmirfal fdﬁﬂ%ﬁtﬁf& o8 981EdtQ a@?ettd@ta_%ﬁmiﬁ@’mod@vﬁt}ﬁwhich to
concentrat or component, Al signal i ng between a

evilich campugicraforidbchvierndhe hepme basgstding and dec pagket data serving
ef {eciyate high rate packet data interaccess node
connected state session transfer.51. The wirel ess

conmuni cat ¢@pyYSt Sifabihg €d aitabldB an WOr@hfectibg with the packet
processor is further configured to direct, via a
EYhEEMIRAOEE- component, Al 7 signaling information

bet ween a source access node and a target access node

to manage resources in support of inter-access node
49.0ssThowinelkss sarmunications system of claim 48, wherein the processor is

further configured to employ, via a concentrator component, A13 signaling between a

source access node and a target access node for dormant state session transfer.

50.  The wireless communications system of claim 48, wherein the processor is
further configured to employ, via a concentrator component, A16 signaling between a
source access node and a target access node to effectuate high rate packet data inter-

access node connected state session transfer.



52. The wirel ess communi cati ons system of cl ai m 48,
wherein the processor is further configured to

WO e@RapEwE , via a concentrator conponent, Al 8PCT/HSF008066203
associ ated with an access node between a source access
node and a target renote trandmitter during
cross-connectivity. 53. The wirel ess comuni cati ons
system of claim 48, wherein the processor is further
soinf i Ghe edkcless commuribainge systera ofl claond@nihatiarthe processor is

onponent , 9.renote transmtter-specifjc. .. :
fetirerontshaddn dEPGs’é@é‘cPHH%f‘d‘ttﬁaWWmB%lEﬁnﬁo‘Phn%%%"é]&%éanHPaﬂon
BOREE 8 SSurt 4T RHo PRI BR o dt Q@cé@ﬁ (68510 B8R 0@ ces in support
target renote transmtter. 54, The w rel esé
chimtanacoas nodescressstoaneaivitgl ai m 48, wherein the
processor is further configured to interconmunicate,
via a concentrator conmponent, A2l signaling

smf or maé (vaRlcBetMRRnBatiind Ry dtath ®f PREK 88, WRLr8indRE fSessor is
node and an indoor wreless system '
further configured to transport, via a concentrator component, A18 traffic associated
with an access node between a source access node and a target remote transmitter

during cross-connectivity.

53.  The wireless communications system of claim 48, wherein the processor is
further configured to interchange, via a concentrator component, A19 remote
transmitter-specific bearer-related cross-connectivity control messages for an access

terminal between the access node and a target remote transmitter.

54.  The wireless communications system of claim 48, wherein the processor is
further configured to intercommunicate, via a concentrator component, A21 signaling

information between a high rate packet data access node and an indoor wireless system.



