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content defined hash function.
elimination system and method is needed that can qulckly perform data hashing and/or data

redundancy identification and elimination while still identifying most of the redundant data in a
data set. There is also a need for systems and methods that more quickly determine appropriate
break points or boundaries for determining data blocks or chunks in a content defined hash

function.
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[0014] Fig. 2 is an exemplary data management or processing method using multi-mode
data boundary point determination, according to at least one embodiment;

[0015] Fig. 3 is an exemplary illustration of how data management or processing using
multi-mode data boundary point determination system(s) and method(s) operates, according to at

least one embodiment;
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function may be faster to compute (e.g., take less processing time) than the second selection
function. The second selection function may be better at determining the best places for
boundary points or data blocks/windows in the data set or data stream. One exemplary first
selection function may be a boxcar sum based function using, for example, moving windows.
This is a particularly fast data selection process. One exemplary second selection function may
be a Rabin fingerprint function that may be rolling or non-rolling. Other selection functions have

the faster/slower characteristics are equally applicable.



be a Rabin fingerprint function that may be rolling or
non-rolling. OQther selection functions have the
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use dentify identjcal sectiaons of
i s el S bR bOE ri sl gaRuprRed S fock

hashi@g Mihid u@entfdefindiambting: Whhie g donleft 1e0h € Bferi@sbicRae a hash value
fixed size block hashing, and content-defined hashi

O R WIT 1T N1k RIS At SR 8 GOBPISIEARUT eze il Eingd pags s block

hasHib lﬂﬁiy QberalReS Kresb! H!tsﬁl%lugﬂgr' h&ekfsung $or@hedd@biné®fifhd i portions
ete text or inmage file). Fixed size data bl ock

(e. gang)E@ higp) Rhyriopedat @leﬁ oCententdelippdgiatapipck digshine mpeyRrate to create

hasﬁ L&Qiﬁesf (Qrch&lk%ﬁlﬁg 64584 B darfa'ol)é%ﬁe $hd B1RAY FhRPSiZ B dgterml%Q(ple a
of various data files. Content-defined data

seletﬂ@d targantantstinday (apeiredkethe dateingnd dathehynk gldrderunghers of
con%&%ﬁl& §yg‘150 pgl%%u gq%mrdaapl e size data bl ocks whose

size Is term ne y a selected data content standard
(e.[§026]brle die nehided aagiaphsotha spiatl af thh $hlA- Afuag be Mmost the same in

all @%&i%gc%srei tg}c wﬁ(ﬁg—‘?i?ec chflzdvselze aﬁc'd \%rrla‘t()?e RiAl ﬁunﬁq%lgm gn ¢dllh tce'?s%, every input
byte is in a unique chunk, and every such chunk must have the SHA-1 evaluated. However, one

of the main things that may differ between whole-file, fixed-size, variable-size chunking is the



[0026] In the next few paragraphs, the speed of the

SHA-I may be alnost the sane in all three cases; for
wobeBeeR2ed e, fixed-size, and vari abl e-si ze chuPKi/H§R001/685357

each case, every input byte is in a unique chunk, and

every such chunk nmust have the SHA- 1 eval uated.

However, one of the main things that may differ

nulﬁl?etr\éﬁﬁﬂhm ﬁcaﬁwlﬁm{ 'N&in%él&@ fomé AL ?evsctlu%lﬁor%hﬂi@ kdig
is thenunber of such SHA-1 cal cul ati ons. Nevert hel ess,

profesping Fiae GHA, CPBvigleyail] bsramogtidee saye aincp fhsdwliaql e Rrpepssing time
w11£)1%f)§ly bfe g?h‘le tSElF&E)% gggllhirlltbogtqﬁsﬁg Wlé f‘?tﬁﬁrlgéél%qﬁ Beelﬁzled;t%%ﬁhgg one or
sev@lpSHAddlasluvadedson itsel f, and not in overhead rel ated
to 0 . Ay
T G R R AN
haspiag flarctiedtobyl thq:xpitq/(l)fregtlla s lﬂongcamphaca SHA-1 h)ashllng fgriegon might be

sl e o ms, Bo TG TP Sanelyinas Rty compten

andf thdyebe sTdvereBitide to]sohﬂS)ﬁieﬂgasﬁimg Clinc@ons. Regatips, At thio ade] ﬁbr purposes
conpl.ex n.rra.b | ow r ive to sone other. ha

of A T el indtipaudie R ft Bt SR GG hiers Tiltna

elirhi@Bd béc){hsié@vh@ﬂd sble it tath ghahE ih @&ﬂld @, re§ul'tﬁlg|h6§1$\talue will be
amount of data ducﬁllcatlonlsfo and elimn

i b e oS heanffl ottt dG RIS P g e wil

necki@bd @fﬁidﬁﬁtteﬂ @r Ehaf&h (eV | WiRn\Whé letdan ditdxk Ble80Ehahf@Nthe entire data
previ ouséé‘ saved the full ampunt of data

TePERSUHAIOR LB HRe it ﬁletaﬁé itysehphs wdues willehggeso ey wilhngde a duplicate of a

pretllf)ésn@i@l&{ S OlanRANE gﬂe@ €08 the L RaRNBe h&ht8 s duﬁbkaoe&ﬁféé the
I's changed, the entire data representation of the

hastl@&tfurfcrlplén@&ﬁ anlytbe opbraisth oges| foranyintife [dhalidier so that i t
wi | [l() mt Ageno?edQAHQ\/el Qﬁ%@d s‘?{e cﬂtaﬁﬁ&%&gﬁ %ﬁ& oﬂ%elq&“g}sl?ﬁshmg on

same text file). e ot her
porqwlselk blyekaefske dntiec dutesliobmbinfariold fda (g etisinglé sﬁxbfele may be broken

up 81 %% s2R& 8at£ Elro 8)f %Bklb{tga%ﬂglcﬁ a%f (f(C?(? bé QeQ%[ 21 noAsoverlapplng

OVe, size |ng unct
flxqmmufeo 1Omse msh 21 SgIAeh hq;shmg if@rg oomighk b@:k@h@d toteheh ﬁmﬁmee size set of

o WD hEbee LDE -8 20fk BAPSh St e

mafz) bt Sund Brvdusdaliesblilkag Ksta iaghed each giineds siaalRORNOY eintlappichange

d Si z a. SHA- |1 hashi functj ht
sont 7 ol MR FHEY M Pingootze JESRu T il LR il make up
a w@@le Gile (e QK dPitHeS)0 MORAit HIBHE wWilPbEd VML) f 1TbReved. aGingld Kdinsertion

bits). In this case, nore duplication ma

be f d
B DRSHS (516 G TR HGHAG RSKO 1 ek g the block

corifn@ S i R eibh rrﬁz B ERISONMBNI B cd®). anwhahier tHel oo tlhla better
only result inac qe in one of the nultiple blocks
f

redpiglgpeyrdgkestion bat axlighidy flpwe presesy becagsgihe hprdingduncgirn.gpy example
SHQI p?fhl%t %"rlull m%?e tﬁh@lfblctﬁé @a?ﬂe anﬁﬁmﬁua f@un%l' i GJe%vh%Yet &ta file.

insertion may hinder duplicate detection for a

nuni889ofFinsillg cheing (tes gpnient dréingd dtk unb hisbiiznepsking ml@}g bek
R e

dlscrrenimtdgrmlyuldmrﬁ ¢t idomify but geacsiei ag&htde;fomauwchpnksclé dga that are
def%%g %uﬁl%irtcl(;]l%e t}a %nhtlhps%agel,'lp Ctﬁ lloocQI’ize]ZI %{ser%)é? gpci[ 1%0 ‘?I_|epél lace ent

]be r%n nor e I%I nmes for %e sSane anount O In
motlifieativine ey ekatlainfdhhiges to a single content-defined chunk, thereby 1ncreas1ng the

amount of duplication found when compared to fixed-size chunking. One such hashing function



[0029] Finally, using the content defined data chunk
hashi ng, hashing may be perforned by applying a fairly
W@ k@s/062eb somewhat better performance (e.g., nRECEUS2007/085357
accurate and discrimnating calculation) to identify
and generate a value for various chunks of data that
are defined by their content. In this case, both
mal ﬁfeﬁ]!de % e6nbinsRmior RAbia MdledPGRIne 288 SIIRAPI REEMEAlnction. The Rabin
nodi fi cati ons may resul % In cﬁanges to a single
fingegipringing magbe mmijle@ Aykiple tihesrfagyerlppingadaiangindeves (8:go shiding
wnfagwggﬂhé g lnotﬂe ﬁﬁﬁﬂﬁ &’E&&nﬁ (,Bﬁil tﬁé)daftei e Qhes héifk boundaries
chunki ng. One suc ashing functionmay include a
shopbigisptabisehomnd prRadi¢rmifddrngenrdary printiggteainde. SHAe vdluheaighé fugetion
§@Q e
equaféqgréc{g{%n{lfﬁgc? n i gfo I%ESF?% tglg él;]rgﬁﬂég?a I ngFOﬁP %) J)IJ 1 S then the SHA-
1 h@hu@fmg:tmn nﬂphﬁ) apgflied lhecadabfathe d]etctrhmedalaa bﬂqcke(vth@se s1ze varies based
data fi unda
on B WG 4P Bt G S elvbula it B ARG R sria-

hasti kit @htica, {snoged befdie Nabdver, dfe Rdden fingppiintiy @edealsan addmonal

B SE S BHIREE Ly B, BB SRl s s

appiréHaB s vefy g0yl abide@@phi @tny MoRaRM rodunifieidd edoat of thed delatl(&hS can
bl ocks (whose, size varies based on the underlyin

be DB SR COTRGH T R B BT O BT ERRdicaton and

elithiRb®nSRARnRHRmbufiag Nircrad Cb Rubi Ming@prifiRb eehcR6A REEbe particularly
However, the Rabin flngerprlntlng presents an

timg gefisuBgAPT IeUEYP@Y MR hRATiaRRr the Ngrioysdataduackisyts of hash points
shothes if Qt'f@lﬂftl%g td (q)tlfrﬂli%ecge %’dﬁlﬁiaﬁa}'ﬂyﬁ i06hti R RANGBr (ﬁzﬂd @hmlnatlon
approach i's very good at identifying many nore
r ed@ﬂiﬂan dioe she PHOses of chupkisg. dng mrepnongciigys tb%edqsirwbdegree of data
ehrﬁl(ﬂ a{ Qle?&éﬂuﬂ&!oh%é Hﬁj’ﬁﬁceg @ﬁlﬂ]!kg ﬂoﬁr}gé(l %orlqeﬂtaﬁ with a
un ancy entification and elimnation very t
con@fmné@fmedgietelrmmﬁsac procedvee Raphannl thyertping metiong size dxstrlbgtmon which
ti ] f ti Ly : o
ma%ﬁée/srczo%lelﬁ%E)ea(?%:[ﬁ%%{on)éxéeﬁgﬁ \%gvr%lq gaégﬂ)rggl?tg?{ﬂ q%% ¥(I) gcr%omphsh this is
to dngddy loisin fuiscsdnoliollawdaiebyi amehatmmmtenmg with kman lprcmbitiﬁm of

d d . " "
occg{nnl%nfpré}l C%l aasi[-h%é%lba%ﬁ E!I&)IF 1(?1}2’1% S ecIL gzét zfn %(ﬁel eﬁ eﬁbél’lty (Ii)on e§cramble

the RawRhih@n@dda eviglotvhén destshadh, dﬁ@n@et @ﬂueﬁbahlalts httle correlation with

elimpation |[s o enploy a | ec nctlo
e B S HHRSNT PBTAT G WO AP PR 0% hakh e, I, simple
sel€Qoh eitrichethatmaeh bedeLexThdlhdet foe eRhGLe thdlsBngd thada déﬁﬁhﬁ&lﬁmber of
that attains a chunk size distrjbution which matc

bitscheggrtlyo ¢ Redgrratingdygiue o regugenetteay thy alig of Iéln'\o@rﬁ)dﬁ@%“h‘ﬂd H>
thrdsARH or XY MRY =LQaREC QRplih BiliafddnSizih® h&KRYidYa RleB@Sprocedure
function fol | owed by a selection criterion wth known
critgiIuan Yipldiagglegfonderctiph thagselerys 9i“sappy-logking” syfsat Harpyt windows.
Thff élﬁﬁﬁénotﬂ)pb % tﬁﬁls%t Lt MatndRas BRe 8X&8bd eRfncaRi lpHlecﬂlQ a
"scranbl e he bits wthin any data w ndow. In'th
ranfleig ke ﬁhunk h@e digtripution/ehapepresgiiFdvits rdal-tifel (e 2 pen- @In@ﬂm)cﬁhlta inputs.

W t e ' i : .

v A1 AP M L DL R RN hun
dislsiemam in g fegei df eqail-tife daranayizvelelred v hgsauasi meingdegd fbniirscrambling"
abigt)a;/.ﬁll ?erf rm%ncségglé)?lgfo} ttﬂg é{:f{%en? eangIﬁ{Orljl n?a&gp\gﬁ\;eﬁtﬁo %Iﬁ% S: (%nﬁ is easily
undesskaod, wifinely, ls.pe@:d‘l-lef ()pel:atlt)h] rthesbthérdson‘rdv@hatt aﬂbstwh@d ttl¢ aforentdntioned bit-

-rand m. zi

== hash .
scrwntgﬁlng)elgaé/ Oé C:{ﬁ%?{@??}l%l&lé%}&?g gnay pI'OVl € a mechanism P(]q datg%rocessmg



criterion may yield a selection function that selects

a "random| ooki ng" subset of input wi ndows. The common
whome/0622¢ hat such sel ection functions have exP€l/U82907/085357

chances of producing a randomli ke chunk size

di stribution when presented with real-life (e.qg.,

non-randon) data inputs. [0031] Various selection
appﬁleﬂfam ee&lg crbEihe é@é@& bﬁ&be}a@loﬂ aViflelsaf %mmlng K%legma@gf control

size dis ution in face of real-life data may be
oveyr Bp npueh bitgermpingrbiyy Ray P@ﬁglb@bwmmqm@@r rligngiunctions

¢
sat@ﬁidg r%ﬁél’ eg)rs]lgb? b ?%rélgllf)ﬁ%' %‘B\%lo\%aagllg%% ﬁguﬂ 1%%881:1’02&(21%8‘%%&? able to fulfill
nonjieas g@@ddparﬁnal&ee lytheis gepain of oropemple ionvarieusepichiéons these goals
mag B%Pe%%ltr to ﬂ%‘zﬂ ca%?%tg(étho% %nEl\?lcehn% ﬁ%ﬁ[&ﬁ@ 19a@ teghgr‘? GER!T lﬂ!)l!eﬂtgal
dupileaih detegionf Mteldastealbﬁano@ é3giing aq:sp Idata a’amsontcect mcg:awatbhl_}dmdth
decgears.%l S O%?%:tr%(%eulrgg‘lﬁ]%tF oe? ol\gsp %ﬁ‘g \ereﬁu% r|1nvl%nt%o \@Fhé%u[cg Bphclatri](%s may
resabinl thdny fulilying) dsiSixbinyle b ncbgpicognated ereSet @etd. Bome specific
unctio satisf ing the abstract bit-scranhlin oal .
apgftons s BT TS Ep IS 30 Oh S b EPREF SSISTL S oF e in
whi&ﬁ ms&bsd th@ 6dncgepesfopadrct godlamay B dpb&i dndAQRBAIDS dﬁﬂfcate
i n_various ag plications these goals may

cltpgF e lepts BrBiiFrckipes Be eI hOetehRyTamARse (Bt LS on real

wofliAth GRY nded BAL 1iOR bitk@elcBfrelMnaid i @h tduRlve Ql@&?lnstant or window
detection, better resenbl ance detection, |ess

andk the radv 4L thsciex inghm 45 BEIB AN MRPIEDI hagfe funelinse Max P@ hl@@b{ likely to
ranfi &l '1ﬁfﬁféﬁw all bi® LE the H3 G ﬁfuetvshl%n B8R MW fs Q(Y'lﬁeﬁtffoﬁpoﬂ@' tfnna' ifl the
such applications may result in themfulfilling, for
inpatxdakpitieam fohe apidt r act goal s at greater speed. Sone
S p%bii] c ‘%P&Iafn ﬁtdf Qgéle&lon tfllﬂﬁ &§ ShRER ¥na£/ g&? | QN WHY random data
focus on data storage syst en% as an exanple, In
butviilsd h rdahlfie anlde ceunethe onmbatod npenlplrbrindrragess (sotrayA#e-z]) within
t_.of e [ e
a 3(? Bﬁcgﬁu%ﬁ)gv ?ﬁ#ﬂ w1{1?1 a sgiéP Cé { t%rG(B pg?grggédﬁa%nn%aéa}_lﬁﬁlﬁ Hw ﬁ‘%gzero
raném]sex)/ltlmprobaiﬁlth(MdZSdHT“aO ra (.00 Endo b ih&VE wiridbtvk wﬂl produce a

SeleCth]Ia 8Wg %Ig%{pg)ﬁeélaalacf strébuglton Pﬁ&uﬁg x]tzesaaﬁgliea%l%{; arO}lnc\liAF@lStdaaltes is to be
expoesd.r albkemhasik, i smﬁﬁg ﬂﬁ&chfw/ofblewh blgﬂ)luygs | th&kdnybek Of occurrences of

andonml.y. infl ue ce val ue n.the
30RO s e SR P Qe S PR R HE. PP S Aok ports ar
like8§ foaadmitt 0 t he next [0032] An exanple of a selection
function whjch performwell with random data but

f i 00331, Hagh fonerigns g el et e opfeal-world data will end

to HA08 i@k BRRRE tb el 4103 HBGEH the VAIRL ad dhe ifdradBordihdoM bdd (Re Falue at the
30-byte wi ndow coupled with a selection rule '

H=O .
nextgptapgiapdoratssirarisutash fyngiiqnp mga by h&gblwhéfﬁldéwsﬂuewﬂ bits of the
hasR "VQIQ@%LI{ tth¥ v&fn%l%%/lgﬁ)@l}:c*l %1%91 one tlgreQﬁ) &11:'1 C})%@de%] ﬁre‘aﬁll tg% next.

wi ndows wi || produce a sel ection, an exponential
Defezﬁablemﬂmfvn@wnmre ehohkely t%fé%ﬁcm@wégtp rdemburnae8iginhiesithin an

1np{11$w1h@0vp ghaﬁé&e %ﬁlﬁqjir ny[i](;ng %EH&?{){% & 'm. é co%rv oﬂg d@fnitions of good

archive of “news i ppi ngs, e nu er o occurrences
haspffurgGen étatagrerivios dadifencliptedhlfilling thee popbrticamey resdlgin good bit-

scrz%nt{'lfgm]g af‘g]? 30%09 he %proé n%f tle?rlv(\)luéJ %p%fligelltioglsq llilsri]rlfg pregent AV&ntion. m any
case, it may be commonly assumed that such hash functions will perform well even when

presented with non-random, real-world data.



[0033] Hash functions that may yield "better"
performance on real-world data will tend to have
woO paosloe72ké t Wi se correl ati on between the val ue BET/OR07/085357
i nstant or wi ndow and the value at the next instant or
wi ndow. Desirable hash functions may be highly likely
to influence all bits of the hash val ue when the

Wi goyy)| SFhE‘%J;c%gﬁlant%H fa%xatnhﬂi@ naag} b%?@mblﬁl%*} bediah &rambling the
streamto the next. DeSI rab uncti ons are al so

leagt jsigatfigant Hitg ok 1@6@31}1%}? Bt 'svtqsaﬁ eRPFﬁ @me&wg@&b%@a trivially
rel b B oy aBRHSE B NGQH ngﬁ ind?wg‘ IR e R hOBRed with which the
corresgon to nore conventional definitions of goo
boxgastandign oty omalehan boshdern soedessye eindowsurigpuodga may make it
. r
par[)éﬂlzlr C}Jr IV(% 18)?2 I FEI%%&?{sgﬁt%?\ﬁgR%nu r}glgtglzeﬁsnohp tlggrg]g%tlon criterion for the
boxaptasic mby bﬁandlﬁB(lhgl sbime epnbedimnnts itmaﬁenitlismge of bit zemyo e@smplish the

selecglPlirlTP%‘%tH ::I?ﬁe \?\%IPP%(]—:‘OH é)&%é\?ﬁl@%ntlopfé%% %Slﬂlheny zgﬁlghcgtg(%l tHed
MHETRE) DSVANIDAS Yisit M GORADUTHE AND(EEH‘ICiENIEDiAdIA MIANAGEMENT

NGRR3R0 st £ o Yl Jy LB iR g Bcagpm

perfdibiice gbAl@f kRas hnddugnidié aamhatbintwal@ gidagy Iriierea|nyYhe present
related to only the parity of bit Q of the input dat
invgRtegohkreey Ilb“\ﬁ%\?%‘rn SPEJevas 6@@8“%1 {Wﬁﬂ%ﬁe eRoppef %Bl’&étF efimination was
verfféa©h QN TERMbyRVBAIUAL BatReNBDB virRIAIIF MEHRIB0 it WhRHOWRitREeveral
(w)ut data may make it particularly attractive for use
embogimenss Piings K exqpRle AP wriingeiprpingrrrdtiplicpeve dispa cppgpential
gen%fa'tdrgl(/l‘L 00 hNhed By ROXEApIRAShbR YR aMRGKiied 1 n sone
I ments to avoid usage of bit zero to acconplish
t hd08@35¢ c Rebarrifaindig: dran cRaPletHsnENLPRANE At PIAeAtiRDTYSgm 100
usi Mﬁtm&&e%ata%ﬁﬁﬁ}y ﬁpﬁ@a %"’}ﬁ(ﬁc@ae{ehﬁllngtg)n @&A&Qm to at least
STEMB FOR QUI CKAND EFEI O ENT DATA MANAGEVENT ANDI OR
oneRROCEBSINNG the pivicdeinventionx bntpis exahplary sptge it dyed |G oay be
proYfLEId L cPRRIER o AR ORIRAGAARAL LAY 1BRAREL: B 110 may
cate e tion was greatly inprove
be, ;ﬁmmanple,l mqumlcmf files dr prgketsiofidate astanarm 1$|caﬁdad swm may need to be
Pro Wg&ed ér?,ns%mtég 06 %to%elain ?r?c?oé ?%066 %lggrdégll iVl-C(%S Su(&lé(il Ig]tcr({paocBSéor a

stotap ¢ ﬂlulalaln)emdﬂg ratdoﬁ@htet g/sﬁei'maétc obhamodde YAt haystevableatb more quickly

enb I hrent s USI for exa rintin
ProB Bl ) Bt P RO SR T o gesuse
mafashasedl, YorteRargle @m{dashmﬁﬁumbﬁ Proceks fol ARGt G thakiakg less

[ 00035] Referr | ng to Fig an_exenpl ar dat a
Propespiag Hive thandradibpa @%?Sﬁ@s fgg/éﬁl‘%?ﬁl%ﬁ)g%g DAY fiH Rqundasy e break

poifi@t ﬁltb&%ﬁd{ﬁé%l@md}h{gmﬂékfﬁg knedREQEIRE ML ALK &ut, boundary or
provid accordi ng to at |east one enbodi ment of the

breﬁ? RERin (e Jasntis sbeed Pl prekeureios silesssy qygiily Besh, quhhigundary or break
pmﬁl@_t(@% ]ﬂigy fé?ﬁ'it RGesP Elﬁ)ﬁ'ﬁcgt@ dath ‘Belﬂg F@ﬁﬁ@d}%%ﬂ@ﬁsyembodlments the

Poi nt/ Dat a Bl ock W ndow M his i nput data
module) 1 thmpappre-seloet agsubiepdlanll p&S%léqh@hdélt dbudalyeey bpgak points. Some
exeﬁ‘gﬁ%ﬁf Iaa%ll? ﬁollqgl% a§hr1fu£)(!t1|8f’i)§r Ma}%;clﬁdea{ﬂgoxga umﬁctﬁﬁyanr%ﬁcec%swe

e pr OCGSSG transmt stored I'n one or nore

mubi_pbdb}r omsienidey kdebyteualhe edLEGiruor oy @UéNsxor fungticgt efeadjlee Faster
Bo%{ad%ry Poff‘nt}ﬁa 'Eml%lécknglrlrg OWE%H% PP r}:le?yr%e c%{:ll():léd to lowgrtﬂagter goundary
Point/Data Block Window Module 130. Module 130 may take relatively more processing time

per iteration than module 120, however, it is able to make better possible hash, cut, boundary or

10



process the determ nation of hash, cut, boundary or

break points in the input data 110 because it may use
w@200e0bee f or exanpl e a boxcar summati on pr ocCRBGEUS2007/085357

function, that takes |ess processing tinme than

traditional processes for determ ning good hash, cut,

boundary or break points. Although, nodule 120 m ght
breﬁl%mﬁ’&féiéhﬂﬁaﬁ&h@ e S&a}sl%klﬁ%ln%e @Lﬁph'@ﬁ% Rata gahg d@%ﬁb@?rm various

or break points in the data, its speed will make up
embqshmertie m0é§1§e160 Hanniikise arfé&%%cfmctlolb@&ﬂhmfylgéﬁpnm felawon a SHA-1

t
R SR A L i G e A
brepapaghr blogkepaestiuretionss lustoftedain| Tapled biloiveshowsty, vag ous, speeds
ak points. Sone exenplary easily

aCh?eQ'F&]g%% ﬁ{uﬂ { unctions may include a boxcar sum

function, an successive nultiply-by-constant and

add- byte-value (ML.CG function, a rol N-xor function,

etc. The Faster,Beundarad.cERi ggp(o%a Bl oc¢kregd ndow

Modul e 120 nay be coupled to a Sl ower Fadteér | Boundary

i cle \W nr*ln AL I\/hr*llll e 130 Noda | e
Poi nt/ Dat a Bl el Wadow Nbdul-e—130—Moek 850 30 may

take rel ative MUCET €1l OCESSi Ny tine pet Fiq ation
t han nodul e 12QNxBOWRMERE Rol(kash,’$) @0l € 10 [Malse| bet t er
possi bl e hash rosutr] | bsurdalr(yasiox byAgak poijnti7s
determ nati ons_ (& g/lhaspfpAlesult in nore diplicate

data being identifi ed)+=bish+varrdes "Bibodi nents, modul e
130 may utili Z_e‘ﬂgerf‘DhaﬁbA hqsl?r?ﬁtl nn a—Rabi n16@ nger pr| nt

: sh
function, a SI—A-(aIbi . ﬂ?é’ S <e<? ,A Ehat ma 45 ncor por at e
rolllng or no I'IUIIIIIU VVIIIUUVVD A-tabteof rious
cut, break, hash, bl ock p0| Eunctlons i's |IIustrated
in Table I bel ow, show ng var| ous speeds achi eved

during sinulati on Table | [0036] Sone sinple Hash

o G S SHBDE iR S nd R Bptedn dRBR D, s assigned a

conlsfagt initiackaNe. Ft&t?ehch sy dhd WiadowyhagddinR@ifled ®y nexhg My hext byte

B i R LIRS P T gt B e hsh-secii
conB @RS bANROL.aNEroR@-1eftSoparati®h. afR AR dr nepas ahh@nﬁedﬂhﬁsmn of the
hash is a sinplified version of th

Adl&arFéfft%hem hetle pared ERIshare Spesentytie b &y %ptlrr@fﬁdégéwgle pjgximal

am&jnt f)iaédiﬂﬂﬂe At hagfs, GRAGIWHR Vﬁsvs%@)é.’s HR‘:IaS(ﬁQ@U Mdi@fion of the hash
le-tine constants, and shoul d be viewed as a

fun?féﬁ@@@ﬁawhe ipael] lesis megsutstroling th‘?d‘@ﬁh gndsBedking feijemnal pere bits on
sevéﬁ?ﬁﬂldfe@%ﬁ%r %%lfl (emEQb r%o};ﬂﬁa&aﬁh ﬁkgﬁ Bd 01951319\195 H}gz?bﬁeo[r algorithm

term nal its on sévera nega ytes
spepds-reghdy fpllpwtiehomntat ef expgnat bakins respgred. wadh HopcaTadl.€ Gl and rolN-

xorlefll(e)l%{%l% B%th% @a%%gts witfl _li%]é It IJ lgl)lLu% '%% rgfﬁqg %rm?{{i(@ég b%ﬁormlor XOr,

Ired, W oxcar
rolexsf[]a&ldkiédbnglasltee récmst&&t],ookupshf frema\[bRbl e | ookups. The

r OdegZpﬁ as g%l 1(? néc’rﬁ r%seo%tcgl-bl- lq<W)c rfo%(gz%rio]u% ?xr%mxil(%{ L(ln[ @le.%]and

corfag@idinig Golieg sersmns dﬁfhasﬁ-lfuncﬂbh%ﬁe ﬂ@d@técmelomrﬂnohmexemplary code, ws

o RS L R B PR TP IS APy o

rolﬁﬂg&amiﬁﬂ@{ S He&OGR csiW8 while roll(buf) is a rolling version that will update a

checksum whose value is calc(buf) to the value at calc(&buf{1]) in fewer operations. It may be
assumed that a global table of constant random numbers may be available as rudTable[256] for

the algorithms requiring pre-translation of input bytes into more random 32-bit quantities.
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is the wi ndow size and buf may be an input data buffer

of bytes. The function calc(buf) is a nonrolling
w@a00806meé on of checksum csum while rol | (buf)P¢BUS007/085357

rolling version that will update a checksum whose

value is calc(buf) to the value at calc( &uf[1]) in

fewer operations. It may be assuned that a gl obal
Se\re@a%@omqm@ ?trﬁpltnofe%mp iPHEREERWERY D€ AVt abk@oR%ant. Actual

rndTabl e[ 256] for the al'gorithns requiring
codg rr@ytuis@hmoa% pR¥figAtiopy seh Ay geaBilar APEMIFRHE APHARO I 28Ric Ty faster
spe lantities. Several algorithns may roll nore quickly if

the wi ndow size is a conpiler-tinme constant. Actual
cod803y ArsexemplainoBexcapt+ikapseatrsodesiotipnaslling apic laag rolling roll

woptions, to achieve faster speed. [0038]

rou%ﬁéseli%eh% %grgf;} Boxcar C++-1i ke pseudocode for

non- r ol | 1 ngd Bakar:ank( noidned ghar obdst*rauostibnes!{ i s shown

bel ow. 12 va@isuin Boxt:accumubal(dof, tas-wgredficht )const *

const bus}) { 2 csum = std::accunul ate( buf, buf+ws,

Oxf f f f cOBHdill BoxcaB:rplldunyighell BBaxeast* &hub) [ ( unsi gned

char const *cs@&buk buf[fvsp- BElOp += buf [ws] - buf [Q; 6

+-i-buf;67 $3b[0039] An exanple of M.CG C++-1i ke

pseudocmdp for non-rolling calc and rolling roll

routines, using a nmultiplicative |inear congruenti al

geneosy] orAmﬁmb@ R 3A.CGH E+$hRvpsdaabae fo%bﬁlr&mgscazc and rolling roll
choi ce, nodul o operations may not be requirgd

rouQQesbﬁlsﬂngrﬁa@ﬁlpﬁlé“é‘“é%hW%‘foﬁlth&ﬂ geppragrimogpierZy nﬁtsp%wn below. With
thlsoo@lgfc@trh&ﬂﬁj RRFABAMAY R bE HGHd QI 3200 th&dhideY as dverflow of 32-bit
uint32_t° wi ndowsi ze ) 2 : ws( w ndowsize )
aﬂtlsmeth @Hefaélomsiﬂgf@% (hiy fungtiogdaglisidy-ue 4 , nult( 741
103597U ) ML@ lm[ (Qﬁgﬁe{vglg&ov@%gdor andom sequences 5
, mult (. Wno E’é‘i 6, magic( init * (IUnmult) )
/'l pr ec\aAf 11{185135 Ul’jg/s\égd“;&ll&n 7 { 8 for(uint32_t

=0y,
Iact ual : ;ﬁalgl (é}éﬁ%ﬂw/ {, W%I en ?pfl%do(r%'c}o uén%es

mul t_ws; 6 , magic( init * (1U- mult) ) // precalc. for rolling version

74

8 for(uint32_t i=0U; i<ws; ++i) mult_ws *= mult;

9/ (mult_ws is actually calculated more efficiently)

10 magic *= mult_ws;

11}

12 void MLCG::calc( unsigned char const* const buf ) {

13 csum = init;

14 for( unsigned char const *p=buf, *pEnd=&p[ws]; p!=pEnd; ++p){
15 csum = csum * mult + *p;

16 1}

17 }

18 void MLCG::roll( unsigned char const* &buf ) {

19 csum = csum * mult — mult_ws * buf[0] + buf[ws] + magic;
20  ++buf;

21}

[0040] An exemplary rolNxor C++-like pseudocode for non-rolling calc and rolling roll
routines, using a rotate-left function ro/32 by 5 bits and assuming a 64-byte window for

simplicity (so that no fixups rol operations are needed for the roll functions, is show below.
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11 } 12 void MCG :cal c( unsigned char const* const
buf ) { 13 csum=init; 14 for( unsigned char const

WO pesBi67226 pEnd=&p[ Wws] ; p! =pEnd; ++p){ 15 csum BCENNN?/085357
mult + *p; 16 } 17 } 18 void M.CG :roll( unsigned char
const* &uf ) { 19 csum= csum* mult - nult_ws *
buf[0] + buf[ws] + magic; 20 ++buf; 2 1 } [0040] An

exenpl arlYRBﬁixH?‘@{rolr@; ”f(uﬁﬂti‘?t %ﬁ&{ﬁ;&&%%m@@& BB rol ling
cal ¢ and, rol “ggﬂogv outlnes using a rotate-|eft

functi or? rol"‘@i Bf{s and assunming a 64-byte w ndow
for sindicNwliso that no fixups rol operations are

needed f@r ewQhk NywnGHirens, 1s show bel ow 1
Rol Nxor :; ROl R?vgr uint 32 t w ndowsi ze, uint32_t

rol bits)> 2-in W%ﬂ%MuSQ’@e?O’%m””ﬁ(“er olbits ) 4 ,M
((ws-1)*6N) & xIfU) 5, init( Ox356a356aU ) // sone

const anty Yléﬁldli@)ll‘@m){r}ca?c( Mﬁ’sﬁ%eg@l]lal}%&{st* Eéﬁs%uf)u{‘s' gned

char const* const csum = init

unsi gned cﬁ%PrmCé‘H%t p buf *pEnd= &p[vvs] p' pEnd
++p){ 10 C §<nr(mﬁs1grxaﬁ 82 casu FfrpN)uf *pEnd4&p [w:t]Z p}=pE8d;veiptk
Rol Nxor 34 u ar, const * &uf ) { 14 csum
= rol 32(csun lé%l ?@%%&%ﬁsl ~buf [ws]; 15 ++buf;
16 } [O 1] An exenmpl ary rol I\Ixor[] C++- 11 ke pseudocode
for non-I2gl ling cole and rolling

13 void RolNxor::roll( unsigned char const * &buf ) {
14 csum = rol32(csum” rol32(buf[0],M), N) " buf[ws];
15  ++buf;
16 }
[0041] An exemplary rolNxor[] C++-like pseudocode for non-rolling calc and rolling

roll routines, using a rotate-left function ro/32 by 5 bits and assuming a 64-byte window for

simplicity (so that no fixups rol operations are needed for the roll function), is show below.

1 RolNxorTable::RolNxorTable(uint32_t windowsize, uint32_t rolbits)
2 :ws ( windowsize )

3 , N(rolbits)

4 ,M(((ws-1)*N) & 0x1fU )

5 ,init( OU ) // some constant value

6 {}

7 void RolNxorTable::calc( unsigned char const # const buf) {

8 csum = init;

9  for( unsigned char const *p=buf, *pEnd=&p[ws]; p!=pEnd; ++p){
10 csum = rol32 (csum,N) " rndTable[ #p];

11 }

12 }

13 void RolNxorTable::roll( unsigned char const * &buf ) {

14 c¢sum = rol32(csum " rol32(rnd Table[buf[0]],M), N) " rndTable[buf[ws]];
15  ++buf;

16 }

13



roll routines, using a rotate-left function rol 32 by 5
bits and assum ng a 64-byte wi ndow for sinplicity (so

w0 bas/06122¢ | xups rol operations are needed for PCEHUS29DT/085357
function), is show below. 1
Rol Nxor Tabl e: : Rol Nxor Tabl e(ui nt 32_t w ndowsi ze,
uint32 t rolbits) 2 : ws ( windowsize ) 3, N( rolbits

) 4[004&‘4] (Aﬂ@;e%lar}worﬁas@@i+ulﬁe pieudob(ﬂietf&r I‘))Hlél cAPHRd rolling

constant value 6 {} 7 void Nxor Tabl e: :calc
roliraglingpddengpd o @@ﬁ&qr[]m@e@h\gtth% fhe r?tat@nd@emm iisghpwn gelow.

for( uns E
p! pEnd 1%8 mﬁfecgﬁﬂq%m?%ﬁ%ggpcggﬁm@ S&m \(ﬁabl e[ *p];

11 12 I
ConJ;t ‘ g\‘(;?%g;ﬁ %Lel}b&%sﬁf '1%§2 ng‘t ép[%]sb%ﬁﬂd Sk
rol 32( rn§ITa uf ) l; N) rndTabl e[ buf[ws]] ; 15
+-i-buf; 16" }[0042] An exerrpl ary xor hash C++- Ilke

pseUdoco’gvol%%rO{Pa%E: rogll uns1 al C"ir(‘%lrll’]sgK &gltj) ng roll

t t hout th
ot at Pﬁﬁ%pé‘@' bRy rout e

Xor Tabl e? : ¢APEE unsi gned char const* const buf ) { 2
csum— |Inq}( 3 for( unsigned char const *p=buf,

*p p[ ws +p 4 csu = rndTabl e
5 }E[Bg‘”ﬁ( 7“‘\/%5‘168‘1’%# "F‘g‘ﬂ?rec %Jéel ReeRSRs grioagiing 6&% g‘ld folling roll
rouédsf usng{ foBe:@ipe, b motiMidd a&rkieh biihe [ADlel (/Eletcher) hash with no table

rndTabIe buf [ V\BL ;9 ++buf; 10 } [0043] An exenplary
lookypy Fseﬁho‘@*hlelPYVkér %@éﬂ%@é’é‘@mﬂéﬁe {8 ‘F’@P‘Pf} et relly léteHWHState while

proli®ihd Néhel1QLI value in another distinct step, provided by the scramble function.
Alternatively, rndTable[ | could have been used, in conjunction with a more standard Adler
algorithm.

1 xAdler::xAdler( uint32_t windowsize )

2 : ws( windowsize )

3 , magic( 1493U ) // to increase range of affected bits slightly,
4 // value is related to expected size of ws

5 ,s1(0U) /sl and s2 are internal state

6 , s2(0U ) // used to produce a checksum

7 {}

8 // hash is some way to generate csum from the internal state
9 uint32_t scramble( uint32_t x, uint32_ty) {

10 x"=y;

11 x A= (x>>6);

12 return x;

13}

14 void xAdler::calc( unsigned char const* const buf ) {

15 sl =s2=0U;

16  for( unsigned char const *p=buf, *pEnd=&p[ws]; p!=pEnd; ++p){

17 s1 += *p + magic;
18 s2 +=s1;
19 }

20 //add a final bit—scramble

21  csum = scramble(s1,s2);

22 }

23 void xAdler::roll( unsigned char const* &buf ) {
24 sl +=buf[ws] — buf[0];

25  s2 +=sl —ws * (buf[0] + magic );

26  ++buf;

27  csum = scramble(s1,s2);

14



routi nes, using for exanple, a nodified version of the

Adl er (/Fletcher) hash with no table | ookup, is shown
wWhe008m67237he routines denonstrate a roll functiRPCI/URAD7/085357

rolls internal state, while producing a checksum val ue

i n another distinct step, provided by the scranble

function. Alternatively, rndTabl ef] could have been

used, i mgonjunction with a nore standard Adl er

algorithm "1 xAdler::xAdler( uint32_t w ndowsize ) 2:

s ( OMﬂd%ﬁ?’éxéﬁl Jar ablﬁT@g-\- Gike %s%g(%t!o)le fok B@n $ oM %%%nd rolhng roll

range of affecp bits slightl /'val ue |§ related
routl@@Séwrﬁe%melé igplgamersitien & a CR(I i SWI) balgvei Taies efzongtants T[256] and

( t e

U[iSﬁLEﬁg ai(!‘u?a}té%lgg}l?wﬁg fm%s){as %EAMU%I;ZC;)QM §e(§grgc?§ﬁ M@thods in
Comsmntwnnmﬂhanumwadﬁhhms@aS%m@egpﬁﬂ32§ﬁ(E%Bhnble(

uint32_t x, uint32_t y ) { 10 x L= y; 11 x L= (x"6);

TN m% é% imSeRE uinf ) Céoéy“?ii?”ﬁﬂs?‘g}ﬁéd
char con t ++p){ 17 si
+= *p glc IT :yé mim@ﬁﬁh¥%£?w§ﬁ$ i naI bi t -
scranble 1 csun1— SCr

Adi er: 31 ol (PrHap R AR e i s %St tszalatsfi .

buf [ ws] 6 buf[%fgmf tigg pqlynqmial. Tygescs ?qunaglc
) //"a new byte quickly. U describes how to add/remove a
' 8 /I leading byte quickly (U depends on the window size).

9}

10 // adding a byte modifies the old crc value in this way:
11 uint32_t append8 ( uint32_t crc, unsigned char byte ) {
12 return T[ ((crc>>24) » byte) & Oxff ] » (crc << 8);
13}

14 void Rabin::calc( unsigned char const * const buf ) {
15 wint32 t csum=0ULL;

16 for( unsigned char const *p=buf, *pEnd=&p[ws]; p!=pEnd; ++p){
17  csum = append8( csum, *p );

18 }

19}

20 void Rabin::roll( unsigned char const* &buf ) {

21 csum = append8( csum ” U[buf[0]], buf[ws] );

22}

[0045] When the simple hash functions in Table I are used in chunking algorithms, the
actual speed may be substantially less, because data may be supplied in small chunks and extra
buffer management may be needed. Furthermore, a chunking application may also typically
require a strong hash function to be calculated for the entire chunk.

[0046] Further, in various embodiments the methods used by module 120 and module
130 may be content-defined hashing and output Content Defined Block/Chunk Points 140. In
general, rolling window functions are faster than non-rolling window functions. As mentioned
earlier, in general, content based hashing techniques are better at identifying more duplicates than
file or fixed block size hashing techniques. In any case, the content defined block/chunk points
140 may be used to improve the processing time while maintaining a reasonable quality level for

processing the input data. In various embodiments, these content defined block/chunk points 140
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26 ++buf; 27 csum = scranble(sl,s2);28 } [0044] An
exenpl ary Rabin C++-1i ke pseudocode for non-rolling

W@ 2008/062¢6 rol | ing roll routines for a sinple PCI/US2007/085357
i mpl ementation of a CRC is shown bel ow. Tabl es of
constants T[256] and U 256] may be cal cul at ed
follow ng, for exanple, A Broder, Sequences I|I:

¢ hedgor! i&hn%ﬁ@ité ens qmﬁ%glﬂg 'eﬁéf’ypt@ﬂ S fpRVHA Gl transmission,

ci ence pp. Rabi n( ui nt 32
eteywtrbios b roted thiftaiboue psreﬂdy e)13Q may\hsfedvuyn@m@puz ef podule 120 the
/
ng&ﬁ%%%f%%“c?/npd @g&{gﬁ il ae%‘eﬂgj“q’g pHE Bt ndously

(e.g..alsatnedhabprpdesiog systagen eMatlullﬁ @%mhyym@mng lembJdivhents hivgakrect

rec g%}lr erm QO 1npg c}af eag?% egﬁ%lgft‘éeﬁ; l& dé’ c(l: %ﬂmﬂ%@%&t Q}?c%g&%\ﬁly the
mo(bude ﬂm;hamf:ndtdw) Blle(zt@)edel@rn}nnégocrit(érleadﬁdmig 130 &:Iylﬂ@erm}ld{ fipoas

t32 t
presur%a%bgrzsq?weé rag(y Fea S ncgefléabéedprg%egélva%)r?cgss)lng{tﬂilélpll;rt ec}a D\P a a]xt eﬁtegnate
meél(aﬁfs Fdﬁc)ontenb&’dfﬁ):d Shuikiing, ds 1Ii.d1((a&fdd)y"th68dasheﬂ3m}e 13@ Such gh alternate
char

e BT bR S HEFGS it o GreBnerapvE Singfions o detemnine
set bPpeHadk poiti knel=&pd u\ﬁc}utplm Eofrgép da0.++p){ 17 csum =

app (.csum *p %120 voi d Rabi n: ,roll&ﬁg

unsl B%éld WP“%@%% 2, %W la{y taimﬁlgﬂ‘éﬁ‘?lmtﬁb?@ﬁﬁ%‘(‘g gsthpe 200
usulxg Whuhdd]daca Héuﬁc[a&‘f_ﬂmﬂt/data%c}( db@AARAMNEProtidd, bdBRdife to at least

hash functions in are used in chunking
onegughoringaahel the preseatimyention.pbdhis gapogmentyfsteant - aﬂ dajp stream or data

is ﬂé&fﬁfeg D EE BHSE0 ARLRIRY NG, SRR 3280k ReiSaBhof GAHALS pBRL/data
xt
chunk windows is performed. In various embodiments, the pre-selection may be performed

using a fast hash function. Some exemplary fast hash functions may include a boxcar sum
function, a rol-5-xor function, a successive multiple-by-constant and add-byte-value function,
etc. Then, at step 230, a refined subset of boundary points/data chunk windows may be
identified using a slower but better deterministic function, for example, a quality hash function
that identifies hash, cut, boundary, or chunk points that will maximize a preferred characteristic
such as identification of duplicate data in the input data. Some exemplary processes for slower
higher quality hashing may include, for example, a Rabin fingerprint function, a SHA-1 function,
etc., that may incorporate rolling or non-rolling windows. Finally, in step 240, the process may
output a content defined boundary point(s)/data chunk windows that may be used in determining,
for example, hash values for determining data duplication and/or duplication elimination in some
of the embodiments of the present invention.

[0048] Referring to Fig. 3, an exemplary conceptual illustration 300 of data
management or processing using multi-mode data boundary point determination system(s) and
method(s) operates is provided, according to at least one embodiment of the present invention.

In this illustration, it is shown that the first faster selection function (305) and the second slower
selection function (310) may operate together to more quickly identify (processing more
megabytes per second) the desirable hash, cut, boundary or chunk points and/or windows 340

from a large set of possible data points/windows 320. The large set of possible hash, cut,
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buf f er managenent may be needed. Furthernore, a

chunki ng application may also typically require a
waeesmg2bash function to be cal cul ated for theP@nUB2007/085357

chunk. [0046] Further, in various enbodi nents the

nmet hods used by nodule 120 and nodul e 130 nmay be

content -defined hashing and out put Content Defi ned
bmﬁhﬂ?lﬁ){r GhmRKoiRRiRbAr Jhbowd m(ﬁﬁﬁeﬁl@lh@le T&lelxé e VMaﬂl%Yﬂts or chunks

functions are faster than non-rol

A (B lHasth Gh3), AL Ifenb (éh]éld Fe@l$a) &f §316ﬁ é??érﬂ)alH (¢dmtldpt4a), and J
(31@«%3 qﬂe 'ﬂ?s% Hl'sl!agsetle%ﬁ fuﬂ 3@5 ?n ?%Hc@{s t] la %&t& %sﬁ% data

nore duplicates t ixed b oc Sl ze

pmme/@hmoqvu 8380 td qulcéthyse@aszerea&ohéalﬁ govidam¢-sedestddrsall-group of desnable hash,
i 4 u

B

windewe thaf or pprokesd mufgsubmoupraﬁounodiale aata |pn1ntsaamd/QUW1ndows B (312b),

o SRR R P G B PR AR PELP ecion

funt @ 3083 infkg be Nior Whlpdm apprdimmwlyl”ﬁglrﬁiatf&tdrrﬂaﬂsm ssbmlrs]ower selection
etc., It shoul d ted that Ithou nodul e 1
ronglesr b’ KRR 6 ThE B cohrdatn B SoT e iy peks e Thdows i
sel@thQrHiRe a iddsclk P@ELmaNd W 85y FRYes OGS1ibld Bas @me tBxtveld bekelected
rallel or sjnultaneousl use in du
by EIP §

weBS P veysieei) unqisad F(i 'é%@)‘/g‘ili‘ﬁ?ecf)ﬁd %18\%( 58%6)& Thsiipg 310

anal@V¥@didh@ ‘é&t 30GCOHRRSthR A iHe Mt Irdbter bQediBR tinc Gl F51dd- be
or exanple, if it is determned that exceptional l

capable ohpauiEe poersprebleraberridgtadagh cyr kayadasy rfir hesak poihs and/or data

qulB{Vg 850 & thﬂ@gHLtfcaﬂ}?’@e&% e e@@tﬁ%ﬁl@r lilKQl?rﬂo Bonledify ﬁlld@@fl tMe data break
sl ower and | ess desirab process of processi ng t

poipty gad/oighaingows thatdygvethe bygh@@ gualtscf apass dasfrafle charactenstlcs Thus, the

sec?&f@l&%‘r sglgétfoﬂ %CEQIVF' g?%/aqra&sg l!ﬂﬁ id&tﬁ?@lﬂts Q}{dlt)p\@mqg@?ﬁglading B

I ne . Such an a e mechani sm may be provi
(G1BY. B (BEOh i GUEL)UBi(hIgD). kot | @t éinphé seléah granp Péhiotlnding date points

TS PO S BB
exadqﬂqmdmm’[agmemﬁthag%esgggf%&hasg aue bhadla®00r reikpgints and/or data
v TEREPr R e SRR Ptle P G B f e g s

becalpb@disaent of the present invention. In this

or APl Mt Rirp G e o eheFibeds ot Rt or

prod@@ing POEthe@lsechblgméfe dRQWIGRTaYy R ALS Hiadinabiidntification of
w ndows is perfornmed. In various enbodi nents, the

preyippsly %ché'élit?r&ill dgtain ao@tap%’l; PotEA 1%%?%6‘3%5‘?08@&“%%%1@3“ one
embdGtic ONehe FRABLEX ¢, Y Yepf @S tingaaddla fn'dg 64 prOVidedRY processing. This
i ncl ude a boxcar sum function, a rol xor function, a
input dagedISinee Deulior Pronwleny seagprse ahfilea Arpagkiis phydatiip Ringey I°s and 0's
thaf IHQ}pﬁéeQ b beeﬁchess-EB &Pnsited Blesﬁmgggr on@ of ﬁlfoirerla@&tl%ﬁip %@\tlcegfsuch as a
boundary points/data chunk w ndows may be identif
miqyeroggsser.<l sevege dinlit 2 Bempy 2 danpierisyiten et INAxe R gep 41‘0@n first
. [ if .
! SRRy L AR @ A I A1 5B
funpui@lfthfrtnmtlﬁ@avm mel o hioge logickl basikiod borinidfiy patntsonaydfe made in the
dat% ?&R %agae SEI‘G?I% %seld ona p?%de{%ﬁ%mecg S‘at? PI‘O(,S a% ﬁ%ﬁgc%e afnyvarlous
embaiiherde theffost semarqnlpeocea 4Rahna1y bbia m@?edir[ablyrfhsthaﬂhﬁtglfmtlomfor

1dentll_f|A1ng haslfllngl}t bouhdary or break points in the data set or data stream, but may offer
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etc., that may incorporate rolling or non-rolling
w ndows. Finally, in step 240, the process may out put
wa2eeneene defi ned boundary point(s)/data chunkRCTUSHOWESS357
that may be used in determning, for exanple, hash
val ues for determ ning data duplication and/or
duplication elimnation in sone of the enbodi nents of
redb&@ bﬁrs@ﬁf%etmg a[b‘ﬂﬁ?t m@ﬁrs{ Qfdddn RS @ELINY sﬁ‘tﬁet%f @1 pSsib® hashing,
exenpl ary conce illTustration 300 of
cutrﬁgrlpgqj}g paiREs thyt Hpiy@g erg)g; qqghq@pq-pgl sakgtian- fm@n détfgster first selection
funpt%ﬁr}g%r B d%ﬂh&f aSQ%gf?crt oh G4t i!s 9151 e?y g&@ g@lﬁrﬁﬂpfaﬂgltﬂlgéﬁ((ﬁl) megabytes
operat’es IS provi according'to at |east one
of igpds ddlia ppeasessed pqrhg:opql e&q;m exenphart figiselecmont flupgions 410 may include a
bO)JSCg sgﬁ}fﬁlg(% ’ln,lanr((:) xofsf(ugggﬂn Lgé‘ésfqleggneﬂél fes y- {O?lg't'c;ﬂ% and add-byte-value
funsi@neet |, smna‘ cnfrvdtlcrtdmv@ B&k)desraiyedipendat dettibgeherd somemor d@scribed in

u i f. essi ng nhore abyt e er .
ol obh bl pB B RRGRE RS BRGS0k pea nevine
betﬁﬁpdif(ﬁmar[td/aﬂfeledmﬁgjth&\@re%ﬁd havma, dravgelageireabfpopmsiaitil @ta set or

data pqi nt s/ w ndo 320.. The set of possiple ,
P 3t Perg st ARt i e on oo b G i 8 ot St e frst
selermyn funedidactey plfoelrde B&&dﬂ'ﬁis@mmﬂ@tﬁ@ d0loRh&uNty ﬁlhuaklsylﬁig the preferred

a), B (312a 317a) 31l1la)
(ba?@wél)dem@d(c@%igjzrlstlﬂ ()g%gl}ﬂe @upélg%ﬁ)g)ldengﬁﬁat@n eﬂgé:)hmmatlon)
hasth &, fobtistaryf (ﬁﬁﬁr&k p§i%ts3ﬁ' tHeQRtafsb Uh@RuSBD TR eﬁlélﬁg Becond

t he | arge set of possible data points/w ndows 320 to

Selfasfa%fanytl@e‘\ 18 gnay dndlds ad b2y fgpsen privbgdingerpet function, etc, as

deséH&dQBMn@ﬁnaQ ®e utRRb& 11?% At belRPURLBRY eﬁf)ocﬁllﬁklrﬁg the second
points and/or "wi ndows 330. In this exanple, data

seleﬁéprnf@cwwommswrﬁb@amsqt ﬁéh%b reat, ppendgey| as draall ppintsan the data

set ?g(l%é% (RER 1%6%%&1%@ ﬁig?%s?_s tlgﬁ)b %1?_% gi??ﬂlg{r‘)]v ,Icaﬁi\g%ﬁ%?a single
moq“melqgtl@m@slmlcng typmeatsomay lmperﬁonnetd hers yeickly @hé ke pms processing
qmkunction 305 may be, for exanple, approximtely 2

Tmes faster than the second sl ower selection function

3 1(1005&1\/\&[10! ether ¢ritedohadngs, haschnd SElchtmlbmuctdmrrmy moticdrhetake output of

et Sape BBk RS Sh R BTG TR T ¥ g o

secbithdeleatied Wodide)aehrahad mbgvhahi'Sﬁ ts @ﬁﬂ’ﬁ(da th¢ chwak psialse Stichodm alternate
function 310, if only th onds r sele ?{é}y on .

meehaRieR B @fﬁ‘tedﬂ‘é‘?hﬁ%% s %‘a%%tf’ |OREHLG Y igypyggptional

cirdi@Rncds hBorf dxtsplef 1a&t1§ﬂious@d @Etdvery wWikdisd bfAfpud Asel¥Bitd BE the first
capabl e of providing a reasqgnabl e nunber of data hash,

selcfipn fupglilerding (9ra 187ee ARMBR A PNk B e 8% Bat s aslegtn

funS@ort i BlodSdiAd dnhkCah kMl RESEINPRIALE 16 @at@{cgﬂlﬁ)yredi iK&b¥etations
to contain many of the data break points and/o

basggl pjeRdom HRpptsh &y:@ tlﬂqr}sgcqﬁdgﬁlé%ttonéWm@ gpabfieqaﬂ%t{lat the first selection

funB&H \{/zﬁkfhs%fffcli@ﬁ 1S ba%E g alte}-rth%@pohtzi;‘ %v@l@eﬁ% tﬁlv@i@@(gurse to the
sel ection function 310 may process’ the data points

origip] date. havdiowslashed lipei# g tCB)f()@IEE iipal chorkaar bigak peings3n&) for

oA Uy M A 5048
Proytéid_b}) thewfiirst Iﬁfah}aw@cth)rgfmnqmml ity char act eristics, for
8['68% ur%\llcf:xl.e r(])% ybogfp g’ft sf(e%]; 4£d1 T éf%g pgtf(%r%eg A?St%js420 the most

cut ornts an
recdih msdqn]lymgela& cmitymgd)lnahle ¢Impb atasz de ;denmﬁddl alaalg lwithipeevikats iy

enclounterec(li unc?eﬂ?l%fg daotgl S(()j %ta?‘ th% rrn%(/jl lgg: compared At step 420, the most recent
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been processed. [0049] Referring nowto Fig. 4, an
exenpl ary nethod for data managenent or processing 400
w0 baB/0ees nul ti-node data boundary poi nt det ePEi/HS200TO85357
for identification of previously encountered data in a
data set or streamis provided, according to at |east
one enbodi ment of the invention. First, in step 405
undeﬂ?l‘ﬂg dgtatﬁy n@xorﬁﬁarm e || %ee%un& cRERRR R RGer] fﬁ Futd (DRF there
e, for exanple, a sequence o l es or
are gAY Rlé‘tchesofoﬁ%ﬁaalplenmb\iaﬁ@?s)ﬁmboﬁmﬁlﬁﬁ n@fvsmtlﬁb’@ngrﬁatgﬂ ek qompared
w1t9 ?rejgfogﬁg SofYror Erﬁl?sﬂﬁt't@dt ﬁgrlﬁﬁg (isattep e Qt ét%) PN dfe 110 fn%tch then at
ectro evices such as & m croprocessor, a storage
stel#2the alomfmnwndeﬂ)awm @nt rgyteted prevesly en@)anterqdrmnéttﬂs/plg data is
not?)}lgp té’h ff*o[r §7% n‘g)% fc\tIar Hs éﬂim)% 1{1 q{t‘s tﬁgg %at@ %{a 85 H?gctedﬂlﬁ that case,
selec unctron may ster s I on
thefl dmdhplmatetdmderlym@ata mayelse aAﬂm&naeecbr@n e otiror lemtl ogatcswlp 420 the most

recent u&cgetrlg{‘% { ?‘%‘2 81680%/1 % gcalag to gnyp%f etgee]t)rg‘?lgli%rlye%nca%n fgec? ﬁriicleﬁ%tng data, then
at spﬂp@t@@ﬂ&l ey wbi¢rgdig dag miybeiai pudiud (eegmtofhdme trms;mlﬂtdrale
fir el ection_process 410 sona
D3 ATk DO SRSl R R s B S POt iy eeneratea
thaOtE u{altcea{fe ahdlisleilying fa eaiAncsieh tt@rdatd@hﬁhkfésl) bEBlE’fbk(h)u 1For example,
offerreduced bit scranbling ability [

a h%*@l"é]é‘? B EraSPCTadEp F?Pyesﬁntéltﬂig‘éttcu@f‘ dagp FO%%‘%%]I B Iﬂlé’ it chunk(s) or

bloBa®NIoHg ex&hlary HlincBb £ R cBRIANhS tHeh@tue WRY bRt BRHIpId @ Strel
second selection function. A faster first selection

fungtigne tNe3h ahisp 1€ Befongaceasy Bereidnisbls loRatien o apyderdpntified
alofld ¥fh ﬁre%'aﬁﬁif §é’1ﬁ}afte%3\1aﬁfes Qﬁtﬁ@tqhé%/r}nmac%}ﬂp%d Ofnd ARY trecently
ata processed per second. Sore exenplary first
gensealadoalug s dogpeted hall mnowgqnﬁ@reddéd andouderad values to see if there are
0
anyf rﬂ{lgl?elrs) gorbe)%alglgl% Sl? gﬁl?(gug regllﬂg%lg@@s a ﬂe@fi%ﬁﬁe??{h% fgaslh (\)]Erlllue may be
congftaged, wigopreviodslygrinetated avdoirewed @letmsmbte@ hish vaibese [Hat ser 440,
b 0 r cri t
the%hg X %af%ﬂ d[h? eg%‘tleﬁ éj% gl% zrg)gto 1%%%1% Igerﬂ;? ted \ga uﬁﬁf&;{ In%ﬁc'ht?%\’ a prgwously
gerpﬁlle‘dmalm ahalyanei hfngUltmllttb@ r Fqpexdropleram &moat emb(bchlntntm@le tdhlﬁlcate may
ref rre . ndar rea
be GAELL T R AR o et ORI s dE B S
locaﬁmdmﬁceﬁ(&lrﬂ%d anthé pi@tsicosl sty vie: ﬂlb@'m%rwtﬁdflﬂncdtibﬁ diith isStored at
sel ection function but rOV|d e er discrimnatin
5o riararn e Ay i Pha ol S fies i Byt
valde, Geekigple 8 Rahaatuer dost h& eqliadd o@XRAHPIhE prediopsly 6@bliMBred values,
i dentifjcation and/ or el i m nation) hash, cut boundar%e

thep, at PR thsgepidsesnpraed yalys feag- chaph wHue) apdslogsiion indicatgs may

outBXRURhAMY d5@ GHRG 1§1%%§§4ntscmayf Bénfatued égg stORY of REdsHERAR In the
2c function, fi nger pri nt unction, etc, as

casgjalse hash aelua Bigyey beritpredip aﬁ@slutéélé f@rtfetarel alerBee det aj |
bel [@WSS]' Re$@ ke W%%Q%n E§exe%ﬁry$%91ﬂg te%?nlnﬁ&,l dsﬁl% content defined

function may only conSider the subset of hash
datp blaeigtenr yhuiks bymeakdedotogerdingro piHeasdencanbedimsnt @altleapresent invention.
r
Copph R AR PR obBe b ke S PG ARATEL Fdkfimnilhe at
pmnheapm@eessmnaynbaaﬂeﬂfownb@mﬂuVSthmdkkvnandbtahé:ThmrMe

for e)?as’n’?plg b6 nu%%gr oqf%onsegmt‘lve 0’s or 1’s, when applied to the data set or data stream will

i.n t.he
lue z%ys‘t?e e:hmngated, and a

result in random hash, cut, boundary, chunk, or break points and variable length data chunks or

data windows (e.g., C; 525, C; 530, C;5 535, and Cy4 540 are each a different length) that may be
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[0050] In other enbodi nents, a second sel ection
function may notice that the output of the first
waetososizon function fails to satisfy predet er nPEBUS2007/085357
criteria and may provide (wthin the second sel ection
nodul e) an alternate nmechani smto produce the chunk
points. Such an alternate nmechani sm may operate nuch
hasHRS & pRddavd yhasﬁ ReludrBYs Moafertahlnve, 91@%5&5& dRRhd dafh chunks may be
exceptional circunstances. For exanple, if it is
baspgen & Babin hepctienia mpich fingemria® (imgigtrepreseaiatienstog gheppdertyang data
' f
sk 5 R ARG 0l 0GR P B, A 1
valusofpshio dueilatpneraiiks fatexampieahe s ldagaldnificamhito babtapstegwthen a
hach A F SRR 8 AR B Pl P e o PR i LR eotgd for
later ngt in thhhirfg ardata Iedkes wimlowl. Uifhe tdiagramn@(¥) af g b fshavseandata dugam 502
ase e alt icy invak e .
s B B S RLTRLR Gaba el B MRt Sripp e, cur

bouvhdlary, dhanlp mblmeleﬁmrm alrhie apn ke accotmpidied ppugihsa umnﬂggrymﬁ@;v

exanml a chun echni gque usin ash functi.on
oy ahd e e T e PG FRn PR At AR o parts
Thd Wwindbw afeast jhe Sieta 6 @hin @it yfbd Peition 520, [t b} bé\lﬁjﬂexar@plea 64-byte
both of steps 420 or 435 may be perfornmed. At
wingloy. At ﬁ%phrﬁ?th the shidipe WH’&@WIPWCﬁﬁ @ﬁpgeﬁ@ﬁilﬁ?qﬁ%fdh? idjnggvindow

ma$ BUQ6LRBRYD DR al &k hilRd. ahoRaudNot the Bl‘cﬁ%&’t'b@% é{; 505 in a first window
encountered underlying data so that they

S1xBpple whtracyd fgang e Apgerpripandiistvalug ebthe Bﬁ‘lﬂ évqe ;bn fhl& repgt then be

addg@YO tﬁ@ dz?cQHH ttProfth b sRIORY bRl 18 nﬁ@é’iﬂpﬁ(fa@lgmay be made possible
under | ato see if there are any matches. For

by bwaraﬁh@ﬁngemrmammgta@mﬁt 108 ap Bvibeisioielel bpikeng lengtign, or by more

conﬁﬁﬁ% ? ;nlgﬁrgﬂgfng gpe\Mch!}o ﬁ{e%h&}@%%eoﬁlﬁ% g)irpgﬁl{a &%mﬁ)ﬂ ag)sen for

theshéng aindgwepmes. 5Tlndm0¢mswﬂlr®o@me Olyﬂdend api thgnectedage $39ais provided
to to u{)r%lgﬁ%? o‘egarr ?]\é}e%g §A0¥v %ntS%b e %h%ﬂ gl%t} tn‘%gchgj glh%t k)itesn (g)\;er time,

exarr‘p , N vari ous e
specidi {iﬂd eabenamy ofabe cédvatioe thay bn 1Itlj)rat/eddigzsmngmhe¢brmljmed tables. As

nor Rih TSR okl 53 s ot PURThE il by gocer

perthainancd esk @Oﬂhtsﬂbq vatue of as bawyr bif- sctrhlﬁblﬁfgel‘bilmjd 2hy may be slower than

nco nt er underl yi ng data, then a t he new
e R HTR G Ty Bt AeER oy g G o 1 e
excta]lé:hﬂ Bitksérh@Blng 4bARP2]d Ay 5l B8R 4dbe se@ontBdelébtidnOindtdd@. For example,
sel ected data chunk(s) or block(sa may .be generated

the SHAY | fancHgTEREES - GF SRR TR of B IHBRESTEGHES PP e

CRUDE: €@k anGHenkds) or bl ock(s). For exanple, a hash
val ue_may be generated to represent the particul ar

dat [0 ntRefHERL DY toHEL PatheeHIHKY S5t SiechPbiERetsn usig @ boxcar

sun%@ﬁiﬁépéﬁé’ 111ﬁ1§‘[fh@éd' 6@)@ ffcg&dﬁlgrﬂ@ﬁt%dsp&lete%oalﬁieﬁte B Q@amﬁle a boxcar
for exanple SHA-1 funcCtion. Next, at step 44

sunrBIELiQNes ewﬂltvd@@medtaelu cylabaadry caiusl. epbEISPIiRly irpyedata set or data
stre'a eriﬁt i &, @%a‘hggslmlﬁ RE&V I%E&lc}ﬁnga %%ﬁlé‘édeq:u}’tﬁ‘érut%sma%g the process

ey nay be corpar ed. e nost recently generate
faslv &ielsvhi daga ldmiqsdfrae@tetswtablled pndatshe owg Hyta lnlerthited aalri@tl may simply be

a prﬁﬁgtgnunn}le%rq%% be& ofl‘tl)gllt?és opbllss &% d! rr%ta 8}1&1 G ?algule?tl Vayeiy%%ts %% By of
addiasip al]ahm@ta@udsen each of the data blocks such that: Boxcar Sum = Y’ N-bytes from

i=1 to n. As such, to calculate a new boxcar sum, the earliest group of data sum may be
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conpared with previously generated and/or stored or
transmtted hash values. If, at step 440, there is a
woredosie72edien at step 445 the nost recently geneCHUS07/085357
val ue that matched a previously generated val ue nay
not be outputted. For exanple, in various enbodi nents
the duplicate nay be detected. In that case, then the
subqr'd&!:d sAtRe ol fec@NtGrddpor AR SEAHEENRLUR A8, I8 shown, a data set or
elimnated, and a location indicator related to the
datpptyegpn 6P é‘irléf@IVlﬁ%lglﬁ hgehingand rarimpg sl erpupveiatalagnbdatlands. Data
e t
e B R R S P R R T P chupiay age M windovw
610maiyles, mact@rupe)i datp keups hdsimdvallagd erdeaes” moty hevpuatuem togl value (e.g.,

e Phsh TP PULRHPLY NG NI B TR, PRl P may

ha\decacsamnoml vahdiof,dborxample, He 1o potp &d rmydlatfehe smimtqalal/\hiSC Hata

.Lepresents be outputte g or
eropt s R ERER) S Byt ad L BoHic o R B e gy som ot
valsd @t fod exampde, Fastivehaldse vilads fouheiveioneldes goass. in [({RQm8]stream or

o e BTGl D e S0l Hed bl DEREP RS ms

be ¢a$cumart@1vas dedhricacaiangled@nt it tHeeagitst@RRipI ALk B8N Hllfhe newest
resent _invention. Content- defl ned hashin

eropg T AL AT R AP UG P SRS G GHfalefegas the prior

cal dBL&T Wi Hes Bk cWiade oRRP BE ddudb 8551 bRAs BRtneREst SEduf BMIANAE60: 25-
a hash, cut, boundary, or chunk point is to be nade.

104=r5m 0. lfiphe funcgpn saltpmekachashrive bowrdagse ik Aribyek erigtsgrhere the

surh 1s%quew&?@5 %ﬁltﬂqusﬁ Qud B&m@ﬁ&achﬁﬁﬁ oPbredid (ﬁntsshﬁs%?‘m)lﬂﬁ H this short
resul't in'random hash, cut, “boundary, chunk, or break

exapfmlwgluszlm dowtsrG78b e carefrﬁgqehn s @ilax: b Regtigarlyzsimplpipdibsigvay to
4 . .
perg)e?% ef}rsetngtele?%)% &rﬁtlgﬁ)’ Eor hg;%l@ é?ot%% ?ﬁaglgggfqge asltsl Romts may
be scajepdat 1ageraho tchide lagk aﬁmpblstlttahen c@m@htth@bﬁiiicar@dmdapmach can
[
do AR P OF R S P AR bUIERN b Mo
dat [@055515 ddf@nngtomlgda mdrﬁbne@tnmmh’pﬂﬂluatamons)offdalra vaadxiws, blocks or

e E P IR SRS SR Fafiiontin Y FllBpcss o
chusikg ﬁd:cfordi@nb ablets ond erabceianat afithe ptek@in ingemagh Fige B4 shows chunklng
o%glg(gls )él)gln& n ﬂ@éliatélé{r%r eaF%\p tl}egftnéierpﬁgteorlhﬁ q‘hVé’l mf{):rgvagous windows
eqﬂ@b@r&ie&ﬁkm@d vaMid) dWM\{ousT R@Acina glag b Me@fvuﬁlr@hné Hﬁahﬁl\gﬁ)r sliding
a data stream 502 that has been partially broken into

Wi RS e P dgicagiee e herzifdes a8 4GOS e Res nction

inv6l¢ing ab@l@iﬁ% o élldm‘gn&iﬁﬂlbw Qlichlk @RKoRIr BES or hBIRabiIBM e&Print functions,
acconpl i using a sliding w ndow approach and

andHHF g Qf@ﬁ}lf%% @ aawereﬁtl@e%vaﬁvq WUl RS itRyngyaer criterion

\@?g%%ﬁﬁldhﬁfé@%rdbﬁbﬂl%f B@Jutn%nce-rql? (hyd &QBWea&a%%u@\fvmhms (@’@3&3 735a)
steam may porti'on 520, that nay for exa

in a@&dmtven%“h@@wonme idngtatedtie polil and @réarsmddts nghwﬂmd@fvgroups of data
; L g

in L BEER 508y PR POTAAL 0.0, 95, UL 0 ) QHRILTRK i i
a noy geslowhy foampd M&Valnatad fidarrst a puedﬂﬂ@*mlrﬁﬂﬁyakma;o dpgermine if a hash, cut,

bt r ed Br i}h fi ngel, ? h
bou%H%yb u}lk 0 901 shoul e mg%ee gﬁl (Y )ﬁ&np C?a e?iﬁt%glrn'ﬁ? Yalue
restlo ifi @ hmhacm dmonﬂitrwcmdﬂiv\mﬂal&k pohit 8s ﬂﬁxpif@aafthcmgﬂ Be oiﬁﬁﬁtesecond
wh%gx%slll&ll. eAs such, a hash value may be made of the data in the sum of data blocks a, b, c,
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by having the fingerprint conmutative over addition as

in the sinple boxcar function, or by nore conplicated
worewhaei2gans specific to the wi ndow size and t hRCT/US2007/085357

fingerprint calculation chosen for the sliding w ndow

frames. The process will continue over tine as the new

data 555 is provided to the process over tine as shown

anddY Bleh Qﬂeékgonﬁ{%i@asﬁmgta{ t%tﬂl&g sﬁch@g t%éi%ﬁidom 18RI V86w 715a and
time, speed and performance of cal cul ati on may be

fourthmlww Xy ahsphguipbamdyipiel Of b@ﬁlegomtA%ldﬂmtf@é aa@eeled 750 of
thetf r§1 vﬁﬁ@d\ﬁzidan A& QJh' Dhas glu y%g %a@é?ﬁhégﬁé)fﬁq e sum of data
ection function to find bet or mance brea
blogi@emné foyhen aften ealoflatingghdyedee i ctatago thershdaves i inpse, sliding
| [
TR, B, B BE 23 il By lP e i AR oS ik or rea
poial is glehiaivd aeshe ehd et ofihd sl mamdolvi 130a.als buchya lasldl vateyminebe made

the s e on funct anpl e
or (B8 Hind 35 BRAREATAF5Eh R PR e Do 1R e Ry
wimdbwRabi withoun gedipg mvilien galusSiiaioh asd tehotigRESE cut)bamdafypghunk, or
b bl? used. [0054] Referring nowto Fig. 6, an exenplary
¢ PERL sel ection function using a boxcar sum technique
I's [obsdlstriat’e @h&a(hhuﬂaﬁg)mjﬂ A1 garidRs binls@@tk dadStream where the
enbodi nent. In this exanp a_ boxcar sumfunction is

fm%fé@ﬂ“ pohagR ypion Karfeys WmdBWf" Cay A eelErmERE Hidue: oPhipiagple

illuRRI Rt w the RasH Al bs@idasy cidk BrHtdaR oIt Will dhBhe® K@ &Fthe introduction
again a slidi ng)évvl ndow ap roach may be use Furt her,

of 3 RV PHE” Prsdeesigsqrigd prit tnﬁbe orlipr enghicatedidaaiet o piaganplaing data
groﬁﬂsbi 'E)acctieéj f 3gnq it bl Jn@x\é/cg@f)@se@ﬁ Q&Iﬁsthlg hﬁltstreﬁlfoﬁ tﬁgﬁiﬁgdlﬁﬁ}fn of a

'y 'be & predeterm ned nunber of bytes or bits of
nevol éftt'agr@nnl map eesglhincth¢ elimigationey opehash.rept poendgiypehamk a0 @raaky point

tha C@Ill‘éd ﬁe'ﬂﬁe glatBQfOYlﬁh Wy{w&&@?‘ﬁn tlﬁg ca{s@ﬁ ﬁia@fl acup lbg&hjﬁrﬁ %’fgllﬂk, or

Boxcar Sum = rom . ,
bre@lapcuml iasedecedneW b obudhis exanmle, tvhous a\nndmt(ﬂébou?&b)fin datiding

windoWw ] 105) gl%uff&s rgtggi ﬁﬂ) 261%&0@%}?%& g.s e[flglglpé/ og ré?ol‘flgsr gtiflaa?ag% %he data

sunmmation nay
set st steamh@dibg daa gnoops aeé, ¢, «ir e, lﬁag l’ll mgndammth sew Oatppiospd irsérted

f
bet%een na&ldg IQﬁvarggs B?mfé &llb %ﬁne B I}ew o\}/ln%% 5 f?‘g‘%l taH(? e\FaZdate% agalhst a
pre&etaﬂmheel vahd tcbdidﬂﬁmniﬁhﬁa ﬁashsdut \medi@hy eLdkaaprdae pﬁﬁdﬂlolﬂﬂ be made.

in Gy iy S0 o B Moy iigt Bk R Ak point i

ide@dfiddREnBIchS7 10 PicNdPor)wifdow 7106, @X8EM| £hashalubalag be made of the
group "b" may have a sumtotal value of, for exanp

daty @ thw%ofgqa&Jﬁooké a, ]?Tﬁyanﬁ &y dhep gftﬁqp%taqulpngtl@slsng @ésfvg more sliding

tim@ @R ws AhirdR¥nhdb@ve SQaMﬁIP&/?hHOM 3bog uRfnewlfdala g@&%ﬂﬂlk Bacountered
10. Data group "e" g have a sum total val ue
B

andeadiplcal; bwnd@y\@wnk & B aky Bpipies nptadentified ydhq ed IS af tae fourth

widbRUYRSb. ' ﬁehqgepﬁicﬁlaﬁﬁ%ﬁ@ %195 ofjtﬂtt: Qat§ B the WiRLRE 5§tﬁfee§ﬂ5iré sliding
of wi ndow . Then, the next

timp gstelQivs é'@m@mghebgdleaW@Ldloatceeleraﬁmtehbtapgrﬁ>m) &igth eimdevetdSd, sixth

wiRkE B LA LSS, e 180, G4 P LtE bl
ideméhet] abtix ead 7Yurhtimesy vdneh waikdow |7adte dAesich, heneprhiagr value may be made

of tggg%éij Fe su fgaanme‘t\;/]\gcs L h? del%garnld?e a5 ar ou@g;gnseggon of 9 new data group

7 may change the output of the selectlon function at up to 3 locations because the change in the

underlying data is limited to only a single data group and the sliding window includes three data
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10+5 = 20. If the function is set to nmake hash, cut,
boundary, chunk, or break points where the sumis

we@owale2ee 25, than the hash, cut, boundary, chReERUS2907/085357
break point subset would in this short exanple
i ncl udes points 670. As can be seen, this nmay be a
particularly sinple and fast way to performa first

orogfd qg Hgom if 1@ agshhl@a HaPlhe BBSR WAGQhardal @hre@m&téa Rmdob@ inactive
qual ItY ash points may be somewhat | ower due

durtrkg thgree qca@kcrmﬂas @ﬁlrﬁl 14 predataminedgalyelc Basehan thiseepple fima

ﬁ%ﬁt&@g FL&h orﬁ e%%'c%) afprddidee 1?0%!/ g %‘B%Em%la{a% r eaf(erent data set can

cut, Dboundary, pol nt's
reSIElom%Iylr%lfaeh rcutngOUtndaIFl ghonk, pa bakipathis. Iabo@npil%ﬂn}bodlments once a
hash,I Juy %éﬁrglta 0 Ql'fhngf or%?éaﬁ }an[‘ﬂ Qd&Hfupci 9Cl.Jﬁ§ ﬁg OP pﬂl@l}éfs se?ec&on function
provi de or an’ exenp ary has nlque usi
thet @ mtteettof Hashi e d)odmtaay lohwrkksr tmasakqhumslaaay laxxbmmzilmg uilmg dibr
one enb esent invent

| i g
exagr}e?gev\g bg)hcam(lﬁrrhgl ?6)61 vg%h a rg;hnéusgldgléloa {ngvmﬁ vxil ciowaag tdgéc%bec? eﬁ)ove,

thes b k0@ WibEter phﬁorﬁmmedfcmﬂlsﬂéct@h fllimahn wmay beudedr Foraskhigpls, a

wi ndows . equal.s a predeterm ne Var
Ralf AR OHE ARy LR EER P R U PR N FHRG: c oundary. chunk.
or lﬁrbakqjo[t@s eRelexsd as-ﬂ@ls&rtﬁ?g%'ﬁllt 80 AN B@uck Pehic€Rink VieneGfhile keeping a
her a faster or | ower sel ection function

rea?%‘%@? ﬂ?aﬁ‘éy 9 paspy ‘i“ﬁé’%‘?‘da@i FRHM W HESRINSSEERI %S t he

boxeas7]s szﬁﬁcdl:ﬁl%/ J3BBenlpiOGer RERi fulabtttthORS secBitflselddBon
criterion of equal |t%/ to a predeterm ned val ue coul d

fungionyis the ARE P26 e GRO ?r?é}aslevg fuagtionrs mRYTieHardBpsmgriationef a Rabin

fingr PRI m%)Yb@ffou&ﬁ%Uf’oE ENGHe, I Bidddl R, §XRAPARL D (&Il BSam Control
Wi ndows ina sliding wndow function are

Trapgmiggern EﬂO@QOh (ACHB) @heahﬂmwlgeaaf?”z &bk laternet §pgiets] REG3HP, Sept. 2002,
paggg ?%’ST%F “%§t11215{r§ Eﬂ'e@:%l%@% sﬁﬁ(ﬁar(lfl) Enﬁégﬁﬁ%ﬂﬂ%}é ifl efﬂ@ﬁt?ﬂon that

grou ) ) ) ) ) ) ) ) varl ous
despigipen ﬂgs hash fungegn. alhed R (A2 dwwminsndatipredualyds esrglidigtimplementation
r r
of ﬁgat%fl Q%%(llj ﬁrag(glglgo%l 1 cf“1£}819 SX% g/ks%l%g\?ﬁ%t% E% ?dglreg %aﬁ%ﬁﬂf instance
of 4 Rattilhash eSEhm@R@,“)Qd 1I51 @pwbﬂeﬁkbmmw alay epaCés alspegificrpoynomial

anc{I Igg’etﬂ d, ]?n%téédorg%slél{]ﬂ'gé‘sé Eudlc[;o y%r ﬁréodefaeé ggr ++ lﬁua%u Wge7a|_161 may be
modiSied UJCdilpp(ﬁts foa Sl p@@lndﬁlaﬂmyﬂh}a&oﬂaﬂ:& tl&fsettd'mﬁ fﬂ&tl&l mAy bhgeneric (e.g.,
sum of data bl gcks s
ot AR R A gt ¢ eothi P & S AP HE VR lI0UE,
t hi ogsgy mteﬁhﬁaveaﬁﬂvah@wdlﬂboﬂlnwﬁ&\&hg 2ORnt idvdh@SHN mag bé used for
boundar chunk, or break point is identified at the

dat%"rﬁl&nﬁif%y% andiglaPlicalsrdaf SNRRIGIRP 720 srch suibsegrent Lodlefpgmping preferred

hasH 2dutl ®otBRMryD endiRAS befak HbRsIRhAN VALt R 1fltRephind@ERink of data may
bl ocks e and f . Then after calculating the val ue of
be preucgdert Gompersd Wi sbfstargbhanyplecss |1 ditirys pmpediments, the
pregl‘inpglgéﬁﬁponfrﬂa [N p%l@&i% Zp%ﬁ@ab@entg d§ﬂa)8t1£!1c\ﬁﬁ(5}fj@1\i\ﬁizﬁgﬂ) Férther, as also
hash, cut, Dboundary, ‘chunk, or break point is .

notpiehove flheertessnt iptratienmay boeaplly trlisibtt | valipisolocra0asyskes
inc%Pﬁlg X{ngk%ﬁé?ﬁgﬁé lﬂgen ePist%Etg c%&pﬁtﬁgsfg?%ng é&sl(is]nét@grk§ With a string
of Gonthiatnupscdassedsgomedtand mjxsnmttkaaad memmhaﬁhlmang)rove useful. A

h | d
desgli]ﬁ}ol??sr %r\é\%gr Ll v!:/ gﬁ Sofl [l 0{ Bﬁgéljlg gste upoHo V\éCh CtE rf(:s %{ Mvention

may 6feratit. vari ous points in the data stream where the

23



fingerprint or hash value for various w ndows equals a

predeterm ned value. This exanple illustrates how the
wha®R/o6ed , boundary, chunk, or break point w PCT/ORNTE85357

due to the introduction of a new data group z has been

inserted within the earlier indicated data set or

stream having data groups a, b, ¢, d, e, f, g, h, i,

anqobs9] AxsGBRdIPR vBRRR cfibadhiRk Shd éylsﬂéﬁlt(sr) aﬁd &etho&@)eprowded

i ntroduction of a new data group may result in
herginnpy g d MPlAMSFLCbEN S PeOMPUB g deV!féuﬁQﬁW}ﬁlplec A nﬁkonab@mputer a

QoMo b0 RbmPAGELEART SR End Bufpller feRY" APy

Ser%’gﬁ%ﬂmgna i's carélg&no lﬁgsﬁ éut bou ag’f, h%n%h or | cxecuea
seqbensakf rp@mo:tlomssthzg ebwiznedthatom8e:r (¢ perfinepemaenslasdescribed herein.
tn FA UM e bepling o6 at B Tr b R Nomgouter
avahhle &bmtayy oﬁmgfrr@ﬁ penioércelbmanufactirtms sahtas, fseetxamplesDelé @nmputer of

dat :
Ausrhnt ;q 7%% rglglgl%gg foglr'ég%gﬁé tgéngpr}dtoga”ﬁ}é]t“fw aélﬁ Lénug aérfa? 1ng systems, and
hawier d @uﬂam@etrttf$)emphetaﬂ 0®yiced (e Vkewboid \mduse, dBplagdriard). Fig. 8 is a

S0 DB R SR GA B

hostifig SeEGre dpplitdiios p@é@mhmplehiaﬁu@rtﬁa@ts@ﬁm) AeAm¢@bAE) described
results in a hash, cut, boundary, chunk, or break

herﬁ‘& Referringngadp itg 8dhatommbng Hﬂ’lef’ﬁﬁ) Srayinedude apprgssing unit 805,
corthtOMWorsliARfad%s) SUG Riorde t@l@ﬁbe(y)ajl 861 ﬁ@ﬁ’ln{éﬁfaMQ g{f]:rattlhg system(s)
en

data in the sum of data bl ock
insigycligns iy InpHFALARY CHRE8HPY gnsatlcttqné{Ail%{a%@ §1|1 p&VW@d {1} figpctional

COIMIM%H altlcmnﬁ)duéé" f?og Mmz)iég daadud E@J@)r tie %rﬁﬂﬂﬂ’{g 4eak 8dOh§ay also

new data group z is encountered and a has
inclyde sy meragny ¥R, dgka apd datk expshiableicgdedd. foflaate rﬁ@@&ﬁs #060, and
. 7 f .
i G 0 BSR4, MO TR e ALy v
87% huches nnnterssdcarmer(@ ali- neonmmdt@v(/sca(nhfe/éaugerhtme etl i'ldhie pepeessing
um}g%))%t%ﬁ\%ﬁ? ::t% géves g%lggﬁrgcee\%geogéﬁ&) thic cgﬁtg)élg%ﬁ%gﬂl%lg%bm execute
softuatre 1nlsmmndlar1§npleni&nlmﬂg, thefunbuicaa Ide$nbemlthere$n [ Nﬁﬂ]tatfqn@decaltable
A SR TR % 8 Bt BEE T b5 A S Byt

devide@®@OK $n ehe smrag‘e de@icé{m)CB 1|S anaD(Sr sshewenidig 85 Nberhayonclade wiatile and

new .dat a et he out put t he
rorgGRUE R S B e s aay Ao et sgovare
aplﬂlbﬁfd)@@rdgﬁhrﬁﬁﬁlpwﬁdﬁﬁhg/ﬂhﬂ greckant ehveriohisPitdre®) 4nd (. Operating
single data grou and the sliding wndow i ncl udes

SySteHy 1@%“’(5}3?15&3 m@g 1nc|hhie ,g?féwag 1ns}rtlct1|ogs %%H:Eta Cf)r’,pé)tl b:tlef‘eoperatlon and
con®bf iGhe Po&esi? 80RKR b Emb&ﬁﬁ@nt@fﬂeﬁﬁh% 6l WD tib A3 Inks

during the selection criteria " to a .
inclyrle detapmpiielic WA lereratpasetro v laR1e fremavlisrasoft gprpgration of
Re(ﬁh(glﬁlll Washddpw functions, one can appreciate how a

ch ange in data or a di fferent data set can result in

v ar[9 #Y Hegmctiowmaybe ueadarty 2 neRunknoG Dy gwkepeimmuser-readable

n G 3} herei

me!él h %Jg? ggqgfgéggglén?ﬁ? tSe?[IH dgor??l?%q%fdaﬁg Ene 121910 gg g{e%ﬁ fheraeln may
refdras are’rm@blllre dtai mmctlpa’u@tln providirenngrus idys ¢ tmfprdozashl,g o805 for
exe@ut&J d%r %(h a &h(lﬂum I?ag take ngaan§ CfglgrPﬂSS ng'lu?’%%ct%?ré(%%ml{ ?11{ nggn volatile
mecha \Ioilam@; msdm dnah gammmwmeglavmmdomm ek mapmdluddy dureexample,

optit;cglﬁogﬂ?aéﬁflzt}%av@ﬁ%q t ggrt ﬁn%rgld g%g;?%rg{g]éor}g’%sd%\%ggsd \/SO?E{ti?eC}ni:(Plgl] may
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Rabi n fingerprint function may then be performed using

t he subset of hash, cut, boundary, chunk, or break
W@RI0AN672p¢ e- sel ected as its starting point, SoPERUS0T/085357

reduce processing tinme while keeping a reasonabl e

qual ity for hash, cut, boundary, chunk, or break

poi nts selection. [0057] A particularly good exanple
1ncR1ﬁe aydaaﬁéﬁﬂn@[gorgqa&; dsqnnafu@ ﬁleﬁlB@RC%m@ GhRI-ECEhAMission media may

function is t hashi'ng function is
incpdpyegaxiak eAbleys conpi ‘élﬁ%ﬁtl%flb% RS, BCIRGIBE Fhefcpprgetignsithit ceippyise the
ol Bt bl AL oREREP Uy o e REE o My S EAT e s hose
genC8CTRYriChBeks lirnqGian git), and rdrakgst (Brvata @m@t%ﬂorﬁFcommon forms
of c%% Qg I- 13%?{[516 f?lg(g) glncglﬂg &8c e]Xaﬁl%Ie ﬂ- 2 aitRy. flé)JﬂHGfs 81 lgthgrdt({']%t

CRi andar d i'ves a sa enent at I'on t ha
nmgﬁﬁcnmaemybﬂmsmmashcﬁmmumLUmymmhéeﬁﬂGBQCUSB)mmnmysuddM,aCD-

nda tu S fi n
KR SEER O B ot EREGH en TR TR Al eron
anyScQ]li‘meatorybﬁnp: onsitclégecd cﬁnaamtm asl Habnbddslte&nm&exo br @y other medium
¢ hash. The 2c is typically a 32-bit code and
IOWﬁal MY A& £ i ¢ pol ynoni al and net hod, more or

| esosiThesgiohiReh MSnipayr-RaddPrdinédiethaf BdE mcdwed 1@&@1@@@ one or
and may be nodified to supports 64-bit

mo“ﬁféq‘%f’aﬁeé of BRC TS E‘EWOPUH@W IEﬂceﬁsé% ‘H’ét(stj éﬁ% Far 8"‘?@“‘&1 For
exa@fple; tHagnsshatdnd nfal bh afiehitly 8 fhe ohfa n'la%nétfc digenanébote bdmpmdk(s) 885
turn out to be sonewhat sl ower. 058 not ed above,
(€-grit SPRHET: QUS> @ BB G-t Hs rpipels éﬁlilplit?r\(ﬁé ﬁ8$ BAY Iy tsanstructions
1ntdj§se(g/n£uﬁfc rﬁ]&ﬁ&y hﬂjcﬁsréhﬁ fHe GRLLODNRBEr dWRL bRt ndRioRk interface(s) 880
eli mnation. As such, subsequent to determ ning
usipgy, Efrexpple.fdslaphoag fine nerdRsrly a rreﬂdemkwhléla mgy bakn wlagt digital,
ek Sk A8
D B e B e B PG BT it Sy e et
peev a¢twesk, etb n Theagdnys ngddyoti e ntag sertdheesmgesmreqeweiatai ionluding
progﬁal}ﬁ ré?)ﬁg f([)hﬁé)uc ua}{ L Orﬁ‘ggésth%%gllg lhtét—:)rt sg gﬁtt@ogo%%hl%rﬁ%fhggsemterf?ce 810,
whichviemtbe oouplmiyhlbeglelmgusabdcyntambds):%ﬂ €\ toovev aray aassmit a requested code

for ?‘Jﬁ ?I@)ﬁlﬁgt?()n%r?%%tgﬁig%%g?lq egﬁ i §¥Vg egﬁlal\%r?]cé{( thgereceived code

may\/b(t Exeautsd by thg pokedimg anit(hBSOSI as 1t|£i£ ecassk and/@tsare@ln a storage device

r transnitted the use of hashi ng can prove
3158 GHnT o PRk b Es BTY tob Gy BTt LR et BB g Sinegtevice

S00vidhy GHiSin S Sﬁ[ﬁlﬂﬁlohi&@(ﬂb WwhihCorrh bea Pir@&eRlve Nvention may
oper.at e. [ 0059] noted, in various enbodi nents, the

sy siPBeA]s)Thy ﬁ{?s?fgtsﬁ&ﬂ(% ans mshodsymae FsidR opayingle computing device or

plaiféi] &est @nMEpI8 GodpERERtRB0O LY dGRrent AFpl8XANPhAY rddide on
personal conputer, a server, a m ni-mainfrane

sepagivreIBRtinglsaicey 308. MuphfatianexeserpanspuctopyAPls 840 and operating
sysREPYLARTER 559 nfY BE WaBcFinREMY %pﬁl@re%ﬁlo&are&faouggeg%ﬁts bh@mputing
configure the conmputer to perform operations as

devigeOP ivbladle mrenwirn for pyntigigrexenyg o s @i pmhedimenthgomputing device 300
Y. h i

R L

memarywha@eu rle atsleﬁuw cavodiingnt, exftwgnd porti@e|df tl@qmmmtemveotﬁon

sysfb‘ Zt :flpl% Hl)f(: Op }mﬁl nenllmg)gér?en%d u?lng gﬁgrl e%;am‘i){% C prog n\ﬁ%mg %(anguage

source code instructions. Other embodlments are possible.
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having a standard set of peripheral devices (e.g.,
keyboard, nouse, display, printer). Fig. 8 is a
wo evsvee@l bl ock di agram of one enbodi nent of P@EI/US2007/085357
computi ng device 800 that may be useful for hosting
software application prograns inplenenting the
systen(s) and nethod(s) described herein. Referring
novobes]Fi Appliatioh REecHRAPR tﬂﬁshﬂaldagwp@sem%%ymude%h BefoR
processing unit 805, communications intérface(s) 810,
appdicgioa georay indai(agys (3F6). ‘Bhasyaemis ped meided(®xd thedﬁ%ﬁﬁ@ltln‘f?@tlon
t
e e B b0 s STy R B applicaion
funetgrmaHs. clatr iemampa dn idY mag b¢ pfogided xeqopluagtica vl aadatalpgse 865 in order

to f§cl5 Htatexﬂ%%egr&%‘gﬁ{{ng %gn% \C%Eu?lgleggg% u@%gﬁlesgfglo‘! Q%%ggr’?e CBY&%LS%% perform

paraoﬂztndataetqnm ok fm;rle%mpeandnﬂ inheofdoe \pndr th¢ sistrucTioes specified in the
te face

scr1|p nte{)a ’ tAftC}éeI\?%% Ee( %s)e a?e eQ/elgpIBen? ? @)ng?e{‘tiorq?)}‘o%rams which

are $ﬁ@mmﬁh<{cst)a aC(&)lrrlphlsmso(ﬁn:&)f}ﬂfel f[]fl(&lbﬁS(ﬂIﬂﬂﬂﬁﬂ héa. machi nes,

etc e ocessli n uni t 0 m be . on or nore .
i dPOBHo B S REy R diomhints e A AP 2y B T B e 300 the
capeeﬁﬁt:yub erasafit mdreelvo $ﬁf6M1€2’It1bﬁJ eser ltﬁmh@fﬁan tincN@litghtit not limited to
functi ons._descri bed her cation execut

abl e
clegtppar it sy Apr¥llasecss i‘ﬂﬂl Yp Eff‘%?ﬁr ﬁ@’agﬁ}’gf‘se o this end, the

corhfl§i¢4diehd QRSN 0MRY P8hes {RIRE a Wb BEHvEEIRLE hd)ButdBViisRed to,
800 on the stor aﬁe devi ce(s) 815 and/or s st em menor

Miggspfi RignehExplompe ' peryidgd by 1{»‘@8%@%@%@1 e|Uéerﬁ@ﬁ%4cyel ) 820 may

1ncl%@@h b&rﬁﬂdt&rﬂerﬁfﬁ%ﬂ: Hlfsﬁlgjf q(eﬂl%ﬁfdr h’rﬁitrh&ﬁé AR ées #Qr fRYe Graphical User
i nclude software a i cation prograns inplenentin he

Intqsfaé%ﬁiﬁ 1) plse may ba Wﬂeé REYVidnr meplay @ll(dsr)lammé@watog figa contained
in 1ﬁt¥§Jc§xVQHT‘ﬁi ym@g% =835 may include software
I nstructi ons oper e to control basic operation and
con9@] diefarhnge pvowdsg & a 895 0orkl Woanen ehish dierspriem(s) and method(s)
[eln] i ncl
mag egerr?t%; 1pg]tu§t¥a§e%ggnﬂsonggérda ?\%:g%sé s?e%ﬁ] )g@g inllnea oldggi ?t; tgér?{esent patent
appﬂibalroosmmftbe @perptmmat orommeef nikecrvnrpd(er(¥a sithie mglt\x@rk 9([00@260}1€1ude one

or Iop‘org { en&&st&%ﬁcoﬂ@ d eogé?%%g}eﬁlantadﬁya gorec(%%g@ ih ?183 o éréore client(s)

madl ee/cc_m@ledmghezrmnrmmmaumeﬁetwmdagl ﬁbmﬁulanﬂelemmslgeb wireless,

erein may refer to an um t hat, i Ci in

cte st B niHaRs Ger e el § pecbibaeelih iRk gaa s pe. for
exa@PpRS tHel [ABme Sk naai¥e Al pdeR- iR ¥ert rRKerRRMYA N Q8 hoc computer—to—

i ncl udi n%?rﬁbut not limted to, non-volatile nedi
ORI APPINOTiglg; dhe BH O QR hRY L0 AR T4 R OF e SWSW&? P gcoupled to
the ¥B & n@nidBYon! fRG]eWdBs 9F0Qhd XTI 8 a s@Pérdad!std?d(s)RONEtHe Gresent

di sks, thunb or junp drives, and storage devices.
invASIoR Y (i AnaRey s 81y glso awmt@nﬁﬁ%%ry ORY¥iYe 48 oge or more of
the %Poﬂ'éﬁm the gétw%ﬁ@&@ sHRiRY. df)era@'a‘% rfl%%ﬁ&le eﬁﬁgé @sthYs) and

i ncl ude coaxi al cable, copper wre, and fiber optics,
mefhad(slidi ng t he connections that conpr | se the bus 850.

Tr 11S S Ipa=Tol

or P B e ARy, Bvidem
thaﬁmwwétnmytl'(eléaﬁ)locafn@tlbm‘anelwexnat(ornR)vﬂblaﬂt ‘@pUemie moseaﬁthltmsn the art. In
gen%% bodl%fe}q% may r%clgtnpo tthg al%tPlgl?(t?(%]]bOlef%l(fse ;gnd (}t]her glge%%(progesses in
Wthh analys1s of data is performed. Accordingly, the embodiments of the invention, as set forth

above, are intended to be illustrative, and should not be construed as limitations on the scope of
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magneti c tape, any other magnetic nedium Universa
Serial Bus (USB) nenory stick", a CDROV DVD, any
wo@elsneaps i cal nmedium a RAM a ROM a PROM aPCHEPBRONM/085357
a Fl ash EPROV] any other nenory chip or cartridge, a
carrier wave as described hereinafter, or any other
medi um from whi ch a conputer can read. [0061] Vari ous
the fiReMBor0 fv £8 0P REx hBgdaklage TRALA dé@ytngqfrdnme Isfflﬁﬂaﬂdrgcope of the
carrying one or nore sequences of ‘one or nore
Inveiiony deeqrdinglyt the sdepe piribe sEInh i vemtion ckoul@psdetesmined not by the
emﬁ&ﬁﬁéﬁt% fl)lﬂs% 't:e(arabg%agﬁlb sthd aﬁmsg eﬁl I*e?é?@aﬂmﬂelpl%gal equivalents
I nit orne on a magnetic a renote
corﬁﬁ(b@dr (Psl) PdgBatiogs, gatents, agd mtemt apalld@ﬁbnsszltﬂdalnqwln areghereby
1ncglfq8 ated preefeIrelef(!ED ﬁleﬁr%m? ef{n( zﬁ%pu o%esmay | oad the
structions |n |ts nam nory and send the
i nstructions over a one or nore network interface(s)
880 using, for exanple, a telephone |ine connected to
a nodem which may be an analog, digital, DSL or cable
nodem The network may be, for exanple, the Internet,
and Intranet, a peer-topeer network, etc. The
conmputi ng devi ce 800 may send nessages and receive
data, including program code(s), through a network of
ot her conputer(s) via the communications interface
810, which may be coupl ed through network interface(s)
880. A server may transmt a requested code for an
application programthrough the Internet for a
downl oaded application. The received code may be
executed by the processing unit(s) 805 as it is
recei ved, and/or stored in a storage device 815 or
ot her non-vol atile storage 855 for later execution. In
this manner, the conputing device 800 nay obtain an
application code in the formof a carrier wave. [0062]
The present systen(s) and nethod(s) nmay reside on a
singl e conmputing device or platform 800, or on
mul tiple conputing devices 800, or different
applications may reside on separate conputing devices
800. Application executable instructions/APlIs 840 and
operating systeminstructions 835 may be | oaded into
one or nore allocated code segnents of conputing
device 800 volatile nmenory for runtine execution. In
one enbodi nent, conputing device 800 may incl ude
system nenory 855, such as 512 MB of volatile nenory
and 80GB of nonvolatile nenory storage. In at | east
one enbodi nent, software portions of the present
i nvention system(s) and nethod(s) may be i npl enent ed
usi ng, for exanple, C progranmm ng |anguage source code
instructions. O her enbodi nents are possible.[0063]
Appl i cation executable instructions/APls 840 may
i ncl ude one or nore application programinterfaces
(API's). The systen(s) and nethod(s) of the present
i nvention may use APlIs 840 for inter-process
comuni cation and to request and return
inter-application function calls. For exanple, an API
may be provided in conjunction with a database 865 in
or der

27



to facilitate the devel opnment of, for exanple, SQ
scripts useful to cause the database to perform
w@asleck@r data storage or retrieval operati oPGI/US2007/085357
accordance with the instructions specified in the
script(s). In general, APIs may be used to facilitate
devel opnent of application progranms which are
programmed to acconplish sone of the functions
descri bed herein. [0064] The communi cations
interface(s) 810 nay provideA®® conputing device 800
t he capability to transmt and receive infornmation
ove e Internet, including but not Iimted to
el e FF H'¢ mail, HTM.L or XML pages, and file transfer
capabilities. To this end, the comuni cations
interface 810 may further include a web browser such
as, but not limted to, Mcrosoft Internet Explorer"
1. pr oxingewdloy divh anasehentCangokakiterstepdhe user

interf n a co ter t
o T35 TR O PR OF LR S 9 RO OE et S wsing a fis
seléXiaphinc@dn; Mger | nterfaces (GUl 's) al so may be incl uded
to provide for display and mani pul ati on of data
ofo rFFlfF‘ﬁfégoa JuRset At O Befipy el therRiuraliky SEingsydge- Sﬁ[l?YG?GIBleg a second
seldidh@runtiig. now to Fig. 9, a network 900 upon which the
systen(s) and nethod(s) may operate, is illustrated.
As noted above, the systen(s) and nethod(s) of the
2. pr efRNhethAd & Qtalrﬁﬁpxlvh&ah QY RY 1B FRRYBH |sGRAr aPELIBRe a data
nmore conputer(s) he net wor k é 0O may include one
bb@#“ﬂ@ﬁ@Y@Mﬁéﬁ@@§¥0@U$k@@mb®éﬁmmo one or nore client
data store(s) 910. The one or nore client(s) may be
coupl ed through a communi cati on network (e.g., fiber
3. optThegnethqy:l o ph@mé Whares thefirsteblegmg featiol istfast¢rpewindow selection
L rk 930. The conmuni cati on
ﬂmgggﬁy§bg :§%§1 &%%9 for exanple, the Internet, and
Intranet, a peer-to- peer netmork a LAN, an ad hoc
4, o l’f':tn?ert gdo %OFP tler hereln c fJI(I‘St sele t1 -Ehe Qr? {nc u'des 9tgoxc I sXm
al soinc e one of e s e ver gy cou o ¥ie
fune@mmmnmm(} ﬁmctfdhammn\kx&:mnmd coupled to a server
data store(s) 920. The present invention systen(s) and
nmet hod(s) may al so have portions that are operative on
5. ONETHRImdMIdLfRfairh AEWEQHR RS clefingéndieh mnekb&@& sG@ fagetion and
to operate as a conpl ete operatiyve systen(s)
the ﬁ@i‘%b%}](‘% yunctiqagg equpim.w@ infEiriongp ﬂi‘%Véﬂ”ieﬁ‘@ Eﬁttioé‘i"f‘r suim.
have been described above, it is evident that many
alternatives, nodifications and variations will be
6. appHieantthadpfclign d. whqreip gy seepnd edeciing funchoryiaplares)a Rabin
ﬁnﬁﬁ%ﬁ@zﬂﬁﬂ&%f&ﬁ%oﬁ%k@kﬁ&%@chﬁﬁmﬁptOnat'0” of these and
ot her busi ness processes in which analysis of data is
per f or med. Accordlngly, t he enbodi nents of the
7. ' ”Vﬁ{étrh%bd (ﬁ%laﬁﬁt ﬁ r&F d}%t}ﬁ%/t% le@t[n fh&&lgff' g@ﬂld{esoa Bﬁing, sliding or
illustrative, nstrued as
mOMmngabMUhmxmn the scope ofthe |nvent|on. Var i ous
changes may be made w thout departing fromthe spirit
and scope of the invention. Accordingly, the scope of
8. t heTlprmeglentofichie it winneis ilewidddyes aettdizad fredefivotg daga grhveps for

hashing and speed of determining break points in the data stream is increased.

0. The method of claim 1, further comprising the step of:
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enbodi nents illustrated above, but by the clains
appended hereto and their |egal equivalents [0067] All
w@euBlcaLs ons, patents, and patent applicati onBRCTUSEA7/085357
herein are hereby incorporated by reference in their
entirety for all purposes. CLAIMS W claim 1. A nethod
of data managenent, conprising the steps of:
Pr eseRh @ d NueoPPldid QinR i, aRd i Rkitl YonObr MhRURWK Rints of the
data in a data streamusing a first Selectin
subf¢inedreip thegaperaied waded in gndicagvipfandgiyingrlatasentang ingthe gdaja chunk.
plurality of wi ndows pre-sel ected using a second
selecting function. 2. The nethod of claim1l, wherein
10.t hellfeimghodsdlckon Onigrthermemposing diefigepbr at sel ecting a
dat a bl
fu nc Sr%bgp géiiﬁga%dyva&féaﬂtl#o C:i)g?lr%Ise ?8&% ]3! e%eﬁgr%t]l%@ galues t? determine
if t]meaemue(h galficierghls ol ans of ategrreadusiy gedowed edlest | on t han
is the second selecting function. 4. The nethod of
claim1, wherein the first selecting function includes
11.a bmmaerthmtrﬁcfauﬂat)ifonheramj&ﬂm@tﬁuneltsidﬁn, or a rol N-xor
funct of .cl aim 4, erein the first
ol S dboR il PRl Gl an T anct fon and ¢ he
boxe@ingSuithcl yrvetds@p of e dow il £aateHuRk dets@hif&l th BAve duplicate data.
criterion on the value of the boxcar sum 6. The
nmet hod of claim 1, wherein the second sel ecting
12.F unpel BAnd Tl BAB 30 FufldR kOmpriNganPEENsE: @ SHA- 1
function, or a CRC32c function. 7. The nethod of claim
1, seedhgeonprate valye ifdhqraismp Hgaigpeiioh incl udes a
rolling, sliding or noving wi ndow function. 8. The

met hod of claim1l, wherein the w ndows are utilized
13. f OfTH%G}BétﬁBJkQ cgl%q RAHRURIm] H§1n$]ﬁﬁ§ kiepg aﬁ%@rﬁieﬁ%ng data
determ ni ng break polnts a st
contaigadan 8 aghy windoThd datatoh daja dfunklsalﬁcmdlby the pecpie selection function with

S : e N t
GRG0 SRRSO AL R G L o
chllnh(s)subset, wherein the generated value is indicative

of underlying data contained in the data chunk. 10.

The nmethod of claim9, further conprising the step of:
14. corfﬁ&rﬂlmlgoddfelagﬂ na/faitiea cmapnmng/ﬁlé kiend: or nore

previ ous rateq val ues t.o determ i f the,
Gt i GEFTEN b6 a1 SorfinshiB e fopedtpy plstiEi: goes no cqua
thegwefualyedcdaadewa&ndelﬂymgma aet hod of claim 10, further
r|3|n the steps of: etermnlngthat there is
deﬁgr e

d at t altl}BFt 1E%Ehp YA g}gé]ma confgiged in the fiew data chunk if it does equal the

previously encountered underlying data.

15. The method of claim 1, further comprising the step of generating a value for a window of

data or data chunk indicative of underlying data contained in the window of data or data chunk.

16. The method of claim 15, further comprising the step of comparing the generated value

with previously generated or encountered value(s).

17. The method of claim 16, further comprising the steps of:
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hal ting further processing of the data in a data chunk

determ ned to have duplicate data. 12. The net hod of
W@L@Bw72Qq further conprising the step of: stoPCTYSI00E085357

generated value if there is no data duplication. 13.

The nethod of claim1, further conprising the step of

conparing underlying data contained in a new w ndow of

dat (ﬂltﬁftth%qfl@%&lgﬁfélﬂ vagl aGt &ds Ry hhe t&%ﬁ&ﬁ%s{%@eﬁ&&&@ Br

function wi th previously encountered underlying data

enchygerch Faw(®uaidy defined wi ndow(s) of data or data
chupkb&buttidgthe ERGrI8E DR iPh a6dsab i 4, prdidds d
cornf Papuutine ERATEE QAR (04 s I et HER Y Zepermiador
encgantere¢ sveds)ned i n t he new wi ndow of data if it does
not equal the previously encountered underlying data;
and not outputting the underlying data contained in
t he, ne a chunk if it does .e | the previaqusl
18 e dthe 2B FaRrs biugla PRRR 9480 O REGHS Pitekmep:
condprisfngr t her conprising the step of generating a val ue
for a w ndow of. daﬁa or .datf?? chunk indi ca itve of . first
uno%ﬁs%%‘g 4&P%OB Sht BRFEE ST HOMHENEWRUDI ot apiedn gying a firs
sel@ahafpbionk. 16. The nethod of claim 15, further
co i sing the ep of c aring the generated val ue .
Wi ?%eﬁ‘il%%\ﬁ %‘ﬁ}gﬂt Q%‘é E%rP%‘E %ﬁ‘ﬂgPlu&# Yo?fr?f)%f?dé‘ay RPé"I‘thBr(%f‘l.eCtidiPsmg a
secditBser@tiko@n@foncdmi m 16, further conprising the steps
of : out putti ng? t he gﬁger ated value if it does not egual
t he2eprialinelye fgeheuak etdast asglstcanied Pedre yaseieyt e Pogiy of the
plufh@gy&lﬂ)(){?ﬁgahj]];wntg.he generated value if it does equal
the previously generated or encountered val ue(s). 18.
A net hod of determ ning boundary points in a data
19.5t I AR &R HRTaAn TRNBHETRMhpri GUTRE ki) HonRhtiStk Bk var
a porti (gn. of zf plurality o rllboundatr .p(())i ts gistn g dzftavaue
il bR O Rahb io R 5 SR R g s AERER KL Mo
poi nts pre-selected using a second sel ecting function;
and generating a value for a chunk of data as
det.er nmi ned t he,subset of t.he rtion.of the .
20,07 o Fis TG b T RS helih o P BBty B posings
18, further conprising the step of conparing the
generated value with one or nore stored val ue(s), so
21.as Thy mehalotf chin P fodlr eowprissneghesteihel dienestiag daplicate data found

by hashing the data contained in a chunk of data defined by the boundary point(s).

22. A data processing system, comprising:

a first selection function module configured to pre-select a first set of data break points or
windows; and

a second selection function module configured to select a subset of the pre-selected data
break points or windows, wherein the first selection function module processes the data break

points or windows faster than the second selection function module.

23. The data processing system of claim 22, wherein the first selection function module
includes a boxcar sum function and the second selection function module includes a Rabin

function.
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20. The nethod of claim 19, wherein generating a val ue
is perfornmed by hashing. 21. The nethod of claim 20,

WO eooslen22€onpri sing the step of elimnating dupdT/vs10e7/085357
data found by hashing the data contained in a chunk of
data defined by the boundary point(s). 22. A data
processing system conprising: a first selection
function nmodul e configured to pre-select a first set
of data break points or w ndows; and a second

24.s e| Bretdagrproqgprénd sypfcimd alain b mhew tbg gty PEE¢seipg syptem is a hashing

r ints or

ﬁmé %BRMQLBCgﬁg@ﬁﬁ?E&hgﬁgggmggﬁggﬁﬁgﬁ&Pﬁ%ct|on nodul e
processes the data break points or wi ndows faster than
t he e [.on nodul e. 23. The data

25prd%§§é$ﬁ%e§§l g%?%%Oc H?%#ZZ, wherein the first
s el eedns 6 pfadsediciinna fmdsﬂ:t ef dapchrexdgwings dyoxiodrwss aml
| ﬁgﬁéa&g EOI‘ g&ﬁ?alélig ﬁ,n(? glg:to ae l E(S:gt !?ﬁ@lef };:\ens% eﬁteg g%tg greﬁlg pOll’ltS or

wnslys/t e;vheﬂafm ﬂnh aiedns2A3y pmheleaing pideessekathadqs beels poing oSy Eklews faster

b ﬁg ﬁgten1and out puts content-defined data

thapf @%? 6%”?H k point(s). 25. A data processing
systen1 conpri sing: neans for pre selecting a first
set of data break points or_w ; and nmeans for
6.sel "é‘tetqaﬁg}’r‘éfﬁﬂm&ftyﬂﬁ@toif Aiginy 2% Lﬁ‘b@é‘f C%?PrtSH’é RS 10p pelieradige a value

for @@ctha)f QR QK PHHLOF orWiRERNS of MRausden the nmeans for
pre-sel ecting processes the data break points or
w ndows faster than the neans for selecting. 26. The

27.dat ﬁeﬁfa&%&%bsﬂ% s?%@ﬁl%ﬂﬁfm 86, 3iHfedthe fﬂéﬁﬂsrf&rprg %I&rtlng b Mkt set of
nmeans for genera a val ue for each of the data

datgy prealkP@pesh At Wsl}iow pegjofEDaflnedfoxedscurs dinsBen. Ugzneayhor selecting

andd&*tﬁm %ﬁﬁ&t B‘Qhéyl%t md aded B‘I‘eég l?ogms Wﬁlg(l)\{;s %%rrﬁ&?ﬁa?bm

selecting a |rst set o break points or

funvxmmnd mlsth@elﬁm forsecacra@ig 4 vadpelporomus asthid fldnedtionn, t he

nmeans for selecting and outputting a subset of the

pre-sel ected data break points or wi ndows perforns a
28.Rabl'e datrpeddesning systemtolfi elaime 2h svhe@in e percatddnglua ivahask value.

performs a SHA-1 function. 28. The data processing

system of claim 27, wherein the generated value is a
29.hashhevialaygocethg sThiemaatiainp2Heasimge Sys penessing 8ysadniis a hashing

GG BB L RGP P AR S0 ol ack(S) 07

chunk point(s).
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