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time alert, signaling the film has been tanpered with
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They do not signal that they have been tampered with at the time of occurrence.

Security concerns exist for all types of packaging that contains high value items/goods,
envelopes, crates, containers, or pallets that are shipped by carriers, air ship etc. All
goods are susceptible to pilfering or tampering during transport or storage in unsecured

areas.

To date there have been various attempts to provide monitoring and security. The use of
dye when exposed to air changes color to let one know if someone has compromised the
envelope or package. This provides a tamper indicator that has a small deterrent factor

for honest employees.



tanpered with the user's goods, which would be
di scovered upon openi ng the goods anyway. Sone of
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the user with doubt in the carrier's ability to
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anywgr¥eatly i ncreases the chance of recovery and
identifying the weak links in the systemthat plague
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| oss of revenue and reputation. Additionally, the

camefr%'dﬁﬂltzlﬁb préPeRly ARRIIE tRSpaRkggaised with a communi cation
i nk at can utilize a variety of RF technol ogies

such as, but not limted to, passive and active RFID
Tags and al so use hard wired communi cations to nane a

few. The pr ?ﬁwl osure provides for a tanper

i ndication f is responsive to a variety of

tanpering nethods. A tanper indicative film can

provide an output as a visually or audibly perceptible

display or as a feed to a data collection system such
The paeseat disetpsure sceks to evarcome theforementipaed drawbacksiof the praer art

can be used on different sized envel opes and
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renote areas using cellular or other communication
instantaneous alert the moment tampering occurs. This greatly increases the chance of
recovery and identifying the weak links in the system that plague the company with
unnecessary loss at the high cost of loss of revenue and reputation. Additionally, the films
unique properties are used with a communication link that can utilize a variety of RF
technologies such as, but not limited to, passive and active RFID Tags and also use hard

wired communications to name a few.

The present disclosure provides for a tamper indication film that is responsive to a variety
of tampering methods. A tamper indicative film can provide an output as a visually or
audibly perceptible display or as a feed to a data collection system such as a computer. It
can provide a tamper indication that can be used on different sized envelopes and

containers.
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still have security control via the tanper security
devi ce over that particular item_ This elim nat es
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to be protected by the tamper security device is located but still have security control via
the tamper security device over that particular item. This eliminates pilfering by limiting

access to the personal item. Studies have shown that 90% of most thefts are opportunistic.

Additional objects, advantages and other novel features will be set forth in part of the
description that follows and in part will become apparent to those skilled in the art upon

examination of the following or maybe learned with practice of the present disclosure.

As described herein, there is a tamper indication device having a film attached and

connected within the circuit that generates a signal in response to a tamper event. The
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not as restrictive.

Reference will be made in detail to the present preferred embodiment(s) of the invention,

an example of which is illustrated in the accompanying drawings

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a perspective view of a tamper indication device incorporated

into an enclosure such as bag or a pouch according to the present disclosure;



FIG 3 Ais a portion of the two sided tape 3 show ng
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FIGS .4 A, B and C show an embodiment of the present invention in

which the tamper indication device is placed in goods on a pallet.

DETAILED DESCRIPTION OF THE

PREFERRED EMBODIMENTS

Referring now to the drawings in detail, wherein like numerals indicate the same
elements throughout the views, FIG. 1. shows a diagrammatic representation of the
various components of a tamper indication device constructed in accordance with the
present invention. The tamper indication device 1, includes a sensing element formed as a
conductive patterned printed layer of film laminate 2 (shown by way of non-limiting
illustrative example in a zig zag pattern in FIG. 1), a two-sided conductive tape 3, a RFID
passive or active Tag 7, a peel off adhesive strip (3a) to close the circuit, component pad

5 on the RFID Housing 4, a battery 6 (shown in FIG.2 and not shown in FIG.1). Peeling



5 on the RFID Housing 4, a battery 6 (shown in FIG 2

and not shown in FIGI). Peelingoff the adhesive
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adhesive tape 3 seals the pouch when the peel off strip 3a is removed. The film laminate

surrounds the pouch on the front and rear surfaces so that tampering such as a tear or rip
will' be detected as well as an opening of the pouch where sealed by the adhesive from the
peel off strip. When such tampering occurs the active RFID Tag 7 will send a signal to a
data collection device informing a person at the data collection site of the tampering of
the pouch. The conductive pads 5 preferably are adhesively coated to provide an adhesive
for where the pads 5 connect with the bag or pouch 9. The side of the housing 4 where
the RFID Tag 7 or the transponder 7 is located can also be adhesively coated for an

adhesive contact with the back side of the two sided tape 3 or alternatively, if preferred,



the pouch. The conductive pads 5 preferably are

adhesi vely coated to provide an adhesive for where the
w@awe/1328dnnect with the bag or pouch 9. The sPdEUS1009/000521
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of an electrical circuit in response to each tine the
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microcontroller or any other transponder where the transmission of the signal can be sent

by RF, IR or inductively transmitted.

Referring to FIG. 2, the tamper indication sensing assembly 1, shown in section view,
that can be inserted into a housing such as an envelope or alternatively as shown in the
tamper sensing assembly 2 can be formed integrally with the housing 1 (as shown in
FIG. 1) or can be employed separately by using the tape 3 with the transponder 7 or RFID
Tag 7 for a door that is opened or tampered with, etc. A sensor element is electronically
connected to the micro-controller or RFID Tag 7. The tamper indication device 1 detects
unauthorized users, but preferably not in response to authorized users. Preferably, this

electrical circuit is closed only once when the items are placed internally within the



tanper sensing assenbly 2 can be fornmed integrally

with the housing 1 (as shown in FIG 1) or can be
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printable battery or for a passive RFID Tag 7
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to enclosures protected by the tanper indication
device 1 of the present disclosure but can include any
other itemthat one wi shes to protect by providing the
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tamper indication device 1 of the present disclosure but can include any other item that
one wishes to protect by providing the mechanism of the present disclosure for alerting

someone when that item is being tampered with and also storing the tampering

information within the transponder.

The film laminate 2 can be formed by printable conductive ink that can be printed on any
surface including but not limited to Mylar film, plastic, flexible material, cloth etc. The
ink would preferably have the following characteristics or attributes : a viscosity 12,000
CPS @ 30C; a total solids content 61%; a density 17 Ibs/gal; a flash point 212F; VOC
794 grams of solvent/liter; an electrical resistance <0.015 ohms/square @ 1.0 Mil; and an

electrical resistance<0.015 ohms/square @ 25.4 microns.
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2 is penetrated or opened to gain access to the goods this intrusion would be detected and

a signal sent out.

There are numerous types of outputs possible with the open architecture designed into the
system. It can easily be configured to provide audible alerts as well as silent alerts within
microseconds of the unauthorized event/entry into FIG. 1. Inside the tamper indication
device housing contains all the necessary hardware and communication capability that
interfaces with the film through a flex connector.

The tamper indication device 1 can be incorporated into a bullet proof vest acting as a

sensor (not shown) for when a bullet penetrates the vest and sets off the security film by
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In the event you are in a multi floor building a fire or an explosion can make an exit
unsafe and the closest exit may not be the best exit, but with no indication as it stands
right now the wrong turn can be fatal.

The solution is to use the tamper indication device 1 as a sensor covering the floors,
ceilings and the walls with its low power transceiver providing not only a security
function, but also a wire frame of the interior of the building (not shown). With some
logic you could turn the exit signs into smart exits indicating the best route to go and
provide fire fighter-rescuers for the first time revolutionary near real time status of

existing or remaining floors, walls and ceilings. The device can be incorporated into each

10



application of the tanper indication device of the
present application works in the mlitary as well as

wo 0009084293 di ng a | ow cost bull et detection senBGI/US2009/000521
Anot her enbodinment is in the event an explosion or

[ f educed uch for
comgy Tl Sritlsof Bl e FEPLESHehPat B R 8‘0%@30@%“
ner cies just indicate safe exit during the

breaghes e@ﬁ%ﬂlﬁaﬁe@on@( fotorwhey the breaghds Irrated sys«aﬁg@lby mﬁh%lbuﬂdmg

multi floor building a fire or an expl osi on can nmake

an exit unsafe and the closest exit may not be the

best exit, but with no indication as it stands right
Whileopreisérelywipeeferredi rambsaiimbets f haval bediheleseribedi @or iparpodes of the

use the tanper indication device 1 as a sensor

disclesite duitré ke hhh@Qris th@ﬁkédgeﬂﬁnﬁ@ﬂn&t%d \é&b& andMippardth$parts can
IOM/pomer transcei ver providing not only a security

e AP R B B Ry 1 B i o
o R R B SR o 2L e st

first time revolutionary near real tine status of
existing or remaining floors, walls and ceilings. The
devi ce can be incorporated into eachcorner of four
corners of a building floor as wells as the ceiling
and floor to detect breaches and alert soneone as to
where the breach is | ocated specifically in the
bui I ding. Wile presently preferred enbodi nents have
been described for purposes of the disclosure,

nunmer ous changes in the arrangenent of nethod steps
and apparatus parts can be nade by those skilled in
the art. Such changes are enconpassed within the
spirit of
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the invention as defined by the appended clains.C ai ns
1. A device for nonitoring and indicating when a

wo b@giibi2e3 fi | m has been tanpered or penetr at edP@yUS2009/000521
unaut hori zed individual at a tinme of the tanpering,
conprising: a ta .indication device having a tanper
indication filma M8 thereto and connected within
a circuit that generates a signal in response to a
tanper event, and a transponder for receiving said
signal which generates an output signal to a display

1. AfevilRtfar mehiteehg &1 1@8%6laﬁﬁg ¥en b TRRVIEHME has Been tBpered or
devi ce according to claim1 wherein said transponder

pene{:r§te b?]éllﬁrlﬁﬁﬁ’ﬂﬂ figdd ﬁalvuﬁgﬂ LGl %%1 %ﬁ&gﬁgé E%D{P%Sﬁl aim

n said trans IS an
dev acc in 3 wherein said REID. T
oo e o sy be Bainga oot BUkatin g‘i"ﬂ gugepeditagrRiond

vvher ein said RFID Tag is a passive RFID Tag. 6. The
conngeiGd wathipee BireHihigat gPneraiesrA SEnd dh EISRORE te aderpeevest, and

incorporated into a bullet proof vest. 7. The device

ace tranfipegderdorteseiving sattbsignal vducligahevitesan eutbutcsagred ta @

goods on a pallet. 8. The device according to claim1
displafer @it coliectidadeciee had tragskkidr.at | east in one of a one

or nore corners, a ceiling or a floor of a building

f 1 D0rhe device according to claim 1 wherein said transponder is a microcontroller.

3. The device according to claim 1 wherein said transponder is an RFID Tag.

4. The device according to claim 3 wherein said RFID Tag is an active RFID Tag.

5. The device according to claim 3 wherein said RFID Tag is a passive RFID Tag.

6. The device according to claim 1 wherein said device is incorporated into a
bullet proof vest.

7. The device according to claim 1 wherein said device is located in goods on a
pallet.

8. The device according to claim 1 wherein the device is located at least in one of

a one or more corners, a ceiling or a floor of a building floor.
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