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/

receiving, by a data logging module of an operative source participating node
of the network, a request to conduct a transaction with an operative
destination participating node, the transaction request comprising transaction [¢&——
details

storing, by the data logging module, the transaction details in an off-chain 204
——

database
v

generating, by an encryptor module of the source participating node, a unique | 20
identifier corresponding to the transaction details —

v

storing, by a broadcasting module of the source participating node, the unique 208

202

identifier in a ledger maintained by the broadcasting module —
v
broadcasting, by the broadcasting module, the unique identifier to all the 210

participating nodes

v

receiving, by a data sharing module of the source participating node, a private 212
call from the destination participating node, wherein the private call is a lg

request to access the complete transaction details

v

validating, by the data sharing module, the identity of the destination | 214
participating node “—

v

sharing, by the data sharing module, the unique identifier and the complete
transaction details with the destination participating node upon successful

216

validation
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decrypting, by the destination participating node, the unique identifier using a
private key corresponding to the public key to obtain the first HASH 302

v

generating, by the destination participating node, a second HASH | 304

corresponding to the complete transaction details received from the source
participating node

¥

comparing, by the destination participating node, the first HASH with the | 30¢
second HASH ——

v

verifying, by the comparator, If the first HASH matches with the second
HASH, the received transaction details are declared to be authentic to
generate second HASH code corresponding to complete transaction details. If 308
the first HASH does not match with the second HASH, the received }g——rm
transaction details are considered to be non-authentic.
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