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BACKGROUND OF THE I NVENTION Field of the Invention 15 The invention rel ates
generally to the field of networking devices. Mdxre particularly, the
i nvention rel at ephi} é;pp@icmh_wﬁn@ﬁ@ beRiR bAL S PloisicB SIARicATA 18!t omat ed
establ i shment of addressability of a network device, such as a router, a
switch, & fb0/80B099, fird IvyR0, 2001 pri vate network gateway, and the like, for a
target network environnment and securely and automatically provisioning the
network device with configuration data to 20 bring it into a fully defined,
functional state. Description of the Related Art Network conputing and
SIH 0

conmuni cati on devi ces, such as r&QP %, firewall s and virtual

private network .al e ext admnistration i.nt ive. ..25 These
net wor k devi ces (g@haa ?‘%’seb'g’ﬁ&at%“ﬁ%ﬁ‘% 3%%?’?%%&%%?@ rroé?%k;}? %f'gﬁetﬁ?grl%ﬁst al |
be set corr@gid as RAHHE O ANMALGRIB SpA K SR hpdent BiRcIbtiREEy A1y i n the
context of surrounding equipnent. To set up this kind of equi prrent
properl| y0 grerangaitiappdarain theyRutehdhnd/Tridépeak Offi@patentfiles of reesdddas ni strat or
(ejther soneone on staff or froma third party) with a 10/03/2006 WD
/026255 PRtiigreberyseneall ighipettheicopyrigiivdtatsnelieng of net wor ki ng pri nci pl es
and protocols. Furthernore, these skilled adm nistrators typically mnust
have sone physical access to the network device to nmmke it operational.
Therefore, they must typic i ch_site in the network
or obtain access to the ne%@égmmwggﬁal lation at their
i ntended | g8ahioPRe vehid € several management protocol, such as Sinple
Net wor k Ma

IS5 The invention relates generally to the field of networking devices. More

particularly, the invention relates to a method and apparatus for secure and automated

~ establishment of addressability of a network device, such as a router, a switch, a firewall, a
virtual private network gateway, and the like, for a target netwbrk enviroﬂment aﬁd
securely and automatically provisioning the network device with configuration data to

20 bring it into a fully defined, functional state.

Description of the Rélated Art
NetWork computing and c_ommunication devices, such as routers, swifches,
firewalls and virtual private network gateways, are extremely administration intensive.
25  These network devices usually support many configurable parameters that must all be set
correctly, based on how fhe network device is to function in the context of surrounding
-equjpment. To set up this kind of equipment properly, an organization typically depends

on a qualified administrator (either someone on staff or from a third party) with a
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Protocol (SNWP), exist to allow network devices already having a v/all ig
Internet Protocol (IP) configuration to be configured over a prl@- &3 2i0r996
networ k, wrgspnézsy there is no existing nmechani smto aut ggghisgabdsy; and
securely take a network device froma factory default state to an initial
operating state in which the network device can communi cate and 10 be

addr essabl Lthin the i.ntended network. environ t. BRI EF CRI PTI ON OF
THE SEVERA(EOI&%%uﬁEr%@"ﬁISXWqN&’W’"ﬁW& it ORGSR TABerBore B¢ 1 at o by
way of exa : . j i ' i f the
Asonpany; oyl B iRy pik hefe iy 8k Aend BuleIEnorlib R 8,
sim|ar el eakit spaisbnal) Thejetdie, thydhiisCtypichily sifeF @iv@BtoRBcIEsiR TP iR mtwork t ual
private network (VPN) provisioning systemaccording to one enbodi nent of
t he pr esentr ¢hairatdessrio HRGefogk devi@s peorato imstpilatiemee thefrlimtendid dgpation.
illTustrating various phases of a network device provisioning system
accordihg to on¥hieyerahparagement peotenob suchtasiSirppla Nedyork Magagemest j s a f| ow

of “thepr Lo ishB; S a B Btk Rt P dBne e PR e
t kK dep ol ik t ; N tion.

Fgure 5 i EACETERRG B8 bl obd ST RA A HeRine R ARER I 00 iThg 10

one  enbodéeink nthdniith BRERERALICAINURA S ARy Bk PAdRoEULGice HOMLIHAER255

PCT/ US02/ 26897 Figure 6 is a flow diagramillustrating addressabi'lity phase

processi ngdefamitatats to@n inital @peragndaae irewkiclofhe hbEvopk 884detcah byraMbhioste ald gure 7

ot

is a flowdiagramillustrating network device configuration phase :
:?Q[))ceslé}i ncpeddisssabla gvithin the intendbduétwerkengirormbeat.pr esent i nvention. 5 Figure 8
is a flowdiagramillustrating device configuration server configuration

phase processing according to one enbodi nent of the present invention.

For r et SNELIRGE HON I i SEVERAR VRV S DY DRIANES, C1 g "over &

pre-existing comuni cations network. Broadly stated, enbodinents of the
present invention seek to provide an admnistratively straightforward
The present invention is illustrated by way of example, and not by way of

15  limitation, in the figures of the accompanying drawings and in which like reference

numerals refer to similar elements and in which:

Figure 1 illustrates an eXemplary virtual private network {VPN) provisioning

systein according to one embodiment of the present invention.

20 Figure 2 is a high-level flow diagram illustrating various phases of a network

“device provisidning system according to one embodiment of the present invention.

Figure 3 is a flow diagram illustrating design phase processing according to one
embodiment of the present invention.

Figure 4 is a high-level block diagram of a network device according to one

25  embodiment of the present invention.
Figure 5 is a block diagram of a smart hardware storage device according to one

embodiment of the present invention.
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and unconpl i cated mechani smfor establishing addressability and

provi si oni ng network devices, such as routers, switches, fi reV\AIOI/sO,?’éBQOG
vi rtual pﬁY‘g&?cf@GTﬁétV\Drk gat eways. Automatic enabl enent of HEEvsRR6E7 ity
and automatic provisioning are thought to 15 provide a significant selling
feature, especially in the VPN industry, where the technology 1is still
poorly enough uRiares @adfldvw digssh IMBEaidchAlreSRbNinEShalBRaS8iR ecfdig  €NMBI N
in the hands of the service provider in many cases. Until now, a key part
of this setwpreembodinegeofihe praseat iheetion.ne obl i gatory on-site visits for
setting up custonmer prem se equipnment. The ability to avoid such visits is
antici pated to FiearT ifadlowdiagram plustptingaietwask deviee configurgiiontnbasgPN ser vi ce
provi ders ?pogls%r eq%)i pE t vengo‘{.s. Qg(rﬂtional, advant ages of enbodi nents of
the present ©RVEACTCRIHE PG FEORHIGLPA e RESGPIRERHOManuf act urers ( OEMs) and
. Servi cesprovi def |.0g oM alols . [ Lvity of
Thei r omn oki |1 BEURCS B BEaH e ek 02 R G o RO RGH Y

net wor ki ngpﬁhguﬁfbeassagtamomiﬁ@oldﬁg eRBSRMA AT heYreddnBnitafloef f 1 Ci ency since

t hey need neither 25 technical personnel nor i1ndividual site visits. In
the followi ng description, for the purposes of explanation, numerous
specific details are set forth in order to provide a thorough _
under st andi ng of the pDEIJAILED BESGRIZHON OF THYE INVGENEISPr ent, however, to

one skilled" in,the art that the present invention may be 3 10/03/2006 WD
03/ 026255 PCT/ UsPerastswd methods are deseriipd f95 trmafe putoprted And SeayRASIWOK det ai | s.

In othgy i . -k . d i h i bl k
dngr a1 oSECRHERontBe bel P R RBR S s BRo vt SEoRCe R ch i 11 be
descri bed Qﬁ’&da%englﬁ'még@%ﬁhﬁel{r?ﬁigﬁg%gﬁggﬂ%ide%%ﬁr&in@s‘&aﬁw&{ﬁg&é@g&w{ﬁd by

har dwar e conponents or i N nmachi ne-exe

i nstructi Oa‘mﬂ,unwﬂﬁaﬁﬂmec%isﬁﬁﬁﬂeﬁébli@lﬁﬂgSdcﬁeﬁﬂﬂﬁtﬁr%hd pioWisRAER nefwork
speci al - pur pose processor progranmed with the instructions to performthe

10 steps. d&vices, sachiasebyterstswitchdscfpewally atbvipesifpvivae dedworlagatewdys.nat i on of
hardware and software. The present invention nmay be provided as a conputer
progr am pr oductAHeBgticRpblement ol arkdressability prdaytemerisnrevisienipg arebarghfost or ed

ther eqq | r})%vrl i él(g)ﬁ}ﬁcavm Iséiﬁng@eXtux%?es%gtggly in the VPN industry, where the technology
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is still poorly enough understood by customers that service management must remain in
the hands of the service provider in many cases. Until now, a key part of this service
management has been the obligatory on-site visits for setting up customer premise
equipment. The ability to avoid such visits is anﬁéipated to nﬁns]ate into substantial cost
_ \) _ 20 savings to VPN service providers and/or equipment vendors.
Additional advantages of embodiments of the preseht invention, include original

equipment manufacturers (OEMs) and service-provider customers being able to increase

the j:roductivity of their own skilled networking personnel and end users of the improved
networking devices attaining increased ease of use and efficiency since they need neither

25  technical personnel nor individual site visits. :
In the following description, for the purposes of explanation, numerous specific 1

details are set forth in order to provide a thorough understanding of the present invention.

It will be apparent, however, to one skilled in the art that the present invention may be
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to programa conputer (or other electronic devices) to performi1 og;zs
according to the present invention. The nmachi ne-readabl e nediu (fé@ 006
i nclude, Weodeeepsst |linmited to, floppy diskettes, opticalpdipkeecgenpact
di sc read-only nenories (CD-ROVE), and magneto-optical disks, ROVMs, random
access nmenories (RAMs), erasable programmable 15 read-only nenories

(EPROVB), electrically erasable programrabl e read-onl I | PkOWs) ,
tmanet ¢ oPeaiet Soutet O e SRR By o BB e ARl el CO L
readabl e i dancesurt SiRkvé ifh Block bR RoRh ECT T ONi C i nstructions. Moreover, the
present invention may al so be downl oaded as a conputer program product,

wher ei n the pr opiegsitsentEisvention elnadsaifiws stepswiick wilitiecelesoibpdibdow.t Tha
requesting conputer hy way of data 20 signals enbodied in a carrier wave or
ot her pr opsteataf the presgntinvention macospanforoed byolrmardwark conipongnts ozmayeem or
network connection). Wiile, for convenience, enbodi nents of the present

i nvent ion @lRkodipgdn mashine-arechiable Bntpdicas whichmax beaisediocputes 8588 br k (VPN)
devices and in the context of an exenplary .YPN network, th resent

vent | on PUPS GAFISG LRI YE R PLP VAR itHiEy Prcrpri Tl BRes. such
as routers Wi r'éjsg% | , | net wor k
envi ronrrengft?%' ﬁéﬁﬁgﬁ‘éer%glt*-y, V\,H}a?ggtp Elg&%ﬁllbgrag\e?@?}gﬁa{l\%%?g@ {'{j@gcri bed
herein addégeaas Site-site VPN services, renote access services for

conpl ementary devices, such as routers, are contenpl ated. Furthernore,

t hr ough i nt egr dfticpresenttilveptienmaynbd provided ascampitet ProgBhPHoducibadBAP 26255
PCT/ US02/ 26897 nechani sms for quality of service (QpS), voice, and.

apbl i cH i dncludesa mpehing-rsadableymesinm havieg styed therrsmdpgructipngaihishanaydedisedi ng an
exenpl ary network envi w&h i n which varjous enbodi nents o%. tge gresent

i nvent i on tREPEHEN £ FRE BRFNCTETHORIG GRECESHI PSR 2 BECERS AFFoTt! %tB out this
application w/l.l br.ief fin - US he4 o Nt evi ce"
general ly prmesfﬂétrlgvetn(rt)l og'nlr?{en%gcrhgnr{eee" Py agledﬁ:%ll%lrégﬁﬁgfc hﬂtegt(’:dl%ﬁ l{bg{l}é\@%t ’

comput e1 - B0 WRKIEL, GATRIMKE S0hAS IR LA ALALAATOBAOMSR 2k of | oca

area 10 ne ks (L ry network “devi ces i ncl ude gat eways,
routers, SidgnefoipticalldisksJadMs,aatliol dcekuimemories (RAMs), erasable programmable

15 read-bnly memories (EPROMS), electrically erasable programmable read-only memories
(EEPROMS), magnetic or optical cards, flash memory, or other type of media / machine-
~ readable medium suitable for storing electronic instructions. Moreover, the present
| invention may also be downloaded as a computer program product, wherein the prngx'am" -
may be transferred from a remote computer to a requesting computer by way .of data

20 signals embodied in a carrier wave or other propagation medium via a communication link

(e.g., a modem or network connection).
While, for convenience, embodiments of the present invention are described with
| reference to virtual private network (VPN) devices and in the context of an exemplary
- VPN network, the present invention is equally applicable to various other network -
25 - devices, such as routers, switches, bridges, and firewalls, and various other network
environments. Additionally, while the VPN Provision Manager'described herein
addresses site-site VPN servicés, remote access services for complementary devices, such

as routers, are contemplated. Furthermore, through integration with premium IP services,
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The term"firmvare"” generally refers to programinstructions usi%@/2006
operate the network device and inplenent its features. Firmar

i nclude pr\ygroagdget ructions inplenenting system conponent pegpikbh/R897
operating systens, device drivers, network 15 protocol stacks, and
managenment protocols. These programinstructions may be stored in nedia

such as flash nmenory nodul es, EP , EEPREFVB .and fiel d. progranmabl e gate
arrays (FPasshanisgs forquplitnel sghuce mrﬁoicﬁe@ tBBPlfcﬁgonoge“\;/tfdé‘seil,OBfﬁﬁg Ib?/ or in part,
using int er&ﬁdi ate devices or comuni cations protocols under the control
of the smaff%ardware stor age device, as defined below. 20 The term
"factory default configuration” or "factory default state" generally refers
to an "out-of-the-box" or uninitialized configuration or state in which a
net wor k devieffinod@es contain firmware but contains no data to identify
itself to the target network environment in which it wll be functioning
‘and congai ns noBefaraddscrirg dnyeixemgplonytietwork emdrormerfdy Mhich VAHOYhe t ar get
network envi ronnent. For exanple, a network device in a def aul t
conf i gur at iowodimentsiof e Peegeit EsipngRaY brammismEiet: S&E‘eitef"nﬁtg%ﬂr’l@[%y%?d been
assigned a | oqical. address, ch.a | nternet protocol (1P) address,

wi thin the 8 Efsthgﬁa E’aﬁ%‘ﬁﬁ‘ lgﬂy§§/8%—ﬁ1§9hetmrk. Additionally, the

- network device 63 Doty

Ltk Be il oRRera BTN 6 aft SntérinediaRsdeniot thany e
i nformation regarding e&%ﬁ%&??@%s S or?ﬂﬁcs peers. WD 03/026255

10/ 03/ 2006 g, FieheMINRRE S éortpifercBmunicaiidrisaveramantatcbmgeied sétiof localdren ™ or
"initial operating state" generally refers to an initialized configuration
orystatg bubtwosks (DADE) reimplarandrubiiodericts imclide galaveys. GRPS, SYKHS: For

exanpl e, a network device in an initial operating configuration, e.g.,

havi ng a ‘brtigas, an@ fgewdllsgur at i on, can communi cate and be addressable within
a particular network 5_environmen rhtelife T O

_ . _hut . may not: :
handl e certain %@“8@%‘@?’9\05%6?#1% FlElop ggq%ﬁ&l%?ﬁ%@g\g ility data"

generally refers,to da h ¥ : L adl doYarh 8lsgBudionet wor k
~device froHFtP"f?ék 9%’&%@@%?’2%%%?%% |Sgﬁﬁugl¥viv%§\mtagﬁ%1§e?¥\ig¥i al |é)_per ating

confi gurati j ts QG804 opeRtifg Sekars] dwite deives,metwork

addr essabi P@ﬂgﬁéﬁ%‘%&%ﬁ&gcﬁﬂg?ﬂ&ge one or m')rge of the follow ng: (1) .a unique
| ogi calys adgrR&dol steke)andsnambgentend frofudols.e Thesefpoogranh gstmeting? 2y stegd it 2y g

| ocal 1P subnet mask for the network device; ]‘(ﬂg%%a Ioeg(%e_cal addr?sst

associ at ed msidiasueh akeflzzb temget reedujes; EPROMEs, REY > programmabie g4t o

address of a renote device configuration server:.{,5) .a_logical nanme, such
as a donmi amays (FPGAs), or they may be tragnsmltted to the evice, ﬁ:fly 2)1' in paﬂgdsg% :

intermediate devices or communications protocols under the control of the smart hardware

7 storage device, as defined below.
:} 20 The term “factory default configuration™ or “factory default state” generally refers
| to an “out-of-the-box™ or uninitialized conﬁguratiqn or state in which a network device
does contain firmware but contains no data to identify itself to the target network |
environment in which it will be functioning and contains no data identifying other network
- devices in the target network environment. For example, a network device in a factory
95  default configuration cannot be addressed on the network as it has not yet been assigned a
logical address, such as an Internet protocol (IP) address, within the address space
employed by the network. Additiona]iy, the network devic.e cannot communicate on the

network as it does not have information regarding logical addresses of its peers.
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nane address of a Domain Nane System (DNS) entry or the like, t?ﬂt
represents or can be mpped into a unique |ogical address for é%/t%BPl?
devi ce; (OYO&/02h5cal nane that 15 represents or can be maPEBUSIZR6897a

| ogi cal address associated with the default gateway; and(7) a |ogical nane
that represents or can be mapped into a | ogical address of the renote

devi ce confi gurakiQR ‘SRHMSperatilcohBEirailGORE gl ipeting st geremllyal |y refers
to data that can take a network device fromthe initial operating

conf i gur atjefs fo@nanifiallzed cabdiziatich orf strie butantrecsssailpa flﬂbfrdeﬁoedeﬁﬁ't%?’@l in the
context of a first VPN device that wll be establishing secuge.tunnels with
one or nor satpeBor eyRhplaaanesuerk devies ngnsitipl orerguReLopHEEIEIRD. P IFY RER devi ce

ht | ud the | P add f the bout
the types AT CHGIERIARReRs Copraicett ExBrpicyae TP L ek 2, Sbo
secure fu \r,]\ﬁril}’g"l,l{s{‘lﬁ?t‘fbﬁl?mt%y %@Igfa%m ﬁcﬂﬁ tlﬂolh)éncg éér@ﬁlqypés‘éﬂﬁéth@ﬂﬂﬁ‘afﬁ& ate is

achi ev evice has esta |shed t he secure tunnels 25

with the peer VRN b8\ 083ssabhifity s> deREralpf feftieth Yata dik baudiedtly bsel f so as to
ensure that only perm ssible network trafflc travel s through _each of the

secur e t unpglrectly tdke atnetwork dedeerfrdny tiedbadry gefaek mﬂfwmﬁﬂéf%’fhﬁ il shar ed

secret:or data that may be utilized to generate ea% regd s retb g’at S

used by th@mmomwmpueAp@r@ng&@e epbadimernds Q@B‘@’ eFE) @ ﬁ%;% w

PCT/ US02/ 26897 confi guration d om t rem)t 0 i on

server. Ac@ﬂi?@?)ﬁglcl“ée B?Fec’“’é‘?fﬁﬁ Féﬂ OWIRg; ﬁ Lgd??sg gt}ée irectly or

indire crypt co o} adolingevite! Boak device
1 eés’ %"\}‘F‘g’écng %gﬂ o%%%lefégéh%m%ﬁ cor )i'l\ﬁg to anot 5’3‘?

ang th
crbod rer ”e”tro chFa E%Hsﬁéc}’atéh%ﬁl £OERIIL 8way fPhEavbatic @Dawguﬁl passwor d

that is con to the network device fromthe storage device. In other

embodi ment a?idré@?bﬂ%}eﬂ%ié deRizk valhigormion Bemat () adogital harme sednasdi demditievi ces,
such - communi cati ons between i nternedi ate devi ces maé1 t hensel ves ubl lize
addi t i onal ngecaddess gifaddamaih NageSystem (DN eniet orhe b Hiat SPESENS F P P8ec) and

addi ti onal security nechanisnms, such as X. 5 certificat sed
her :ai In t hmamléag@gué@ﬂ%&g;%mdﬁﬁsgﬁﬂ%@%? ;9 %‘?‘9““' iﬁ) ais!"ﬁ'&?eﬁ‘aml%%ﬁn g e

generally refers to rocess ,of .taki patewdact ory
def aul 1 suEpesed o 2o pE G I f Y Rl B AU B B biP RIS 21

target net Xl\ﬁr(‘% aqgéﬁ:arl QRHE Bad repféséis biiab b8 mapped into a logical address of the remote
device configuration server.
The term “configuration data” generally refers to data that can take a network
device from the initial operating configuration to a fully defined, functional state. For

20  example, in the context of a first VPN device that will be establishing secure tunnels with

one or more peer VPN devices, configuration data for the first VPN device might include
the TP addresses of the peer VPN devices and details about the types of network traffic that
is permitted to travel through the secure tunnels. In this example, the fully defined,
functional state is achieved when the first VPN device has established the secure tunnels

25 with the peer VPN devices and has appropriately configured itself so as to ensure that only
permissible network traffic fravels through each of the secure tunnels.

The term “security data” generally refersto a shared secret or data that may be

| utilized to generate a shared secret that is used by the netwqu device to access

6




operating state (e.g., a state in which the network device can ni,cat e
with and be addressed by other network devices within the targig’% PR6

envi r onmewi)osnidzsns used herein, "provisioning" a networKk pdgxdiseg24s6f er s
generally to providing configuration data or paraneters associated with
for one or nore of the follow ng stages of network device managenent:

configuratjo er vi 0 ' t&(q? . a 3% otksed herein
provi si onicﬁﬁﬁg}ﬁ%wgﬁ%%%n%éns@egeﬁgﬂ glriévgcgtch rattlﬁfe?ts?rg%?[ %Eﬁg?“%(‘ii’ configuring
the net Wil o@fent el iRitplidta £ WSIRIIREN SR ISdifebily Baharypartiastiatitsi ng t he
net wor k devi ge intEo ea Zotﬂjjl l'y defi nef&funct?yonal state; (2) enabling of
. prem um | Rxsighgédiesween tieneagorkdaticd and die reiBete dedies (apfighrationlsersi.ce. As used
herein a "virtual private network or VPN' generally refers to a set of

nodes, suckccasiingso waother ¢mbpdimentathe secyripidata compeises AUNIQUSIFABEH® a transit
network or internetwork, such as th .nternglte t hat, co nithcegte anong each

| ,
ot her dsi mgssuveEq tagk is sonvorsdte thedls .Sc"l“i? from e slorpes devige- iDL L 2 het wor k
WAN) may be f.orned, . ! . t he nodes are
gafgl)fro?/n |°ﬂlé"°f1 t"’é’P‘é’eB‘[\QgéP%g‘r?égﬁn gﬁ%@%‘%@“ﬁ@%ﬂ% oér%?gcg%gﬂbger S, W thout

the expensgmafunRbdidR beiebh Bormb&iaR Aevibdsas theahdhves ulilfRAdbitivhal setadi cat ed
circuits. W 03/026255 10/03/ 2006 PCT/US02/ 26897 As used herein, a "snart

har dwar e ghr@bagesudiRid hemey Proescal Sscurigf(ESec)kand additienal secarit roeshiligns port abl e,
renovabl e storage device that nay be externally comunicatively coupled -
with the msethwsk5QfbaartifEcatess such, this definition excludes flash nmenory

modul es that are intended for internal use wthinh a network .device.
HowevdP, the shdmpedierempAbeptase; 6?""3’@)‘3“%#‘33@3 pﬁfﬂqeﬁ%dgw?% | oadi ng,
selecting, or altering the datg.sto | fl K gl gs, such
as fir mrggn%:?l%'brgﬁe{ss@%&) Ocﬁﬁsrogiﬁé?lgasﬁc?‘lg%ﬂ(gre g‘g‘?g B ac%%&ygﬁé ?gg %éﬁ{eg{g #et wor k
devi ce. '@Bﬁ' i dit istBEopfRiohal RATHRE Btk AERBE SR UbfeiiPRGENMtialbe direct |y
or physica ]&%clt(l)l%lfggj t%p%ﬁtg aFletwork dé%/%?ce. For exanple, the smart

har dwar e $heraREIEstAlE Ve.£6a stiteh WhIcE Giemetebrid d¢vieztday communidateedthlapd beir ough one
or nore internediate devices to a 10 provisioning port of the network

devi ce or adédmssadby afher ndtworkdecesevitiin the thagdt oetwerk eryignmgat).e| ess - dat a
transm ssion protocol. Various types of hardvvaré st orage_ devi ﬁes are

cont edpl at ed s demsekhesin proyifonings auefopk dexicedaters geagratly IoRrevdfiie | ocks,
rsrg 3 ; Ie? |el: Zicp&?é%ﬁ ’élatag)g i;%‘é%gtgfskagyo%i atelf wift! 68 Snd ANE LE I eI Fofifg staddBbE  car ds,
' network device management: configuration, services, and applications. For example, as '
used herein provisioning may encompass one or both of the following: (1) configuring the
network device with all customer-specific data needed to bring the network device into a
) 20  fully defined, ﬁmctibnal state; (2) enabling of premium IP services, such as Quality of
Service (QoS8) and voice.
As used herein a “virtual private network or VPN” generally refers to a set of
nodes, such as network devices and computer systems, coupled fo a transit network or
internetwork, such as the Internet, that communicate among each other using encryption
25  technology. In this manner, a wide area network (WAN) may be formed, in which the
messages exchanged between the nodes are safe from being intercepted and understood by

unauthorized users, without the expense of private lines, leased lines, and/or long-haul

dedicated circuits.




har dwar e tokens, including Universal Serial Bus (USB) hardware ﬁ‘ke/ens 2nd
the like. 15 As used herein, a "transit network"” may be an inte #3£2006
publ i c or WOP¥RA6SS network or internetwork. The Internet ipcposexagdl e of a
public internetwork. A corporate or enterprise network is an exanple of a
private network or internetwork. Exenplary VPN Provisioning System 20
Figure T il ust{alesndRincxemRhidhiwitd stdidde d%{ribéégéleﬂeﬂaﬂ} WERErK oo MBZRD-

provi sioning system 100 according to one enbodi ment” of the present

i nvent i on. selvicdablie speetaBlePlemovabiestoryidNiepice thabingy be ekt lyawombidicatiellyydes t wo
VPN gat eways 115 and 125, a console conputer 130, two tokens 116 and 126,
a conf i guretpled withtthhreeteork6yiceanks mcki¢his definitinprextlydesdlasomemenvmedulesy. 25
After the VPN gateways 115 and 125 are delivered to the approptiate

cust omer  Hakappintended {05 interpal uegsithin g BHRPES devise HEWEYS, tﬁ? sﬁgfb@sﬁs%et 0 a
transit. network, 105, such..as.the,lnternet, a r t | Qi stratively
St ra ot ovaRenekies mi iiieR b DB Ao Rk b Qe i M LTSI OOV
the VPN g | ' 396 B RRAR26255
PCT/-US02/ g%%g@é Sﬁ@?@%ﬁ%?ﬁﬁ?éﬁgtﬁfébg%ﬁf%% Qf‘ispect ively, such as
asynchr onqieswérk asuicd. daipofiagly, he Eisrt BatnhneistogageidevicAnaxdinotive dittlyoaral
Standards Institute (ANSI)/ Tel ecommuni cations |Industry Association (TIA)/
El ect r oni gphlysichllytooingled fi the aetwerk(deviad.- P@ 2xfnie e siiaNSIrdwas Blorgge dovige 1997) |
publ i shed October 1997 (herein after "ElIA232") or other . 5 serial,

paral | el , ™3y hespupled disectly§r indirestlydhrough ere_op mee Btrmedipls SeWsesd fal st or age

ook - ofiDha GRS HET GHIEE P devi o wstmgpoa et he et BRI AE = no”ven

gat eways 1] i ' (=1 @l 1 N which it
can com%geé%ggég%ﬁé %ggﬁsasmg@a 1] g a@\n&{srwﬂrysfo%‘g&ﬁ@?\%or égagﬁ?/li%%oaﬁcrrent. At this
poi nt  a NepaEhpRfed3LIPAFRE 0RO Bcubt ARViced) kysORGEardaayckSedtihelspdmglsed t o
bring the VPN gateways 115 and 125 into a fully defined, functional state.
For exanplherdware leys,ovetless hawibéld gavieds, smarpeandse seguetigalijcenspded cardpraspr i at e
paranmeters to establish a tunnel 120 between VPN gateways 115 and 125

t her eby alheeswiaragokensy inclyding WaiversahSeriahBusi®ISE) bardparedakensgnd hedikeur el y over

the t rl%ns 't ne Eﬁ\é\%geﬁ h]é(r)gn,val ‘%aglsr%te netvErol.Jrﬂ’r’] z%lay l1)e2 gn intermediate public or private

network or internetwork. The Internet is an example of a public internetwork. A

corporate or enterprise network is an example of a private network or internetwork.

Exemplary VPN Provisioning System
20 Figure 1 illustrates an exemplary virtua] private network (VPN) provisioning

system 100 according to one embodiment of the present invention. In this example, the

VPN provisioning system 100 includes two VPN gateways 115 and 125, a console
"~ computer 130, two tokens 116.a:nd 126, a configuration database 135, and a device
configuration server 110.
25 After the VPN gateways 115 and 125 are delivered to the appropriate customer
network sites., the VPN gateways 115 and 125 are coupled to a transit network 105, such
' aé the Internet, as part of the adxiﬁnistrativcly straightforward and uncomplicated

installation process. In this example, the VPN gateways 115 and 125 are provided with

8




15 The consol e conmputer 130 runs a configuration program (not shg\m} }hat
allows a network technician to enter configuration data into th 372006
conf i gur awmos/steisabase 135. The console conputer 130 al sq,(]imogggssnan
interface (not shown), such as an asynchronous EI A232-conpli ant

conmuni cati ons port that all ovvs the configuration programto program

t d h A16 and 126, with .
2dar cosabi 1Py osE BT R T 6L I 15pattes St el bR bR Rions, ,

Accor di ng B %%&ﬁp@ﬂ%ﬁzﬁmﬂénwﬁ PJF\? é&@dag(?ﬂngtﬁ@te AﬁSﬁf@feEoﬂﬁﬁtﬂ@ﬁfoﬁs devi ces

t hat * contain anount non- v l'at1’l e, progranmabl e
_menory, tyma@sﬁlylms@maﬂohqrmmgdmﬁi‘c 13Q3triY A@Sanct (FIA)-03mFle9Pr ogr anmed and
read by way of a communication protocol. As indicated by the dotted |ines,
the t okens(ANBifMlAZHZrﬁwammeblfshabOmhdn 1897 (hetelireafRE “Eld232N or edaput er 130
~and the network. device(s) to be provisi oned such as VPN g fgﬁﬂ 115 and
"125. FOr egaphppaallalgg ports, ta Frgeivo eutrpypandd Wﬁ@@é&t‘"mﬂ Yorzep f"%uch as an

 Che' okendioh iy okeng EP BIA ot iNE i e Siiat b o Buinl B HORgS 610,
addr essabiy,i; hEﬁd(ﬂ'@!}sgblL n%ﬁs%@ﬁ?éé@wﬁﬁﬁ@é/ﬁ@@ﬁ to'%G&/-JgﬁQ%Z%W by

net wor k devi ces, suc gat ewa In a predeterm ned target
networ kK  gpivihr speieng sta%éhh haich @fcas @éiﬂn@ﬁmz&é AR becdddyeseblardinieind metwdrkt he
present invention wll be described with reference to the use of

parti cul arenviy@msenaf Ahthischoint,@ rhakans auiomatd configtratice pr@ntsonhyrtsnt s, various
ot her storage devices, such as w rel ess handhel d devi ces, 5 cards,
nggnetlioc alcpyumenesdde &n@aﬂméﬂ’l\bﬁatwe &txand 135ntgia fE?U)éde(ﬂBSB)f“WHP ‘PE’ t okens,

lmay be used in Iace of ta 116 and 126. Confi qurat.i,on dat¢1 9
b ngi g HEt GG &) Fealed EorE iR BogeF PR ASH AOPIoBEF PERREE iy be

stored in entr g?,ﬁ 135. For
exanpl e, 1 &ﬁﬂ tﬁe eégfsbclr% Eaher ?%é\#@gsﬁie]%gxﬁ}’r% nician famliar
wi th the 10.Lagiscak 1§§E@éxt:&n§9&l&t£ séc{h%l}t Nedtile ﬂaﬁw@e&%&ws vanrpent for a
networ k dévice and the intendéd depl oynment of the network device can

construct tnamskt200f configuration data to neet the custoner's needs and
upload it to the configuration database 135. The device conflguratlon '
serverl5110 i s Tbeptrscleccomputer 138romsraconfiguratien progwps(notsheown)kihat glipyg a

configur a%ét?v%rlgtaegﬁnqggg tole?l?er CE-OI;I gura%\c/)xll 36ta ?n%‘ ];:hle%mrna él}rgt?onsd%{agase 1]),}_OTB ! ns. a

console computer 130 also includes an interface (not shown), such as an asynchronous

EIA232-compliant communications port, that allows the configuration program to

program storage devices, such as tokens 116 and 126, with data, such as addressability
{) . 20 data and security data, as described further below.

AcCordiﬂg to one embodiment, tokens 116 and 126 are smart hardware devices that

contain a relatively small amount of non-volatile, programmable memory, typically on the
order of 100 bytes, that can be programmed and read by way of a communication protocol.
As indicated By the dotted lines, the tokens 116 and 126 may interface with both the

25  console computer 130 and the network device(s) to be provisioned, such as VPN gateway

115 and 125. For example, tokens 116 and 126 may be plugged into a port, such as an

asynchronous EIA232-compliant communications port. In a typical scenario, the tokens

116 and 126 are programmed by the console computer 130 with addressability data _for use

9




15 ser\;er program (not shown) that responds to configuration regﬁests %éSrg
network devices and transmts the appropriate configuration da %‘E
requesti K devices. One enbodiment uses a manageqAiysihekeol to
transnitnﬁ’tge]&zog%lgguration data. The managenent protocol is a

comuni cations protocol that is conpatible with the network 105, the
~device configuration server 110, and the firmware proar QHeReorRN the 20
net wor k  deyinegsort Baticascmoli assVRl‘ﬁEﬂtﬁ‘éQWrslé‘n@é%’é‘éEp‘iﬂget? é%s@%&\# and/ or recei ve

configuration data, such as configuration fj fyigventibe wilthe ce
configurateirmimomlmntcewhll&@Té%P%FIH@HI%ﬁ’e?%q%E“%%&WQ%anlage.rrent prot ocol may

I ncl ude encryption for secuti.t |aRGvarEioRém, inriteinative

confi guratqe%‘bﬁﬁilﬁ’f%rr°$@ﬁ?ﬁ%8 hr?an%lg mﬁc?y%rg%gﬂﬂonduct ed securely. In one
alternative %ﬁbo%its”@maus bier RGhQTNicES wichens evitelesd hantiedd deviess i@ tanagement
25 tunnel 'Wti HRE” devi ce configuration server 110 usi@‘g an . nt g‘{agedi ate
VPN gateway, i< QahetibAlly oitoteg eirdsnbr Univershl Segialidus{HEBE g varg el FX5Y
managerient protocol such as SNMP is used to configure the device. In
anot her  al §eaisadin pleceafidensiditand i2e function of the device configuration

server 110 and configuration database 135 are i BdRidd Din@iohl
10/ 03/ 2006 WO (nfigerten fatarforBosgiBg D%odr?ﬁ{ggs lgp{ygnﬁgl icy Service Usage for

Pol i cy Provisionin S- PR) ..Pal | . ir@ibnBagbasands.PBeri cy Server,
such as trﬁ@e%&&gﬁ%ﬁf’ﬁ“ﬁé&fﬁ%ﬁr%S‘é’#ﬂ“g%’ren s (RFC) 2748, publ i shed
January 2000 and REG %0&@13 -bgygjr{hgrmbwlﬁhm&la%hnibm&mihmw@t €in
al t er nat i VECBISHE WEhT st he network through which the VP%\Fgﬁtteways 115 and
ﬁ 5 A © GOLEdethits dogt e genaronii epuirarmiant fos @mpetoriadRy! ¥hi ch the
nfiguration data is transmtted may be a diffe‘reﬁt g%ﬁn}@{ujfdét{ﬂﬁﬁ t he one
t hrough Whipgdhdedéep¥itegroftmpeswarkaievigh gamopgstighitf Ot e e wor k Devi ce
Provisioning 10 Figure 2 is a_high-level flow di | {4qustrating vari ous
phases of meetethwmxstomﬂa’é\ﬂ?%WWP@%H&&C@P@%&E%%? #gsjto one enbodi nent

of the present invention..In the fof L NG1edits e peivik 105 amsl imBasuned that a
cust oner desi reEQQFV@é’O%ﬁ%tWBP%V%@lIgg%%e provi ded by a vendor and that

t he vendor ships_netwer. Vi _ §hotage dafipeatonzener prbgpafmed with
appropri at 8§ p e “ﬁ_%@&(ﬁgﬁa@ﬁ%ﬁlﬁt% target network envi roH( nt to the
15 cusﬁ OIBL. e Sid oS RS SRR itk Sesporids o tanfigtenatiow reguw s R AETS R 1o

[ |

- supportTinitia ‘ . o
' and transmits the appropriate configuration data to the requestmg network devices.

embodiment uses a management protocol to transmit the configuration data. The

jcati i i i twork
management protocol is a communications protocol that 1s compatible w1th the ne

105, the device configuration server 110, and the firmware program running on the

ve configuration

to/from the device configuration server 110 over the

20 network devices that permits the network devices 1o transmit and/or recel

| data, such as configuration files,

network 105. The management protocol may include encryption for security thereby |

urely.
enabling remote initial configuration and/or remote management to be conduqted securely

etwork device establishes a secure management

In one alternative embodiment, the n
0 using an intermediate VPN gateway. Once

25 tunnel with the device configuration server 11

' is
the management tunnel is established, a standard management protocol such as SNMP

used to configure the device. In another alternative embodiment, the function of the

device configuration server 110 and confi guration database 135 are implemented by a
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remote configuration. In alternative enbodi nents, however, vari 70§P§b06
scenarios are contenplated. For exanple, one or nore of the suggli

t he net worWOoddM@8s, the supplier of the progranmred storagerdsyi/ges; and
the supplier of the renote configuration service nmay be different
entities. 20 In the enbodi nent depicted, the network device provisioning

system pr o¢es el dncR 88l Seiicd IOk & Bticy Brobbibfike ASes-phppelRgl on phase i's

performed. “Typically, e any- network equipnent is shipped by the

vendor, t henfeasdA Basetng PeRcyderRE,3ath M thdte dberivayit Requeshios Commentsi deal
opportunity for the vendor to capture the relevant technical details about

.the cust OMERFG) 278 yblshed Jinnay 2000 arskRFG HeBdc published March 200 p dagotr@dy.oy nent

of the 25 network devices ordered. Therefore, accordi ng tf onﬁ ?agodi ment
of the preserternativeembagimentpheiniveorly drenehavhich the, VBN gaieadys tHemdvor k

.devices will reside in the network and hqw th ] kets, are
obt ai ned fPEFrﬁOPWS‘?PPJETWCB?'%‘FwPB SHEF W@Py“’f er}{'fhr\{uﬂée cor?gr H&%graﬁﬁg?g%?ces to the
customer's i ie, ki fc o I ' 5l @33 2006 WO
051 026255 HETPRBEMBLAG: eleRt RREH: i b SRR MR 1IN ol

techni ci an oy i9% ddafmaii@tedf the console conputer 130 to produce
addressabili1ty data and configuration data for use in the addressability
phase and the configuration phase, respectively. Briefly, addressability
data may be conceptually thought of as basic set of data that enables a

net work deWetweork BepioePrayjsidningan 5 initial operating configuration, such as
a valid IP configuration, in ich it c comruni cate a ressabl e
wijt hin1Phe tar gEtgg“ﬁ%% Wlﬂgh‘@ﬁ‘\?ﬂﬁoé}’nﬁlféﬁ?m%gﬁm‘iag?us pé’S%ﬁ‘si%gﬁggt@gﬁ data is a
set of datg that allows the networ i : [imithd al

oper ati ng. BHiFs GaPSETOR sy SEHHE g dfY Hifod ARy e pikaifimicifion. TG 1

confi gured &Pt §Qh WA thdt alch@bmeradeeitedto fiseulRtwaakingtsarvies desi red
by the cusg%ﬁ)e%g&ég‘%gsll§r?]c 18 exanpl gs of such data are discussed bel ow. At

bl ock 210, ptRicaddrassdiahd thyt thhaarlor shipsaretenkdeviceTland siawge devigss PIcy phase
iI's typi calply performed after the network device has been delivereg! to the
cust oner' s progtasaméd wish appraprdtecrddressbiliny data fon dhetaregaretwrsk GRYIONITH} 1P nt.

At this point it is useful to point out that the netgork dlgvd'i&ag' s factory
def aul #5 cofpsteyneri Sitsnanddneidess remotsdeics sonlgRmsten SFTYRE SHBPRSINOT k device to

the target rcrr]r%tg\génlﬁgﬁ% iicnr] opment Lk A Ghindsdts, Whivdvel SafistiiGie? 3eehgrios are
contemplated. For example, one or more of the supplier of the network devices, the
supplier of the programmed storage devices, and the supplier of the remote configuration
service may be different entities.
} 20 In the embodimcnt depicted, the network device provisioning system processing
) | begins at block 205. At block 205, the design phase is performed. Typically, before any
network equipment is shipped by the vendor, the customer places an order with the
vendor. This is an ideal opportunity for the vendor to capture the relevant technical details
about the customer’s network environment and the customer’s intended deployment of the
72.5 network devices ordered. Therefore, according to one embodiment of the present
invention, specific details, such as where the network devices will reside in the network
" and how they will process packets, are obtained from the customer prior to delivery of the

~ network devices to the customer’s network site. This specific information is then
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Additionally, in t he factory default configuration, the network_deyv] e
not know the identity of the other network devices in the targég/rg‘agsﬁ)ss

envi ron b.03)0§52 neral, what is needed for a net wor k de\f'.gﬁ“ﬁjsbﬁzﬁsﬁ
conmmuni cate an e addressable on the network is a - uniqu oglca

address, such as an IP address and subnet mask for itself and the | ogical
bas c | nf syataesizen by & highbvskijes peseitareipirinahibedd o B cfRpRReRPIEY; oh

i d ol a pbiomobEa ARy dga Ebrrsvetl frudl SIT R eERIER ") P
R R U S R A e A A

such as s® shart cards, or nagnetically

encoded  23,&Bfdy thdtkhE OFRIbaLE st bedAOHiE Gublad d Bewadk deviee tostosbrikindevi ce and
put it into a fully defined, functional state, the remnaining

cust omer - piasl dpkRtistadcasigiratien such as h@alibiffdogfiguamtionninaehieihs® 135
("configuration data") is supgi.ed_ to the network_device,at b#ieCk 215 by
per f or ni ng:ommun@ﬁteamémid\m@ oitlep g st o irgamente MRV Gtr at i on
phase. After _conpletiqgn of e addressagbiljty k device is
capabl e ofcopfgtaiion daie i‘%s%ﬁft‘?altf’etﬁﬁt@tu\ﬂﬂf ﬁleéﬁ%”°¥‘§5)e§§“§$% gIso gg})éﬁh%r ef ore,
according.t.a . one.enbodi | @Bna? Etafeh® whSHHrES Salfidukddy phase,

t he netmﬂﬁ?gﬁleqyf@gn%%g‘gu%géqtgé%&Wé’ﬁgﬁ@g\lﬂ ce confi gulr ation server 110

to downl oggy tdAfy HABE ek, ARd/EBR0Bte phciRts o8 dedied by tHeicgstomei. Bpedfitabase 135
over the transit network 105. Furthernore, in one alternative enbodinent,

tjje dagi gRxamslel srsaétbdatd dry diseussed tebov.i gur at i on phases can later be repeated
in order to nodify the network design and updatg the netb rk d%vi ces,
e.g., to add aAfblock R10jgheiaddressobilityphass i PeTfgrMsa oV herdsinesEL It PP e shed

T O soomed B ok 505l e a0 e
e e sl e A i ace paria e ¢
o PRI 280k e Sangon ot rogents o g ¢ 2 1
enbodijgentefork H6vide't6 SRhrget iRwestk iepvironkieat e whicki itre it bedfpetionéng: assunes
ntormat Cf)&rliditiona]ly, in fhe factory default configuration, the network device does not know the
identity of the other network devices in the target network environment. In general, what
is needed for a network device to communicate and be addressable on the network is a
‘ - unique logical address, such as an IP address and subnet mask for itself and the logical .
:.} 20 address of its default gateway. Supplying this and potentially other basic information is
the purpose of the addressability phase, which involves the transfer of this information to
the network device with the aid of a pre-programmed storage device, such as a smart
| Vhardware token. In alternative embodiments, various other storage devices may be
employed such as such as wireless handheld devices, smart cards, or magnetically encoded
25 cards.
To complete the configuration of the network device and put it into a fully defined,
base

functional state, the remaining customer-specific data stored in the configuration data

135 (“configuration data”) is supplied to the network device at block 215 by performing

12




upon which the configuration data is dependent has already been_acguired
fromthe custoner. For exanple, as described above, an ideal ti /2006
obtai n sp&063/@26259etails regarding the, custoner's targetpd@tiswiksor

envi ronment and i ntended usage of the network 20 device(s) is during the
order taking process or prior to shipping of the network device(s). At any

e, Jest g0 oBlAakBY RS SAG BAG0S, Lk A, HISL and hiwip Utk

devi ces ordered ustomer are shippe 0 priate network sites in
a factory isdgiaplelof cohaliBicatBg bR i f¥Bvdk end B aldred2hisle K TerdiBre, foctrdingas K
techni ci an anal yzes the custoner's 25 requirenents and determ nes

_ par anet er soiecmbaliimeni, npprt dvepletiomof the dddréssaslity phizeothe netwark deviee tiakgs
operating state in the target network environment. For exanple, to nmake a
networ k  desgrest g ke devics santisyration seryeitd9 iedovanend the eanfipuration 4ot frosm m

.automatic renote initial configuratio ocessi ng the foll ow ng set of

par amet br <16 FMEyshen fitgbass, EbiqvPithe ransil 508 W6 wio 03/ 026255

PCT/ USQ2/ 26897 Lee s uni que I P
address within Ftuﬁgwgédgﬁé _aﬂ%’é?@%ﬁ%ﬁ@ﬁ%ﬁngcﬁﬁgﬁ,gaggﬁ%@@}%%mni cations
net wor kst @fifuraitAPhass 8n RicEbERPERNM i OrddptolRodifyalé A@warkUdbsighiendubl i ¢
address for the network device on the target network. Alternatively, if an
addr ess napdatathetretbork desicds, sgicto add a Netthalekicdtdr pewodslapelimionash fllYAT) is to
be used for the network device, sone unique, public address is mapped to

t he net worteshedpegwork of fhueq devisdel rladkis edse thediesiany|addigamebility, apdoaghigurgtiony yt er )
that will route data framthe network, deyi to e rennte,devi.ce
cont i o LAPBIFS St tobravigon 18 e ACT Faprer PRLEURYP HOEVETTLY HEPRIFL gat eviy

wll also . ' ' i ver 110 to
t he net wra&ﬁ’gé@‘{gég_EBE ﬁlh%@#%e&%ﬁgxée@%ﬁ@ﬂﬁ&ﬁg%%%ﬁ%%@f%ﬁ? t oﬁg\é(\ﬁ’ver 110.
I n al ternafikys: R L iR Sabhiiahéir addrQeatlitg. provisioning is not enployed,

the I P address of the device configuration server 110 need not be incl uded

as part of the addressability data. It should also be appreciated that in
different network environnents using different 15 network protocols, for
exanpl e, i nsgiDropessieg s of addressability data may be needed to nake a

net wor k devi ce_operational . ) ) ] . .
15 Figure 3 is a flow diagram illustrating design phase processing according to one

embodiment of the present invention.. The embodiment depicted assumes information
upon which the configuration data is dependent has already been acquired from the
customer. For example, as described above, an ideal time to obtain specific details
regarding the customer’s target network environment and intended usage of the network
) 20  device(s) is during the order taking process or prior to shipping of the network device(s).
) At any rate, design phase processing begins at block 305 where the network
devices orderedby the customer are shipped to appropriate network sites in a factory
default state. |
Before moving on to block 310, a network technician analyzes the customer’s
25  requirements and determines parameters for allowing the network devices to boot in an
initial operating state in the target network environment. For example, to make a network
device operatibnal on the Internet and allow it to perform automatic remote initial

configuration processing the following set of parameters are typically specified:
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To permt secure configuration, each network device al so may be pr;)w ed
with security data for authentication. For exanple, each net wod0 /e3¢ €806

may be asw@ieeiss uni que identifier or password that it CATANSaeRL to t he
device configuration server 110 to 20 all ow the device configuration server

110 to validate the network device and/or the smart hardware storage
device being enplgyed. At block 310 the configuratio ta far. the current
networ k devi ce *i sLRfJIEEEIEdeyies S@F%%W?tdﬂﬁsgﬁp‘gﬂmﬂﬁ?%@ég eisgvgag%&xag
associated with s [ sych as ni < L passwor d.
For exanpl e, accosﬁlglgeﬁ‘g%%ﬁg%%menr%%cﬁr@ﬁ fo tc %Hﬁ'g’tcatgor%ghét&)oﬁéegﬁ%ﬁ ci an may use

the consol e progr &R e dhBsn 80ad B PrayRISOMEqueibEE AldrekSfdr e oot t he

paranmeters for the network devices ordered by the custoner into the
configuration dadedineoa tHelbrget@etvoiklvARérAgtredf, iftdnaddressandppingeehnigue i s t hat

it can substantially inprove 14 10/03/2006 WD 03/026255 PCT/ US02/ 26897 t he
reliabidlity of thiushasaN&wotk AdduesyEransletiono®aTHy tagrernsedhifor thg na@rlyal i dat i ng
consistent configuration data for all network_devices. This is otherw se a
common source of TV§r wmeaniqye, puRliceddressisapapped RAGREFEkIEYFhge devi ce

iated with t t L k . devi isS. : i t k
assoct ated w1 UG BAGEN ISLUOE fucd5E50 o Ryl 10 BTt et v
bl ock 310. ACoOr dichgod Qe AL HNGHIRRYive LORiGARKIR Krvé: 190 ViatheBini cOMD | shes

this by attaching the snmart hardware storag vice to the ElI A232-conpli ant

communi cati ons pajetwaitd 05 ek deaRltigagwh P iReIE6 esufrbivi Eita #amhahddevizenenory in
the smart hardware storage device using a comuni cation protocol

-’avgkocilat ed w th tdeefiguratidn seivar o thesietwagdedessi ce. 10 At bl ock 320, the
programmed hardware storage device is separately shipped to the network
device site. At bihsdR addrsss of thedlewiencondigigtion ser¥giddOwhet her t he desi gn phase

tiviti . b | eted f Il th st ' i o0 f
cc 11 g e, 06ch SO0 Lof bl e uelompE a0 v oo
wi th bl OC?f @%%evi%écéqﬁ&ﬁraﬁé@m& 1!l(§née'atn‘3{19§%cltuﬁed Jgg%ﬁto'fﬁfefnadé’méﬁﬁﬂf)‘ ty

feature of the nove ovi'stoning schene descri herein. Because the
net wor k daxhCR shdild aREBE BpprékidtéStheaa AR r&R hedk dfvgronifieiysing differeie and t he

smart hardware storage device, e.g., a hardware token, may be
15 network protocols, for example, other minimum sets of addressability data may be needed
to make a network device operational.
To permit secure configuration, each network device also may be provided with
security data for authentication. For example, each network device may be assigned a
unigue identifier or password that it can present to the device configuration server 110 to-
) 20 allow the device configuration server 110 to validate the network device and/or the smart
hardware storage device being employed. _
At block 310, the configuration data for the current network device is uploaded to
the configuration database 135 and associated with security data, such as a unique
* identifier or password. For example, according to one embodiment, the network
25 technician may use the console program executing on the console computer 130 to enter

the parameters for the network devices ordered by the customer into the configuration

database 135. One advantage of the console program is that it can substantially improve

14




VPN gat eway, a

shi pped: to the custoner's network site separately. In this manner,, t e
of a pre- programmed hardware storage device mnimzes the chanitg’/cﬂ?zz'd%6
security jf3 the 20 event that the network device ispstpb@hetd?
transit agv(fﬁsg&tﬁﬁgef woul d be unable to bring the network (zfeviéce onl i ne
and pose as the rightful owner unless he also intercepted the separately

shi pped hardware storage device in transit and dup]icated : of ed the
right ful othsaeliabilippifiskaskderlaeedetwer %%%PH“M%?I atB%\?lgllci:SIes igure 4 is a

sinplified, high-Jlevel _bl ack di.aqr ok .:a: 168 seP& dTeadisdi ng  to
one enbodi ﬁ'@mg%@ftmflﬂ@tag?ré@é‘ﬁwo@%@n%'eﬁb‘éﬁb@éﬁ@{s&grEﬂ{devisce 400 represents
an exenplary n TRMbk DG dQEre BREIRIKviEORTBEM RO the davint aetwetich as a
B A B Dt s s o o a switch,
or a firewaklice ispropiinitied @l the @smafk ddvicepy eidestabilityd indrihaeyresronding
i npl emented. According to various enbodi nents of the pr esePt 'hnv.enti on, the
net wor k5 destiucity draused irsblodkr ¥16nAcerdingtpre spehodingit. ghe Refork HcapeRy
Net St ructureTM 31xx |ine of VPN devices or a curren r heegssi on of
ot her | nt elacopanlishes this Ay efachigs B}eéﬁ’tﬂﬁthé',ds"@ﬁfcﬁmé%e ‘Eoev{cﬁio &‘ﬁ? %&% pr é)glgﬁ Rout er
(Intel and NetStructure are trademar [ EReSRiesnft | ntel
Cor por at i oﬁo'ﬂfn“gﬁﬁ?%sﬁﬁla%&h&?ﬁpy.ﬁ%@%@ﬁ%g%?itfﬁﬁéﬁ?%&exggpl e, the network
devi ce 400 pcoqny &&%&@de@&%ﬂ%&%ﬁﬁnicﬂfﬁﬁ\r}ﬁmﬂﬁﬁoﬁ&e@wﬁbﬂle@hﬁn for
comuni cating I nfornation, and.a processing neans, such as one or nore
processor s pdlivarCRbiRgeedbvitet h bus 410 for processing information and
executing 10 instructions. Network device 400 further conprises r.andom
a? ess 10enory ( RAbjock 220, therprogriremedihardwixs starese slguice issppasately IS’%‘Bpﬁ"dg"P & ed to
as’ main nenory), coupled to bus 410 for storing information and
i nstruct i omstwask deviedsdeut ed by processor 415. Main nenory 420 al so may be

df tori i abl | Lat.eeds ti
during " exeaut | 4 PBFEAEa AT Ry s Rbell bASIRS EINIRTE 100 o) <o
[ d RN i s€isst
Govt ce. coupPBe L] B ER TR M R, e e T et it i ons

for prOces%%pﬂgéoth@hﬂ%ﬁeaés‘iﬁn%ﬁse%ﬁﬁﬁ&sm,bk&ﬂmﬂﬂas a flash di sk,
magneti c di sk or optical disc and a corresponding drive, may al so be

coupl edst o bus 4hf} ekamplstiviniendeditoilbustrateiasecuityifeature of the novel provisioning

scheme described herein, Because the network device can remain in its sealed carton, the
nctwork device and the smart hardware storage device, e.g., a hardware token, may be
shipped to the customer’s network site separately. In this manner, the use of a pre-

programmed hardware storage device minimizes the chance of a security breach in the

_) 90  event that the network device is stolen in transit as the thief would be unable to bring the

network device online and pose as the rightful owner unless he also intercepted the

separately shipped hardware storage device in transit and duplicated or spoofed the

rightful owner’s network addresses.

25 - Exemplary Network Device

Figure 4 is a simplified, high-level block diagram of a network device 400 according
' to one embodiment of the present invention. The network device 400 represents an

- exemplary network computing or network communication device, such as a VPN gateway, a
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I nstructions. According to one enbodinent, a firmvare program EQC/W QOG
bootstrap 20 procedure, that controls the operation of the devi %
stored i n wWolgbAzasr on the data storage device 430 for apCeASIBIGEY7
execution by the processor 415. Exenplary Smart Hardware Storage Device
Figure 5 is a block diagramof a smart hardware storage device 500

o ovar o uByBhE svfith, SEERELAR L whlon il G136 Bn8A mayibe St

rel
har dware. s e represents an exenpl ary programrmabl e hardwar e

token or Oti\%ﬁieﬁéﬁﬁar S@EorHRS RN aBos PERABGIEVIT TR fréseht iimntiol)ehenetwecrkal | y
I nterfaced th a network device via a provisioning port of the network

device, fofevRsamplbe a cheanodiunge tasionef habod? MetStrugfiret 3 bpy e VPNavent i on,
the smart hardware 16 10/03/ 2006 WO 03/ 026255 PCT/ US02/ 26897 st or.age device
conpri ses atevisnhericwerenror futbenyersieniofainer diel nsFvark eQRITPE PRSP Ko KEY-

LOKM i ne of dongles avail agble f M croconput er | | of

Ri dgway,> Cchgfntel P’@ﬁsr%?}ﬁ%@“ﬁﬁ? a'&{ﬁ%m"%r& a ﬁ%&ﬂ?rkg\&prf g'[%%%égqgg?ls’%rg%dof t he
CRYPTO BOX( i ne_aqf fﬁr s available from Marx(r) Software
Security ofﬂ‘;ﬂ k%??’é?%oﬁ %\\@E%?gé a s trademark or registered trademark
of M croconput emtéﬂf!rdté?&m%%%amlble,cm@ﬁet%ﬂmwwe 40 ompTRMT @riMhieation VARX ar e
trademarks or registered trademarks of Marx Software Security of Atl anta,

GA) . Accor dhéas,ishelvad ki 416 fhadinmmimnicatiog infdvmatiors swha priopessing msAns, sichésser or
nmore equi pped hardware storage device rrai/@ be desirable for certain,
i pl ement atdnemws mofRymocct@reAldnesupley vdtrnis 419 for pewessineinfoppatipnapd X8EHN o n

- one with reference to the functjonal units depicted Wg%om‘l es and
anpt herlOwi tipstrushense hlebvark deviee rfe%*f%ﬁalrlpre&ffﬁ‘f‘éa“@% sy h sol1d |ines
and the functional units depict ' L lto bid 4105

cont enpl at e‘ﬂioihr‘?é? C RS ‘gﬂﬁ?ﬁ%ﬁ%&eﬁﬁ %s\%ﬂ/;?dé lTsﬂat or g’ge }S\?itge 500 wi | |

vary from &@?g@ﬂ%&@hgﬂd L—,gmhldgﬁ SRR HWIRGREEN] 3 (IMain InemETY 420

factors, suc esire al ance anong ease of use, security, and

si mpli ci ty,aiNfdyde REQRT sOARS tefpbRing varkibies onsthariresmediaielinfemfaipmaag.
According to one enbodiment, the smart hardware storage device 503?1
conpri ses exstufionofinbtsetions byt frecebsondi §.oNatworkievice#9B alsp sgmprises a readioglye

functional units depicted with solid lines. In this ex I th rt
har dvarid s tromeys (ROM)AES subon ofbar tais siarags Atiss upleg Tp BUHTB 6 cdrl BB

information and instructions for processor 415.

A data storage device 430, such as a flash disk, magnetic disk or optical disc and a
corresponding drive, may also be coupled to bus 410 for storing information and
instructions. According to one embodiment, a firmware program, such as a bootstrap

) 20 procedure, that controls the operation of the device may be stored in ROM 425 or on the

data storage device 430 for access and execution by the processor 413,

Exemplary Smart Hardware Storage Device

Figure 5 is a block diagram of a smari hardware storage device 500 according to one
25  embodiment of the present invention. The smart hardware storage device 500 represents an
exemplai'y programmable hardware token or other user-serviceable storage device that may

be extemally' interfaced with a network device via a provis;ioning port of the network device,

for example. According to one embodiment of the present"_invention, the smart hardware
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20 means, such as a shared or dedicated bus 510, for communi cating

I nformation, and a programable, non-volatile nenory 525 and/ of Ugt 3/ 2006
static st ice coupled to the bus 510 for storin '

. . 26RY p Lo : 9

i nf or W&tl%@ugﬁ as addressability data and security data for Og‘%‘ies” by a
networ k device during an addressability phase and a configuration phase,
respectively. The smart hardware storage device 500 also.inﬁ%y one or

mor e | nput PEALSHIRVICE CPRPTissHen enbanged gF CHStATHERdicHre PHEEU XUEIR SLRF & %o t he

bus 510 f | Vi t b r | Nt gg%pl

non- vol at f‘?%kﬁﬁeﬁ%"rfif h%ﬁ@‘@saaﬁaﬁ%& %%’F?‘!ﬂ %Sg%geré&ﬁ[lgﬁdﬁgsg 1%’18?%1? _ r’%_? ?fmrabl.e,

_non-vol at i | ABMRE ¥r ReRmitd Shrrdnt 6r firE¢drkion ofthe ERYPIOBOREMMMBE Cat | on
protocol. According to one enbodi nent, for ease of use, only a single 1/0

and progr amdvige kays bO4iRBIIRAEMAMRSEfi0aR2%burRECd MARd, T8 REY A fsace i s
included for both (1) receiving data fromthe console conputer, for

“ exanpl &, tiadetverkmr oegigeredtiademark afidicrncoyputemditilieations dngof Rideway. Gory 525
and (2) o residing in the prog atile menory

utputting data ra bl e, n- V.0
525 to a - 2 : ver, in
HERVETR %M%mé@gmrks eferesteied H%ﬁ&tﬁ%ﬁ%ﬁ&%%
al ternativg enbodi t he 1/0 and programm ng 5 interfaces 540 may
i ncl ude se%ﬁ?rggé’géﬁgnr}f”;%% endent programm ng and output interfaces to 10
facilitate int {RBRAR hiniohs nbdiftehS 8F H2 breli invkMRASa 1o86F & Hlbed 0 anot her

enbodi nent, the sm ware storage device 5 conprises, in addition

to the funghippodhar@rt StofbRe Heti&Om Y B desiRdbldifok tera iniphasatasiond. Bwo f unct i onal
units depicted wwth dotted lines. In this exanple, the smart hardware

‘stjor age)  chmeinplary5@@figurstions mill beldiscumsqdrisreiss prgwiterefigencs de the fanctiopll oces s or
15, coupled with bus 410 for processing infornmation and executing
i nstruct i omiss depieted wish solisidines ansl anothax with referance de the Sinctpanl pg ¥its for a

2 andom el ey e osaRar el v AR doer SRR Ce (alto
referred tcgnéﬁlgﬁ?égqgm&ﬁiguergt $ f%%d%r%a%r%vic%O@ Al L4t floRf Or mati on and

15 instruction e execu processor In menory 520 al so may

be used f gmpRhfhialigh ampRERIALIMALERAGIAS uftn Middeius ifittds,Maect atthe destred mat i on
during execution of instructions by processor 515.. A data storage device

530, - sisch baknes drhapleast afluse, seapriy, iand siohipliéityp anddgrtatiea conftraintsa pughas price
correspondi ng drive, may al so be coupled to bus 510 for storing
and performance.

According to one embodiment, the smart hardware storage device 500 comprises
only a subset of the functional units depicted, i.e., those functional units depicted with solid
lines. In this example, the smart hardware storage device 500 includes a communication

;} | 20 means, such as a shared or dedicated bus 510, for communicating information, and a
programmable, non-volatile memory 525 and/or other static storage device coupled to the
bus 510 for storing static information, such as addressability data and security data for use
by a network device during an addressability phase and a configuration phase, respectively.
The smart hardware storage device 500 also includes one or more Input/Qutput (YO} and

25 programming interfaces 540 coupled to the bus 510 for recejving data to be programmed
into the pfogrammable, non-volatile memory 525 and outputting data contained in the

'programmable, non-volatile memory 525 under the direction of a native communication

‘protocol. According to one embodiment, for ease of use, only a single /O and programming
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I nformati on and instructions. 20 According to this configuration,Kthe gmart
har dwar e storage device 500 may operate network devices that d0 &3/ 006
support t\w® @peess provisioning node in their boot strap dorkyaneody
controlling the network device using its native console command set. For
exanpl e, according to one enbodi nent, the token may contain |ogic and data

(specified. duting.t Si ) | LeC ' Kk
device to %:ge}-){a ((L’)erl%n}cﬁ‘ge‘gg)r He)%ﬁi(gg%eeﬁgmé)%ﬁ %%hél%cﬁogséogeaﬁﬁéu %eg’%gﬂg%gﬁ ié(’l:\%{mect to
the devi cepcnpfhdhediniOthe pRIgtAlmatid) don-SOERIE Hlehory$250@11(2 irfgiaphase.
Accordi ng t%ﬂaéh%t her énbggi r%entn?atheogrrart har g?/\jh/are st(o%%mdevi ce 500 may
directly ofesidingdin ®e ptogrdanandbie; heravelatile mepgradiisng a newlodadeiving:, in @ factory

suppl ementing the existing bootstrap firmware of the network device. For
exanpl e, t{rfauligonligeaion0 tlwesrs/atioeahs cptrlioso) the ¥ paeamaMMedat a
specified during the design phase may, cause the smart hardwars t orage

devi ce B00MIES SARTAY HICe SBHEH B IAEIER: OB FRE! PieORBERES R ar

direct it .. downl oad, fir fs t romthe device configuration
server or agwggeol\fll\%&perapwpe%@%ﬁ%@g@ég%éesf Then, the addressability and/or
confi gurati on plasesmeThYndiR elBodinidft, 2 sHER bhidvask ReE@ devicdsoan al ternative
to hardware tokens, Gther existing or future nedia may al so be suitable
for use W ddpiies, Mradiitioh e the GinsiGiiabinigaspiticl adihiselidlines, thoseefdhe, there are
several advantages of enploying one of the hardware tokens described in
connect i orfupdtiohaltunits depidiativitiedated dines Us shisiexaspld, the smiaptidardwase $o188¢,ggabl e
conponent, a hardware token 10 provi des ease of use Tlgr non-%ﬁjl | e

per sorkel dewige FOQ gar cludesA nigsessing means; Sikh 8 2 BRRFSIITS . GOPPIGH Withbug

d
an al so
key di.strjbuti t hod id ' the tok
UG R T AT e R R
the oper %ti?@co?n%ol@c&ﬂﬁ% e 16r é‘%ﬂéﬁ} & Vlﬁ?vydrﬁ Qeviddd® HARIWIRE HoMByidcel S a
fully operational prece of equl pnmemnt en It leaves the factory, even if

t he aut oneson durtiepVorimprives A Snliea bbdess MBhEryXRAMY 528\6 bihebdynamiic stage
request ed/ ordered by the customer. Thus, in the hands of a skilled network

admi ni st r akeeice (asolefanedd feay mehi memjoryd} conpled tf bustfd 0 darstaping inforhatiopeénd onnect ed-
into the target network environment and manual |y configured to . run with
the sdfe drstivbiaens tg bmexecuiadby prpcessordils. MainmemRratPddsodnay e yspd far

establis h%tdori?lg ttecr)nrrp%trzitr(}:' %Lrli:}ialeasr})g o%lélnt' gl%antniegigtle li:onmE)a{tl%\rll idlsni'igg? eeygebution of
instructions by processor 515. A data storage device 530, such as a flash disk, magnetic
disk or optical disc and a corresponding drive, may also be coupled to bus 510 for storing
information and instructions.

_} 20 According to this configuration, the smart hardware storage device 500 may'
operate network devices that do not support the special provisioning mode in their
bootstrap firmware by controlling the network device using its native console command
set. For example, accordiﬁg to one embodiment, the token may contain logic and data
(specified during the design phase) that directs a particular network device to perform the

25 equivalent of the addressability phase, connect to the device configuration server, and
complete the configuration phase. According to another embodiment, the smart hardware
storége device 500 may directly or indirectly participate in upgrading, reloading, or

~ supplementing the existing bootstrap firmware of the network device. For example, the
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20 As a result, the flexible provisioning scheme described herei n/e(ﬂg?l es a
powerful feature -- automated provisioning - in a network devi e84 2096

nonet hel eso os/usessi se fully operational w thout the featupgrudiibsse-t he
product acquires versatility which the vendor can take advantage of

Specifically, in the VPN industry, a service provider mght sell a VPN

Speci f c ustry, a servi & VPN
Lo 25 managers T SurfEOTR Gl U Bb PlO na Bt B bBaF S G Rl o

desires an deHEe S000BEEnA0L bdrsOlB cortMEnds U 812 nbAfhl ddvRlk S bbb R itsr sati ity
because it is an externally connected, user- serviceable conponent that can

.be at t achedownloadfipwwate apdaitisifiom ti d¢vigereaBilrationtservaUs 86md 8thé0/ 03/ 2006 WO
03/ 026255 PCT/ USQ2/ 26897 the network device to be automatically '
provi si onedPtergsdiste derice.oklsn. the addsessattility andlor qeafigwationdduses mdycattiunas mal | y,
.and rel 'Besdgstggge Xxi sting or manual configuration. The sanme versatility and
ease of “use“cannotB& achi eved by a schene that depends on swapping the

flash nenory no 0nf e rk. devi wi t h..cust onmer data, for
5 exanpl e. Addrgggg?%@gggh%ﬁé g’g‘?’%’ %M\éf%s?x g“?q %ﬁweda?cgﬁﬂa?' g‘ﬁ%f’? ating
addr essabi hiifableforase with@eq56visioni | LI gfg%g: ' pr esent
I nventi on. Iln gne enbodi mnﬁlﬁﬁﬁ?g}g{e@oﬁafﬁgﬁg e Oq%%\}/sagéaﬁl E‘gl

per f or med advdetagdsiod employinglon@bf the hirdw s M6RRHs MUsQRE HPEonnSMR wad the ocessor
415. However, in alternative enbodinents, the actions may be fully or

partial |y embgsinaerindisensisd harein. Finst nmaplapgablecompeancit, adecivasgioken such: as
F_ield-ro r anabl e q?te Array. FPGAs), transistor-transistor logic (TTL),
) Ao § ¢ rPURESSisE for s hilechpersopmel g lesgelyelintnstes e FislesGapsrator 15
riefly, r ¢li iyents_ of the. present inyention,, i al I ation of
network devi 'c§§ _Q’ggltrslgﬁegg;a%%os i r‘?gﬂ'e%ﬂﬂgﬁ'é’ﬁﬂe rprﬁvé@&?ﬁﬁs‘%%stﬁ%ed not
have any nekeks iafidged plopbis. SOBRN dlefirdtiae RIGPAMEES pAIE ndlRYRY © Stor age
device arrives at each custoner ‘'site, the custoner personnel Tollow sinple

i nstructi amperation obmerengatibl @cmoedevict The Ao @vite ik fllp loBeratichal piecenet wor k
devices and interface the smart hardware storage device 20 with the

cor r espondif fghipmentorhien didedvesthe &ctpry, evbnif thehmtdneateiiymoisibaig feahunt were
desig ri%t eqlot available or not requested/ordered by the customer. Thus, in the hands of a skilled
| network administrator, a brand new unit, just out of the carton, could be connected into the
target network environment and manually configured to run with the same enabled
functionality as one in which addressability is established automatically and automatically
provisioned.
} 20 As a result, the flexibie provisioning scheme described herein enables a powerful
) feature — automated provisioning — in a network device that is nonetheless otherwise fully
- operational without the feature. Thus, the product acquires versatility which the vendor
can take advantage of. Specifically, in the VPN.industty, a service provider might sell a
VPN device without the automated provisioning feature to a customer who wishes to
25 manage its own equipment, but with the feature to a customer who desires an xSP-
managed solution.

The token facilitates this versatility because it is an externally connected, user-

serviceable component that can be attached or removed at will. When present, it causes
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1}

provi sioning port of the network device, such as an Fl A232-conpl i ant
comuni cations port, in the exanple inplenentation). Wen the A&/JQ:?'@OOG
devi ce i sw@sioxeset or powered up, a boot tine procedur epdgieRigsdrhe
presence of the smart hardware storage device, enters a special

provi si oni ng node, and reads the addressability data fromit. 25 Wen the

network deyhoedif g&ﬁc%%ﬁta?tgm%cagggﬁ'is%e&.uW'ﬂlﬂp@le&&%nE)soéﬁg tQfe (col d boot),

by pressing a rese utton (warm or by Tssuing a software conmmand to
restart (werworb@sice bob® hofieR g relfes APEH isiinP of ARSI cHgEaAM. ITheeXecut ed.
Typically, after successfully performng a few basic hardware di agnostic
tests, suclsaasvasailityand efisepdugrcanmt BO a2 ved by 2 6chbme 1wt ASPeAOM swapping

PCT/ US02/ 26897 self tests, the operating system (0OS) is |oaded from

non- vol at i 1% Tashmsmers meduleisseniigusethe petwork deayice pithcastemer dets st anot her

devi ce, su%Qaa ! direct menory access controller. Sequences of

instructsi ons nprised by the OS are then executed by processor 205 to | oad
ot her prograns into operating nenory fromnon-volatile storage. However,
according to 5 one enbodi nent of the present invention, prior to passing
control toAdirsdBilit Pisboot sStrap process or another firmware program
initiated by or before the bootstrap process (referred to generally as a
"boot tine procBgste ®is adlcvbdiagramiiliestrptinpcaddresabilitydghiaee piotessinghabhiing t 0

enter a special provisioning node to receive addressability data. In the
enbodi nment to ¢pesMbpdiment ¢fdhespresentinvention ki aaniemyodimgnt, the agtignsdswenbed by

bl ocks. 630, and 635 as part o 10 the network deyice boot strap process.

The addf oo RSB P pe SR ares s 428 S5 Toke - RO BB IRoR50: S90h o4 WSS i o5

descri bed ' £ veni ence,. fhe.bool time.process is.assunmed to be

t he boot st?%%dﬁegélglsnsﬁ%%’ﬁg“ﬁe %rgﬁ(?ﬂﬁra?nﬁs’t I %d?ayo]% f?’ﬁ’éor ea{"v%g'k devi ce, the
net wor k_demigientRalty! 3 BrodtBSESS of Harddbdd IBLEbuck'hs HERIFbABmBlORIGHIO, (he
status of the network device's 15 addressabrlity parametefs Is determ ned.

I f the addAessIBPGALY tramdisteratapkistoflogid (TTL), af Applitation Spatifidiatepeaddst r ap
process continues with block 615. O herwise, If the addressability

- par anet er sCizguéts (ASKsh féeraxemple. default state (e.g., uninitialized), then the
boot styap process . continues with decision block 620. At block 615, the
networ ¥ devi oo By sacseritedp FEbpymeRts of the pessent inyepidans installzbgn ofsstyosk anet er s

W th whic hde‘rﬁgs Qa%tb\é\%ggongpql%f]e%ebyhc%gto%re I\J/eirs%lljnsnlaleh%en%Qd L&i htaivéth :la.lilyzl%gwc%ﬂ]%gt he

skills. When the pre-programmed smart hardware storage device arrives at each customer
site, the customer personnel follow simple instructions to connect the power cable and
| network cables to the network devices and interface the smart hardware storage device
) 20 withthe corresponding network device (€.g., plug the hardware token into a designated

provisioning port of the network device, such as an EIA232-compliant communications

port, in the example implementation). When the network device is next reset or powered
up, a boot time procedure detects the presence of the smart hardware storage device, enters
a special provisioning mode, and reads the addressability data from it. |

25 ‘When the network device 400 is started or reset by turning the power on (cold
boot), by pressing a reset button (warm boof), or by issuing a software command to restart
{(warm boot), for example, a bootstrap loader program is executed. Typically, after

successfully performing a few basic hardware diagnostic tests, such as a suite of power-on

20




boot strap process is conplete. At decision block 620, having determ
that the network device's addressability paranmeters are unini tﬂ-ﬁl/Toz:gg,gopﬁe
boot st r apyproameess det ect s whet her the smart hardware st oregAISOE2ESEE | S
present. According to one enbodi nent, presence detection involves 25

sensi ng the physical connection of a hardware token to a designated

provi si oni r : | . | 0¥ §nt gingent s,
however, psjregéée%%é{gcgé%r%tg@i%gﬁ%nﬁgﬁag%}%déﬁm&gt&ég{)l}aﬁg @ﬁldeg &ggﬁalﬂ%r oximty
of a wirelg&soRanPhrRbFoI0ASI08 Bnotlid Abviag sechpe hglirea megtiogy sakss cagsilt.ant  ( PDA) .
According to other enbodi ments, presence of the smart hardware storage 21

_ 10/ 03/ 20065eqi¥RcE3HIaEREHNPCTNIBOC b 6BIIS ate tticoexdoyted bl iprasessar B ta load

magneti cal |y encoded card having been sw ped throu hléa card reader of the
net wor k deathes @rogramstofpaigtipgmenery fr %ﬁ?‘%“"@ﬁﬂﬂ“f’ﬁgg ?Pﬁ‘?‘ter’c?ﬁ?(’d‘%f]% %rface of

the network deyice. In any event, .if the smart ha iceis

present>, t‘ﬂ‘gﬁm\t{’ﬁ‘gmeﬂ‘é& eS5IIPEREEY PEIGE té’rpgs?%cog%g\gggl}% (géf’gl{;/aﬁ%i%gsm g node

and conti { t 10%_5] : | o6 (efeped 1N an
unaddressg%?esys\éfrgpgggn t“%zé)%’Sg’t“g‘?%%{@g?gé’reg@@ﬁe?%égg{r?gf‘g?e. At( bl ock 630,
the addr esg abidrdlly)as @ababot tine ped@ss” bP BFbdre i Ridcediae Y determistowlagier taevi ce
using a communi cation protocol associated with the smart hardware storage
devi ce, ientennypeciu giovisipniglmygdeitd receive addréssatility date o bif thg embedimant s to be
performed, at this point, a 10 uni que identifier or assw%rd rgzry él so be
read fromdehistedrthe speniat prasisioning srodg ds rgpspreaied by bigeks ﬁi}’, angiO3BEHRR B35, t he
addr es 'abit{]it g'r meters of the network device are initialized wth the
-aldldr es'¥abi ‘f‘i‘%“' VIER BOPL AT RRTPHES snar t  har dwar e st or age devi ce. _

For - exanpl e, 1 : a pikd ty data in a

g a?&%#%h@%hﬁ%&&ﬁ%@eﬁgﬁﬁ H BlodlBsadpesaaniitd

non-vol atil e nenor ce and set e network device's |IP

addr ess, 'd'é’sc?ib@di\ﬁéreﬁ?ﬁ(kj corRBlestef 18k bbottnRb@ua adilfied ssbd the bimsteapspeci f i ed

in the addressability data. According to one enbodinment, the bootstrap
process alpeuesd. iURinlcgldar waes pootif viee epwark devite thetnetwoork deniesbootstiem bl ock 635
to the network device configuratiogkghase processi ng. However, in

al t er nat i \peocessdie itiitiatert. sAt defision blsck 610.asstatusef theneineik d¥IFE'Se boot s
according to the newy initjalize ressabi l.it ar anet er s. t he
Boot s{15a AAEEESY BRI ideierp oo PR HaBRe R e nfiaee,

then the bootstrap process continues with block 615. Otherwise, if the addressability

parameters are in the factory default state (e.g., uninitialized), then the bootstrap process

continues with decision block 620.

At block 615, the network device boots according to the current addressability

) 20  parameters with which the network device has previously been initialized and the

bootstrap process is complete.

At decision block 620, having determined that the network device’s addressability

parameters are uninitialized, the bootstrap process detects whether the smart hardware

storage device is present. According to one embodiment, presence detection involves

25  sensing the physical connection of a hardware token to a designated provisioning port of
the network device. In alternative embodiments, however, presence detection may involve
detecting the i)hysical proximity of a wireless handheld device, such asa personal digitalr

| assistant (PDA). According to other embodiments, presence of the smart hardware sto;'age
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Briefly, according to the described enbodi nent, once addressability £,?15
been established, a boot tine process executing on the netvvorklge.{\ﬂ 22006
(e.g., a fwoemess programinitiated during the bootstrap gRgenpegh the
networ k device) sends a request to 25 the device configuration server at

t he address obtained fromthe programmed smart hardware storage device.
The config I -QF i ssi.ng b nd _co ni cati ops bet ween
e boot rnae S aRARAGy  HnUER PEREE e e e 2E6h R ERATHNM LA P o <

devi ce contdageroriticqRradik Wefice di¥he ORYGIUIAAREN chidGn fhifEAA nBERESSS NY
threads will 22 10/03/2006 WO 03/°026255 PCIT/ US02/ 26897 be descri bed

separ at el y tHermetwdrhdevie: dpeny ¢vest, iffthd dieriiRtduikstelayd dvicehidprestat, fRhsirect i ve
of the renote device configuration server with reference to Figures 7 and
8, respect Po@siap pricgesreaters the special pravidionine arpde kidieuntinwdsgthrideokdBR. devi ce
confi gugati ﬁgﬁr\%ase rogess_i ng accor di&% to_one enbodi ment of the present
i nvention. © fiegtriverkgyice boots ig ap ypasidrrgsabls sateandhe bRatitap process is

confi gur at L&_ﬁblg{eocess may be automatically or nmanually initiated after
conpletion o ock 635. In this enbodinent, blocks 705 through 730 woul d
be part of the i AL QA o I.S- POi Nt, the
net wor k devi ce ?gﬂgdtl)ilaégo oe\égcgbétg%el éfg?gégrseg%#?@%e %ﬁfgﬁa{%ﬁ%‘g)%ﬁ?cat e wth
sur roundi ndeviceaising & ko@eitinjeaRai proouslhs@Biated WidiIthd smathhtsdwark stoRige aeviék, and
receive data over the network 10 and proceed to the configuration phase.
The net wor ¥ anie v &ditienally,i if remeta initiapbaadiguptiacie ssbaperiverged) at this poimhak 705 i n
whi ch configyration data request_is transmtted to the device .

conf i gl at ¥ERredtsmiBer o pesspoRbmey e b read Hamdhasmaart hndware siorage devisfed to have

b i li.ed, f | e, duri th ddr bi.l.i.t h )
oo vl AR o B B A B B S0
devi ce congipme aldrORaBiR,\Hla ﬂeadl@erﬁtélgéﬁvn\glﬂq;a}%;@étbﬁge SatR. FerlGRd ncl udes

t he securitylg%ata romthe smart re storage device, a portion of the
security ciaé Bootsdiap peitbs 88 Rsre URGIBASABIHA®RI fnhehoh8/oMtild Mefladdf the
Alternatively, the security data may be used directly or indirectly to
encrypt cartwark deticecans setabb actgerk desicetsdP addressniPt swbridt nehskiané defaultl devi ce
configuration server 110, such as the configuration data request and the
devi ce? 20zakeHny pliessite theseenesidied in the pddressahility datag Acherdingttouesk devi ce and

the smart har qwar e storg%e devi ce are, ] ) ;
embodiment, the bootstrap process automatically or responsive to user input continues

from block 635 to the network device configuration phase processing. However, in

alternative embodiments, after block 635, the network device boots according to the newly
| initialized addressability paraméters and the bootstrap process is complete.

Configuration Phase

Briefly, according to the described embodiment, once addressability has been

'establishcd, a boot time process executing on the network device (e.g., a firmware
- program initiated during the bootstrap process of the network device) sends a request to
25  the device configuration server at the address obtained from the programmed smart
hardware storage device. The configuration phase involves processing by and
communications between the boot time process executing on the network device and the

remote device configuration server. For convenience, the different processing threads will
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aut henti cated successfully by the device configuration server 118, at , bl ock
710, the requested configuration data is received fromthe deviB403/2006

conf i gur amigpes/eersger 11 0 by way of a managenent prot ocolpctgtozessnpl e. 25
At decision block 715, a determination is made whet her the configuration
data was successfully received by the network device. If so, processing

proceeds t LV ' kg bl ock
25, A bl el fpm R R poBivO GERE LG @RRAR e pREREERSCL
confi gur at g Rnffd JRkce BBNTidARatRI BN S ASRALS toFfig@is Zany\6) eBRRLS
10/ 03/ 2006 PCT/ US02/ 268 aut omat ed configuration process. In one

enbodi nent , t heFigwef7 igaflawidiagradaillastratipg astentksdevich eonfigumition phpselat a t hat t he
network device needs in order to beconme fully functional wthin the target
net wor k enmrpeestingercordie te png wpkadimeng of the pressnh inyPRiipnd AsaneniigntdabeYons may

b tablished. with devi i dentified by.th
’ cgm? ?g?r a!t*'}scﬁﬁ?fgﬂl\gﬁ%f’mger}&?grg?%ghgc ‘{%’ggéﬂﬁt?o\grﬂ(%g%ﬁlﬁ@?eﬁnﬁ’é u!ﬁcﬁnaﬁng%’%qrﬁ device is a
VPN t A ' ' '
adr soses SRl G St Al B oiiBh 855 e Gl SebhoMod pPfouef
tunnel i ng; 73aR¢bulde fRF If IR P edtil PrAEMWnit Ui B&S. In bAY eveh€ af thRfpbing theypes to be

al l oned. through the tunnel(s). Advantageously, in this manner, non-skilled
per sonnel meawork desiee Bubleitgpiise tiedddresdabiliey dae® domnhmicaentittosmreunding t he
network in parallel. 10 At decision block 725, upon unsuccessful receipt of
 the confi qutvetrk equipment (fuch as Tohters).d Eluscis camsehd gud reedivndaiapyes fhe ngtwork
determinatign is %e ant her the nunber of retries have been exceeded. If
sP, at10pr gid seacersl 18] nhgEationpiastat wor k devi ce boots in an unconfi gured

State. O herwi retry.is initiated by continuj. ] Lng bl ock
205, <15 Accor dii T "EE R Vit SauTEHEh Bhore riERg g Bob BEa ok REREFARA DL
has Succ%ﬁ{ﬁqrét%ntdaﬁ%(ﬁﬂc li8Harfirindd Q0 teUelidb bﬂ'ﬂigqﬁﬁi@n seriing (thelopiak device
has success y recelved the configuration data, the network device is

fully confidaressast vilchOp preiiried 10 haws isbeh grebidub i eupplisd, forsxamples duringahent s.
Consequently, the network device may disable the special provisioning node
to avoi d- redpressability phase) p Aowarding to org enfbotliveent dn whick autbentisationsis 20 r eboot ed
with the token still attached. Alternatively, the automated pr.o idsei oni ng
proceds mrfgg:eﬂévyél@ﬁ @qque@op%qreg@g server 110, the configuration data request includes

the security data from the smart hardware storage device, a portion of the security data, or
data generated based upon the security data. Alternatively, the security data may be used
directly or indirectly to encrypt communications exchanged between the network device
~ and device configuration server 110, such as the configuration data request and the device
| ) 20 configuration server’s reply.
| Assuming the network device and the smart hardware storage device are
‘authenticated successfully by the device configuration server 110, at block 710, the
_réquested configuration data is received from the device configuration server 110 by way
of a management protocol, for example.
25 At decision block 715, a determination is made whether the configuration data was
| successfully received by the network devic;e. If so, processing proceeds to block 720.
Otherwise, prdcessing branches to processing block 725. At block 720, the configuration

data received from the device configuration server may be employed as part of an
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current configuration data with updated configuration data. In thi/s nner
the provisioning systemis able to update the network devices w10 3 3/006
confi gur aYBA¥HES% | ater tinme. Having provided the initiapChrudossssbility
and security data for each network 25 device, the provisioning systemis
positioned to securely performongoing renote nanagenent. Figure 8 is a

f1ow di agr anomiated sonfiguratign gt e icaRien®odiaiend theonN@iatin Whiadpratentgn  phase |
processi ng according to one enbodi nent of the present invention. After the
devi ce 24 ilts/rompingalaipthal theorbrsl dOE/ngsBih 268D tecmhs filly fitricbenat er ver

recei ves tgve COtEf uration data request fromthe network device_at
pr ocessi ng “BERe %g%et NETHRrK FOYIr e A TGy Gpcst inEThe eraling data, spansctigns

t henti i i i i | ks, 8 815 _to det i
Shetnor |+ el Be YatifRld 0t Bleaf 5 bl SO e I oAt Fu T s one
that issreaogniiagh @& éﬂﬁ:}bﬁiﬁ_&bné%'}mcﬁwcrrﬁ%ﬁée% Q%&\f’éﬁvﬁh& r%i?lh”th%”at ed

provi sioning service. Additionally, the token is I cated based upon

the securi tonfigatation date mcheled (1P oo 03¢ TP AIdrdstd o Péesl VBN db9Tbkd Witle whidar ovi ded
in the request for configuration data. Specifically, at processing block

810, the dgiVEA gateyvey willrbgttinmelings pnd(2) porblusd prptotdleumberadorkthetieatfic eypand t he
- token identifi ﬁr icp the configuration database and conpares them agai nst
an aut hor | 248 2flpwed thigugh theunnells). Adyantaggopshpdk e anner,denskilthat i on i s made

whet her t jce. and t . 5. th t icati I f
o, access TRt el i HEARABERS pe cmamednibs eptpoa Bl

access {0 e CBMPT g . el
phEi Tues i th e SR 72 At bRuC ASAIGL L br BR bRy BT FORENED |

token are device avtiffpenition 3ér9eh, a ihiehinAies RSfadeviidifRr ARMubBUF GHirbiAls atabase is
deni ed and the configuration phase termnates 15 without the device '

conf i gur athcemexseededr Himopatipdicessingdiddk 30 ahe actwdeit device bbie if guest i ng
network device, According to one enbodi ment, the network device and/ or

t oken aut“ﬂ%‘?f’%gt‘@tiisw- s‘%ﬂ%@rﬁﬁs%ﬁiﬁ“@ﬁwnﬁw@d@ cofitinuing willks pregesising blogk

aut hentic g_json protocols, such as Password Authentication Protocol (PAP)
or Chal | enge Handshake Aut hentication Protocol (CHAP). 20 At processing

O ocK 1520, e e O kMR LU SRk SRR RRRBREET L, 52 ©
based uposuccessfully transmitted all configuration data and the network device has successfully
received the configuration data, the network device is fully configured to operate
according to the customer’s requirements. Consequently, the network device may disable
the special provisioning mode to avoid repeating the provisioning if the network device is
{;) 20  rebooted with the token still attached.
| | Alternatively, the automated provisioning process may be repeated to replace
current configuration data with updated configuration data. In this manner, the |
provisioning system is able to update the network devices with new configurations at a
later time, Having provided the initial addressability and security data for each network
25 device, the provisioning system is positioned to securely perform ongoing remote
management. | ‘
Figure 8 is a flow diagram jllustrating device configuration server configuration

phase processing according to one embodiment of the present invention. After the device
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th‘e security data provided in the request. Assum ng the configurat/' O:P ggt%
Is found in the configuration database, it is transmtted to th&/03/200
request i ng\RiMpsk device over the transit network 105 atpcdil@sphnéd?-
Accordi ng td(}%oneaerrbodi ment, the transmtted data is 25 encrypted by the
devicé configuration server and decrypted by the network device firmare

' har ed t stored jn bath th fi ti dinth
Srart har GBEGObTRE RIEr e cobeta 0595t a0 BDsS R AR 05, besor
Wi | e emOdﬂo%gaggg%?ﬁgéﬂ,%ddet’ig{tgdngigtﬁﬁ&l%69‘%1’5@1%&@ﬂﬁl network transfer of

confi gurat?on rom’a reno urce (e.g., a device configuration
server) t oy jihGticARnNAGHatids Yioeds i Bloéds8e0 aad 8150 dstemuiherwhétherabd naffwork, e. g.
“addressabil1ty and configuration data nay be stored in the smart hardware
storage degdviee o wilichitheaequbsttwastiiaesmitedvsrone hatlisvecognigidasdeyipg BSEt he smart
hardwar e storage device. However, the data transfer approach (}I]ﬁsagrd bed
‘herein §s registeréd fexihlautometed nrOviSHEINETETVIRE- dlditinalbe Hisitekep ds A genfipe

.custoner’

S. requirenments, the confiqgurati at a.m oSk gnkL i cant
Crount o basey e Epsreenty i erute o lhe i SidiBiaiidlpoRsd e -

hundr eds of Khyte / t . t Lbiegery medi um has
no size | i‘fﬁq?%s%/fo %?n%}%agidgt?'oﬁg%ﬁi?,gﬁ#’%ép}ﬁggsgvgéEroglz{itkg@tﬂ%?r?gf er delivery
mechani sm &ﬁﬁiggrtaﬁoﬁ vl G30KS Gp the ABfw ok BeVdeihd TR tokdn illentifieomitite ongoi ng

renot e managertent for | arge networks of heterogeneous devices. Provided
each devi cgnSipRacH Satilee gritdmbiantierragpinst mcanthorigdddist. dEhenca de@i$iPR gur at i on
server can deliver the appropriate configuration data to each type of

deyi cel0 Fublbtieifpe dstethipativatiswade wWaather thearetwerk dadps and igkend@sidhf sm has speed

armd 15 scal ability advantages as the devjce configuratio Lv n use
t he pr ot ocaithangicaiipgipyocesso H?i‘ogﬁﬁcﬁﬁsi%ﬁ’e&‘fﬁhﬁggt‘?"cﬁaf?gw 1?1@?’(%8& Eor(?g‘\tﬂog%s in a

| twor k_sj mul Ly, the f i i ficati ' ti
has Cbeon oot deeRoERpt ot AGRERUDRe BREFHIRE Lffpuetial nyEnt ! on
will, ho""egﬁg&%msitbﬁ GUEARRL iRtk BRI dEREE b1 Batdkensre abthuil@ntitmaljdennay be

made t here out departing fromthe broader spirit and scope of the

i nventi on. ,cEB® 16 ARGohfigriticAriaabsbe G dsnistomd aliesconfigwratichi phgsetermivatee r egar ded
inan illustrative rather than a restrictive sense. 25 .
15  without the device configuration server providing configuration data to the requesting

network device. According to one embodiment, the network device and/or token
authentication scheme may employ one of various available authentication protocols, such
as Password Authentication Protocol (PAP) or Challenge Handshake Authentication
Protocol (CHAP).

) | 20 At processing block 820, the device configuration server looks up the appropriate
s;et of configuration data in the configuration database for the network device based upon

the security data provided in the request. Assuming the configuration data is found in the

configuration database, it is transmitted to the requesting network device over the transit
network 105 at block 825. According to one embodiment, the transmitted data is
25  encrypted by the device configuration server and decrypted by the network device

firmware using a shared secret stored in both the configuration database and in the smart

hardware storage device.
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26 10/03/ 2006 CLAIM5S What is clainmed is: 5 1. A nethod conpri sing:
detecting, by a boot tine process of a network device in a fact 5%%%4%5]&6
confi gur afyicPesiozsisBe presence of a storage device contai ni Rgh@kRER7
addressability data that allows the network device to comunicate and be
addressable wthin a network environnent in which it will be functioning
the addressabi| iWiilslamiRdinhts idihibedRertiR A oEREd 8 o fech GRIRELY CO
configuration 10 server; after detecting the presence o e storage

devi ce, reciniigwrgticn datafeomme tenmtdscaleoei(€.6., b Hevicadgf@paRisbivey 1@@ka by using a
prot ocol associ gt ed with the storage device to transport the

addr essabi | FEYOTE4RUS iermbivesenahodigeenticll dats, t.g., bdiizessablilivg uhd ctafign@tion

est abl i shi essabili of .the network device, by the boot tine
process, tgﬂgﬁg%{%‘e SI% 1e ‘8tﬁ%%“%ﬁﬁ‘ﬁﬁ‘%%f?‘@g%\ﬁvwcéﬁ@dﬂ@e@dm@@9@@@9 ot her

par amet or s g has o M AR FRR o SRR A Rieiftelegt ity smseh

paraneters of the nét evl ce bdse and
recei vi ng clesdribedihettin @ méekdtaxible Y ' ' erver,
the configuration data includi n?%%ﬁf%épggﬁééggﬁg%&gp%}g rd é’\%&% W th

whi ch t he mequivemkntsidhe wafiguratjonaintahiy sdougy 4 dmiBbant ABodit of iagBipaad of claim
1, wherein the network device includes a designated provisioning port, and
sai d det ecfRgherHEom sexel Kbyies todenst aeugehuidreds ef KbyodsL (Wieh alndteofly diga t he
presence Oftraﬁsgee stﬁr ag'e devi ce couypled to the designated provisioning
port. 25 3. fHe&: OETIGPeUYm 1as B0 siziipigatiant he desi gnat ed provi si oni ng port

conpri g@s an a : 32:CO iant co ni,cations port, 4. The

: thod§of cl ai mﬁg(,ﬂﬁ ag?’gyﬁnﬁé%s%gﬁﬁggeﬁg VEY TGRS RIS fHie e token
That i ncl csigipuadon ¥eertd prBvidPbS YRR . The,.nethod of claim
1, wherein the address ab’%jl}utfl)&g&g’?a co%ﬁ?ﬁg‘?}ﬁéﬁémg%f%u@%%’%‘é? et Protocol

(1 P) addr ebsterbgmetiusaicviets\Prividka\daciedovice) s hl%&%&ﬁ&f&@%i&& fhet N€ network
device; an_|P address associated with a default gateway Tor the network

devi ce: ar@fvigs cppfiguration server can deliver the appropriate configuration data to each type of

device. Furthermore, the network data transfer delivery mechanism has speed and
15 scalability advantages as the device configuration server can use the protocol to apply

configuration changes to many network devices in a large network simultaneously.

In the foregoing specification, the invention has been described with reference to
specific embodiments thereof. It will, however, be evident that various modifications and
_ ) 20  changes may be made thereto without departing from the broader spirit and scope of the
invention. The specification and drawings are, accordingly, to be regarded in an |

‘illustrative rather than a restrictive sense.

25
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|

35 address of a renote device configuration server. 6. The nethod of ¢laim
1, further conprising the boot tine process: 27 10/03/2006 encr99V| 4006
configuration request using security data retrieved fromthe storage
device; and transmitting the encrypted configuration request to the renote
device configuration server. 5 7. The nmethod of claim1l1l, wherein the
storage device also contains sufficient configuration data to bring the
network device into a fully defined, functional state, and wherein the
nmethod further conprises receiving &AMSe network device the configuration
data by using the protocol to transport the configuration data fromthe
storage dey4& dfnddie network device. 10 8. The nmethod of claim1, further
conprising prior to said detecting the presence of a storage device, the
storage devi ce or another storage device |oading or controlling the |oading
of fimmatre i Xmoetbdiecomprsigr k devi ce, the firmmare including instructions

representing ! ReeBaglo, B unBEREERSS » A SR iBIaBA dBfeuibdcRlgfiabon.  UT t her

conpri sing transmt a confiquration request deyi ce
confi gur agh%ﬁe?@?%ﬁ sﬁ"%@?ﬁ’?"l‘?@ cAGgping heinsrdessallity ‘?"ﬁ%thétc?ﬁ?‘?’%tﬁ YK request
i ncl udi ng des@capicorgmatddate and be hddresdatle withint dretatriosraigmmeatin whictoit withe¢ ng

enor Pt ed diaaafhosR0RlBynF 86U e biing 81 P st oo S0DOMTRkGh 21 1 O

wherein the network device conprises a virtual private network
devi cd? arf™fhe nethod further conprises receiving, in response to the
configuration aftedgetesing the prebergaptihe storagmdexice,renrivin et theneiverk devidedie

confi gur athQBssakkty &lta b}lﬁﬁng Q%thdcglLHs%da% vﬂﬁih@ stord36 h%eﬁgtrﬁ{sp&rmt one | P
etwork device wll 25

addressofgl% Ié/l\# Ice wt @ tw
est abl i sh 24 essANLY data %8?‘?""8?\89"&%‘? £ B¢ ‘?ﬂﬁ ¥&Fs for traffic types to be
al l owed thr ouglastauhénngtaddrﬁ@labilith tha hetworle tidvizd, lyfthedioa timelprooskss taednable e net wor k
devi cqg CORRhhfGtcPwithlahd bPdddR L6y StHREAMNBY K the(WRIMK B@FRMBM by configuring

one or more address parameters of the network device based upon the addressability data; and

receiving configuration data from the remote device configuration server, the
configuration data including an IP address of a peer VPN device with which the network device
may establish a tunnel,

20
2. The method of claim 1, wherein the network device includes a designated provisioning

port, and said detecting the presence of a storage device includes detecting the presence of the

storage device coupled to the designated provisioning port.

25 3 The method of claim 2, wherein the designated provisioning port comprises an

asynchronous EIA232-compliant communications port.

4. The method of claim 2, wherein the storage device comprises a hardware token that
includes non-volatile, programmable memory.
30
5. The method of claim 1, wherein the address ability data comprises:
a unique Internet Protocol (IP) address for the network device;
a local IP subnet mask for the network device;
an IP address associated with a default gateway for the network device; and an IP

35 address of a remote device configuration server.

6. The method of claim 1, further comprising the boot time process:
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30 12. The nmethod of claim1l, wherein the network device conprises
router. 13. The nethod of claim1, further conprising prior to iﬁ/@%/2006
receiving the addressability data and in response to said detecting the
presence of a storage device the network device entering 35 into a

provi si oning node to handl e receipt of the addressability data and said
establ i shing addressability of the network device. 28 10/03/ 2006 14. The
met hod of claim 1, wherein the storage device conpri.ses a wreless handheld
devi ce. 15, Tha FHATSA OowPUER fobest ol SRy dhen TETBYer Jam dRRE9e BN | ses
Uni versal #@drial Bus 5(USB) hardware token. 16. The nmethod of claim1,

wherein the st QLAGRAAKE 6RNPRAREAMRESHA réfiBdt to théfefhotebvidd\@niiatdad of claim
1, wherein the storage device conprises a nagnetically encoded 10card. 18.

A et hod ¢SRPrising the steps of a step for establishing addressability of
a netwerk device that takes the network device froma factory default

State 10 an | nithi AbnARATB NGurSlshli étagticOls dbRoBIsRIRARRAAAN 15
comuni Ca nga. | a ressapl e w 1N a reget er ne el I nylt ronnen
e, el b e B Glo sl R e e S8 o e reffl | 1o

i ncl udes durthprropgtizes seseiving af theorabyask divige the cordigyration Wetatby vsingstae bretecel tnd a

step, I espaARpbY felbhfig@BThAbiaddmAhe dtdrSgede@tt tb@le RaloAdevisdli Ng addressability,
for RLovi si oni ng t he network device that takes the network device fromthe

;
initial operating state to a 20 fully defined, functional state in which

t he net woBk deVhemethed of giaif G fHriber camprisngady ta spidyietrstingdharreseekoferaf fic in

Ej h ;e p[) edemra@% B&4teNBS ViBYalle wgwie bmmeﬂs;@yge%qw 1bAdiQ o[redmblm}gnge 1B&rgiogur a: ion
ata of .one or re data transfers aver a networ 0 1e renote
devi ce ottt P FstenBl Gube bR taREF PG CiTheBof BB 8B e 00
renot e devfogessconfi gurati on server, the configuration data including an IP
addregs of a peer VPN device with which the network device 25 may

establish_ a tunnel .. 19. The haod of . cl ai m“clf8 wh rei.gl 3 g g% p for
) , ’ ¢ 5 1he
establis hlgng aﬁ' _r"éestréogldbolf ?I_?'f"y1 g’?&t‘rﬁ%m%"es{"%?rf?m' oA RSy n"gr %“ﬁa external
st or age deswiotecdelvips/esinfaation peneer om dedpetrtioe prokess. he opifigwatiop regrest asynchr onous
E | A232- cpBludihg RBdritcaaba vk @aliomnte fistide licd S1®eng bvdpyptedd@dddapon thiie har dwar e
t oken i
security data.
20 '
10. The method of claim 9, wherein the network device comprises a virtual private network
(VPN} device, and the method further comprises receiving, in response to the configuration
request, configuration data from the remote device configuration server, the configuration data
inciuding at [east one IP address of a peer VPN device with which the network device will
25  establish a tunnel, and port and protocol numbers for traffic types to be allowed through the

funnel.

11. The method of claim 1, wherein the network device comprises a virtual private network
(VPN) gateway.

30
12, The method of claitm 1, wherein the network device comprises a router.

13. The method of claim 1, further comprising prior to said receiving the addressability data
and in response to said detecting the presence of a storage device the network device entering

35  into a provisioning mode to handle receipt of the addressability data and said establishing
addressability of the network device.
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30 including a non-vol atile, programuable nmenory having stored er el
addressability data including a unique Internet Protocol (IP) igdﬁéiz2p&ﬁ
the network device, an I P address associated with a default gateway for

t he network device, an | P subnet mask, and an |IP address of the renote
device configuration server. 35 20. The nethod of claim 18, wherein said
step for establishing addressability of the network device using an _
ext ernal stor agernd@étog ocih | US| X e token coupled to a port
of the neta/é%é( devi ce contrg'lvﬁligﬁgq?ﬁ %%t%?gx%; \??ecseaﬂ’é*ieﬁsg‘aﬁd“ﬁ%ti ve
consol e command set of the 29 10/03/2006 network device. 21. A nethod
conprising: detecting, by a boot tine process of a first virtual private

net work (VAR daué peinbdlo@ishbeiin 48] ihde doied Sl 52,80 shligp! eSeNCe Of
a hardwgre B%@?Erdﬁ%r% Ike'q to a designated provisi oni ng porf o a{ﬁe first
VPN networl! VI Ce.the "har dwar e token incl udi ng a non-vol atil e,

programmabl e nenory having stored therein addressability data that all ows
the first VAN dend Randdbremimihéah healibdd Qov@ddronaallsaniddi n a

predet erm ned network environnment; after detectinhg the presénce of the
storage device, receiving at the first VPN device the 10 addressability
data by usithg aThimerirdsr claimsiowhereie the wiotdge titucelvamphivas & magicesaliy ence®ad t he
addr essabi tardlly data fromthe non-volatile, progranmable nenory of the

har dwar e token; establishing addressability of the first VPN device, by
the boot tinme process, to enable it to conmunicate with other network

devi ces i n'& he Hrelied @mprisiesthogensofk envi ronment by setting one or nore

addr ess _par anetaiep foif estabfshing bddresVithnd8 ¥ n€RoRBSEL: HAYURL 1E nQdGk Ganabi 1Tty
data; 15 tg tion request to a renote device

Liti onfi qur
confi gur at |°§ﬁ§@?§%g?€¥l€%§rﬁ Fohagqrhj%’ TPerdiRg et ingthish dhe nefyorkdsiies &r at i on r equest
i ncl udi®hg EPEYRIF3S angds addresarblef withim at rvestefeamivndarevdriodrsinonaient w@ing by pit@ckl bas ed
upon the sageideyicebhBining Q8@ ESbENGy dddtnEIGBROESS: IP%d&rE'% of S RnloeBitd On

request, tUnRGkLGAfLIUsAtion data fromthe renpte device configuration
server, them{&ura\'r'\el cghg?cgur ation data including an Internet Protocol 20

(1 P) address of S§PJeRgRevePrprepialipref tassapdoratstatilishing bddréssatine tbet er m ned

net wor k _emuavisioningné hetwdh deiclfidt Rlledthd MGk ddvite ABmART AR bedaifly DELuegn the
h h a transﬁJ networ k based

first JNPN i . eco PN devi ce throug
upon tz\#e tﬂﬂg#e! gdégﬁ |°é£t}%§'t§% 'Bﬁvn'gh'}{ﬁ.mbﬂ%’ Jovice eonfigedFad BrRILIofeS1, wher ei n
t he transPeWHELaHs i thegigrefesainednepyyorieanvieonmettdymequidl kemaining configuration

data by way of one or more data transfers over a network from the remote device configuration

server by receiving configuration data from the remote device configuration server, the
configuration data including an IP address of a peer VPN device with which the network device
25  may establish a tunnel,

19. The method of claim 1 8, wherein said step for establishing addressability of the network

device using an external storage device involves using a hardware token coupled to an
asynchronous EIA232-compliant communications port of the network device, the hardware token

30 including a non-volatile, programmable memory having stored therein addressability data
including a unique Internet Protocol (IP) address for the network device, an IP address
associated with a default gateway for the network device, an IP subnet mask, and an IP address
of the remote device configuration server.

35 20 The method of claim 18, wherein said step for establishing addressability of the network

device using an external storage device comprises using a hardware token coupled to a port of
the network device controlling the network device using a native console command set of the
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23. The nethod of claim 21, wherein the transit network conpri Si%ﬁy lic
i nternetwork. 24. The nmethod of claim23, wherein the transit n 006
conprises the Internet. 30 25. A network device provisioning system
conprising: a first network device to be placed in an initial operating
configuration in which the first network device can conmuni cate and be
addressable within a predeterm ned network environnent; 35 a hardware
token to i’ Jk%q/ vvlth a designated provisioning port of the first network
devi ce, the hardware token including a non-vol atile, programuable nmenory
havi ng stored therein 30 10/ 03/ 2006 addressability data for the first

net wor k dei. ce,A inloddbihpRSRfdteditg, data including an IP address of a

renpt e device fi t S rein.th evice is
capabl e of aut g’%& oot h% p‘ro%st 0?5 t/ m“u\,\%"vagﬁ?%‘g%rgb N ?‘i}"cﬁ GBS 8°t?rﬁ gef?%ts ponse to
det ect i*hg PRIURHIYY ﬁﬁ@eesarrcerohehqﬁmre@ coritastio o Hesidneted prsiigienatoagrtiof the i si oni ng
port, 5 duirstNgNhboRdidvies sahbldviry aREAIRQudidgtenchivbigdie, B%%ﬁ%bi@ %hﬁ% receives

the addre an3|t| froma
current cﬁ%?jpé #%Xthgl%tnaadweﬁ%'ﬁtgs"fta ﬂ%‘(ago%sr tﬁ frﬁt%o%f’ c%{?rcglf'f"wﬁca @ﬁ&’ev\her ein
the first %‘I%rf-‘%ﬁaP'RWd’é'@/?e'@drtsrmrr\sﬁﬂﬁ\ef?rkeeﬂfameﬂ of automatically initiating a
configuration phasetecting theiphgemBiofie thagd ddvich, rB@iviNg bkihE MY VIR deE&ink €S

conf gy 2@ dahpedd QS{TI}SE;B% BB Sl Cfin 1 h%%{‘er'egérJ Qo ger ver, the

configuration ress of g fce with which
the net mﬁﬂdf‘a%‘?"@éd%V%% am—r%qﬂ’eavrﬁqrﬁwérble rzenorsrhféhwarwqdo@em ce
provi si oni ng syssidishingfadadesdabitid of thd M§tt\JFPBII’deG|EHIB§ thélb&ﬂ trm@p(o@é&i@tt@eﬁb@lélnce

configur aid &Hmﬁﬁiﬁéf@ﬁvitﬁ ?}h&%&@a&‘ﬁ d%ﬁc%@fnsthé é)reé’%té)rmme netw rl(sjl{en\rircs;neniezr lgv SFBI

configuration data includin conf 1 gur the
first net QRF¥ WERAdESS Wﬁ@ﬁ%ﬁﬁ ofthdfirst Y Nvdgvies based unon digraderassb@y dedovor y of t he
har dwa$ e t okentradditting aratfigyralivasequsit @y @ﬁnbfé&feﬁbdboﬂfé&ﬁtr%n&ed@d}ﬁ Y b6dt

corres ponfﬂ’né‘&oéegs ttlreecomgrur%ru%ér@{ruegt r?cﬁfamg; sgcllf{@ lrea(a?rom’the S\M} [t Iop the

first network device IS rca ALt At
conf i gur af1cBRteA Raed upep thessswiisea® o conpl eti on of t he addr essability phase,
during the conktédyingaihireponsh astie cdnh@ratﬁﬁ)refqlré’siiTtunﬂéﬂc&ﬁiglfraﬁiﬁ\ﬂaﬁerohrtﬁ’é’lsm ts a

ot L1t Hehi db e ERAouloNAH oeh B il BfncliBligtEed filinnteh Flordt platbe T 00 ©

devi ce con i uratron server
r espoffds ({F3 atigfess of & psepd YR ??Yﬁ'e pEgLiaied Wﬁiythe arsmtwmgd ﬂﬁem# epdreonment: of

configuratmdon data to the first network device.
causing a funnel to be established between the first VPN device and the second VPN
device through a transit network based upon the tunnel configuration data.

25 22 The method of claim 21, wherein the transit network comprises a private internetwork,
23. The method of claim 21, wherein the transit network comprises a public internetwork.
24. The method of claim 23, wherein the transit network comprises the Internet.

30
25. A network device provisioning system comprising:

a first network device to be placed in an initial operating configuration in which the first
network device can communicate and be addressable within a predetermined network
environment;

35 a hardware token to interface with a designated provisioning port of the first network
device, the hardware foken including a non-volatile, programmable memory having stored therein
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27. The network device provisioning systemof claim26, wherein_ th b
network device 25 conprises a first virtual private network (Vﬁﬂ/ﬁﬁiééﬁ 6
and wherein the first set of configuration data includes an |IP address of a
second VPN device with which the first network device will establish a
tunnel, and port and protocol nunbers for traffic types to be allowed

t hrough the tunnel. 30 28. The netmnrk devi ce provisioning systemof claim
26, wherein the first network device rises a router, and wherein the
Frrst set Shtegemib g o iRtk RoRdBS Scrses b airarbng pa ke 5

i nfor mat i ofiremdR.dedcd @hifaraiortRmicc @h@eirpri sing: 35 a provisioning interface

to recet ve. addneshahllhoto Al e 00 A R RIARAIRK) SFaudhigdsessaDl || LY

data all owi n conmuni cat dressable within a
31 10/ 03/ 2'@?)@"%9&? getectinethapierenen of thedharsre *°'f9r'?é’“éhfd’ree%f§&eﬁlpr‘ivts5?"‘a%i’°é‘ i ncl udi ng
an | P addr&sisg @é addréseatiityephaey ihe @rst eomdrk givica tdceivessier aderessabiliy deta fmote f | ash

menory %L(ﬁ\%r 9%51 94 @aﬁngﬁt@rg rBulﬂ %rc%frght £ W&o td the mﬁg%ﬁe?atfn? leorfi B@'ataoﬂr esence

of the storage device during time processing, cause ddressability
data to bee"d®heigej ved fromthe storage device using a prot ocol associ at ed
wi th the st oradee filgwetasrkidévidehefurtisdr osipatyie ofimidneacallginiiating e monfigenatibnebesgbl i sh

addr esSab! dulidohtith thd st AER ubiddG e%spaﬁr&pafoheaéhagm@m@n&édMEe address

parameters o e network device based upon ress
recei V@ cdRrfigy@honsenrr aceriisyraliendata "TCE‘H'B? an lﬁ’é\?’ r@%s BHF?@MFY%%W' erver, the
conf i gur atwhizh thel@tvebeld devicerobystabishartudr®. addr ess of a peer VPN devi ce W|th
which the network device may establish a tunnel; and a processor coupled
to the one or nore flash menory nodul es to execute the firmvare in

response 28 r edBE "By ENEP p[?ﬁ‘s""l'y sygtem g aipePviiiier ATERY of ¢l ai m 29,

wher ei n t he pr avemsdtoddvieg configiestioa sevardompanage sccass to aglradity obyetue
El A23%scorz§mdgaaaon<a9m%”gm(etmsﬁﬁguéam dE&%r’!ﬁéﬂéQthQ&\db@& of cl a. m 29,

wherein the Tirmare er transmts a conf |gr‘g %@E HI%
renote devi ce ®BRFDNEFTRMVRIS RipgAMMaPIR MeEgRS G Faf Y"?fﬁtqk‘é'h P d| ng
security s@teddadren a ediqueadeatiief coprspohdingtb direclge setef/tonliguatiohdstngnéncr ypt ed

based upon t heEeHicliki Ad adie iTBatIEl WBlohatiaN a1 baHighrdibn wher e n

the network device conprises a virtu P
phase in response to completion of the addressab ity phase durlng the configuration phase, the
20 first network device transmits a configuration request that includes the unique identifier to the
remote device configuration server and the remote device configuration server responds to the

configuration request by supplying the first set of configuration data to the first network device.

27. The network device provisioning system of claim 26, wherein the first network device
25  comprises a first virtual private network (VPN) device, and wherein the first set of configuration

data includes an IP address of a second VPN device with which the first network device will

establish a tunnel, and port and protocol numbers for traffic types to be allowed through the

tunnel.

.30 28. The network device provisioning system of claim 26, wherein the first network device
| comprises a router, and wherein the first set of configuration data includes access control list

{ACL} information.
29, A network device comprising:

35 a provisioning interface to receive addressability data from a storage device, the
addressability data allowing the network device to communicate and be addressable within a
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network (VPN) device, and the firmmvare further receives, in res
configuration request, configuration data fromthe renote devi E@%%}Qoto%e
configuration server, the configuration data 25 including at |east one IP
address of a peer VPN device with which the network device will establish
a tunnel, and port and protocol nunbers for traffic types to be allowed
through the tunnel. 33. The network device of claim31, wherein the

network deyice ru)eg ro]nrner% ta? aJd?esSabq’p daka mclud%g art |Frmgseof S%M Eievfc@ce' ves,

in respons&9Fdery fon req fguration data fromthe
renot e devéoptigutaiorf seguey: at| on server, the configuration data including access
control list (Agbpr mérﬁfl&hﬁ?&iﬂo@/ﬂnodﬁl@s hAVingaeRidierdremtableao: eatk fomtheavi ng

e o irfRfloct3f SRRE SSRULLAY doHefdcb g, LAline idsrosEBIGHBCUL6E DY 2

processor ot essor etect the presence
of a stoor a’g@e'\iﬁéffi"&&‘e@@Fﬁgald?H‘Q?g‘S'f‘ﬂléPE‘i‘%"'é&ﬂ’P'@@g%’? ﬁh?ﬁtyfaa%lf’%i"CFHéHe allows the
net wor k destdrée dediceciopiatem,@ad € and be addressable within a network

envi onment 1 b bt G200 bl o BTG 081 G s

addressability device configuration
server; re@Empery q'fé?‘eé?ﬂbﬁoé‘%&ﬁﬂ hased,unga the aggregrabi H{f;dﬁa pr otocol associated with
t he storage devédere tanfigdratan 8o frbm tHeaeradlel t@&s abifiurbtion derver, the omnfigngiogt or age

devi ceqto Jat;%m{h%fnp% p: a‘?ﬂﬁéék&&‘f»a péem:tm&%ucén.tmgah%@ma« dic@nal BRatnGEaNOT K

device to en onmuni cate wt addressed by ot her nodes in
t he net wor®"&h{1% onnent by configuring one or nore address paraneters of
t he networ k dewuipeeedsas@dpletio thetohe oardals Gashalzirontryoddias ®;exequtt thefraivare in

configurat] g)gnsggg,%sé‘tg)%,)eﬂﬁ,nrenot e device configuration server, the

configurati g an I P address of a peer VPN device with which
t he network device may establish a 10 tunnel. 35. The machi ne-readabl e
medi unsof 30J ai Mhedstwarhdvizk of didve 28,ddieagsabprbiidioningattafateicanipeises aponpri ses: a

uni que I nty @ﬁg?opﬁgfﬁ%%&n(pif &&gun%%ng%nthe net work device; 15 a | ocal

| P subnet ° or t evice; and an | P address associated with a
default gateway for the network device. 36. The machi ne-readabl e nedi um of
cl ai m 34, 3wnher @handhliek daviee blutdim ansvhbteintthelrmivare furtier transtaitsrapotiigortionnhi ch, i f

executed by, L6 R RRERIBVice SAHRRGbNENE AREDHYralish rb4RSREIING s6RAK1 gur at i on

20 data retrieved from the storage device or being encrypted based upon the security data.

132 The network device of claim 31, wherein the network device comprises a virtual private
network (VPN) device, and the firmware further receives, in response to the configuration
request, configuration data from the remote device configuration server, the configuration data

25  including at least one IP address of a peer VPN device with which the network device will
establish a tunnel, and port and protocol numbers for traffic types to be allowed through the

tunnel.

33. The network device of claim 31, wherein the network device comprises a router, and the
30 firmware further receives, in response to the configuration request, configuration data from the
remote device configuration server, the configuration data including access control list (ACL)

information.

34, A machine-readable medium having stored thereon data representing instructions that, if

35 executed by a processor of a network device, cause the processor to:
' detect the presence of a storage device containing therein addressability data that allows
the network device to communicate and be addressable within a network environment in which it
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20 request to the renote device configuration server, the configurati
request including security data based upon information retrievgﬁfaigzapm§
storage device. 37. The machi ne-readabl e nedi um of claim 34, wherein the
networ k device conprises a virtual private network (VPN) device, and
wherein the instructions further include instructions 25 which, if
executed by the processor, cause the processor to receive, in response to
the confi gwﬂf%t ’funél.oﬂ.ﬁé? ¥ addressaE"Ft galf{g %t Ilué) %’adtjrgs%r&; nﬂ%teru%{]}? &n ﬁ}éh&e
conflguratlon servers con V a inclu 1%a one | P
address of seveéfeer VPN devi ce mnth mhich the net wor k deV|ce mnll establish
a tunnel, and petdiveatithdprcodabg dath biherigsa drérbeot ds3bdidted wilhpigsstdragelievied tb oned

thr OUQh t h@ants%ﬁq'% %fld%gsa%ﬁw cﬁa%i‘nb dsté?gge%%ﬂul:eotx 'tl%%e@voﬂ@ct] L. k device

conpri si ng evi ce;, provi ardware token to
interfae with e&taa@ﬁua%fa%%@'ﬂwfdhﬂ et deicnigrenatly it foipampuRicis Whaeg Pee: 35
progr anmi ngideessady vihkadodésin manetyrkahvitoh@erd 8y conagiging odeam moretdddraskdr essabi l ity

data for the eIVl &W&rﬁé‘ewo@’@és%@uﬁo% tr%aagi%Ls%bﬂ?t& dé‘tHIé?HH“ cally initiating

an addressabi ity phase 1h respon presence of the
har dwar e t oken 'EH‘F'V? Renfigerafog ﬁa&aéemﬂmvmgtp aﬁw'q?go'ﬁﬂswtat'on serygr. 11§ CoSPUBI9B t he
addr essabi dafd iyclyaing 28 IFCaddsdsE of 4 peer VRN devick witlewhichathd aetwark device nialp establish a
addresgpabid ity data fromthe hardware token and transition froma current
configuration to an initial operating configuration in which the network
devi ce can communi cate and be addressable within a predeterm ned network
envi ronnerds; 5 Tpé ogehareagble reding pf dandt rerereth®addrastatilinaedaledfothear e t oken
with an I R pddress of a renote device configuration server for a
configuratioh phase, the configuration phase causing the network device to
recei ve conflg@ﬁ@@#bﬁwﬂﬁf%“PPH%PX%@“?%@%W%”%%WFeﬁm@onf|guratlon server, the
confi gsration dakaIPlmﬁmdhmgﬂﬁHEMEmaddkﬁ&Samf a peer VPN device with whi ch
the network deuh iagoflRY R85A0 itk RediDAGkay 1ML rEfluchERATAL €l v shipping the
net wor k devi ce an e programred st or eV|ce to a network site at
whi ch the network deV|ce wll be |nstalled W thin the predeterm ned network
envi ronmemns. 39he rilxhingeédrable mfedrmh af ¢hii3 84, whbhemahainstivetiane funtberlinctide/i ce 1 s
capabl e of,.au Qrg%h'icﬁ% éxé d]t ;1:'5[3@536[‘ HEusE AR cﬁr&uéﬂ fo%nﬁrkhaas(%nf idraiGs ponse to
re abl hase,

t he conpletlon of ring whic
request to the remote device com‘” iguration server the configuration request including security

data based upon information retrieved from the storage device.

37. The machine-readable medium of claim 34, wherein the network device comprises a
virtual private network (VPN) device, and wherein the instructions further include instructions

25  which, if executed by the processor, cause the processor to receive, in response to the
configuration request, configuration data from the remote device configuration server, the
configuration data including at least one |P address of a peer VPN device with which the network
device will establish a tunnel, and port and protocol numbers for traffic types to be allowed

through the tunnel,

30
38. A method of deploying a network device comprising:
providing a network device;
providing a hardware token to interface with a designated provisioning port of the network
device;
35 programming a non-volatile memory of the hardware token with addressability data for

the network device, which is capable of automatically initiating an addressability phase in
response to detecting the presence of the hardware token on the designated provisioning port,
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15 the network device transmts a configuration request to a regg)t/a
configuration server responsible for managi ng access to a renp 03/2006
configuration database, the nmethod further conprising: up | oading
configuration data for the network device into the renote configuration

dat abase and associating the configuration data with a uni que set of
security data; and programming the non-volatile rrem)ry of the hardware

t oken wi thyf Q@dré‘s@bﬂ pfﬁg%]cag%]ngztge %%Hﬁ bdee oarteca:‘enF dd%ﬁﬁ\ém{g/_ﬁga L Omlfde network

device for inclusjon Uratron req PRSA of
clai m 38, drass Rkanfsd fansitias Goma Ftrf{eyf Ceaftgara&@htﬁuaﬂ @é@’ opergtinggprfigerationtrer net
Prot ocol (WiRh thelohtest ddvze cith@mnehicae knde\ddaessatle Wagah pleBetstiiaehetw®®k f or

t he networl,dewler€; 25 an | P address associated with a default gateway for

t he neté/vork device; and an |IP address of a renpte device configuration
server.? 41. Thé WAMHEC Be nen-welaiie Fsmopgebihe hardyare ioken witlyao IR address obdnpri ses a
virtual priemeit deviretonafigkratign\deipr forevdoafeuratisrophiakes tHe@Bifiggraticatphaye cdadng tigonpri ses

at | east %ﬁvoh&e@iggfoﬁ@c%n@tmrﬁgtﬁﬁﬁﬁ d%fg) 'f}lorQ%\é' otgge\){@etcg\'rrm%t% L& fEt wor k

device w || festa t unnél ers for traffic
types to BEEHE ‘We‘ﬁ’tat'ﬁq‘iﬁ'ﬂ@ﬁ"f%@'dfeﬁﬁ?fé’lpee%\f"’ WEEW@IWB‘H”W“@@’I’O&‘E d8vigs | wherein

in responwytegtablebeltunnﬂgpntihe configuration data, the network device causes

a tunnel to bes@p?ama%srﬁamf Wirefhoh B vBERT ARSI BalEAB | 35

network. 4 The evi ce conprises a
router. %ﬁ/‘@@/ gl%@gtwﬂ‘ e"l*?f'ew'Wéet 'Hﬁﬂ'eﬁ’l""“&'l' e Riedetermisd nefvark epdroppat gﬁat ed

provi si on| ng port conprises an asynchronous ElI A232-conpli ant
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t he pﬂéseﬂ@@e@brkaieﬁmfdamw@ 4 wkigaragion raqueeisd g nanicelconfijueatipissebver rRgpgpeibie  of  t he

net work deyinefaghf do&aPRRI Emal o AR by, il fhrﬂ'gr r@ﬂmd guration
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delivery of a ‘FPaP%“@Ué gt fp?&fﬁ‘ da{aﬁ%f"vﬁaneaw&%e\'tcsw&fh% @mﬁtcevfpa@@m th the
desi gnat edrtghaes/arsii agsaciatingabe tonﬁduratshedmwm dniqle setae sectifiteddiaadihar e t oken
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40. The method of claim 38, wherein the addressability data comprises:
a unique intemet Protocol (IP) address for the network device;
a local IP subnet mask for the network device;
25 an IP address associated with a default gateway for the network device; and
an |P address of a remote device configuration server.

41, The method of claim 39, wherein the network device comprises a virtual private network
(VPN) device, and the configuration data comprises at least one IP address of a peer VPN device

30  with which the network device will establish a tunnel, and port and protocol numbers for traffic
types to be allowed through the tunnel.

42, The method of claim 41, wherein in response to receiving the configuration data, the
network device causes a tunnel to be established with the peer VPN device through a transit
'35  network.

43.  The method of claim 38, wherein the network device comprises a router.
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a predeterm ned network environnment, the addressability data inilu ng._an
| P address of a 15 renote device configuration server; conmunic {ﬁd%322006
coupling the network device with the predeterm ned network environnent;
initiating the addressability phase by coupling the hardware token to the
designated provisioning port of the network device and causi ng the network
device to boot, the addressability 20 phase causing the network device to
receive the addressability data fromthe hardware token and transition from
a current configuration to the initial operating configuration; and
i ni tiating® he 8Tt pllann 8. phersie theydepigratsdprgyigiosiompdrgrematisesnn dat a from t he
renot e dedsgrehron@U3TEIAR3R-8bmsKEnt SEHMEricatidriR®ogONf i guration data including an IP
address of a peer VPN device with which the network device nay establish a
tunnel . 25 46. The net hod of claim45, wherein the non-volatile,
pr ogr afmaife néyfBetedsf nstalling anerprtedexice epcentisipgidi ti onal |y has stored therein
a uni qlliedi dent irédewing asiserg biad retvovd dellic@iths it caphble sfcanfoi@gtfawiigmngaﬁ adf O\r/vh t he.
net wor - i guration database, an erein
ot g 1 e BEaB0 RO hithoblle D SiTling Rl S Ao B HERE7 F neciften
conf i gur affisionad eersth thedetyarkdayiqeasg apapls of arseratically infdating wicerfiowptiay ansmi t ti ng
a conf i guipbdsedrresmestets tompiibalofittigaddiesdpMiyGtigse; | dentifier to a renote
configgration AV : [ ' for i to the renote
ont i i ati on Jar s AR} ofeSgld R IR hhaard BT AEBSTRR el

addr essabFPYted afoMsipring OB Of 19 AgSyer davice, g hardware ipken inglyding peen-pelgiileacol (1 P)
der ess f pnogmmewauehw/mm heléng ste@ed therbio G@adredsBbifty dteto pkas the hawo&iaevid'shaﬁ wor k

evi ce; apd.: i i t. gat eway
or the ot msopdafidschiyath hEnadl 8828 Pl e i B SRSI o T

devi ce cofprregingdpetwprs spvirgamenk the addieggsbilty datyiddineg P@ddrgsipBhe set  of
conf i ¢fur atemote deaitaconfigyatiosesvenat | east one | P address of a peer VPN 5 device

Wt WA oh ¢t R ke EbR e AR B R AROT a0

protocol nupbers for t types e allo rou e tunnel. 49.
The met hod™BI"™EMhi m 48, wherein in response to receiving the configuration
data, the netinatikg theaiidessaidinshaseabitdobpiag tHeGaliare Idkablo tcdRdigdtéd t he peer

VPN devi GRolidtnid$brt 8k thd R devitd aﬁbeéawﬂd&he network device to boot, the addressability
20  phase céusing the network device to receive the addressability data from the hardware token and
transition from & current configuration to the initial operating configuration; and
initiating the configuration phase by receiving configuration data from the remote device
configuration server, the configuration data including an IP address of a peer VPN device with
which the network device may establish a tunnel.
25
46, The method of claim 45, wherein the non-volatile, programmable memory of the
hardware token additionally has stored therein a unique identifier associated with a set of
configuration data for the network device and stored in a remote configuration database, and
wherein during the configuration phase, the network device causes the set of configuration data
30 to be delivered to the network device by fransmitting a configuration request including the unique
identifier to a remote configuration server that is responsible for managing access to the remote
configuration database.

47, The method of claim 45, wherein the addressability data further comprises:

35 a unique Internet Protocol (IP) address for the network device;
a local IP subnet mask for the network device; and

35




50. The nethod of claim45, wherein the network device conprisei 2 E£y§8r.
51. The nethod of claim45, wherein the designated provisioning qu 06
conprises an 15 asynchronous E | A232-com pliant comuni cations port. 52. A
met hod of delivering a network device conprising: shipping a fully
operational network device in a factory default configuration to a custoner
network site at which the network device will be installed within a
predet erm ned netvor NV, Eonnen t he network device capabl e of
automatically imnitia ?Sﬁgssgﬂat%‘ﬁ'?’ easqseté ul'tlgi"'tF"ﬁaygfﬁra A ok f%¥%Bonse to detecting
the presence of a snmart hardware storage device on a designated
provi si oni4sy poiht method fielamelsMahdreitl &4 revoriddRtics aphded aQfrtubiphildtahdnrgk a
conf Lgur at(\/pIQ) &bl@é %nc?}fﬂe sdt %fséag@[%%t'snoda%) EQ%' ﬁstels %Qleé)sft or;[ens aé‘é#e%%%? 3 atabelr l/bﬁ y phase;
and if the custoner has reques ed an autgnate provi si oni ng FeE{ Ure, then
25 pr ogr arfiSViFRywik Wiish the neitosderviee will estalfieh altione @ngwartang geotaselaubbers foy dat a f or
t he net warsKic dewd 1© be alloved sircagi theamasiar e storage device to interface with
t he designated provisioning port of the network device and cause the
addressabi | ity ghase to be initiated, the addressability phase causing the
addr essabi®fi t y Thafnsthedrfglaim 48anareip indesrpisse tepriving b ¢onfigusatiomeata thet or age
devi ce t o nefnerknietiveorakised @vintel taitesemidhkd Wih thé)pecn ¥PMNAEicediRighe ttafsit30
transithi opefogm the factory default configuration to an initial operating
configuration in which the network device can comuni cate and be
addressable wthin the predeterm ned network environnment, and shipping the
pr ogr amedo.s mafte methaiwh clgimsis ontaeen te vietaerk devideltomprisss arater. network site. 35
53. The nethod of claim52, wherein during the configuration phase the
network 36, 10/ 03/ 2006 device transmts a configuration request to a renote
confi gur afl-on E%&Tedhodobda®dsi Wieein Be desiganiagPrayseingdss cerppriges @t e
conf i $r atsyochraatsaBIAZE; compiann@imroeicétiond pwet conpri sing: upl oadi ng
configuration data for the network device into the renote configuration
dat abase gnd associ ating the configuration data with a uni que set of
security tfat a;” BRHOS SPHEINgATery Fruice RRIPRISIAGIr dwar e st or age: device with the
uni que set of dipping bfully ditaiotadnethark peaeiintleticton defael dvefigibitibn BeMusBméror
| ncl ust ofolidlsePwANhd Ak bRibe WABYGRatecilhnin HFeddRihRE Rwdtk 21 ™ 52,
wherein the addressability data conpri ses:
20  environment, the network davice capable of automatically initiating an addressability phase in
response to detecting the presence of a smart hardware storage device on a designated
provisioning port of the network device, and capable of initiating a configuration phase in
response to completion of the addressability phase; and
if the customer has requested an automated provisioning feature, then
25 programming a smart hardware storage device with addressability data for the
network device, the smart hardware sforage device to interface with the designated
provisioning port of the network device and cause the addressability phase to be iniiated,
the addressability phase causing the addressability data to be transferred from the smart
hardware storage device to the network device and enabling the network device fo
30 transition from the factory default configuration to an initial operating configuration in
which the network device can communicate and be addressable within the predetermined

network environment, and

shipping the programmed smart hardware storage device to the customer
network site.
35

53. The method of claim 52, wherein during the configuration phase the network
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la uhi gue Internet Protocol (IP) address for the network device; 10 I I
| P subnet mask for the network device; and an | P address associ ébe{cpa%\(?ﬁ%aﬁ

default gateway for the network device. 55. The nmethod of claim53, wherein
t he network device conprises a virtual private network (VPN) device, and
the configuration data conprises at |east one |IP address of a peer VPN
device 15 with which the network device will establish a tunnel, and port
and protocol nunbers for traffic types to be al|owed through the, tunnel.
56. The net hod d8ficediaqpmitssarcontgieatien rRayest tp ééﬁﬂl?ﬁfs@”?gﬁraﬁ'%ﬁ‘(‘?fﬁ e for

confi guration aanaging dteess itred mwoote cefiguretionciatabase, the hethokiurtiieo ciyeprieisg:abl | shed

with the peer VBN, Vcioﬁf%urta%rﬁ oftnd fidik Bevicd Pitd ¥rE MRYole comiGuratighe Mt hod of

claimb52, wherein the néetwor evice conprises a router. 58. dThe nmet hod of
clai m 52, dRfebrssiaRd pevacizliag thgirarfatraisnsipiedi® AiRigUs RSt ¢f SE%‘HB’r"F?e%" an 25
asynchrsonous ElpA@hndratisé sreent haciwarasiragatdedeeswithding uniqs@ set Phescuny dettoof ¢l ai m
52, whereig phd%fae@ﬁﬁwemoq@a%@foameiuéadmmn&@%m@orﬁa@e&t. har dwar e st orage

devi ce are shipped separately to the customer network site. 30 60. The
met hod of claim52, wherein the programred snmart hardware storage device
I nt er f acess4wi t [Th¢ inethelb iclyina2 drheeio tesiddrssallitpdata capfpritdse net wor kK devi ce vi a

one or nore i QiREERHALEPHBYd AFS2dddds for the network device;
10 a local IP subnet mask for the network device; and
an IP address associated with a default gateway for the network device.

56. The method of claim 53, wherein the network device comprises a virtual private network
(VPN) device, and the configuration data comprises at least one 1P address of a peer VPN device
15 with which the network device will éstablish a tunnel, and port and protocol numbers for traffic

types to be allowed through the tunnel.

56. The method of claim 55, wherein in response to receiving the configuration data, the
network device causes a tunnel to be established with the peer VPN device through a transit

20  network.
57 The method of claim 52, wherein the network device comprises a router.
58. The method of claim 52, wherein the designated provisioning port comprises an

25  asynchronous EIA232-compliant communications port.

59. The method of claim 52, wherein the network device and the programmed smart

hardware storage device are shipped separately to the customer network site.

30 60. The method of claim 52, wherein the programmed smart hardware storage device
interfaces with the designated provisioning port of the network device via one or more

intermediate devices.
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