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(54) Title COMMUNICATION APPARATUS AND COMMUNICATION METHOD FOR MULTI-LINK SECURED RE-
TRANSMISSIONS

Set up, at a first MLD configured to operate with a first plurality of
affiliated STAs, a robust security network association (RSNA) with a
second MLD that is configured to operate with a second plurality of

affiliated STAs, wherein two or more links have been established
between STAs of the first plurality of affiliated STAs and
corresponding STAs of the second plurality of affiliated STAs

{

Construct an Additional Authentication Data {AAD) and a Nonce,
wherein the AAD includes an Address 1 (A1) field, an Address 2 {A2)
field, an Address 3 {(A3) field and a Sequence Control (SC) field, and
the Nonce includes an Address 2 {A2) field, wherein the SC field of

the AAD is based on a SC field of the MPDU

!

Cryptographically encapsulate the MPDU using the AAD and Nonce
to form an encapsulated MPDU

)

Transmit the encapsulated MPDU from the first MLD to the second
MLD on a first link as an initial transmission

I

Retransmit the encapsulated MPDU on a second link without
reperforming the cryptographical encapsulation upon failure of the
initial transmission
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(57) Abstract: Communication devices and methods for multi-link secured retransmissions are provided. One exemplary embodiment
provides a multi-link device (MLD) configured to operate with a first plurality of affiliated STAs, comprising: circuitry, which in
operation, sets up a robust security network association (RSNA) with a second MLD that is configured to operate with a second
plurality of affiliated STAs, wherein two or more links have been established between STAs of the first plurality of affiliated STAs
and corresponding STAs of the second plurality of affiliated STAs, wherein the circuitry constructs an Additional Authentication Data
(AAD) and a Nonce that are used for cryptographical encapsulation of a MAC protocol data unit (MPDU) to form an encapsulated
MPDU, wherein the AAD includes an Address 1 (A1) field, an Address 2 (A2) field, an Address 3 (A3) field and a Sequence Control
(SC) field, and the Nonce includes an Address 2 (A2) field, wherein the SC field of the AAD is based on a SC field of the MPDU, and
a transmitter, which in operation, transmits the encapsulated MPDU to the second MLD on a first link as an initial transmission, and
upon failure of the initial transmission, retransmits the encapsulated MPDU on a second link without reperforming the cryptographical
encapsulation.
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