wo 2022/240529 A2 | A 0000 TR0 0O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

A

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
17 November 2022 (17.11.2022)

(10) International Publication Number

WO 2022/240529 A2

WIPO I PCT

(51) International Patent Classification:
Not classified

(21) International Application Number:
PCT/US2022/024203

(22) International Filing Date:
11 April 2022 (11.04.2022)

(25) Filing Language: English
(26) Publication Language: English
(30) Priority Data:

17/319,532 13 May 2021 (13.05.2021) US

(71) Applicant: MASTERCARD INTERNATIONALIN-
CORPORATED [US/US]; 2000 Purchase Street, Pur-
chase, NY 10577 (US).

(72) Inventors: COLLINS, Robert; 10 Seapoint Avenue,
Blackrock, Dublin, A94 Y9KI1 (IE). DAVIS, Steven,
C.; 128 Glenallen Drive, Saint Peters, MO 63376 (US).
BYRNE, Rob; 20 Ryecroft, Wicklow (IE). GROARKE,
Peter; 7 Mount Eagle Rise, Dublin, 18 (IE).

Agent: KLOCINSKI, Steven; Mastercard International
Incorporated, 2000 Purchase Street, Purchase, NY 10577
(US).

74

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, IT, JM, JO, JP, KE, KG, KH,
KN, KP, KR, KW, KZ, LA, LC,LK, LR, LS,LU, LY, MA,
MD, ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU,

(54) Title: METHOD AND SYSTEM FOR PRIVACY ORIENTED PROVENANCE AT THE POINT OF SALE

=3

Verification
Processor

Acguiring Financial
tnstitution

116

Payment

Blockehain
Network

Network

s suing
Finanidat
Institution

Marnufacturer Point of Sale Consumer
Systan Device
FiG, 1

(57) Abstract: The present disclosure provides a description of Systems and methods for verifying product authenticity at a point of sale
through transaction messages. A point of sale may collect product identifiers from products that a consumer is interested in purchase
as part of a traditional checkout process. Product identifiers can be included in special data elements in a transaction message that is
submitted to a merchant's acquiring bank through for the payment transaction. As part of the processing of the transaction by the acquirer,
the acquirer can consult a processor to check the authenticity of the products being purchased by examining a provenance blockchain for
tire product identifiers included in the transaction message. If the products are determined to be authentic, the transaction can proceed as
normal. If the products are not authentic, then the acquirer can deny the transaction and stop the consumer from purchasing a counterfeit

or fraudulent good.
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