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Receiving, by a vending cabinet, an authentication result sent
from a cloud terminal, and determining whether a door
opening request is allowed based on the authentication result

/11

Generating an unlocking instruction in an encryption manner
after determining that the door opening request 1s allowed, and
sending the unlocking instruction to an electronically
controlled lock, and opening a door of the vending cabinet
after the electronically controlled lock successfully decrypts
the unlocking instruction
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FIG. 1

Receiving, by a vending cabinet, an authentication result
sent from a cloud terminal, and determining whether
a door opening request 1s allowed based on the
authentication result

Generating an unlocking instruction in an encryption
manner after determining that the door opening request
1s allowed, and sending the unlocking instruction to an

electronically controlled lock, and opening a door of the
vending cabinet after the electronically controlled lock
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successfully decrypts the unlocking instruction

Obtaining, by the vending cabinet, door lock state
_ information, determining that the door lock state
information is non-encrypted, or determining that the
door lock state information is not successfully decrypted,
and sending an alarm message to the cloud terminal
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Receiving, by a vending cabinet, an authentication result
sent from a cloud terminal, and determining whether
a door opening request is allowed based on the
authentication result

Generating an unlocking instruction in an encryption
manner after determining that the door opening request is
allowed, and sending the unlocking instruction to an
electronically controlled lock, and opening a door of the
vending cabinet after the electronically controlled lock
successfully decrypts the unlocking instruction

Obtaining, by the vending cabinet, door lock state

s non-encrypted, or determining that the door lock state
information is not successfully decrypted, and sending an
alarm message to the cloud terminal

information, determining that the door lock state information
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Sending, by the vending cabinet, the alarm message to
a cloud terminal in accordance with a determination that
state information of the electronically controlled lock is

not obtained within a target time period

/—31

FIG. 3

Obtaining, by an electronically controlled lock,
an unlocking instruction

Successfully decrypting the unlocking instruction and
opening the door of the vending cabinet

FIG. 4
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Obtaining, by an electronically controlled lock,
an unlocking instruction
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Successfully decrypting the unlocking instruction and
opening the door of the vending cabinet
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Obtaining, by the electronically controlled lock, door lock
state information, encrypting the door lock state information,
and sending the encrypted door lock state information to
the vending cabinet and sending, by the vending cabinet
a settlement request to a cloud terminal after determining that
the door lock state information is successfully decrypted
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