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BACKGROUND OF THE Ilr\lT%ENTION

Delivery and pick—up of goods when the receiving business is closed are expensive

due to the need for a business representative to be in attendance during the process.
ﬁbwever, deliveries and pick-ups made during business hours can be disruptive to the
business and adversely impact the flow of traffic around the business. Also, business hour
deliveries for carriers are expenéive since traffic congestion reduces delivery efficiency
because the number of possible deliveries in a shift is reduced. Ifa delivery/pick—uﬁ cannot
be made, either the recipient, the sender or the carrier has fo bear the cost of a re-
delivery/pick-up atiempt.

While off-hours delivery can aid delivery efficiency, the hijacking of é:argo at the
delivery point is also of concern 1.:oecause it jeopardizes the safety of the driver and also the
delivery of the goods. A current solution to off-hours deliveries is to have a second person,
such és a representative of the receiving business, at the delivery location. Often, delivery
companies use two drivers for off-hours deliveries, thereby further increasing delivery costs.
In the alternative, deliveries are made during business hours, and the problems noted above

are present.

Anocther solution that has been tried for off-hours unattended delivery is the use of

a "lock-box" for which the delivery person and the recipient have a password/key. However,
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delivery. It is to be understood that the descriptions made herein are exemplary and

explanatory only and are not restrictive of the invention.



The present invention addresses the deficiencies of
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premises equipment, the monitoring server being located in a remote location different
from a location of the acceéss point, and verifying at least one verification detail that
correlates to the delivery, that a delivered item is an expected item and that item delivery

requirements were met.

Also disclosed is a system for remotely monitoring deliveries, the system includes

customer premises equipment that has an
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tefrn'mai receives a notification of an arrival of a-delivery at the at least one door entrance of

the customer premises equipment, and verifies at least one verification detail that co_rrelafces to

the delivery.
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FIG. 1 is a block diagram of a remotely monitored delivery system constructed in

accordance with the principles of the present invention;

 FIG. 2 is a block diagram of an exemplary installation of customer premises

equipment constructed in accordance with the principles of the present invention;

FIG. 3 is a block diagram of another exemplary installation of customer premises

eguipment constructed in accordance with the principles of the present invention; and

FIG. 4 is a flowchart of a remotely monitored delivery process in accordance with

the principles of the present invention.



WD 2007/ 098217PCTTUS2007/ 004538 DETAI LED DESCRI PTI ON
OF THE I NVENTI ON As an initial matter, the
terms "delivery" and "deliveries" as used herein also
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he principles of the present invention. The three
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: i ncl ude custoner prem ses equi prent” 102 ("CPE"), a
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like elements there is shown in FIG. 1 a system 100 constructed in accordance with the

principles of the present invention. The three elements of the system 1700 of the present
invention include customer premises equipment 102 (“CPE™), a communications network
104, such as the Intemnet 104A and/or the Public Switched Telephone Network 1048
(“PSTN™), and 2 monitoring center 106. Of note, while the communications network 104 can
be in4 based, it is contemplated that the communications network 104 can be an IPv6 based
system as may beused in fufure Internet impleméntaﬂons- Wireless connections, such as
cellular-based broadband data connections, can aiso be used as the communications network

104.
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* mandplein@hthldrBudi(not ¥ RoA) 7 /108 8 iibREHsbiSA0 446 bd SBred and/or

microwave units capable of detecting motion in the receiving area 202 (FIG. 2) and further
provide a relay-driven output éignal to a central control unit 132. The indicator lights 126 are
tights that are activated by the relay output of the control unit 132. Similarly, the electronic

door locks 128 can either be a controlled latch lock or a magnetic lock.

In one embodiment, the access card reader 130 is a short range reader that uses

radio frequencies (“RF”) to energize a proximity card when the card is placed within the RF



field of the reader, which causes the card to then
emt a radio signal containing the |ID nunber of the
card. This technique is also known as RFID.
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contenpl ated that notification can be sent fromthe
delivery agent using a wreless conmunication |ink.
For exanple, a wireless transmtter carried by the
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preseagsal s wdkhabloasthe igliveymgent de F%thfr',de yery vehicle and verily with 2-
anal og-to-digital video encoder (not shown) can be
way apdischndéor gidsptthat detinbeingayBitafla for transnission to
the nonitoring center 106 instead of the DVR 136 if

| 0C A RR SibBgktdth 110Ray indesr drounilor caAtths E3H, admay be
still another ‘alternative, digital cameras with
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and/or further. processed. It is also noted that, in
lines)FdrloBRiwish 8ro¥idd dridupB deBilab 8ifowe &xahe dis@tiiinatibt of the necessary
cameras can be used to reduce inplenmentation cost and
imagbadtad. dfte ITeRUBEasBRIdSO chisarepllighive/afid kolZteimegnepayged by the
can allow the renote agent to receive nore details
analogR@krat N84.daltevatively MatiralogB-digital video encoder (not shown) can be
2007/ 098217PCT/ US2007/ 004538 subsystem. 110 provi des
used fc0dighitz€ tHe\linage fdta Fordkeansarisicmitd itiee thowitdring ogpter DRnERad of the
or a voice recorder. Database 184 provides for .
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nmoni toring center 106. .
cameras with appropriate resolutions can be used. Use of digital cameras allows the direct

transmission of image data to the monitoring center 106 where it can be stored and/or further
processed. It is also noted that, in either the digital or analog case, black/white cameras can
be used to reduce implementation cost and bandwidth requirements. Use of Pan/Tilt/Zoom

cameras can allow the remote agent to receive more details about the delivery. Media



Net wor k subsystem 112 i ncl udes those conponents used

to interface the custonmer |ocation 200 (FIG 2) to

comuni cations network 104 such as a network switch
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keypad 162. The speakers 156 and speaker anplifiers
hardwhtxBeter e known parts of a sound system appropriate for
use in carrying voi ce nessages. The m crophone 160 is
an ey érgriaE i1 St SURPHEN A 14 aRhlileea aétwaslp pinien 344 to print
voi ces/sounds in the recelving area 202. A m crophone
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used to obtain a desired | evel of audio sensitivity.
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sensors 148, motion sensors 150, an andio alarm 152, 2 icrophone 154, a speaker 156,
speaker amplifiers 158, microphone amplifiers 160, and a keypad 162. The speakers 156 and
speaker amplifiers 158 are known parts of a sound system appropﬁgte for use- in carrying
voice messages. The microphone 160 is an omni-directional microphone capable of
captuﬁng voices/sounds in the rec;iving area 202. A microphone amplifier 158 controllable
by the remote ageﬁt can be used to obtain a Aesired level of audio sensitivity. Itis
contemplated that the audio communications can be bi-directional to allow communication
_ between the delivery agent and the monitoring agent. Both omni-directional and bi-

directional audio communications can be recorded and playe_d locally at the customer

9



agent to observe each other. Door sensors

148 and notion sensors 150 are sinilar to those used

for the access control subsystem 108. These sensors

detect when an intrusion has occurred and t 74538
WRIZ8YPEATt 146 activates the audio alarm 15

prem ses if the proper code is not entered on the

keypad 162 within a short period of tine. Burglar

al arm subsystem 116 nmay al so notify a centra

TR kiBheR01 2 Ald Rholklfatdhe ildgitbimg ¢atern 08] @Fdourse, a bi-
pmmn%%nﬁegtﬁon to the PSTN 1048 so that appropriate

direcﬁ%ﬁhi R Rk D8 @K rYerfent@io 06 TB: #GEMéring dpeRtand the delivery
alternate enbodi nent, the burglar alarmunit 146 uses

agont B A (oL o ot S Wt h e he Toni tort g |
D o oL LT, OO o0 SO0 b s o s

AT B e 208 S LUCCLL OB et o

s Ll B0 L A o S5y e

the ke}g& 63 Qﬁ%ﬁgﬂ Q}agﬁb%né$ ggﬁ@gg ﬁ%{'ﬁﬁ%ﬁ%ﬁ&%{l 3?§ REY 2 notify a

anal og .videg can be ipnplenented usin i gjt [

centeed RSN oGRS BIb SRR ER S 8 cbieBibr tohd Fd 10F8 so ha
subsystem 118 i ncludes an inventory coptrol unit. 16

appropie HFHCRTD be CaEFeybY SO ST GEN0 L P ARG S ipetiTon, the
tagged with an RFI.D devi re-in.tange of reader, :

burglargepim ! 14er R SRR Nh L thet P RERe B EEREl agthe P
the tag is transferred . to the j.nvenior ontrol ,u

1048 s gpmrmuiosis T UL B FORATIDE “RRIFEHOL S GBS Rl 106.

‘ center 106 for conparison with the expected goods to
be dehdivae BorglAlal@mmbiyseny } 1 Gishet toplemeatadidhe 2aveylzadio
used to identify the goods being delivered. This _

functioh anbEiBplbmahtcdwsing be aadiv lentodegledoderivicogverhibe audiggignals to
delivered goods to be sure that what was expected was

and frafii tha kigitatisibhale reeired foragdspartbetweds the cyytpmer premises, i.e., the
2007/ 098217PCT/ US2007/ 004538 arrangement provides for

delivérp ibcateniand the afiordtorieg cepou6: Himilany, Hidireetionabdigital or digitized
recei ving area 202 of the customer |ocation 200.

" analog video can be implemented using digital video cameras or encoders/decoders.

Supply chain subsysterﬁ 118 includes an inventéry control unit 166 and an RFID
reader 168. When goods that have been tagged with an RFID device are in range of reader
168, the tag FD number and any information stored on the tag is transferred to the inventory
control unit 166. The data can then be sent to the monitoring center 106 for comparisont with
" the expected goods to be delivered. Alternatively, a barcode reader can be used to identify
the goods being delivered. This arrangement allows the ability of tracking the actual

delivered goods to be sure that what was expected was actually delivered. In addition, this

10



I nt erconnecti ons between the above-descri bed :

conponents of the custoner prem ses equi pnent 102 use

technol ogi es appropriate for the type of signals

being transmtted, e.g., coaxial cable for <
WO208@9824hd Cat 5e Et hernet cable or wirel essa}’r}ﬁlﬂ%%wmmss

conmuni cations for data. As an alternative, wreless

technol ogy, such as commrercially avail able wrel ess

devi ces using proprietary or standard wirel ess

arran%eiéigeg?#xjo()ﬂeé £ oL RGLERSHF ARR Fg@dsliﬁfﬁ‘i‘néy%er RABE R cbiNfig area 202 of

or wmres Iin an’installation. Qutdoor
ri ch as the pushbutton swi tches 120 and
-themggﬁgggggﬁéi?ﬁ%vhich are difficult to wire, are prine
candi dates for w rel ess connectjons.
Conflitengprnpctions ketepen e FME"(‘E,SCT}PGH COBPPRRE efthe custepaer
i ncludes a network subsystem 170, a nonitorjn ]
premisessyipent 102usctaehnolgeidsappropgtis fordhe bhe fd S1enais s s
i ncluded as an aspect of the system bur gl ar al arm
transmidied a4 costisb gebile fr ERAIOE THES B IE BSTFL TR T0eHGY
t hose conponents needed to interconnect th .
comamiations pdienaran RHETEE e, NAELSSHFGRRRISEY: SHEtH SRBpRereially
104 such as hardware as may be known .in the art .
availapmpwipessalesicepusing perrietry Pramdas widRTLealRe Lsbpelggies, can
a channel service unit/data servige ynit 176 '
be used ©IDELHg neod TPHTIER IR Qe PRIpPE DrRRETalR TR Ak the
~swi tches 180. Moni t Qri ng..suhsystem 172. .
pushipaon aufiehes 170 4nd SR gS § A oiiobiss SCBRILITG 1 frime candidates
noni toring application, a database 184 for recording
for wifelessqenpecdign® t hat i ncl udes received audi o and vi deo,
a nonitoring termnal 164 to operate, nonitor, and
adm ynfhehe tde:fey iSRG 1 afoteing carenHIS ih8iideon se@wdrk subsystem
reports and a web server 188 for data input and
170, & BRATSring kREGm 3¢ \adswhéire bagle atanel menitordf is ineluded as an
present 1 nvention use one or nore personal conputers
aspedt Bk Bstén Ubvrg e sRemapat i butgysiyatldh Theaetvonk sasysigm 170
term nal s 164 can be desktop or |aptop persona
has t6R8 BethdrentshdBdditodntasidnicd ieenonilorieg cemtppl fc@tthon
that comuni cates with WO ]
commQAZARA 820x0RC1 34 $8303 HabBs8 s meberomiwmin g art appropriate to
application on the nonitoring server 182. In sone
suppGihe iteréticonnentiohisptieaswetiangs senyice enitidata ssrviguunit £76
| ocated at nonitoring center 106 and at renote
(“CSUADRLT)p A souserohitia Sirovdlel 78ram neoworkgwatcheet®d. or t he
tocation of the customer prem ses equi pnent 102. Each

moni, errllltcﬂ*g\gisﬁf)g}s@é?ﬁ fﬁf &cRIaeVi ARaitd Mg seirvatl 188 REMMMing the

renote nonitoring of custoner prem ses equi pment 102

mongééﬁgﬁg%%gﬁ%eﬁﬁt,ébﬁg 158 for 'f%kd]n% Hﬁﬂze?}'@&%( o Mchdls rdcBived

a master no oring termnal 164 is

audi A {}i&%l'[ § gno%ﬁ%&% B hihd1§ 6FR e Ritd, REbrA@@ nd@kididlisSr the system, an
termnar “has master control over ‘the other nmoni t ori ng

email &0 785 & L84 [GRCRR 20k RERr 168 £ dhRripRaING rét viewing.

nonitor or 1ssue comands to the custoner prem ses

Serv&9UF Mboh%gmtﬁﬁfﬂl@%é@ﬁ fhveRtidhBE ofit of Bk personal computers
nonitoring term nal 164 can bunp another user at one

runnfrPr% altEx Bl PR Ry §teinl Mhe bynitbARY ferth@hld 164 can be desktop or

onitoring center 106 to control a nonitoring session
laptofipeRofidl SbRARRIr S Hin3@Swat bt RS tliedi3plication that communicates with

11



Moni tori ng ‘subsystem 172 can al so i ssue trouble
signals for system nmal functions. For exanple, a
nonitoring termnal 164 |oses its nonitoring
connection with custoner premnises equipnent 102 or a
WO MeT098AUTer a 134 ceases to transnit its vi deBCHEFYOYY4S38
the nonitoring center 106. |In another exanpl e,
nonitoring subsystem 172 issues trouble signals when
t he burglar al arm subsystem 116 can not be unarned or
the iy tr)lg‘ﬁ:ag a}.?pllitcaf%ohrf(#ﬂ %%{)ﬁf&hﬁ% F%Qal 18500, LQhL ?&big#ig:%}ﬁ%f r%ﬂ]tiple

ssue oubl'e S gn or a varile

mon Rl R o e BB A m A S8 SRR e e suchas
. t : L. t
oﬂlerg}l[elgrrlfgﬁlﬁg icﬁ%t.grs Q)? tl?exl%gmo%lrj&rf é]?egé%gﬁab? %i'erﬂmg%i e@@ﬁmﬁ%@ %2 Bach

rece

soniP NG AR g b hABILGE B SORTERE Rt Bl SRl Bmices
eq“ip%i‘é@% 2oy pifl, SERRNRE phioting el @R 1722 BFRYT, Syl dthents, o
) B St OS] BB s v
has m%ﬁ::r %:gr{tlroq %vgxﬂ% bﬁ]@&%}%ﬁlt&% tetmina 4184 384 84h éigﬁte which terminals

oring server

P ' . . I
can e HHES PP eteliatag o Hedisinis premizes cqniBheRRR ) Yopunpie, o
¢ : . _ )
. user 8 ol oA BRSO B Py EAThTRE: A 5P B0 nctble
« | . . . . .
- moni{ B el S SRy R e 1001 offiof SRRMSER freigffin
' : ' for the separation of receiving
custol$p BlepiES @Rt 162 T e Bep A Tl ng 204.
Recei ving area 202 includes a | oadi ng dock entrance )
208 Mpgitaringsybsystent Anternelty issysdtmble stgpgls fonsystase walfunctions.
212 serves as a physical_ access point to the remn nder
For examplgca moniteringgenpinal 164lesns it aprsioring popnecipmwith cagtomer
each of the door entrances 208, 210 and 212 to sense
premisgeqiiament dA2 6F 2 vifkee Samsty IS4 sResep Fonsaitigoyideq fed to the
information to access control unit 132 and burgl ar .
moniterigg gepfRy 1061 48 anpfbetexa5Hle PrRioEng SEsysipmd 2 irmaesireubde signals
. at the door entrance 08, 210 and 212 to allow a
when i brglar Ara Fubpy sE? Ol 0% RPBBRS GpERTPFL 1 ssudd be noted

for, the delivery person. In._one enmhodi nent, th .
that monitoring sy stgrnk /23R ‘?Bﬁﬁf”&?‘? S§8a ‘?ﬁ%"%@’r%ﬂéﬁﬁm‘m of
rovi de an i.ndi cation of the disarning to e
custoffer PRratse: BapEB AT B RIS Ene CHa=HRgr S, 26 aatp sgamaples e
pt.ori zed, door,. tside of th ust oner prem ses 200, '
meacl{ Q8 S EIoPY S A5 BB S8 St e LERRT RN & 01 1 g
devi ces can be used, such as switch 120 and/or card
r eaddurgliBalarmmresetehansyén 174 pedides abbfymeacnily amilaBlé alarm
.and lights 126. These devices function as descri bed
receivelp 9@ thet tdmnceth do thedtS TN 14 iEviak privatet bramchosxobatiged 86 (“PBX) an
t he access control unit 132, DVR 136, network switch :
accepi38arnDgEnalpom thd CPEhrglayaatos pyit ¢ it BelglaralarmrdGivre
placed in the remai nder of the building area 204.
subsyFlems/ ddeansmits tHeuplom signals viddbendtiyerkimbenbeyatérn A 70 to the
' reference to FIG 1. O course, sonme or all of these
monitoEngapilicaionthatis rapringron theonpmitpringisesver &82.be
distributed in the receiving area 202 if desired.
Anot her exenpl ary installatk n of the custoner
prem ses equi prment 102" of t present invention at a
custoner location 200 is shown in FIG 3. In this
enbodi nent, custoner |ocation 200 is a store space
having a | ogical receiving area 304 that is logically
partitioned off fromthe store front area 302 and the
remai nder of building area 204. Severa




WD 20071098217PCl M52007/ 004538 commerci al |y avail abl e
detection systens can be used to provide the
partitioning function such as by generating optica
signals by a | aser device, or using one or nor -
wpasET9sli nfra-red ("PIP.") detectors to cr eaqcﬁ%&&gmg)phfis
nore logical walls 306 that defined the | ogical
receiving area 304. During delivery, the delivery
person is forced to restrict his novenents to the

| ogi,c aéxeﬁ%gagg%’ﬂs%a%@f ey ggéﬁ&hbxeprEﬁﬁeQ médi Q83 o8the present

custoner | I on e. the rest of the store

invené%ligtta (%IS‘E)%]G% 052002648 éﬁgﬂﬂ lnpﬂﬁﬁ ZOTCLQanlxéiI Ati8h 860 has a

can renmaln secure n anot her

reCeivsxgg]b:laC}g%l mgep%até ﬁgm%%% i4in deP ¥R HA1dink PB4.08] thisSdbodiment, a

e drrven Ivery person includes sone

dividiglfa v&aﬂ%ﬁ%%%&%? ﬁ)a{r'fgléigg 58 he MpatdiRn ©¥ MO Rz RELIBRSM the

Ui prrent m cr ophones 154 and caneras 134

rem ngelil'%%?tge I%\g{dlsx%?(ﬁg ri&g?ign%fl’_axé’e{ﬁﬁhclhﬁé‘s aCI%Qdiﬁ% db&€enirance 208 and

Pranspor vehi c he delivery vehicle can

a dorolé Frél&a#gg 2 4! RRRREr Bof LEB1S E@'(feéi A3G 9 §iSal@dbcess point to the

ronic version of the freight manifest and/or an

remin%gre&tthg bﬁﬁcﬁﬁ% 20£ - A dooL&h8G 199Q% pﬁg&i M @hdH#TShe BbUrGhtrances 208,
can be provided to nonitoring center 106 when the

210 ahd QE? ?zﬁ&h@é g %oﬁﬁ@ﬁ &t B ddo¥EmdAREviao AFBH Mt infftation to access
W e cust Oner prem ses equi pment at the customer

cqntraclﬁlﬁsl%z%lh %eré%?alz{r%ﬁfh! £%. TIEQHIniEBtks 128&an be installed at the door

conmunicati o he delivery vehicle data to the

entrm{géﬁ b5£13109n8 013 &5 allkRPa dnfi6ihg 43eaMol BROMS} inMEER/open the doors
vehi cl’'e using a wrel ess comuni cati on |ink. For

for thE 488 rﬁ efdot 1S R EPbolARGH) the Rlonithdig dgent Gine@hotepfidisarm a
Into t 8 onboard conputer can be wrelessly linked to

door LSS pFs¥ide 3 iddRGieg b e d¥satARRlib @ delivery person hiié@ unlock/open the
operation of an enbodi nent of the renotely nonitored

door théﬁ{%ayn&&ﬂea@ow Q0itSiddiof eHésednisk pleulif8200] setveral diferent
flowchart of FIG 4. At step S402, the arrival of a

types@8 hbt8! ¥nd MosliEirREIRVicas calbeused ange apsritth, 120 .agd/or tid reader
| oadi ng dock door 208 of a custoner's prem ses 200.

130, higoiRhe 454 Gpetier I b6 caimkiav aB4 ahd Helkitell 26.eTlese davibes function as
acconpl i shed by having the delivery person press a .

descriVel bBBvelvfdh REsfendOotiIG. tobr th2ddubotimsitethe Sdddds cddve] unit 132,
arrival of the delivery is signaled to the renote

DVRNBB| hedivbAbvi it 1818, DB mddem bioaryl ieyenkarg eostral amitrid are placed in

- unit 132 can detect the button. 120 push event and

the rea@isHen of iighallding akdae(de Mhics:s davides Gurictign esddserib&Debove avith
the WD 2007/098217PCT1US2007/ 004538 communi cati on

referdi@é WOFIG, 10 0f dudlirseaddnigort il f théxe detwrarbreoh@0l duslsnpgitning units
pushed al ong with an al phanuneric character string

" can bk deRithiyd inghe heeivingatréaa200if de$ieedaccess/ del i very

poi nt .

Another exemplary installation of the customer premises equipment 102 of the ‘

present invention at a customer location 200 is shown in FIG. 3. In this embodiment,
customer location 200 is a store space having a logical receiving area 304 that is logically

partitioned off from the store front area 302 and the remainder of building area 204. Several
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At step S406, the identity of the delivery person is

verified. In this enbodi nent, a nonitoring

application running on the nonitoring server 182 uses

the received location ID string and the buttg <

W /0882dhal i ndi cation, and | ooks .up the rel %‘&5?11{29071004338

informati on fromthe database to access the digital

vi deo recorder 136 ("DVR "), and signals one of the

nmonitoring termnals 164 that a button 120 has been
comn?éllgigﬁf availbi dbflctibh ?Q&QA caln HeRisdd RAITBYIAS tHedfrti] chthptfBnction

use 0 generate and transmt video information to

such %%@"ﬁ %grﬁgi‘attigg iggﬁgﬁgfgrﬁfs b}%\lﬂef‘ﬁgﬁﬁe,bp 88ing ohd8r MBS atsive infra-red

Vi digifize it for transm ssion to the

P Bk Qbisd fcfé?%e &icf:ecﬁr(}ﬁore hdhi@M Q1€ B oS AP R A the lBQiEai receiving

Identity o ivery ‘person can be verified by

' i i &ahd rd:RRURT HARmEAS to th
acea 31, ) RECES2 tfeellval) Roh 8RO rds BRAR pdoWirie 1o the

lo gicgg%egvin ¥&a 308 ARGH: B@BELLds dHoubidmes lot:é(tidi]ﬂz{f(}lﬂ@?, the rest of the

very person as well as detecting the arrival of a
' ' ;{;J;hetéj i1 003 ScaadtlamdBedbd O
Storeglg)htér%%é?% tte %@ﬁ%ﬁ"t@ﬁ%@g@ﬁnm “fromthe access
control 'unit 132 to the nonitoring center, 106. Igﬁhi by th
car dnepobarerpbodiment ¢ghe prERent Frvepgony e dRbiv gy FEhistirvgn by the
' t he database 184 that woul d include éﬁ nane for .
deliverersoRaRalales SamS S dis et ke FespireEs Ve Flifpgr gemises

i nclude a picture of the person far .conparj.sqgn wth
equinpasst 40F.maiely ismerpcs 154 and camgrasd 34 Sheafes) i dis férgp area and/or
application in this enbodinment cqnnects. th [

deo.
the o3l e HEPBURSUIVEIEOIE ARG R DL i AP RE B PoR] computer

164, the_ human agent erating the nonitoring.,.
that lpfévéﬁsrmei%‘éwn@awgﬁ}%ﬁ* p @*etfmghﬁ %ﬁ?ﬂtﬁn‘% r VLR, §-&-> cargo
erson. Once the deliyve er,son has, b verified .
door pefiyaHpiva TV RAGTEAD BSEV IR BRI AER Ep I T B pgsporiation
.send _signals to ﬂisarnnhgg al arm system 116 ¢ at the customer
vehicle v peinscapmRLcHiPrg &Yt Bf GUS YR HERSah S g ghthe

that the door sensgrs 122 do not t.ri r al ar
acceS(s EPP% 2@.053 &xﬁmﬂ(&ﬁgﬁntdﬁ}eicﬁm%cahgp Igetglﬁgl%ﬁw ivglhrﬂ:le data to the
n the.recei.vin

/ d [ - . -
o236 SERRPE R e S B PP
trict WO 2007/.09821.7PCT/ Q 0 [
For b AR A TR MR e e

S lj.cation also tufng.on 1hdi cator 126 at the
We]ggﬁ%f b’@ﬁ‘i‘ tp 5%“3“35?1&;{%3 4 w”t'yﬁlleacé eq’f very person know
: that the door has been disarnmed (step 8410). At step A
5412Thd ¢reraivorof2e6nwdithent of thsarmetel mpgitorpd delivery fygtem 100 is
the delivery person or renotely by the human _agent . . .
discug¥eid| veith teepeny &3 the floyvabias of FEGH 4. t AeSterePifiZe thegeival ehip delivery is
use the audio and video signals provided by the )
deteceail it prremthamge phintoes-i the ﬂqadgtﬁhlckéﬁmt 8% qustomer g premises 200.
progress of the delivery at and around the receiving.
The datestion @f tHestrripalgf palelivery can be acoompdishaddyhavingdhs dslivery person
conpl eted, the delivery person | ocks the door 206 _ |
- presyzhutiond 20 giextiedhe ﬁeorr@ﬁmﬂé gy fbe §fr%‘fﬁ3e°f}f§ﬁ F‘?zlb‘feﬁh'd signaled
application on the nonitoring server 182 to, send
to theyFRmdie mogitgrag cerien 1 06e Kongxanple.AceqskEORHH) HBitl 8¢ St lotect the
the doors and notion sensors (step 841K). Sho%hg tqﬁ
buttogdi20\paply eyrat e sendqtFgnal Kothe TEeE TPUPERS PIEC YR 1E I8
delivery was made, the renote nonitoring center 106
causes the network printer 144 at the receiving area
202 to print a receipt. Using the nonitoring
application, the steps in the delivery process al ong
with a tine stanp are recorded in the database 184 at
the nonitoring center 106. Delivery details
such as schedul es, manifests, carrier, driver, etc.
can be uploaded to a web page and into the database
184 for later conparison of a delivery and can al so




WO 2007/ 098217PCT/ US2007/ 004538 The present

i nventi on advant ageously provi des a system and net hod

that obviates the need for a business representative

to be present and obviates the need for nmultjple _
W 100EP8218r del i very agents for a single delVel}52007/004538

Deliveries can be scheduled at any linme that fits the

operating schedule. The delivery process of the

present invention can be actively nonitored, ensuring

comn{dléfclaﬁ&li ﬁééwogg 164*&%&%&%%% BLEG 0 ¥hs HROTBuddBl Ang with an

ver ed. mlar to having a business

| V& r-&&%@%' BN oPABRIE IR cBAL/IBEELHY poRR
alpha%lgﬂégc;ﬁltg}a\?\feﬁﬁwgﬁedi a nél Y, guch gs a medi cal%g?gbl em
or a hol dup/hijack situatiaon. The video_ponitorin

as pddwtepS4Phabe jdeatity ofithe diltverpesionds ¥emiiguk 15 thig ﬁ%#@dimenta a
person to nonitor nore deliveries in the sane period_
monifgfing ppalicetien TURBIREETRG BIOBRMNETSEY 1Y uspsyshifeveived location ID
: representative. O note, although the present . .
string; an¢ldbg husien A8 paelsviEnal dpdicgtion. ﬁ%laupttge ﬁﬁ‘f@g@@fm&tm from
delivery, it is contenplated that the present
the dqtehpsmito;aspese the degital vieorserdst 304 TAEEL): d Siepls pazrREGe
_pi ck-up. The present inventiqn can_be cerars
monifogiag teminaisl GthehabutondgP s besr nyshed- JBiBIeh Bt G
hardwar e and software. An inplenentation of the |
cameps cRpRlsa PRIV 30 SRR ERd trﬁvf@é oq PRt e the pgnitoring center
realized_ in_a centralized fashjqn in_one computer .
106 rathen than using PV Ry 1o cagtpresfideoand SLa bzt S drASPoR o fhe monitoring
el enments are spread acrqss several .interconnected .
center, oty I @potasraracimply e RepaBY O bR ARG BSrpian i verified by
. other apparatus adapted foy. carryi oyt the ne ds
using B GEgsh AT g BGGeS 0 SeapelpoEs é%?‘?‘n‘g‘i"rﬁ%i"h"é) 1PSifRY Pighishbution
descri bed herein .A typical .conbi nation of
120, iR P e Bt B sridsg beoetisof ot B afrory Arstas well as
conput er t with g ut er .progr am t hat hen .
detecoh T A UANGER SOk oT HUENe o Scp R cEuplieAip Db transmitted
system such. that it carries o t he net hods descri :
sloney s P SRR SRAEo TR BIET B 2 TBOR S RS 404 e card
a_conputer progr .product , .wWhi ch. comi all.th '
ID oo g e Tt B SehRaY PrBrR I e AP eEReaP T Rl s the
escribed. herein, a ich en |l,0ad in
name 1onpPEPegfar Ehics” 1Br e APPSR P PREdk s pf e person

for comparison with the delivery person.

After the monitoring application in this embodiment cénnec;ts theK video from the
DVR 110 to the selected monitoring teﬁninal 164, the human agent operating the monitoring
terminal 164 can verify the identity of thé detivery persoﬁ. Once the delivery person has
been verified, the human agent uses the monitoring application to send signals to disarm the
alarm system 116 associated with the delivery location door 206 so that the door sensors 122
do not trigger an alarm (step S408). Of note, during the delivery, motion and/or door sensors

not in the receiving area 202 can remain activated to ensure that the delivery person restricts
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WD 2007/ 098217PCT/ US2007/ 004538 Conput er
program or application in the present context neans

any expression, in any |anguage, code or notation of

a set of instructions intended to cause a syst

WAIOABO%AH i nf or mati on processing capability pgnugmwmmmﬁs
performa particular function either directly or

after either or both of the follow ng a) conversion

to anot her | anguage, code or notation; b)

his nfo%gﬁjgl%u&be%qhé {:Ecglvﬂ{[g %@%y i xﬁgﬁ@c{ﬂngfpfﬂ?(g n also furms on an

appreC|a er sons In the art
t t
o1 o PAERSE U 0 B Ll il

dlsarlé‘lgﬁ ?&%} I&h ﬂﬂt EJ §§3 gFtH ?&3%%3?@9??@8%\3%5&& l‘i:gzﬂ}y by the
dehv%% op%?%%g%f 'r&gotglr %y ner }nﬁ%u“? ra tt hﬁnl@% 1\.5 %ﬁ%aﬁh%{, ﬂ{e remote

I ons S are pOSSI e In

seont i BRRKTREHERED i MR BL e e ﬁf}@%ymm
o e Y et ARy ARl alchnl U TBR b o0 Bum 8110

;? npafalx;ctgg ggl?\g; ;:clogl%ieatlgd ?}ger cllc\lllilrL:ryo]:ers?nr; l(l)ctkg rtr‘t]leddilolr \586 (step S5418)
and the remote agent uses the monitoring application on the monitoring server 182 to send
another signal that rearms the alarms connectéd to the doors and motion sensbrs (step S416).
Shouldthe delivery person require some type of receipt thaf the delivery was made, the
remote monitoring center 106 causes the network printer 144 at the feéeiving area 202 té

print a receipt. Using the monitoring application, the steps in the delivery process along with

a time stamp are recorded in the database 184 at the monitoring center 106.

Delivery details such as schedules, manifests, cartier, driver, etc. can be uploaded
to a web page and into the database 184 for later comparison of a delivery and can also servé
as verification details. Verification details include personnel identifiers such as PIN codes,
ID cards, RFID iokens and the like, biometric identifiers such as facial features, ﬁngerprints;
iris prints, palm prints, hand geometry, palm surface vein prinfs and the like, and vehicle or
goods identifiers such as barcodes, RFID tags, license plates, énd the like. Reports regarding
 deliveries can be generated and organized by: Helivery location, time, type of delivery,
supplier, caﬁier, etc., and any combination thereof. ‘These reports can be made available .via
email or at a web sité. The reports can include links to video clips of the deliveries,

especially if deviations from normal procedures are observed.
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notifying a nonitoring center of the arrival of the
itemdelivery at the access point, the nonitoring
center being located in a renote | ocation different
froma | ocation of the access point; SR "
WeaMHY3t ati on signal fromthe Pmni toring center s{i%m%o:ms
the access point, the configuration signal having
instructions for controlling an entrance at the
access point based on verification of at |east one

ver ithk padstRinegkidh hivdnbeadsly fReided eystaniahd aRitiodnthat obviates
detail "corresponding to the delivery; sending item

the ndel O IBlsh:R8s {e?re.ts@tﬂ:aﬁmbtb_@ iprd¥EntGRid bk iated ek need for multiple drivers
verifying at the nonitoring center that a delivered

or delidetadenitsABr £ XSl Rilvérdy S MefiReridshah bt bapddRliav afyytime that fits the
requirenents were net using at |east a part of the

opera%iﬁg RrkBiier TRL BONery process of thelfieseiBinfOftiodf caflbaiabiiviely monitored,
urther 1 ncluding sending a second configuration

ensurtie 0@ aril, QMHR VBT defoh REd §66dsHeirpicl ivereac SRBiSar to having a
pglnt, the second configuration signal having

busink ALt RS pfREntCAY #r8bIbind Shdt BEc1e Rbd BBt hfmediately, such
access poi nt upon conpletion of the delivery.

as a mdickNBroBRINECh Ré1dfH/Ai;ABickituddieH. ETHE Vil thyrhifiling aspect of the
nmonitoring center of the arrival of the delivery

presehiNGbehHioR alkdiaNewe AQefbte (RYsof té1Blonfibicmbieqitlidérits L the same period
I ntegrated at the access point and (b) a notification

of tin#aHAGRoUN BXAREn Whdri by A®usiBkis\tepr¥sentative. Of fhoteThichough the
nmet hod of Caim1l, wherein notifying a nonitoring

preseREBY&ftioR fwads#Bs@ibell \Wath r@épetie plekdge delivdrndt isdestetplatgl that the
one of (a)-a communication network integrated at the

- preseﬁﬁﬁﬁéﬁioﬁ%hﬁhls@ﬁg ubdd) inRoACKEIVA nd i jackngeplickonk provi ded
with the delivery.

The present invention can be realized in hardWare, software, ora éombination of
hardware and soMe. An implementation of the method and system of the present
invention can be realized in a centralized fashion in one computer system, or in a distributed
fashion where different elements are spréad across several interconnected computer systems.
Any kind of computer system, or other apparatus adapted for carrying out the methods

described herein, is suited to perform the functions described herein.

A typical combination of hardware and software could be a general purpose
computer system with a computer program that, when being loaded and executed, controls
the computer system such that it carries out the methods described herein. The present
invention can also be embedded in a computer program product, which comprises all the
features enabling the implementation of the methods described herein, and which, when

loaded in a compuater system is able to carry out these methods.
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5. The method of Caim1l, wherein the at | east one

verification detail is selected fromthe group

consi sting of delivery location, time of day,

shi pper, freight manifest, PIN codes, ID ca <
WO 3NERB21hi onetric identifiers, barcodes, RF?)%ﬁUgg%s%?f 538

and |icense pl ates. 6. The nethod of Claim1l,

further including renotely nonitoring the delivery at

the access point using at | east one of (a) video

g?géﬁﬁ%@%g% B) ayiidhtfon TR Mid (RedeRbeontext means any exph@sion, in

I'm1 wherein verifying at the nonitoring:

Jali r &l oY 8 adfidsE it tichs FtefIcdas tade als@sferm having an
myi&?%%ﬁd:é’g?e{:%%?uri’r?g [ temli nf ormati on incl uding .

infﬂmfa?igﬁ §¥o%gssﬂ%&{3%iliw [RE6RA 8 pRRichlar fididdon either directly or after

erri he Captured data to an inventory

: i 16K 3 Aetter Bhgiiple] cotleod hogtibmed)
eltheréggétﬁ%g{'é?b?%%)ﬁgﬂ‘ﬁeg%i toring centggglefor conpari son

reprod’t\llic{i& FPREERG: i RBaf Rl

It will be appreciated by persons skilled in the art that the present invention is not
limited té what has been particularly shown and described herein above. In addition, unless
mention was made above to the contrary, it should be noted that all of the accompanying
drawings are not to scale. A variety of modifications and variations are possible in light of
the above teachings without departing from the scope and spirit of the invention, which is

limited only by the following claims.
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8. The nmethod of Caim6, wherein renotely nonitoring
the delivery at the access point includes using a
data collection systemto physically track itenms of

the delivery. 9. The nethod of Caiml
further including remotely printing a delivery
confirmation noti ce. ' 10. The method of C aim

1, further including generating a delivery report,
generating a delivery report including transmtting

théﬂh&?&%&m¥ﬁﬂﬁport by one of (a) uploading the
generated report to a web e a -mahl A€ -
e S8 Ry SRR L. f APt Dbl
fu r&elfé%fin% DELRdiing a8 GBAI REvay af Afdeakipemt;si gnal from -
the nonitoring center to the access point, the :
| nd@o@i?i-ng)m m®heradg dvater nfithe asivalief thoitem delivery aft the sy
an indicator at the access point. area.at th .
poinfethieveanjtotingeanfes freing located jma reppte }%P‘Ffa’odlg‘%m@ﬁ {gﬁ’%ai“a”‘m
urther including nmonitoring the delivery at the ’
oft %?:Cég%qpﬁ&tm"by mul tiple users. . d

sending a configuration signal from the monitoring center to the access point, the
configuration signal having instructions for controlling an entrance at the access point
based on verification of at least one \-feriﬁcatio_n detail, the at least one verification detail
corresponding to the delivery;

sending item information to the monitoring center; and

verifying at the monitoﬁng center that a delivered item is an expected item and

that item delivery requirements were met using at least a part of the item information.

2. The method of Claim 1, further including sending a second configuration
signal from the monitoring center to the access point, the second configuration signal
having instructions for controlling the entrance at the access point upon completion of the

delivery.

3. . The method of Claim 1, wherein notifying a monitoring center of the
artival of the delivery includes using one of (a) a notification device integrated at the

access point and (b) a notification device provided with the delivery.
4. The method of Claim 1, wherein notifying a monitoring center of the

arrival of the delivery includes using one of (a) a communication network integrated at

the access point and (b) a communication network provided with the delivery.
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14. The nmethod of Claim 13, wherein the nultiple
users simul taneously nonitor the delivery at the
access point. 15. The method of Caiml
further including issuing trouble signals for system
mal functions, the system mal function being the |oss
of a nonitoring connection with the custoner prem ses
equi pnent . 16. A ronitoring center for

nonkt or i fige ABM0E QPE Tk 1l Wlerchsth® FEEasPHEIN $BRation detail is
equi pnent, the nonitorihg center conprising: a

S T S e
RIS B SRR G e s

comruni cati on network and the custoner prem ses

ands bgsmpsplates- ' the nonitoring server receiving a
notification of an arrival of a delivery at an access
poi nt of the custoner prem ses equi pnent, the
nmonitoring server being |ocated in a renpte | ocation
di f 6.er enThd metirod of Gtdmilofurder inblwdmeg cersstelygneritozing the
verifying at | east one verification detail that

deloefy &ltiad &8edspoimasidghi east yne dh@al videdmbhiv@ingcnd temud®
an expected itemand that itemdelivery requirenents

mo#REEngret .

7. The method of Claim 1 wherein verifying at the monitoring center that a
delivered item is an expected item includes:

capturing item information including captured data at the access point, and

transferring the captured data to an inventéry contro! unit, the inventory control
unit sending the captured daté to the monitoring center for comparison with expected

item data.
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17. The nonitoring center of Caim 16, wherein the at
| east one comuni cation network is a wirel ess

net wor k. 18. The nonitoring center of Caim
16, further conprising an electronic portal to
provide access for .authorized parties to the

nmoni toring application. 19. The nonitoring
center of Caim16, further conprising an el ectronic

pubd i shitag {RURIIIPAIAR €SNRIM IRl E ﬁ@hitcSn@’lde dehvery at the
notifications to authorized parti es. . The

acce",vsItg glr tn?{ncﬁgesct?s%gfear a7 oHeRidh @temftH hiG&all$ FABE | it@rh@gf Be

m recerver recervin alar signals fromthe

.C
dehvgr?/t onmer prem Ses equi pnent .

9. The method of Claim 1, further including remotely printing a delivery

confirmation notice.

10.  The method of Claim 1, further including generating a delivery report,
generating a delivery report including transmitting the delivery report by one of (a)

uploading the generated report to a webpage and (b) e-mailing the generated report.
11.  The method of Claim 1, further including sending an indication signal

from the monitoring center to the access point, the indication signal having instructions

for controlling an indicator at the access point.
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12.  The method of Claim 1, further including establishing a logical monitoring

area at the delivery location.

13, The method of Claim 1, further including monitoring the delivery at the

access point by multiple users.

14.  The method of Claim 13, wherein the multiple users simultaneously

monitor the delivery at the access point.

15.  The method of Claim 1, further including issuing trouble signals for
system malfunctions, the system malfunction being the loss of a monitoring connection

with the customer premises equipment.

16. A monitoring center for monitoring and controlling customer premises
equipment, the monitoring center comprising:
| a monitoring server having a monitoring application,
a database, the database recording delivery data; and
a monitoring terminal in communication with the monitoring server, the
database, at least one communication network and tﬁe customer premises equipment,
}che monitoring server recei{zing a notification of an arrival of a delivery at an
access point of the customer premises equipment, the monitoring server being located in
4 remote location different from a location of the access point, and verifying at least one
VeriﬁéatiOH detail that correlates to the delivery, that a delivered jtem is an expected item

and that item delivery requirements were met. -
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17.  The monitoring center of Claim 16, wherein the at least one

communication network is a wireless network.

18. The monitoring center of Claim 16, further comprising an electronic portal

to provide access for authorized parties to the monitoring application.

19.  The monitoring center of Claim 16, further comprising an electronic

publishing system for generating reports and notifications to authorized parties.

20.  The monitoring center of Claim 16, further comprising an alarm receiver

for receiving alarm signals from the customer premises equipment.
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