WO 03/ 048963 PCT/ SGO1/ 00244 1 A nethod of connecting a plurality of renote
sites to a server Field of the Invention 5 This invention broadly rel ates
to a servwpo oBoussand net hod of connecting a plurality of remsGel/sizues. The
i nvention also broadly relates to a systemfor nanaging a plurality of
servers. This invention has particul ar but not exclusive application to

t he managenent and operation of an Internet or "web" server. 10 Background
| nt er net server s Amethodmfremmedingaiplusality affremoteaitest to alseyvarr e nodes
or junctions connecting renote sites to the rest of the Internet.
Typically, an Internet or "web" server has at |east one schedul er process
and a nunbeFigll HfthedhventiBhocesses. The schedul er process listens for
requests on a designated network port, typically 80 or 8080. \Wen a
request froma renote site is detected the scheduler attenpts to assign
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avail able to give renote sites a sufficient response tine. 25 The nunber of
server processes in a web server should be high enough to allow concurrent
process %g ﬁﬁ@*ﬂﬁ?UBQOV|d|ng for full exploitation of the available system
resources. Unfortunately, excessive concurrency tends to be detrinental to
the system perfornmance because of the problems encountered 30 by increased

cont ext swi lribiney serderseaciuas ecanméctian Epoimetwlthearlhtehlmcehey lare moﬁetsl 6e it
is extrenel difficult tq establish an optinmal setting The op
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neb 15  server processes. The scheduler process listens for requests on a designated
network port, typically 80 or 8080. When a request from a remote site is
detected the scheduler attempts to assign the request to an idle server process.
If this connection fails then the scheduler may choose to spawn a new server
process to meet the request; alternatively the request can be queued until one
20  of the existing server processes becomes free. Servers typically have set upper
and lower boundaries limiting the number of available server processes. The
upper limit prevents the web server from monopolising system resources and
the lower limit ensures there is a sufficient number of server processes
available to give remote sites a sufficient response time.
25
The number of server processes in a web server should be high enough to
allow concurrent processing thereby providing for full exploitation of the
available system resources. Unfortunately, excessive concurrency tends to be
detrimental to the system performance because of the problems encountered
30 Dby increased context switching and resource and data contention. Hence, In
practice it is extremely difficult to establish an optimal setting The optimal
configuration depends on a number of variables including the machine
configuration, the request mix and the processing characteristics of the web

application. Many administrators therefore choose to either tune this parameter



application. Many adm nistrators therefore choose to either tune this
paraneter WO 03/048963 PCT/ SGOL/ 00244 2 by trial and error or sinply
accept thwodefaebs setting. Acceptance of the default setPCirrsgot/ands to
result in either too many or too few server processes Internet servers
typically process requests on a first come first serve basis; that 5 is
r enot e S|tes are connected in the order in which they request their

Eonnect |dons by gl apdryersoragimply @cmntrb@e defenitesailings A{Cﬁepﬂﬁ@cgeﬂf\ﬂ@? d@f:Uﬂthl s
donand: 1 n tH0od RS BRI FBHNE LB ol by ot S5 8R! sk ¢ vt and

the order in which each renote site |s connected does not cause great

concern. 10 As the number of renote sites requesting connections increases
the server lrﬁ@@@h@@w@@n@!ca&w@@mwtwom Refirhremedirst serve dasis diaist s
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may abort ed connec I 'on e server thi's may

even occur udsmdnetnﬂ:ﬁsi Nther papecess of allbeating rnoctessied. toﬁhe$e\m¢@$tme®aursces
that have been committed to the request, and causes thehérermte site to
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performance 0 ser |ng of a server may occur
t hrough a gmmoﬂeentéamdneoteﬂh&)%moi@auee grdaélrccmg:lerm del i berate malicious
attack., Servers according to the prior art have been known to be open to
attacks!'Q n whi ch continuous TCP/IP packets are sent to the server. This
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15 the request is being processed. This wastes resources thét have been
committed to the request, and causes the remote site to attempt another
connection. When request resubmissions occur frequently, the resource
wastage can lead to an even greater degradation in the performance of the
overloaded server.
20
Overloading of a server may occur through a genuine demand on the server or
through a deliberate malicious attack. Servers according to the prior art have
been known to be open to attacks in which continuous TCP/IP packets are sent
to the server. This results in the consumption and subsequent depletion of

25  server resources followed by either hanging or crashing of the server.

The malicious sending of data in this way is termed a “denial of service” attack.
This kind of attack may target various levels of the server. A common form of
service attack is the SYN atitack. This is a network level attack where the
30 attacker sends continuous TCP SYN packets to a server with each TCP SYN
packet hanging the server. This consumes the capacity of the server processes
until there are no more TCP resources available. Another more sophisticated
denial of service attack occurs above the network level at the web server level.

In these attacks a connection is requested and the web server opens the



packet hanging the server. This consunmes the capacity of the server
processes until there are no nore TCP resources avail able. Another nore
sophi sti caDad/0489eni al of service attack occurs above the memsaokodevel at
the web server level. 1In these attacks a connection is requested and the
web server opens the WO 03/048963 PCT/ SgOL/ 00244 3 connection and waits
for data; this data is never sent. The tine spent by the server waiting
utilises resmnectientdrat waitelfdr detesrthissdatbes umygr fsent.hdig limg spamdy the
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comonly available. The first and nost conmon is a packet filtering
firewall. This type of firewall can protect against, K SYN denial of service
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protection. This firewall can protect against SYN denial of service attacks
as wel10 asse@Hindanetuork ageeshel Beeale talypes ehivewalls qommenlyavailakigal | s,
such as HP Praesidiume-Firewall, have a high degree of functionality and
accordingly 20 can provide a first line of protection against denial of
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protection. This firewall can protect against SYN denial of service attacks as
well as some attacks at the server level. These application firewalls, such as
HP Praesidium e-Firewall, have a high degree of functionality and accordingly
20 can provide a first fine of protection against denial of service attacks at a server

level.

A product which complements these typical application firewalls is WebQoS.
This application receives and examines all requests at a server level and
25 analyses each data packet before forwarding the data on to the server. The
application will not pass the request on to the web server unless there is
legitimate data associated with the request. This prevents the web server being
affected by denial of service attacks at a server level thereby allowing the server
to go on and process legitimate requests. Both the firewalls and
30 complementary products however do little to manage the conduct of legitimate

requests from remote sites.

The object of the present invention is to address some or all of the

disadvantages present in the prior art.



to go on and process legitimate requests. Both the firewalls and 30

conpl enentary products however do |ittle to manage the conduct of

| egi ti matwo osleepeests fromrenote sites. The object of thePpTSssoNd2tnventi on
is to address sonme or all of the disadvantages present in the prior an. WO
03/ 048963 PCT/ SGOL/ 00244 4 Summary of 4lnvention In a first aspect the
present invention provides a nethod of connecting a 5 plurality of renote
sites to a server |located on a conmputer network, the nmethod including the
steps of : ptoue gy @v;eqnte sites sending a request to connect to the
server; the gﬁV@%@’% F@Uﬁ@ one or nore server processes wherein each
server process allows connection and subsequent transfer of data between
the server 10 and the renpte site connected to the server via that server
process; cofnactiishpspest dhe npieseot inventiopnprayidss: @s maihed eofsepnractingaaone
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the serverpropesabfiows tdaneoiidri BaH stibBditientrranstgasidfasbativebhaht satier
experienced. It also has the further advantage of providing a server that
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collecting utilisation information, utilisation information being information
concerning utilisation of one or more resources used by the server to operate;
15 and
processing the utilisation information and modifying the number of server
processes provided wherein the number of server processes is modified to
ensure one or more of the resources used by the server operate at a pre-
determined utilisation.
20
This aspect of the present invention provides an advantage in ensuring that the
server operates under optimal conditions regardless of the load experienced.
It also has the further advantage of providing a server that has capability to
automatically conirol the number of processes available rather than relying on

25 trial-and-error tuning or inappropriate standardised settings.

Preferably, upon the server receiving the request to connect, each request to

connect is queued in an order corresponding to a priority allocated to each

remote site, thereby determining the order in which each request to connect will
30 be connected to the server.

When the server receives the request to connect from a remote site, the server
may allocate the request to one of a plurality of queues wherein the server

connects requests in a pre-determined queue in preference to requests in one



connect is queued in an order corresponding to a priority allocated to each
renote site, thereby determning the order in which each request to connect
will 30 weosomeexted to the server. When the server receipeasGoheozaequest
to connect froma renote site, the server nay allocate the request to one
of a plurality of queues wherein the sesver connects requests in a
pre-determ ned queue in preference to requests in one WO 03/048963
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preferential service to 5 favoured users. This allows a server to focus on
servicing priority users if desired rather than accepting sessions
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the network fromwhich to receive data; 15 the server provides the renote
site with ditaecepieRlomsPONsg tigief-ality of docunent trees corresponding to
the | ocation wherein each docunent tree represents an alternative view of
information contained at the |location; and the server sw tches between
docunent triaem diepeativeor @dditivaabferoe the methodlindlhdes dpitdiowing peefered was
pl aced. 20 Preferably, upon receipt of the request to connect, the server
exam ndd t Hdeps equest to connect and allocates it to a queue depending on a
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preferred sdfedhs:server processes;
the remote site nominates a location on the network from which to
receive data;

15 the server provides the remote site with data from one of a plurality of
document trees corresponding to the location wherein each document tree
represents an alternative view of information contained at the location; and

the server switches between document trees depending on the queue in
which the request to connect was placed.

20
Preferably, upon receipt of the request to connect, the server examines the
request to connect and allocates it to a queue depending on a pre-determined

priority allocated to the request to connect.

25 In a further alternative or additional form, the method includes the following
preferred steps:
the server receives the request to connect from a remote site;
the server examines the request;
the server may allocate the request to one of a plurality of queues
30 wherein the server connects requests in a pre-determined queue in preference
to requests in one or more other queues. These requests to connect may be
allocated to a queue corresponding to a priority determined by an examination

of the request.



the server receives the request to connect froma renote site; the server
exam nes the request; the server may allocate the request to one of a

pl uralitywofo3qussaes 30 wherein the server connects reque®C3/SIG01/60244
pre-determ ned queue in preference to requests in one or nore other
queues. These requests to connect may bg allocated to a queue
corresponding to a priority determ ned by an exam nation of the request.
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allocate the reno corresponds to a priority
determ ned by the exam nation request. 10 The server nmay al so allocate the
request to a queue on the basjs of a Ere- determ nte/gr priority allocated to
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requests to connect, each request to connect being queued in an order
according to a priority determ ned by the server thereby determ ning the
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plurality of remote sites to a server located on a computer network, the method

15 including the steps of:

one or more remote sites sending a request to connect to the server,

the server providing one or more server processes wherein each server
process allows connection and subsequent transfer of data between the server
and the remote site connected to the server via that server process;

20 queuing a plurality of requests to connect, each request to connect being
queued in an order according to a priority determined by the server thereby
determining the order in which each request to connect will be connected to the
server; and

connecting one or more of the remote sites to the server via one of the

25  server processes in an order corresponding to the order of the queue.

Where a plurality of queues are formed the server may allocate the request to
connect to one of this plurality of queues wherein the server connects requests
in a pre-determined queue in preference to requests in one or more other

30 queues.

The method of the first or second aspect of the invention may further include the

optional steps of:



25 server processes in an order corresponding to the order of the queue.
Where a plurality of queues are formed the server may allocate the request
to connewDoBo4®nE of this plurality of queues wherein thecIsScoenizgonnects
requests 1in a pre-determ ned queue in preference to requests in one or
nore other 30 queues. The nethod of thezfirst or second aspect of the

I nvention may further .include the optional steps of: WO 03/048963
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to expirs bejmy anﬁlhﬁerré@lk@ﬁttoic%nﬁééthi|ll|e§‘<9ir?}’an& he server processes. 10 In
one formof the invention the conparison of response tine and tineout tine
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information as to the response tine and tinmeout time is continuously
updat ed and a continuous conparison nade between response tinme and tineout

time unjpl & LA okPBRGHIENR RN arish SEkL38AeS ind G0N Ails
made to the Server iy He Iveniio ot eRRANSH GRESROPRR UMeaPd tneQutitm
refused a cdentiadranyhtmedieiere (Y reiRo@ Sitd BohRSBIS IS the'sehiAlia o 88rver
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immediately after the server receives the request to connect from the remote
site.

15
In a further preferred form of the invention, information as to the response time
and timeout time is continuously updated and a continuous comparison made
between response time and timeout time until either the request to connect is
refused or a connection is made to the server via a server process.

20
Where the remote site is refused a connection the server may send a re-request
protocol, the re-request protocol providing a means whereby another request for
connection is automatically sent to the server after a pre-determined time.

25 A still further particularly preferred form of the present invention provides a
method including the further steps:
the connection is made between the remote site and the server via one
of the server processes;
the re-request protocol designates a location on the network from which
30 the remote site can retrieve the results requested; and
the server schedules a server process to fulfil the request and deposit
the results at the designated network location before the remote site is
scheduled to return.



25 A still further particularly preferred formof the present invention
provides a nethod including the further steps: the connection is nmade

bet ween tWe msem9b site and the server via one of the seP¢@#SGot/oResses;
the re-request protocol designates a |location on the network fromwhich 30
the renote site can retrieve the resultsg8requested; and the server
schedul es a server Erocess t.0 {ulfil t he IGQUFSI and deposit  the resujts
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time of one or nore requests To connect, the re time being the tine
bet ween nakifalillament giidee reguesindecneaofidthicheerveulpfoddssent andl theseaneumay vi a
one of the ser.ver,processes: and the, server nma swi tch bet ween docunent
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I nventi o the server switches between docunent trees to optimse the
response tinme for one or nore renote sites. In a third aspect the present
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connection and subsequent transfer of data between the server and the
renote site connected to the server via that server process; 15 nmeans to
connect a rdhvt il agpeq the @resgnidavantiproprevisies: dsep@rfer copnentingsieniota

noni toriyRg Sk e |Lor] system providing for the
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a switching subsystem the switching subsystemreceiving utilisation
i nformat i on from@Mfe HoRINRr$eYek IBRGRISEH WHEIRIPt PALh tEPT¥ehtretesshallawdber

of connection and subsequent transfer of data between the server and the remote
site connected to the server via that server process;
15 means to connect a remote site to the server via one of the server
processes;

a monitoring subsystem, the monitoring subsystem providing for the
collection of utilisation information being information concerning utilisation of
one or more resources used by the server to operate; and

20 a switching subsystem, the switching subsystem receiving utilisation
information from the monitoring subsystem and acting to control the number of
server processes available on the server wherein the number of server
processes is modified to ensure one or more resources used by the server
operate at a pre-determined utilisation.

25
Preferably, the server includes a queuing sub-system. The queuing sub-system
queues requests to connect from a plurality of remote sites, the requests to
connect being queued in an order corresponding to the order in which each
request to connect will be connected to the server.

30

The queuing sub-system may provide a plurality of queues, the server allocating
the request to connect to one of a plurality of queues wherein the server
connects requests in a pre-determined queue in preference to requests in one

or more other queues. In one form of the invention one or more requests to



server processes avail able on the server wherein the nunber of server
processes is nodified to ensure one or nore resources used by the server
oper at e awoa3p#dedlet erm ned utilisation. 25 Preferably, tReTS€0ver44ncl udes
a queui ng sub-system The queui ng sub-system queues requests to connect
froma plurality of renpte sites, the reguests to connect being queued in
an order corresgondin to the order in which each request to connect wll
be connect e§NBeEHRAes@Iaraied tpa Teug A9EPENG i aspriaréyndetsrmned ibydha sub-
plurality ofg gieyes, the server allocating the request to connect to one
of a pluraliyy of queues wherein the server connects requests in a
pre-determ ned queue in preference to requests in one or nore other

gueues. In e formaof the invention one or nore requests to WO 03/048963
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the request forsAREESe sding it fRHEbIFsREELLt he present inventi on

provi des a server for connectling note sites to a conputer network
including : means to receive a request to connect froma renote site; one
or nore,server processes whereby each server process allows 15 connection
and subg quent transfer of data between the server and the renpbte site

connect ed t ¢ kifeusiespecting gredéniSATRIoNPHIRGRIBS: a BBART 1 cdridGihg rémbiTot e
site to the server via one of the server ' processes;
sites to a computer network, including :
means to receive a request to connect from a remote site;
one or more server processes whereby each server process allows
15 connection and subsequent transfer of data between the server and the remote
‘ site connected to the server via that server process;
means to connect a remote site to the server via one of the server
processes;
a queuing sub-system, the queuing sub-system providing a means to
20 queue one or more requests to connect, each request to connect being queued
in an order corresponding to a priority allocated to each remote site thereby
determining the order in which each request to connect will be connected to the
server; and
connecting one or more of the remote sites to the server via one of the

25  server processes in an order corresponding to the order of the queue.

Where a plurality of queues are formed, the server may allocate the request to

connect to one of the plurality of queues wherein the server accepts requests to

connect in a pre-determined queue in preference to requests in one or more
30  other queues.

In one still further form of the invention the server includes the following
additional features :



a queui ng sub-system the queuing sub-system providing a neans to 20 queue
one or nore requests to connect, each request to connect being queued in
an order wormesendi ng to a priority allocated to each reroTSGo1/H@44 her eby
determ ning the order in which each request to connect will be connected to
the server; and connecting one or nore 1@ the renote sites to the server
via one of the 5 rogesses in an order, corresponding to the order
of the queue. V\hérrg%ghéﬁérrgﬁot?({jm@faémeatﬂr@eff@'f AREQIUeHTAB 8 E3Maigysite

al | ocat e théo bedui€iiéd b thegeReet to one of the plurality of queues wherein
t he server accepts requests to connect i'n a pre-determ ned queue in
preference to redudeassifar gaterariningribe tBleauthiime qfeaiesmote sitaethet fimeout

fonturcs - WEBE EHFRARLD FoR BRES qoMiectislpen oredi ot tng a o
responses time foa termirtientsub-sysiemreRdremh fHd ;Fér;sgb@?@%ﬁé"ig th?lg{ééytc% ﬂge

server; a ans for determning the timeout ti a renote
timeout ti HE'eREE AgNQ N Antequest Itot ernnest;ie sefused bynthet seivier vexgrer the 5 a

i meout ¢ Mt 10 CBThERRANBLL I ekRE Bk Ge fo eyt hE Gt Bupciarvene
request to pmmesst is likely to expire before the request is fulfilled by a

server process. 10 The conparison of response tine and tineout tinme nay be
done at any suitable tinme. A particularly preferred time for conparing the

respon ti j I i r renote site connects . to the
ser \F/)er S1S)| a gﬁ%g?@gdrfé?g?fesrg%b#ﬁg tﬁweg%grtﬁ‘g%ﬁﬁ&rﬁ? é‘%ap)’oﬁ%gof"?r‘?é any $uitabieout
time may al $mebeA padiculartyeplictdredy timaf fortotrpRriBgItHe resSSiRie B M frRg4ESt t o

connect fromthe rgrmt te. 15 Information as to the response tinme and

S|
timeout ting fdy bg Oré’c}ﬁ‘?irﬁmﬂﬁ Bife copaagtedodhe sarvey viae sergenpiosassis The
conpari son &smparisier RIPMARB thAS and timeout time may also be made immediately

after the server receives the request to connect from the remote site,

15
Information as to the response time and timeout time may be continuously
updated allowing for a continuous comparison to be made between the
response time and the timeout time until the request to connect is either refused
or a connection is made to the server via a server process.

20

Where a remote site is refused a connection any suitable protocol may be
followed. In one preferred form, upon refusal of a request to connect the server
sends to the remote site a re-request protocol, the re-request protocol providing

a means whereby another request for connection is automatically sent to the
25  server after a pre-determined time.

An alternative or additional form of the server according to the present invention
includes a plurality of document trees accessible to the server. Each document

tree represents an alternative view of information contained at a location on the
30 computer network.

In a further alternative or additional form the server may include the additional
components of :



response tine and the tinmeout tinme until the request to connect is either
refused or a connection is made to the server via a server process. 20
Where a rwomBe4®s3e is refused a connection any suitabl e pcotseoobozany be
followed. In one preferred form upon refusal of a request to connect the
server sends to the renpte site a re-reguest protocol, the re-request
protocol providing a neans whereby another request for connection is

aut omati cal |y s@nmeegstipe pregicieg peiesapnee tingfer aderaip g toj grRINeLH 1o
alternativ?hﬁr ﬁggitional formof the server according to the present

i nventi on "Thef s a plurality of docunent trees accessible to the server.

Each docunent i decusipntstesd switthilg subadyisiemvivbieratly ithé oseraei ewitches ai ned
at a location on the 30 conputer network. In a further alternative or

addi ti onal bebreen Hecumentireptiglepabdingeon he 1888PR$BHAS: conponents of : WO
03/ 048963 PCT/ SGOL1/ 00244 11 a means for predicting a response tine for a
renote Site to connect to the server a docunent tree switching sub-system
wher eby t hayvaereveultipié dobamenb teeane goovidedtihe seesrdapye adiditipnatly sivich
response tinme. 5 Where nmultiple docunent trees are %rfovi ded the serv?r may

addi t i onal IbptwaeR dRCUBENIAEESIBARTENES He ERSRANSEIMRIQECRRE" MABIRTR? i e
for one or sm%ﬁi@%ﬁ‘%’é IR furflirediiondel it bid Bﬁﬁéqlfggﬂ;gﬁ%@hméeé@t are

sui table for he swi tchi ng may acconp

fol | owi ng fliret hewitahihg onady U® acowuplisitest breatie fiollowmgdi fotthey eptieigdonse
time for a renote site to connect to the server; a docunent tree swtching
sub- sydPemGARIAAERNS he server switches between document trees depending on

the queue in whigh (06 G@URRhg P reshonS8RMES FoE FebiE St to connect to the
server,

a document tree switching sub-system wherein the server switches

between document trees depending on the queue in which the request to

15  connect was placed.

in a fifth aspect the present invention provides a system for managing a plurality
of servers, including :

a plurality of servers;

20 a controller, wherein the controller receives requests to connect from a
remote site and routes the requests to one of the servers;

a server monitoring sub-system, the server monitoring sub-system
monitoring utilisation of one or more resources used by one or more of the
servers to operate; and

25 a server switching subsystem, the server switching subsystem receiving
utilisation information from the server monitoring subsystem and acting to
control the number of server processes available on the server and/or number
of servers available to connect to remote sites wherein the number of server
processes and/or number of servers available is modified to ensure one or more

30 resources used by one or more of the servers operate at a pre-determined

utilisation.

In a sixth aspect the present invention provides a system for managing a

plurality of servers, including :



In a fifth aspect the present invention provides a system for nmanaging a
plurality of servers, including : a plurality of servers; 20 a controller,
wherei n tWe 0do#m95»! | er receives requests to connect from &CTrS&wb@4site and
routes the requests to one of the servers; a server nonitoring sub-system
the server nonitoring sub-system nonitof2ng utilisation of one or nore .
resources used by one or re of the servers to operate; and 25 a server
swi t chi ng subsystaepr{&r@'ﬁﬁog‘é?wgfs?svm tchi ng subsystemreceiving utilisation

information fromhbhgnses v@aeiv@airtggpé&%%@&i Wagﬁgycg; %t@gugr Fd?@é R the

nunber of server processes avall e on server
servers avairequést toocoonecicto boerefiriitee phirtlily eheesiers tWiticihlarbeavaifabiety er
processes and/ ar Servers Evailable is nodified to ensure one or

nb f
nore 30 reséﬁ?%%%%?@ﬁreﬁétooq@”ﬁ’ Pe of the servers operate at a
pre-detegm ned  iddrodt ioRuirl s%bséyéiégpam? int RSqUYES e cbﬂﬁl&%'h%ﬂqvﬁ

provides a systemfor managing a plurality of servers, 1ncl
03/ 048963 PEiUrsliploDEMate gifes arephuewdd iy anf oier wensspording tootheesreley én a

request to nnect froma .renpote site and ropte the request to connect to
one of the WU‘?’&PPF@ r%gu%sértggpgngﬁivyﬁbgrrgu ia thpnext 8\'3'@%?9@6& request
to connect; and 5 a server queui ng sub-system wherein requests to connect

froma plurality of renote sites are queued in an order corresponding to
the order i fPrefgiakly, hechueuinussb-systero praddesalplutadityrof quediespeatie repuiast

avai l ab Ser v er the queul sub-syst.em provides,a plurality
of queu<|1a§, Zégﬁhpgﬁt@éﬁg%?@%@@d&%ﬁr&p%E}ge? RE"QW&!:& etSOW.W@II‘bfl’Pe[ ferver
plurality ofcopHestesregessiin 4 Brc-geterfiined §UBES IS prERBHARIStd Roqliests in one
pre-determ ned queue in preference to requests in one or nore other

queues. The OF &RIEQBEf gueURfect may be allocated in any suitable manner. A

The requesis to connect may be allocated in any suitable manner. A
15 particularly suitable manner is by allocating a request to connect to a queue
according to a priority allocated to one or more of the remote sites, or by

examination of the request to connect, or by a combination of the two.

In a particularly preferred form of the invention the system includes the further
20 components of :
a means for predicting a response time for a request from one or more of
the remote sites to be fulfilled by a server;
a means for determining the timeout time of a remote site, the timeout
time being the time until the request to connect will expire;
25 a termination sub-system wherein the response time is compared to the
timeout time and a request to connect is refused by the server where the

request to connect is likely to expire before the request is fulfilled by a server.

The comparison of response time and timeout time can be done at any suitable
30 time. A particularly suitable time to compare these variables is at any time

before the remote site connects to the server via a server process.

Additionally or alternatively, the response time and timeout time may be

continuously updated and a continuous comparison made between the



15 particularly suitable manner is by allocating a request to connect to a
queue according to a priority allocated to one or nore of the renote
sites, orwby3/oeseedri nati on of the request to connect, or bycCa/Scombiaati on of
the two. In a particularly preferred formof the invention the system

i ncludes the further 20 conponents of : a neans for predicting a response
time for a request fromone or nore of the renote sites to be fulfilled by
a server; a resporsd time deidetheitinma@utttinee Untiegihier therreqiesato eomet $8 tefuséde
timeout tinme bein ghe,tirre Ential the request to connect will expire; 25 a
term nati on E§e AN khB1agerothe SeB&®Sonse time is conpared to the

timeout tinme and a request to connect is refused by the server where the
request to connect is likely to expire before the request is fulfilled by a
server. Thdnyshpacthssforh ofdbedmesntionenanet mone ofithe sewvecsnof tize dystenat

any suitable tine. A particularly suitabl. ime to conpare these, .

Vari abl eB i Sehfs g FiadeBThiarcitu T e FehbRSE S Feiru Rl PRGSeHES Dl e vi
a server prereasansARHEI®HotYerofeqReEE fdtagditRictiont B eaUteFRABSIR SERBIARE
timeout tinme may be continuously updated and a continuous conpari son nmade

bet ween t he SAYIBa @9we-geteyngoed/tivte244 13 response tine and the timeout
time until either the request to connect is refused or a connection is
made to the server. In yet another formof the invention, one or nore of

t he servers:Whéret the cyrsteetion s sertdshetweenr thauesiotersitb el tHeosdrier viandies
site, th& re-request protocol providing a neans wherein another request
for conhgct i%hEhg serYer BrRAassas pddae fe1eayast pralepokdesignates a Ipeatianerihg ned
Lime. Vet & ddiRo®ORDRF With e TBHBIP SIUaeh Hifel€TRE FeSlite MRMSAE, Sty er
via one 10 of the server processes an e re-request prdtocol desi ghat es
a |l ocation daveheeangtowschedulora shiven proeessetoofufilthe eeqaestr arid depesit e

eSS Theciotey HERTe e Ib oot lass eehed B
before the rgaphe site is scheduled to return.
15
The invention will now be described in further detail by reference to examples. It
is to be understood that the particularity of the following examples does not
supersede the generality of the foregoing description.

20 Brief Description of Drawings

The invention will now be described in further detail by reference to the

enclosed drawing illustrating an example form of the invention. It is to be

understood that the particularity of the drawing does not supersede the
25  generality of the preceding description of the invention. In the drawing:

Figure 1 is a schematic diagram illustrating the system architecture of one
embodiment of the present invention.

30 Figures 2 & 3 illustrate algorithms that illustrate aspects of the present
invention.

Figure 4 is a schematic diagram illustrating the system architecture of a further
embodiment of the present invention.



15 The invention will now be described in further detail by reference to
exanples. It is to be understood that the particularity of the follow ng
exanpl es wWoa3/0#8963 supersede the generality of the foregoiPog/SéGeseripti on.
20 Brief Description of Drawi ngs The invention will now be described in
further detail by reference to the enclepged drawing illustrating an
exanpl e form of  t invention. It is to be understood that the

particul ari tletgjle ﬁ%ewmw does not supersede the 25 generality of the
precedi ng description of the invention. In the drawing: Figure 1 is a
schematic diagramillustrating the systemarchitecture of one enbodi nent

of the preséliite present irventid0 pgrogidess Aub3r idf Insdhamismaltigalr inalrise Ubed to
illustrate aspects of tgﬁgrpresent invention. Figure 4 is a schematic

di agram i | | JOPFRUS {Be PRIQYRANGR & cAi WEBt BPR/ehT o egPt Machapinsowi Bkt Dof
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Description The present 1 nvention provides a mechani sns t
be used to softpare produetper f or mance of a web server. These nechani snms nay
be 5 inplenmented either in web servers directly or integrated into

associ ated software products. The invention may deploy |oad nonitors for

critical systRMBRasH $88y aagtrbya@gd%ﬁbﬁ%rs%%ﬁﬁéﬁ%r]s@%ﬁqkr%sen%e%eéow Xs

adapters. The nunber of serv processes may th e set to ensure the
| oad of cri tsecedr @PW$hehaubtdidksmand, netwbils edlaptésrsur cElke i sumbehiaf aarver

i 1 ng PoqRRreses BBICER GhSPL 1 RS in® L5 0F SUIERLORE PR SR and

free server yiligs®s886urdBY BOwiRINThAARSPMRE SranhBe FeRthiatn ¥ el Server
acceptabl e range. The inventors have found that it is 15 particularly

desi rabl e t greeegseshvay e spawvnedsouwading taguests BoopmECtOvbereat theilsadiisn.
below the desired range, and free server processes may be terminated where
the load is over the acceptable range. The inventors have found that it is
15  particularly desirable to keep the critical resource within a 60% to 70%
utilisation.

The components of one form of the present invention are illustrated in Figure 1.
The remote sites 10 are connected to the network 20 that facilitates the

20 connection to the server 30. Within the server there is provided a resource
monitor and respbnse monitor 70, this monitors loading of the server and
provides information which can be used to control operation of the server. Any
requests from the remote sites 10 can be queued 60, the schedule 50 can then
dictate which requests will be actioned by the server processes 80. Where

25 multiple document trees are provided for a particular set of information
requested by the remote site then the server process can then choose which
document tree 90 to provide.

The invention may accord priority to remote sites requesting a connection in a
30 range of ways. For example, this may occur in web applications such as on-line
banking and electronic customer relationship management where a request to
connect has been sent then further follow-on requests are issued during the
session. In at least one embodiment of the invention follow on requests can be .

given priority over new requests. This ensures that those who are currently



The conponents of one formof the present invention are illustrated in
Figure 1. The renote sites 10 are connected to the network 20 that
facilitatwe 08/e9620 connection to the server 30. Wthin tiR€eTS€0V@0244 here i s
provi ded a resource nonitor and response nonitor 70, this nonitors |oading
of the server and provides information yhich can be used to control

rver requests fromthe renote sites 10 ¢

operation of S n

queued 60, L!S@EHg@Lﬁ%V%rOh@‘é‘h aCReSS tytha apeerrptieribandae Safrern ta @9 on
actioned by K ly BfshaAr e
provi ded forf&'gﬁeifétqtgsltﬁrtﬁgtgté%gﬁk@gf omrﬁgﬁst@ 8 dg%gﬁrtﬁgﬁ réedrmt eagli te
t hen the sersimmngrai(smwceao thd)mr&rhokessitednlcéadydmmmmdtwmr@mn orderedi de.

The i nventiQn accord priorit te sites r uesting a ¢onnection
"n°a 50"t a5 ObkelirsaupBes Boamewhit Hlediep Ghedn Toheash dlspe e AeTong
such as gn- 'thé‘ﬁ’ea@ﬁ%%%t%’éﬂt?éé@cf?éﬂfoé k0% rwﬁkﬁt:{ ﬁﬂ?l iR, MBI geeRst
where a request to nnect has been sent hen urt OW Oon requests

are issued doeiwsap sdreer keatémaio teguaistd ipdbe highes vmdityrgueuabetdre moniegt | on

ot ohon, ST oo alaBpb bl BAStaIB RS n SRR .

server have a@&%ﬁtﬁb@m@hﬁe?%%ﬁaﬁﬁ[eﬁ%ﬁs&@é’d‘ rédifeste A/ bd fltoligePBver AW her

requests that "are [ikely to overload the systemresulting i n additional

sl owi ng of gequésie neeuttllmgsm aepuoitiaing e requesisy by dheeoumber \Ghecannagtion
order ed 0 |stt of serw ce queues together with selection criteria for each
queue |§ defd 8 then each request can be allocated to a queue for which
it qualifies. ThIS allows the web server to attend to requests in the

hi ghest priority queue before noving onto requests from other queues. Each
request to ddgeribmanthatmeodeli theiarrigaldofi & requsst auid eemplatignrira reqesé2s@pl e

b oo SRR B CRLBE 5 &Rl Ukl SOV Bk W e S i
Al gorithms t“fagze@o@@uhvélhetr@lt lé \akeqiest drausesthenidwilpbel aédigiedfto an efigest
are shown in Figures 2 & 3. Figure 2 illustrates the situation where the

event i35 " SGAIAIATORRSS.v KlowWeuakanhpes resaueR siilisatian Bdalpura predgieimipad
assigned to af,d $& a new server process will be spawned. Figure 3 illustrates the

situation'where the event is “request completion”, that is where a request has
been assigned and completed. If utilisation of the resources is above a pre-
determined value then a server process will be killed. Alternatively, where there
20 are queued requests the highest priority request will be removed from the

queues and assigned to the server process.

The invention may also accord priority to a request to connect based on an
examination of the request itself. For example, HTML pages on many web sites

25 and web applications contain a mix of text and non-text. One example of this is
the provision of text information and images. The inventors have found that
users tend to be satisfied where the the text portion is presented first with the
non-text portion being presented at a later time. A hiip request to retrieve
information such a HTML page can be divided into requests for the text portions

30 and requests for the non-text portions. By examining the requests, the server is
able to queue the requests for text portions at a higher priority. This ensures
that more users are able to receive the text portions earlier and faster than
would otherwise be the case.



15 server process. However, where resource utilisation is below a
predeterm ned value then a new server process will be spawned. Figure 3
i 11 ustratwe oBlessesi t uati on' where the event is "request ceopiseni/ond4 that
is where a request has been assigned and conpleted. If utilisation of the
resources i s above a pre- determ ned valge then a server process wll be
killed. Alternatively, where there 20 are queued requests.the hl%hest

priority reteiwvenrfion may alsadieldde adariliyeo dralydth heceledingnedeigrtipgof

server proc | t

connect | badERtsRER CAHERL AibRY oPbORRG EX ARG Rolipks' i igARRAmER
pages on medy, weduetidesr néwlyaariveeregppst gl oe sejeoteidall thay sysbenmfexpe&ts and
non-text. One exanple of this i_s the provi siacmgof text infornmation a

i mages. Thelhenigsest £ fme: obburdis M@V'd%@r vhgge R r@%ﬁt%isi‘tgoc%ﬁfee t he
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The |nvent|on may al so include a faC|I|ty to deal with the deferring or
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The invention may also provide for the adaptation of returned results. This is
where the system accepts one or more alternative document trees for the same
20 web site. The document tree can be selected by analysing the time-out ratio
and turnaround time of the semef during operation. Where the server is
experiencing heavy demand then a less data intensive document tree may be
provided to the remote site. Allowing the server to dynamically switch to a less
processing-intensive document tree aids in improving response time. Where
25  this mechanism is combined with the queuing priority feature described earlier
the invention can ensure that higher priority remote sites receive less

degradation in service.

In a further embodiment the invention provides a system having a number of
30 servers. A controller is set to receive requests and route them to one of the
servers. The controller may also have the function of performing the load
balancing and fail over functions. In one exemplary embodiment of the
invention the dynamic setting of the number of server processes is employed by

each individual server. The prioritising of requests, deferring or rejecting of



of the request as well as a delay tine that wll cause the browser of the
renote site to automatically re-issue the request after a specified del ay.
Thi s del ay0b5/0my3 correspond to the estimated tine for serPeirSGigoals t he

hi gher priority and/or earlier requests. The invention may al so provide
for the adaptation of returned results. This is where the system accepts
one or nore alternative docunent trees flof the sane 20 web site. The
docunent tr
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fail over functions. In one exenplary enbodi nent of the invention the
dynam c setting of the nunber of server processes is enployed by each
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de- act i vat e cosirokgrsnaludisng agchpaule&ft and slueverGpreratesitn gontselgonneption

of fered by ' a u as an Internet Service 5 Provider.
Practi cal | y%le?}\'péérﬂgge %%réﬁfﬁ'g&m)dl fication of server properties such as the
| P address. It nmay also require port assignment of switches to add/rem)ve

servers fromthe virtual |ocal area network of the web server operator.
system accor\/ﬂh'lﬁgt"t%prtel‘@@nbﬂ'é@élﬁf’“ nAg diranoResabeAdn marticypedeiaily B shopld bQ_O

'213' “Zt "5 ed (Lanily Hhparént 18CtHOSBOLE Sty 18kift" fh GRBNGA! fRat! nhRGes AT K

modifications in form and details may be made without departing from the spirit

and scope of the invention.



controller including a schedule 50 and queue 60 operates to control
connection between the servers 30. Wiile the present invention has been
descri bedwpDm3p#963 cul ar detail, it should be 15 readily @zppsGoenvo2te those
of ordinary skill in the art that changes and nodifications in form and
details may be made wi thout departing frignthe spirit and scope of the

i nventi on. ﬁ?_03/048963 PCT/ SGO1/ 00244 18 dains: 1. A nethod of
connecting &'@MFality of renpte sites to a server |ocated on a conputer
network, the nethod including the steps of : 5 (a) one or nore renote sites
sending a request to connect to the server; (b) the server providing one
or nore server pAometsesofenreatingax hluralidy wéremote eéas 0 Aagsverdanatedi@h and
subsequent transf t he sq&ver and,the renote site

f d bet . .
connect ed t@W"EéF 8@?"’%@1]"?&3%&'%@%\% etePs 8 (¢) connecting one or

more of 4 he r e Si bpe bPnidie @%ﬁ&@rsit@saseﬁ@m?% feRBeSE iy YonREOCRS B8RS
(d) collecting uti'lisation information, utilisation information being

i nformati onsemmecerning utilisation of one or nore resources used by the
server to operate; and 15 (e) pr.gcessing the utilisation inf i nd
nodi fyi ng t he nuk@er ?Sgﬁﬁ’gwalf@eg%%gr&%ﬁ%% eaﬁé?%qsﬁe?ﬁlgﬁ%gt%ggcrgf
server procggart prscdBdhfidviscohfe@RUERI SiiSsejudmitnefert dfed4te HRUNEES ths ed

by the server operate at a pre- determned utilisation. 20 2. A nethod
accor di ng t sepleaiamdithewhmoie siteveonnedied de the: pevet viabat saeer PSSt to

h . qi q . o
2l ocat B o eactr emspa SR o EtySHERLIR SR AEOR Feh ot
request to epfHEesdrvit plodeeseonnected to the server. 25 3. A nethod

according to claim1, wherein upon the server recejving the reguest to
connect from a réiot e colleeting netilisatiorr infpimaatiens lifisatieiy uidermaliosn deing

information concerning utilisation of one or more resources used by the server
to operate; and

15 (e)  processing the utilisation information and modifying the number of
server processes provided wherein the number of server processes is modified
to ensure one or more of the resources used by the server operate at a pre-

determined utilisation.

20 2. A method according to claim 1, wherein when the server receives the
request to connect, the request is queued in an order corresponding to a priority
allocated to each remote site thereby determining the order in which each

request to connect will be connected to the server.

25 3. A method according to claim 1, wherein upon the server receiving the
request to connect from a remote site, the server allocates the request to one of
a plurality of queues wherein the server connects requests in a pre-determined

queue in preference to requests in one or more other queues.

30 4. A method according to claim 3, wherein one or more requests to connect
are allocated to a queue corresponding to a priority allocated to one or more

remote sites.



a plurality of queues wherein the server connects requests in a
pre-determ ned queue in preference to requests in one or nore other
gueues. 3WO4H3/048958t hod according to claim 3, wherein one @CTEGOE002@guUESE S
to connect are allocated to a queue corresponding to a priority allocated
to one or nore renote sites. WO 03/0489¢3 PCT/ SGO1/ 00244 19 5. A nethod
according to claim 1, wherein upon the server receiving the request -to
connect from-the x%m@ds@qc@,rd'ﬂﬁetor daiiesh whergitanipRBEhENLIVeRfesRifingdbet o

al | ocate t heopGAD & SELSAR ﬁ'oﬁEQHS Yg}h{ﬁé ?i’trgr elﬁ@?rggﬁ%%ﬂa?s &(?:nﬁéé gan

determ ned by ‘exam nation of t reques ccor claim

1 or 5, whercategusad tdalleeateethe esrabia Bije fohe gqespesthitio correspohds rionat he
renote site, the request |s allocated to a queue on the basis of a

pr e- det er mi rSIPTRY A rﬁ“}”%d Py exaination ¢fdhe spgastsite. . 10 7. A nethod of
connectigg a plurality of renpte sites to a server |ocated on a conputer
network, the nethod including the steps of: (a) one or nore renote sites
sendi ng a rdjuestA toetbodraacording ttheclaigerd var 5, whprdiheipoer ther sgnver reiaigngne

or nore server processes wherein each %5 eryer process allo connecti on
and subsequah® 'ERURRRECoBNeRLaMIBeiERIvts S, e paHosHR alkealethiora duptie
connected t o {3 %é’@fa#r@-db‘i@r\?niﬁ@cﬂ PRIy ARRAR tBCt}weCiérﬁg}éé‘Qitél. plurality of

requests to connect, each request belng “queued Iin an o r according to a
priority allocated to each renote site thereby determning the order in
20 seryv

whi ch eggh request tq, connect will be conpected to the r;. and (d)
connect Tflg dne. orA ASBSRE! ERBnPeing & RUIBLY ¢ Bmae sUes do B sdrven Boaist bhe
Server process&mplibri2iRbAEthe RISHISPRRIlidMY e sleps@der of the queue. 8. A
met hod according to claim 7, wherein upon teceipt of the request to 25

connect, the serve} exQi¥ geInotee rerdgieesites sapdingeat rem@shlto zaanest to the a
queue deperg%inr,’n&_on a pre-determned priority allocated to the request to
connect . ’

(b)  the server providing one or more server processes wherein each
15  server process allows connection and subsequent transfer of data between the
server and the remote site connected to the server via that server process;

() queuing a plurality of requests to connect, each request being
queued in an order according to a priority allocated to each remote site thereby
determining the order in which each request to connect will be connected to the

20 server; and
(d) connecting one or more of the remote sites to the server via one

of the server processes in an order corresponding to the order of the queue.

8. A method according to claim 7, wherein upon receipt of the request to
25 connect, the server examines the request to connect and allocates it to a queue

depending on a pre-determined priority allocated to the request to connect.

9. A method according to claim 7, wherein when the server receives the
request to connect, the request to connect is allocated to a queue based on
30 information including a pre-determined priority allocated to the remote site

sending the request to connect.

10. A method according to claim 7, wherein a plurality of queues are formed
by the server, the server allocating each request to connect to one of the



9. A nmethod according to claim?7, wherein when the server receives the
request to connect, the request to connect is allocated to a queue based on
30 i nf or reDiod4896E| udi ng a pre-determ ned priority all ocaPed/sGo1/bdre4 r enot e
site sending the request to connect. 10. A nethod according to claim7,
wherein a plurality of queues are fornedzoby the server, the server

|1 t t t to one of the WO 03/ 048963
pT Seon/ Qo bl arBo8h RpUPS we TG %%Nﬁh@panﬁctﬁhr@qg@ﬂﬁem 2GRS iBRdest s

in a pre-det@fdiciBPrei8H& {1y h@fs%ﬁﬁr&frf’eé Hﬁ'\% %ubﬂ gne or more other
queues. 11. met hod according to any prece |ng ai'm urther i ncl udi ng

the steps: 5 (a) predicting a response tine for the renote site that has
sent a req t tp_cqnnect esponse tinme bel ke for t he
server to ;ﬁsfi ﬂf?n#ﬁﬁo&g&ﬁgr nq{o# REeCeding: aig ¢ grth Wch‘gf@ﬁi

timeout ginme for (whe rpﬁ@ﬂkﬂnglé%sédﬂ?sé RO ¥y fHem?emB% Ree! {hat tl‘la'%“»‘sé’rﬁ%'

the request to connect w il éexpire; 10 (c) conparing the response tine
to the timedaguesink® apeneaif tm rﬂﬁmnlseqfumetbelm@élne ttnhe takemudart thes séivielty t o

expire befor f e of the server processes. 12. A
met hod accorf§|ﬂhgh§gg%‘$e trt#) %P%‘?Iﬁ S[?tﬁe conpari son of response 15 tine
and timeout time (pp dQﬂﬁeﬂﬁmﬁrflgyattfrﬁBo@lefmbefoTrhﬁerr@PﬂHté dtiel Qh@%ﬁ@ﬁi}tsnrﬁé’ the
server via a server process A net hod according to claimi1l wherein the

conpari son diein@oirge until the weyest ieeeannect will expiraigedi nedi ately after the

et hod J8cor(il ng CamedieiHe: eipehe TR RE e fABRLERECAR Fobbin vt e

and ti meout Wh\dﬂ’e the requnéstis sty Yo erpiaé dicodt carcbatfilfiNed By @peRstiths e8rvefade
between response time and timeout time until either the request to 25

connect is rEPER¥®Ser a connection is made to the server via a server
process. 15. A nethod according to any one of clainms 11 to 14 wherein upon
refusal of a request the server sends a re-request protocol to the renote
site, the ret2. A method according to claim 11 wherein the comparison of response

15 time and timeout time is done at any time before the remote site connects to the

server via a server process.

13. A method according to claim 11 wherein the comparison of response
time and timeout time is made immediately after the server receives the request
20 to connect from the remote site.

14. A method according to claim 11 wherein information as to the response
time and timeout time is continuously updated and a continuous comparison
made between response time and timeout time until either the request to

25 connect is refused or a connection is made to the server via a server process.

15. A method according to any one of claims 11 to 14 wherein upon refusal

of a request the server sends a re-request protocol to the remote site, the re-

request protocol providing a means whereby another request for connection is
30 automatically sent to the server after a pre-determined time.

16 A method according to claim 15 wherein
(@)  the connection is made between the remote site and the server
via one of the server processes;



request protocol providing a neans whereby another request for connection
is 30 automatically sent to the server after a pre-determned tine. 16 A
nmet hod acworodiosg96z o cl ai m 15 wherein (a) the connection i PCrsdol/betineen t he
renmote site and the server via one of the server processes; WO 03/048963
PCT/ SGOL1/ 00244 21 (b) the re-request pratocol designates a |ocation on the

twork f which th i i he.. | . and
() "The serverstRbauliee "&TeuTel PriiocRheeSbhaBls Itaring Ll afUR e "
deposi t t he wHsHHeSrethotelGtetRM @hddRAhBGEYARK rdpEatdRmmRE any tinme before

the 5 renmote site is scheduled to return. 17. A nethod according to claim
16 wherein (a) tke sethersangr seheduler ar sepyenwoecest toffuliihdhe repded arGuest

10 connect SrhoghdiERRATE bb T SBaRRalE rebBHCREARF Ao HvR, bEBi The co.
and (b) shersebwesits W scHaeldietovedirna plurality of docunent trees
dependi ng on the response tinme, wherein each docunent tree represents an

alternative view of informati on contai ned at the server. 15 18. A net hod

accordi ng tq cl aipg}snll)eg}}'g@g%gd'r{@ﬁd}% a%w% Mréﬁhes bet ween docunent trees
S | or 0

to optimse t7he e of nore renote sites. 19. A nethod

according to any(gne ahe dedlersmanitorsliewaepense time bhenewrmeotd esquest tade
between the renote site and the server 20 via one of the server processes;

and (b) theCoBReRl BRI [RIROHSBeliMEe RN R AIMEyDRVass RN 17 geguest 1o
dependi g ORohREIR thd GrifictiBn 1§18 deFRik dhe GARESElvaFRobldERIangher el o
each docunment tree represents an alternative view of | nfornmtion’ contained
at the server. 2b) 20.thé\ senveer sivilchexrivetoseieng ar quintatitysi dfesidcameent otrpas er
network, including : (a) nmeans toQ receive, a request to connect from a
remote sit edepending on the response time, wherein each document tree represents an

alternative view of information contained at the server.

15 18. A method according to claim 17 wherein the server switches between

document trees to optimise the response time for one or more remote sites.

19. A method according to any one of claims 2 to 10 wherein
(a)  the connection is made between the remote site and the server
20 via one of the server processes; and
(b) the server switches between a plurality of document trees
depending on the queue in which the request to connect was placed, wherein
each document tree represents an alternative view of information contained at
the server.
25
20. A server for connecting remote sites to a computer network, including :
(@) means to receive a request to connect from a remote site;
(b)  one or more server processes wherein each server process allows
connection and subsequént transfer of data between the server and the remote
30 site connected to the server via that server process;
(c) a means to connect a remote site to the server via one of the

server processes;



(b) one or nore server processes wherein each server process allows
connection and subsequent transfer of data between the server and the
renote 3WOoIBNEIONNected to the server via that server pPOTSEH1/0(2d) a
means to connect a renote site to the server via one of the server
processes; WD 03/048963 PCT/ SGOL/ 00244 22 (d) a nonitoring subsystem the

noni toring subsystem p i di for he cqllecti.on of uytiljsatian ..

i nformation bei ng({d?nf oér %érﬁgﬂ%gog%%?)}rﬁt%’ ﬁ'iq W%%?IBQ %%Sygt?iﬁcdjgwswg for
resources usiad doylettish stutRatibe itfBANaticn bamg ihRrmatisW dopBeing uliksstioansf t he
swi tching subsystemreceiving 5 utilisation information fromthe

noni tori ng sSABSHETERE eePLEes Heed BY dbaspoler tmeperaigbaind of server processes

avai |l abl e on the rver %%ﬁi?\ t 59%‘%[1&95sgﬁ@%ﬁﬁ{gpgé%iggﬁ?ﬁaif&m%fi ed

to ensure one or re resources use

pr e- det ebmi netilisation iirfatration #@n2 the Mmardioriay sUbRYsM Gnidoactiry 1 8éhtrdichedi ng
a queui ng sub-system the queuing sub-system queuing requests to connect
froma plur MRS SEREIPIOsPERRS avalabia fedie sevalonhetabybienguagbeied in

an order cor i : I i c to ||
e connect o4 ot Roctasb it figafbtely bedd) Gl WRTihoke HHSSrob? (BRNEF Y |
t he queui ng sarbersysdrate atr ayprelesterminpddiutiligatipnof queues, the server

all ocating the request to connect to one .of a plurality of queues wherein

the server connects requests in a pre-determned queue in preference to

request i N HNe oL JENE %EBSFdiﬁ’g"?Heélaingozc?%clgtﬁiﬁggétegué\ﬁﬁ@Qiﬂ"-g)éé@mc'tﬁbm 22

wherein one or nore requests to connect are d to”a quetie atcordi ng
to a priori tquelin®cabesystemogecwing e estsnict eonsédtefon4. plrality vafr remote

di to.claim 22 wherein on recei pt of,the request to 25 connect,
fhe_queui'ng SGse 4 GaURTndoTBREt hPinocareed foan et corssaoadiaddo AR ch
corresponds 6nﬁeﬂirﬂhhféh'é_ééh%bﬁé§? tﬁ%rﬁﬁécﬁm%é‘é&hﬁ’ébt@& td er E&QEest. 25. A

server according to claim 23, wherein when the server recelves the request
to connect, the request to connect is allocated to a queue based on

16 22. A server according to claim 21 wherein the queuing sub-system provides
a plurality of queues, the server allocating the request to connect to one of a
plurality of queues wherein the server connects requests in a pre-determined

queue in preference to requests in one or more other queues.

20 23. A server according to claim 22 wherein one or more requests to connect are
allocated to a queue according to a priority allocated to one or more remote

sites.

24. A server according to claim 22 wherein upon receipt of the request to
25 connect, the queuing subsystem examines and allocates the request to a queue

which corresponds to a priority determined by examination of the request.

25. A server according to claim 23, wherein when the server receives the
request to connect, the request to connect is allocated to a queue based on
30 information including a pre-determined priority allocated to the remote site

sending the request to connect.

26. A server for connecting remote sites to a computer network, including :

(a) means to receive a request to connect from a remote site:



30 information including a pre-determined priority allocated to the renote
site sending the request to connect. 26. A server for connecting renote
sites to womstpseser network, including : (a) neans to re®€rs&In02dguUest to
connect froma renote site; W 03/048963 PCT/ SGOL1/ 00244 23 (b) one or nore
server processes whereby each server proggss allows connection and

subsequent transfgi of data between the server and the renote site
connected to the ©drve?NQiY MIE SEMEErPIEFBEIRSs Whessbyeearh SerasnREQGesE

remote Si e ApvERRiceh HHsAEdlert YanSl  da bBIASSP A sl D) agiel 19

sub-system the queui ng sub-system provi oné or fore
requests to reonmiesite connkcieddodké seover oienthet sbaien@roepssyed in an order
corresponding to priority allocated to each reppote site thereby

determ ning the o(g):ier ﬁnﬁaﬁ%it%ﬁo’é’&%ﬂar@ﬁﬁ%@ts'iedo ArseEyenyia ongeof the server
connect eg t qyrhpgssedrver; and (e) connecting one or nore of the renote sites
to the server via one of the server processes in an order corresponding to
the order of the (dheuea qaBuing ssibrsysteracther gliewdng subisysten Grovidingianmeans
plurality of, queues are 15 w rver, al l ocating the request

i f or ned th the s?
to connect t'8 BB ERET ngg{learqq%psg 10, RANEEC ’mﬁ%‘?’rbirﬂq‘ﬂ?% %89@?9‘30 Bgs
requests to fiReCIn &A GrdBf goﬂgéﬁéﬁaiﬁ Cko%lgirfrgairw auBé@tEaeH%néscri PoimbbiRES | N

one or nore other queues. 28. server acc ng to any one of clains 20 to
27, i ncl udi fherebyo detgrmiaiags therordeedncwihich seachs pegsestt iorecdnoect avjliebée
froma renote et e fulfilled by the server; (b) means for

determ A:Bng Ctorqggf:f tgﬂhgtsieﬁéeroﬁn renote site, the timeout tinme being the

time until the reqayestcdrmeeBfgemie ¥ or@BPiRE remble SitdLIHALERRr SHPoRY St M
wherein the response tinme is conpared 25 to the tinmeout tine and a request

to connect % thepas®d psgcassesde anardanesrsespandingtpubetorder obieegueues | i kel y
to expire before the request is fulfilled by a server process.
27. A server according to claim 26 wherein a plurality of queues are formed
15 with the server allocating the request to connect to one of the plurality of queues
wherein the server accepts requests to connect in a pre-determined queue in

preference to requests in one or more other queues.

28. A server according to any one of claims 20 to 27, including :
20 (@)  means for predicting a response time for request from a remote
site to be fulfilled by the server;
(b)  means for determining the timeout time of a remote site, the
timeout time being the time until the request to connect will expire;
(c)  a termination sub-system wherein the response time is compared
25  to the timeout time and a request to connect is refused by the server where the
request to connect is likely to expire before the request is fulfilled by a server
process.

29. A server according to claim 28 wherein the comparison of response
30 time and timeout time is done at any time before the remote site connects to the
server via a server process.



29. A server according to claim 28 wherein the conparison of response 30
time and tineout tinme is done at any tinme before the renote site connects
to the swOwWeN4896R a server process. WO 03/ 048963 PCT/ SCOPCOGBAH00224 30. A
server according to claim28 wherein the conparison of response tine and
timeout tinme is made i medi ately after thg server receives the request to

connect fro he renote site, 5.31 server according to claim?28 wherein
i nf or mat i onr%(i to t Seryggsgﬁgrglr.{q Fﬁsé@fﬂ 2% N@@Lﬁ?mﬁg‘ﬁe&?@p%{ﬁﬂq Et&%q%se
updat ed and {fng @i RNEsIR tirs® TPRTaHBAMMBHISIREANELh! dKvECRR@NZS th TBqddyd t he
timeout tinme until the request to connect 1s either refused or a

connect i on ite aphdect isomHbedempte sii¢.a a server process. 10 32. A server
according to any one of clains 28 to 31 wherein upon refusal of a request
the server sends to the renpte site a re-request protocol, the re- request

protocol 5pragi.ding A nRasr \Weeoeinyg avolchem oBduasdrefrinfRmagehi 88 & the
automatically sent to the server fromthe renote site after a

pr e- det er i négpPonse time amsi timeaériree iaceontifiuagistyo updatash @ndf accentinsions t o

docurent 1 r SOEHL hates ban Pl TR bt R, G534 6 et d OBl ea o
a | ocation orqubst toasanieet isgiterrsiusedord consdtioreis raaaeeithe sbaet v i 33
including : (a) neans for predicting a response tinme for a renote site to

connect to t¥REVEERPEPSS.and (b) a docunent tree switching sub-system wherein
t he serggr 25 switches between docunent trees depending on the response
time. 35. A server according to claim 34 wherein the server sw tches

bet ween doc3a@rentAsepes docoming to any ohe ofedimss2s to 8% lsrelme@p ot refosal of

renote sites. 30 36. A server according to any one of claim?2l to 27

i ncl udi ng : @ request the server sends to the“remote site a re-request protocol, the re-
request protocol providing a means whereby another request for connection is
automatically sent to the server from the remote site after a pre-determined

15 time.

33. A server according to any one of claims 20 to 32 including a plurality of
document trees accessible to the server, each document tree representing an
alternative view of information contained at a location on the computer network.
20
34. A server according to claim 33 including :
(a) means for predicting a response time for a remote site to
connect to the server; and
(b) a document tree switching sub-system wherein the server
25 switches between document trees depending on the response time.

35. A server according to claim 34 wherein the server switches between

document trees to optimise the response time for one or more remote sites.

30 36. Aserver according to any one of claim 21 to 27 including :

(@) a means for predicting a response time for a remote site to
connect to the server; and



(a) a nmeans for predicting a response tine for a renote site to connect to
the server; and WO 03/048963 PCT/ SGO1/ 00244 25 (b) a docunent tree

swi t chi ngweuwbA$3963 em wher eby the server sw tches bet weenPdOSGIRN244 r ees
dependi ng on the queue in which the request to connect was placed. 5 37. A
system for managing a plurality of serve2s, including : (a) a plurality of

servers; (b) a contpglle e|n he c troI ceiv ugst

connect froma ren{)@e sqr tde\gg %ss“f" '?%q?@%%se(?{}‘ d/ﬂekiergﬁg ﬁ'& E‘SW&S
(c) a ser versmnegcafelm%wbc@mehetm&faie pBARHMG onTIHY §@EUd th WHizh thE reysdstm
nonitoring utilisation of one or nore resources used by one or nore of the

servers to d@@panect\&aept@pda server switching subsystem the server
swi tching subsystem receiving utilisation information fromthe server
noni toring subsystemand acting to control the nunber of server processes

avai | abl 8 org7 he fseystem wﬂdﬁaﬁag]ﬁ? ayelityodf Sevee! hohwdih 9ab| e to connect to
renote sites wherein the nunber server processes and nunber of

servers avail abl e | @®nod PUERfitY 8f 891¥EF% one nmore resources used by one
or mre of the servgys %086rﬁPcﬁle?t\?/ﬁel%rlr‘?fhéjgér'ﬁ%ﬂer?ggcé’i(/es S8 1 By

system f or managi ng plurali vers arality of

servers; (b)frdmanemcﬂerseteemderoater@mveeetqueetsaomec@f tﬁe@enaersermte site and
route the request t&connect to one of theb plurality of servers which are

avail abl e to recei vi€)a rae&Gé‘éGtr MONHBHAG cBUb-gyRieny ite) Sﬁ“’@érﬁ@ﬂ' teieg; Swp-
sub- sysygm whefeh ’Pné t@tll&ﬁt:&ﬁ%%‘ﬁb Jrr Ble ?edé&Héé”s Uk ergéCTEF FhotbtdFS

are queued in an or rrespond|ng to t e or request to
connect wil Ithé)eer\musanioperettda;eambxt avai | abl e server. 39. A system accordl ng

to claim38 vvherein(} qgueui ng F st.em 30 rovi des atp urali Sy
queues, each requestdt o TBRVEESWE H@ysa*ft?sdéﬁrﬁd oSBIYET Shvitching sub ystem
receiving utilisation information from the server monitoring subsystem and
acting to control the number of server processes available on the server and/or
15 number of servers available to connect to remote sites wherein the number of
server processes and/or number of servers available is modified to ensure one
or more resources used by one or more of the servers operate at a pre-

determined utilisation.

20 38. A system for managing a plurality of servers, including :

(@) aplurality of servers;

(b) means to receive a request to connect from a remote site and
route the request to connect to one of the plurality of servers which are
available to receive a request to connect; and

25 (c) a server queuing sub-system wherein requests to connect from
a plurality of remote sites are queued in an order corresponding to the order in
which each request to connect will be routed to the next available server.

39. A system according to claim 38 wherein the queuing sub-system
30 provides a plurality of queues, each request to connect being allocated to one of
the plurality of queues wherein the server connects requests in a pre-

determined queue in preference to requests in one or more other queues.



the plurality of queues wherein the server connects requests in a pre-
determ ned queue in preference to requests in one or nore other queues. WD
03/ 048963WB@3h&36x/ 00244 26 40. A system according to cl CwiS&91/042¢4ei n one
or nore requests to connect are allocated to a queue according to a
priority allocated to one or nore of the renote sites. 5 41. A system
according to any one of clains 37 to 40 2(i"ncl_udi ng : (a) neans for
predicting #0 espba¥eten agcardingdorcqjied?y Wheseingme o moe FeAUssts ipeconniest e

sites to be | fid ver: r 1.Nd i t
time of a reJ%t%rog%%g, t%%/%;ﬁu%? ?ﬁ‘g"%ﬁ’{d"?% rtr(g% ﬁ?%ggtwggéﬁgﬁe%{pn |?rt Fﬁ)@é rﬁ'ﬁ%st
to connect wehlotesjtés.e; 10 (c) a term nation sub-system wherein the
response tine is conpared to the tinmeout tine and a request to connect is

refused by the server where the request to connect is likely to expire

bef ore the 1ggUeSt sidohibédriRl BanyiREEHEEImsLEy 240 ArBil acoor ding to

claim4l wherein the conpariso esponse tine and tineo time i s done
at any tine befor(@)the meaosdos predictimgne cespanset tirae foeaweguestaframsanes er

process. 43. A'S emaccording to.claim4l wherein information as to the
response Zdn?rien%’rsthﬁdremoﬁ%g s %quﬁl?eég]w Prdo(d y updated and a continuous
conparison nade (b?t vweemebe fof HRAEPANINGMheA AfdolE tindRAW rémdke Wikl thé he
request to connect is either refused or a connection is nade to the

server. 44. timeguwitiene heingribedigne sntilrihe seeuest tecannectaill e¥pid wher ei n upon

refusal ;25 of a jeques rect % d o] si.te a
re-requé(s)t pr ot éégl t%eﬁﬁgﬁﬁéﬁ(ﬁﬁsw%gg?%@ﬁ)l W&?ﬁ%ﬁdﬁﬂé éé%goéﬁgn\ol&s{ﬁ?eﬁé
anot her requestpdred to tlatiawout tinicsard boegliesiatlol sorseat is @flderl Betheesedepm
the renote site after a pre- determned tinme. 30 45 A system according to
cl ai m 44 wheYRETR thA&CUPRIOGAMErsisi@d inewRiehbeioie the Requesiiis &ililled e
server via Ocﬁf'er‘afer.t he server processes and the re- request protocol
designates a lTocation on the network from which the renote

15 42. A system according to claim 41 wherein the comparison of response time
and timeout time is done at any time before the remote site connects to the

server via a server process.

43. A system according to claim 41 wherein information as to the response
20 time and timeout time is continuously updated and a continuous comparison
made between the response time and the timeout time until the request to

connect is either refused or a connection is made to the server.

44. A system according to any one of claims 41 to 43 wherein upon refusal

25 of a request to connect, the server sends to the remote site a re-request
protocol, the re-request protocol providing a means whereby another request for
connection is automatically sent to the server from the remote site after a pre-
determined time.

30 45 A system according to claim 44 wherein the connection is made between
the remote site and the server via one of the server processes and the re-
request protocol designates a location on the network from which the remote

site can retrieve the results, the server has means to schedule a server process



site can retrieve the results, the server has neans to schedul e a server
process WO 03/048963 PCT/ SGOL/ 00244 27 to fulfil the request and deposit
t he resulwe oaw49he desi gnated network | ocation before thecr&seot/esite is

schedul ed to return.
27

to fulfil the request and deposit the results at the designated network location
before the remote site is scheduled to return.



