
 

1 

METHOD FOR EXECUTING SECURITY POLICY BY SQL ENGINE AND SQL ENGINE 

[0001] This application claims priorities to Chinese Patent Application No. 202311733024.3, 

filed with the China National Intellectual Property Administration on December 15, 2023 and 

entitled "METHOD FOR USING SQL ENGINE AND COMPUTE DEVICE", and to Chinese 

Patent Application No. 202410095005.0, filed with the China National Intellectual Property 5 

Administration on January 23, 2024 and entitled "METHOD FOR EXECUTING SECURITY 

POLICY BY SQL ENGINE AND SQL ENGINE", both of which are incorporated herein by 

reference in their entireties. 

TECHNICAL FIELD 

[0002] This application relates to the field of databases, and more specifically, to a method for 10 

executing a security policy by a structured query language SQL engine, an SQL engine, and a 

compute device. 

BACKGROUND 

[0003] At present, ensuring data security and privacy is extremely important for enterprise-

level applications. As a bottom-layer computing engine in a data stack, an engine (for example, an 15 

SQL engine) in a database system must ensure that data is accessible only to authorized personnel, 

preventing data leakage and misuse. Specifically, a data security policy is configured for the SQL 

engine, so that the SQL engine can protect data security and privacy according to the configured 

data security policy. 

[0004] In related technical solutions, for an SQL engine, if the SQL engine relies on software 20 

(for example, Apache Ranger) that provides data security policies, all data security policies 

configured on the SQL engine must depend on that software (for example, Apache Ranger). This 

makes the current data security system relatively rigid and reduces user experience. 

[0005] In view of this, how to make the data security system more flexible to improve user 

experience becomes a technical problem that needs to be urgently resolved. 25 

SUMMARY 

[0006] This application provides a method for executing a security policy by an SQL engine. 
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The method can make the data security system flexible, thereby improving user experience. 

[0007] According to a first aspect, a method for executing a security policy by an SQL engine 

is provided. The method is applied to a database system. The database system includes a database 

and at least one SQL engine. The at least one SQL engine is configured to obtain, based on an SQL 

statement, data stored in the database. The method includes: Each SQL engine obtains first 5 

configuration information, where the first configuration information indicates at least one software 

source corresponding to each of different types of security policy configurations for execution on 

the SQL engine, and the at least one software source corresponding to each of the different types 

of security policies is not completely the same. The SQL engine protects, based on the first 

configuration information, security and/or privacy of data stored in the database by executing the 10 

corresponding security policies provided by the different software sources indicated in the first 

configuration information. 

[0008] In the foregoing technical solution, the SQL engine may be enabled to flexibly use data 

security policies provided by different software, and a strong binding relationship between all 

types of data security policies on the SQL engine and one piece of software is avoided, so that a 15 

data security system is flexible, thereby improving user experience. 

[0009] With reference to the first aspect, in some implementations of the first aspect, the SQL 

engine obtains the first configuration information in at least one of the following manners: an 

interface of the SQL engine, a configuration file of the SQL engine, or a visual configuration 

interface of the SQL engine. 20 

[0010] With reference to the first aspect, in some implementations of the first aspect, the 

different types of security policies include a first-type security policy, software sources 

corresponding to the first-type security policy include first software and second software, and 

when verification of the first-type security policy respectively provided by the first software and 

the second software succeeds, the SQL engine determines that the SQL engine has passed security 25 

verification against the first-type security policy. 

[0011] In the foregoing technical solution, multiple security protections may be enforced 

simultaneously, thereby better protecting data security and/or privacy. 

[0012] With reference to the first aspect, in some implementations of the first aspect, the 

method further includes: The SQL engine obtains second configuration information, where the 30 

second configuration information is used to configure the SQL engine to execute some or all of 

the different types of security policies. The SQL engine executes some or all of the different types 

of security policies based on the received second configuration information. 

[0013] In the foregoing technical solution, the SQL engine can flexibly use some or all of a 

plurality of types of security policies, so that a data security system is flexible, thereby improving 35 
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user experience. 

[0014] With reference to the first aspect, in some implementations of the first aspect, the 

different types of security policies include at least two of the following: a data access permission 

control security policy, a data masking security policy, and a data row-level filtering security policy. 

[0015] With reference to the first aspect, in some implementations of the first aspect, the 5 

software sources include: Ranger, Hive Metastore (Hive Metastore, HMS), and Hive access 

control list ACL. 

[0016] With reference to the first aspect, in some implementations of the first aspect, the 

method is applied to a cloud management platform, the cloud management platform is configured 

to manage infrastructure that provides a cloud service, the infrastructure includes at least one cloud 10 

data center, at least one server is disposed in each cloud data center, and the SQL engine runs on 

the at least one server. 

[0017] According to a second aspect, an SQL engine is provided. The SQL engine is located 

in a database system, the database system further includes a database, the SQL engine is configured 

to obtain, based on an SQL statement, data stored in the database, and the SQL engine includes an 15 

obtaining module and a processing module. The obtaining module is configured to obtain first 

configuration information, where the first configuration information indicates at least one software 

source corresponding to each of different types of security policy configurations for execution on 

the SQL engine, and the at least one software source corresponding to each of the different types 

of security policies is not completely the same. The processing module is configured to protect, 20 

based on the first configuration information, security and/or privacy of data stored in the database 

by executing the corresponding security policies provided by the different software sources 

indicated in the first configuration information. 

[0018] With reference to the second aspect, in some implementations of the second aspect, the 

obtaining module is further configured to obtain the first configuration information in at least one 25 

of the following manners: an interface of the SQL engine, a configuration file of the SQL engine, 

or a visual configuration interface of the SQL engine. 

[0019] With reference to the second aspect, in some implementations of the second aspect, the 

different types of security policies include a first-type security policy, software sources 

corresponding to the first-type security policy include first software and second software, and the 30 

processing module is further configured to: when verification of the first-type security policy 

respectively provided by the first software and the second software succeeds, determine that the 

SQL engine has passed security verification against the first-type security policy. 

[0020] With reference to the second aspect, in some implementations of the second aspect, the 

obtaining module is further configured to obtain second configuration information, where the 35 
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second configuration information is used to configure the SQL engine to execute some or all of 

the different types of security policies; and the processing module is further configured to execute 

some or all of the different types of security policies based on the second configuration information. 

[0021] With reference to the second aspect, in some implementations of the second aspect, the 

different types of security policies include at least two of the following: a data access permission 5 

control security policy, a data masking security policy, and a data row-level filtering security policy. 

[0022] With reference to the second aspect, in some implementations of the second aspect, the 

software sources include Apache Ranger, Hive Metastore HMS, and Hive access control list ACL. 

[0023] With reference to the second aspect, in some implementations of the second aspect, the 

SQL engine runs on at least one server, the at least one server is located in at least one cloud data 10 

center, and the at least one server is infrastructure that is managed by a cloud management platform 

and provides a cloud service. 

[0024] It should be understood that for beneficial effects of the second aspect and the 

implementations of the second aspect, refer to the beneficial effects of the first aspect and the 

implementations of the first aspect. Details are not described herein again. 15 

[0025] According to a third aspect, a database system is provided. The database system 

includes a database and at least one SQL engine according to any one of the second aspect or the 

implementations of the second aspect, and the at least one SQL engine is configured to obtain, 

based on an SQL statement, data stored in the database. 

[0026] According to a fourth aspect, a compute device is provided. The compute device 20 

includes a processor and a memory, and optionally, further includes an input/output interface. The 

processor is configured to control the input/output interface to send and receive information. The 

memory is configured to store a computer program. The processor is configured to invoke the 

computer program from the memory and run the computer program, to enable the compute device 

to perform the method according to any one of the first aspect or the possible implementations of 25 

the first aspect. 

[0027] Optionally, the processor may be a general-purpose processor, and may be 

implemented by using hardware or software. When the processor is implemented by using 

hardware, the processor may be a logic circuit, an integrated circuit, or the like. When the processor 

is implemented by using software, the processor may be a general-purpose processor, and is 30 

implemented by reading software code stored in the memory. The memory may be integrated into 

the processor, or may be located outside the processor and exist independently. 

[0028] According to a fifth aspect, a compute device cluster is provided, and includes at least 

one compute device. Each compute device includes a processor and a memory. The processor of 

the at least one compute device is configured to execute instructions stored in the memory of the 35 
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at least one compute device, to enable the compute device cluster to perform the method according 

to any one of the first aspect or the possible implementations of the first aspect. 

[0029] According to a sixth aspect, a chip is provided. The chip obtains instructions and 

executes the instructions to implement the method according to any one of the first aspect and the 

implementations of the first aspect. 5 

[0030] Optionally, in an implementation, the chip includes a processor and a data interface. 

The processor reads, through the data interface, instructions stored in a memory, to perform the 

method according to any one of the first aspect or the implementations of the first aspect. 

[0031] Optionally, in an implementation, the chip may further include a memory. The memory 

stores instructions. The processor is configured to execute the instructions stored in the memory. 10 

When the instructions are executed, the processor is configured to perform the method according 

to any one of the first aspect or the implementations of the first aspect. 

[0032] According to a seventh aspect, a computer program product including instructions is 

provided. When the instructions are run by a compute device, the compute device is enabled to 

perform the method according to any one of the first aspect or the implementations of the first 15 

aspect. 

[0033] According to an eighth aspect, a computer program product including instructions is 

provided. When the instructions are run by a compute device cluster, the compute device cluster 

is enabled to perform the method according to any one of the first aspect or the implementations 

of the first aspect. 20 

[0034] According to a ninth aspect, a computer-readable storage medium is provided, and 

includes computer program instructions. When the computer program instructions are executed by 

a compute device, the compute device performs the method according to any one of the first aspect 

or the implementations of the first aspect. 

[0035] For example, the computer-readable storages include but are not limited to one or more 25 

of the following: a read-only memory (read-only memory, ROM), a programmable ROM 

(programmable ROM, PROM), an erasable PROM (erasable PROM, EPROM), a flash memory, 

an electrically EPROM (electrically EPROM, EEPROM), and a hard disk drive (hard disk drive). 

[0036] Optionally, in an implementation, the foregoing storage medium may be specifically a 

non-volatile storage medium. 30 

[0037] According to a tenth aspect, a computer-readable storage medium is provided, and 

includes computer program instructions. When the computer program instructions are executed by 

a compute device cluster, the compute device cluster performs the method according to any one of 

the first aspect or the implementations of the first aspect. 

[0038] For example, the computer-readable storages include but are not limited to one or more 35 
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of the following: a read-only memory (read-only memory, ROM), a programmable ROM 

(programmable ROM, PROM), an erasable PROM (erasable PROM, EPROM), a flash memory, 

an electrically EPROM (electrically EPROM, EEPROM), and a hard disk drive (hard disk drive). 

[0039] Optionally, in an implementation, the foregoing storage medium may be specifically a 

non-volatile storage medium. 5 

BRIEF DESCRIPTION OF DRAWINGS 

[0040] FIG. 1 is a block diagram of a cloud scenario to which an embodiment of this 

application is applicable; 

[0041] FIG. 2 is a schematic flowchart of a method for executing a security policy by an SQL 

engine according to an embodiment of this application; 10 

[0042] FIG. 3 shows a correspondence between a plurality of data security policies of an SQL 

engine and security policy sources according to an embodiment of this application; 

[0043] FIG. 4 is a block diagram in which different types of data security policies configured 

for an SQL engine respectively correspond to software sources according to an embodiment of this 

application; 15 

[0044] FIG. 5 is a schematic flowchart of executing a security policy by an SQL engine 

according to an embodiment of this application; 

[0045] FIG. 6 is a block diagram of an SQL engine 600 according to an embodiment of this 

application; 

[0046] FIG. 7 is a block diagram of a database system 700 according to an embodiment of this 20 

application; 

[0047] FIG. 8 is a diagram of an architecture of a compute device 1500 according to an 

embodiment of this application; 

[0048] FIG. 9 is a diagram of an architecture of a compute device cluster according to an 

embodiment of this application; and 25 

[0049] FIG. 10 is a diagram in which compute devices 1500A and 1500B are connected via a 

network according to an embodiment of this application. 

DESCRIPTION OF EMBODIMENTS 

[0050] The following describes technical solutions of this application with reference to 

accompanying drawings. 30 

[0051] Each aspect, embodiment, or feature is presented in this application with reference to 

a system including a plurality of devices, components, modules, and the like. It should be 
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appreciated and understood that, each system may include another device, component, module, 

and the like, and/or may not include all devices, components, modules, and the like discussed with 

reference to the accompanying drawings. In addition, a combination of these solutions may be 

used. 

[0052] In addition, in embodiments of this application, the terms such as "example" or "for 5 

example" are for representing giving an example, an illustration, or a description. Any embodiment 

or design solution described as an "example" in this application should not be explained as being 

more preferred or having more advantages than another embodiment or design solution. Exactly, 

the term "example" is for presenting a concept in a specific manner. 

[0053] In embodiments of this application, "related (corresponding, related)" and 10 

"corresponding (corresponding)" may be sometimes used interchangeably. It should be noted that 

meanings expressed by the terms are consistent when a difference between the terms is not 

emphasized. 

[0054] A service scenario described in embodiments of this application is intended to describe 

the technical solutions in embodiments of this application more clearly, and does not constitute a 15 

limitation on the technical solutions provided in embodiments of this application. A person of 

ordinary skill in the art can learn that the technical solutions provided in embodiments of this 

application are also applicable to a similar technical problem with evolution of a network 

architecture and emergence of a new service scenario. 

[0055] Reference to "an embodiment", "some embodiments", or the like described in this 20 

specification means that one or more embodiments of this application include a specific feature, 

structure, or characteristic described with reference to embodiments. Therefore, statements such 

as "in an embodiment", "in some embodiments", "in some other embodiments", and "in other 

embodiments" that appear at different places in this specification do not necessarily mean referring 

to a same embodiment. Instead, the statements mean "one or more but not all of embodiments", 25 

unless otherwise specifically emphasized in another manner. The terms "include", "have", and their 

variants all mean "include but are not limited to", unless otherwise specifically emphasized in 

another manner. 

[0056] In this application, at least one means one or more, and a plurality of means two or 

more. The term "and/or" describes an association relationship for describing associated objects 30 

and represents that three relationships may exist. For example, A and/or B may represent the 

following cases: Only A exists, both A and B exist, and only B exists, where A and B may be 

singular or plural. The character "/" generally indicates an "or" relationship between the associated 

objects. "At least one of the following items (pieces)" or a similar expression thereof means any 

combination of these items, including a singular item (piece) or any combination of plural items 35 
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(pieces). For example, at least one item (piece) of a, b, or c may indicate: a, b, c, a and b, a and c, 

b and c, or a, b, and c, where a, b, and c may be singular or plural. 

[0057] For ease of description, concepts in embodiments of this application are first explained 

below. 

[0058] 1. Structured query language (structured query language, SQL) engine 5 

[0059] The SQL engine (SQL engine) is a software component configured to process SQL 

queries, serving as one of the core components of a database management system (database 

management system, DBMS). 

[0060] The following describes the main functions of the SQL engine: 

(1) parsing SQL statements: converting SQL statements into an internal representation, 10 

namely, a parsing tree; 

(2) optimizing a query plan: optimizing the parsing tree to generate an efficient query 

execution plan; 

(3) executing the query plan: executing a query based on the query plan and retrieving 

results from data stored in a database; and 15 

(4) returning results: returning query results to a client application. 

[0061] The following provides several common SQL engines. 

[0062] (1). A Hive engine, as a Hadoop-based data warehouse tool, is used to extract, transform, 

and load data. This is a mechanism for storing, querying, and analyzing large-scale data stored in 

Hadoop. 20 

[0063] (2). A Spark engine is a fast and universal computing engine designed for large-scale 

data processing. 

[0064] (3). A Presto engine is an open-source distributed SQL query engine launched by 

Facebook, supporting GB-scale to PB-scale data, and mainly used for second-level queries. 

[0065] (4) A Trino engine is an analytics engine designed for OLAP to efficiently perform 25 

distributed queries on massive amounts of data. The Trino engine and the Presto engine are two 

branches of the same open-source ecosystem. 

[0066] 2. Data security 

[0067] Data security is used to protect security and privacy of data stored in a database, to 

prevent data leakage, data misuse, and/or the like. Specifically, data security may be classified into 30 

engine-layer data security and storage-layer data security. 

[0068] The engine-layer data security is to protect, by executing a data security policy by an 

SQL engine, security and privacy of data stored in the database. 

[0069] The following describes several common data security policies. 

[0070] (1) Data access permission control (data access permission control) security policy 35 
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[0071] The data access permission control security policy defines permissions for data access. 

Dimensions of the definition are: data source, database, table, and column (in descending order). 

[0072] (2) Data masking (data masking) security policy 

[0073] The data masking security policy generally defines a corresponding data masking 

policy (which can be implemented by a specific function) for a user to access a specific column of 5 

a specific table. In this way, different people can view different content of same data, and sensitive 

data is invisible to users with low permissions. 

[0074] It should be understood that data masking is a technical approach for protecting 

personal privacy, and a main purpose of data masking is to perform confidential processing on 

sensitive information while ensuring use and validity of data, thereby preventing a security risk 10 

caused by data leakage. Data masking can hide or change some information of sensitive data, 

thereby reducing data leakage risks and protecting personal privacy and data security. 

Implementation of data masking needs to follow the following two principles: 1. to preserve 

meaningful information for masked applications as much as possible; and 2. to prevent cracking 

by hackers to the maximum extent. Data masking can be classified into static data masking and 15 

dynamic data masking. The static data masking is to mask sensitive information in original data 

before providing the data to relevant personnel for use. This ensures that sensitive information is 

not leaked during use of the data. Dynamic data masking is to mask sensitive information in real 

time during data transmission to ensure that sensitive information is not obtained by unauthorized 

personnel during data transmission. 20 

[0075] (3) Data row-level filtering (row-level filtering) security policy 

[0076] The data row-level filtering security policy is to filter each row of data during data 

processing and retain only the data rows that meet specific conditions, thereby controlling users to 

access only specific data rows in a data table. 

[0077] 3. Software that provides a data security policy 25 

[0078] The software that provides a data security policy may also be referred to as a source of 

a data security policy, and is configured to provide the foregoing data security policies for an SQL 

engine. Types of data security policies provided by different software may be the same or may be 

different. 

[0079] The following describes several common pieces of software that provide data security 30 

policies. 

[0080] (1) Apache Ranger 

[0081] Apache Ranger may also be referred to as Ranger for short. Apache Ranger is an open-

source component related to Hadoop security and provides a comprehensive data security 

management framework. 35 
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[0082] Apache Ranger has rich security-related functions and provides more refined 

management and control. Specifically, Apache Ranger provides the following three types of data 

security policies for an SQL engine: a data access permission control security policy, a data 

masking security policy, and a data row-level filtering security policy. 

[0083] (2) Hive Metastore (Hive Metastore, HMS) 5 

[0084] Hive Metastore is the place where metadata is stored in Hive. Hive is a Hadoop-based 

data warehouse tool that maps structured data files to a database table and provides SQL-like query 

functions. Hive metadata includes descriptions of tables, databases, partitions, buckets, among 

other information. The information is stored in a metadata database. 

[0085] In Hive, metadata is stored in a relational database management system (relational 10 

database management system, RDBMS) such as MySQL and Derby. Hive uses embedded Derby 

to store metadata, and Metastore provides a metadata service and is responsible for managing 

access of clients to metadata. Hive Metastore can be stored in a Hadoop distributed file system 

(Hadoop distributed file system, HDFS) and associated with data and metadata in the data 

warehouse. 15 

[0086] In Hive, metadata is managed independently of data and can be accessed and operated 

through the metadata service. Hive Metastore may facilitate management and maintenance of 

metadata information such as tables, databases, partitions, and buckets in Hive, thereby ensuring 

data integrity and consistency. 

[0087] (3) Hive access control list (access control list, ACL) 20 

[0088] At present, ensuring data security and privacy is extremely important for enterprise-

level applications. As a bottom-layer computing engine in a data stack, an engine (for example, an 

SQL engine) in a database system must ensure that data is accessible only to authorized personnel, 

preventing data leakage and misuse. Specifically, a data security policy is configured for the SQL 

engine, so that the SQL engine can protect data security and privacy according to the configured 25 

data security policy. 

[0089] In related technical solutions, for an SQL engine, if the SQL engine relies on software 

(for example, Apache Ranger) that provides data security policies, all data security policies 

configured on the SQL engine must depend on that software (for example, Apache Ranger). That 

is, if a data access permission control security policy used by the SQL engine is provided by 30 

Apache Ranger, all other security policies such as a data masking security policy and a data row-

level filtering security policy must be provided by Apache Ranger. As a result, the security policies 

in the SQL engine are strongly bound to software (software that provides a data security policy), 

making the current data security system relatively rigid and making it impossible for the SQL 

engine to flexibly use data security policies provided by different software, thereby reducing user 35 
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experience. 

[0090] In view of this, an embodiment of this application provides a method for executing a 

security policy by an SQL engine. The method enables an SQL engine to flexibly use data security 

policies provided by different software, and avoids a strong binding relationship between all types 

of data security policies on the SQL engine and one piece of software, so that a data security system 5 

is flexible, thereby improving user experience. 

[0091] In a possible implementation, the method provided in this embodiment of this 

application may be applied to a cloud service scenario. For ease of description, the following first 

describes the cloud service scenario in detail with reference to FIG. 1. 

[0092] FIG. 1 is a block diagram of a cloud scenario to which an embodiment of this 10 

application is applicable. As shown in FIG. 1, the cloud scenario may include a cloud management 

platform 110, an Internet 120, and a client 130. 

[0093] As shown in FIG. 1, the cloud management platform 110 is configured to manage 

infrastructure that provides a plurality of cloud services. The infrastructure includes a plurality of 

cloud data centers. Each cloud data center includes a plurality of servers. Each server includes a 15 

cloud service resource, to provide a corresponding cloud service for a tenant. 

[0094] Specifically, an SQL engine runs on the server in the cloud data center, and the SQL 

engine performs the method provided in this embodiment of this application. 

[0095] The cloud management platform 110 may be located in the cloud data center, and may 

provide an access interface (for example, an interface or an application programming interface 20 

(application programming interface, API)). The tenant may operate the client 130 to remotely 

access the access interface, to register a cloud account and a password on the cloud management 

platform 110 and log in to the cloud management platform 110. After the cloud management 

platform 110 successfully authenticates the cloud account and the password, the tenant may further 

pay on the cloud management platform 110 to select and purchase a virtual machine with a specific 25 

specification (processor, memory, and disk). After the payment for purchase succeeds, the cloud 

management platform 110 provides a remote login account and password of the purchased virtual 

machine, and the client 130 may remotely log in to the virtual machine, and install and run an 

application of the tenant in the virtual machine. Therefore, the tenant may create, manage, log in 

to, and operate the virtual machine in the cloud data center via the cloud management platform 30 

110. The virtual machine may also be referred to as a cloud server (elastic compute service, ECS) 

or an elastic instance (different cloud service providers have different names). 

[0096] It should be understood that the tenant of the cloud service may be an individual, an 

enterprise, a school, a hospital, an administrative agency, or the like. 

[0097] Functions of the cloud management platform 110 include but are not limited to a user 35 
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console, a computing management service, a network management service, a storage management 

service, an authentication service, and an image management service. The user console provides 

an interface or an API to interact with the tenant. The computing management service is used to 

manage servers on which a virtual machine and a container are run, and a bare-metal server. The 

network management service is used to manage a network service (for example, a gateway or a 5 

firewall). The storage management service is used to manage a storage service (for example, a data 

bucket service). The authentication service is used to manage a tenant account and password. The 

image management service is used to manage a virtual machine image. The tenant may use the 

client 130 to log in to the cloud management platform 110 through the Internet 120 to manage a 

rented cloud service. 10 

[0098] The following first describes in detail, with reference to FIG. 2, a method for executing 

a security policy by an SQL engine according to an embodiment of this application. It should be 

understood that an example in FIG. 2 is merely intended to help a person skilled in the art 

understand embodiments of this application, instead of limiting embodiments of this application 

to a specific value or a specific scenario of the example shown in FIG. 2. It is clear that a person 15 

skilled in the art may make various equivalent modifications or changes based on the following 

example provided in FIG. 2, and such modifications and changes also fall within the scope of 

embodiments of this application. 

[0099] FIG. 2 is a schematic flowchart of a method for executing a security policy by an SQL 

engine according to an embodiment of this application. As shown in FIG. 2, the method may 20 

include steps 210 and 220. The following separately describes steps 210 and 220 in detail. 

[00100] In an example, the method is applied to a database system, the database system includes 

a database and at least one SQL engine, and the at least one SQL engine is configured to obtain, 

based on an SQL statement, data stored in the database. 

[00101] Step 210: The SQL engine obtains configuration information, where the configuration 25 

information is used to configure, for each type of data security policy, source software 

corresponding to the type of data security policy. 

[00102] In this embodiment of this application, each SQL engine may be allowed to freely 

define different obtaining sources for a plurality of data security policies used or consumed by the 

SQL engine. In other words, for each type of data security policy, an obtaining source 30 

corresponding to the type of data security policy may be configured. 

[00103] It should be understood that each type of data security policy may correspond to one 

obtaining source, or may correspond to a plurality of obtaining sources. This is not specifically 

limited in this application. 

[00104] It should be further understood that obtaining sources corresponding to different types 35 
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of data security policies may include a same obtaining source, or may not include a same obtaining 

source. This is not specifically limited in this application. 

[00105] The obtaining source may also be referred to as a data security policy source, and may 

be understood as software that provides a data security policy. The software that provides a data 

security policy may include but is not limited to Apache Ranger, HMS, and Hive ACL. 5 

[00106] It should be noted that, in addition to the SQL engine required for a service, a user 

needs to deploy more than one type of software that provides a data security policy. 

[00107] The plurality of data security policies may include but are not limited to a data access 

permission control security policy, a data masking security policy, and a data row-level filtering 

security policy. 10 

[00108] Optionally, in this embodiment of this application, each SQL engine may be further 

allowed to freely define whether to enable some or all of the plurality of data security policies. 

[00109] In a possible implementation, an administrator may configure the different obtaining 

sources for the plurality of data security policies used by each SQL engine. There are a plurality 

of implementations for the configuration. This is not specifically limited in embodiments of this 15 

application. The following describes several possible implementations. 

[00110] 1. The administrator configures, using an interface of the SQL engine, the different 

obtaining sources for the plurality of data security policies used by the SQL engine. 

[00111] Specifically, the administrator configures, using an application programming interface 

(application programming interface, API) of the SQL engine, the different obtaining sources for 20 

the plurality of data security policies used by the SQL engine. 

[00112] In an example, if the SQL engine is located on a client, the SQL engine may be 

configured through this implementation. 

[00113] 2. The administrator configures, using a configuration file or a visual interface, the 

different obtaining sources for the plurality of data security policies used by the SQL engine. 25 

[00114] In an example, if the SQL engine is located on a server, the SQL engine may be 

configured through this implementation. 

[00115] For example, as shown in FIG. 3, an obtaining source configured by the administrator 

for a data access permission control security policy (which may also be referred to as an access 

configuration item for short) is a security policy source 1, obtaining sources configured for a data 30 

masking security policy (which may also be referred to as a masking configuration item for short) 

are a security policy source 2 and a security policy source 3, and an obtaining source configured 

for a data row-level filtering security policy (which may also be referred to as a row-level filtering 

configuration item for short) is the security policy source 3. 

[00116] In this embodiment of this application, it is assumed that the security policy source 1 35 
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is HMS, the security policy source 2 is Apache Ranger, and the security policy source 3 is other 

software. As shown in FIG. 4, via a security policy configuration interface of the SQL engine, the 

obtaining source configured for the data access permission control security policy (which may also 

be referred to as the access configuration item for short) is HMS, the obtaining sources configured 

for the data masking security policy (which may also be referred to as the masking configuration 5 

item for short) are Apache Ranger and the other software, and the obtaining source configured for 

the data row-level filtering security policy (which may also be referred to as the row-level filtering 

configuration item for short) is the other software. 

[00117] In other words, the data access permission control security policy used by the SQL 

engine is a data access permission control security policy provided by HMS, the data masking 10 

security policies used are data masking security policies provided by Apache Ranger and the other 

software, and the data row-level filtering security policy used is a data row-level filtering security 

policy provided by the other software. 

[00118] The following uses an example in which the administrator configures the SQL engine 

using a configuration file to describe a specific implementation of the configuration file with 15 

reference to FIG. 4. 

[00119] In a possible implementation, for example, when the SQL engine is Spark, the 

following parameters may be added to and saved in a system startup configuration file of Spark: 

spark.ranger.plugin.authorization.enable=false; 

spark.HMS.plugin.access.enable=true; 20 

spark.ranger and others.plugin.masking.enable=true; 

spark.others.plugin.row_level_filter.enable=true; 

"spark.ranger.plugin.authorization.enable=false" indicates disabling of the data 

security policy provided by Ranger. "spark.HMS.plugin.access.enable=true" indicates enabling of 

the data access permission control security policy (access for short) provided by HMS; 25 

"spark.ranger and others.plugin.masking.enable=true" indicates enabling of the data masking 

security policies (masking for short) provided by Ranger and the other software; and 

"spark.others.plugin.row level filter.enable=true" indicates enabling of the data row-level filtering 

security policy (row-level filtering for short) provided by the other software. 

[00120] It should be understood that, in the foregoing implementation, it is assumed that all 30 

data security policies in the SQL engine are provided by Ranger. Therefore, the data security 

policies provided by Ranger need to be disabled first before the data security policies provided by 

different sources are enabled. 

[00121] Spark has two SQL task submission modes. Therefore, the user may configure the 

foregoing parameters in the following three positions: 35 
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(1) JDBC server of Spark; 

(2). a local conf file of a Spark client; and 

(3). command line parameters of Spark. 

[00122] It should be noted that the foregoing description is provided using an example in which 

the SQL engine is Spark, and is applicable to all other SQL engines. 5 

[00123] In another possible implementation, for example, when the SQL engine is Presto, the 

following parameters may be added to and saved in a system startup configuration file of Presto: 

security.access.source=HMS; 

security.masking.source=Ranger/others; 

security.row_level_filter.source=others; 10 

"security.access.source=HMS" indicates enabling of the data access permission control 

security policy (access for short) provided by HMS; "security.masking.source=Ranger/others" 

indicates enabling of the data masking security policy (masking for short) provided by the Ranger 

and the other software; and "security.row_level_filter.source=others" indicates enabling of the data 

row-level filtering security policy (row-level filtering for short) provided by the other software. 15 

[00124] It should be noted that the foregoing description is provided using an example in which 

the SQL engine is Presto, and is applicable to all other SQL engines. 

[00125] Step 220: The SQL engine executes the data security policies provided by the 

corresponding software sources to protect security and/or privacy of data stored in the database. 

[00126] In this embodiment of this application, after obtaining the configuration information, 20 

the SQL engine may enable the data security policies based on the configuration information to 

protect security and/or privacy of data stored in the database. 

[00127] In an implementation, for the data access permission control security policy, before 

obtaining the data from the database based on the SQL statement, the SQL engine may execute the 

data access permission control security policy to perform security verification on user access 25 

permissions to the database, thereby protecting security of the data stored in the database. 

[00128] In another implementation, for the data masking security policy or the data row-level 

filtering security policy, after obtaining the data from the database based on the SQL statement, 

the SQL engine may execute the data masking security policy or the data row-level filtering 

security policy to perform masking or row-level filtering on the data stored in the database, thereby 30 

protecting privacy of the data stored in the database. 

[00129] In this embodiment of this application, each type of data security policy may come 

from one type of software, or may come from two or more types of software. For data security 

policies of the same type that are provided by two or more types of software, in an execution 

process of the SQL engine, it is necessary to support simultaneous enforcement of the data security 35 
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policies of the same type that are provided by the two or more types of software, that is, it needs 

to be determined whether the SQL engine can pass security verification against the data security 

policies of the same type that are provided by the two or more types of software. In this way, 

multiple security protections may be enforced simultaneously, thereby better protecting data 

security and/or privacy. 5 

[00130] For example, the foregoing data masking security policy is used as an example. The 

security policy includes both a data masking security policy provided by Apache Ranger and a 

data masking security policy provided by the other software. As shown in FIG. 5, when executing 

the data masking security policies, the SQL engine needs to determine whether the SQL engine 

can pass security verification against the data masking security policy provided by Apache Ranger, 10 

and whether the SQL engine can pass the security verification against the data masking security 

policy provided by the other software. 

[00131] In a case, in FIG. 5, for the data masking security policy, if the SQL engine passes both 

the security verification against the data masking security policy provided by Apache Ranger and 

the security verification against the data masking security policy provided by the other software, 15 

it may be understood that the verification succeeds. 

[00132] In another case, in FIG. 5, if the SQL engine passes the security verification against the 

data masking security policy provided by Apache Ranger but fails to pass the security verification 

against the data masking security policy provided by the other software, it may be understood that 

the verification fails. 20 

[00133] In another case, in FIG. 5, if the SQL engine passes the security verification against the 

data masking security policy provided by the other software but fails to pass the security 

verification against the data masking security policy provided by Apache Ranger, it may also be 

understood that the verification fails. 

[00134] In another case, in FIG. 5, if the SQL engine neither passes the security verification 25 

against the data masking security policy provided by Apache Ranger nor passes the security 

verification against the data masking security policy provided by the other software, it may also 

be understood that the verification fails. 

[00135] In the foregoing technical solution, the SQL engine can flexibly use data security 

policies provided by different software, and a strong binding relationship between all types of data 30 

security policies on the SQL engine and one piece of software is avoided, so that a data security 

system is flexible, thereby improving user experience. 

[00136] The foregoing describes in detail the method provided in embodiments of this 

application with reference to FIG. 1 to FIG. 5. The following describes in detail apparatus 

embodiments in this application with reference to FIG. 6 to FIG. 9. It should be understood that 35 
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descriptions in the method embodiments correspond to descriptions in the apparatus embodiments. 

Therefore, for a part that is not described in detail, refer to the foregoing method embodiments. 

[00137] FIG. 6 is a block diagram of an SQL engine 600 according to an embodiment of this 

application. The SQL engine 600 may be implemented using software, hardware, or a combination 

thereof. The SQL engine 600 provided in this embodiment of this application may implement the 5 

method procedure shown in FIG. 2 in embodiments of this application. The SQL engine 600 

includes an obtaining module 610 and a processing module 620. The obtaining module 610 is 

configured to obtain first configuration information, where the first configuration information 

indicates at least one software source corresponding to each of different types of security policy 

configurations executed on the SQL engine, and the at least one software source corresponding to 10 

each of the different types of security policies is not completely the same. The processing module 

620 is configured to protect, based on the first configuration information, security and/or privacy 

of data stored in the database by executing the corresponding security policies provided by the 

different software sources indicated in the first configuration information. 

[00138] Optionally, the obtaining module 610 is further configured to obtain the first 15 

configuration information in at least one of the following manners: an interface of the SQL engine, 

a configuration file of the SQL engine, or a visual configuration interface of the SQL engine. 

[00139] Optionally, the different types of security policies include a first-type security policy, 

software sources corresponding to the first-type security policy include first software and second 

software, and the processing module 620 is further configured to: when verification of the first-20 

type security policy respectively provided by the first software and the second software succeeds, 

determine that the SQL engine has passed security verification against the first-type security policy. 

[00140] Optionally, the obtaining module 610 is further configured to obtain second 

configuration information, where the second configuration information is used to configure the 

SQL engine to execute some or all of the different types of security policies; and the processing 25 

module 620 is further configured to execute some or all of the different types of security policies 

based on the second configuration information. 

[00141] Optionally, the different types of security policies include at least two of the following: 

a data access permission control security policy, a data masking security policy, and a data row-

level filtering security policy. 30 

[00142] Optionally, the software sources include Apache Ranger, Hive Metastore HMS, and 

Hive access control list ACL. 

[00143] Optionally, the SQL engine 600 runs on at least one server, the at least one server is 

located in at least one cloud data center, and the at least one server is infrastructure that is managed 

by a cloud management platform and provides a cloud service. 35 
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[00144] The SQL engine 600 herein may be embodied in a form of a functional module. The 

term "module" herein may be implemented in a form of software and/or hardware, and this is not 

specifically limited. 

[00145] For example, the "module" may be a software program, a hardware circuit, or a 

combination thereof that implements the foregoing functions. For example, the following uses the 5 

obtaining module 610 as an example to describe an implementation of the obtaining module 610. 

Similarly, for an implementation of another module, for example, the processing module 620, refer 

the implementation of the obtaining module 610. 

[00146] The obtaining module 610 is used as an example of a software functional unit, and the 

obtaining module 610 may include code that is run on a compute instance. The compute instance 10 

may include at least one of a physical host (a compute device), a virtual machine, or a container. 

Further, there may be one or more compute instances. For example, the obtaining module 610 may 

include code that is run on a plurality of hosts/virtual machines/containers. It should be noted that 

the plurality of hosts/virtual machines/containers used to run the code may be distributed in a same 

region (region), or may be distributed in different regions. Further, the plurality of hosts/virtual 15 

machines/containers configured to run the code may be distributed in a same availability zone 

(availability zone, AZ), or may be distributed in different AZs. Each AZ includes one data center 

or a plurality of data centers that are geographically close to each other. Usually, one region may 

include a plurality of AZs. 

[00147] Similarly, the plurality of hosts/virtual machines/containers configured to run the code 20 

may be distributed on a same virtual private cloud (virtual private cloud, VPC), or may be 

distributed on a plurality of VPCs. Usually, one VPC is set in one region. A communication 

gateway needs to be set in each VPC for communication between two VPCs in a same region or 

between VPCs in different regions. Interconnection between the VPCs is implemented through the 

communication gateway. 25 

[00148] The obtaining module 610 is used as an example of a hardware functional unit, and the 

obtaining module 610 may include at least one compute device such as a server. Alternatively, the 

obtaining module 610 may be a device implemented by using an application-specific integrated 

circuit (application-specific integrated circuit, ASIC) or a programmable logic device 

(programmable logic device, PLD), or the like. The PLD may be implemented by using a complex 30 

programmable logic device (complex programmable logic device, CPLD), a field-programmable 

gate array (field-programmable gate array, FPGA), generic array logic (generic array logic, GAL), 

or any combination thereof. 

[00149] A plurality of compute devices included in the obtaining module 610 may be distributed 

in a same region, or may be distributed in different regions. A plurality of compute devices 35 



 

19 

included in the obtaining module 610 may be distributed in a same AZ, or may be distributed in 

different AZs. Similarly, a plurality of compute devices included in the obtaining module 610 may 

be distributed in a same VPC, or may be distributed in a plurality of VPCs. The plurality of 

compute devices may be any combination of compute devices such as a server, an ASIC, a PLD, 

a CPLD, an FPGA, and GAL. 5 

[00150] Therefore, modules in the examples described in embodiments of this application can 

be implemented by electronic hardware or a combination of computer software and electronic 

hardware. Whether the functions are performed by hardware or software depends on particular 

applications and design constraint conditions of the technical solutions. A person skilled in the art 

may use different methods to implement the described functions for each particular application, 10 

but it should not be considered that the implementation goes beyond the scope of this application. 

[00151] It should be noted that, when the SQL engine 600 provided in the foregoing 

embodiments performs the foregoing methods, division of the foregoing functional modules is 

only used as an example for description. During actual application, the foregoing functions may 

be allocated to different functional modules for implementation as required, to be specific, an inner 15 

structure of the SQL engine 600 is divided into different functional modules, to implement all or 

some of the functions described above. For example, the obtaining module 610 may be configured 

to perform any step in the foregoing methods, and the processing module 620 may be configured 

to perform any step in the foregoing methods. Steps implemented by the obtaining module 610 

and the processing module 620 may be specified as required. The obtaining module 610 and the 20 

processing module 620 respectively implement different steps in the foregoing methods to 

implement all functions of the foregoing SQL engine 600. 

[00152] In addition, the SQL engine 600 provided in the foregoing embodiments and the 

method embodiments belong to a same concept. For specific implementation processes thereof, 

refer to the foregoing method embodiments. Details are not described herein again. 25 

[00153] FIG. 7 shows a database system 700 according to an embodiment of this application. 

The database system 700 includes a database 710 and at least one SQL engine 600. The at least 

one SQL engine 600 is configured to execute the foregoing different types of security policies 

when obtaining, based on an SQL statement, data stored in the database 710, so that the at least 

one SQL engine 600 protects security and/or privacy of the data stored in the database 710. 30 

[00154] The method provided in embodiments of this application may be performed by a 

compute device, and the compute device may also be referred to as a computer system. The 

compute device may include a hardware layer, an operating system layer running above the 

hardware layer, and an application layer running above the operating system layer. The hardware 

layer includes hardware, for example, a processing unit, memory, and a memory control unit. 35 
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Subsequently, functions and structures of the hardware are described in detail. The operating 

system is any one or more computer operating systems through a process (process), for example, 

a Linux operating system, a Unix operating system, an Android operating system, an iOS operating 

system, or a Windows operating system, that implement service processing. The application layer 

includes applications such as a browser, an address book, continuously software, and instant 5 

messaging software. In addition, optionally, the computer system is a handheld device, for example, 

a smartphone, or a terminal device, for example, a personal computer. This is not particularly 

limited in this application, provided that the method according to embodiments of this application 

can be implemented. The method provided in embodiments of this application may be performed 

by the compute device or a functional module that is in the compute device and that can invoke 10 

and execute a program. 

[00155] A compute device according to an embodiment of this application is described below 

in detail with reference to FIG. 8. 

[00156] FIG. 8 is a diagram of an architecture of a compute device 1500 according to an 

embodiment of this application. The compute device 1500 may be a server, a computer, or another 15 

device with a computing capability. The compute device 1500 shown in FIG. 8 includes at least 

one processor 1510 and a memory 1520. 

[00157] It should be understood that quantities of processors and memories in the compute 

device 1500 are not limited in this application. 

[00158] The processor 1510 executes instructions in the memory 1520, so that the compute 20 

device 1500 implements the method provided in this application. Alternatively, the processor 1510 

executes the instructions in the memory 1520, so that the compute device 1500 implements the 

functional modules provided in this application, to implement the method provided in this 

application. 

[00159] Optionally, the compute device 1500 further includes a communication interface 1530. 25 

The communication interface 1530 uses a transceiver module, for example but not limited to, a 

network interface card or a transceiver, to implement communication between the compute device 

1500 and another device or a communication network. 

[00160] Optionally, the compute device 1500 further includes a system bus 1540. The processor 

1510, the memory 1520, and the communication interface 1530 are separately connected to the 30 

system bus 1540. The processor 1510 can access the memory 1520 through the system bus 1540. 

For example, the processor 1510 can read and write data or execute code in the memory 1520 

through the system bus 1540. The system bus 1540 is a peripheral component interconnect express 

(peripheral component interconnect express, PCI) bus, an extended industry standard architecture 

(extended industry standard architecture, EISA) bus, or the like. The system bus 1540 is classified 35 
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into an address bus, a data bus, a control bus, or the like. For ease of representation, only one thick 

line is for representing the bus in FIG. 8, but this does not mean that there is only one bus or only 

one type of bus. 

[00161] In a possible implementation, a function of the processor 1510 is mainly to interpret 

instructions (or code) of a computer program and process data in computer software. The 5 

instructions of the computer program and the data in the computer software may be stored in the 

memory 1520 or a cache 1516. 

[00162] Optionally, the processor 1510 may be an integrated circuit chip and has a signal 

processing capability. By way of example and not limitation, the processor 1510 is a general-

purpose processor, a digital signal processor (digital signal processor, DSP), an application-10 

specific integrated circuit (application-specific integrated circuit, ASIC), a field-programmable 

gate array (field-programmable gate array, FPGA) or another programmable logic device, a 

discrete gate or transistor logic device, or a discrete hardware assembly. The general-purpose 

processor is a microprocessor or the like. For example, the processor 1510 is a central processing 

unit (central processing unit, CPU). 15 

[00163] Optionally, each processor 1510 includes at least one processing unit 1512 and a 

memory control unit 1514. 

[00164] Optionally, the processing unit 1512 is also referred to as a core (core) or a kernel, and 

is the most important component of the processor. The processing unit 1512 is made of 

monocrystalline silicon through a specific production process. All computation, command 20 

reception, command storage, and data processing of the processor are executed by the core. The 

processing unit independently runs program instructions, and increases a running speed of a 

program by using a parallel computing capability. Various processing units have fixed logic 

structures. For example, the processing unit includes logic units such as a level 1 cache, a level 2 

cache, an execution unit, an instruction level unit, and a bus interface. 25 

[00165] In an implementation example, the memory control unit 1514 is configured to control 

data exchange between the memory 1520 and the processing unit 1512. Specifically, the memory 

control unit 1514 receives a memory access request from the processing unit 1512, and controls 

access to the memory based on the memory access request. By way of example and not limitation, 

the memory control unit is a device, for example, a memory management unit (memory 30 

management unit, MMU). 

[00166] In an implementation example, each memory control unit 1514 performs addressing 

for the memory 1520 through the system bus. In addition, an arbiter (not shown in FIG. 8) is 

configured in the system bus, and the arbiter is responsible for processing and coordinating 

contention-based access of a plurality of processing units 1512. 35 
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[00167] In an implementation example, the processing unit 1512 is in communication 

connection with the memory control unit 1514 through a connection line inside a chip, for example, 

an address line, to implement communication between the processing unit 1512 and the memory 

control unit 1514. 

[00168] Optionally, each processor 1510 further includes a cache 1516, and the cache is a data 5 

exchange buffer (referred to as a cache). When the processing unit 1512 needs to read data, the 

processing unit 1512 first searches the cache for required data. If the required data is found, the 

processing unit 1512 directly reads the data. If the required data is not found, the processing unit 

1512 searches the memory for the required data. Because the cache runs much faster than the 

memory, a function of the cache is to help the processing unit 1512 run faster. 10 

[00169] The memory 1520 can provide running space for a process in the compute device 1500. 

For example, the memory 1520 stores a computer program (specifically, code of the program) for 

generating the process. After the computer program is run by the processor to generate the process, 

the processor allocates corresponding storage space to the process in the memory 1520. Further, 

the storage space further includes a text segment, an initial data segment, an uninitialized data 15 

segment, a stack segment, a heap segment, and the like. The memory 1520 stores, in the storage 

space corresponding to the process, data generated during running of the process, for example, 

intermediate data or process data. 

[00170] Optionally, the memory is also referred to as memory, and a function of the memory is 

to temporarily store operation data in the processor 1510 and data exchanged with an external 20 

memory such as a hard disk. Provided that the computer runs, the processor 1510 schedules, to the 

memory for an operation, data on which the operation needs to be performed, and the processing 

unit 1512 sends a result after the operation is completed. 

[00171] By way of example and not limitation, the memory 1520 is a volatile memory or a non-

volatile memory, or may include both a volatile memory and a non-volatile memory. The non-25 

volatile memory is a read-only memory (read-only memory, ROM), a programmable read-only 

memory (programmable ROM, PROM), an erasable programmable read-only memory (erasable 

PROM, EPROM), an electrically erasable programmable read-only memory (electrically EPROM, 

EEPROM), or a flash memory. The volatile memory is a random access memory (random access 

memory, RAM) and serves as an external cache. Through example but not limitative description, 30 

many forms of RAMs may be used, for example, a static random access memory (static RAM, 

SRAM), a dynamic random access memory (dynamic RAM, DRAM), a synchronous dynamic 

random access memory (synchronous DRAM, SDRAM), a double data rate synchronous dynamic 

random access memory (double data rate SDRAM, DDR SDRAM), an enhanced synchronous 

dynamic random access memory (enhanced SDRAM, ESDRAM), a synchronous link dynamic 35 
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random access memory (synchlink DRAM, SLDRAM), and a direct rambus dynamic random 

access memory (direct rambus RAM, DR RAM). It should be noted that the memory 1520 in the 

system and method described in this specification is intended to include but is not limited to these 

memories and any memory of another proper type. 

[00172] The listed structure of the compute device 1500 is merely an example for description, 5 

and this application is not limited thereto. The compute device 1500 in this embodiment of this 

application includes various types of hardware in a computer system in the conventional 

technology. For example, the compute device 1500 further includes a memory other than the 

memory 1520, for example, a magnetic disk memory. A person skilled in the art should understand 

that the compute device 1500 may further include another component required for implementing 10 

normal running. In addition, a person skilled in the art should understand that, based on a specific 

requirement, the compute device 1500 may further include a hardware device implementing 

another additional function. In addition, a person skilled in the art should understand that the 

foregoing compute device 1500 may alternatively include only a component required for 

implementing embodiments of this application, and do not necessarily include all the components 15 

shown in FIG. 8. 

[00173] An embodiment of this application further provides a compute device cluster. The 

compute device cluster includes at least one compute device. The compute device may be a server. 

In some embodiments, the compute device may be alternatively a terminal device, for example, a 

desktop computer, a notebook computer, or a smartphone. 20 

[00174] As shown in FIG. 9, the compute device cluster includes at least one compute device 

1500. A memory 1520 of one or more compute devices 1500 in the compute device cluster may 

store same instructions for performing the foregoing method. 

[00175] In some possible implementations, the memory 1520 of the one or more compute 

devices 1500 in the compute device cluster may alternatively store some instructions for 25 

performing the foregoing method separately. In other words, a combination of the one or more 

compute devices 1500 may jointly execute the instructions of the foregoing method. 

[00176] It should be noted that memories 1520 in different compute devices 1500 in the 

compute device cluster may store different instructions respectively for performing some functions 

of the foregoing SQL engine. In other words, the instructions stored in the memories 1520 in 30 

different compute devices 1500 may implement functions of one or more modules in the foregoing 

SQL engine. 

[00177] In some possible implementations, the one or more compute devices in the compute 

device cluster may be connected via a network. The network may be a wide area network, a local 

area network, or the like. FIG. 10 shows a possible implementation. As shown in FIG. 10, two 35 
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compute devices 1500A and 1500B are connected via a network. Specifically, each compute device 

is connected to the network via a communication interface in the compute device. 

[00178] It should be understood that functions of the compute device 1500A shown in FIG. 10 

may be alternatively performed by a plurality of compute devices 1500. Similarly, a function of 

the compute device 1500B may be alternatively completed by a plurality of compute devices 1500. 5 

[00179] In this embodiment, a computer program product including instructions is further 

provided. The computer program product may be software or a program product that includes the 

instructions and that can run on a compute device or that can be stored in any usable medium. 

When the computer program product runs on a compute device, the compute device is enabled to 

perform the method provided above, or the compute device is enabled to implement functions of 10 

the SQL engine provided above. 

[00180] In this embodiment, a computer-readable storage medium is further provided. The 

computer-readable storage medium may be any usable medium that can be stored by a compute 

device, or a data storage device such as a data center, including one or more usable media. The 

usable medium may be a magnetic medium (for example, a floppy disk, a hard disk, or a magnetic 15 

tape), an optical medium (for example, a DVD), a semiconductor medium (for example, a solid 

state drive), or the like. The computer-readable storage medium includes instructions. When the 

instructions in the computer-readable storage medium are executed on the compute device, the 

compute device is enabled to perform the method provided above. 

[00181] It should be understood that sequence numbers of the foregoing processes do not mean 20 

execution sequences in various embodiments of this application. The execution sequences of the 

processes should be determined according to functions and internal logic of the processes, and 

should not be construed as any limitation on the implementation processes of embodiments of this 

application. 

[00182] A person of ordinary skill in the art may be aware that, in combination with the 25 

examples described in embodiments disclosed in this specification, units and algorithm steps may 

be implemented by electronic hardware or a combination of computer software and electronic 

hardware. Whether the functions are performed by hardware or software depends on particular 

applications and design constraint conditions of the technical solutions. A person skilled in the art 

may use different methods to implement the described functions for each particular application, 30 

but it should not be considered that the implementation goes beyond the scope of this application. 

[00183] It may be clearly understood by a person skilled in the art that, for the purpose of 

convenient and brief description, for a detailed working process of the foregoing system, apparatus, 

and unit, refer to a corresponding process in the foregoing method embodiments. Details are not 

described herein again. 35 
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[00184] In the several embodiments provided in this application, it should be understood that 

the disclosed system, SQL engine, and method may be implemented in other manners. For example, 

the described apparatus embodiment is merely an example. For example, division into the units is 

merely logical function division and may be other division in actual implementation. For example, 

a plurality of units or components may be combined or integrated into another system, or some 5 

features may be ignored or not performed. In addition, the displayed or discussed mutual couplings 

or direct couplings or communication connections may be implemented by using some interfaces. 

The indirect couplings or communication connections between the apparatuses or units may be 

implemented in electronic, mechanical, or other forms. 

[00185] The units described as separate parts may or may not be physically separate, and parts 10 

displayed as units may or may not be physical units, may be located in one position, or may be 

distributed on a plurality of network units. Some or all of the units may be selected based on actual 

requirements to achieve the objectives of the solutions of embodiments. 

[00186] In addition, functional units in embodiments of this application may be integrated into 

one processing unit, each of the units may exist alone physically, or two or more units are 15 

integrated into one unit. 

[00187] When the functions are implemented in the form of a software functional unit and sold 

or used as an independent product, the functions may be stored in a computer-readable storage 

medium. Based on such an understanding, the technical solutions of this application essentially, 

the part contributing to the conventional technology, or a part of the technical solutions may be 20 

implemented in a form of a software product. The computer software product is stored in a storage 

medium, and includes several instructions for enabling a computer device (which may be a 

personal computer, a server, a network device, or the like) to perform all or some of the steps of 

the methods described in embodiments of this application. The foregoing storage medium includes 

any medium that can store program code, such as a USB flash drive, a removable hard disk, a read-25 

only memory (read-only memory, ROM), a random access memory (random access memory, 

RAM), a magnetic disk, or an optical disc. 

[00188] The foregoing descriptions are merely specific implementations of this application, but 

are not intended to limit the scope of protection of this application. Any variation or replacement 

readily figured out by a person skilled in the art within the technical scope disclosed in this 30 

application shall fall within the scope of protection of this application. Therefore, the scope of 

protection of this application shall be subject to the scope of protection of the claims.  
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CLAIMS 

1. A method for executing a security policy by a structured query language SQL engine, 

wherein the method is applied to a database system, the database system comprises a database and 

at least one SQL engine, the at least one SQL engine is configured to obtain, based on an SQL 

statement, data stored in the database, and the method comprises: 5 

obtaining, by each SQL engine, first configuration information, wherein the first 

configuration information indicates at least one software source corresponding to each of different 

types of security policy configurations for execution on the SQL engine, and the at least one 

software source corresponding to each of the different types of security policies is not completely 

the same; and 10 

protecting, by the SQL engine based on the first configuration information, security and/or 

privacy of data stored in the database by executing the corresponding security policies provided 

by the different software sources indicated in the first configuration information. 

2. The method according to claim 1, wherein obtaining, by each SQL engine, the first 

configuration information comprises: 15 

obtaining, by the SQL engine, the first configuration information in at least one of the 

following manners: an interface of the SQL engine, a configuration file of the SQL engine, or a 

visual configuration interface of the SQL engine. 

3. The method according to claim 1 or 2, wherein the different types of security policies 

comprise a first-type security policy, and software sources corresponding to the first-type security 20 

policy comprise first software and second software; and 

protecting, by the SQL engine based on the first configuration information, security and/or 

privacy of the data stored in the database by executing the corresponding security policies provided 

by the different software sources indicated in the first configuration information comprises: 

when verification of the first-type security policy respectively provided by the first software 25 

and the second software succeeds, determining, by the SQL engine, that the SQL engine has passed 

security verification against the first-type security policy. 

4. The method according to any one of claims 1 to 3, wherein the method further comprises: 

obtaining, by the SQL engine, second configuration information, wherein the second 

configuration information is used to configure the SQL engine to execute some or all of the 30 

different types of security policies; and 

executing, by the SQL engine, some or all of the different types of security policies based on 

the received second configuration information. 

5. The method according to any one of claims 1 to 4, wherein the different types of security 
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policies comprise at least two of the following: a data access permission control security policy, a 

data masking security policy, and a data row-level filtering security policy. 

6. The method according to any one of claims 1 to 5, wherein the software sources comprise 

Apache Ranger, Hive Metastore HMS, and Hive access control list ACL. 

7. The method according to any one of claims 1 to 6, wherein the method is applied to a cloud 5 

management platform, the cloud management platform is configured to manage infrastructure that 

provides a cloud service, the infrastructure comprises at least one cloud data center, at least one 

server is disposed in each cloud data center, and the SQL engine runs on the at least one server. 

8. A structured query language SQL engine, wherein the SQL engine is located in a database 

system, the database system further comprises a database, the SQL engine is configured to obtain, 10 

based on an SQL statement, data stored in the database, and the SQL engine comprises: 

an obtaining module, configured to obtain first configuration information, wherein the first 

configuration information indicates at least one software source corresponding to each of different 

types of security policy configurations for execution on the SQL engine, and the at least one 

software source corresponding to each of the different types of security policies is not completely 15 

the same; and 

a processing module, configured to protect, based on the first configuration information, 

security and/or privacy of data stored in the database by executing the corresponding security 

policies provided by the different software sources indicated in the first configuration information. 

9. The SQL engine according to claim 8, wherein the obtaining module is further configured 20 

to: 

obtain the first configuration information in at least one of the following manners: an interface 

of the SQL engine, a configuration file of the SQL engine, or a visual configuration interface of 

the SQL engine. 

10. The SQL engine according to claim 8 or 9, wherein the different types of security policies 25 

comprise a first-type security policy, and software sources corresponding to the first-type security 

policy comprise first software and second software; and 

the processing module is further configured to: 

when verification of the first-type security policy respectively provided by the first software 

and the second software succeeds, determine that the SQL engine has passed security verification 30 

against the first-type security policy. 

11. The SQL engine according to any one of claims 8 to 10, wherein 

the obtaining module is further configured to obtain second configuration information, 

wherein the second configuration information is used to configure the SQL engine to execute some 

or all of the different types of security policies; and 35 
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the processing module is further configured to execute some or all of the different types of 

security policies based on the second configuration information. 

12. The SQL engine according to any one of claims 8 to 11, wherein the different types of 

security policies comprise at least two of the following: a data access permission control security 

policy, a data masking security policy, and a data row-level filtering security policy. 5 

13. The SQL engine according to any one of claims 8 to 12, wherein the software sources 

comprise Apache Ranger, Hive Metastore HMS, and Hive access control list ACL. 

14. The SQL engine according to any one of claims 8 to 13, wherein the SQL engine runs on 

at least one server, the at least one server is located in at least one cloud data center, and the at least 

one server is infrastructure that is managed by a cloud management platform and provides a cloud 10 

service. 

15. A database system, wherein the database system comprises a database and at least one 

SQL engine according to any one of claims 8 to 14, and the at least one SQL engine is configured 

to obtain, based on an SQL statement, data stored in the database. 

16. A compute device cluster, comprising at least one compute device, wherein each compute 15 

device comprises a processor and a memory, wherein 

the processor of the at least one compute device is configured to execute instructions stored 

in the memory of the at least one compute device, to enable the compute device cluster to perform 

the method according to any one of claims 1 to 7. 

17. A computer program product comprising instructions, wherein when the instructions are 20 

run by a compute device cluster, the compute device cluster is enabled to perform the method 

according to any one of claims 1 to 7. 

18. A computer-readable storage medium, comprising computer program instructions, 

wherein when the computer program instructions are executed by a compute device cluster, the 

compute device cluster performs the method according to any one of claims 1 to 7.  25 


