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Example #1: Global policy expression

‘A production application can only communicate with other production applications”

4 N

{

"Scope”:

{

*Environment”: ["PROD”,"BCP”,“DR"]
402 —J_ “Condition":

‘notEqual”: {“out.application.environment” : {"UAT","QA" DEV","LAR"] )
‘notEqual”:{”in.application.environment”: {"UAT",”QA","DEV","LAB"] |

“Effect”:"Allow"
“Action” i ""

)

. J

FIG. 4A
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Example #2: Global policy expression

“Desktop can connect to all environments, except other desktop and lab environment,
only on port 443 & 8443",

7

{

“Scope” :
“Environment” : ["DESKTOP"]

“Condition":
402 —
402A-—-::::::.“notEqual”:{“out.application.environment":{"DESKTOP,"LAB"]}
40728 — *notEqual”:{”in.application.environment”: {"DESKTOP, "LAB"] }
“Equal”:{out.dst_port”:["443","8443"])

“Effect”:"Allow”
“ACtiOIl" : nn

.

FIG. 4B
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Example #3: Application-specific

“CIB Database of SEAL ID "89746" can connect to CIB production applications in

Luxembourg’
/{ A
“Scope” : 4
\\appLOBn : [!ICIBH} ,
“appID": ["89746"]
“appFunction": [“Database"] 402

“Condition":
“Equal”:{“in.application.environment”:"PROD" },
“Equal”:{"in.application.function”:"APP"},

“Equal”:{"in.application.location” " Luxerbourg”
}
“Effect”:"Allow”
402C

“Action” .M

)

. J/

FIG. 4C

SUBSTITUTE SHEET (RULE 26)




WO 2020/028577 PCT/US2019/044519

7/11
500
502 520 504
518
510 516
\ /
<<Application>> \ i \ <<Application>>
Application A - Application B
\
1. 3]
1<<Component>>
Presentation
©) AP!; Proxy
~ (API: Store)
.00 112
=]l 1. ] |1, 1.2
<<Component>>L 1<<Component>> <<Component>>tH@1<<Component>>
Business Logic Data Businessl Logic Data \
\\ \ \\ \\ \\
508 524 506 522 514 512
Inter - Inter - component Inter - component
application () association within (3) association across
association an application applications

FIG. 5

SUBSTITUTE SHEET (RULE 26)




WO 2020/028577 PCT/US2019/044519

602

6044

8/11
600
\ <<Component>>
Web
[ COMPONENT NAME DEFINED

‘URN"’” & REGISTERED IN SEAL
“name“ "Web"”, <P__‘—"""—_—

“description”:"UI/presentation layer of 3-tier app; 87654:Web”,

“interface”: COMPONENT INTERFACE
[ NAME DEFINED BY AO
{
“interfaceName®™:”87654 :Web:Public”,
~—~"description”:”Public web interface”, 608

“condition”:

{
“Equal”:{"in.applicaticn.environment”: ["Prod”,"DR","BCP"]},
606 ~——~"Equal”: {"in.application.tier”: ["tier2”, “tier3"]}
“Equal”:{"in.dst port”:"443"}, _/~612 .\\~610
“notEqual”: {in.application.country”: "Luxembourg"

! % /\j
veffect”:"Allow”

b, 614  CONNECTIVITY
REQUIREMENTS OF
SERVICE INTERFACE

“interfaceName” : 87654 :Web:Private”,
“description”:”Private web interface”,
“conditﬁon“:
“Equal”:{in.application.environment”: ["Prod”,”DR","BCP"]}
“Equal”:{in.application.tier”:"tier3"},
“Equal”:{“in.dst port”:"8080"},
“Equal”:{“in.application.country”:"Luxembourg” }

veffect”:"Allow"

FIG. 6
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<<Component>>
Application
\\URNII : niu ,
\\name n : MApp 1 ,

“description”:”87654:Application”,

N~ “interface”:

“interfaceName":”87654:Application:Public”,
“description”:”Rpp interface-public”,
“condition”:

[

/:

”in.application.environment":["Prod”,"DR”,"BCP”]},
"in.application.tier”:["tier2”,"tier3"]},
“Equal”:{"in.application. function”: ["Web”,”App”,"DR"]},
“Equal”:{"in.dst_port”: ["7038","7039","7040"] ),

“notEqual”: {in.application.country” :"Luxembourg” }

\\Equalﬂ
“Equal”

H
H
)
3

“effect”:"Allow”

}
{

“interfaceName” :"87654 :Application:Private”,
“description”:"App interface-private”,
“condition™:

/

“Equal”:{"in.application.enviromment”: ["Prod”,”DR","BCP"]},
“Equal”:{"in.application.tier”:["tier3"]},
“Equal”:{"in.application.Function”: ["Web”,"App”,"DR"]},
“Equal”: {"in.dst_port" 1 ["7041","7042","7043"] } ;
“Equal”:{in.application.country”:”Luxembourg” }

veffect”:"Allow”

FIG. 7
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800
<<Component>>
Database
\\URNH : un ,

\\name A\ : ”DB" ,

“interface”:

“condition”:

{

"Equal”
"Equal”
\\Equal i
"Equal”
"Equal”

veffect” :"Allow”

“description”:"87654:Database”,

“interfaceName":"”87654:Database”,
“description”:"DB for both public & private interface of apps”,

+{"RppID”: ["21097","23435","87430",*15613"] },
:{"in.application.enviromment”: ["Prod”,"DR","BCP]},
:{"in.application.teir”: ["teir2”,"teir3"]}
|

N

"in.application.function”:"App"},
vin.dst_port”: ["1521",71630"] },

i

802
-804

806
—-808
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