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WD 2004/ 019152 PCT/ SG2002/ 000179 1 METHOD AND SYSTEM
FOR DETERRENCE OF UNAUTHORI SED REUSE OF DI SPLAY

waEaNTaiisEi el d of the invention 5 The i nventi oPCT/&GZ002/800179

generallytothefleld of gontent display. In

P M OB bl s oR Ié% RIS CE PSR noRspn,

corrputer scr eeREUSBMgISRInWCﬂN’HEN’ﬁ the rapid
grom h of the Internet, nore and nore inmages are
accessible to Internet wusers. However, not all
Fl® ui the fisveafion rmges on the Internet are willing to

ermt. use eep_the, i es pyoyi ded and .
i St clis sermelied e STR0ecuRhigler: b ratery it glates
t6] it dotddéh &N@natiiBARE rése WE isplafrcBa@att fof atsg@y lon computer
protocol s such as the HyperText Transfer ot ocol
SCEPFP) do not address the issue of protecting inmages
or other 15 display content such as text downl oaded
fromwebsites or other renote resources. As a result,

Bagkergued who has access to a website is able to save

VARPhE BlpaCertiviilrade IaRRAE Hore :Qﬁ%ﬂr@ s b6 %eesslitﬁé to Internet

website. This is because a nunbe V\brl W de Web

- ugapgnovisv Bl pErvERersY irgagea e t}feaﬁ@mebﬁe ailling ol vress

td Re %M@nﬁ‘agé@gmpﬁlg@ @”ﬂsﬂageﬁ %HE%% e Stﬂ%é’ﬁ WsSaldy £B uEé?? to

use S Ccan us to e save cont ent
diggéutec the Rapged 9b wil): p%re@npncworlsvm@amk wht agpihe aiﬁsrperext

T‘}d%*éfég BoSodol QHFP¥P A8 MG %fdre%s WeShr l%tegﬁr[%f ﬁﬁagb s oF bih&"

S or capture snapshots of a ser |
di;;plav eontpnt stidpeaswiexd elowtiuefdeé rfrom‘ weltshies @othpu t@lotdagcsources As

aqgsgtc,l a%?&xﬁergvhor]]%s cgs% (t)o 1 F ?t% is a%%l 3 gz}]\p rajol n?({l}%&)ﬁ%’ con eﬁt

duwnlba@dnfmmematewsbsity ’ﬂhs as roectah& ammg&sr k»j Wedd V\éde Ngeb
event

a
CORETY rEPTeB e & Sur Bt S Cahpion Bplnn delents i
canp@eo&atdﬁdwhdc}atha ufefyah asd 10 $0it the@avel dibplaly gextént A 6 €an
se hoth text . a retypln the t

B drisentFBr S Ko8 Pl BL O foe AP SEoBRYHH5 BF o
s&ééxﬁ(ﬁil:l]\npskir capt@retsim@ﬁﬁ W16 dfaRlagestseorétbinghe qudeo buffer of
ﬂ}%&%{%{pﬁ%; Ig}s; %gpllrcgtlijlfgethg Vldg(; gLPffer yUﬁl?gnIt)r%g}amE){ha% Ie:rtlable the user to
create, view, and edit images, the user can then easily obtain the images by retrieving

these snapshots.

It is hence difficult to prevent unauthorised reuse of display content downloaded from
or provided via a remote resource. A diligent pirate can reuse both text and images by
re-typing the text and performing screen dumps of the images shown on the screen. It
is therefore desirable to deter unauthorised reuse of display content by either forcing a
pirate to spend significant amounts of money and time to obtain display content, or
degrading the quality of reused screen content. To this end, a number of patents and

conventional technologies have been proposed which are described hereinafter.
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30 pirate to spend -significant amounts of noney and
time to obtain display content, or degrading the

waee@kiotasnf reused screen content. To this endPCEHSG2002/000179

nunber of patents and conyentional technol ogi es have

DS B8 85 B Pl sBIPHT 551" R PRkt g Fsorcen
dspBY S 50% areadispbastd dn whigh ambydiments flescribasipherpinatrevetti sorgen
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Alﬂ‘BGg?rSm&fo&l ctab@rthe ekiuglrimagest raiieablape @exff&mnﬁg meeﬂamﬂlgs

the on-screen_rendering of the textual img 10
ORFFO GBH 917 Boths Radsels CRes iRt FRFOT aopel images can be

claﬁtm%ﬂ lak E‘s‘ kit BYChRRYtn® st hcGiifeS 8 RisHAl PR eption @68 BB g the
one the pair of conposite or randpm bi t mapped
t?’%?é é@a%f»‘aw b@rag@s@p@aﬁh a8t a5 cUNROREH ehndus bHmppRef dmpees gs

HRETar& GRNEBE BisMhyddabn RRS eI %“Fe%«%e'ﬁé efBodif6nts work
textual inmage by averagi ng each pair of conposite or

adedvatsh enly Aerplpelel contiagiaBages sughhessiextyplamapesdiuh aptefoy display
c@hé&év@iﬂ?l@w%n&&?s&ﬁ LEhbeflovever, the enmbodi ments work
5 adequately only for high contrast inmges such as
textual |nages but not for display content with |ow
I 3 ¥
A 8208808 Sl L ol M 00
lmegqs and mfg@se dradsreitéd war eetwpmsam tdisstbsed, avirdt wooks the
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I Nto
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Frid é‘g & R SR ShBR e e 3Ry %%18 SAPESP
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[ t.q different | ocatj .of the iLnm to form .
et R asP R S RNt FBGHY T BF b HAcwiaue
lodaHgEe Aaiplg thenD@iplAk Mhedd maltigldi igldgesZih sh&@@ldn(lﬁfer Afervals.

@Eﬁ&gt then di spl ays these multiple i mag e?
csg i BBl magEs & sy can only acquire a viSua perceptlon which

resembles the original image but cannot obtain such an image from capturing
snapshot of the video buffer once. Unfortunately, a pirate can still recover the image
by capturing the video buffer several times to obtain all of the multiple images by
trial. Generally, the number of attempts the pirate need to make to capture all of the
multiple images is small because the number of sub-images is restricted by the

screen’s display refresh rate, which is usually less than 100Hz.
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Wth these nultiple inmages a user can only acquire a
vi sual perception which resenbles the original imge

whed4osant obtain such an i mage from capt uri NBCT/SG2002/000179

snapshot of the video buffer once. Unfortunately, a

npUs %t%npﬁ@ 5348112087 £EOUST anliAE apmg@s fopb’olﬁr%&wtfoﬂ 9f fnbiges
deo buffer several times to obtain al

lrmu Pampiter sysegase diselaed which |preV@trﬂélhaansvl ﬁqrﬁ@r&ﬂfmege dsfa
£ aeﬁ@%osacfa r By Jteér%to%%sgwm AEis HBned U'frﬁer@éfpltloxpgf dabie

multiple 1mages 1s s because the
trenpfer| Teapsts msder ®sa pparethg tﬂystpmands@m@té”wng wliedst ay image
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pEt@8, 287 date trmsen theanpdrating thp paotedtedsiniage 1scdpyured blacked
ogtlro(%t ?pgéce WI V\ﬁfan%tﬁal%ggmﬁ Gn?nq 8{%%3%& t ?I%%% ?pro’lgcragtéo(%l

S€E vent I'cense rans eTs 0
syktdnacanflre@asily hypmbsal aédp:pitceafanﬂ@d@tﬂtvek psiganaghcmmn@pts the

At he intercepti.on of trans
e BB A GO el FleroE RS M et BhvdimeelsRy Toager
tyz}fethﬁ @tin&BcredtElgs on arcﬁgipetﬁlt letg}bd)as(ti] carte)ok @rdg&ll(’lpfdﬂlﬁﬁicq’d the
| e | mage uest L t.nat mar
Pt g aien te ke PaFer RGBT phgum before
ﬂ&r@étecﬁioﬁdydtémgﬁlmsckaiusmblmgshobl acked out or replaced

wi th anot her specified pattern or nessage. However,
such a protection systemcan be easily bypassed. A

WIURPSeaNo.| €208, 785N Q0kcE Q@I pItreR bR BER Saethld@ for
regquest before t he protection systemintercepts the

datgdy disglegednwhich were fligital, S@termrk toghaelogih o embed a

wWaldrihrk S8R AKEYop IR 10 PRIMERI deBXROA £ to3ndI@RK ownership
programcan intercept the Print-Screen request and

o B ipecdecidsecopicte d o Berndve the) wateymare f Rispte Savie dgeradesihe gyality

0? ﬁ{egﬁ@cectéd"@on%? tl-ﬁﬁ;&elvgn YR &ﬁﬂot?r%ﬁt WahthbR&d reuse of
snapsh In US Patent No. 6, 735, a secure spread

thepeeteqtedeontanér mar ki ng net hod for 15 nul timedi a data
is disclosed, which uses digital watermark technol ogy "
to enbed a waternmark representing copyright into

Ip MitrosefE sl vaudames npesiting systemsi and iamaicetimmeg@m ipterfae ¢ATE)

ol egt e t r

ch LS ﬁ}e Adethc g@efﬂﬁcuol tﬁ?(%ﬁ? &rg\? %égp If)o?o gtg?gcon t()l%h?ter

kbkhmm‘dEHVﬁntt WhSn Awbdn myj)esﬂm RPaht-foresndey ou raa;umhmbn lwbloalrdem@e
gontent., 4 g

Byt el LY SEL Reot SR S e B P Pbbache ShiE3E
séthk)) function, whlch would prevent the default process of copying the content of
the computer’s video buffer onto a clipboard thus preventing reuse of information
stored in the video buffer. The disadvantage of doing this is that the API sethook()
function is a standalone application which has to be executed with a local user
priority. This protection system is therefore not applicable to mobile codes such as

Java applets.

There is therefore a need for a display content reuse deterrence system for addressing

the foregoing problems.
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such as the sethook() function is typically provided
for intercepting a conputer keyboard event. \Wen a
wais@r/019pes the Print-Screen key on a conput er PREyOT@L/000179
of a conputer, the keyboagsd event can be intercepted
%E$n%g900k application based on the 25 sethook()
unctton, which would prevent the default process of
Agoimypigegs showncwona epmpusér sciepre inc@appatial demgind e upmdneyisual

. i : d i i-nf: t
R e e e
pofeergionsbyt et huren Alal snetchgjig)h(s)}/stemuhncthbmtdrsn@ of reuse of
A e L
ftehenef domatiovitappldspatdirg fraueaslyi dompomahés FoteverpdreqBcy

Java applets. There is therefore need for a.dis
REHeERE A B durbry euacs pordrrid Aty bbly g o fule
TSbaoRLGcP isofunerated bW 200K Odlekl b2thPEELGE2) 0&hPRBAT7 The

4 _Sunmmar [ e | h n conput screen |
SFRBNE e i A H PTG TRty P RReR e fog SRR P
sBYBhRMPreRAMBY Rhds t650.SENMIbEVE selcled €roni @Tie REdofORAIbaL

To involve visual _ perception Fé tgg hqug iﬁsual < th
SpeeeE A Griosy dnasn fPrnadaing dieei el SpFumtshs ¢ omage n the
ety Ao QiN i€ BdmbiRedSyH BB NbiSe Hhaps h® s&Rrdtdla Whittsiséimage

image is transformed into_ the frequency domain wth,
laevr a3 pawiregteripatyd diese, Shirhdhdifh drangigrmed kel to the spatial
SohSAUERY FRPRAISAL nunfbef SNHIRBle REAMENEGR defcted to

generated and a variant of the random nunber sequence
gesergfe meltiple ¢ypihesisgd dmagep dor/fprpiBg ol image pegRfsncihe image

dj B thd ERiduer B&R. val ue of any

%@§@§?5ﬂ58 Fgﬁ%?h of seéﬁéﬁt of the random nunber 10
sequence preferably tends to 0. A nunber is selected

I - GE : e
L R R T R i B R
Whiéh cohkiE BENENuERFBT fbideSdetefiicd flagtk L, fol@nd@ing 6n tage

to generate a synthesised i mage known as a
qoipsier ghedear | or at ed i mage, which i s then transforned

back to the spatial domain. From every random nunber
sequence, nultiple nunbers are selected to 15 generate
DiHngippdparasiyi theste@drahFRGR Y ihrm tafifoneas AN - AEE t the
sequence. The imge sequence is then displayed on the
ﬁ‘fiﬁlﬁﬂlﬂ’ dpmainfo chhe system then generates a noise number sequefice 7={ 7is,

Fi,++} for each component f;. 7=1,2, -+, m before generating the noise-deteriorated
images. Alternatively, each number in the noise number sequences can be generated

while generating the corresponding noise-deteriorated image.

To generate the noise-deteriorated images, the system performs the following

operations:
for &=12, -

for =12, -, m

~

Ja=kitrx
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w@eguonmas2 of noi se-deteriorated

In such a system an input such as an original inmage
X, is processed into an output which consists of a

on the 20 conputer screens During preparation, the
systemtrgpsforns X into mconponents fi, f2i R
in the frequency domain F. The systemthen generates
a noi se nunberwiggahie Femige;deferiviaked imag? F, in frdquéncy domain
each conponent f. i=1,2, , mbefore generating the
noi se- det kssinDeaippeedd £ Mages.: , Al t ernati vel y, each
nunber in the noi se nunber sequences can be generated
whi | e gengiabd-Rghsidie K aite é5pendli ng noi se- deteri or at ed
i mage. To generate the noi se-deteriorated inmages, the
syst em pefeh@in®, tdthe Edhguanbdigen oper ations: 30 for

7=1,2, for i=1,2, , m Jdk= i+rik WO 2004/019152
PCT/ &&002/ 000179 5 end where the e

noi se-deteriorated inmage F,, in frequency domain has
I n conponents i=1, 2, , M inverse-transformF. into

Ih Wcordaaerdwitlba fiest depect)of thetipventien, @ongthndefor generating a ghvality
I.n _accordance .wi [ S he .1 t

YR REACRAFEE (hhet orl b ThofB Pyl ch P oleiAR by B

depirge- dedugharisedatrede | afatie sinfago s ahiscilaved) eind whha tha binethod

a _caonputer display for 10 deterring unauthorised
CPlélﬁggnp%ﬁ‘etsﬁgs ?ﬁage i s disclosed, in which the nethod

conp tassfaghitiden dhapp lisplayatie e afoompitegdiaplay imge plurality of |
di spl ayabl e on a conputer display into a plurality of
ff%’é‘gﬁ%ﬁ%‘?p%%’onents; generating a noi se sequence for
each gricaAingnMoiR QBRRARITOr ¢ath equepty dhpdnyntah thelfiurality of
fregquency conponents, each noise Sf%encg havi ng a
ffﬂqﬁ‘?l’&V ic?lg;pc&elqigfﬁaglénqﬁ?wgce aving a plurality of noise numbers;

selecting, in relation to a first noise-deteriorated image, a first noise number
from each noise sequence;

deteriorating each frequency component in the plurality of frequency
components using the first noise number from each noise sequence corresponding to
each frequency component in the plurality of frequency components to form a noise-
deteriorated frequency component in a first plurality of noise-deteriorated frequency
components; and

transforming the first plurality of noise-deteriorated frequency components

into the first noise deteriorated image for displaying on the computer display.

In accordance with a second aspect of the invention, a system for generating a
plurality of noise-deteriorated images from an image displayable on a computer
display for deterring unauthorised reuse of the image, in which the system comprises:

means for transforming an image displayable on a computer display into a

plurality of frequency components;

mages Xk for PENSE2G02/¢00179
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waledoeniasat i ng each frequency conponent

selecting, inrelation to a first noise-deteriorated
image, a first noise nunber from each noi se sequence,;

plurality of frequency cosponents using the first
noi Sﬁle%kér@a? boref AT %%ﬁe @éliu%ﬁcestﬁﬂ HRHGRqG k] %&mﬂhm th®

20 each frequency conponent in the plural IE%F

plurdijy oA dipqusn ey opreprments, @aﬂbn@ﬁeaseﬂmr% hardpg p ipBpaite @f noise

$ gyency conponent inafirst plurality of

nol se- det eri or at ed frequenCéqS conponents; and

t r angieansnfongglecting, firl reltiomptou st lt(ysecsi’etmgtaéﬁé-lmégeeﬁ Byt 0i8e
into the first noise

gﬂgggﬁgggcﬁgﬂggaggggdr di spl ayi ng on the conputer

di spheyns 76 Hﬁmanmmgdaubeﬁmmmh%aC@Hmommtasp@@tﬂ@@hnh@f

I nventi on st.em.f or, a a I I

OVER) (BPine Rt BET 0 el ATt Yo' HER ol Bhenge

carrespnmhﬁgro cachi ﬁ:muagcyfcompoimhmrthmgumhm Ifmqu&eyjcmauments

th t f.
BN e S e S
d&mﬁahayikﬁt@mﬁcmﬁ@mahumﬂd|ty of frequency conponent s;

WO 2004/ 019152 PCT/ S nea for
gene P PraHsto §8m§gﬁ%3ﬁ QEHOF g%ﬁ@ﬁ%§dikﬂummy

oRARPRABNGLLD tetfier ndde lﬂe&hbia}bd(lfnagé US04y rpOSED did eddinputer
each noi se sequence having a plurality of noise

ers; neans for selecting, inrelation to a first
noise-deteriorated image, a first noise 5 nunber from
each noi se sequence; neans for deteriorating each
Brief Reserinti AWHESin the plurality of frequency
ERPRAAGR! 5 tHSinDehiioh Srefdedctibe RIrSiRatRY @il Wi ReRAGRe to the
noi se sequence corresponding to each frequency
(b@ﬁwﬁhéhwh$h the plurality of frequency conponents to
forma noi se-deteriorated frequency conmponent in a
first plurality of noise- 10 deteriorated frequency
Kigripie hiank diagesmdofirecamputtnsysemdos fisnlasingpan image poogyding to an

deteriorated frequency conponents

%#g&{ﬁhégﬁtﬁé 1sn?é)dr%:ﬁse deteriorated i nage for displaying
on the conputer

Fig. 2 is a flowchart of an image transformation process according to the embodiment

of Fig. 1;

Fig. 3 is a flowchart of a process for the generation of interference images according

to the embodiment of Fig. 1; and

Fig. 4 is a block diagram of the image transformation and interference image
generation processes of Figs. 2 and 3 for processing a two-by-two (2x2) pixels image

for display.

i N t hePCT1/$SG2002/000179
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of the invention are described hereinafter in detai
wowdaonoraberence to the draw ngs, in which: FiBCT/8G2082/000179

bl ock di agram of a conputer system for displaying an

DefRRA DREGHYPtHNg to an 20 enbodi ment of the invention;
Fig. 2 1s a flowhart of an image transforpmation

Embgdimentsof dgr igyangon ee wisslogsoisagipadist for geldrpssing the nepd for a

dﬁ%ﬂyc&t&ﬁr&séhe@éﬁéh@é stefp, @ process for the generation
of interference inmagés according to the enbodi ment of

Fig. 1; and Fig. 4 is a block diagramof the image
5 'ﬁ%nﬁeflé) %W{SPQF_ECQHQS,' i q‘gfbg{-ggfégu i T8 ABates AR GhADIiHness of
Igs. 2 an or

processes 0 processing a two-by-two
iftoadtfenpilight & pqualyto tRObrfightnesy opistegdy Weht2ED Mg Sang time-
7 %, 2 Db -
ETRSRHELSTRLR, B S5 T DR
ilhoddnas sit reg rath deyvad dbé diritwal Hlickst dyequanrye(fifF),ewbish is the

det errence . tem .5 | he fie o) | Sk QN ' e
RIS, BTy B, e il bt B B BRS Gme
10 TahbePhichi datv hdldshiecause edisal thd dumine e isgpreseeted vofh images
teady | ight w the sane tine-, averaged | um,nance.
oBETE s T Bt B SRS AT Aror R PR PR R o
visuglht pdrtigie ad h'etiiged dpeesadtationr dtthe beapen chilidn ehanrpekdeda@l the
Fl i cker Frequency (CFF), which is the frequency at
RAseE Aeefa'd%er i nduced by intermittent illumination
di sappears. The 10 Tal bot- Pl at eau Law hol ds because

when_ the hunman eye is presented with i e chan
15 Thee bP%afr@maSWébez%e’feﬂr&%s&%éP P§€‘é(8‘&r¥‘ﬁﬂsegﬁgls w‘e@? ihle

PRESiAY 8Sod Nual PREGSET Qualivy. IUAkIYmBRY SEViMEn PiicepVish JaaHy

representation of the imges rather than perceive, the
VPRYRRRE3USS b StEret yriters fornsighperapntwabt Shegrmekofsaty primarily

5&k Sh BRf dikkio bificten Bickuent reuse of display content
whil e providing good visual perception quality.

Measurenents of vision perception quality
20  Assume X is the original image, and X; is an image at a K™ frame shown on the screen

in a sequence of T images which can be copied from a video buffer of a computer on
which X is displayed by performing a screen dump. Generally, any display content
reuse deterrence system should satisfy the following requirements:

(1) Reduce to a minimuin the arithmetic mean value of the difference Xz — X, i.e.

1 o+ T

25 T Z X, — X tends to zero;
k=l

(2) At any frame %, the difference X; — X should be at a maximum
(3) If the screen display refresh rate is fast enough, the difference X; — X should
be global, i.e., distributed throughout the images.

30  The first requirement aims to reduce screen flicker to a minimum so as to display an
image of high quality to authorised users. The other requirements aim to introduce

interference into the video buffer so that any screen dump cannot result in a high
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wa@eootmordion of screen flicker

vary because of different criteria for vision
perceptual. The enbodi nents primarily focus on the

original image, and Xk is an inmage at a kth frane
S48, -Iqléqira%@eemeﬁt%pﬁea%ee lé&ﬂfé@w@fhe-gtﬂeﬁ%@% t4he-61F is

can be copied froma video buffer of a conputer on
therrifera wcpssalm Bp| @ ylewpldyy cprBent oferien getarranse ewpfery e perform
gﬁg gtpl ly, any display content reuse deterrence

tem should satisfy the follow ng requirenents: (1)
Reduce to a mninmumthe arithnetic nean val ue of the

"[g rInJe‘te A\ Eh(fge:]fémkerr?(?ti byZl{le en’]fbclﬁ?mel;ltszg sene!J of et efrélcg G 35&

to zero; any ane kK, erence
unqxsghmhkdubéwaﬂgmmhmm@ﬂmngﬁﬁyudﬁswhemsaﬁebgaﬁﬂmMnmw&
dgtﬁrlorfel%g 1%2:}6% wh%:gfz@es Ten ere&J g1 suc{:eréselglg ?f reeiaﬁa?e ﬁn 0%1 ce cﬁ‘ the
ong‘mglemmga mlﬂfbegﬁ ihe smlseelqtammtee fitnageis RE: dxeplmdumeatﬁhnmeh
a I mage of
e ey PRt b pRbRA i8R e uBP G ey
reqU|renents aimto |ntroduce interference into the
t : r

Afl B BB n Sh s pES RS RR RRGRD MR, OBNRGE il €5 cludy
dpmlgeApﬁlhmgfmneﬁcremoecrgu aneimagt impyeaguency doonin eati berefone
%§§F §ﬂﬁﬁqe gge off is therefore necessary for a

play con e reuse deterrence systemto perform
adequately. 5 To neet all three requirenents by the

enbodi ment s rles of nLe
gre_ate two ttgdee I(w)e (ﬂuencsh a?mP en 5 1 aﬁ q{’-flg n{iﬁglgsl'ﬁ%% 6@%%?
fmﬁuaieg rcaﬂpohenm Thioe hgh fckeluafcymoamenbntsnugreeenmmrh oarabrupt
endertg LN su%ﬁeﬁf nd repeat ed % gt ?
ohFRGT e e SRR TgTe e Rored nbrars BB sns
chdrged bpl a@)ﬁl&ﬁe f(ﬁtﬁd am h hatforse fbglcm&ﬁ rthec imgy.i ’leJﬂieétythe seco?d
ercei ve the ual it 10
I RPaLgh R LA éagﬁgadfﬁ? i eg st ‘aﬂaélﬁ gt
tiigiabé ®Andreast Hx%rfefeﬁﬁlé«l@fﬁ@}ée i@ Rhdpe. APpl yi ng
interference to an inmage in the frequency donain can

therefore
The embodiments are described in detail hereinafter with reference to Figs. 1 to 4. In

Fig. 1, a computer system in which embodiments may be implemented is shown. The
computer system comprises of a Central Process Unit (CPU) 100, a keyboard 110
with a key for activating screen dump, a video card 130 having a video buffer and a
corresponding computer screen monitor 120, a storage unit 140 to store the program
and data. Optionally, a network interface 150 is used to access to a network 160 to

which the computer system is connected.

Fig. 2 is a flowchart of an image transformation process according to an embodiment
of the invention, whereby in a step 200, an original image is introduced into a reuse
deterrence system consisting of the computer system shown in Fig. 1 and an
appropriate reuse deterrence software application. In this process, the original image

is to be transformed into a series of synthesised or noise-deteriorated images which

20 Assune X i s tPET/SG2002/000179
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satisfy the third requirenment. 15 There are two types
of frequency conponents in an inage, nanely high and

wo ow4/0iTiejuency conponents. The hi gh frequencyPCT/$G2002/000179

conmponents represent sharpgor abrupt changes in the

' t
RS ) Bkt AR CPTRORETY Sy B St
ouginfloinmge e gThqmrigmat hmge nadiest trRosfpreed inteea swice 9d frequency

SRR TR ki JLABETRT, PoUa% AR B0, U

Honnar"fmnsémum (FHd)) 9e Discréth €obina @eansfbhaatemi@d]Tr}Em s step

2@_{) g‘éﬂ %‘qu{l%m%g %o#ﬁong:%ts glrel clenoéleglc oz'p Jé .P\"l\ﬁgp%%tsr ?fll?us% on Hc 18
SRR IR Mefe 78y, REudnBPLEARMAERSWhEe $RQV) .. Thze comout er
system conpri ses of a Central Process Un|t (CPU) 100,

a keyboard 110 25 with a key for activating screen

U Bondin é&i B Henty QotlAeRTs, & r‘éhcﬁﬁpmlﬂﬁ}gécr SEquehd A= {ry,
correspondi ng conputer screen monitor 120, a storage
wirid j £410 2t o Stisrgendrdiel. piogrdanto generatbat &' syDtesioerhinhage ag

Rt B "Er ARG B O o b A acterges of

skhiBesisdd litaagesf 4 edﬁ‘ehlﬁfnﬂm@fkthaﬁtetfﬁfa@@ drrixs fimageak igefierated by
process according to an_enbodi rent of the jnvention,
ugmereby" 1R o Stk 23190 21 ZnABemaivek) 2 Tapdeye npmber fespigs BBy

Be”ﬁs%d 3" S Grep 985 66 Vg;éﬂ&ﬁtesﬁtﬁ%a‘fé}%?énéé IIBQ%Of THile (e K"

nput er system sho ropri at
s@zﬁﬂh&sﬁsed entneger @nakensef denanted a»ppﬂ + egtwtere. i 0,2t hi Sm, in a step
rocess, the original inage is to be transforned into
series of synthesised or noise-deteriorated i nmages
whi ch WO 2004/ 019152 PCT/ SG2002/ 000179 9 when
dlspla ed in,succession give an authorised viewer a

piasiem 230etbe &psymhestsed | tm?ée inkangforasd parkge the prriiapAogrA Ry

b VB SrdnSfofrhdtRh, Tl ARG MoTek sbz[ﬁa@ d@nﬁﬁ‘ 'irh&‘g% Rinel A agHBns%d
conponents in the frequency domai n a taﬁnsfornatlon

ipeercissovidadel oupuirg she mpmier il 64 forﬁasﬁlgf/ 8¢ Hhsth GisP asthrP}nedfl
%%ﬁﬁ&ékgogagggﬁﬁaﬁgnsfornat|on (DCT), in a step 5 210.
C

requen conmponents are denoted as f. For
purposes of illustration, it is assuned that there

I%(())?delr B ok 319 Y §tg§1¥ aﬁ:cpﬁﬁﬁlge? PAL fing %ﬁc? event gmauﬁxpnsed Teus 8f the
rresponding to each frequency cd nponent f, a ran

arigiriab mage ghe Mieregaitg-stdps yre profembly iteratedl ind@finitely, Additidnglly,
tgé:“ Qa%dgr%%%mber se?prle%% fotr %a&eﬁgc[u%ﬁc? c%mpo&n‘? AL 6r9t%r%'bl§regenerated
w1th the anthmetlc mean value of each segment of the random number sequence of
predefined length T tending to zero. This is because the predefined length T of each
segment of the random number sequence for each frequency component is related to

the noise amplitude, the frequency and perception tolerance of flicker. However, the

smaller T is, the better the quality of the visual perception of the original image.

There are a number of ways to generate the interference images. Fig. 3 is a flowchart
of an exemplifying process for the generation of the interference images. After

receiving the original image in a step 300, a hash value v representing the original
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10 display content for the kth display franme on the

monitor 120 in a sequence of synthesised i nages, a
waeoeomesgaendi ng kth interference or noi se i magePCHSG2002/000179

generated by wusing r& (iw= 1, 2, , M in a step
1rgé!g'é is '(A:‘L]Elﬁ%tgﬂﬂ é’&kﬁ’m@ ﬂ?enﬂlaeﬁnvmuy‘%eg pleRAOHAESn M8 urcb §nd

used in this step generate the kth interference
C?Wh&ﬂ®wHEHU§m€ﬁHAKﬂﬁﬂDébﬁﬁﬁ@s|sed i mage can then be
generated by f + r&k, where i =1, 2, , hi, in a
step 15 220. In a step 230, the ktr, synt hesi sed
In anstge 326, & waifesholistréaitia cdnden munbesgsguénge watbmeintervay (-1.0,
¢ :
OB R R B0 R0 TR S k]« B B0 0 86 BN St 2
rasl( OuInpeuBtep 63Q Ifex mﬂn i't tﬁleqtﬂaﬁ@y écunpoaiemm B heshtvtablew«ﬂz) is
c?lcuslgteg ) 1fs rn%w afl'hvarllueam% tl](uﬁl e’ st W& p]pfll I: gf; 4 B a¥and5r"i"tlnrtl%lmbeEj
squencerfor ﬂm éft&dqoasncg edmpentse mlferetlme is adraklgfunetioni mage, the
foregoing steps are preferably iterated indefinitely.
Addi tionally, the random nunber sequence for each
I & ewgpl &m;ysasm on aReniplitude pf |é é*rﬁ&duyncg&nﬁ;pateadanaqaruyiems of
the arit tic nean val ue_of e S nt of
hen B HOHDCRor BT e GraSiare i qoF dirg FFo GHERHG
séeAROr thd M1 Seguénch eGapsiRnt b @dj@sft&ﬂtﬁfal sibld 16Vt th ol stqf 350
each segnent of the random nunber sequegfe fg ﬁ
afl matye SARDOTEBIHOEN oquenFY POFRROGRTR Telqting Ty foplay frame
aft Bokrbldd SorrhiBe the e HeieNEa g R P BEGRASY Mhaki0l er ance of
flicker. However, the smaller T is, the better the
qual ity of the vi sual perception of the origina
Thefgegoidprddessceara Itr&)reacleaﬂ}?hhscrﬂ)éd \Min@art exmyp]la eh@heinthg 4,

A erfere i mag

SR I PR giobPBodebe foPiyine PRsREra o GRo i tFby-bvo
(27) QiR AMAEL! 10 TRGRPlay Ah IR moiRE €60/i Ny t he ori gi nal
imge in a step 300, a hash value v representing the
ori gi nal WD 2004/019152 PCT/ S&002/000179 10 inmage is
(ﬁ@éncﬁ‘lé at.esl pix@ls %nﬁfnglpinﬁég 4161' Re R SHimbal ééﬁuénée R generated as
pseudo-random resource and can be obtai'ned using SHA
foltowyD5 hashing. In a step 320, a uniformdistribution
random nunber sequence within interval (-1.0, 5 1.0)
is generated fromthe seed of the hash value v by

45008 B R el ¥BRfe gty Bomponent & new hash

value h(vii) is

The noise number sequence is then truncated into sub-sequences 420 and adjusted to
appropriate amplitudes using a parameter {oy}. Each of the sub-sequences 420 also
tends to zero if it is of sufficient length. These sub-sequences 420 are denoted as

{r1}, {r2}, {r3} and {r4},

{ri}=cu{R1, Ry, R3 R4 Rs, - }= { 11, 712, 113, F'14, F15, F16,"** }
{r2}= 0a{Ra R3 R4 Rs Rs, -} = { 121, 722, 723, ¥4, F25, F26,* }

{rs}=o3{R3 R4 Rs Rs Ry, -} = { 31, 132, 33, ¥34, F35, F36,*" }
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cal cul ated, this new hash value marking the start
position of a new random nunber sequence for the ith

wo e@guensy conmponent, where h( is a hash functPORSGA02/000179
In a step 340, based on the anplitude of the ith

eq| %0 nen d e of,.ythe human
{%ﬁsu ?ﬂ %g?ﬁ%n i 39%h1 ﬁ E&’%If§udé of the new
randon1nunber sequence for the |th frequency

t ted t | eml I
QTG o, B , b BT AL Gkl o o e
rﬁﬂﬁi&dnﬁn{cﬁ?&e righgt 43®g1$to®eatddewiﬁt bletiiestplfiayn the ank-scqmemes 420

conbi n oi se .l fre uency
cRerRpHEst s B0 Pty Bet TR Rerednare Ry R atd o B hHAM
lﬁ@%e;:ihl the ﬁed}&h@gdcﬁhlfihne ﬁzam?i s " bynttfekiged zﬂsof imahé efhichss
a ocC ram of the fore cesses for
@Pﬁgda Y - B! véama’(nzﬁ% e gasey fythp spatial
d@hﬁﬁ' 439 cONthEATR: reRiRkddUn tASRonils 1@) W@hgtther displady finee] S
original imge 410, a noi se nunber sequence is
generated as follows: k+T {R}= {Rl, R2, R3, R4 RS

In B foregding ﬂ'ﬁﬁﬂe@ £ dBblay @nteni Tse? GetdRéhcd QYiein NY fﬂi’s@fosed

seq uence i's then truncated i nto sub-sequences 420 and
Aalaaough erfy tagnumhsp pb prbedimeniple degerisd.ui il ba 2pBaTentde ope
skifted - 1nE§{%h af! in OIQI%WS Wh-BRA Hﬁ@l%ﬁﬁe 4t%9£ ﬁlnﬁ@fou§ R&Sed Gnd/or

f
zero |f S sufficient hese
rmﬁaﬁc@@qmeméa@ Rl teysechde m@te@uw out{depqrtmq from the sape ARd

izﬁbﬁh%&ﬁ% al R R2 RS, R4, RS, ...} { ril, riz,

rile, {r2}— a2 {RR, R8, R4 R5
r21, r22 r23, r24, r25, r?26,

b %ﬁé e ﬁmﬁf* s Tty WP
c%ﬁﬁ&tsoiaa“se{lﬁﬁcﬁgf nofs&-deter{ortigd 11}1agﬁs x Tér]rendeﬁﬁg on thd coﬁlﬁlﬁer

>46, .. } For purposes of |IIustrat|on it is
w@mmedthm the 5th (i.e., k=b) franme is tobe
rendered. A noise image 430 is created with el enents
fromthe sub-sequences 420 5 corresponding to the kth

Tolirfiig|padpatakia]Bhe sy$tem MahFernisRo@ s 4 d8npchedsl e, - t.of ihthe
f?erqluglicg ?ilomaln F. The system then generates a noise number sequence 7={ i1,
¥, -} for each component f;. /=1,2, -+, m before generating the noise-deteriorated
images. Alternatively, each number in the noise number sequences can be generated

while generating the corresponding noise-deteriorated image.

To generate the noise-deteriorated images, the system then performs the following
operations:
for /=12, -+
for =1,2, -, m
Fa=fit ric

end



image in the frequency domain 440 to formthe kth
synt hesi sed 450 inmage which is then transfornmed into
wo b@4®past al donmai n. The kth synt hesi sed i nagePCTISGH®2/000179
spatial domain 460 can then be rendered on the
nmoni tor 160 during, t kt h, display frage, 10 |n the .
foregoi ng mantar &e i i eé(ief’geﬁ%%ttegﬁ?l ageeg’glen &dﬁé]tu%rfc & ﬁ%gm
systemis disclosed. Al though only a nunber of
enbodi mert? "SPEPIRLE {isdd™ %1 T W || be apparent to one
skilled in the ap% inzviewof this disclosure that
nuner ous BHESTFEDS HH?%P“oﬁédF? cations can be nmade to
such a systemu t hout departing fromthe scope and
spirit ofre?‘%égrnwgﬁﬁﬁogwp%iﬁr?eﬁ‘ this system an input
such.as an original image X, is processed into an
out put which consists of a sequence of
noi se-deteriorated i nages Xk for rendering on the
conmputer screen. 20 During preparation, the system

transfornms X into in conponents fi, f2, -,f" in the
frequency domain F. The systemthen generates a noise
nunber sequence ri={ rii, ri2,. .1 for each
conponent f . i=1, 2, , 1n before generating the

noi se-deteriorated inmages. Alternatively, each nunber
in the noi se nunber sequences can be generated while
generating the correspondi ng noi se-deteriorated inage.
25 To generate the noise-deteriorated i mages, the
system then perforns the follow ng operations: for
k=1,2, for i=1, 2, .,in 30 fk=f +rik end WO

2004/ 019152 PCT/ S&2002/ 000179 12 where the kt'

noi se-deteriorated i mage Fk in frequency domain has
in components f k. i=1,2, , Nni; inverse-transform
F,, into Xk ; and
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render Xk to the conputer screen 5 end. WO
2004/ 019152 PCT/ S&002/000179 13 dains 1. A nethod

wo oro4@ensr ating a plurality of noi se-deteri or aP€msSG2002/000179

i mges froman i mage dispizayable on a conputer
(ﬁ&%ﬁ'ay for deterring unauthorised reuse of the inmage,
5 the nethod conprising the steps of: transform ng an
i mage di spl ayabl e on a conputer display into a

P! an?étﬁotdyfppgenefahﬁg gﬁmﬁxhtg; QRGRE AL orfIE 5; BOmPar WHla36
sequence uency nponent in the plural

of disflayebjaeneyconprisd ﬁehlas fore’at@rflngd}ng@h@esq@ &eR ohigiimagea

pl ggq 10 selecting, in relation
tdﬁéﬁ?ﬁééf&ﬁ? %gﬁge rlgrated i mage, a first noise
numb eensfdrming araintegn displeyahde oeacemputet splay it aglualih of

fregquency ent in the plurality of frequency
gg%ﬁ%wcom'%ﬁﬁﬁ the first noise nunber from each

n Oi SgereMjtgateise sasquem:p dndean@ ﬁeq@nesauimp‘onaque theyplurality of
? 8 %ggc%%oﬁg?rt?g Sd%fﬂgpﬁ)lgef %{%e&ce ﬁarv?n ueri‘l%Xh %?ngee tn%oe%s

nmponen
firskelgdtig,ah irélyti@f tonofisendist- dﬁt&r@reaetdeﬂlagé raeﬁmEnmye number
co onents; and transfornmng the first plurality of

SHBMIISP SYWERSE f r equency conponents into the

flfsﬁa&&haﬁgd%&ﬂfﬁﬁﬁaﬁﬁﬁ umﬁgﬁmﬁom_dmsqmaymngobnhnhamy
comput er display.. 20 2. The getho as in claim é di
f UPTFRORCTEGY SIS ﬂ§? ﬁ@“ pofee Wik frgp.ca PRETRYG 9 ‘?’?m ponding

I eloddabi0fedubngy REGOACH ROTE Pralgite bl BERLRY dofpYRentato form a

second nol se nunber from each nois se uence
de{n@ﬁ-@,&ﬁp{aﬁﬁ& %%lﬁnqyr@atpgﬂw 1 & S Rl rpftrﬁge—deterlorated

Pl HERlehdheotbofdnROM@NCY conponents u5|ng the second
noi se number from each noise sequence

cor r &gpderanineg theofishphratine gf) apissrdeierimisk ﬁr@qwqacx [jgmponents
Pl kAl kst Risel dRAMERAD B LIRL BEMEng Sh 10 t8Mputer displa

noi se-deteriorated frequency conponent in a secon
plurality of noise-deteriorated frequency conponents;

fn?he method as in claim 1, further comprising the steps of:
selecting, in relation to a second noise-deteriorated image, a second mnoise
number from each noise sequence;
deteriorating each frequency component in the plurality of frequency
components using the second noise number from each noise sequence
corresponding to each frequency component in the plurality of frequency
components to form a noise-deteriorated frequency component in a second
plurality of noise-deteriorated frequency components; and
transforming the second plurality of noise-deteriorated frequency components

into the second noise deteriorated image for displaying on the computer display.

3. The method as in claim 2, further comprising the step of displaying consecutively

the first and second noise-deteriorated images.
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transform ng the second plurality of
noi se-deteriorated frequency conponents into the

wGee@manwiani se deteriorated i mage for displ ayi nBCDRGLUI02000179

conputer display. 30 3. The nethod as in claim 2,

4 UTENQEmGPIPh 493, Wiferdt 8R &b diplaisMnsecutively the first
consecuti1 vel the first and second nhoise-deteriorated
i nigesccoMD1ROE4LBLOREE PORESCEONITO0DL 79 P wpeaiihg the
el Aodu@R di la‘gll Fief0 st MESLCH Jigéedegﬁlg&téafimg%épl ayl ng
consecutively“"the first and second noi se-deteriorated
i mges conprises the step of repeating the

onse ' [ . firs C .

Sorrarhid & B SRL ekl e U AR AR ooty e gt
4, angher@idndisvedesirioptal intigep fathion goroprivse thet stee by displeying
f1 L Skecu @, %%Cf‘l)rntdanﬁm goeﬁdn%?sg-rdlet(e)rridartat% R8s of %E&a?eer with
conprises ™t he s?ep of “ i splayrng  consecuti vely fe
f i ths tisplagresiesont afthesengetcedisidaat ed | nages in
accordance with the display refresh rate of the
conputer display. 10 6. The nethod as in claim1,
avhEliceimethédss Btdmof, vieret dkiskg of Benerming ehesattesaqeentofor
each frequency component in. t lurality of frequen
cortobRERta opprabe oh bl TR eridonfys poriieT o8
fseaqe BE @enWirdtidg athP lndisal éeﬁl)r/;an&f F&tﬁgf@ﬁﬁﬁit? Qiff se@fidhts for each

requency conponent in t rality o requency |
co t OPEFE I fheply Fiv frdesteniie sAmpaeal Bhorechie
of arfthi@etRl ifad vhin¥ oPéach SHINB PlualiPetidserhéhtZBhddto 2&0.7. The
method as in claiml1l, wherein the step of transform ng
the image conprises the step of perforning

Fashe HOH6d & in ViARST WHR BB s@P of BnsEiRUS: thSimabl@omprises
method as in claim7, wherein the steps of
t r p§eR PincRigrTineg Frstrioprierlganstosmsiton oadheimagal i ti es of
noi se-deteriorated frequency conponents conprise the
steps of perform ng Inverse Fast-Fourier
8Tr Besthetherhas wrelam 7 idefeiny e sigprooidwasintmipg theafirst 4nd secopd
noj deteriora . S .
sP TR B e e rh e R 6hof WRBRRANS portorisp o TRV YR
gepefoaning nwrskeifasitF ouoes Bransf@mgbepuaribe firsh endnggeendfrilyrslities

Pl o Bl ¥ Al R Gu M BGhSmBIk OF Lo the step of

generati ng tﬁ’e nnglse secﬁjence for each frequency
conmponent in the plurality of frequency

9. The method as in claim 1, further comprising the step of generating a first noise
sequence having a first plurality of noise numbers prior to the step of generating
the noise sequence for each frequency component in the plurality of frequency

component.

10. The method as in claim 9, wherein the step of generating the noise sequence for
each frequency component in the plurality of frequency components comprises the
step of truncating and modifying the amplitude of the first noise sequence having
the first plurality of noise numbers to generate the noise sequence for each

frequency component in the plurality of frequency components.
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wo c@gl0ensy conponent

conmponent. 10. The nmethod as in claim9, wherein 'the
step of generating the noise sequence for 30 each

conponents conprises the step of truncating and

nodi fying the anplitude of the first noi se sequence
having the first plurality of noise nunmbers to
Idehsydeme fomgenagiing a phplity: ok npigr-dederigiated jraapge frotp an image
Co,

20037010758 RS BBRY 6 S ERGH o PERE R Pl
getompasingg a plurality of noi se-deteriorated inages
fro [ el [+ SPpl:

et orpits BE A Sl B B0 A8 IR L EhmblhaRlith filo o
c optprliyiof dreq@nereeamgpohents;t r ansf or m ng an i nage

di SPLAYANE (Ol finf AT SLadh @R PYadh M hoy RbHEAIE o @
frequency cgnpone 's; means tor gener |n§ a nhol sé

s egjuehtyeofl frequengyhcdmmeres coacic oo Requendenhavivey a plurality of
pl&££h$; e%f frequency conponents, each noi se sequence
having a plurality of noise nunbers; 10 neans for

sel eatkeansfor selectind, it tetatioh @ @afifsi ndde-detirioentdicinapé, arfastadise
inqﬁéf % firﬁé&noise nunber from each noi se sequence;
neahs °f OPFET IS P8YYAY? each frequency conponent in

t he ﬁkﬂﬁaHhtﬁaﬁﬁma&mpewﬁn@&m&ﬁﬂpﬂﬂﬁﬁbﬁmﬂSﬁﬂﬂmtﬁﬁiﬂﬁ%Sf
noj se number from each nQi se .sequence, corresponding -
£ o GREHT TORPEBTE B ISEHL D% TR TR CPy e Soauehee
f r @erdgda¥ing StoC 84RO felleficyt Qohfdndhi i 0hé eplGteliT b riRkedhcy
frequency conponent in a first plurality of )
nofOPORRI10; 151 £ adisp1IEigHvTATY Tedirpon eatRRIneR iy a fissi phurp Ly

t r @nidfse/aBleAGrated SrelihdnSy cadhpdhetid; biyd of noi se-deteri orat ed
frequency conponents into the first nois

e
det eFieatsafe drangigeing othe (fratpplaspiityg ob poiserdeterdntpigd dfequency

di gRipBYentLitolRe fildh BoY SGBAN fuldgl k@idﬁﬁ})ﬂa%ingfoﬂrtﬁé"c%nputer
conprising: neans for selecting, in relfafion to a

se#@ay- noi se-deteriorated i mge, a second

12. The system as in claim 11, further comprising:

means for selecting, in relation to a second noise-deteriorated image, a second
noise number from each noise sequence;

means for deteriorating each frequency component in the plurality of
frequency components using the second noise number from each noise sequence
corresponding to each frequency component in the plurality of frequency
components to form a noise-deteriorated frequency component in a second
plurality of noise-deteriorated frequency components; and

means for transforming the second plurality of noise-deteriorated frequency
components into the second noise deteriorated image for displaying on the

computer display.

in the plurality of frequrCgG2002/000179
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wW@bkemaldsy of

noi se nunber from each noi se sequence; neans for
deteriorating each frequency conponent in the

noi se nunber from each noi e sequence correspondi ng
to each frequency conponent in the plurality of
frequency conponents to forma noise-deteriorated
181 Bhpuvpent a¢ dhplaiebd Tirthepcogmsising megnyfop displyyiag consecutively
ks 67 il BlebHaHoRd dbleRbuEA BageoMPONENt s; and means for
transtormng the second plurality of

noi se-deteriorated frequency 30 conponents into the

SR Rl Ao TR (253555 808y R eRBBYrBEs sy e
1 3firstThied sgeotd mome-deteriorhiad mndges domptikesr meampipi sipaging the

i snl ayi i vel ; f.i d
st At FHCRIRREIANE dierbBedifads S0 o
in claim13, wherein the neans for displaying

secutively the . first.and seco noj se- det er.i.orat ed
SRCEHle LR 1, WOSsTE SRBETR SRl S ShE B ES
di St @yl sedontt I‘mgisé-idetsﬁoraua«ﬂ imewfmrlthgmﬁoﬁ?ﬁdﬁqrmfahpfoaﬂﬁpﬂaying
I mages. .15. T system as i n .clai erein e .
e s T SR eiet PO RPGteg Hizadeh g i Pudenyit
seho ddphgiSRsiiataifitlor @ttt dBdes further conpri ses
nmeans for displaying consecutively the first and
second noi se-deteriorated images in accordance with

leheheddyselnags ih @faiB 3N, Wadrén @e théas EaNgeudBlingtihs RbiSY seqddhce
The systemas in claiml11, V\h_ergég?t he neans for

gelfBFARifHgUIRE coBReEntdR s BHERY T5TFRPnY LERPPRBH FamEYSeS
CORPAREBE gldrdife () Wit deliYend whtheOpRAGYy 6OFRARRRYS each
conprises nmeans for generati ng{pt he noi'se sequence

wi frepusngy eerapanent i theepfiishsoff Sedaeh copperpisnyjerein the
COIMARSIE médd valE oPbddh 3k int ¥1u9aflit}f SEOHANRY AR 2IENT S
wherein the arithnmetic nean value of each of the
plurality of segments tends to zero. 20 17. The system
BSTh sfhéth B L c1Ben e Q}’x@r&ﬁ B aRSn{ Qbr bhARG F"!tﬂégixﬁa'@@
I mage ~ conprises neans for performng Fast-Fourier

Tr eompfrisesmeans for parfortvang FragéouriggTrafifernsign emihgsmage.
claim17, wherein the nmeans for transformng the first
and second pluralities of noise-deteriorated

1f8r Elgpu eystoym epmpohentls, ehepni the nmaan $orf ipansforming the first and

second pluralities of noise-deteriorated frequency components comprise means for

performing Inverse Fast-Fourier Transformation on the first and second pluralities

of noise-deteriorated frequency components.

19. The system as in claim 11, further comprising means for generating a first noise
sequence having a first plurality of noise numbers prior to the generation of the
noise sequence for each frequency component in the plurality of frequency

component.

25 frequency components usi ng tPET/SEHOL000179



25 perform ng I nverse Fast-Fourier Transformation on
the first and second pluralities of

wmoeiogeidst eri orated frequency conmponents. 19. HEESG2002/000179
systemas in claim11, furtsher conprising nmeans for
generating a first noise sequence having a first
plurality of noise nunbers prior to the generation of
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frequéency conponéents conprises ~ neans for truncati ng
anilequentiyfopimpgnenhia theyhnality dé frequetdyeconiposentnoi se
sequence 5 having the first plurality of noise nunbers
to generate the noi se sequence for each frequency
conponent in the plurality of frequency conponents.




