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TECHNI CAL FI ELD This invention relates to cards having nagnetic
or el’ectroni c data storage ("Smartcards") capability and in particul ar
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reflected in‘cC nal cont ystem si gner or

user, of the applévatioh spevific progeamptnedcontsslldeave an 15 extensive
understandi ng of the snartcards for which the reader/witer is intended.
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different smartcards requires a redesign or 20 nodification of the
f undament al teenkeor more partscafiiSOrstandardr16. restricts the ability of an
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card coupler only provides'the hardware and m ni num necessary 25 software

to read fromcomtrolsystem. The externaheanttel systefinmusthaye &fulhknovdedged of the smartpard f

cards, possi bly frompgore th on ard manuf act.ur eg,. wever, thi
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sinpl est and gaial 96ARSI3YitERIThEddened Sfuser of the external control system must have an
15 extensive understanding of the smartcards for which the reader/writer is intended.

Several other prior art smartcard reader/writers incorporate a programmed
microprocessor to perform all actions.on a smartcard autonomously. These reader/writers
typically form a completed product, i.e. vending machine or point-of-sale terminal.
Alteration of the product to support new or different smartcards requires a redesign or

20 modification of the fundamental reader/writer component. This restricts the ability of an
original equipment manufacturer to incorporate smartcard technology. in traditional
products. |

Existing smartcard reader/writers fall into two categories. The first is that which
acts as card coupler. A card coupler only provides the hardware and minimum necessary

25 software to read from, or write to, a smartcard. The coupler may support a range of cards,

. possibly from more than one card manufacturer. However, this support is, because the

final use is unknown, largely confined to the simplest and most generalised tasks. The

coupler is commonly used as a development tool for entry into the smartcard field, or as

ameans of adding smartcard capability to existing product designs. In either case, the user

30 of the coupler must gain or pdssess a good knowledge of the smartcard, the card data
structures, and data transfer procedures.
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It is therefore an object of the present invention to provide an interface for use

between cards having magnetic or electronic data storage capability and an application
15 specific program controller that at least goes some way toward overcoming the above
disadvantages.
In a first aspect the invention consists in a card reader/writer which interfaces a
host application program with a data storage card characterised in that:
said card reader/writer can respond to said application program using at least one
20 designated high level language,
a plurality of low level protocol sets are stored which each correspond to a known
data storage card type,
said card reader is able to establish the card type for any card interfaced to it for
which it has a protocol set, and select from its store of protocols the appropriate low level
25 protocol for the established card type,
said card readerfwriter reads and translates high level language commands from the
host program to corresponding commands within said established low level protocol and

writes these low level commands to said card,

.
*



a plurality of low |level protocol sets are stored which each correspond to

a known data storage card type, said card reader is able to
establ.ish the card type for any card interfaced to it for which it has
a protocol set, and select fromits store of protocols the appropriate | ow
| evel 25 protwedeséd the established card type, PEHNZEOISE

reader/witer reads and transl ates high | evel |anguage conmands fromthe
host programto correspondi ng commands w t ki3n- sai d established | ow | evel
prot ocol and wites these |ow |l evel commands to said card,
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in a*nmethod of interfacing a host 5 application programw th a data
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writing said corresponding commands to said card,

reading commands in said established low level protocol from said card,

translating said low level protocol commands into corresponding commands from
15 said high level language, and
writing said corresponding commands from said high level language to said host
application program. ' .
In a third aspect the invention consists in a method of enabling a controller to read
and write data via a card read/write station to a plurality of known types of card devices
20 incorporating magnetic or electronic data storage means, which method uses a stored-
program stored-data processor, said method comprising: -storing first data arrays
containing strings of known card characterising data and for each string its corresponding
card identifier, storing second data arrays containing card identifiers and for each
identifier its corresponding command strings, and executing a program on said processor
25 which causes said processor to:
(1) detect the presence of a card in said read/write station and to pass a card detect
v signal to said controller,
(2) read the data string which characterises the card,
(3) search through at least one said first array for a matching data string, and upon
30 making a successful match to retrieve the corresponding card identifier,



application program In a third aspect the invention consists
in a method of enabling a controller to read and wite data via a card
read/ wite station to a plurality of known types of card devices 20

i ncorporating magnetic or electronic data storage nmeans, which nethod uses
a stored- wo skia@i am st or ed-dat a processor, said nmethod cRPiZesio6uds
storing first data arrays containing strings of known card
characterising data and for each string itg.correspondi ng card
identifier, storing second data arrays containing card identifiers and for
each i dent i fi@) sdidor S, AR cHEnRAIERINGs Hf dal @ ondidayudhg e tetieved
program on said processor 2 i ch causes sal'd processor to:

(1) detect theardidewifien of a card in said read/wite station and to pass a

card detect sj.gnal to said cont.roller, . ] read the data
string which char a@géf eqeﬁggx@%a& °nm5%u°u°n5ﬁ°1{1§?‘d§é’5ﬁ“through at

| east one said fi r@uﬁiﬂ&é‘ tiicHBA S HoftOsalR L Gutidilet ﬂﬂcdoé%ﬁﬁ}dlié&?ﬁrﬁﬂia% the @

successful match to“retrieve the corresponding card |
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(4) select the apphiapfiithar dead pravie dat fgssaid, card dn acesiepcs, with wid msoere

retrieved insﬁ'ﬁéﬁjod'sdent ifier, (5) accept generic transaction
instructions Tromsaid controller, (6) translate the

i nstructions fromha fdudo \thecivéntion consistsih ptiversal card intbxfadefor ilterfacing
inserted card using the_ selected command strings fromthe_ second array, and

(7) either resaarteards gnd other sardydeviges haying elgctanie on magaetq daa storase @ity 2 ¢

uni ver sal W splicy remuiring pbaurBb bed AR e Bile 0 C°0T R S cara”
devices having el efbardteadriteB@KIGH iftodWhivth<dafdsamay be tifisefted Jor- d4th rtRinsRE, a
requiring read/ wite access to said cards conpri sing:
processor having associated memory and input - output ports,
said read/write station connected to one input-output port and said controller
connected to a second input—outpﬁt port,
15 interface software and data arrays stored in said memory,
said data arrays including first and second data arrays with said first data arrays
comntaining strings of known card chafactc:ising data and for each string its éorresponding
card identifier, said second data arrays containing card identifiers and for each identifier
its corresponding command strings, said software when executed by said processor
20 causing said processor to: ,
(1) detect the presence of a card in said read/write station and to pass a card detect
signal to said conwroller,
(2) read the data string which characterises the card,
(3) search through at least one said first array for a matching data string, and upon
25 making a successful match to retrieve the comresponding card identifier,
(4) select the appropriate command strings in said second array using the retrieved
card identifier,
(5) accept generic transaction instructions from said controlier,
(6) translate the instructions from said controller to comzﬁands appropriate to the
30 inserted card using the selected command strings from the second array, and



a card read/wite station into which cards may be inserted for data

transfer, a processor havi ng associ ated nenory and i nput - out put
ports, said read/wite station connected to one input-out put
port and said controller connected to a second input-output port. 15,

interface sofyyeagesand data arrays stored in said menory, permzesmooss Sai d
data arrays including first and second data arrays with said first data
arrays contai ning strings of known carsd characterising data and for
each string its corresponding card identifier, said second data arrays

containing card i dgytdifhepréaddf Weite damhtol Mtdai'deiﬁ accordaht® with' 6id pgengiiog
comand strings, sald software when executed by said processor 20 causing

sai d pr ocessoknstrgetions. (1) detect the presence of a card in said
read/\wite statio t 'y . € ' .10 i d.
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dentifier. (15 Realing 5008 Shecked o B Eacrd et SHE ek, ehtiterines
said controll &dhma ’ (6) translatethe i nstructions fromsaid
controller to co nds appropriate to the 30 inserted card using the
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identifier,

(3) selecting the appropriate command strings from a second data array containing
card identifiers, and for each identifier its corresponding command strings, using the
retrieved card identifier,

15 (4) accepting generic transaction instructions from said application software,

(5) translating the instructions from said application software to low level
commands appropriate to the card being interfaced using the selected command strings
from said second data array, and ,

(6) causing data to be either read from or written to said card in accordance with

20 said generic instructions.

In a sixth aspect the invention consists in a software -algorithm which enables
application software to interface with any known type of smartcard or other card devices
having electronic or magnetic data storage, comprising a hierarchy of functional modules
wherein:

25 a first Jevel module reads from the card to be interfaced the data string which
characterises that card and passes said data string to a second level module,
. the second level mbdule searches through a first data array containing strings of
known card characterising data, and for each string its corresponding card identifier, for
a matching data string, and upon making a successful match retrieves the corresponding
30 card identifier and passes said card identifier to a third level module,



to interface with any known type of smartcard or other card devi ces having
electronic or 5 magnetic data storage, conprising: (D
reading fromthe card to be interfaced the data string which characterises
t hat card, (2) searching through a first data array
‘contai ni Ng g dgigesiof known card characterising data,p Rbozgach
string its corresponding card identifier, for a matching 10 data string,
~and upon maki ng a successful match retriegi.ng the correspondi ng card

i dentifier, (3) selecting the appropriate command strings from
a second data ar rgaythirdéval fodille selects 3 afprof@att cbinfiiadd skfifys fiRim 886dbnd data
identifier its correspondi ng command strings, using the retrieved card

i dentifier, @ty containing opyd adesdifiers, qud for each identifiercits correspondingtdommeandr om
said applicati.on saoftware .. . 5)., translating the instructions from ,
sai d appli CM’W%@‘}M&FHWﬁm“’ commands appropriate to the

card-bei ng i nt et faERfieitd niddnle 1R Eriefid tRMEATH0A instiul from ey
second data array, andi"bq °é‘%§6) catﬁ%l ng data tbgglgse el tsﬁjedr@?ﬂelgﬁlo?lrom .
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In a sixth aspect, the Lnveption, consists.in a software al gorifhm whigh
enab![ es . applq’%%me‘é‘g. G 4‘?&@?%4&%; Bffﬁm}@ﬁule
smartcard or @Jnﬁnﬂﬁ¥ nte’ &ﬁa%ﬁbﬁﬁ%ﬁé Gsifl étﬁpjﬁ’%é‘fd%é
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a first | eveielovteibyethe drrtbletelanodile, andrd to be interfaced the data string
whi ch characte ist hat card and passes said data string to a second
st eveixpg(tl

| evel nodule,  the - madule caher readsciromon wrdessto-said eard im aceordange Miths t
dat a a3 SADLALLAY oBd e Rions pusst TR HEFLANBAGhERIS NG data, and

for each™string | corresponding ¢ a matchi ng data
string, and upon Thekiniversal cattt iig@fdce|of tivd présene inverti®tbistable RaeEsmiNe MyN1S030

card identifier and passes said card identifier to a third | evel nodul e,
. card type presented fo it, communicate with the card using the protocols appropriate to
that card type, and commumicate with the host application program using a high ievel
command language. |
15 BRIEF DESCRIPTION OF DRAWINGS
A particular embodiment of the present invention will now be described with
reference to the accompanying drawmgs in which -
Figure 1 is a perspective view of the apparatus of the preferred embodiment of the
present invention, .
20 Figure 2 is a side elevation in cross-section of the apparatus of the embodiment of
Figure 1,
Figure 3 is a perspective view of the printed circuit board (PCB) of the control
system assembly of the preferred embodiment of the present invention,
Figure 4 is another perspective view of the PCB of the preferred embodiment of
25 the present invention, and |
Figure 5 is a block diagram of the electrical and electronic apparatus of one
embodiment of the present invention. .

3¢ BEST MODES FOR CARRYING OUT THE INVENTION
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the third | evel nodule selects the appropriate command strings froma
second data array containing card identifiers, and for each identifier
its corresporgbdsgeer@mand strings, using the card i denpi/ngdsropeassed to
It - afifth level nodul e accepts generic transact.ion
instructions fromsaid application 5 SoftWare and passes those
instructions to a fourth | evel nodule, the fourth |l evel nodule
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ei ther reads %{ {ﬁy ftes to said card in accordance with 10 the
transl at ed generi fiructlons passed fromthe fourth | evel nodule.
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applicati on pr.ogr.am usi hi gh.l eve uage, BRI
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preferred enbo nt o I nvention

anot her per spthe tdamb aw@ungfdeiri&e oP@Balidwéd mﬁmmﬂrﬂlyrdmﬂmﬁatdevfce? ard 4l
present invention, and Figure 5 is a bl ock diagram of  the

el ectrical arfatarseapable of vasistion: Gentesl system asserabliy 3ditintendsd to h@lxm@s%dmt
I nvent i on. oﬁgph&'t:xg;{ M&%@oﬁ%ﬁ&%&%@c&%&ﬁn&w& &Plbe abovementioned

variations.

15 Referring to Figures 1 and 2, the card accepting device of the particular
embodiment of the present invention has been designed to be easily fitted to existing
vending machines, and in particular has been designed to replace standard bank note
validator spaces on such machines. The card accepting device has a friendly user interface

including a 2 Jine LCD display 40 which may be in either green or yellow for improved

20 visibility in dark conditions, a user input panel with 3 push buttons (OK 43, BALANCE

41, and CANCEL 42), which preferably provide a tactile response to the user, and a card

insertion slot 33. The card insertion slot 33 has a push-pull acceptor, a clearing space for

foreign bodies, landing contacts, sealed detector switch, and accepts cards by horizontal

insertion, with the chip side up.

25 Referring to Figures 3 to 5, the UCI control system assembly incorporates a

primary microprocessor 46 and a support microprocessor 47. The primary microprocessor

. 46 may for example be a Dallas DS5002 FP-16. The support microprocessor 47 may for
example be a Motorola MC68302.

The example primary processor is derived from industry standard “8051”

30 architecture, with a secure memory protection mechanism to combat against accidental
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One enbodi ment of the present invention is a Universal Card Interface (or
ucl ) being a software-controlled card interface device that supports a
"W de range wiogmaesi car ds and credit cards. pdRez6/00058) t O

Figures 1 to 5 the UCIl has two major elenents, a physical card 5
_accepting device 31 and a control system 8ssenbly 32 which includes all of -

the electronic circuitry required for controlling card accepting
device 31. Ceor delibecstp tamygerikg\orodewihghAs with the 3051, it enesh@y iSdivideddhtoshaept s
all card types. The formtaken by the card accepting, device w |
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device or is allowed to remain partially outside the device) are ‘all
mat t er s c&pais|protetted against exroneousactions by sitwatch<log timey. Bize memiory capieity for be

I ndependent f application and is capable of supporting.card accepting
ov ces ot hashk, sl R are Seberply RRBRublz Optlons giin i fore o

Figures 1 an ahhﬁoﬁ,am@%&%iﬂglﬁg;@ ce of the particular
enbodi nment o?ect%%se present 1nvention S Sgeen designed to be easily fitted

.

to existing Then examplecsupport proeessori is basedi onlthe ifxhstrigestandied i“G86AD™ 0
repl ace standar.d bank not val i_.dator spaces on such chines. The, card
accepting de@gh‘m “aﬂqunﬁmamyma rhlﬁhmPaQé@ mumi‘ﬁﬂ"ﬂdnﬁﬁée’&“@"q J%lq_CD

e . . . . . ,
i orbi 1 60 S R o)l bl rodiati Bl bt offy B RAPNRSE uncrions o
43, BALANCE such #lmagrivtic @it idadiip) and\iate tratisfer e ThO Ipyodessor iisl pratedtod taghimst

response to the user, and a card insertion slot 33. The card insertion

sl ot 33 has ©TRESHS gationsdnte watth-dog Gmen Aiengon 3 consists of 12§ Kbyregpfistatices,
a0l 19 SO S44F Syl 9B, Hae bl BF R 361 A s Y A1
the UC contgeRiaded SopintrSiifidl micRippodeedoras Yequired. A 32 Kbyte ROM contains the
15 embedded bootloader. All software except the embedded bootloader is remotely
reloadable.
The UCT electrical suhassenibly further includes a real time clock' 51 such as a
Dallas DS1293S. The real time clock provides accurate time of day and calendar
functions. It operates from an independent clock at 32,768 kHz and receives power from
20 the primary microprocessor 46.
A small socket 52 on the PCB allows a SAM (a physically cut down smartcard) to
be added to the board as required. This SAM can be used to hold encryption keys or a
cypher algorithm in high security applications. The primary microprocessor 46 may also
perform this task, but commercial issues may make using a SAM preferable.
25 The UCI PCB has connection adapted to receive a 1 or 2 track magnetic stripe
reader. The UCI provides 5 volt power to the reader and accepts standard TTL logic level
signals. .
The reader will accept cards confirming to ISO 7811 or ISO 7813. The UC] can
read two tracks simultaneously, these being track 2 and either track 1 or track 3.
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responsi ble o dﬁﬁczﬁHl y functions such as magnetic card
readi ng and darutxgc%hrg%%t%&r. es|tbr ocessor is protected agai nst

erroneous actions IQther uset iterfiog options whivhies prefedalilp sapported Py the B1dinhitiage;of
static RANJ, f or Jorogram and _dat a. BatterfﬂlI backup of this nmenory 50 is
not necessary,” ASYPads @mm?éh@&ﬂﬁdofthérﬁ@-&%ﬂﬂ@rwﬂmmmmﬂd)e

required. 3 0, | t dded bootl oader. All..software
except theﬁ)en%% £ (o oa%ﬁ%&%ﬁw&%ﬁﬁl%qﬁ require hﬁ%eﬁ‘?@
UCl el ectri calefforthassenbly further includes a real tinme clock 51 such as a

Dal 'as DS1293S. The real time clock provides accurate time of day and
cal endar - Liquid crystal display (LCD) connectable directly to the UCI. Most LCDs utilising the

Hitachi HD44780 chip (an industry standard) or its equivalents are suitable. These
displays are available in various formats from 1 line, 16 character, up to 4 line, 24

15 character.

- A status indicator. Preferably two light emitting diodes (LED) are positioned at the front
of the UCI to provide a low cost indication of the UCT’s status, The LEDs if used would
protrude through the card slot facia at either end of the card slot, doubling as status
indicator and highlighting the card slot position.

20 - An audible feedback indicator. A buzzer is contained on board to provide audible
feedback for keystrokes or error conditions. An exampie of suitable buzzer characteristics
would be a buzzer generating a sound pressure level of 90 dB (@ 0.1 m) at a nominal
frequency of 3100 Hz.

The UCI is a uniform interface to third party equipment in which it is to be

25 included. The vendor interface includes three distinct elements, a high voltage relay, a
current loop serial bus and an RS232 serial interface. Furthermore, the card accepting

= device supports serial data modem connection, or printer connection, via RS485/RS232
connector 16.
The control system assembly includes two power sources, in particular a on-board

30 battery which provides backup power to the primary microprocessor memory and to the



functions. It operates froman independent clock at 3 2.768 kHz and
receives power from20 the primary m croprocessor 46. A smal |
socket 52 on the PCB allows a SAM (a physically cut down smartcard) to

be added to the board as required. This SAM can be used to hold encryption
"keys or a weowmbdser algorithmin high security applicati cSrnzbkveoops | nary

m cr oprocessor 46 nay al so performthis task, but comercial issues may
~make using a SAM preferable. 25 -fipe UCI PCB has connecti on adapted -
to receive a 1 or 2 track magnetic stripe reader. The UCI provides 5
vol t power tdlbdkhﬂoﬂ ar@ﬁtmﬁﬁﬁﬁﬁoﬁér&ﬂﬁpl A Sditabl for fe batteryspaing! s .
The reader will accept cards confirm nq SO 7811 or | SO 7813. he ucCl
can r eadupply tmghg example bg b6 yply 1206 track 2 and either

track 1 of trackrie UCT of the preseny\ng%gh%lﬂxe ability to interface with a plethora of

The smar t carggr@ChotR kit fnd Madrietit, Yo SRGrSARPHER cards tto%fféﬁnmi&%diﬁnto

| SO 7816 With the addition of a suitabl e mechanical card acceptor

macgani snd bwrdquuné Vgﬂltrllle@bsoﬁmtmmanmaxf(;WQn .Hiy¢an mﬁi&%ﬂﬂl c:l')elshtctatdm p"
mar ket s wher Bk LR 280k 7 et it tp LSRRGS Ta  and 0™ L wefiiesion &5 o v,

or token) C%ﬁWdS@%ﬁGﬁ{cﬂflﬂg% croprocessor) cards can be
accepted. The programﬂ ng volt VPP) is preferably linmited to 5 volts

which is tmktiodnl/mtéard compltss, the electronic suppottiofitheisard wastimniteioe
opti ons which are supported by the UC_ include: - Keypads
connect abl e Y&T¥ éb"PB ta st gﬁ"’@@f @H&r‘&?l‘if@ﬁliﬁ’uﬂﬁﬁ‘i@ R@?}?X‘EB The present 10

S5 {10 on YA Ak ESSAPSE ROCHY HLAS DB UMD
directly to sbﬁwmld@ﬂ;e hibroprocédser proghans), Bachilayer buildinkiih asdre finfofiéABRy Caridmat (an
i ndustry standard),or jts, equivalents are suitable. These

the same time, simplifying the task of communicating with the card, To add these layers

and perform a useful function with them, the UCI includes a format database, which

contains information on each type of card that the UCI may accept. This information

15 fonms the rules and gnidelines for use of that card. It includes a suramary of the card data
structures, transfer procedures, data contents, and security information. The guidelines
may refer the UCI to a security module if needs dictate. The security module is a small
microprocessor device similar to a smartcard which is a semi-permanent part of the PCB.

With the information available from the format database, the UCI can easily

20 determine the overall finctionality of the UCI and card combination. This can modify the
sequence of actions taken internally in response to any external instruction. The external
device does not need to appreciate the differences between various types of cards.
Because the external device does not issue wildly differing instructions with each new
card presented, the software interface between UCI and the external device is simplified.

25 The software interface can be further simplified by recognising that a limited
number of instructions will perform the great majority of desired actions on the cards. The
top most software layer accumnlates all the necessary instructions or commands to define
the software interface. The information in the format databaseis also used to check for

any potential breach of system security when using instructions at a lower software layer.



di splays are available in various formats from1 line, 16 character, up to
4 line, 24 15 character. - A status indicator. Preferably two |ight
emtting diodes (LED) are positioned at the front of the UCI to
provide a |l ow cost indication of the UCl's status. The LEDs if used woul d-
-protrude t hiyesssbdie card slot facia at either end of the perszedoobss

doubling as status I ndi cator and highlighting the card slot position.
20 - An audi bl e feedback indicator. A buzkles is contained on board to
“provi de audi bl e f eedback for keystrokes or error conditions. An

exanpl e of suit ablFhelsoftware istighissddn is/ereds modular sthuchfles ¥ shotWwn4i elie following
generating a sound pressure level of 90 dB (@0.1 m at a nom nal

frequency of tableoo Hz. The UCI is a uniforminterface to third
party equipnment in which it is to be 25 included. The vendor interface
I ncl udes three dlstlnct elenents a high voltage relay, a current | oop
serial bus aff@ an Ro. F Tt ertace. ruri e car g accept! ng
‘devi ee supports serial dafa m)dem connfecti on, of cﬁ"r’?ﬁ?er conneg¢tion, via
RS485/ RS23 connect o 16. e Can ro vt em a3 dqpplicable
i ncl udes two fpoweLag@ur ce$, iPuxpase i cuj tigh- i GAFY 3 cB‘ﬁ(’ter  Stdndards l
provi des bacHup power to the primary nj 'H'L'Woce q’ "YI ¥edlto the
WO 96/ 36051 j rary rary
PCT/ NZ96/ 00038 Inemto 10-
cl ock, al ong WI AI}pﬂca'ixSQ 54 I ns power supply. A suiftable b‘httery for
t he battery dowe suppg ‘Xr pLapt fof exanplelbe a 3.6 volt 1200 mAHr
battery, ' ha ‘ﬁ ﬂ hrlas.en Nt h—-Ras—t-he ab!.L!I—\JL o
interface w n a plethora Uiuformmte@d’e s, both sgart and nmagnetic, to
under st angigpt espreﬁaﬁgiﬁm al QbAﬂ,ﬁeﬁoi,or what ever factyon | 5 is rbqui red, th
t he absol utefm ni num of i ;ag,éructlon It can read 1SO 7811 credit cards
track 1 or t =ore—2 te—to—HSO—+8+6—31F— =+
smart cards, nd r el Generalmterface f
’ Process to all card Y AS 2805
Procedures activity
5 Support routines
15 Process Y Y
Primitives
Interface to all
Entlty card data
Procedures structures, i.. Y Y
Files, Purses,
Directories
20 Support routines
Entity anthves for Files, Purses, Y Y
Directories
2 Interface at card : ISO 7816
Stream Control, | (ISO) command Y Part 3, ISO
ISO level level 7816 Part 4
25 Commands
i 1 Hardware ISO 7810,
Low Level support, and Y ISO 7816
Primitives, control. Card Part 1, ISO
Hardware interface at 7816 Part 2
30 Drivers bit/byte level

Table 1: Layers of the Microprocessor Program



and wite | SO 7816 nenory cards. In traditional smartcard
couplers, the electronic support of the card was |imted to very
si npl.e tasks, because the end use of the coupler was unknown. The present
10 invention, however, extends the abilities of the coupler concept with

“added | ayer sy@bezspsy Software (the m croprocessor program pcemabsdodsse’ -
building in nore functionality, and at the sanme tine, sinplifying the

‘task of communicating with the card. To adi2+ hese |ayers and perform a:
useful function with them the UC includes a format database, which

cont ai ns i nf or mat i Aycan be séetdfrint ke aboveailble i thie s embodintent,the opdrafions
information 15 forns the_rules, and guidelines for use of that card. It

i ncl udes a sefithe YJCIrmre split intp gight layers. structures, transfer procedures,

UG “to a cocuri Ly BRb gL b Rk s chafisll OFtaREons of o8y ShBE ' -

Mi Cr Opr OCes s Qhjsbeis LR 1Eofl idcdhtd, Tha dHiedts PEdadh BgRE afear t

of the PCB. Wth the Information available fromthe fornmat- s

dat abase, $§hegeoanally anlyaccesdible tothe dayer immnediatelyaboveerbslowy Bbe interfiadetbetwgent he
UCI and card ,conbination. .This.can, nodif he sgque f actd ons.
taken i nt er ndRYSFSi 1§ Well Jegimented ﬂﬂb @%FB%nﬁ?‘eﬁr@t Fb&ch%iiﬁpgﬁﬁg’a%exf’f% on
devi ce does Bﬁg‘,&ﬁﬁ i W dhst he differences between various types of
cards. ecausegtlhgd‘g%ae nal device does not issue wildly differing

i nstructions w t h Fhedatarcomtained in the fotmat database is oniyhavailabletarselectetiabjectscand
between UCI gnd the.external, devige,.is sinmplified. .25 , . The sof tware
It erface carBYsEs.fkhis Himises the pessihilinyof the xmal iyice aainine sy rowiedge
nunber of 'ns‘;ﬁ‘#&rﬁ' 4 foriafsl &5 ! to" e ?ﬁhgro desy 6@2&1’ S
on the cag%ls. e bwt“%‘ rros?{s's%?lgmvlva% %&%rtaccﬁgge a eén aleﬁihfkﬁggﬁgcessary
i nstructi ons modulesisaisdesictedto sedected objbets and layerse i nterface. The
information in the format database iis al.so used to check for any

potential breach dihesfosmat daiabase consisth oh twia Prgpanhateas; the fornag dibgary o grd the
IicéfT} \Zoe/ 138% Himitive library. T prifitRR dbkary contains pre-personalisation details of all cards
accepted. This includes card capacity, electrical signal timing, character interchange
15 protocols, and a list of the features available on the basic card. This information is that
supplied by the card manufacturer. The format library contains the details added to a card

by the issuer, after the card has left the manufacturer. '
Having regard now to the operations of each layer, the layers range from the

primarily low level character oriented operations of layer 1 to the high level generic
20 interface of layer 8. '
Layer 1 responsibilities include the basic actions required for card insertion or
removal and the simple transmission of data to and from the card.
Insertion of a card activates a micro switch which is constantly monitored. Card
insertion is signalled to higher layers, so that appropriate action can be taken. Higher
25 layers pass down the instruction to attempt to identify the current card. The card then has
power and control signals applied according to ISO 7816. When the card is no longer
required, the card interface circuitry is powered down in a sequence specified by ISO
7816. If the card is removed prematurely, the same sequence is followed as quickly as
possible. Higher layers are informed of the absence of the card, so that further “closing”
30 actions may be taken. This may include deletion of session keys, exception logging, or



The software is organi sed in | ayer ed, nodul ar structures as shown in the
fol |l owi ng t abl e.

Access to Applicable Layer Pur pose Encrypti on,
Card Card St andar ds '

Security ReOWBB60ss Primtive PCT/NZ96/00038
Library Library 8 Interface to Application
ext ernal envi ronnent 13 - 7 Uni form

I nterface 10 Presentation to Application Y

| ayer alertingthe cardholdeﬁeﬂnﬁfthér funteed 8aeis incorporatedRit 4hig d6vel is edcPyption
card AS 2805 Procedur es
activity ordemypn@lofﬁxedatasgggport routi nes 15 Process

Y . Ve I erf ce

Entity car d d&a&:sf‘er%ﬁndmﬁ;p&g&mc&s ma?ﬁﬁ%‘?ﬁﬁ? fp.an ‘{' the car@ ks Bohe at
Y this lay! er,butgx&? ifiSof chifaSR#s into messages and commands is the ok 6f higher20
3 * Support “routi'he Entity Primtives for Files, Purses,

Y .Y layers. In general, UCI hardwar®isrdealt withes this level only on aﬂm'acterby character

I nterface at

Control, (I Sjﬁéig Sapingywith the intelligence contained w1thu|1 g?tqugéa?nspépqssgg%s: %%:Tnands

1 SO Ievel lafif Be Tike is left to the higher code layers. | 7816 Part 4

Layer 2 of the UCI controls the interaction with the card at a card command level.

Level 2 for example is adapted to correctly format commands and data for transmission

10 to the card by layer 1. Message formatting, error detection, and transmission

characteristics for the smartcard are performed by layer 2 to the specifications of ISO
7816.

Support for the various UCI features such as time of day clock, buzzer,
communications ports, display, and keypad are enhanced by code in this layer. Other

15 support code found here includes printer drivers, display drivers, modem drivers, keypad
buffer, and ISO 7810 magnetic card reader data buffer.

During the card insertion phasé, layer 2 is used to initiate the reset pfocess for the
card. The card’s response to the reset process is used to determine whether the card
communicates in a synchronous or asynchronous manner. This information is used by

20 layer3.

Interfacing to layer 3 is through “traps™ or software interrupts. Layer 1+2 traps
exist for: real-time clock, system, keypad, LCD, communication ports, magnetic card
reader, smartcard/security module.

The operation of layer 3 of the UCI is dependent on the card type. Therefore it is

25 important to correctly identify the card type, dependent on whether it is a svnchronous
card (typically token cards, or memory cards, non-microprocessor based) or a

. microprocessor based asynchronous.
In identifying a synchronous card, the first three bytes are read from the card.

These are compared with 3, 2 or even 1 byte strings contained in one column of a small

30 array. In an adjacent column are reference numbers to card offerings from various card



25 Conmands 1 Har dwar e

| SO 7810, Low Level support, and . Y
| SO 7.816 Primtives, control. Card

Part 1, 1SO Har dwar e interface at
*7816 Part 2vwd9smseos1 Drivers bit/byte | evel PCT/NZ96/00038

Table 1: Layers of the M croprocessor Program WD.96/ 36051

PCT/ NZ96/ 00038 -14- -12-

"As can be seen fromthe above table in the preferred embodi nent, the

oper at i ons mwmmhmwmmme bardds known, and allowed. Tabid
| ayer can be _caonsi dered as,consis |ng of IIectlons of, ohj ec where an
object is a geﬁho%%aﬁmk’al"? £VIRE | noYS 1 tSat theecasd J’éc‘is

above o bl SRSt .ﬁ@ﬁﬁw W%inr‘s%%}'?*?‘éfg% R,

control s basegn seletthunly dioseicotiniande and hnidlinggirocetiures aj gpliéﬂ‘)leﬂi thigcard. The

iI'l-advised operations. The data contained in the format

dat abase i% btshyrhmmthsrefmgefomséaf@spa@Waﬁm | ayers. This

m nimses the possibility of the external device gaining sensitive

know edge 10 of particul ar card fornats Slnllarly _access to the security

and ci phering program 5 SP..T oL o selected objects

and | ayers. Q THRBAP VO two prinmary areas,

the format Iibrary, and thﬂ primtivig |k B primtive library
2%;.7 ails aof af rds accepted. This

S|gnalL hct er i nterchange 15

J . basic card. This

informatith is that s‘guBled by the mgpdlﬂanufactjrer. The format

| i brary contains the detai ljsadded—t0 d‘LdrU’S by—the issuer, after the

card has left the manufact §Cer.
H‘? . type 18

Table 2

i ncl udes card capacity, el J |caI

protocols, and a list of tH

15
In identifying an asynchronous card, the Historical Bytes of the ISO 7816 Answer
To Reset string are compared with strings contained in one column of a small array. In an
adjacent column are reference numbers to card offerings from various card manufacturers.
A match between strings indicates that the card is known, and allowed. An example of
20 such an array is shown as Table 3.

ey
ﬂ String to Match | Card Type

24, 10, 00 type 6

30, 11, 03 type 2

31, IF, FF type 15 ”
25 | 4C,IF, FF type 7

4D, IF, FF type 19

23, 00 type 7

Table 3



Having regard now to the operations of each |ayer, the |layers range from

t he primarily |low | evel character oriented operations of layer 1 to
the high level generic 20 interface of |ayer 8. Layer 1
responsibilities include the basic actions required for card insertion or . -
Tenoval and thfeeiealy! € transm ssion of data to and from thepgpndesmooss
Insertion of a card activates a mcro swtch which is constantly nonitored.
Card- insertion is signalled to higher jsayers, so that appropriate
‘action can be taken. Hi gher 25 |ayers pass down the instruction to attenpt

to identify the cu o* identi ﬁ%m ool K »
signal s applied ac%lgr rx1lg tx%eqhé%&%ﬁ%ﬂ%ﬁa{ﬂ 8%’r°‘c}°| S nOOfI% nger “‘ﬂ{odel

r equi ][ed,d L he ot gype, frune afpacticutdr f' rmm'ufamd' theWIedeanEMt bﬂyah?sewmﬁh gnds and
speci,fied by | SQ., 7816. A card i s, remve rematurely, the sane
sequence is f&andlipgpra 3@1’?9"92’&”&“5 %shﬂlﬁghﬂwm%@f%ﬁomed&
I nformed of t the card, so that further "closing” 30 actions
may be taken. Gﬁehl&g&?ﬁ);eeflﬂnc ‘ude del etion of session keys, exception |ogging,
or 5 WO 26tek8@5the processes outlined above is made through the function:

PCT/ NZ96/ 00038 -13-

alerting the cardhol der. Another function that is incorporated at this

| evel is encrypty or decryption of the data stream
Transfer of i i‘i??@ﬁa?"éh‘XP%{g‘Pé‘ﬁi and bits of data to and fromthe card is

done at Rabitnd:ay er M AR PYPE S NULEiRcAd §pS nbtli@wiESSages and
commands is the domain of" highgr 5 layers. In general, UCI hardware is
dealt with at this level only on a character by character basi s.

Coping with the injelligence contajned within data streans, nessages, .
conmands and i’hecméuﬂgef‘!”moatﬁgwgfﬂw 86‘%'3 fagger%_uses 4" Hinction
Layer 2 of the ﬁ%r » ' hiGniMafiohn. b at a card command
| evel . Le'eggs or‘ggnp gml&ﬁs%la apted to c@'rﬁgfﬁeﬁﬂ& mat commands and
data for transmission 10 to the card by layer 1. Message formatting, error

detection, and transm_.ssi g . ) .
mt Access_Sync_&ard( int command, int card_type, int len, char *pointer )

15 where command is selected from READ UPDATE
ERASE_UPDATE
READ_FIXED
READ_TOKEN
READ MANUFACTURER
20 DECREMENT TOKENS
PRESENT_SECRET_CODE
card_type is Card Type as determined in L3.1, L3.3,
len is the number of bytes to be taken from buffer, or the number of data bytes expected
back from the card,
25 *pointer points to a buffer containing data for the card, or data from the card at
completion of the function call, and the function returns
. NO_ERROR if the command is successful or
ERR_CARD LOCKED or
ERR_FUNCTION REFUSED or
30 ERR_THREE BAD PRESENTATIONS if the command is unsuccessful.



characteristics for the smartcard are perforned by layer 2 to the
Support for the various UC
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di spl ay,
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exi st for:
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| udes printer drivers,
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O her

display drivers,p
and | SO 7810 magnetic card reader data huffer

15

comuni cati ons ports,
and keypad are enhanced by code in this |ayer.

suppor t.

JgVers,

Jyg.used to initiate the reset

card. The card's response to the reset process is used

q’E&s | n?‘orrge‘l on I s%‘sﬁgf t%
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r, snartcard/securlty nodul e.

arshowhtindableiqnt er rupt s.
system keypad,
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ih 3, 20

@ekstrlngs
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T YU Al Aay.

+1r—an ClU_]
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I arc IC1

Clic T IILHF

to card of fefBngs fssﬁ1var|ous cslr d s2 WO 965486051 s8
PCT/ NZ96/ 000¥3 - IaF
manuf acturerft“L A mafl 88 to any sl | § ng i ndi L83 es t hat {$he card i557knOV\/r1, dind
al | owed. Tabl shows an ek gple of paNch an arrays Havi ng pow
identified t J%rd s A synchrohous card af partichifar | "
or type, ffolma parfigcul ar nanufﬁﬁturer L e UCI s13 0

13 0 s15 0 s14 0

17

{18

15 A NULL pointer indicates that the Command is invalid for the current card.

20

Table 4

The pointers s1 etc of Table 4 refer to a further table, for example Table 5, this
time of “action strings”. An “action string” may be used by one or more cards.



can select only those commands and handling procedures applicable to this
card. The 5 higher

| ayers are therefore informed of the card type found.

String to Match Card Type 123

type 3 56E type 1 10

AB . type 12 C

type 3 WO 96/36051 7 type 18 PCTI/INZ96/00038
Table 2 15 In identifying an agyachronous card, the Historical
‘Bytes of the 1SO 7816 Answer To Reset String are conpared with string
contained in one colum of a small array. In an adj acent columm are

ref erence nunber
mat ch bet ween

s to card offerings fromvarious card manufacturers.

exanpl e of 20f SH

String to Mat

24,10, 00

type 6 Qn, ’l’l, [a%e] t\][pg_’_z
31, iF, FF l] s1ypg 15 25 AC, |F, FF type ]
4D, 1F, FF Hyrpe—tS 53—06 ty Y
Table 3 5 “ _ §3
q s4 READ_128, RESET_ADDRESS, STEP 8, ERASE 32, WRITE 32, NULL
s5 RESET_ADDRESS, STEP 10, READ 32, NULL
s6 RESET_ADDRESS, STEP 10, WRITE 16, NULL
s7 STEP 96, NULL
10 s8
s9
Table 5
15 An “action string” consists of a string of 1 or more “tags”, with a NULL terminator.

Most “tags” are followed by a “count” value. The “count” determines the number of card

bits or clock cycles the “tag” should act upon. For example “action strings” are of the

format:

20 [tag[,count],] [tag[,count]),] NULL

where tag is one of RESET_ADDRESS

25

In

STEP count
READ count
ERASE count
WRITE count.

communicating with an asynchronous card, layer 3 uses a function

“Access_Async_Card” to control the communication. For example:

30

S

A



WD 96/ 36051 PCT/ NZ96/ 00038
- 15- Havi ng now identified that the card is an asynchronous
card.of a particular "nodel" or type, froma particul ar nanufacturer,
the UCI can select only those conmands and handl i ng procedures

"appl i cabl e twobdgessicard. The hi gher | ayers are therefore iptonesadont

the card type found. 5 Access to the processes outlined above is
.made through the function: i nt deckd®-card_type(void) Ret ur ns:
M CARD TYPE, or NULL if card type not known 10 I n comuni cating

with a synchistnAccess Asgine ICayd( inBeorsmand, ifiwewed i wpe, int leh/ctae $pofperCinCAY dint t 0
control the conmuni cation. For exanple: I nt Access_Sync_Card( int
command, int F&r d type, int len, char *pointer) 15 where conmand is

sel ected from READ UPDATE ERASE UPDATE
READ _FI XED READ TCOKEN

READ_NANUFACHRRR odfinand may be selected from READ FILE ~ DECREMVENT_TCKENS
PRESENT _SECRET CODE card type is Card T¥Ee as determined in L3.1, L3.3,

len is thed nunber of bytes to be taken fr . or the nunber of data
byt es expected back fromthe card, SELECT FILE

SELECT_DIRECTORY
SELECT KEY
UPDATE_FILE
10 PRESENT_SECRET CODE
card_type is Card Type as determined in L.3.2, L3.3,
len is the number of bytes to be taken from buffer, or the number of bytes expected back
from the card,
*pointer points to a buffer containing data for the card, or data from the card at
15 completion of the function call,

PI: argument 1: for example the offset into file
P2: argument 2: for exmilple the selected file number
and the fumction returns one of:
4001 ERR_FUNCTION_INVALID
20 4002 ERR_FUNCTION_MISMATCH

4xxx hex  other error conditions detected by UCI code
é6xxx hex  =ISO and Manufacturer error codes (no translation)
9000 NO_ERROR
9xxxhex  =ISO and Manufacturer emror codes (no translation),
25 the function returning “NO_ERROR?” if the command is executed successfully.
Based on the Card Type, and the Command, the function “Access_Async _ Card”
refers to a table of “format string” pointers as shown in Table 6.



25 *pointer points to a buffer containing data for the card, or data from
the card at conpletion of the function call, and the function returns
NCERROR i f the command is successful or ERR_CARD LOCKED or

ERR_FUNCTI ON_REFUSED or 30 ERR THREE _BAD PRESENTATIONS if the command is -
-unsuccessf ul WO 96136051 WD 96/ 36051 PCT/NZO6/00038 ’
PCT/ NZ96/ 00038 - 16 -

Based on the Card Type, and the Command, the.function "Access_Sync_Card"
‘refers to a table of "action string"” pointers as shown in Table 4.

Card Command 5  Type READ_UPDATE
READ_FI XED Nt CREVE N
EQ‘CTURER .= 0 Format String¥ér Command __S? .
. ,
S8 4 IWRITE_FILE | SESECT FILE | SELECT sS4
5 0 0
o ¥
s15 21 2 f14 f18
COS16DES | fi5 21 f12 fi4 fi8
5 |IPCOS f15 21 f13 f14 f17
2 0 32 0 33 0
MCOS 0 31 33 0
COS 0 35 0 34 0
|[15 0 39 0 41
10 {19
A NULL pointer indicates that the Corimand is invalid for the current card.

Table 6

The pointers refer to a further table such as Table 7 of “format strings™. A “format
15 string” may be used by more than one card.

" Pointer Action String
I[ f154 |51803A00P200
l} fl2 }55803A000300

20 fl4 |63 8034000008
“ fi18 |4184DA00P2LEN
o

i 33

| os

25 | 39
| 1

Table 7




15 A NULL pointer indicates that the Command is invalid for the current

card. Tabl e 4. The
pointers sl1 etc of Table 4 refer to a further table, for exanple Table 5,
this time of "action strings". An "action string"” nay be used by one or
‘nmore cards. '&89656051 WO 96/ 36051 . PCT/INZS6/00038 :
PCT/ NZ96/ 00038 -17- . Poi nt er
JAction String sl s2 5 s3 -20 -S4 READ 128, RESET_ADDRESS,
STEP 8, ERASE 32, WRITE 32, NULL s5 RESET_ADDRESS, STEP 10, READ
32, NULL S Ghe FhiEHE SritRP R SmasHise cddb ind¥Phdtion tentibd for direct trardnittal

STEP 96, NULL 10 s8
to the card. The format strings are a small array made up in the form:

- FLAG, CLA, INS, P1, P2, LEN

FLAG:

ifbit O set: “write” command

ifbit 1 set:  len in parameters must match LEN in string, else error return

if bit 2 set: P2 in parameters must match P2 in string, else error return
10 ifbit3set: Pl in parameters must match P1 in string, else error refurn

ifbit4 set: LEN in string used, parameter ignored

if bit 5set: P2 in string used, parameter ignored

ifbit 6 set: P1 in string used, parameter ignored.

15 _ In interfacing with the higher layers, layer 3 uses “command strings”. Command
strings consist of 1 or more command tags, terminated with a Null. Each command string
(CS) is referenced by its CS numbér or CS name. The same goes for co'mmand tags.
Command strings can be built from tags and other command strings to perform card
related and system related functions.

20 Command tags exist to perform almost any possible action within the UCIL. In many
ways they can be considered as forming a high level programming language. Command
tags come in three types, relative, direct and indirect. The behaviour of a direct command
tag cannot be varied, the exact behaviour being coded into the tag, Relative and indirect
tags use parameters to modify the behaviour of the tag. With relative tags, the modifying

25 parameters follow the tag in the command string. With indirect command tags the
parameters are read from a parameter stack, which may be aitered by other tags.
Examples of command tags include:

Determine card type & issuer,
Call Access_Sync_Card function,

30 Call Access_Async_Card function,



Table 5 15 An "action string" consists of a string of 1 or nore

"tags", with a NULL term nator. Most "tags" are followed by a "count”
val ue. The "count"” determ nes the nunber of card bits or clock cycles
the "tag" should act upon. For exanple "action strings" are of the .
- format: 2Qudbasthscount] , ] [tag[,count],] NULL wher @cradstGoosine of
RESET _ADDRESS STEP count READ count
25 ERASE count -21- VWRI TE count. ' :

“In conmuni cating with an asynchronous card, |ayer 3 uses a function

" Access_Async_Car Read magfi¢tic'cakd d4t@, conmuni cati on. For exanple: 30 .
WD 96/ 36051 ] PCT/ NZ96/ 00038
- 18- for card interface matters;

_ Send messages to printers, modems, displays,
5 Get data from keypads, input switches,
Read real-time clock,
for controlling external devices; and
. Copy, manipulate data strings,
Compare strings,
10
Test ‘condition’,
Skip next command tag if ‘condition’,

Jump to ne;w command string,
15 Call new command string,
for internal program operations.

For interacting with the cards it is important to know the data structure and format
of the card’s memory. For organising and supplying the required data regarding the card’s
memory, the UCI has a file format database. Once the card type and issuer number have

20 been identified, and (if applicable) an application selected, the database can be used to
- guide access to the applications files. Table 8 is an example of such a database showing
the subdivisions through card type, iésuer, and application. Files for a given application
are referenced by ﬁle number, and possible file name, these in turn pointing to a file
descriptor.
25



I nt Access_Async_Card(int command, int card_type, int len, char *pointer,

int P1, int P2) where command nmay be selected from READ FILE 5
VWRI TE_FI LE SELECT_FI LE
SELECT DI RECTORY ' SELECT _KEY .
UPDATE_FI LE 1%o 9613 PRESEN gégﬁﬁﬁ&ngm
card _type is Caryd 6‘I'uﬁlpe as determned in L3.2, L3.3, | en i s the nunber
of bytes to be taken frombuffer, or the nupper of bytes expected back
fromthe card, *poi nter poi nts to a buffer containing data for the
card, or data fromthe card at 15 conpletion of the function call, P1:
argunent 1: fo [_exanple t he osnto file P2: argurrent 2
f4861exanple _. J, _ Epplidat erF:leNm@ePC D £060k UN nc Ton EetgIrns —one or -
ERR_FUNCTI ON _ 'k VY BinkT ?*-1‘?.7—"‘ ViEVAVAVES . h.e_r_errnr conditions
detected by ud code {2 = 1iSO and Manuf acturer f
error codes (n transy ati on) 3 2000 NO ERROR “
9xxx hex | SO and| Manuffacturer @fror codes (no ftranslation), 25 the
function retur ing "NO ERRQR' if the¢sScommand is exdcuted successfully.
Based on the Card Type, and| the Co nd, thg functijon "Access_Async_Card"
refers to a taple of ['formef string]7pointeds as shjown 1n Tabl e 6.
Creditcardm | 1
2
3
4
5
6
Bank2 | Bankcardj |1
' 2
3
4
[
= |
7
8
9 .
10
11
CardB | Bank3 | Creditcardn I h
¢ |
J f
: |
Bankcard k 1
2
3
4
5
6
7
8
9
10
11

Table 8



WO 96/ 36051 PCT/ NZ96/ 00038

-19- Card Type Format String for Command SELECT
SELECT_KEY READ FILE WRITE_FILE SELECT _FILE DI RECTORY

6 0 F21 © fl12 f14 f18
COS16DES  f f21. f12 fl14 f18 NFoE

f15 ]?(2)]?6’36051 f13 fl4a fl17 P%T 2 038

0 f32 0 f3393. 0 MCOS 0
31 0 f 33 0 CGCs 0 f 35
0 f34 g ptorsqig : : . f 39 0
0 f41Ff8Def§n tﬂﬁ?ﬁpm glrealnﬁl(?iq(t:eg’t es that the Command is
invalid for tlHletypeent card. Table 6
The Rointers refer. to g further table such as Table 7 of "format strings".
A "format 15 JP¢DIHKEY PRIEe used by nore than one card. Poi nt er

2 14 aredsickbitE 0s " “f1s 41 84 DA 00 P2 LEN f81 . 1as
f35 25 f 89 Secret code pointer
Read authority
‘Write authority
Update authority
File size
10 Cypher method.
Key pointers can also indicate any need for remote key access, AS2805 {(or similar)
protocols, on-line credit, or other facilities.
Each time a new file (or “file area” in the case of a memory card) is selected, the
file status register is updated. This contains some or all of the following information:
15 File hierarchy/Directory

File number/Name
File identifier .optionai long name
File description purse / keys / standard / proprietary
Option purse specific
20 Size in bytes-+bits
Access criteria read / write / update levels, and locks.
With cards that do not support the more advanced features, the relevant parts of the
register will be blank.

Similar but more limited information is available from cards which support more
25 than one issner area. The following is some data typically available when switching
directories:
Directory number
Access conditions,



f41 Table 7 WD 96/ 36051

PCT/ NZ96/ 00038 -20 -

The format strings are a nmachi ne code instruction intended for direct
transmttal to the card. The format strings are a snmall array nade up
in the form wooensost FLAG CLA, INS, P1, P2, LEN 5 FLASGNzosoodss DIt O
set: "wite" command if bit | set: len in paraneters nust match LEN
in string, else error return if bit 2,get: P2 in paraneters nust

match P2 in string, else error return 10 if bit 3 set: Pl in paraneters
must match Pl in stpmeGen@hb&ats bah 5%?@5%?1“ ' ' cgﬁfem'maag_ggﬁc'?g :
string used, pararreter%legr]or‘gad e%@ It S'él;[d:écarcggﬁ??{ust” ng use ,atmn.
par anet er i gndibislinformation ibsedsby tyers 4ind 6 oft the UCIuvestippara aadebaobogreothed.
15 In interfaci nggygp& th@ﬁﬂi %her | ayers, |ayer 3 uses "conmand
strings". ComidfFmation &5@1 €%st of 1 or nore command tags,
termnated with a : tehd 8 | R . AL S
CS nunber or CS naygi.'érﬁ?g{;ne goe orﬁ%%gn?%?lgfteg{g@?pfﬁdﬁ%gwg rllsntés
can be buil$ fiterfa¢eogith ditcdcard deta sanompesdfikes) puses dnd ditsctory "Oa@6fithe functions
rel ated and systemrel ated functions. . . .
performed by layer 4 is determining the issuer of an inserted card. Once the card type is
determined, a number of command strings are trialed to attempt identification of the card

file and data layout. An example of command strings to attempt for differing card types

are shown in Table 9.
10
| ﬁype Command String(s) to Attempt Resultant Issuer Numbers
B 1,2,3 | 16, 16, 16
2 7,38 3,8
3 8 2
15 [4 9,32 15,8
5 25,42 - 16,9
le 10 16
7 4,56 9,16, 16
Is 16 2
20 fo 11 4
10 23,51 3,4
Table 9
25

If a command string performs as programmed, the resultant issuer number becomes
the reference to the card issuer (or co-occupying application).

Once the card issuer number has been determined, higher code layers can
determine the capabilities of the current card and application combination.



20 Command tags exist to perform al nost any possible action within

the UCI. In many ways they can be considered as formng a high |evel
progr.amm ng | anguage. Command tags conme in three types, relative,
direct and indirect. The behavi our of a direct conmand tag cannot be -

-varied, theyeyagicosehavi our being coded into the tag. Rel apicymzassbossndirect
tags use paraneters to nodify the behaviour of the tag. Wth rel ative tags,
the nmodifying 25 paraneters followthe tagdin the command string. Wth

“indirect command tags the parameters are read froma paraneter stack,
which may be al t erGift dxampld'6f a écifihand strinfaotivh 8SedPri R FOCishRd SddntiFicEier
Determ ne card type & issuer, Call Access_Sync_Card function, 30
Call Access_A8&ync_Card function, WO 96/ 36051
PCT/-Nz96/ 00038% . -21-

Read magneticC Bt d data, for card interface matters;
Send nessageqFicardis“Asghe” and@MaREdirsbtérp! ays, S Get data from
keypads, input swi tches, . Read real -tinme cl ock, for
control | ing exter SelectiMaster directony Copy, mani pul ate data
strings, . may e strings, .l Test 'condition',
Skip next cormand FingFirst %f&?"tt?‘gﬁeéd fle

Open File

Read File

IF file contents = CRD pattern

10 copy file data to CRD buffer

set Issner Number =n .
Layer 4 also takes responsibility for the key and secret code handling for cards.
Layer 5 of the UCI contains the process primitives for interacting with the cards.
For each card related generic function accessed at layer 8 of the UC], layer 5 includes a
15 table of card type + issuer numbers showing the corresponding command string for that
application. Nulls take the place of command string numbers if the requested function is
invalid for the current card or applicéﬁon.- |
This table allows translation from the generic function descriptions of layer 8 to
the application specific descriptions of the lower layers.
20 Layer 5 also includes support routines for: '
Communications protocols (decisions on use of DES, HDLC, modem, deferred
uploads)
Debit, credit transactions
Financial transactions to AS2805 or similar
25 MACing
Transaction log uploading
. Message formatting
Security module logical connection to card application -
Key and secret code handling for communications
30 RSA cypher .



Junp to new command string, 15 Call new conmand stri ng, for

I nt ernal program operations. For interacting with the cards it
is inportant to know the data structure and format of the card's
menory. For organising and supplying the required data regardi ng the card.s
menory, the g@ 6@@ @ file format database. Once the card t Addodsgsuer
nunber have een identified, and (if appl I cabl e) an appli cat I on

sel ected, the database can be used to gw de access to the applications -
files. TabI e 8 is an exarrpl e of such a database showi ng t he

subdi vi si ons thro i‘tf}@t . Ly.en
application are re rencege%ﬁﬁ%ﬁ% nug‘g Hh(‘;'3’&(%003 Ex}nh@?s,{lger%lﬂé%ﬁ

t hese in turnusmﬂﬂxesa@!ﬂesmdiodnﬂestomdeeﬁlﬂleﬁencﬁmcnonsMﬁlﬂﬁh’i&ﬂﬁ&

PCT/ NZ96/ 00038 Card Type |I|ssuer Appl i cation

File Number ff leyegeand & ped stmeatl@,yer Aype or BSweT or appligatier specific
1 fnstructions of the Rower layers. - 45 6
5 Layer 7 provides a uniform reduced set of instructions for use by the external
device.

-Layer 8 of the UCI isolates the user (the external device) from all the lower levels,
so that the user may issue simple generic commands and allow the UCI to take the
complicated actions that are required to execute the commands. Effectively the interface

10 at layer 8 becomes seemingly independent of card type.

The UCI at layer 8 could be communicated with by the user for example by
switches, buttons, and relays or RS232 serial data link.

Examples of the generic commands that would be acted on by layer 8 are:

New card detected
15 Identify new card, read card number, global and user summary
Account balance (acc)
Update global, user information
Debit account (acc, amnt)
Credit account (acc, amnt)
20 Read unformatted data file (filename)
Update unformatted data file (filename)
Upload transactions
Download OS {operating system)
Read keypad
25 Print message
Display message
Configure display, printer, modem, I/O devices
Load key(s).



7 Creditcard m 1 2 3 4 5 6

Bank 2 Bankcard |j 1 2 3 4 5
6 : 7 8 9 10 Card B Bank 3 Creditcard n
| e J s Bankcard k 1 2 3
' ‘111 WO 96/36051 6 7 8 PCrmtEbero0038

-27-

As an example of the operation of the UCI, when a new card is inserted, layer 8
receives a signal from “New Card Detected” (layer 1). The external device (user software)
may then decide to identify the card, and possibly conduct a transaction.

5 From layer 8: execute Identify New Card etc

this translates to the following actions:

- execute decide_card_type to determine manufacturer card type
(this uses procedures covered by tables 2 and 3, these in tum use procedures
mentioned in respect of layer 2)

10 - execute procedures outlined with regard to layer 4 to identify any possible application(s)

(this uses the functions of layer 3, command strings, command tags, and the related
data of tables 6 and 7).

As another example of the UCI in operation, when debiting an account from a card,
15 From layer 8: execute Debit(acc #, amt $) function [L8.1.5]
From layer 6: use the table in layer 5, check if CommandString exists for “Debit” for this
card . |
From layer 6: execute CommandString (sequence of Command Tags) if available in table.

20 From layer 3: the CommandString is interpreted into following actions:
- select Application Area / subdirectory on card,
- select File or Purse File in subdirectory,
- select correct cypher keys if required (as indicated in CommandString),
(selection of subdirectories, files and keys is aided by use of Table 8)
. 25 present any cypher keys used,
alter File or Purse File by “amount”,

record transaction details (if required).



Tabl e 8 WD 96/ 36051

PCT/ NZ96/ 00038 -23 -

File .Descriptors list the followng file attributes: File type

Debit key pointer Credit key pointer 5 Secret code pointer Read
-authority  wodbkdsg authority Update authority Rd1avDkaeas 0 -
Cypher net hod. Key pointers can al so indicate any need for
renote key access, AS2805 (or simlar) -28protocols, on-line credit, or
"other facilities. Each tine a newfile (or "file area” in the

case of a nenory cHiet¥forestheaimplecgbnetit eommand Diebits isstied to thei WCE(s albthat is

updated. This contai ns sone r al | hefoIIo ng information: ,15  File
hi er ar chy/ Di r Eguge the “sqflsP ‘Ilﬁg P%Pq%‘eqﬁth? acing with the

| S04 S g, 15 57 | Aorr
The UCl in the preferred embodiment described has the advantages that:
5 1) it canrecognise a multitude of card types, |
2) it knows the features and limitations of each card type,
3)  itknows the arrangement of data on each card type and all relevant rules for access,
4) actions are not predefined, but are determined by external devices, and
5)  the interface to the external device is simple, so that the manufacturer of the
10 extemnal device needs little or no external knowledge of smartcards, security algorithms,

or financial transaction handling.



20 Size I n bytes+bits .- -Aeeess criteria
read / wite / update levels, and |lo yth cards that do not

support the nore advanced features eﬂmmmﬂ | r“ of the regi ster
wi |l be bl ank. Sim | ar but ormation is .

.avail able from whi ch support more” 25 than one | ssuer pafRocob648
followng is sone data typically avail able when sw tching directories:
Di rectory nunber Access conditions. _a9. WO 96/ 36051

-PCT/ NZ296/ 00038 -24 -

Sone gener al Wn be accessed fromthe card by a rudi nentary
exam nati on. I's information is used by layers 4 and 6 of the UCl to

support and chrr ob@rmérédderlwnteri which rinterfacesda hose application phograifi. with a data
Layer, 4 of the UC q%e?mta és care of entity procedures. Its purpose is
to 5 mterfa%témgﬁpﬂdt mRakt r uct ures, flles purses and directory.

One of the functi Eléﬁmlé D f
an inserted card. cEggice (H"lel !ca léi ype i gldtaf} P ne n%%r?gh@ cor?%%g d
strings argtas?ﬁdgdtmgmdve IRhguagent i fication of the card file and data
| ayout. An exanpl e of corrmand stri ngs to attenpt for differing card types

are shown in Tabl ¢ plurality of low e\@bmtmh@tsar@@mfrh@mn@e@remnd\m@lmm
Nunber s 1,2,3

Tg,sglaf T6 | SSUA Mgt pg, 55 3,8
said card reader is able to establish the card type for any card interfaced to it for
which it has a protocol set, and select from its store of protocols the appropriate low level
10 protocol for the established card type,
said card reader/writer reads and translates high Ievel language commands from the

host program to comresponding commands within said established low level protocol and

writes these low level commands to said card,
and said card reader/writer reads commands in said established low level protocol

15 from said card translates them to a corresponding command in said high level language
and writes these commands to said host application program.

2. A card readerfwriter according to claim 1 characterised in that it can be loaded with
further card type protocol sets appropriate to card types additional to those for which
protocol sets are initially stored.

20 3. A card reader/writer according to either claim 1 or claim 2 characterised in that
a plurality of card characterising strings are stored which each correspond to a known data
storage card type, said card reader/writer reads from a card interfaced to it the data string
which characterises the card, and said card reader/writer matches said read data string

' with a said stored card characterising string to thereby establish the card type.

25 4, A card reader/writer according to any one of ¢laims 1 to 3 characterised in that

each said low level protocol set comprises a set of command strings, and said card
. reader/writer translates high level language commands from the host program to

corresponding command strings.

5. A card reader/writer according to any one of claims 1 to 4 characterised in that said

30 card reader/writer identifies commands from said host program not supported by said
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Table 9 25 If a ébrmand string3perforns as proglré'r'n"réd, t he
‘resul tant issuer number becomes the reference to the card issuer (or
CO- occupyi ng gapiblisiedt ¢add type and upon i il @n&dipdrted TufimandWetes aerforen
determ ned, higher code |ayers can etermne the capabilities of the
current card 30 isaigthostprograsinat i on. WO 96/ 36051

PCT/ NZ96/ 000 . . . . . -25 -

e exampl e &t a Comithns of iateracing @ dost sualicaion ArogFgmy wjtha i dorage card
i denti fi cati Qiymprisingitheé steps of: CSN: IF card is "Async" and Milti
directory 5 Sel ect Master directory Find First

d Readstablishing the card type, COpen Fil e

selecting from a store of protocols the appropriate low level protocol for the
established card type, '

reading high level language commands from the host program,

) translating said read high level language commands to corresponding commands

within said established Iow level protocol,

writing said corresponding commands to said card, :

reading commands in said established low level protocol from said card,

translating said low level protocol commands into corresponding commands from
said high level language, and

writing said corresponding commands from said high level language to said host
application program. '
7. A method according to claim 6 wherein establishing the card type.includes the
steps of reading from the card a data string which characterises the card and matching said
read data string with a card characterising string from a plurality of stored card
characterising strings, each corresponding to a known data storage card type, to thereby
establish the card type. '
8.  Amethod as claimed in either claim 6 or claim 7 including the step of identifying
high level langnage commands read from the host program not supported by said
established card type and upon identifying an unsupported command, returning an error
command to said host program.
9. A method of enabling a controller to read and write data via a card read/write
station to a plurality of known types of card devices incorporating magnetic or electronic
data storage means, which method uses a stored-program stored-data processor, said
method comprising: storing first data arrays containing strings of known card
characterising data and for each string its corresponding card identifier, storing second

-



Read Fil e IF file contents = CRD pattern 10 copy
file data to CRD buffer Nunmber = n Layer

4 al so takes responsibility for th mgmw;m ode handl i ng for cards.
Layer 5 of the UCI contains the pr L tls/eS* or interacting with the
.cards. RRb 5%53] card rel ated generic function accessed piNz86o38 Of

the UCI, |ayer ?, I'ncludes a 15 table of card type + issuer nunbers show ng

t he correspondi ng command string for that _q7_. application. Nulls take the
-pl ace of command string nunmbers if the requested function is invalid

for the curreghea
transl ation from%?ﬁgs m#unct I on egg?ﬁepat Pé%%n?f}ﬁg$§?éégbﬁmg °°maﬁ’d
appl i cation s pstinigh,i andcexscutingtai prograni on k#id ipoovessdr aghiclscaués said processbaymr 5

al so ,i ncl udes su rt, routines for; ni.cati rot ocC
(deci si ons on usgpg‘f o the presence gt pard dnsaid rea m‘“ﬂﬁ?‘ 3 ss a car detect
Debit, credit Fi nanci al transactions to AS2805 or
simlar 25 m%&@%%ﬁoﬂer Transaction | og upl oadi ng

Message forgmtti ng(Z)readﬂxedatasEﬁinghichMi@lsémb@ﬂ#d, connection to card
application Key and secret code handling for_ conmunications 30
RSA cypher . (3) searc| gtleast one said first array for a matching data string, and upon
PCT/ NZ96/ 00038 26 -

making a successful match to retrieve the corresponding card identifier,
(4) select the appropriate command strings in said second array using the retrieved
card identifier,

10 (5) accept generic transaction instructions from said controller,

(6) translate the instructions from said controller to commands appropriate to the
inserted card using the selected command strings from the second array, and

(7) either read or write data to said card in accordance with said generic
instructions, ‘

15 10. A universal card interface for interfacing smartcards and other card devices having
electronic or magnetic data storage with a controller requiring read/write access to said
cards comprising: .

a card read/write station into which cards méy be inserted for data transfer, a
processor having associated memory and input - output ports,

20  said read/write station connected to one input-output port and said controlier
connected to a second input-output port,

interface software and data arrays stored in said memory,
said data arrays including first and second data arrays with said first data arrays
containing strings of known card characterising data and for each string its corresponding

25 card identifier, said second data arrays containing card identifiers and for each identifier
its corresponding command strings, said software when executed by said processor
causing said processor to:

(1) detect the presence of a card in said read/write station and to pass a card detect
signal to said controlier,

30 (2) read the data string which characterises the card,



VWhile layer 5 includes tables and routines for the process primtives,
| ayer 6 makes use of these tables and routines to transl ate between

the generic functions and instruct IIMEH HMJImfﬂmgmLsf7 and 8, and the
X Ifirc I nstructions.

| ower | ayers card type or issuer or

|
of the | over Wwaysrses: 5 Layer 7 pfovldes & uniform rﬁcLile of
ayerm@ﬁ%f

instructions for use by the external devi ce. _ t he
UCl isolates the user (the external device)sfromall the |lower |evels,
so that the user may issue sinple generic commands and allow the UCI to

take the conpl(BysthrH ta6ighQn feabt e sﬁfd%&%ﬂfﬁ?ah&t&&ﬁé?uiﬁs and upon

commands. Effectively the interface 10 at |ayer 8 becones seem ndly
i ndependent ofmghpgatsyp@ssfulmawhtoMeWﬁeUﬁresponﬂiageardﬁdenﬁ!ﬁd, be

conmmuni cated with the user for exanple, by . swtches, buttons, and
rel ays or RS232 seﬁ%‘)aﬁei]e&ﬁ'ﬁﬁwmm cox'ﬁga_nd Stx“gsﬁﬁéﬂ'alsé%" arpylsing theirgtrieved
comands that gpdidénfifiected on by layer 8 are: New card detected 15
I dentify new card, read card nunber, global and user summary Account

bal ance (ac8) \(p)iacceptgentrid transaetion inktructivnis Grom said Beitréllerccount (acc,
amt) Credit acgo am 0 Read unformatted data file

unt_(acc, ) 2 2
(fil ename) Updd! }a"%ﬁlﬁﬁﬁrtﬁﬁwgaméﬂ%ﬁqmlsw(@pﬁmﬁewmmmw Bpprepriate to the
transactions ; P | R ad 2 Print
nessage ﬁt%eggaay\w}rressaéﬁegag&%gtﬁ N h@é%h'lﬁi%lﬁéoyn,l ‘*‘Sﬁgﬁ‘t‘gf*%a% 1/ O
devi ces Load k&9 ejther read or write data to said card in accordance with said generic
instructions.

10 11. A method of enabling application software to interface with any known type of

(@]

smartcard or other card devices having electronic or magnetic data storage, comprising;

(1) reading from the card to be interfaced the data string which characterises that
card,

(2) searching through a first data array containing strings of known card

15  characterising data, and for each string its corresponding card identifier, for a matching
data string, and upon making a successful match retrieving the corresponding card
identifier,

(3) selecting the appropriate command strings from a second data array containing
card identifiers, and for each identifier its corresponding commiand strings, using the

20 retrieved card identifier,

(4) accepting generic transaction instructions from said application software,

(5) translating the instructions from said application software to low level
commands appropriate to the card being interfaced using the selected command strings
from said second data array, and

25 (6) causing data to be either read from or written to said card in accordance with
said generic instructions.
12, A software algorithm which enables application software to interface with any
known type of smartcard or other card devices having electronic or magnetic data storage,
comprising a hierarchy of functional modules wherein:
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As an exanple of the operation of thH!ﬂ"“ﬂ,la.rmHHelﬂ Umv card is inserted,
| ayer 8 receives a signal from (layer 1). The

external devi g 4ehgeyy sof t ware) may then decide to |deni,ht 603 ar
and possi bly conduct a transaction. 5 From | ayer 8: execute ent|

Card etc this translates to the follqusng actions: - execute

deci de_card_type to determ ne manufacturer card type (this uses
procedur es cover ed ghfirs} %Pﬁo@ul@'l‘éa&ﬁbﬂ%@chﬁfo%é’m‘t’&?a& esznnvﬁ which
mentioned in respect of |ayer 2) - execute procedures outllne

regar;jht of I ayfn_halmtan?sesl:lﬂmtcﬁ‘%aﬂpmgu&ﬂataaﬁ;ﬂgtoatsewxgﬁfvel modulsi he (t hi s
uses {he functions a . C n nd tags an
rel ated 'ﬁeaﬁtcamevslaepaﬁm sﬁno%gh ta arre; gtpngs of

exanpl e of th ' Sekifie
From1ayer 8: q‘e%léggudta{eh%gc% ac dﬁw%ang?@)bé* %Pﬁgwéﬁ& rmﬁg“éf}er
6. use the Saldmatchingdgfarstring, ahdapon fna&hglm&ssﬁmﬁlawm retrieveothe doerbponding

this card From | ayer 6: execute ConmmandString (sequence of
Conmand Tags) §ard ideatifierand passes spidcard ideptiftergeathid level meduleConmandsSt ri ng

cubdi et ory on carif S bliadfd %&%%W%@?ﬁhﬂ@ﬁgﬁﬂ%%%?sé%%%g’dm

- sel ect corr eftayCysiginingesssd identifiers, 286 foP sadhidef@i@dits
(selection of subdirectories, files and keys is aided by use of Table 8) 25

present any c)Simgs, msﬁwm identifierpassed tiit,e or Purse File by "anount"
10 a fifth level module accepts generic transaction instructions from said application
software and passes those instructions to a fourth level module,
the fourth level module translates the instructions from said fifth level module to
low level commands appropriate to the card being interfaced using the command strings
selected by the third level module, and
15 the first ievel module either reads from or writes to said card in accordance with

the translated generic instructions passed from the fourth level module.
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Therefore the sinple generic comand "Debit" issued to the UCI is all that
is  required by the user software, the UCl conpleting all aspects of the
i nterfaci ng Wa¥/3shst actual card, independent of the ca?ﬁanﬁgmﬁ? '

" issuer. The UCI in the preferred enbodi nent descr.i bed has the
advantages that: 5 1) it can recogni sgl% nmul titude of card types,

. 2) it knows the features and limtation f each card type, 3) it
knows the arrangenment of data on each card type and all relevant rules for
access, 4) actions are not predefined, but are determ ned by
external devices, and 5) the interface to the external device is
sinmple, so that the manufacturer of the 10 external heeds little or

no external know edge of smartcards, gﬁcurity al gori financia
transacti on handl i ng.
-29-. '
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CLAI M5 1. A card reader/witer which interfaces a host application
programwi th a data storage card characterised in that:

said card reader/witer can respond to said application program using at

| east one 5 designated high | evel | anguage, a plurality of |ow
l evel protocomwasewsesire stored which each correspond to a knBGINZIGH0038at a
storage card type, said card reader is able to establish the
card type for any card interfaced to it f%& which it has a protoco
set, and select fromits store of protocol irmeappropriate | ow | evel 10
protocol for the established card type, said card reader/witer
reads and translates high | evel |anguage commands fromthe host
programto correspondi ng conmmands within said established | ow | evel

protogol and wites these |ow |l evel commands to said card,

and said card reader/witer reads commands in said established | ow | evel
protocol 15 fromsaid card translates themto a corresponding comrand in

said high | evel |anguage and wites these co nds to said host
application program 2. A card reader/witel according to claim1l
characterised in that it can be | oaded with ffurther card type protoco
sets appropriate to card types additio@nah ich pr ot ocol
sets are initially stored. 20 3. ording to
either claim1 or claim?2 charactejfif&8d il that a d ity of card
characterising strings are stored i gh efCh correspo known dat a
storage card type, said card readef/jimjitef reads f interfaced to
it the data string whi ch charjpdgt ér+ses thg_cat n d card
reader/witer matches said read d string with a stored card
characterising string to thereby et \, sh thelicard type 4. A card
reader/witer according to any onej ai ns 1lix-e--2-ehar Ac ised in that
each said | ow | evel protocol set c 'ses a set of conmanfl istrings, and
said card reader/writer transfgtes high |evel |anguagg jfomands from
the host programto corresponpliing command stri ngs. it 5. A card
reader/witer according to any ofggidf clains 1 to 4 charac ised in that
said 30 card reader/witer identifijes commands from said hdst program not
supported by said T 1
- 40 !
\ i n
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establ i.shed card type and upon identifying an unsupported conmand wites an
error command to said host program 6. A nmethod of interfacing a
host applicati Q¥P9¥368lam with a data storage card conpr i péNNzdedBosst €PS
of: 5 establishing the card type, selecting froma
store of protocols the appropriate |OM/|€V%? protocol for the-

established card type, readi ng gh | evel | anguage commands from
t he host program transl ating said read high | evel |anguage
commands to correspondi ng conmands 10 within said established | ow | evel

prot ocol , writing said correspondi ng commands to said card,
readi ng commands in said established | ow | evel protocol fromsaid card,
translating said | ow | evel protocol conmmands into correspondi ng conmands

from said high | evel |anguage, and 15 writing said correspondi ng
commahds from said high | evel |anguage to sai g¢Zhost application
program 7. A et hod according to cl‘)1,6 whexegi n establishing the
card type includes the st eps of readi,mﬂﬁ’ d a data string
whi ch characterises the card and matchi ﬁ@/ ' i

u/, 6f stored card

characterising strings,
type, to thereby

in either claim6 or clai
| evel | anguage conmmands read fr
est abli shed card t
returning an error
enabling a controlle
station to a plural

magnetic or el ectrop Q

st or ed- progr am.st gf’ed- dat a) pr SRS
first data array,
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30 characterising data and for each string its corresponding card

identifier, storing second WO 96/ 36051

PCT/N296/00038 ' -31 -

data arrays containing card identifiers and for each identifier its
_correspondi ngWOme3Enst strings, and executing a programRGTINEF0p038
processor which causes said processor to: (1) detect the
presence of a card in said read/wite station and to pass a card detect
.signal to said controller, 5 (2) rebdl the data string which
characterises the card, (3) search through at |east one said
first array for a matching data string, and upon maki ng a successf ul
match to retrieve the corresponding card identifier, (4) select
t he qppropriate command strings in said secongkarray using the retrieved
card identifier, 10 (5) accept generi/€ traQsaction instructions from
said controller, (6) tr | at e/t he i nst™ctions fromsaid

controller to commands appropriate t0
sel ected command strings fromthe secopt array, and
read or wite data to said card in agCords JM th said geneN
instructions. 15 10. A uniffer sal e for interfac
smartcards and other card devi ¥Qni ¢ or magnet
storage with a controller requi /f' o said

conpri si ng: a carg f‘7y/o whi ch cards may be
inserted for data tramgfer, gd associ ated nenory ang/
i nput - output ports, 20 A
i nput - out put port and saj
i nput - out put port,
sai d nenory,

i nsertet\card using the
(7) either

FIG 4
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said data arrays including first and second data arrays with said first

data arrays contai ning stings of known card characterising data and
for each string its corresponding 25 card identifier, said second data
arrays containing card identifiers and for each identifier its
.correspondi ngwooésest strings, said software when executed RETSH9:§00038
processor causi ng said processor to: (1) detect the
presence of a card in said read/wite staI}on and to pass a card detect
signal to said controller, 30 (2) ud the data string which
characterises the card, WD 96/ 36051

PCT/ NZ96/ 00038 ' - 32-

(3) search through at least one said first array for a matching data
string, and upon maki ng a successful match to retrieve the
correspondi ng card identifier, (4) select the appropriate
command strings in said second array using the retrieved card

i denti fier, 5 (5) accept generic transaction instructions from
said controller, (6f= sl e i[5 ' b f ai d
controller to conmands appropri ggﬁ t h8 hrd @ g t he
sel ected conmand strings fromthez8¢on gg ) either
read or wite data to said cardifagcofdancqg her ijc
instructions. 10 11. A nethofd of dnapling ) hf t farefto
interface with any known type of smarfcard off ot her[cCard dgVi ces
havi ng el ectronic or nmagnetic datdg storagel conprifsing: (1D
reading fromthe card to be interfaced the data string I ch characterises
t hat card, (2) searching khrough a first data array

cont ai ni ng strings card 15 characterising data, and for each

string its correspon -l identifier, for a matching data string,
and upon meking a su & ulymatch retrievj ng the correspondi ng card
1 I8BE 3 2
oD SR a &
- m rzn em =
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I dentifier, (3) selecting the appropriate command strimgs from
a second data array containing card identifiers, and for each
identifier its corresponding command strings, using the 20 retrieved card

i dentifier, (4) accepting generic transaction instsma®ai ons from
sai d appllcatlon sof twar e, (5) translating the i ng I ons -
from said appl i cRCA softmaﬁ@*?ﬁ“?%ﬁﬁgﬁk TY““”@Eﬁﬁ%ﬁds appr¥ ate to

Lhe oo Dh Rl oA s VR i EfERuoN TREMP RS
Wi tt en| 61 nteyiatpu Ryteit Ciassttieationf ance wi t h (11) Intergralingl! RybWraston Nemibers ¢ 1 UCTWEONS6/36051
12. Al soi1na 780,GaK 17706m wWhi ch ena MS(%}D'R i cat *?g%@; war ﬁ‘};o '%995{1211%6)

with any known type of snmartcard or
el ecty opi magneti ta stor el A y
o R e L1 oo Cg*},ﬁé*ﬁsﬁ?gggﬁﬂg
PCT/ NZ9pé4) Bitkeditional Filing Dates 9 May 1996 (09.05.96) JP, KE, KG, xp KR, KZ,LK. 3; LT, LU, LV, MD,
a fimst|level nodule reads fromthe card {o beM i B} SD,
whi ch @Gl erises that card and pa>ses ~f,

€
| evel npdul ezmoes 9Mayﬁdg§(omggnd | exel nodaveazs
data arfay containing strings of knoywn cafAd B §H, E‘F-lﬂ§-|l"h dﬁt@:n?a

f bnt i f ﬁ%&ﬁv i %?'L
s?:i ﬁg?h"‘ﬁém‘%m&wmﬁ!gam‘dﬁnr& Figeves the correspondl g::

card identi fi,&evel ges AvkandNZar d i dentifjer to a third | evel nodul e,

the thiyf S dul e sel ects the approp wn@gmgg,,gmjgpgg froma
second c{%gmwjﬁmw L3QR)E ZOFPRACIS Alaf] Nodrnt ifiers, and for ‘each identifier

its corfespo 398 Bliwnliz Rehmure Highway, EllenslipsAuciisi Nng t he card identifier passed to
it, 10 EdNBifth | evel nodul e accept$ generic transaction instructions

fromsa @)Mlm&mmxaqt,m\a@mmaﬂwﬁsses those instructions to a

f ourt h | evel fSogiddagParker Building, Post Office Square, P.O. Box
949, Wellington 6015 (N2).

—
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{87) Abstract

A card reader/writer which interfaces between a host application program and & data storage card. The card reader/writer reads from
and writes to the application program with high level language of the commands. The card reader/writer translates the high Jevel language
commands of the host program to correpsonding sequences of low level commands for reading and writing to the data storage card. The
card reader/writer stores a plurality of sets of such low level commands, and is able to establish the card type for any card interfaced with
the card reader/writer, and to use the appropriate command set for the established card type. The card reader/writer also transiates low level
commands from the caxd to high level commands for the host application program. The card readexfwriter can be loaded with low level
command scts for additional card types as required.




the fourth level nodule translates the instructions fromsaid fifth | eve

nodul e to | ow | evel conmands appropriate to the card being interfaced
using the command strings selected by the third | evel nodule, and 15
the first level nodule either reatls fromor wites to said card in .
accordance with the translated generic instructions passed fromthe

fourth | evel nodul e.
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