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SYSTEMS AND METHODS FOR PROCESSING PACKETS IN A COMPUTER 

NETWORK 

CROSS REFERENCE TO RELATED APPLICATIONS 

[0001] This application claims priority to U.S. Patent Application No.: 14/854,939, filed 

September 15, 2015, entitled "SYSTEMS AND METHODS FOR PROCESSING PACKETS 

IN A COMPUTER NETWORK," the contents of which are incorporated herein by reference. 

BACKGROUND 

[0002] Information is transmitted over computer networks. The information is represented 

as bits divided into packets. The packets are passed from between network devices, such as 

switches and routers, propagating the information through the computer networks. Each 

packet is transmitted from its source towards a destination specified by header information in 

the respective packet. The source and destination of a packet may respectively be in different 

portions of the network. There may be multiple possible routes between the source and 

destination. 

SUMMARY 

[0003] In some aspects, the disclosure relates to a system. The system can include a first 

computing device, a second computing device, and a first packet forwarding device. Each of 

the first computing device and the second computing device can be communicatively coupled 

to a respective port of the first packet forwarding device. For a first packet received from the 

first computing device, the first packet forwarding device can be configured to determine that 

a destination MAC address of the first packet is associated with the port on which the first 

packet was received. The first packet forwarding device also can be configured to forward 

the first packet to the second computing device, responsive to the determination that the 

destination MAC address of the first packet is associated with the port on which the first 

packet was received. For a second packet received from the second computing device, the 

first packet forwarding device can be configured to forward the second packet via the port 

associated with a source MAC address of the second packet. 

[0004] In some implementations, the first packet forwarding device is further configured to 

drop the second packet, responsive to determining that the source MAC address of the second 

packet is not associated with any port of the first packet forwarding device. In some 

implementations, for a third packet received from the first computing device, the first packet 

forwarding device is configured to determine that the third packet is one of a broadcast 
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packet and a multicast packet, change a destination MAC address of the third packet to a 

MAC address assigned to the port on which the third packet was received, and forward the 

third packet to the second computing device. 

[0005] In some implementations, a MAC address assigned to at least one port of the first 

packet forwarding device is based on an IP address of the first packet forwarding device and 

a number uniquely identifying the at least one port. In some implementations, a MAC 

address assigned to at least one port of the first packet forwarding device includes the IP 

address of the first packet forwarding device and the number uniquely identifying the at least 

one port. 

[0006] In some implementations, the first packet forwarding device is further configured to 

determine that a destination MAC address of a fourth packet received from the first 

computing device is not associated with the port on which the fourth packet was received and 

that the destination MAC address of the fourth packet is neither a broadcast MAC address nor 

a multicast MAC address, and drop the fourth packet, responsive to the determination that the 

destination MAC address of the fourth packet is not associated with the port on which the 

fourth packet was received and that the destination MAC address of the fourth packet is 

neither a broadcast MAC address nor a multicast MAC address. 

[0007] In some implementations, the system can include a third computing device including 

a plurality of ports. The third computing device can be communicatively coupled to a 

respective port of the first packet forwarding device. The first packet forwarding device can 

be further configured to determine that a destination MAC address of a fifth packet received 

from the third computing device is associated with a device ID of the third computing device. 

The first packet forwarding device also can be further configured to forward the fifth packet 

to the second computing device, responsive to determining that the destination MAC address 

of a fifth packet is associated with the device ID of the third computing device. 

[0008] In some implementations, the third computing device is configured to determine that 

a source MAC address of a sixth packet received from the first packet forwarding device is 

associated with the port of the first packet forwarding device to which the third computing 

device is communicatively coupled and forward the sixth packet via the port of the third 

computing device that is associated with the source MAC address of the sixth packet. In 

some implementations, the first computing device is further configured to ensure that each 

packet destined for the second computing device has a destination MAC address that is 

associated with the port of the first packet forwarding device to which the first computing 

device is communicatively coupled. In some implementations, the second computing device 

is further configured to ensure that each packet destined for the first computing device has a 
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source MAC address that is associated with the port of the first packet forwarding device to 

which the first computing device is communicatively coupled. 

[0009] In some aspects, the disclosure relates to a method of processing packets. The 

method can include receiving, by a first packet forwarding device, a first packet from a first 

computing device. The method can include determining, by the first packet forwarding 

device, that a destination MAC address of the first packet is associated with the port on which 

the first packet was received. The method can include forwarding, by the first packet 

forwarding device, the first packet to a second computing device, responsive to the 

determination that the destination MAC address of the first packet is associated with the port 

on which the first packet was received. The method can include transmitting, by the second 

computing device, a second packet to the first packet forwarding device. The method can 

include forwarding, by the first packet forwarding device, the second packet via the port 

associated with a source MAC address of the second packet. 

[0010] In some implementations, the method can include determining, by the first packet 

forwarding device, that a source MAC address of the second packet is not associated with any 

port of the first packet forwarding device and dropping, by the first packet forwarding device, 

the second packet, responsive to the determination that the source MAC address of the 

second packet is not associated with any port of the first packet forwarding device. 

[0011] In some implementations, the method can include receiving, by the first packet 

forwarding device, a third packet to from the first computing device. The method can include 

determining, by the first packet forwarding device, that the third packet is one of a broadcast 

packet and a multicast packet. The method can include changing, by the first packet 

forwarding device, a destination MAC address of the third packet to a MAC address assigned 

to the port on which the third packet was received. The method can include forwarding, by 

the first packet forwarding device, the third packet to the second computing device. 

[0012] In some implementations, a MAC address assigned to at least one port of the first 

packet forwarding device is based on an IP address of the first packet forwarding device and 

a number uniquely identifying the at least one port. In some implementations, a MAC 

address assigned to at least one port of the first packet forwarding device includes the IP 

address of the first packet forwarding device and the number uniquely identifying the at least 

one port. 

[0013] In some implementations, the method can include receiving, by the first packet 

forwarding device, a fourth packet from the first computing device. The method can include 

determining, by the first packet forwarding device, that a destination MAC address of the 

fourth packet is not associated with the port on which the fourth packet was received and that 
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the destination MAC address of the fourth packet is neither a broadcast MAC address nor a 

multicast MAC address. The method can include dropping, by the first packet forwarding 

device, the fourth packet, responsive to the determination that the destination MAC address 

of the fourth packet is not associated with the port on which the fourth packet was received 

and that the destination MAC address of the fourth packet is neither a broadcast MAC 

address nor a multicast MAC address. 

[0014] In some implementations, the method can include receiving, by the first packet 

forwarding device, a fifth packet from a third computing device. The third computing device 

can include a plurality of ports. The method can include determining, by the first packet 

forwarding device, that a destination MAC address of the fifth packet received from the third 

computing device is associated with a device ID of the third computing device. The method 

can include forwarding, by the first packet forwarding device, the fifth packet to the second 

computing device, responsive to determining that the destination MAC address of a fifth 

packet is associated with the device ID of the third computing device. 

[0015] In some implementations, the method can include transmitting, by the first packet 

forwarding device, a sixth packet to the third computing device. The method can include 

determining, by the third computing device, that a source MAC address of a sixth packet 

received from the first packet forwarding device is associated with the port of the first packet 

forwarding device to which the third computing device is communicatively coupled. The 

method can include forwarding, by the third computing device, the packet via the port of the 

third computing device that is associated with the source MAC address of the sixth packet. 

[0016] In some implementations, the method can include ensuring, by the first computing 

device, that each packet destined for the second computing device has a destination MAC 

address that is associated with the port of the first packet forwarding device to which the first 

computing device is communicatively coupled. In some implementations, the method can 

include ensuring, by the second computing device, that each packet destined for the first 

computing device has a source MAC address that is associated with the port of the first 

packet forwarding device to which the first computing device is communicatively coupled. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] The above and related objects, features, and advantages of the present disclosure will 

be more fully understood by reference to the following detailed description, when taken in 

conjunction with the accompanying figures, wherein: 

[0018] Figure 1A is a block diagram of an example system for forwarding packets; 

[0019] Figure 1B is a block diagram of another example system for forwarding packets; 
4 



WO 2017/048841 PCT/US2016/051734 

[0020] Figure 2 is block diagram of an example packet forwarding device shown in Figure 

1A; 

[0021] Figure 3 is a flowchart illustrating an example process for forwarding packets; 

[0022] Figure 4 is a flowchart illustrating another example process for forwarding packets; 

[0023] For purposes of clarity, not every component may be labeled in every figure. The 

drawings are not intended to be drawn to scale. Like reference numbers and designations in 

the various figures indicate like elements. 

DETAILED DESCRIPTION 

[0024] The systems and methods of the disclosure relate to packet processing. Particularly, 

the disclosure describes a type of packet forwarding device that can improve network security 

by providing port-level control of packets sent between host devices and routing devices. 

The packet forwarding device can include a number of downward ports and a single upward 

port, and can forward all packets between the downward ports and the upward port in a 

manner that allows the upstream device to be certain of the provenance of each packet it 

receives from the host devices. In general, provenance of a packet can refer to the origin of 

the packet and the set of downward ports of packet forwarding devices through which the 

packet traveled on its way to the upstream device. The upstream device and the packet 

forwarding devices also can be configured to allow the upstream device to select the set of 

ports of packet forwarding devices through which a packet transmitted by the upstream 

device will egress. 

[0025] Figure 1A is a block diagram of an example system 100 for forwarding packets. The 

system 100 includes a plurality of host devices 102a-102h (generally referred to as host 

devices 102), three packet forwarding devices 110a-110c (generally referred to as packet 

forwarding devices 110), and a routing device 122. The system 100 also includes a network 

124 connected to the routing device 122. In some implementations, the network 124 can be a 

large external computer network, such as the Internet. For example, the routing device 122 

can be a gateway device of an enterprise network that provides Internet access to the host 

devices 102. In some other implementations, the network 124 can be a different computer 

network. 

[0026] The packet forwarding device 110a includes three downward ports 114a-114c and 

one upward port 118a. Similarly, the packet forwarding device 110b includes three 

downward ports 114d-114f and one upward port 118b, and the packet forwarding device 

110c includes three downward ports 114g-114i and one upward port 118c. The downward 

ports 114a-114i are generally referred to as downward ports 114, while the upward ports 
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118a-118c are generally referred to as upward ports 118. The labeling of a port as either an 

"upward" port or a "downward" port does not refer to the direction in which packets may be 

traveling through the ports. Instead, it refers to the relative position of the ports with respect 

to the overall hierarchy of the system 100. Thus, updward ports 118 are positioned closer to 

the routing device 122, while downward ports 114 are positioned closer to the host devices 

102. 

[0027] The packet forwarding devices 110a and 110b are directly connected to the routing 

device 122 via their respective upward ports 118a and 118b. The upward port 118c of the 

packet forwarding device 110c is connected to the downward port 114f of the packet 

forwarding device 110b. The packet forwarding device 110b and the packet forwarding 

device 110c are therefore connected in a "cascaded" arrangement. As a result, packets 

traveling between the routing device 122 and the packet forwarding device 110c must also 

pass through the packet forwarding device 110b. The downward port 114f of the packet 

forwarding device 110b can be referred to as a cascade port, because it is connected to the 

cascaded packet forwarding device 110c rather than a host device 102. The cascaded 

arrangement of the packet forwarding devices 110b and 110c can allow more host devices 

102 to be connected to the routing device 122 than would be possible with only the packet 

forwarding device 110b, because the packet forwarding device 110c provides additional 

downstream ports 114 that can each be connected to an additional host device 102. In some 

implementations, the system 100 can include more than two levels of cascaded packet 

forwarding devices 110. For example, the system 100 can include three, four, five, or more 

levels of cascaded packet forwarding devices 110. 

[0028] In some implementations, the downward port 114f can be a dedicated cascade port 

(i.e., a port that should only be connected to a cascaded packet forwarding device 110 such as 

the packet forwarding device 110c, and should not be connected directly to a host device 

102). In some other implementations, any of the downward ports 114 of the packet 

forwarding device 110b can be configured as a cascade port, and the selection of the 

downward port 114f to serve as a cascade port can be arbitrary. For example, the packet 

forwarding device 110b can maintain a table indicating which of its downward ports 114 is a 

cascade port. When a packet forwarding device 110 is coupled to a downstream port 114, the 

table can be updated to indicate that the downward port 114 to which the cascaded packet 

forwarding device 110 is connected is a cascade port. Maintaining information 

corresponding to the downward port 114 that serves as a cascade port can assist with the 

processing of packets received from the routing device 122, as described further below. 

6 



WO 2017/048841 PCT/US2016/051734 

[0029] Each host device 102 is connected to a respective downward port 114 of one of the 

packet forwarding devices 110. While, each packet forwarding device 110 is shown as 

including three downward ports 114, it should be understood that this configuration is 

illustrative only. In other implementations, each packet forwarding device 110 may include a 

larger number of downward ports 114. For example, in some implementations, each packet 

forwarding device 110 can include 16, 32, 64, or 128 downward ports 114. In some 

implementations, each packet forwarding device 110 can include up to 255 downward ports 

114. 

[0030] The packet forwarding devices 110 can be configured to provide port-level control of 

network traffic between the routing device 122 and the host devices 102, such that the routing 

device 122 can be certain of which downward port 114 an incoming packet arrived from. 

This can allow the routing device 122 to trace the source of a packet, which can provide 

improved security in the system 100. For example, if the routing device 122 receives a 

packet containing a malicious payload, the host device 102 from which the malicious packet 

was sent can be identified. Identifying the host device 102 can allow corrective action to be 

taken, such as removing that host device 102 from the system 100 or repairing the host device 

102. The packet forwarding devices 110 also can be configured to allow the routing device 

122 to select which downward port 114 an outgoing packet will egress. In some 

implementations, this can allow the routing device 122 to implement load balancing within 

the system 100. 

[0031] To allow the routing device 122 to ascertain the provenance of incoming packets and 

to select the downward port 114 that each outgoing packet will egress, each downward port 

114 of the packet forwarding devices 110 can be associated with one or more MAC 

addresses. For example, each downward port 114 that is directly connected to a host device 

102 can be associated with a unique MAC address assigned to that downward port 114. The 

MAC address assigned to a downward port 114 can be unique not only with respect to the 

MAC addresses of the other downward ports 114 on the same packet forwarding device 110, 

but also with respect to the downward ports 114 of the other packet forwarding devices 110. 

Each host device 102 can be configured to address packets directed towards a packet 

forwarding device 110 with a destination MAC address that matches the respective 

downward ports 114 to which the host devices 102 are connected. In contrast to the packet 

forwarding devices 110a, a typical network node, such as a switch, generally has a single 

MAC address, and host devices address packets directed to the node with the same 

destination MAC address regardless of which ports the host devices are connected to. 

Because each host device 102 in the system 100 is connected to a respective downward port 
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114 and each downward port 114 directly connected to a host device 102 is assigned a unique 

MAC address, a packet arriving at the routing device 122 via the packet forwarding devices 

110 can be determined to have originated from a particular host device 102, based on the 

destination information contained in the header of the packet. 

[0032] In some implementations, the MAC address assigned to a downward port 114 of a 

packet forwarding device 110 can be based on information uniquely identifying the packet 

forwarding device 110 from the other packet forwarding devices 110, and information 

uniquely identifying the downward port 114 from the other downward ports 114 on that 

packet forwarding device 110. For example, in some implementations, the information 

uniquely identifying each packet forwarding device 110 (sometimes referred to as a device 

ID) can be an IPv4 address associated with the packet forwarding device 110. In some other 

implementations, other identifying information can be used to distinguish the each packet 

forwarding device 110. For example, the packet forwarding devices 110 can be distinguished 

from one another by values such as serial numbers, or by another hardware address such as a 

MAC address associated with each packet forwarding device 100. In some implementations, 

the information uniquely identifying the downward ports 114 on each packet forwarding 

device 110 can be an arbitrary number that is unique to each downward port 114 on a given 

packet forwarding device 110, but may not be unique from the number assigned to a 

downward port 114 of a different packet forwarding device 110. For example, a downward 

port 114 can be uniquely identified by an integer between one and the number of ports on the 

packet forwarding device 100. In some implementations, each port may be assigned an 

integer between 1 and 255. 

[0033] In some implementations, the set of information uniquely identifying a downward 

port 114 from every other downward port 114 in the system 100 (i.e., the information 

uniquely identifying the packet forwarding device 110 from the other packet forwarding 

devices 110 plus the information uniquely identifying the downward port 114 from the other 

downward ports 114 on that packet forwarding device 110) can take the form of a MAC 

address assigned to each downward port 114 that is directly connected to a host device 102. 

Because this set of information is unique to each downward port 114 in the system 100, such 

MAC addresses also can be unique within the system 100. For example, in some 

implementations, the MAC address assigned to a downward port 114 can be based on the IP 

address assigned to the packet forwarding device 110 on which the downward port 114 is 

located, and a number uniquely identifying the downward port 114 from among the other 

downward ports on that packet forwarding device 110. 
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[0034] In some implementations, the MAC address assigned to a downward port 114 can 

include the IP address assigned to the packet forwarding device 110 on which the downward 

port 114 is located and the number uniquely identifying the downward port 114 from among 

the other downward ports 114 on that packet forwarding device 110. Typically, a MAC 

address is a 48-bit number that can be expressed as a string of 12 hexadecimal digits. In 

some implementations, the first two hexadecimal digits of a MAC address may be limited to 

certain values. The MAC address assigned to a downward port 114 can include any valid 

values for the first two hexadecimal digits. For example, valid values for the first two 

hexadecimal digits of the MAC address assigned to a downward port 114 may include 02 or 

OE. The next eight hexadecimal digits of the MAC address assigned to a downward port 114 

can correspond to the IPv4 address of the packet forwarding device 110 on which the 

downward port 114 is located, and the last two hexadecimal digits can be a number between 

one and the number of downward ports 114 supported by the packet forwarding device 110. 

In this example, the first ten hexadecimal digits of the MAC addresses assigned to the 

downward ports 114 of a particular packet forwarding device 110 will be identical, and can 

serve as a common prefix for all of the downward ports 114 of a that packet forwarding 

device 110. The last two hexadecimal digits will be different on each downward port 114 of 

that packet forwarding device 110. 

[0035] In some implementations, downward ports 114 that are connected to other packet 

forwarding devices 110 in a cascaded fashion rather than directly connected to host devices 

102 (such as the downward port 114f which is connected to the packet forwarding device 

110c) may not be assigned a respective MAC address. Instead, such downward ports 114 can 

be associated with the MAC addresses of the downward ports 114 of the cascaded packet 

forwarding device 110 to which they are connected. For example, the downward port 114f 

may not be assigned its own MAC address, but may be associated with the MAC addresses of 

the downward ports 114g-114i of the cascaded packet forwarding device 110c. In some 

implementations, a downward port 114 may be associated with the MAC addresses of all of 

the downward ports 114 in a multilevel cascade of packet forwarding devices 110. Thus, in 

general, a given downward port 114 can be associated with one or more MAC addresses 

which may include a unique MAC address assigned to that downward port 114 as well as the 

MAC addresses of downward ports 114 on cascaded packet forwarding devices 110 that are 

connected to that downward port 114. 

[0036] In some implementations, the packet forwarding devices 110 can process packets 

according to a set of rules selected to allow an upstream device, such as the routing device 

122, to determine the provenance of each packet transmitted from the host devices 102 to the 
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upstream device. These rules, which can be based in part on the MAC addresses associated 

with the downward ports 114 through which packets are transmitted, are discussed further 

below. 

[0037] In some implementations, the packet forwarding devices 110 can be configured to 

allow the routing device 122 to select the downward port 114 that a packet transmitted from 

the routing device 122 will egress. For example, the routing device 122 can be configured to 

generate packets destined for the host device 102a such that a source MAC address of the 

generated packets matches the MAC address assigned to the downward port to which the host 

device 102a is connected (i.e., the downward port 114a). The packet forwarding device 110a 

can be configured to determine that the source MAC address of the packet received from the 

routing device 122 is associated with (e.g., matches) the MAC address assigned to the 

downward port 114a, and can forward the packet via the downward port 114a, responsive to 

that determination. If the packet forwarding device 110a determines that the source MAC 

address of the packet received from the routing device 122 is not associated with any of the 

downward ports 114a-114c, the packet forwarding device 110a can be configured to drop the 

packet. Thus, in this example, the packet forwarding device 110a forwards a packet based on 

the source MAC address of the packet, and drops packets whose source MAC address is not 

associated with any of its downward ports 114a-114c. This can help to prevent attacks by a 

device that creates a packet with a source MAC address that is forged to match the address of 

the routing device 122 and a destination MAC address of one of the host devices 102. Such a 

packet will be dropped, as the source MAC address will not be a MAC address associated 

with any of the downward ports 114 of the packet forwarding device 110. 

[0038] Figure 1B is a block diagram of another example system 101 for forwarding packets. 

Like the system 100 shown in Figure 1, the system 101 includes the routing device 122, 

which is connected to the network 124. The system 101 also includes three host devices 

102i-102k (generally referred to as host devices 102) and two packet forwarding devices 

110d and 110e (generally referred to as packet forwarding devices 110). The packet 

forwarding devices 110d and 110e are similar to the packet forwarding devices 110a-110c 

shown in Figure 1, and the host devices 102i-102k are similar to the host devices 102 shown 

in Figure 1. For example, the packet forwarding device 110d includes three downward ports 

1140141 and one upward port 118d, and the packet forwarding device 110e includes three 

downward ports 114m-114o and one upward port 118e. The downward ports 114j-1140 are 

generally referred to as downward ports 114, while the upward ports 118d and 118e are 

generally referred to as upward ports 118. 
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[0039] The packet forwarding devices 110d and 110e are directly connected to the routing 

device 122 via their respective upward ports 118d and 118e. The system 101 differs from the 

system 100 shown in Figure 1 in that there are multiple paths in the system 101 between each 

host device 102 and the routing device 122. For example, the host device 102i can be 

reached via the downward port 114j or the downward port 114k, the host device 102j can be 

reached via the downward port 1141 or the downward port 114m, and the host device 102k 

can be reached via the downward port 114n or the downward port 114o. As discussed above 

in connection with Figure 1A, each downward port 114 that is directly connected to a host 

device 102 assigned a unique MAC address. 

[0040] The unique MAC addresses assigned to the downward ports 114 can allow the 

routing device 122 to select a particular path to each host device 102. For example, as 

discussed above, the routing device 122 can be configured to generate a packet whose source 

MAC address matches the MAC address of the downward port 114 through which the packet 

should egress. Therefore, the routing device 122 can select a particular route for a packet by 

setting the source MAC address of the packet to the MAC address of the downward port 114 

that lies along the desired route. 

[0041] In some implementations, the routing device 122 can select a route based on a load 

balancing scheme. For example, the routing device 122 can selectively route a packet or a 

flow of packets to the host device 102i via the packet forwarding device 110d through either 

the downward port 114j or the downward port 114k by specifying the desired port's identifier 

in the corresponding packet's source MAC address field. Doing so can help prevent either of 

the downward ports 114j and 114k from becoming congested. The above functionality can 

be particularly valuable in hierarchical networks having more complex switch fabrics (e.g., 

datacenter networks) that provide multiple routes between aggregation nodes and various 

server racks. 

[0042] It should be understood that the topology of the system 101 is illustrative only. For 

example, in some implementations, the system 101 can include additional packet forwarding 

devices 110, some of which can be arranged in a cascaded fashion. Each host device 102 

also may be connected to more than two downward ports 114, or only a single downward 

port 114. 

[0043] Each packet forwarding device 110 in the system 100 shown in Figure 1A and the 

system 101 shown in Figure 1B can generally include any type of device capable of 

communicating with other devices (e.g., other packet forwarding devices 110). For example, 

each packet forwarding device 110 may be a computer, a router, a switch, a server, or any 

combination of these elements. Similarly, the host devices 102 and the routing device 122 
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also can be a computer, a router, a switch, a server, or any combination of these elements. 

The packet forwarding devices 110, the host devices 102, and the routing device 122 can 

each include at least one processor, a memory, and a network interface card. In some 

implementations, the network 124 can be the Internet, and the system 100 can represent a 

datacenter connected to the Internet. For example, the host devices 102 can be configured to 

store data hosted by the datacenter and to receive and respond to requests for data via the 

packet forwarding devices 110 and the routing device 122. In general, datacenters may 

support a wide range of computer network traffic, including traffic associated with real-time 

content delivery, cloud computing services accessed by users of personal or mobile 

computers, data storage, data indexing, data backup, bulk data transfer, and data access. In 

some other implementations, the system 100 can represent an enterprise network connected 

to the internet or another external network. 

[0044] Figure 2 is block diagram of the example packet forwarding device 110b shown in 

Figure 1A. As discussed above, the packet forwarding device 110b includes downward ports 

114d-114f (generally referred to as downward ports 114) and an upward port 118b. The 

packet forwarding device 110b also includes a MAC address advertising module 201, a 

header modification module 204, a packet forwarding module 206, and a memory 208. 

[0045] In some implementations, the MAC address advertising module 201 can be 

configured to send to each device connected to a downward port 114 information indicating 

the unique MAC address of the downward ports 114 that are directly connected to host 

devices. For example, the MAC address advertising module 201 can send the MAC 

addresses associated with the downward ports 114d and 114e to the devices connected to 

those ports, respectively. 

[0046] In some implementations, the MAC address advertising module 201 can be 

configured to send the appropriate MAC addresses to the respective downward ports 114 in 

response to receiving a request from the devices connected to the downward ports 114. For 

example, the MAC address advertising module 201 can be configured to respond to address 

resolution protocol (ARP) requests received from connected host devices. For example, a 

device connected to a downward port 114d can send an ARP request to the packet forwarding 

device 110b. The MAC address advertising module 201 can respond to the ARP request by 

transmitting information corresponding to the MAC address of the downward port 114d to 

the device that is connected to the downward port 114d. ARP requests can be received and 

processed from the devices connected to the downward port 114e. Therefore, devices 

connected to different downward ports 114 of the packet forwarding device 110b can receive 

different responses to ARP requests. In contrast, typical network devices are configured to 
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respond to ARP requests with a single address, regardless of the port to which the device 

initiating the ARP request is connected. The MAC address advertising module 201 can 

further be configured to advertise the MAC addresses of its downward ports 114 via its 

upstream port 118b. As discussed above, the downstream port 114f, which is connected to 

another packet forwarding device 110c rather than to a host device 102 as shown in Figure 

1A, may not be assigned a MAC address, but may be associated with the MAC addresses of 

the downward ports 114 of other packet forwarding devices coupled to the packet forwarding 

device 110b in a cascaded fashion, such as the downward ports 114 of the packet forwarding 

device 110c shown in Figure 1A. The MAC address advertising module may therefore also 

be configured to advertise the MAC addresses of these ports via its upstream port 118b. 

[0047] The packet forwarding module 206 can be configured to forward packets based on a 

set of rules discussed below in connection with Figures 3 and 4. For example, for a packet 

received directly from a host device via a downward port 114, the packet forwarding module 

206 can be configured to determine whether the destination MAC address of a received is 

associated with the downward port 114 on which the packet was received. In some 

implementations, the MAC addresses associated with each downward port 114 can be stored 

in the memory 208. The packet forwarding module 206 can retrieve that information from 

the memory 208, and can compare the destination MAC address of a packet received via a 

downward port 114 to that information to determine whether to forward the packet via the 

upward port 118. 

[0048] The header modification module 204 can be configured to modify information 

contained within the header of a packet received by the packet forwarding device 110b. In 

some implementations, it may be necessary to modify packet header information in order to 

allow an upstream device, such as routing device 122 shown in Figure 1A, to determine the 

provenance of a packet arriving from downstream (e.g., the set of downward ports 114 of 

packet forwarding devices 110 that the packet passed through). For example, in some 

implementations, a host device can transmit a packet having a destination MAC address that 

identifies the packet as a broadcast or multicast packet. However, if that packet is received 

by the routing device unchanged after passing through the packet forwarding device 110b, the 

routing device will have no way of determining the downward port 114 through which the 

packet traveled. To address this issue, the header modification module 204 can be configured 

to determine whether a packet received from one of the downward ports 114 is a broadcast or 

multicast packet, and if so, to modify the header of the packet. The header of the packet can 

be modified to include a destination MAC address matching the destination MAC address 

assigned to the downward port 114 on which the packet was received, so that the routing 
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device can determine the provenance of the packet by examining the destination MAC 

address field of the packet. 

[0049] In some implementations, the packet forwarding module 206 can be configured to 

determine the destination MAC address of the received packet, and to compare the 

destination MAC address to a list of destination MAC addresses associated with broadcast 

and multicast packets. For example, such a list can be maintained in the memory 208. If a 

received packet is a broadcast or multicast packet, the packet forwarding module 206 can 

send the packet to the header modification module 204, which can be configured to change 

the destination field contained within the header of the packet to match the MAC address 

assigned to the downward port 114 on which the packet was received. The packet forwarding 

module 206 can send the modified packet to the routing device. When the modified packet is 

received by the routing device, the routing device can determine the downward port 114 

through which the packet traveled by examining the destination field of the received packet. 

[0050] In some implementations, the packet forwarding module 206 can determine whether 

to forward a packet received via a cascaded downward port 114. For example, the packet 

forwarding device 110b can store a list of MAC addresses associated with the downward 

ports 114 of all of the cascaded packet forwarding devices 110 that are positioned between 

the downward ports 114d-114f of the packet forwarding device 110b and one or more host 

devices 102. Such a list can be stored, for example, in the memory 208. The packet 

forwarding module 206 can be configured to compare the destination MAC address of a 

packet received via a downward port 114 to the MAC addresses stored in the list. If a match 

is determined, the packet forwarding module 206 can forward the packet via the upstream 

port 118b. If a match is not determined, the packet can be dropped. In some other 

implementations, the packet forwarding device 110b can store a list of the common prefixes 

of MAC addresses associated with the downward ports 114 of all of the cascaded packet 

forwarding devices 110 that are positioned between the downward ports 114d-114f of the 

packet forwarding device 110b and one or more host devices 102. As discussed above, a 

common prefix can be a portion of the MAC addresses (i.e., the first ten hexadecimal digits) 

that is identical across all of the downward ports 114 of a packet forwarding device 110. 

Thus, the packet forwarding module 206 can determine whether to forward a packet received 

via a cascaded downward port 114 more efficiently by determining a match between the 

prefix of the destination MAC address of a received packet and the common prefix of a 

cascaded packet forwarding device 110, rather than by determining a match between the 

entire destination MAC address of the received packet and the unique MAC address 

associated with a downward port 114 on any of the cascaded packet forwarding devices 110. 
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[0051] In some implementations, the packet forwarding module 206 can be configured to 

forward a packet received directly from an upstream device, such as the routing device 122 

shown in Figure 1A or another packet forwarding device 110, via a downward port 114. For 

example, the packet forwarding module 206 can be configured to determine whether the 

source MAC address of the received packet is associated with any downward port 114. In 

some implementations, the MAC addresses associated with each downward port 114 can be 

stored in the memory 208. The packet forwarding module 206 can retrieve that information 

from the memory 208, and can compare the source MAC address of a packet received via the 

upward port 118 to that information. If a match is determined, the packet forwarding module 

206 can be configured to forward the received packet via the downward port 114 associated 

with the source MAC address of the received packet. For example, an association may be 

determined if a MAC address of a downstream port 114 matches the source MAC address of 

the received packet, or if the downstream port 114 is connected to another packet forwarding 

device 110 having a downward port whose MAC address matches the source MAC address 

of the received packet. Therefore, for a packet received from an upstream device, the packet 

forwarding module 206 can forward the packet via the appropriate downward port 114 

responsive to determining match between the source address of the received packet and a 

MAC address associated with the cascaded downward port 114. In some implementations, 

the downward port 114 can be a cascaded downward port 114 that is connected to another 

packet forwarding device 100 having a downward port whose MAC address matches the 

source MAC address of the received packet. If no match is determined, the packet 

forwarding module 206 can be configured to drop the packet. 

[0052] In some other implementations, the packet forwarding module 206 can forward a 

packet to a cascaded packet forwarding device 110, responsive to determining that the source 

MAC address of the packet does not match the MAC address assigned to any of the 

downward ports 114 that are directly connected to host devices, without determining that the 

source MAC address of the packet matches the source MAC addresses associated with the 

downward ports 114 of all of the cascaded packet forwarding devices that are positioned 

between the downward ports 114d-114f of the packet forwarding device 110b and one or 

more host devices 102. When the packet reaches the last packet forwarding device 110 in the 

cascade, that packet forwarding device can determine whether to drop the packet or forward 

the packet, based on its own examination of the source MAC address of the packet. 

[0053] In some implementations, the MAC address advertising module 201, the header 

modification module 204, and the packet forwarding module 206 each can be implemented as 

special purpose logic circuitry, such as a field programmable gate array (FPGA) or an 
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application-specific integrated circuit (ASIC). In other implementations, the MAC address 

advertising module 201, the header modification module 204, and the packet forwarding 

module 206 may be implemented as one or more software modules stored on a computer 

readable medium and which are executed on one or more general purpose processors. In 

some implementations, the functionality of some or all of the MAC address advertising 

module 201, the header modification module 204, and the packet forwarding module 206 

may be combined into a single module or be further subdivided into smaller modules. The 

packet forwarding device 110b can also include other communication hardware not 

illustrated in Figure 2, such as a network interface card, additional memory modules, and 

input/output devices. 

[0054] It should be understood that any of the packet forwarding devices 110 included in the 

system 100 shown in Figures 1A and 1B can include modules similar to those described 

above in connection with the packet forwarding device 110b. For example, the packet 

forwarding device 110a and the packet forwarding device 110d each can include a respective 

MAC address advertising module 201, a respective header modification module 204, a 

respective packet forwarding module 206, and a respective memory 208. The modules 

included in other packet forwarding devices 110 can operate in a manner similar to that 

discussed above in connection with the modules of the packet forwarding device 110b. 

[0055] Figure 3 is a flowchart illustrating an example process 300 for forwarding packets. In 

some implementations, the process 300 can be used for processing packets received by a 

packet forwarding device, such as the packet forwarding devices 110 shown in Figure 1A and 

Figure 1B, from a computing device such as any of the host devices 102 shown in Figure 1A 

and Figure 1B. In brief overview, the process 300 includes receiving, by a packet forwarding 

device, a packet from a first computing device (stage 302). The process 300 includes 

determining whether the received packet is one of a broadcast packet and a multicast packet 

(stage 304). If the packet is a broadcast packet or a multicast packet, the process 300 

includes changing a destination MAC address of the packet to the MAC address of the port 

on which the packet was received (stage 306), and forwarding the modified packet to a 

second computing device (stage 308). If the packet is neither a broadcast packet nor a 

multicast packet, the process 300 includes determining whether a destination MAC address of 

the packet is associated with the port on which the packet was received (stage 310). If the 

destination MAC address of the packet is associated with the port on which the packet was 

received, the process 300 includes forwarding the packet to the second computing device 

(stage 312). If the destination MAC address of the packet is not associated with the port on 

which the packet was received, the process 300 includes dropping the packet (stage 314). 
16 



WO 2017/048841 PCT/US2016/051734 

[0056] Referring again to Figure 3, the process 300 includes receiving, by a packet 

forwarding device, a packet from a first computing device (stage 302). In some 

implementations, the first computing device can be a host device, such as any of the host 

devices 102 shown in Figure 1A and Figure 1B, and can be connected to the packet 

forwarding device via a downward port of the packet forwarding device. In some other 

implementations, the first computing device can be another packet forwarding device that is 

positioned between the first packet forwarding device and a host device. In still other 

implementations, the first computing device can be a computing device that may be 

attempting to impersonate one of the host devices, for example by forging (or spoofing) the 

source MAC address of the packet to match the source MAC address of one of the host 

devices. The process 300 can be used to drop packets that are not properly directed at an 

upstream routing device, such as the routing device 122 shown in Figure 1A and Figure 1B, 

and to enable the routing device to determine the provenance of packets that are forwarded by 

the packet forwarding device. 

[0057] The process 300 includes determining whether the received packet is one of a 

broadcast packet and a multicast packet (stage 304). In some implementations, certain 

destination MAC addresses may be reserved for broadcast or multicast packets which can be 

used, for example, without limitation, in security negotiations between networking devices, 

ARP requests, router discovery, or routing protocol advertisements. If the packet is 

determined to be a broadcast packet or a multicast packet, the process 300 includes changing 

a destination MAC address of the packet to the MAC address of the port on which the packet 

was received (stage 306). If a broadcast packet or a multicast packet were to be forwarded 

unchanged to the routing device, the routing device may not be able to determine the specific 

host device from which the packet originated or the downward port of the packet forwarding 

device through which the packet was received. For example, another host device could have 

spoofed the source IP and source MAC addresses used in the packet. To address this issue, 

the packet forwarding device can modify the destination field of the packet to contain the 

MAC address of the downward port on which the packet arrived. In some implementations, 

the contents of the packet can still indicate that the packet is a multicast or broadcast packet, 

even though the destination MAC address has been modified by the packet forwarding 

device. 

[0058] The process 300 includes forwarding the modified packet to a second computing 

device (stage 308). In some implementations, the second computing device can be the 

routing device 122 shown in Figure 1A and Figure 1B. As discussed above, each downward 

port of the packet forwarding device coupled directly to a host can have a unique MAC 
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address. Thus, when the second computing device receives the modified packet, the second 

computing device can determine the downward port through which the packet traveled by 

examining the modified destination MAC address of the received packet. 

[0059] If the packet is neither a broadcast packet nor a multicast packet, the process 300 

includes determining whether the destination MAC address of the packet is associated with 

the port on which the packet was received (stage 310). The determination can be made, for 

example, by comparing the destination MAC address of the received packet with the MAC 

addresses associated with the port on which the packet was received. If the destination MAC 

address of the packet is associated with the port on which the packet was received, the 

process 300 includes forwarding the packet to the second computing device (stage 312). In 

some implementations, packets received via a cascaded downward port (i.e., a downward port 

that is connected to another packet forwarding device) are forwarded via the upstream port 

without inspection, as the packet would have been appropriately processed by the cascaded 

packet forwarding device before the cascaded packet forward device had forwarded the 

packet. 

[0060] In some implementations, forwarding the packet on the basis of determining that the 

destination MAC address of the packet is associated with the downward port on which the 

packet was received can help to prevent attacks by devices that may be attempting to 

impersonate a host device. For example, in some implementations the host devices are 

configured to generate packets destined for the second computing device such that a 

destination MAC address of the packets matches the MAC address of the downward port of a 

packet forwarding device to which the host devices are respectively connected. Thus, if the 

destination MAC address of the packet is not associated with the port on which the packet 

was received, the packet forwarding device can determine that the packet did not originate 

from a corresponding host device, and can drop the packet (stage 314). As such, a packet 

whose source MAC address is forged to match the address of a host device will not be 

forwarded unless the packet also includes the correct destination MAC address (i.e., a MAC 

address associated with the downward port on which the packet is received by the packet 

forwarding device). Similarly, a packet received on a downward port having a source MAC 

address that is forged to match the address of an upstream device also will not be forwarded, 

unless the packet also includes the correct destination MAC address (i.e., a MAC address 

associated with the downward port on which the packet is received by the packet forwarding 

device). The likelihood of a packet with a forged source MAC address reaching the second 

computing device is therefore reduced. 
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[0061] In some implementations, forwarding the packet on the basis of determining that the 

destination MAC address of the packet is associated with the downward port on which the 

packet was received can allow an upstream device, such as the routing device 122 shown in 

Figure 1A a, to identify the source of a malicious packet. For example, if the upstream 

device receives a packet containing a malicious payload (e.g., generated as a result of a virus 

infection), the host device from which the malicious packet was sent can be identified based 

on the destination MAC address of the packet, and a corrective action can be performed to 

remove or repair the host device. 

[0062] Figure 4 is a flowchart illustrating another example process 400 for forwarding 

packets. In some implementations, the process 400 can be used for processing packets 

received by a packet forwarding device, such as the packet forwarding devices 110 shown in 

Figure 1A and Figure 1B, from a computing device such as the routing device 122 shown in 

Figure 1A and Figure 1B. In brief overview, the process 400 includes receiving, by a packet 

forwarding device, a packet from a second computing device (stage 402). The process 400 

includes determining whether a source MAC address of the packet is associated with any 

downward port of the packet forwarding device (stage 404). If the source MAC address of 

the packet is associated with a downstream port of the packet forwarding device, the process 

400 includes forwarding the packet via the downward port whose MAC address matches the 

source MAC address of the packet (stage 406). If the source MAC address of the packet is 

not associated with a downstream port of the packet forwarding device, the process 400 

includes dropping the packet (stage 408). 

[0063] Referring again to Figure 4, the process 400 includes receiving, by a packet 

forwarding device, a packet from a second computing device (stage 402). In some 

implementations, the second computing device can be a routing device upstream from the 

packet forwarding device, such as the routing device 122 shown in Figure 1A and Figure 1B, 

and can be connected to the packet forwarding device via an upward port of the packet 

forwarding device. In some other implementations, the second computing device can be a 

cascaded packet forwarding device. The process 400 can be used to enable the upstream 

routing device to select a port of the packet forwarding device through which the packet will 

egress. 

[0064] The process 400 includes determining whether a source MAC address of the packet is 

associated with any downward port of the packet forwarding device (stage 404). The 

determination can be made, for example, by comparing the source MAC address of the 

received packet with the MAC addresses associated with each downward port of the packet 

forwarding device. As discussed above, a downward port may be associated with a MAC 
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address assigned to that downward port, as well as the MAC addresses of downward ports of 

cascaded packet forwarding devices that are connected to that downward port. If the source 

MAC address of the packet is associated with a downward port of the packet forwarding 

device, the process 400 includes forwarding the packet via the downward port that is 

associated with the source MAC address of the packet (stage 406). Forwarding the packet on 

the basis of determining an association between the source MAC address of the packet and 

one of the downward ports of the packet forwarding device can help to prevent attacks by 

host devices that may be attempting to impersonate another host device. The selection of a 

downward port through which a packet will egress is made by the upstream routing device, 

rather than by the packet forwarding device. The packet forwarding device will forward each 

packet received from the routing device via the downward port whose MAC address is 

associated with the source MAC address of the packet, regardless of the destination MAC 

address of the packet. The routing device can select a target host device to receive a packet 

by setting the source MAC address of the packet to the MAC address associated with the 

downward port to which the target host device is selected. As a result, another host device 

that attempts to receive packets destined for the target host device, for example by advertising 

a MAC address matching the MAC address of the target host device, will be prevented from 

receiving such packets. In contrast, most networking devices forward packets based on the 

destination MAC address of the packet, rather than the source MAC address, and are 

therefore more likely to forward packets to host devices that maliciously impersonate a target 

host device. 

[0065] Implementations of the subject matter and the operations described in this 

specification can be implemented in digital electronic circuitry, or in computer software 

embodied on a tangible medium, firmware, or hardware, including the structures disclosed in 

this specification and their structural equivalents, or in combinations of one or more of them. 

Implementations of the subject matter described in this specification can be implemented as 

one or more computer programs embodied on a tangible medium, i.e., one or more modules 

of computer program instructions, encoded on one or more computer storage media for 

execution by, or to control the operation of, a data processing apparatus. A computer storage 

medium can be, or be included in, a computer-readable storage device, a computer-readable 

storage substrate, a random or serial access memory array or device, or a combination of one 

or more of them. The computer storage medium can also be, or be included in, one or more 

separate components or media (e.g., multiple CDs, disks, or other storage devices). The 

computer storage medium may be tangible and non-transitory. 
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[0066] A computer program (also known as a program, software, software application, 

script, or code) can be written in any form of programming language, including compiled 

languages, interpreted languages, declarative languages, and procedural languages, and the 

computer program can be deployed in any form, including as a stand-alone program or as a 

module, component, subroutine, object, or other unit suitable for use in a computing 

environment. A computer program may, but need not, correspond to a file in a file system. 

A program can be stored in a portion of a file that holds other programs or data (e.g., one or 

more scripts stored in a markup language document), in a single file dedicated to the program 

in question, or in multiple coordinated files (e.g., files that store one or more modules, 

libraries, sub programs, or portions of code). A computer program can be deployed to be 

executed on one computer or on multiple computers that are located at one site or distributed 

across multiple sites and interconnected by a communication network. 

[0067] The processes and logic flows described in this specification can be performed by one 

or more programmable processors executing one or more computer programs to perform 

actions by operating on input data and generating output. The processes and logic flows can 

also be performed by, and apparatus can also be implemented as, special purpose logic 

circuitry, e.g., a field programmable gate array ("FPGA") or an application specific integrated 

circuit ("ASIC"). Such a special purpose circuit may be referred to as a computer processor 

even if it is not a general-purpose processor. 

[0068] While this specification contains many specific implementation details, these should 

not be construed as limitations on the scope of any inventions or of what may be claimed, but 

rather as descriptions of features specific to particular implementations of particular 

inventions. Certain features that are described in this specification in the context of separate 

implementations can also be implemented in combination in a single implementation. 

Conversely, various features that are described in the context of a single implementation can 

also be implemented in multiple implementations separately or in any suitable sub- 

combination. Moreover, although features may be described above as acting in certain 

combinations and even initially claimed as such, one or more features from a claimed 

combination can in some cases be excised from the combination, and the claimed 

combination may be directed to a sub-combination or variation of a sub-combination. 

[0069] Similarly, while operations are depicted in the drawings in a particular order, this 

should not be understood as requiring that such operations be performed in the particular 

order shown or in sequential order, or that all illustrated operations be performed, to achieve 

desirable results. In certain circumstances, multitasking and parallel processing may be 

advantageous. Moreover, the separation of various system components in the 
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implementations described above should not be understood as requiring such separation in all 

implementations, and it should be understood that the described program components and 

systems can generally be integrated together in a single software product or packaged into 

multiple software products. 

[0070] References to "or" may be construed as inclusive so that any terms described using 

"or" may indicate any of a single, more than one, and all of the described terms. The labels 

"first," "second," "third," an so forth are not necessarily meant to indicate an ordering and are 

generally used merely to distinguish between like or similar items or elements. 

[0071] Thus, particular implementations of the subject matter have been described. Other 

implementations are within the scope of the following claims. In some cases, the actions 

recited in the claims can be performed in a different order and still achieve desirable results. 

In addition, the processes depicted in the accompanying figures do not necessarily require the 

particular order shown, or sequential order, to achieve desirable results. In certain 

implementations, multitasking or parallel processing may be used. 
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What is claimed is: 

1. A system comprising: 

a first computing device; 

a second computing device; and 

a first packet forwarding device, wherein each of the first computing device and the 

second computing device is communicatively coupled to a respective port of the first packet 

forwarding device, and wherein for a first packet received from the first computing device, 

the first packet forwarding device is configured to: 

determine that a destination MAC address of the first packet is associated with 

the port on which the first packet was received; and 

forward the first packet to the second computing device, responsive to the 

determination that the destination MAC address of the first packet is associated with the port 

on which the first packet was received; and 

for a second packet received from the second computing device, the first packet 

forwarding device is configured to forward the second packet via the port associated with a 

source MAC address of the second packet. 

2. The system of claim 1, wherein the first packet forwarding device is further configured to 

drop the second packet, responsive to determining that the source MAC address of the second 

packet is not associated with any port of the first packet forwarding device. 

3. The system of claim 1, wherein for a third packet received from the first computing 

device, the first packet forwarding device is configured to: 

determine that the third packet is one of a broadcast packet and a multicast packet; 

change a destination MAC address of the third packet to a MAC address assigned to 

the port on which the third packet was received; and 

forward the third packet to the second computing device. 

4. The system of claim 1, wherein a MAC address assigned to at least one port of the first 

packet forwarding device is based on an IP address of the first packet forwarding device and 

a number uniquely identifying the at least one port. 

23 



WO 2017/048841 PCT/US2016/051734 

5. The system of claim 4, wherein a MAC address assigned to at least one port of the first 

packet forwarding device includes the IP address of the first packet forwarding device and the 

number uniquely identifying the at least one port. 

6. The system of claim 1, wherein the first packet forwarding device is further configured to: 

determine that a destination MAC address of a fourth packet received from the first 

computing device is not associated with the port on which the fourth packet was received and 

that the destination MAC address of the fourth packet is neither a broadcast MAC address nor 

a multicast MAC address; and 

drop the fourth packet, responsive to the determination that the destination MAC 

address of the fourth packet is not associated with the port on which the fourth packet was 

received and that the destination MAC address of the fourth packet is neither a broadcast 

MAC address nor a multicast MAC address. 

7. The system of claim 1, further comprising: 

a third computing device including a plurality of ports, the third computing device 

communicatively coupled to a respective port of the first packet forwarding device, wherein 

the first packet forwarding device is further configured to: 

determine that a destination MAC address of a fifth packet received from the 

third computing device is associated with a device ID of the third computing device; and 

forward the fifth packet to the second computing device, responsive to 

determining that the destination MAC address of a fifth packet is associated with the device 

ID of the third computing device. 

8. The system of claim 1, wherein the third computing device is configured to: 

determine that a source MAC address of a sixth packet received from the first packet 

forwarding device is associated with the port of the first packet forwarding device to which 

the third computing device is communicatively coupled; and 

forward the sixth packet via the port of the third computing device that is associated 

with the source MAC address of the sixth packet. 

9. The system of claim 1, wherein the first computing device is further configured to ensure 

that each packet destined for the second computing device has a destination MAC address 

that is associated with the port of the first packet forwarding device to which the first 

computing device is communicatively coupled. 
24 



WO 2017/048841 PCT/US2016/051734 

10. The system of claim 1, wherein the second computing device is further configured to 

ensure that each packet destined for the first computing device has a source MAC address 

that is associated with the port of the first packet forwarding device to which the first 

computing device is communicatively coupled. 

11. A method of processing packets comprising: 

receiving, by a first packet forwarding device, a first packet from a first computing 

device; 

determining, by the first packet forwarding device, that a destination MAC address of 

the first packet is associated with the port on which the first packet was received; 

forwarding, by the first packet forwarding device, the first packet to a second 

computing device, responsive to the determination that the destination MAC address of the 

first packet is associated with the port on which the first packet was received; 

transmitting, by the second computing device, a second packet to the first packet 

forwarding device; 

forwarding, by the first packet forwarding device, the second packet via the port 

associated with a source MAC address of the second packet. 

12. The method of claim 11, further comprising: 

determining, by the first packet forwarding device, that a source MAC address of the 

second packet is not associated with any port of the first packet forwarding device; and 

dropping, by the first packet forwarding device, the second packet, responsive to the 

determination that the source MAC address of the second packet is not associated with any 

port of the first packet forwarding device. 

13. The method of claim 11, further comprising: 

receiving, by the first packet forwarding device, a third packet to from the first 

computing device; 

determining, by the first packet forwarding device, that the third packet is one of a 

broadcast packet and a multicast packet; 

changing, by the first packet forwarding device, a destination MAC address of the 

third packet to a MAC address assigned to the port on which the third packet was received; 

and 

forwarding, by the first packet forwarding device, the third packet to the second 

computing device. 
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14. The method of claim 11, wherein a MAC address assigned to at least one port of the first 

packet forwarding device is based on an IP address of the first packet forwarding device and 

a number uniquely identifying the at least one port. 

15. The method of claim 14, wherein a MAC address assigned to at least one port of the first 

packet forwarding device includes the IP address of the first packet forwarding device and the 

number uniquely identifying the at least one port. 

16. The method of claim 11, further comprising: 

receiving, by the first packet forwarding device, a fourth packet from the first 

computing device; 

determining, by the first packet forwarding device, that a destination MAC address of 

the fourth packet is not associated with the port on which the fourth packet was received and 

that the destination MAC address of the fourth packet is neither a broadcast MAC address nor 

a multicast MAC address; 

dropping, by the first packet forwarding device, the fourth packet, responsive to the 

determination that the destination MAC address of the fourth packet is not associated with the 

port on which the fourth packet was received and that the destination MAC address of the 

fourth packet is neither a broadcast MAC address nor a multicast MAC address. 

17. The method of claim 11, further comprising: 

receiving, by the first packet forwarding device, a fifth packet from a third computing 

device, wherein the third computing device includes a plurality of ports; 

determining, by the first packet forwarding device, that a destination MAC address of 

the fifth packet received from the third computing device is associated with a device ID of the 

third computing device; and 

forwarding, by the first packet forwarding device, the fifth packet to the second 

computing device, responsive to determining that the destination MAC address of a fifth 

packet is associated with the device ID of the third computing device. 

18. The method of claim 11, further comprising: 

transmitting, by the first packet forwarding device, a sixth packet to the third 

computing device; 

determining, by the third computing device, that a source MAC address of a sixth 
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packet received from the first packet forwarding device is associated with the port of the first 

packet forwarding device to which the third computing device is communicatively coupled; 

and 

forwarding, by the third computing device, the packet via the port of the third 

computing device that is associated with the source MAC address of the sixth packet. 

19. The method of claim 11, further comprising ensuring, by the first computing device, that 

each packet destined for the second computing device has a destination MAC address that is 

associated with the port of the first packet forwarding device to which the first computing 

device is communicatively coupled. 

20. The method of claim 11, further comprising ensuring, by the second computing device, 

that each packet destined for the first computing device has a source MAC address that is 

associated with the port of the first packet forwarding device to which the first computing 

device is communicatively coupled. 
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