wo 20257143898 A 1 | AT O0 0 K000 OO

(12) %ﬂ%ﬁé"—lﬁﬁl o3t F/E FAEL

9) A A A A AFA7] T
FANE
@) A TAL
20253 7€ 3 ¢ (03.07.2025)

e

1 010 R0 0 T
o) TAZFNHE
WO 2025/143898 A1

WIPOIPCT

(51) FAEHEF:

5043 (KR). €8 (JO, Yong Hyun); 08511 4] &5 A|

HO4L 9/40 (2022.01) HO4L 67/00 (2022.01) FAT YA " 297 41, 7163 (KR).
(21) FAELWUS: PCT/KR2024/021324  (74) Wi Ql: &5l o]ole] 5 (AIP PATENT & LAW
_ RM); AL-EWA] 7)o 3 2147 -
(22) ZA=LY: 2024 3 12 ¥ 27 9 (27.12.2024) féR) $06239 AE SR AT HE @214 30-1
(25) A del: T g1 A8 (1m0 A G @ b 2E 57
(26) TR : gharo] =] A8 9] B3 E 93t0]): AE, AG, AL, AM, AO, AT,

(30) S-AAAR:
10-2023-0195138 2023 1 12 4 28 (28.12.2023) KR

(71) &492l: g8t 4 F4] 34} (HANWHA OCEAN CO.,
LTD.) [KR/KR]; 53302 Ad= AAA AAHE
3370 (KR). (F)%°| &l (CYTUR INC.) [KR/KR]; 08511
AL EHA T3 "L T 367 30,90135.-9053. (KR).

(72) 23} w4 (BAE, Yang Sop); 06082 41253 A]
T GER1127 15, 11033 (KR). A A H (KIM,
Jeong Tae); 53314 72 4% AA A 5 X224 62,3035

(84)

AU, AZ, BA,BB, BG, BH, BN, BR, BW, BY, BZ, CA, CI,
CL, CN, CO, CR, CU, CV, CZ, DE, DJ, DK, DM, DO, DZ,
EC, EE, EG, ES, FL, GB, GD, GE, GIL, GM, GT, HN, HR,
HU, ID, IL, IN, IQ, IR, IS, IT, JM, JO, JP, KE, KG, KH,
KN, KP, KW, KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD,
MG, MK, MN, MU, MW, MX, MY, MZ, NA, NG, NI, NO,
NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW,
SA, SC, SD, SE, SG, SK. SL, ST, SV, SY, TH, TJ, TM. TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, WS, ZA, ZM, ZW.
ARs (d=e A} fle &, M BE TR
o) Hal el WEE 9 3lo]): ARIPO (BW, CV, GH, GM,

(54) Title: METHOD AND SYSTEM FOR WIRED/WIRELESS CYBER SECURITY PATCH FOR SHIP

(54) 9 2] R 4ke] Aol pek {74 A g A 2T

Patch Deploy Server

410 430 vessel
/ /

Key Management
System {Encryption)

| 1
VSAT

Firewall {Gateway)
(Authentication)

Key Management
System

{Decryption, Hash/Timestamp check)

N
230

LTE

Port LAN lf

Patch Update Server

[ 210
/

Frewall (Gateway)
(Authentication)

450 460
/ /
Patch Version Patch Update Server Fatch Update Server
Checker (Main) (Back up)
Vessel OT Vessel OT Vessel OT
system 01 system 02 system 03

Supplier Server 03

System Integrator Server

Supplier Server 01
{R & D Server) 11

3
100

(R & D Server)
Supplier Server 02
(R & D Server) ~12

(57) Abstract: The present invention relates to a method and device for a wired/wireless cyber security patch for a ship. As the need
for the establishment of a method for updating a CBS patch for a ship and a device therefor arises, the present invention proposes
the method and system for a wired/wireless cyber security patch for a ship, capable of performing a patch update in accordance with

TACS UR E26 requirements.
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