| Multinmedia Device and Method for Data Transmission in a Miltinedia Device
Specification The invention relates to a nmultinedia device in accordance
with the generic part of Caiml as well as to a process for data

transm ssion in a nultinmedia device in accordance with the generic part of
Claim2. A device and process of this type are known from DE 198 58 310 B4.
The current apparatuses of entertai nment electronics such as, e.g.,
tel evi si on appar atuses, audi o appar at uses, DVD apparatuses, satellite
receivers, video recorders, set-top boxes, etc. are customarily operated by
a renote control that usually conmunicates wirelessly wth the
correspondi ng apparatuses. Al these nultinedi a apparatuses, which al so

i ncl ude conput ers nowadays, are designated in the follow ng as "apparatus".
Al'l these apparatuses as well as increasingly also other devices present in
househol ds such as, e. 9., garage door controls aIarn1syste 5 hea&jng
controls, Hdubtishedid H)a deMetho i BARGTRISSIOIL 1 dait

t el ecommuni cation devi ces such as telephone fax |ntend access are
currently d&¥ieeked to an increasi ng degree and controlled to the extent
possi ble by only one single renote control. Many of the cited apparatuses
can be individually 2 configured for different users and adapted to

pref erences of the particul ar user § @ I@ﬁtﬁom adaptations will be
expl ai ned using the exanple of at ecei ver:

The invention relates to a multimedia device in accordance with the generic
part of Claim 1 as well as to a process for data transmission in a multimedia

device in accordance with the generic part of Claim 2.
A device and process of this type are known from DE 198 58 310 B4.

The current apparatuses of entertainment electronics such as, e.g., television
apparatuses, audio apparatuses, DVD apparatuses, satellite receivers, video
recorders, set-top boxes, etc. are customarily operated by a remote control
that usually communicates wirelessly with the corresponding apparatuses.
All these multimedia apparatuses, which also include computers nowadays,
are designated in the following as “apparatus”. All these apparatuses as well
as increasingly also other devices present in households such as, e.g.,
garage-door controls, alarm systems, heating controls, household
apparatuses and kitchen apparatuses as well as telecommunication devices
such as telephone, fax, internet access are currently networked to an
increasing degree and controlled to the extent possible by only one single

remote control. Many of the cited apparatuses can be individually



A "child safety” can be provided that allows only sel ected tel evision
channels and/or allows a television reception only at predefined tines;
tel evi sion habits can be preprogranmed, for exanple, in that a certain user
views certain transm ssions on certain channels on certain days of the week
at certain tines; a list of preferred television channels can be set up for
each user that are preferably displayed as favorites in a selection nenu,

t he individual key assignnment of the keys of the renote control can be
changed according to user and apparatus; safeties can be provided in
interactive systens such as interactive tel evision, honme shopping, hone
banki ng, video on demand or the like, for exanple, limtations for orders
of items or films, types of films (e.g., g-rated), etc. It is necessary for
t he above reasons to autonatically adapt the renote control to the

parti cul asonfeemredrfdr tdiffersrfti grere amddadaptedsto prederangasiofatheeparticular
authorization. 3 To this end it has_already been frequently suggested that
the renptuseconhrisw aopmoadap@tions wilh begexilpmiedausisg hevexanplkael a

recogni zes, automatically if possible, a person with access authorization.
Thus, DE teBy188n3¢eriBaisuggests providing a fingerprint reader in the
renote control that detects bionetric data of the user by sensors and
activates an individual operating profile upon recognition of a person with

authori zed acqesa Fuegtlch GELFEHAN BARABLISGRY ScblcARIFSpata such

as a voice re N1TIs scanni ng aratus an
recogni tion appat A anAANSIRIWERWPRIIN SHPRRInesh1yHt prY@RAZédARRE; A2) -
- television habits can be preprogrammed, for example, in that a certain |
user views certain fransmissions on certain channels on certain days of
the week at certain times;
- a list of preferred television channels can be set up for each user that
are preferably displayed as favorites in a selection menu,
- the individual key assignment of the keys of the remote control can be
changed according to user and apparatus;
- safeties can be provided in interactive systems such as interactive
television, home shopping, home banking, video on demand or the

like, for example, limitations for orders of items or films, types of

films (e.g., g-rated), etc.

It is necessary for the above reasons to automatically adapt the remote
control to the particular user and to configure and release individual access

authorization.



The fingerprint of a person is used especially frequently for

I dentification such as described, e.g., in US 2001/007592 A, US

2005/ 0149870 A, US 5, 758, 257, US 5, 771, 307, US 5, 920, 642, US 6, 020,
882, US 6, 130, 726, US 6, 137, 539, US 6, 914, 517 B2, US 6, 968, 565 B 1
, or WO 01/56,213 Al. The follow ng problens are present in all these
renote controls: A high degree of secu%ity shoul d be insured, which neans
that an apparatus can not be operated by a foreign renote control and that
a new user can not be created "in an unauthorized manner”; 4 the hardware
cost of the renote control should be as | ow as possible; the current
consunption of the renote control should be as |ow as possible; the
communi cati on between renote control and apparatus should be as "tap-proof'
as possible, which is especially inportant because there are a plurality of

P01 STk LB 7 SRCH B SEsh e AP PR SA it s
be provided with an identification device that recognizes, automatically 1f
possible, a person with access authorization. Thus, DE 190 58 310 B4
suggests providing a fingerprint reader in the remote control that detects
biometric data of the user by sensors and activates an individual operating

profile upon recognition of a person with authorized access.

Even other detection apparatuses for biometric data such as a voice
recognition circuit, an iris scanning apparatus and a face recognition

apparatus have already been suggested (cf. W0 02/17627 A2).

The fingerprint of a person is used especially frequently for identification
such as described, e.g., in US 2001/007592 A1, US 2005/0149870 Al, US 5,
758, 257, US 5, 771, 307, US 5, 920, 642, US 6, 020, 882, US 6, 130, 726,
US 6, 137, 539, US 6, 914, 517 B2, US 6, 968, 565 B1, or WO 01/56,213
Al.

The following problems are present in all these remote controls:
- A high degree of security should be insured, which means that an

apparatus can not be operated by a foreign remote control and that a

new user can not be created “in an unauthorized manner”;



There are various suggestions for increasing security. Thus, US

2001/ 0007592 Al suggests scanning a series of several fingerprints of
different fingers. EP 1 286 518 A2 suggests providing at |east one key of
the renote control with a fingerprint reader so a check of the authorized
user is perforned each tine during the querying of certain functions such
as, e.g., change of channel, confirmatjon key or the like. In order to

i ncrease the access security the ol der, non-pre-published German Patent
Application 10 2006 042 014 of the Applicant suggested providing, in
addition to a reading device for bionetric data, especially a fingerprint
5 reader, another hardware device that identifies the renote control as
such, which is realized in the concrete exenplary enbodi nent by a so-called
SIM("Single Identity Mdul e") card. Thus, at |east the new creation of a

user profil egps niiiRyAR3R6t B retfloRddHittd1%heeed bBagflokead Sosdiblg; possi bl e
if the SIMcard is I1nserted into the renpte control. The i'hvention has the

probl em of inproving the initially cited nmultinmedia device as well as the

process for data transmssion in a multinedia device of the initially cited

type in suchtlhe wameat ¢dmsunmptygn tofatienremotn coatiol i shpudd bdasdmva drom t he

renote control to the apparatus is ensured with a | ow hardware cost.
possible;

- the communication between remote control and apparatus should be as
“tap-proof” as possible, which is especially important because there are
a plurality of programmable remote controls on the market that can
record, store and reproduce signals transmitted by an original remote

control.

There are various suggestions for increasing security. Thus, US
2001/0007592 Al suggests scanning a series of several fingerprints of
different fingers.

EP 1 286 518 A2 suggests providing at least one key of the remote control
with a fingerprint reader so a check of the authorized user is performed each
time during the querying of certain functions such as, e.g., change of

channel, confirmation key or the like.

In order to increase the access security the older, non-pre-published German
Patent Application 10 2006 042 014 of the Applicant suggested providing, in

addition to a reading device for biometric data, especially a fingerprint



This problemis solved for the nultinedia device but the features indicated
in Caiml and for the process by the features indicated in Caim 2.

Advant ageous enbodi nents and further devel opnments of the invention can be
gathered fromthe subclains. In brief, the partial problemof the reduced
hardware costs is solved in that the bionetric data detected by the renote
control is transferred to the apparatus and is not evaluated until it is
there. The evaluation of the bionetric’data requires a relatively high
processor power, that is present in any case in the apparatus, whereas the
detection of the bionmetric data, for 6 exanple, with a fingerprint reader
requires only conparatively |ess conputer power so that a sinpler and
therefore | ess expensive processor can be used in the renote control, which
processor then also has a | ower current requirenent. The increased security

of the d%gdgf,aaﬁagfe%iﬁ}d{@rénawﬁg Rt ?c}]emﬁfés%e%w& Rfoltfexifidt a

transmtte romthe rempte confrol to the apparatus wth the I ncludion of

data st Or\%ﬁi&{‘istfé%li%b&"iﬁéthlé-co]ib?eté%}k@ﬁiﬂl@fy efbodhRh 8¢ 4 So-waned@nei | in

this connection in the follow ng using an exenplary enbodinment. Fig. 1

shows a kf"Sgkglechivmeity dMotiuke Ward neThas, detvieast thid heweomationoof nalseand
mul timedia apparatus; Fig. 2 shows a flowchart of the processing steps of
t he procesofila arithe changing of an existing user profile is only possible if the SIM

card is inserted into the remote control.

- The invention has the problem of improving the initially cited multimedia
device as well as the process for data transmission in a multimedia device of
the initially cited type in such a manner that high transmission security of the
data from the remote control to the apparatus is ensured with a low hardware

cost.

This problem is solved for the multimedia device but the features indicated

in Claim 1 and for the process by the features indicated in Claim 2.

Advantageous embodiments and further developments of the invention can

be gathered from the subclaims.

In brief, the partial problem of the reduced hardware costs is solved in that
the biometric data detected by the remote control is transferred to the
apparatus and is not evaluated until it is there. The evaluation of the
biometric data requires a relatively high processor power, that is present in

any case in the apparatus, whereas the detection of the biometric data, for



initialization of a connection between renote control and apparatus; Fig. 3
shows a flowchart of the processing steps of the process in an
identification process. Fig. 1 shows a renote control 1 that controls an
apparatus 2 that for its part can control a plurality of other apparatuses,
as indicated above. In fig. 1 only the conponents decisive for the control
are shown. The renote control 1 conpr%§es a mcroprocessor 3, a nenory 4, a
SIM card reader 5, a keyboard 6 and a device 7 for detecting bionetric
data, in 7 particular an apparatus for detecting a fingerprint.
Furthernore, the renote control conprises a transmtting/receiving device
8, preferably for sending and receiving infrared signals. The cited
conponents 4-8 are connected to m croprocessor 3. Menory 4 can be divided
into several subgroups and conprise, for exanple, a read-only nenory for
programns e%ﬁﬁuﬂepr@ﬁ_ﬁs% NAnpBHRInt: réadMregftel 0oy S€bmpatAivdly Y card
reader 5 also contains one of nore nenories in a Known iranner.

Sendi ng/ rc@@lqbu»tbﬂﬁomirtso&haommnplmtaﬁl thesefardilehsrexpensival processdozsanr adi o
connection 9 with apparatus 2. Apparatus 2 al so conprises a m croprocessor
10, a neberysetllin theatenuits contrgdy Wieeh aroresgomthemeatse ynaaradlow grauesdi ng
menory as well as another nenory that |s designated here as a user databank
12 and, frequirespent Eleingrgasasksgauriy afrthe dega gmtsn@&ﬁm A asWEAPY 8l essl y

with sending/receivin i.t 8 of the remte control. -
spegljai encoding of the dafa transmitted  frofn the remote control to the

- apparatus with the inclusion of data stored on the SIM card.

The invention is explained in more detail in this connection in the following

using an exemplary embodiment.

Fig.1 shows a block schematic of a multimedia device with remote
control and multimedia apparatus;

Fig.2 shows a flowchart of the processing steps of the process in the
initialization of a connection between remote control and apparatus;

Fig.3 shows a flowchart of the processing steps of the process in an

identification process.

Fig. 1 shows a remote control 1 that controls an apparatus 2 that for its part
can control a plurality of other apparatuses, as indicated above. In fig. 1

only the components decisive for the control are shown.

The remote control 1 comprises a microprocessor 3, a memory 4, a SIM card

reader 5, a keyboard 6 and a device 7 for detecting biometric data, in



M croprocessor 10 has an output 14 that conmunicates via an interface 15
with one or nore apparatuses to be controlled. Any desired nunber of

di fferent apparatuses to be controlled can be connected with known
connections, e.g., "SCART" cable, "USB" connection or the like to interface
15. 8 It should be enphasized that m croprocessor 3 of renote control 1
has | ess conputer power than mcroprocessor 10 of the apparatus. It
therefore al so has | ess current consuﬁ%tion and is nore econom cal. The
initialization phase will now be described with reference made to Fig. 2.
At first, the SIMcard nust be inserted in a step 20 into the SIMcard
reader 5 of Fig. 1. The SIMcard contains the followng stored data: 1. A
personal identification nunber (so-called PIN), 2. personal data of a user
such as, e g, nanme, date of birth, sex, credit card nunber, etc.

AR R R R e el 5 1
control comprises a transmitting/receiving device 8, preferably for sending

and receiving infrared signals. The cited components 4-8 are connected to

microprocessor 3.

Memory 4 can be divided into several subgroups and comprise, for example,
a read-only memory for programs and a processing memory. A SIM card to
be set into the SIM card reader 5 also contains one or more memories in a
known manner. Sending/receiving unit 8 communicates via a bidirectional
wireless radio connection 9 with apparatus 2. Apparatus 2 also comprises a
microprocessor 10, a memory 11, that also comprises a program memory
and a processing memory as well as another memory that is designated
here as a user databank 12 and, finally, a sending/receiving unit 13 that
communicates wirelessly with sending/receiving unit 8 of the remote

control.

Microprocessor 10 has an output 14 that communicates via an interface 15

with one or more apparatuses to be controlled.

Any desired number of different apparatuses to be controlled can be
connected with known connections, e.g., "SCART” cable, “USB"

connection or the like to interface 15.



Furthernore, the SIMcard contains the followi ng freely accessible data: 4.
a second private code (PrivkK 2), 5. a personal identification code (PlIC

6. a first public code (PubK 1) and 7. a second public code (PubK 2). As
will be explained in even nore detail further below, the codes PubK 1 and
PrivKk 1 forma first and the codes PubK 2 and PrivK 2 forma second 9 pair
of codes that are used for encoding a decodi ng. A so-called asymetric
cryptography is used here in which a ¢cbde of one of the cited pairs,
usually the so-called public code, is used for encoding data and for
decodi ng the other code of the pair, usually the so-called private code, is
used for decoding. Thus, different codes are used for encoding and for
decodi ng. A decoding of data with the code that was used for the encodi ng
is not possible. The algorithnms for encoding and decodi ng are known in

pri nct bl G sRBLAS be o RIAAR! fiatfidBBraUEES [d CrefRsact firdll D9 o ROA

the Rabin cryp gamai cryptosystem After the 1nsertion of .

the SI'M GRifdtde dohber ShafuRtit@praéedsof 0 6F HeP agphratbdalt therdfopyblsed Vi a
the keyboard 6 (fig. 1) and is usually a four-digit nunber. This clears the

SI M car d laidetdenpensaiauntstion and isehabecenandcsl. ocked by the PIN, and the
private first code PrivK 1 are accessible.

The initialization phase will now be described with reference made to Fig. 2.

At first, the SIM card must be inserted in a step 20 into the SIM card reader

5 of Fig. 1. The SIM card contains the following stored data:

1. A personal identification number (so-called PIN),

2.  personal data of a user such as, e.g., name, date of birth, sex, credit
card number, etc.,

3.  afirst private code (PrivK 1), with which the data cited under 2. and 3.

is only accessible after the inputting of the PIN cited under 1.
Furthermore, the SIM card contains the following freely accessible data:
a second private code (PrivK 2),

4
5.  apersonal identification code (PIC),

6 a first public code (PubK 1} and

7 a second public code (PubK 2).

As will be explained in even more detail further below, the codes PubK 1

and PrivK 1 form a first and the codes PubK 2 and PrivK 2 form a second



The renote control then sends the first private code PrivKl via the
sending/receiving unit 8 (step 22) and the second public code PubK2 (step
24) to apparatus 2, where it is received by sending/receiving unit 13 and
stored via mcroprocessor 10 in nenory 11 (steps 22-25). Then, the

bi ometric data of the user is read in via the fingerprint reading device 7
(step 27) and transmitted to apparatusy2 (step 28) where it is encoded with
the previously received and stored pub?ic code Publ C2 (step 29). In a
simlar manner the personal identification code PICis queried by the SIM
card and transmtted to apparatus 2 (step 30), where it is also encoded
with the public 10 code PubK 2 (step 31). Then the personal data of the
user is either queried by the SIMcard or inputted via the keyboard and
transmtted to apparatus 2 (step 32), where it is also encoded with the

second puplit Cof QiRicBUBHat2atd) 1BelP f38 enbodisecart duddiditg code fulbkilgd t hat

was stored in apparatus 2 in step 25 is cancel ed after These procedures in

step 34. #symseictpe @Mt@gk@ph;hé@ useddierd ianghidlonesbdenofise efttabaiikd 12 t hat
contains the followng data at first: the non-encoded first private code

PrivK 1, pdihg wivaliyt fhiec soleledfpultlec gode, enoseddonienicoting datheamdifir 2, t he
encoded personal identification code (PIC) and the encoded personal data,
each encodrapding theukep code eldthe peir, uswallysthe sersalled pivate audea 150 t he

Channers, SRR despiog, s e PolRR ageylpeds Fam envegeasd dor of

bl ocks t e&eecgﬁﬁg.n A *&%@88{1% of 8!21%V\iw?'tihoﬂlet ci:or?estha%tv%as used for the encoding
is not possible. The algorithms for encoding and decoding are known in
principle. Refer, for example, to the asymmetric encoding algorithm RSA,
the Rabin cryptosystem or the Elgamal cryptosystem. After the insertion of
the SIM card the PIN is queried at first (step 21), that is inputted via the
keyboard 6 (fig. 1) and is usually a four-digit number. This clears the SIM
card and the personal data, cited above and blocked by the PIN, and the

private first code PrivK 1 are accessible.

The remote confrol then sends the first private code PrivKl via the
sending/receiving unit 8 (step 22) and the second public code PubK2 (step
24) to apparatus 2, where it is received by sending/receiving unit 13 and
stored via microprocessor 10 in memory 11 (steps 22-25). Then, the
biometric data of the user is read in via the fingerprint reading device 7 (step
27) and transmitted to apparatus 2 (step 28) where it is encoded with the
previously received and stored public code PubK2 (step 29). In a similar
manner the personal identification code PIC is queried by the SIM card and

transmitted to apparatus 2 (step 30), where it is also encoded with the public



The described initialization procedure is to be classified as critical to
the extent that the first private code PrivKk 1 is transmtted wrelessly
and can therefore be "eavesdropped" if a suitable receiving apparatus is in
the range of transm ssion. In the case of an infrared transm ssion the
danger that a 11 suitable receiving apparatus is in the range of

transm ssion is, however, very snall fgnce the range of transmssion is
sharply limted and an undi sturbed sight connection is required.
Subsequently, however, there is great security since the remaining data is
encoded with the public code PubK 2, that is cancelled after the
initialization in apparatus 2 and this data can not be decoded wth the
private first code PrivkK 1. For a further increasing of security even code
PrivKk 1 on the SIMcard can be cancelled so that it can be designated as a
"privat e‘cogedRytikial (stepS31) Thanatheapdreorall dath asf thizeuskiprisroithes quispledt he
normal identification process will be described in conjunction with fig. 3,
wi th whi &y thecSiVesdrdar inputist abihitbb&eybeandeand temstratted o appatatand t he
initialized apparatus 2. It is assunmed that renmote control 1 is ready to
send and (stepadd), wsh@ci ¥ is edsty enocodet avitte the secorg peblicheods BubKr 2dndat a of
the user is read, for exanple, in that the user places a finger on the
finger pristpP #3adi ng apparatus 7, that reads in the corresponding i mage data
This image data can be conpressed in a step 36, which takes place in
accordance wth known data conpression processes such as, e.g., the Huffman

code. The second public code PubK 2, that was stored in apparatus 2 in step 25 is
canceled after these procedures in step 34. A user profile is then created and

stored in user databank 12 that contains the following data at first:

- the non-encoded first private code PrivK 1,
- the biometric data of the user encoded with the code PubK 2,
- the encoded personal identification code (PIC) and the encoded

personal data, each encoded with PubK 2.

In addition, the user can add other data to the personal data such as, e.g., a
channel list of preferred television channels, individual key assignments of
the keys of the remote control, blocks television channels, television times,

eic.

The described initialization procedure is to be classified as critical to the
extent that the first private code PrivK 1 is transmitted wirelessly and can
therefore be “eavesdropped” if a suitable receiving apparatus is in the range

of transmission, In the case of an infrared {ransmission the danger that a



12 This conpressed inmage data is added in step 37 to the personal
identification code PIC that is read out either fromthe SIMcard or from
menory 4 (fig. 1). This entire data packet consists of the conpressed
bionetric data, the PIC and the code PrivK 2. This data packet is encoded
with the first public key PubK 1 in step 39. In addition, a block coding
and a so-called forward error correcti(i’n (in short, FEC, from English
"forward error correction") can be optli onally carried out (step 40). The
data produced in this manner is then transmtted to apparatus 2 via radio
link 9 (step 41) and received by apparatus 2 (step 42). There, this data is
at first decoded with the private code PrivK 1 stored in the user databank
(step 43), fromwhich a data set with PrivkKk 2, PIC and the bionetric data
is obtained (block 44), fromwhich the second private code PrivK 2 is
extract edyifabid ?ébe‘ﬂﬁngTTEI{q@a@hin@ﬁb lih ¢hé @éﬁ’%é Bf tafsiission is, HPRER Wiyt or ed
in working nenory 11. data, nanely the PIC, stored in user datadbank 12
and encodgaallisiiicd fie pulde 6f aademPssitn ds phaglytldmbedngnd honadlistukised

bi onetric data and the personal data are decoded with the now decoded and
ext r act edigleicomheaetionasecgoded.Pri vk 2 and in the following step 47 the now
decoded data fromthe user databank and the received data are conpared with
one another. The PIC is advantageously conpared at first. In as far as it

does not i ncide, the receivyed data does not stem from an authori zed
oo o0t ShsBrueEHy: RAWeREr: Here 35 et SagHite SECEHc oo BRY, i T

0 ot ayedhopged SFERIFEPIBRE BRI R, e choCRUAEIRET W uliiBhatden or 1
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control, p/ieR t.he bionmetric data is conpared (step 47) and upon agreenent
m croprocessor 10 emts a release signal at its output 14 to interface 15
(step 8). Then, a secured, authorized operation of apparatus 2 and of the
ot her apparatuses connected to it can be carried out by renote control 1.
Fur t her ndrar, a thghendhoreasing dfesecassy gveantodss Privk | eyrs thef Sivhoamt camt rol 1
can also be set via radio |link 9 corresponding to. the identified user.

Al so, an hecranegliethsosthghdt cagrbe dasignaled (s Roqrivate” qosisstiat tisstili a r adi o
link 9 to F@E@ Leermt%e copltrol whi ch signal cancels sensitive data in nmenory
4 in the avagble eply fasithe ARPAEAS cul ar the detected bionetric data. In a
simlar manner the data to be conpared with each other in nenory 11 of the
apparatus are also cancelled so that nenories 11 and 4 of renote control 1

and of apgahAfHL &nﬁl‘%d@ﬁﬁﬁc%g?mbﬁeésnﬁﬁfl Ye &és%}ﬁ:e?figﬁéa)rf;ﬁﬁcﬁéﬁ% ful

| ogi n. The nornmal operation n renote contro ppar at us can

then be rfesuegitht Whlcle atorneetibe ibiedidARhea Witweeh trefivie bffrobd Mi@Vi ded
for reasons of safety that the authorized connection is interrupted after a

set time thadnitiglewd agparaivs 20 hasmsdenied tme aedmie econttdl I he reddpso
described in conjunction with fig. 3. It can also be provided that a new
i denti f i cendamd appayats hisaeatlyrtogeceizien control procedures rel evant

In step 35 the biometric data of the user is read, for example, in that the user
places a finger on the fingerprint reading apparatus 7, that reads in the
corresponding image data. This image data can be compressed in a step 36,
which takes place in accordance with known data compression processes

such as, e.g., the Huffman code.



14 for security, for exanple, in the transm ssion of name, address or
credit card nunber via connected conmmuni cation apparatuses. In the case of
t he personal data of the particular user, user rights can al so be given
during the initialization in accordance with the processing steps descri bed
in conjunction wth fig. 2, for exanple, regarding the creating or changing
of user profiles so that, for exanplejqonly certain persons identified via
their biometric data are entitled to create new users in the user databank
or to change rights assigned to certain individual users. On the other

hand, it can be stipulated for other data that is also stored in the
personal data that the individual user can freely change it after his
identification, such as, e.g., individual key assignnment of the keys of the
renote control, favorites list of individual television transmtters, to

t he ext erfhisva@mpressedaimeagpiataviecdded iawep a7 tertle pegdonde gdentififativacuri ty
is achieved with the invention. Even if the apparatus w thout an SIMcard
gets in tdodehBidshaif isueadtadreittet frensthesSIM cardnot fioos sitbinery @ Hegess t he
protected bionetric data and the protected personal data. Only if an

aut hor i zda- p&*hss)ﬁnh& dekepaghsireansdstad theeCanpressed blgmeﬁnm{aéa dliccal | y

Prret keppubRd The code ok che Thined dhckeb e parod %n%viﬁég%aﬁ%b% %“.L%Qe
gr oat ”?Zﬁwyhﬁﬁlrﬁat Sl $9., YRk %%@ﬁa@w@%@ oA O P o
t hat the ﬁgﬂjﬂﬁ a 'fS?“FE@ ﬁb@f Eﬁgﬁglﬂm élients are)tctaﬁt ei t her
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aut omat i qﬁ,ué?tl@lmge&ﬁgleufoﬁr(sﬁgﬁmrpt is made to confl gure the nmenory. In
any case it 1s recomended to cancel the nmenory containing the user

dat abank before the apparatus is given to third parties. 16
The data produced in this manner is then transmitted to apparatus 2 via radio
link 9 (step 41) and received by apparatus 2 (step 42). There, this data is at
first decoded with the private code PrivK 1 stored in the user databank (step
43), from which a data set with PrivK 2, PIC and the biometric data is
obtained (block 44), from which the second private code PrivK 2 is extracted
in step 45. The biometric data in the PIC is temporarily stored in working
memory 11. The data, namely the PIC, stored in user databank 12 and
encoded with the public code PubK 2 prior to being stored, the biometric
data and the personal data are decoded with the now decoded and extracted
second private code PrivK 2 and in the following step 47 the now decoded
data from the user databank and the received data are compared with one
another. The PIC is advantageously compared at first. In as far as it does
not coincide, the received data does not stem from an authorized remote
control, so that further processing steps can be broken off. A request for a

repeated sending can optionally be generated that is displayed, for example,



Claims 1. Anmultinedia device with a renote control (1), that conprises a
first mcroprocessor (3), a first hardware device (5) for identifying the
renote control (1), a second hardware device (7) for detecting bionetric
data of a person, and a transmtting device (8) for transmtting data, and
with a nmultimedia apparatus (2) that conprises a receiving device (13) for
receiving the data, a nenory (11, 12) 1gnd a second m croprocessor (10),

on a screen of the television apparatus or is transmitted to remote controi 1

as a return signal via radio link 9 and displayed there.

If a comparison of the PIC yields an authorized remote control, then the
biometric data is compared (step 47) and upon agreement microprocessor 10
emits a release signal at its output 14 to interface 15 (step 8). Then, a
secured, authorized operation of apparatus 2 and of the other apparatuses
connected to it can be carried out by remote control 1. Furthermore, the
individual key assignment of the keys of remote control 1 can also be set via
radio link 9 corresponding to the identified user. Also, an acknowledge
signal for a successful login is transmitted via radio link 9 to the remote
control which signal cancels sensitive data in memory 4 in the remote
control, in particular the detected biometric data. In a similar manner the
data to be compared with each other in memory 11 of the apparatus are also
cancelled so that memories 11 and 4 of remote control 1 and of apparatus 2
are back in their initial state after the successful login. The normal operation
between remote control 1 and apparatus 2 can then be resumed, that can also

be bidirectional.

It can also be provided for reasons of safety that the authorized connection
is interrupted after a set time and a new login is to be made in accordance
with the steps described in conjunction with fig. 3. It can also be provided

that a new identification is to be made for certain control procedures relevant



characterized in that the first hardware device is a SIMcard (5) on which
the following data is stored: a first pair of digital codes (PubK 1, PrivK
1), a second pair of digital codes (PubK 2, PrivK 2), a persona
identification code (PIC), and personal data of at |east one user, that
the nenory (12) of the nmultinedia apparatus (2) holds the follow ng data
stored after a first initialization: I only one code (PrivkK 1) of the first
pair of digital codes, only one code %PubK 2) of the second pair of

di gital codes,

for security, for example, in the transmission of name, address or credit card

number via connected communication apparatuses.

In the case of the personal data of the particular user, user rights can also be
given during the initialization in accordance with the processing steps
described in conjunction with fig. 2, for example, regarding the creating or
changing of user profiles so that, for example, only certain persons identified
via their biometric data are entitled to create new users in the user databank
or to change rights assigned to certain individual users. On the other hand, it
can be stipulated for other data that is also stored in the personal data that the
individual user can freely change it after his identification, such as, e.g.,
individual key assignment of the keys of the remote control, favorites list of

individual television transmitters, to the extent that they are approved.

In sum, a very high degree of security is achieved with the invention. Even
if the apparatus without an SIM card gets in the hands of unauthorized
persons it is not possible to access the protected biometric data and the
protected personal data. Only if an authorized person has the apparatus and
the SIM card is it theoretically possible to decode the protected data stored
in the user databank with the first key PubK 1 stored on the SIM card.
However, in order to do this the user must then have direct access to the user
databank, which requires a great technical expenditure. It can be provided

by the manufacturer here that the corresponding memory is protected in such



17 - biometric data and personal data of a user, as well as the personal
identification code (PIC) encoded with the only one code (PubK 2) of the
second pair of digital codes, that the second hardware device (7) reads in
bi onetric data of the user upon an established connection between the
remote control (1) and the nultinedia apparatus (2), adds to themthe
personal identification code (PlIC an? the other code (PrivK 2) of the
second pair of digital codes, encodes 3 data packet formed in this manner
with the other code (PubK 1) of the first pair of digital codes and
transmts the data set encoded in this manner to the nmultinmedi a device (2),
that the nmultinedia device (2) decodes the received, encoded data set with
the stored one code (PrivK 1) of the first pair of digital codes, extracts
fromit the other code (PrivK 2) of the second pair of digital codes, the
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wi th each other and only clears the nmultinedia apparatus (2) upon
agreenent .



18 2. A process for data transmssion in a nmultinmedia device in accordance
wth daiml with the follow ng process steps: Storing of a first code
(PrivkKk 1) of a first pair of digital codes in a nenory of a nultinedia
device, Storing of user data encoded with a first code (PubK 2) of a second
pair of digital codes which data contains bionetric data, a persona
identification code (PIC) and personai data, Reading in bionetric data of a
user into a renote control, Adding a personal identification code (PIC
froma nenory as well as adding a second code (PrivK 2) of the second pair
of digital codes for formng a data set, encoding this data set with the
second code of the first pair of digital codes, Transmtting the data set
encoded in this nmanner to a nultimedia device, Decoding the received data
set with the stored first code (PrivkK 1) of the first pair of digital

codes, Extracting conmponents (PrivKCZaintd C, bionetric data) fromthe
decoded data set,

1. A multimedia device with a remote control (1), that comprises

a first microprocessor (3),

a first hardware device (5) for identifying the remote control (1),

a second hardware device (7) for detecting biometric data of a person, and

1

a transmitting device (8) for transmitting data,

and with a multimedia apparatus (2) that comprises

- areceiving device (13) for receiving the data,

a memory (11, 12) and

a second microprocessor (10),

characterized in that

the first hardware device is a SIM card (5) on which the following data is
stored:

- a first pair of digital codes (PubK 1, PrivK 1),

- a second pair of digital codes (PubK 2, PrivK 2),

- a personal identification code (PIC), and

- personal data of at least one user,

that the memory (12) of the multimedia apparatus (2) holds the following
data stored after a first initialization:

- only one code (PrivK 1} of the first pair of digital codes,

- only one code (PubK 2} of the second pair of digital codes,



Decodi ng the encoded data stored in the nenory of the multinedi a device
with the extracted, decoded second code of the second pair of digital

codes, Conparing the decoded, received identification code with the
decoded, stored personal identification code and, upon agreenent, 19
Conparing the received, decoded bionetric data with the stored, decoded

bi onmetric data, and Cearing the nult'gedia device if the conparison of the
bionetric data results in an agreenen#. 3. The process according to claim
2, characterized in that the bionetric data read into the renote control is
conpressed before the formng of the data set. 4. The process according to
Claim3, characterized in that the conpression takes place according to the
Huf f man code. 5. The process according to one of Clains 2 to 4,
characterized in that the data set to be transmtted fromthe renote
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with a forward error correction.
second pair of digital codes,
that the second hardware device (7) reads in biometric data of the user upon
an established connection between the remote control (1) and the multimedia
apparatus (2),
adds to them the personal identification code (PIC) and the other code
(PrivK 2) of the second pair of digital codes,
encodes a data packet formed in this manner with the other code (PubK 1) of
the first pair of digital codes and transmits the data set encoded in this
manner to the multimedia device (2),
that the multimedia device (2) decodes the received, encoded data set with
the stored one code (PrivK 1) of the first pair of digital codes,
extracts from it the other code (PrivK 2) of the second pair of digital codes,
the personal identification cod (PIC) and the biometric data,
extracts from the memory (12) the encoded biometric data, the encoded
personal data and the encoded personal identification code (PIC) and
decodes them with the other code (PrivK 2) of the second pair of digital
codes, compares the received, decoded personal identification code and the
decoded, stored personal identification code with one another and upon
agreement compares the received, decoded biometric data and the stored,

decoded biometric data with each other and only clears the multimedia

apparatus (2) upon agreement.
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2. A process for data transmission in a multimedia device in accordance
with Claim 1 with the following process steps:

Storing of a first code (PrivK 1) of a first pair of digital codes in a memory
of a multimedia device,

Storing of user data encoded with a first code (PubK 2) of a second pair of
digital codes which data contains biometric data, a personal identification
code (PIC} and personal data,

Reading in biometric data of a user into a remote control,

Adding a personal identification code (PIC) from a memory as well as
adding a second code (PrivK 2) of the second pair of digital codes for
forming a data set, encoding this data set with the second code of the first
pair of digital codes,

Transmitting the data set encoded in this manner to a multimedia device,
Decoding the received data set with the stored first code (PrivK 1) of the
first pair of digital codes,

Extracting components (PrivK 2, PIC, biometric data) from the decoded data
set,

Decoding the encoded data stored in the memory of the multimedia device
with the extracted, decoded second code of the second pair of digital codes,
Comparing the decoded, received identification code with the decoded,

stored personal identification code and, upon agreement,
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Comparing the received, decoded biometric data with the stored, decoded
biometric data, and
Clearing the multimedia device if the comparison of the biometric data

results in an agreement.

3. The process according to claim 2, characterized in that the biometric data

read into the remote control is compressed before the forming of the data set.

4. The process according to Claim 3, characterized in that the compression

takes place according to the Huffman code.

5. The process according to one of Claims 2 to 4, characterized in that the
data set to be transmitted from the remote control to the multimedia device is

block-coded.

6. The process according to one or more of Claims 2 to 5, characterized in
that the data set to be transmitted from the remote control to the multimedia

device is provided with a forward error correction.



