0 4 MMAR 2004 | Title of the Invention METHOD OF REFERRI NG TO DI G TAL
WATERVARK | NFORMATI ON  EMBEDDED I N A MARK | MAGE 5 Background of the
| nvention The present invention relates to a browser page transmttggMib 2604
user client via a network such as Internet, and nore specifically to a
mark image attached to the browser pagg, digital watermark information
enbedded in the 10 mark i mage, and a programthat perforns processing with
reference to the digital watermark information. As Internet.cones into

wi der use,Tanléenderoeé DMAvkntisnof ten attached to a honme page to claima
copyright of the home page transmtted via Internet and thereby to 15

indicate its authentaehtyr RRWBMRTNGDEEAWIS IOHIY WiFEaARY &Bsmg&%ﬂet

mark to the honme page cannot protect copy causing an unaut ori zed use of

t he hone ﬁﬁ fﬁ'A ﬂﬁ I@Egﬁnlque i s proposed: using a digital

maternark ec no ogy, orna including a mark issuer, a mark
pronmoter, a 20 mark prOV|der, URL of the mark provider's site, and a mark
period are enbedded in a mark inmage; the authenticity of the hone page is
verified conparing URL of the hone page with the enbedded URL of the
mark pP @wg%QkQﬁQPmQ'@ﬁetkénénvehélﬁark period. 25 According to the
above-nentioned prior art, the 0 4 MAR 2004

The present invention relates to a browser page

transmitted to a user client via a network such as Internet,
and more specifically to a mark image attached to the
browser page, digital watermark information embedded in the

10 mark image, and a program that performs processing with
reference to the digital watermark information.

As Internet comes into wider use, an Internet mark
is often attached to a home page to claim a copyright of
the home page transmitted wvia Internet and thereby to

15 indicate its authenticity. However, because only attaching
the Internet mark to the home page cannot protect copy
causiﬁg an uﬁauthorized usé of the home page, the following
technique is proposed: using a digital watermark technology,
information including a mark issuer, a mark promoter, a

20 mark provider, URL of the mark provider’'s site, and a mark
period are embedded in a mark image; the authenticity of
the home page is verified by comparing URL of the home page
with the embedded URL of the mark provider and by checking
the mark periced.

25 According to the above-mentioned prior art, the



2 digital watermark information enbedded in the mark image is limted to
such information described above. Therefore, even when processing L
different kinds of marks, no choice is given but to perforn1authent9%ggﬂgm
in a routine manner 5 using fornula processing procedures such as URL check
and mark period check. For this reasong it was difficult to change
processi ng procedures for each kind of the marks and to change text
information to be displayed. For exanple, as an exanple of the processing

procedur Shig Lhene dast{ra&r?eiﬁf&eﬁgel@ﬁt bRBeaRedl iherrd sl igage Mgk
after per rn1ng mar k aut hentication automatically or displaying the mark

first bef qre nerf oLt ng. the SR AUNSN Leathoped ”até’&'ﬂét'onrh&?ef@ﬁéfds

di spl ayi n menu is pointed, it is
expected 15 that the nunber of menu ite their S, and actions.to be
sel ect ed @Xﬁﬂxﬁhﬁ%|@F@Qﬁ$$b%gyd+5?e§§8ﬁnEFH&S Pf r BRCTT thet Bame
kind of marks is processed, it is also expected that part of displ ayed
text inforisteronboan be rehdivged ﬁuﬁhéa@hcﬁﬁﬂ@npr90|dérrONG#ESVeWanﬂﬁEn
changi ng 20 processing procedures and processing itself for each kind of
mar ks, 5i t visS ngecparRAled gritate s N gpanceaheesi mycho as HRLK dreck babdser

I ncl udi ng the programis not changed. Summary of the Invention 25 Qbjects
of the present jLoyephi eh&te t OpBrovires ar@adoMAR 1200438 difficult to
change processing procedures for each kind of the marks and
to change text information to be displayed. For example,
as an example of thé processing procedures, there 1is 2
10 selectable option of either displaying a mark after
performing mark authentication automatically or displaying
the mark first before performing the mark authentication.
In addition, as regards displaying of selectable
actions as a menu wﬁen a mark is pointed, it is expected
15 +that the number of menu items, their names, and actions to
be selected can be designed freely for each kind of marks.
Even if the same kind of marks is processed, it is also
expected that part of displayed text information can be
changed for each mark provider; Moreover, when changing
20 processing procedures and processing itself for each kind
of marks, 1t is recommended that a program referring to a

mark or a browser including the program is not changed.

Summary cf the Invention

25 Objects of the present invention are to provide a



data format, which can solve the probl ens descri bed above, by inproving a
data format of digital watermark information enbedded in a mark iﬂ@ﬂﬁiﬂﬁpd
to provide a nethod for performng processing with reference to t

digital 5 watermark information having such data format. The present
invention is characterized by digital datermark information in a nmark

I mge and a nethod for referring to digital watermark information in a
mark i mage, the digital watermark information being enbedded in the 10

mar k i mageater douswihg el el parf Gried it FetRbUNS cdE§CrEREdIARIVA
watermark information, wherein the digital watermark information conprises
referred thgt dmpandriany acdaten fefmattobndibatalnehtdemagk daxficgmadligass and
an index of the referred data as a paraneter, the nethod 15 conprising a

step of ref@dded t ont he aeddionideleni tied; tangravidep of metkodi fgrto the
referred data through the index included in the action definition to

perform processi gf%gggs%n%cegﬁ%ﬂ onygk@ssenctn adlitipa, tdigyipasent

i nvention“i's chara I gital watermark information, which has
such ta configuration S. a transm ssi ' smtted via a

net work. M&E&%ﬂﬁ%ﬂt%ﬂfﬁﬁ%ékﬁﬁniQREﬁﬁ?cﬁygg c:é%ac %ﬁ?géd by a browser
program which perforns processing according . to this,nethod, as a

t ransni ssi on nedﬁ@%tPéﬁ§ﬁPFtdﬂﬂﬁ%ﬁ%ﬁnZtheFQBFﬁ?tﬁrﬁzﬁﬂRqﬁﬁo pital

watermark information in a mark image and a method for

referring to digital watermark information in a mark image,

the digital watermark information being embedded 'in the

10 mark image, processing being performed with reference to

the digital watermark information, wherein the digital

watermark information comprises referred data, and an

action definition that includes an action c¢lass and an

index of the referred data as a parameter, the method

15 comprising a step of referring to the action definition;

and a step of referring to the referred data through the

index included in the acticn definition to perform
processing defined by the action class.

In additicn, the present invention is characterized

20 by digital watermark information, which has such data

configuration, as a transmission medium transmitted via a

network. Moreover, the present invention is characterized

by a browser program, which performs processing according

to this method, as a transmission medium transmitted via a

25 network.



Brief Description of the Drawi ngs Fig.
configuration of an enbodinent; 5 Fig. 2 is a diagramillustrating aré MAR 2004
exanple of a Wb page to which a mark is attached; Fig. 3 is a diagram
illustrating an exanple of a mnmenu displayed when a mark is pointed; Fig. 4

Is a diagramillustrating an exanpl e of4text
a nenu itemof "Information of the Mark Provider" is pointed; Fig. 5is a

di agram i

aut hentication server as a result ‘'of on-line authentication; 15 Fig. 6 is
a diagramillustrating an exanple of text

nmenu ite
di agram i

| lustrating an exanple of a Web page obtai ned from an

I nformati on di splayed when a

of; o FERR ANA 100 MUK TFOI 06" s pointed; Fig. 7 is a

lustrating an exanple of a hone page displayed when a nenu item

of "A List of Nhg§ 20 Provj ders’ iaiéeggﬁateg%lgggragihéhaEgia@wyﬁem

il lustrating an

when URL

of the ma@enfigumagion of Ay

xgﬁple of @ mark an ext information

2004 55response sentence from an authentication server, which

10

15

20

25

Fig. 2 is a diagram illustrating an example sta Web

page to which a mark is attached;
| Fig. 3 is a diagram illustrating an example of a
menu displayed when a mark is pointed;

Fig. 4 is a diagram illustrating an Examplg of text
informaticn displayed when a menu item of “Information of
the Mark Provider” is pointed;

Fig. 5 is a diagram illustrating an example of a Web
page obtained from an authentication server as a resulf of
on-line authentication;

Fig. 6 is a diagrém illustrating an example of text
information displayed when a menu item of “Explanation of
Mark Protocol” is pointed;

Fig. 7 is a diagram illustrating an example of a
home page displayed when a menu item of ™A List of Mark
Providers” is indicated;

Fig. 8 is a diagram illustrating an example of a
mark and text information that are displayed when URL
discrepancy is detected as a result of off-line
authentication of the mark;

Fig. 9 is a diagram illustrating =an example of a

1is adiagramillustrating a system

10 information di spl ayed when

at are di spl ayed
di screpancy is detected as a result of off-line authentication
A T¥Hustrating an exanple of a 0 4 MAR



di splayed in a Wb page; Fig. 10Ais a diagramthat defines data classes of
enbedded data and their contents; 5 Fig. 10B is a diagramthat defines data
cl asses of enbedded data and their contents (continued); Fig. 11Aﬂ@ﬁA@%mg
di agram that defines action class codes and their specific data; Fig. 11
Is a diagram that defines action class 510 codes and their specific data
(continued); Fig. 12A is a diagramillustrating exanples of enbedded data
entities; Fig. 12Bis a diagramillustrating exanples of enbedded data
entities (cosponsedsentenidey. fA12€C re auilegracatlust sariveg , exanptles ief
enbedded data entities (continued); Fig. 12D is a diagramillustrating

exanmpl es of; sgrheddedndat @eBnphikes (continued); Fig. 12E is a diagram
illustrating exanples of 20 enbedded data entities (continued); Fig. 12F

F g 1980 o 11 ubhar COT 1ot d af LRy 2o e e g P RSP el T ol ePonce.
program 22 in an enmpodi ment; 25 . Fig. 13B_is a flowchart illustrating a
processi ngEBPAdIRR 9852 ?PGMFEFlﬁaannggﬁence program 22 in an enbodi ment
conti nued);
( 5 ) Fig. 10B is a diagram that defines data classes of

embedded data and their contents (continued);
Fig. 11A is a diagram that defines action class
codes and their specific data;
Fig. 11B is a diagram that defines action class
10 codes and their specific data (continued) ;
Fig. 12A is a diagram illustrating examples of
enbedded data entities;
Fig. 12B is a diagram illustrating examples of
embedded data entities (continued};
15 Fig. 12C is a diagram illustrating examples of
embedded data entities (continued);
Fig. 12D 1is a diagram illustrating examples of
embedded data entities (continued);
Fig. 12E is a diagram illustrating examples of
20 embedded data entities (continued);
Fig. 12F ié a diagram illustrating examples of
embedded data entities (continued);
Fig. 132 is a flowchart illustrating a processing
flow of mark reference program 22 in an embodiment;

25 Fig. 13B is a flowchart illustrating a processing



Fig. 13Cis a flowhart illustrating a processing flow of mark reference
program 22 in an enbodinment 5 (continued); and Fig. 13D is a flowhart
illustrating a processing flow of mark reference program 22 in an 04 MAR 2004
enbodi ment (continued). 10 Detail ed Description of Preferred Enbodi nents
Enbodi ments of the present invention w6l be described with reference to
the drawings. Fig. 1 is a diagramillustrating a system configuration of

t he enbodi nent. Assuming that an 15 entrepreneur will be allowed to use an
aut hent i catlioen naf k, markar keifsseeceseruargrn s a2 seiner agonpritkeedfpgnt
issuing the mark, in which information conmon to all mark providers of

the mark anddgifRidmti on specific to the entrepreneur is enbedded, to the
entrepreneur to provide an authority to 20 use the mark. Cenerally, besides
a mark issuer, tRIP 1938 JIIY PRIyt a0 189Sl ol Mord@eds DRGIDL er
I's provided. The rk pronmoter may be the sanme organi zation as the mark

I ssuer. A _mark provider, server 2 is provided Lt h the t hotd e the
mark by tﬁgEWhrHJ'ssﬂ@?k251§§F§§P9E zﬁﬁf%ﬁ?%cﬁ%% t%g ng#k t%ﬁ%y%é@e%gge of
its own. D4 MAR 2004 7 Fromthe standpoint of the mark pronoter, the mark
provi der (s@ntdmuedls; #R%rver conputer that is related to the

entrepreneur provided with the authority to use the nark. )
Fig. 13D is a flowchart illustrating a processing

flow of mark reference program 22 in an embodiment

(continued) .

10 Detailed Description of Preferred Embodiments
Embodiments of +the present invention will be
described with reference to the drawings.
Fig. 1 is a diagram illustrating a system
configuration of the embodiment. Assuming that an
15 entrepreneur will be allowed to use an authentication mark,
a mark issuer server 1 is a server computer for issuing the
mark, in which information common to all mark providers of
the mark and information specific to the entrepreneur is
embedded, to the entrepreneur to provide an authority to
20 use the mark. Generally, besides a mark issuer, there is a

mark promoter, and a server cf the mark prompter is

provided. The mark promoter may ke the same organization
as the mark issuer. A mark provider server 2 is provided

with the authority to use the mark by the mark issuer

25 server 1, and attaches the mark to a Web page of its own.



A mark user client 3 is a client conputer for accessing the 5 mark provider
server 2 to browse Wb page 11 to which a mark inmage is attached. Tﬁfrﬂﬁrﬁ
user client 3 has input wunits such as a keyboard and a nouse, and a 200
display unit. A mark authentication server 4 is a server conputer for
performng on-line mark authentication Tn response to a 10 request fromthe
mark user client 3. A network 9 is a network such as Internet, which
connects the mark issuer server 1, the mark provider _ server 2, t he, mark
user cli efittom3;thands taralnreirkt af Helne | BarkoRr SBPHEX /4 Lheh&akdr PTRYeS i ent
3 has a browser 21 and a mark 15 reference program 22 in its nenory- A
processi ngewtlielr 0  ihe amrdemiger compnited exbednt esst heebabedert®1 HiRd t he
mark reference program 22. Wen, in the browser 21, URL of the mark

provider seryel f%ﬁ%&ff%@@ﬁpﬁéﬁfh@%hamkéh@uVEbr@agethu$é tBeuestsd
through the ne mor Vbr d Wde Web) 20 server 12 of the mark

provider gerven 2 dl%\é‘gt e; Yeh -Pagh¢! eoé\pﬁ%@rfo&matcc@%ﬂﬁ@erthe

transn1ts t 16 speC| page 11°to the mark user client 3. The browser
erprets the received Wb and_ displ t 19n ndigplay

unlt q;s E a%r?ﬂég%¥oﬁ§§ﬁe§i getébts Ows 5“%%t %nlgf.&ﬁewnar

control is passed to the mark 0 4 MAR 2004 E referen_]O %ﬁrogr%n12 Iﬂg mar k

ref er ence™pEdgramee 1axerieched gi tHe WAREFmSE T Mot FRati on "érbedded i n

the mark, and perforns off-line mark authentication, 1f the _mark
units such as a keyboard and a mouse, and a display unit.

A mark authentication server 4 is a server computer for
performing on-line mark authentication in response to a
10 request from the mark user client 3. A network 9 1is a
network such as Internet, which connects the mark issuer
server 1, thé mark provider server 2, the mark user client

3, and the mark authentication server 4.
The mark user client 3 has a browser 21 and a mark
15 reference program 22 in its memory. A processing unit of
the mark user client 3 executes the browser 21 and the mark
reference program 22. When, in the browser 21, URL of the
mark provider server 2 site is specified and the Web page
11 is requested through the network 9, WWW {World Wide Web)
20 server i2 of the mark provider server 2 retrieves the Web
page in a memory unit and then transmits the specified Web
page 11 to the mark user client 3. The browser 21
interprets the received Web page 11 and displays it on the
display wunit. As soon as the browser 21 detects an

295 extension of the mark, control is passed to the mark



attached to the Wb page 11 is correct, the mark reference 5 program 22
displays a formal mark image. In addition, if a wuser points a mar@[l\éniﬂl*?ﬁ
nouse, a nenu is displayed. Using the nenu, an action can be sel eCt &tg
obtain various kinds of information abgut mark authentication. Moreover,
when on-1ine authentication of the mark8is instructed, the 10 mark
reference program 22 accesses the nmark authentication server 4 via the
browser 21 and the network 9 to obtain information about whether or, not
the mark aetfzcieade o RARIIARD Phge | T¥PIEEH ate el Shar PTE N
program 22 may be included in the browser 21 as its part. 15 The mark

| mage att achedhdtos tdiey Mél pamgee dia ahdithermdt gphakmbpatdednik ithEof@ati-on
enbedded in the mark image can be treated as a transm ssion nmedium It is

because theg tﬁé@&?ﬂrﬁx%i OBt Pedi HE inga ¥ ¥ aRSAhiehed deativeen t e mahk irsster
server 1 and the mark provider server 2 and between the 20 mark provider

server 2 and AR dises EhLEREL3 pigh the 1 8otYBEkce, The Wk edmimacee
e

program 22, or a program o rowser 21 that includes the mark

1 oBEe RGBT 22 Pl B CELEAERED, 18,0 papam o8 o fgan o

destin user I'én e network 9. In addition,
0 4 MAR 2004 9 the mark reference program 22, or_the rogra P_I; od.
browser 2P%%Fat PPAGITFde’d tr??er]ﬁat"’l%tﬁ’ef r SACRS Bt odh a%ef% can n%e ps%%gfed in a
storage nedi um such as CD-ROM and del i ver ed. . .
Using the menu, an action can be selected to obtain varilous
kinds of information about mark authentication. Moreover,
when on-line authentication of the mark is instructed, the

10 mark reference program 22 accesses the mark authentication
server 4 via the browser 21 and the network 2 to obtain
information about whether or not the mark attached to the
Web page is appropriate. The mark reference program 22 may
be included in the browser 21 as its part.

15 The mark image attached to the Web page 11 and the
digital watermark information embedded in the mark image
can be treated as a transmission medium. It is because the
transmission medium is transmitted between the mark issuer
server 1 and the mark provider server 2 and between the

20 mark provider server 2 and the user client 3 wvia the
network 9.

The mark reference program 22, or a program of the
browser 21 that includes the mark reference program 22 can

be delivered, as a transmission medium, from a destinatiocn

25 server to the user client 3 via the network 9. In addition,



Fig. 2 is a diagramshowi ng Wb page 31 that is 5 transmtted fromthe
mar kK provider server 2 and that is displayed on a display unit bp H‘AE
browser 21 of the user <client 3. The mark reference program 22 d é yzgm‘
mark 41 on the Web page 31.. Fig. 3 is a diagramillustrating information
displayed in a nmenu 42 as a result of pBinting 10 the mark 41 on the sane
Web page 31 with a nouse. The nenu 42 displays several nenu itens for
providing users with information related to the mark. Sel ecting one of the
menu it erhecamsek t e feacnaeef @regeerpr 8gr anp22 tine theodrawsedt 2he o

di splay specified information on the display unit. 15 Fig. 4 is a diagram

i || ustrat im@wakrexanpteaef inettudeisnftorareidan tdperéscdi ppbayad 22 aah al og
wi ndow 44 when a nenu itemof "Information of the Mark Provider" is

poi nted. pHhed@xdy i of nBtd o0 StALESH halct hes mehkromogRy etk yewsd .t he
mar k provi der who 1ssued the b page to use an 20 aut hentication mark, and

al so states infor o] bu r QM y 2t10

Aut henti cati on SeEgt\‘?It 22 ajtE}Oo Q:Ea? bS%t ?J\énqgfe We}jn éct |3r:1Lg B}rllafi

aut henti cation so as o call the k aut henti cati on s rver 4tBotver|fy
this I nfgARETGHS RETVETRE PRGTRddR POV Thg Y- fi fED5
authentication, the user can detect a nark gr ovider of 0 4 MAR 2004 10
whi ch mar iggd dyes beenasdFpdd vorutbhcey e§hBefoiwsar of f 68t iWHe Mk’

peri od even though a formal mark is attached to the Wb page 31.
"| nf or mat icdneoft the Phonotark befevence program 22 displays a mark 41

on the Web page 31. Fig. 3 is a diagram illustrating
information displayed in a menu 42 as a result of pointing

10  the mark 41 on the same Web page 31 with a mouse. The menu
42 displays several menu items for providing users with
information related to the mark. Selecting one of the menu
items causes the mark reference program 22 and the browser
21 to display specified information on the display unit.

15 Fig. 4 is a diagram illustrating an example of text
information that is displayed in a dialog window 44 when a
menu item of “Information of the Marxrk Provider” is pointed.
The text information states that the mark promoter allows
the mark provider who 1issued the Web page To use an

20 authentication mark, and also states information about the
mark provider. “Inquiry to Authentication Server” button
45 is a button for instructing on-line authentication so as
to call the mark authentication server 4 to verify this
“Information of the Mark Provider”. Using the on-line

25 authentication, the user can detect a mark provider of



46 is a button for accessing a Wb page issued by the mark 5 pronoter to
obtain informati on about the mark pronoter. "OK" button is a button for
returning control to the browser 21. Fig. 5 is a diagramillustrati MAR i
exanpl e of Wb page 61 that is obtained fromthe mark authentication 10
server 4 via the browser 21 when the "In@Quiry to Authentication Server"
button 45 is pressed. The Wb page 61 states that the mark provider is
aut horized to use the mark, and also states information about the mark
provi der. i Och 6 Sria @isagr Bk | bast r attionpeah exanphecefl etiexbefdbe an

i nformati on displayed in a dialog wndow 47 when a nenu item of

" Expl anat ié’ﬂfé’ét K B¥ Q1 E@QEBdi svBRi AhedgnThi ForeeANmSriexpd ahtsathed
origin of the on-line mark protocol, contents enbedded in a mark, and

whi ch aut hentjgation check .is perfer 20 Flg. ol 93 0 @0am
iIIustratiE% gﬁeeggﬁbl%P%ﬁ %%he 6&%@ %tfﬁg% +§ 8 Fainegg%ﬁ%%ughuthgn
browser 21 when a nenu itemof "A List Of@%%rk Provi ders .i.s gggnted The

home paget®218oft BISOR 0% HBICTHEY (7 oVFheH2qrt H SEHE? lﬁfﬂﬂlt@afg use
the sane mark by the mark issuer server 1. 25 Because each_site has URL of
its hofe peyenoBensdl cahtein MARE QUDALIAN praRREt a WisecPEFk sPYRISTREMe
page by pointing an appropriate URL. Fig. 8 is a diagram show ng the
fol |l owi ng:“@KnarbudBon is a button for returning control to the
browser 21.
Fig. 5 is a diagram illustrating an example of Web
page 61 that is obtained from the mark authentication

10 server 4 via the browser 21 when the ™“Ingquiry to
Authentication Server” button 45 is pressed. The Web page
61 states that the mark provider is authorized to use the
mark, and alsc states information about the mark provider.

Fig. 6 is a diagram illustrating an example of text

15 information displayed in a dialog window 47 when a menu
item of “Explanation of Mark‘Protocol" is peinted. This
example explains the origin of the on-line mark protocol,
contents embedded in a mark, and which authentication check
is performed.

20 Fig. 7 is a diagram illustrating an example of home
page 62 that is obtained through the browser 21 when a menu
item of “A List of Mark Providers” is pointed. The home
page 62 contains a list of sites provided with the

authority to use the same mark by the mark issuer server 1.

95 Recause each site has URL of its home page, a user can



di spl ayed when di screpancy between URL of the mark provider 5 server 2
enbedded in the mark and URL of the hone page is detected as a resul& of
of f-1ine authentication of the nmark; and an exanpl e of text i nf orlel!dfodili
di splayed in a dialog window 49 generated as a result- "Warning to

Aut hentication Server" button 50 is a bliton for warning 10 the mark

aut hentication server 4 of the URL discrepancy. Fig. 9 is a diagram
illustrating a response sentence from the authentication server 4, which
i s di spl ayedvise Wb pagecBIicFi gsitd0A ahdmEOB Ra%e di BYr ak® Hd ddef e
data 15 classes of data, enbedded in a mark as digital watermark

i nformati g pﬁyﬂ}ﬂgggrumpntents. The data definition conprises a code
showi ng a data class and data. There are data directly referred to and

data that includ reef erredy; 884t Yshbemhdataenyiaowdsian 4 noexk dhe
latter is data Zgﬁtoﬁatsei S ingﬁegtly ?eferrgd to through a specified

entity- item nunber. ' Character_code' ' %1 Dor 1M Gaies sr&hagast er

code repré%%%ﬁﬁ%&fikﬁ%?%u%hS%EEH?EfgnBeXQ%%F.U%%bfgit nati on %%de', whi ch
is D2, is a double-byte character. 25 representing a Lect nati :

speci fPed S®FVe0 316BLefrdethd WW’Z’EQ&? d&%}“ e%f 1(r)igjt%i g)r?mlrés IiJag;!;a;lEan:,Lst he

obj ect nation code is JP. D3 is "nane of mark is&g;r'” D4 .s UR% OLhé
server reldatmtted asmpk resuek. % LW ot UTERAR PEETo8T ' O D6 1S

of .
mark; and an example of text information displayed in a

URL

dialog window 49 generated as a result. "Warning to
Authentication Server” button 50 is a button for warning
10 the mark authentication server 4 of the URL discrepancy.
Fig. 9 is a diagram illustrating a response sentence from
the authentication server 4, which is displayed in Web page
63.
Figs: 10A and 10B are diagrams that define data
15 classes of data, embedded in a mark as digital watermark
information, and their contents. The data definition
comprises a code showing a data class and data. There are
data directly referred to and data that includes a referred
entity-item data number as an index. The latter 1is data
20 that is indirectly referred to through a specified entity-
item number.
‘Character code’, which is D1, indicates a character
code representing data such as JIS and ASCII. ‘Object
nation code’, which is D2, is a double-byte character

26 representing an object nation specified by IS0 3166; if the



a server related to a mark pronoter. D7 is identifier (ID) 5 given to the
mark for which the authority to use is provided. D8 defines L MAR 7

initialization. "Definition itemof mark display action' indicate@ NIB U(g%
an entity itemthat specifies an actiogglfor an initially displayed mark.

|f 10 the nunmber is O, nothing is displayed. "Definition itemof initial
action' indicates No. of an entity itemthat specifies an action to be

subsequent|ly executed. D9 defines menu. confi quratio inspl d
when a naekiest dlﬁibll@d.lsNﬁ?fﬁéfl'ofta}Wen?r}b?? ﬂsn%?ilélpinneé;oc}negnggrggf rre% 15
itens to be displayed. "Alist of action definition itens' indic ?F; No.
of an entiitsy ‘intaera tdfamaief | esuen’ actRbHni$ oUR%eOEX@cﬁﬁéae\ﬁnéﬁi@é@? Shu

itemis selected. A nane of each action is displayed as a nenu item name.
DI D defi ngs arxaGidsaiet 0 D6 executed ioff mardr KiEotEY Ui sPéayied Ut &
of f-1ine authentication of a Wb page to which the mark is attached.

Nunber of, aGANS 1S dUIDES 2 OfiaKepubAberact DONgs AL istx 6Tl tion
items of mark |spliay action' shows a list of entity item Nos. that

define; each actiqn. I, definescan agtiep tenbe sxecsiedy25tuvhenséexisis
di spl g?/edg&fvte@r ofof-l%lr?e g‘é?ﬁenf?cation. 0 4 MAR 1004 13 ' Nunber of

actions' is nunper of executable actions. 'A |list of definition itens of

text di spPRHPVe&SDn' shows a list of entity item Nos. that define each

action. DI2 D8 defines initialization. ‘Definition item of mark

display action’ indicates No. of an entity item that
specifies an action for an initially displayed mark. If
10  the number is 0, nothing is displayed. ‘Definition item of
initial action’ indicates No. of an entity item that
specifies an action to be subsegquently executed. D9
defines a menu configuration to be displayed when a mark is
clicked. ‘Number of menu items’ defines number of menu
15 items to be displayed. ‘A list of action definition items’
indicates No. of an entity item that defines an action to
be executed when each menu item is selected. A name of

each action is displayed as a menu item name.
D10 defines an action to be executed if a mark is
20 displayed after off-line authentication of a Web page to
which the mark is attached. ‘Number of actions’ is number
of executable actions. ‘A list of definition items of mark
display action' shows a list of entity item Nos. that
define each action. D11 defines an action to be executed

25 when text is displayed after off-line authentication.



defines a URL of at | east one Wb page to which the mark is 5 attached.
"Nunber of attached URLs' is nunber of URLs for Wb pages to whi g@ Y’?AB?U
mark is attached. Attached page URL, which has a not-om ssible port @nd
a omssible portion as a set, defines at |least one set. In Fig. 10B, D13
defines 'nunber of attached IP 10 addré8ses', '|P version code of server
| P address on attached page', and its 'I P address data' as information
about | P addresses of servers in which each attached page exists. Dl4
defines ' sNambeaf ofrlkcpdoned’ by mstdoetr ngf yexecutssmlie @dayichdur, Win' .
D15 defines '"end of mark 15 period' by 'ending year, nonth, day, hour,
mn' . Dl1631deki ngs aelashtiahuei tass' offareeter iikptavalamciofnt hehosentaents',
obtained fromcontents of a Wb page. D17 defines URL of an authentication
server t hgngerE)?r r@jﬁ@ir\fy | iiRepuiBent iQatd oRedfingd VeBcpage-4omhi choihe
mark is attached. DI8 is "action for nouse HOVER , and defines No. of
an entity . itemthat fines_an L O X t S isS put
depigat s AH it 5f Housh PRAVEES B9 Rl RrasHanoal O,

on a mark Il on” fOF Tbuse efines No. of an entity

itemthat defines an action 25_execut ed a nouse cursor .o S
noved ffaFﬁ§C@3$-NARNHWQF%AQﬂaF§235§6%ﬂ§E%%ti%% ?%?H%?eggiggéggq%%hse

| eft button', and defines No. of an entity itemthat defines an aﬁﬁion
Web pages to which the mark is attached. Attached page .

which has a not-omissible portion and a omissible portion
as a set, defines at least one set.
In Fig. 10B, D13 defines ‘number of attached IP
10 addresses’, ‘IP version code of server IP address on
attached page’, and its ‘IP address data’ as information

about IP addresses of servers in which each attached page

exists. D14 defines ‘start of mark period’ by ‘starting
year, month, day, hour, min’. D15 defines ‘end of mark
15 period’' by ‘ending year, month, day, hour, min’. Dlé

defines a hash wvalue, as ‘characteristic value of the

contents’, obtained from contents of a Web page. D17

defines URL of an authentication server that pexforms on-

line authentication of a Web page to which the mark is
20 attached.

D18 is ‘action for mouse HOVER'’, and defines No. of
an entity item that defines an action executed when a mouse
cursor is put on a mark. Dl9 is ‘action for mouse LEAVE',
and defines No. of an entity item that defines an action

55  executed when a mouse cursor on a mark is moved off the



executed when on a mark a nouse left button is pressed. 5 D21 is 'action
for pressing of nouse right button', and defines No. of an entity item
that defines an action executed when on a nark a nouse ri ght buttﬁylh? 00
pressed. D22 is special data for defining an action. 'Action nane Ns ;
nane representing the action, which is g¢fined 10 only when the action
name is an object to be displayed. 'Action class code' is a code
representing an action class. The details of 'Action class code' are
defined by, definitions of action class codes shown in Figs. 11A and 11B.
"Action class specific data' defines data required to 15 execute the

action. D23 is apgeneral .purpgse dfy addeessng amd nipacd f lestamutRorersi on
code. D24 is 'gerll%r%alf%urpose URL'r, al§<;1Ind def?nes URL of a Wb page ot her

than an authentication page.of_a n{icatign+Selyeined2ani Sctidxt’,
and defi nég n‘fl%i%ﬁﬁ??o %o D 8Psp%lng‘;ie i#%ﬁdiltgﬁog 20 W ndow t hat is

generated in relation to a Wb page to which .t mark is t = gs.

11A and 1EFeetef ayhghs Yhat &%fﬁgheaa&qu&? Jc?ggs bélélﬁeoél a% ?Dh(i}eé%%esﬁeci fic
data. The action definition has a data configuratian conBriiing: an action
code 25. MsPr esent ianticom aprorP¥ee®snd afd d"PAFangtd HoPPFER" t hat* 4 MAR

1004 15 is data required for the action. The action definition of " nmenu
di spl ay' (dNdinedowrver ofdoes nettimgl udieerm pehabet@eLipdFtidh IFFIRD
action definition because it refers to
executed when on a mark a mouse right button is pressed.
D22 is special data for defining an action. ‘Action
name’ is a name representing the action, which is defined
10 only when the action name is an object to be displayed.
‘Action class code’ is a code representing an action class.
The details of ‘Action class éodg' are defined by
definitions of action class codes shown in Figs. 11A and
11B. ‘Action class specific data’ defines data required teo
15 execute the action. D23 is a general purpose IP address,
and specifies an IP version code. D24 is ‘general purpose
URL’, and defines URL of a Web page other than an
authentication page of an authentication server. D25 is
‘text’, and defines_information to be displayed in a dialog
20 window that is generated in relation to a Web page to which
the mark is attached.
Figs. 11A and 11B are diagrams that define action
class codes and their specific data. The action definition

has a data configuration comprising: an action <code

25 representing an action class; and a parameter portion that



"definition of menu configuration' (D9) as data inplicitly. 5 Paraneter
portions of 'mark display' (A7) and 'execution of add-on progran ‘(ﬁﬁ% @Le
data that is directly referred to. Paranmeter portions of the ot hel /
definitions include a referred entity-item No. as an index. In other
words, an indirect addressing nethod, bg which data is referred to 10
through a specified entity-itemNo., is used. 'Menu display' action, which
is A, displays a pop- up nenu that is specified in the itemof 'definition
of menu genfduy até@nirdaf ifped dne De:tAshi onTHat acitd ons plediifriietidm ah
action definition itemaccessed through 15 'definition of nenu

conf | gur atiQR, ALSNYLY (i M Mowedler, ARILS1 hben i61NERU L Gk Bt ON
may be spegﬁ¥?% aégg%y aétigﬁ darg.qﬁﬁf-line aut hentication', which is

A2, perforns .authentication co I l.nt.or ' obt ai n o]
r ef er ence PERiYShmédt  With Sﬁ?ﬁgﬁtrgggﬁggtﬁn%Or%gkkgﬁezoaﬁn gﬁf%%%iP§? and

then generates an authentication result _code. sed on this authentication
result, théefEmdtion wEprayRdcsREsPUrAGLCH 'désﬁm%ﬁ<§%ﬁ% 1mp#&%%?£y.

display after authentication'. In addition, if 'definitioﬁn}?enlof ext
di spl a§ afftesramantdremexaidon’ of s ‘markodiseleyi's P Mdidpl ay e AU Ay to
this. '"Balloon display', which is 0 4 MAR 2904 16 A3, generates a w ndow
havi ng onladd+ameptdqeesy’ andsi hene despl apett da dinferdr iniofred FPem
specified by "item nunber of displayed text' in this w ndow.

Parameter portions of the other action definitions include

a referred entity-item No. as an index. 1In other words, an

indirect addressing method, by which data is referred to

10  through a specified entity-item No., is used.

‘Menu display’ action, which is Al, displays a pop-
up menu that is specified in the item of ‘definition of
menu configuration’ defined in DS. Action data is
specified in an action definition item accessed through

15 ‘definition of menu configuration’. An entity-item No. of
‘definition of menu configuration’ may be specified as an
action data. ‘O0ff-line authentication’, which is AZ,
performs authentication by comparing information obtained
from reference environment with authentication information

20 in an entity, and then generates an authentication result
code. Based on this authentication result, the mark is
displayed according to ‘definition 1item of mark display
after authentication’. In addition, if ‘definition item of

text display after authentication’ 1is not 0, text is

25 displayed according to this. ‘Balloon display’, which 1is



"Text display', which is A4, generates a dialog 5 wi ndow having an action
name defined in D22 as a title, and then dlsplays i nformation of fTﬁ%ﬁR
text specified by "item nunber of displayed text' in this w ndow. 2004
addition, if wvariable information is inserted in the text, a text, which
is defined by 'nunber of objects inserté@ in the text' and 10 ' object
information inserted in the text', is inserted in the text before
displaying it. The 'object information inserted in the text' is an
entity-item Nogehoraspecid ywhgdowhdavise teuly et aner }ines gy §fm then
|nfornat|on code. Moreover, if a button is dlsplayed in addition to the

text, L{fled v 9f raddl t i 9PakmbYt bANSSE and ' Atém stspefc iddfdchi bivon' itemns of
acti on for di t’1 onal button are specified. A definition itemof action

for additio utto cifiescxan aat LANst Pahdbe.executed when the button
IS pressed-1 %% é%gé;l #’ay ,e%l chis A% obtains a Wb page 20

specified in an URL ite d dj spI t apRew brousgt sW gdoyy 2 Thg URL
itemis an URL re %%n{aﬁ?dﬁtaﬁ’e 1ocC ?%/Idgn %f ?he VQ% pagee "Action item
nunber on extinction of |link _destinati

refers natj,gn
exi st eAce WinRPV BRAULRSf FRe&CRIONof 28T gﬁlfll ¢ t&mT at spe 1Ejj?ﬁeés a%\ action
25 to be executed when the |link destination becorres ext| a Qo Nf‘ﬁeﬁow
17 Not perfremi agsbiaks- dndormaticie 15 nkl o7 i hPEFalSPEAL dﬁ resul tstin

invalid. In addition, if the action item nunber on extinction of lin
destinaiicnumberandia@mam¢d text’ in this window. In addition, 1

variable information is inserted in the text, a text, which
is defined by ‘number of objects inserted in the text’ and
10 ‘object information inserted in the text’, igs inserted in
the text before displaying 1t. The ‘object information
inserted in the text’ is an entity-item No. for specifying
the inserted text, or is a system information code.
Moreover, if a button is displayed in addition to the text,
15 ‘number of additional buttons’ and ‘a list of defipition
items of action for additional button’ are specified. A
definition item of action for additional button specifies

an action that is executed when the button is pressed.
‘Web page display’, which is A5, obtains a Web page
20 specified in an URL item, and display it in a new browser
window. The URL item is an URL representing the location
of the Web page. ‘Action item number on extinction of link
destination' refers to a link destination existence flag,
and defines No. of an entity item that specifies an acticn

295 to be executed when the link destination becomes extinct.



is perfornmed when |ink destination becones extinct. 5 ' Comunications with
server', which is A6, issues a request specified by 'request Claﬁf g g@'
to a server specified by server URL item nunber', and processes 4 @ ke
data received fromthe server according to 'response processing code'.
'Mark display', which is A7, 10 applieslan effect specified by i mage effect
code' to a mark inmage, and overlays a text specified by 'synthesized
text' on the mark i mage before displaying it. The text i,s , displayed
accor di nglibs ' pexfobodpacol otk celeck ' #Extthg afdmecoPbr idtidetal 4t
code'. The text is synthesized only 15 when it is instructed by the
'synt hesi zeduti@et ' inl niffivglidl1B, 'Iexeedtiidnosf, add- ohher otR@RICDWHER i S
A8, interprets a programdescribed in a script |anguage as action data,
and then exsediesot hexpraarapyn Hie prowrasstdeseriopl’i arsi0,t e soripen
| anguage may be specif ied in 20 'text' of D25. An entity-item nunber of
this "text' B nma i £ ed: | i Lkopxdehiri.tion. At the
time of inA‘tra |éz%)§£ﬁe§%%r} ﬁ%@ﬂeﬁét%?aggéﬁcﬁ%gﬁﬁ whet her or not
extinction of a \\b page rel.ated to, ., mark t.henti.cati on, »@r t; jke

CerR LR ebra  BrEe B P ' PR 28T RS

causes”i naccessi bi In menory as a link

destination 0 4 MAR ZON 18 flag. ' Ceneral purpose U eLtenlnugbeéerbg No.
of an entE@pYttemsPRal Kitest e$Yan E68ES TURE-SAct FBR “on ifem nunber"
is No. of an entity itemthat defines an action to

specified by ‘'server URL 1tem number’, and processes

response data received from the server according to
‘response processing code’. ‘Mark display’, which 1is A7,
10 applies an effect specified by ‘image effect code’ to a
mark image, and overlays a text specified by ‘synthesized
text’ on the mark image before displaying it. The text is
displayed according to ‘text body color code’, ‘text frame
color code’, and ‘font code’. The texf is synthesized only
15 when it is instructed by the ‘synthesized text’.
In Fig. 11B, ‘execution of add-on program’, which is
A8, interprets a program described 1in a script language as
action data, and then executes the program. The pregram
description in the script language may be specified in
20 ‘text’ of D25. An entity-item number of this ‘text’ may be
specified in action data of action definition.
At the time of initialization, ‘link check’ of AS
checks whether or not extinction of a Web page related to
mark authentication, or the like, causes inaccessibility,

55  and then stores the result in memory as a link destination



be executed when contents could be accessed. 'Action on NG 5 item nunber,
is No. of an entity itemthat defines an action to be executed whep; MAR |
contents coul d not be accessed. Wen a Wb page coul d be accessed, the \;‘gﬂb
page is not displayed. If an action itemnunber is O, the action is not
perfornmed. 10 Figs. 12A through 12F areldiagrams illustrating exanples of
a data entity enbedded in a mark as digital watermark information. 'ltem
No. ' at the top of each line acts as an index that can be referred to, as
a paranet él2g.fromddremthePuemdsy URdm d48. peredde’ i% ¥9codel1zn
representing a data class. The top of an entity itemthat specifies an
action defdmyittivonitem anhact sapresmean Howeeer , URAs r édatdonamradti ohtem
definition that defines an action executed when a nenu itemis pointed, an

action defjpiddon 14 has . deki aes & aef | DewXerdt edethersa abutdamidrs to
pressed, 20 and an action definition that defines an action for opening a

dial og wi ROW{ Q&P @Yo LEXEentBe o dOfhd he @ddy. itmmisn adsaesed

as a | abel or "a IS set to an action nane of an action

definition that does not.use.a |abel or it e, r.ac - e, a@bj ect
nat i onécod&e"haﬁé’m = Lar I’Zs’oelilo mﬁ%o&f 13g~|t!;§l§gerel,t(§rr§r Sﬁ%gugr%b%%g n%l?re of

mark pronoter, mark _pronoter URL, and indivjdual rk I.D.are item
Nos. 1 tiGugh 7t¢ eBpebticrdyd |Hhh hﬁ?ngeghﬁmgoflﬁirlgt Q5 A i%%,gésggd'

When a Web page could be accessed, the Web page is not
displayed. If an action item number is 0, the action 1is
not performed.

10 Figs. 12A through 12F are diagrams illustrating
examples of a data entity embedded in a mark as digital
watermark information. ‘'Item No.’' at the top of each line
acts as an index that can be referred to, as a parameter,
from the other entity item data. ‘D code’ 1is a code

15 representing a data class. The top of an entity item that
specifies an action definition 1is an acticon name. However,
as regards an action definition that defines an action
executed when a menu item is pointed, an action definition
that defines an action executed when a button is pressed,

20 and an action definition that defines an action for opening
a dialog window to display a text, the top of the entity
item is also used as a label or a title. ™" is set to an
action name of an action definition that dces not use a
label or a title.

25 Character code, object nation code, name of mark -



item No. 17 defines a nark display action, and item No. 15 5 defines an
initial action after displaying the mark. Item No. 17 indicates that A7
action (mark display) is performed wth a text "in authenticationf; MAR 2004
overlaid on the mark. Item No. 15 specifies the follow ng: A2 action
(off-line authentication) is performed;gand a mark is displayed 10
according to itemNo. 10 after the off-line authentication. [tem No. 10
specifies the following: a mark is displayed after off-1line

authenti catigny ifyarkesykbuel ther,auhbeetieatimarks pebmeter,thmamirk is
di spl ayed according to itemMNo. 21; if URL is invalid, the mark is

di spl ayed 15, accor gkng Lad LemNvah ik ifp edieckbverperied pbsthe mark
plraye Ing to 4

expires, Ph& S di Spla accor item No. 24. item No. 21

specifies that a formal mark is displayed. w tho i .ef.fec
syntheslzéﬁrPéﬁp.'ﬁtEﬁFRﬁ9ti§e§Hecifdﬁ%“?%%t Eaf%%@ﬁg?ggé?§8ﬁg%ggqng
according to item No. 14 when detecting that a nouse cursor. _is But n a
mar k. ItentNm.Npﬂ_§ﬁ%d$#ﬁ%%e%hétmﬂgka@ﬂﬁﬁﬁay(ﬁﬁq%ﬁﬂvd?%%lé§?mi§ pe# or med
and a text specified in item No. 32 is displayed in the balloon. |tem No.
13 spexi f definkat aa nemitisl despliaged 123 FHeH WY otheeMPRE.: 16 Wien on
a mark a nmouse |left button 0 4 MAR 20N 20 is pressed. Item No. 16 specifies
that Al agbi on7( e caticsplat i 57 pert bomednatk edibplag) spscivkirds mmadenu

configuration. Judging fromthe nenu configuration, the
with a text “in authentication” overlaid on the mark. Item
No. 15 specifies the following: A2 action {ocff-line
authentication) is performed; and a mark is displayed
10 according to item No. 10 after the cff-line authentication.
Item No. 10 specifies the following: a mark 1is displayed
after off-line authentication; if a result of the
authentication is correct, the mark is displayed according
to item No. 21; if URL is invalid, the mark is displavyed
15  according to item No. 22; and if effective period of the
mark expires, the mark is displayed according to item No.
24. TItem No. 21 specifies that a formal mark is displayed
without image effect and synthesized text.
Ttem No. 12 specifies that balloon is displayed
20 according to item No. 14 when detecting that a mouse Cursor
is put on a mark. Item No. 14 specifies that A3 action
(balloon display) is performed and a text specified in item
No. 32 is displayed in the balloon.

Item No. 13 specifies that a menu 1is displayed

25 according to item No. 16 when on a mark a mouse left button



menu has three itens and itemnanes are specified initem 5 Nos. ]ﬁ m
and 20. Item No. 18 specifies the followi ng: when "Information of h% p’k
Provider"” itemis pointed, a mark is displayed according to item No. 10
after off-line authentication; and then a text is displayed according to
10 item No. 11. Item No. 11 specifies th@ following: if a result of
authentication is correct, a text is displayed according to item No. 26;

if URL is invalid, the text is di sﬁpl ayed according to_.item No. 23; and if
ef fecti ve iperpoessestpi r ektem h¥ot ext® | §PEFdpREFed Rt ordi i Eb°T t eMNG. 25.
15 Item No. 26 specifies A4 action (text display) to be executed. Fixed
text infogetdien )i s ispegidrfednied.itemiNen B8. Vari apesifafsr méti 8iF o be
inserted in a text is specified initemNos. 39, 40, 41, 42, and 35, In

addi ti on, Afdjti gnal  buldansg at eoir eHdetlenthecomftbgunititnse ¢
butt ons arcgtn\ggemflel initem No@};g. 27 and 28. Item No. 27 specifies that

A6 action (co nications .w el ehSnaféecul:ed ¥heritlaquiiny itteem

Aut hent i c&‘%"l% vgbxeﬁutl}t@gh&l Zaq{d[;resged.naServer URL is specified initem
No. 31. A request code t 2[;lge server is 1, and a response processing code
is 25 3. Masm NP+ 29 s T f1's A5 action (Web page display) to D 4 MAR 2004

21 be executed when "Infornati on of the Pronoter" but i.S: .resggge The
URL i s specifiedlten tedMNo. 68| térﬂelﬁitplf@ i nStiuct sftc{qrr}aot"&anngnu s

di spl ayed . .
"Information of the Mark Provider" item 1s pointed, a mark

is displayed according to item No. 10 after off-line
authentication; and then a text is displayed according to
10  item No. 11. TItem No. 11 specifies the following: 1f a
result of authentication is correct, a text is displayed
according to item No. 26; if URL is invalid, the text 1is
displayed according to item No. 23; and if effective period
expires, the text is displayed according to item No. 25.
15 TItem No. 26 specifies A4 action (text display) to be
executed. Fixed text information is specified in item No.
38. variable information to be inserted in a text is
specified in item Nos. 39, 40, 41, 42, and 35. In addition,
two additional buttons are provided. The names of those
20 buttons are specified in item Nos. 27 and 28. Item No. 27
specifies that A6 action (communications with server) is
executed when "Inguiry to Authentication Server" button 1is
pressed. Sexrver URL is specified in item No. 31. A request
code to the server is 1, and a response processing code is

25 3. TItem No. 28 specifies A5 action (Web page display) to



according to item No. 33 when "Explanation of Mark 5 Protocol" itemis

sel ected. There is no variable information to be inserted in a text[]grmerm]
additional button. Item No. 20 specifies that Wb page display is : \
performed when "A List of Mark Providers" itemis selected. 10 URL of the
Wb page is specified in itemNo. 30. Itlem No. 22 indicates the follow ng:
if off-line authentication proves URL to be invalid, a mark is displayed
with a text "invalid mark use" overlaid on the mark; and then the text is
di spl ayedbaceorativiged owheem'NovE argiap3.on t efn 2316 pBEPPPEST{ hatu e atSg
window with a title of "invalid mark use" is generated to display a text.
Fi xed textekpkarnatheonuRs spespéicefied iteinthn. N84. 6Variable information
to be inserted in a text is specified initem Nos. 35 and 1. URL of the

Vb page is overbaigd og,an 29 eddduafs i temiNo.a lmehd addi t dasplayed
additional button i1s provided. The nanme of the button is specified in item

No. 29. Item Na.. 24 indic t fokkow, na:, if» | ve; oraut hent i on
proves exﬁFnglgﬁﬁgof & tec eﬁ]\?e I[t];(g'ri ochj%' ;%g%nnar I?Iégé%ﬁlpﬁrgyeggm %\d%&g( t ext

"expiration of effective 0 4 MAR 200 period’ gver.l_ai n - ; and
then the P&REOFSL"di spteYedtccsfaich et%zci item%].:gzalsl tgjn?)ZStlggé%%rfliléés

that a dialog windowwith atitle of "expiration of i
information to be inserted inpea text angfnﬁgtgé%itional

button.

Item No. 20 specifies that Web page display 1is

performed when "A List of Mark Providers' item is selected.
10 URL of the Web page is specified in item No. 30.

Item No. 22 indicates the following: if off-line
authentication proves URL to be invalild, a mark is
displayed with a text ™“invalid mark use” overlaid on the
mark; and then the text is displayed according to item No.

15 23. Item 23 specifies that a dialog window with a title of
vinvalid mark use” is generated to display a text. Fixed
text information is specified in item No. 34. Variable
information to be inserted in a text is specified in item
Nos. 35 and 1. URL of the Web page 1is overlaid on an

20 entity of item No. 1. In additicn, one additional button
is provided. The name of the button is specified in item
No. 29.

Ttem No. 24 indicates the following: if off-line
authentication proves expiration of effective period, a

25 mark is displayed with a text “expiration of effective



period” is generated to display a text. Fixed text 5 information is
specified initemMNo. 36. Variable information to be inserted in a(td¢¥f AE
itemNo. 37 and current tine specified by systeminfornmation code S1. In
addition, one additional button is provided. The name of the button is
specified in itemNo. 29. 10 Fig. 12E i%2a diagramillustrating an exanple
of an entity relating to link check. Item No. 3 specifies that on
initialization an initial action shown in itemNo. 4 is executed. Item No.
4 indi cat pertibe”f oldvewilegid ALmcttlon  Parkk cBeEk) thetexd&d® ed ¥t Wb page
of which URL is shown 15 in item No. 2 is accessed; if the contents could
be accesggdplayddladciastdingion exest Boce2f6l.agltemt Bé meesrifigs Geatto
"OK'; and a mark display action of itemNo. 5 is executed. As regards item
No. 5, a cclha(%@&%gé $likiges XEh arecpves| aird ark@i 1@t kon mege d¢ifdetive
di splayed. It the 20 contents could not be accessed, the flag on the nenory
is set to 'NG.,and a I | ay,. act i item 6 1S FEXeguUt gkt As
regards ilpgﬁlll%i. 6,-"a élrkeac %e?cs st%?ng‘ﬂf%%%yi sgov%gi d on the mark i mage
to be displayed. Wen "A List of Mark .Provijders"” nu it em or is
pr esse’g, anfPImedtiBh okt n?P?Sﬁféggici fi'ad %ﬁerﬁte%geNo. s ex%%ﬂ%ée}g?el n 0
4 MAR 2004 23 other words, the link destination existence fl ag i:ﬁ égéerred
[

to for chéckiorpathehefCoPnol NASHEREr Ai7 plir g6 HRL *&58tiTPed 5i'n Tiem No.
2 is accessible. If this flag is , i
current time specified by system information code S1. In
addition, one additional button is provided. The name of
~ the button is specified in item No. 29.
10 Fig. 12E is a diagram illustrating an example of an

entity relating to link check. Item No. 3 specifies that
on initialization an initial action shown in item No. 4 is
executed. Item No. 4 indicates the following: A9 action
(link check) is executed; a Web page of which URL is shown
16 in item No. 2 1is accessed; if the contents could be
accessed, a link destination existence flag on the memory
is set to ‘OK’; and a mark display action of item No. 5 is
executed. As regards item No. 5, a character string “CK’
are overlaid on a mark image to be displayed. If the
20 contents could not be accessed, the flag on the memory is
set to ‘NG’ and a mark display action of item No. &6 1is
executed. As regards item No. 6, a character string ‘NG’
is overlaid on the mark image to be displayed. When "A
List of Mark Providers" menu item or button is pressed, an

25 action definition specified in item No. 1 is executed. In



"NG, a link destination Wb page specified in itemNo. 2 5 is not

accessed. Accordingly, a Wb page that is being displayed is not ﬁpgn ﬁﬁh
If this flagis "OK, the link destination Wb page is accessed t 68

the browser 21, and then the Wb page is displayed. If "action item nunber
on extinction of link 10 destination' iX3specified initemNo. 1, an action
specified entity itemsuch as text display is executed. Fig. 12F is a
diagramillustrating an exanple of an entity related to execution qof an
addi t i onabtpeegr amrdenbeddes |hlaknadbsmna@él@ﬂxﬂﬁﬁ&ﬁtqp%%ecﬁiﬁgs tfat an
15 additional programof itemNo. 2 is executed when detecting that a

nNDUSe CUr $QE.ir$ eRUlt PNf@r MBhKk ckihgMWis thiz eXxecuhes 2 peneesdi pYIPOSE am
described in a data portion. As an exanple of the additional program

processi ng,.when 'Nd S PUls OR-BeBBEK1EMRORE @hbal Ifoer iis
displayedggﬁdsgecgéq%brgfiﬁ#%%?éy% 'S d?sp?aied in the balloon. Such

addi ti onal rogram e enables us to ad fu (o scrd bed
by the aboVe- wgﬁil d@ﬁFﬁPﬁElopeﬁ%ﬂj Qﬁ% g&ECEQQEglgﬁ?g%tgfgﬁgtuﬁz ?or

digital 25 watermark i nf or mat i on as mhole set_at of_t:he o 4
MAR 2001 24 diafit aCoRgE& Tar KAPRPERREGIEn. Fi §§b 1239% h&?ﬁg ?L% bej}leg

flowcharts |IIustrat|ng a processing flow of a_mark rejerenc rogram 22.
The mark displayed is not changed. ~ If this flag 1s Fnl" A9

destination Web page is accessed through the browser 21,
and then the Web page is displayed.

Tf ‘'action item number on extinction of link

10 destination' is specified in item No. 1, an action of
specified entity item such as text display is executed.

Fig. 12F is a diagram illustrating an example of an
entity related to execution of an additional program
embedded in a mark image. Item No. 1 specifies that an

15 additional program of item No. 2 1is executed when detecting
that a mouse cursor is put on a mark. Item No. 2 executes
a processing program described in a data portion. As an
example of the additional program processing, when a mouse
cursor is put on a mark image, a balloon is displayed and a
20 scrolling text is displayed in the balloon.

Such additional program enables us to add a function
that cannot Dbe described by the above-mentioned entity
items.

By the way, a digital signature for digital

25 watermark information as a whole is set at the end of the



reference program 22, controlled by the browser 21 that 5 displays Wb page
31 and detects a mark extension, extracts digital watermark information
enbedded in a mark image (step 71). Next, a digital signature enmqqmwﬁwm
a mark is verified (step 72). If the digital signature is proved to be
unaut hori zed, processing is stopped. If2dhe digital 10 signature is
correct, the digital watermark information is expanded on the nenory to
create a data entity (step 73). 1In the next place, data of the data class
8 in the datgtantidoeimarief eifetmaoiéor initialization, an initial mark
is displayed (step 74) and off-line authentication is 15 perforned (step

75) I'f aresult %fig[she 24 heRtbGahi ARD Sar£0FLe6ERLStep ilQus@ating rark 41
is displayed on the Wb page 31 (step 77). Wien the mark 41 is clicked,

the nenu 42 is generated accord] t f.ot bass 19 eangkri hen
the menu F dggﬁwtﬁg V%ghggéegﬁ%%%%Pgﬁ 8)f£%%ﬁlg Fig. 13B, when
"Expl anation of Mark Protocol”_ nenu it i el e d 9

expl anat i GiRIRTIRGK PEPEEGEOI §2¢ hé" HH IIP%'rrHe?Cgr %Hee%%o&ﬁ%m gg%erg%ae% t he
di al og wi ndow 47, and di splays specified text information _in thésag{$Jog
Wi ndowb 47 distelm80)Wel foage | B&t 2B NBLRCES Br AR erS PGP 1 €7 152 %6l ect ed
(step 79 - a list of mark O 4 MAR 2004 25 providers), the mark reference
program 22 iepi i NS wate rmspeci findd Wt isaye eepeadsieslghnt he bPehkeri®A9%nd

di splays the page in a browser w ndow (step 82).

(step 71). Next, a digital signature embedded in a mark 1is
verified (step 72). If the digital signature is proved to
be unauthorized, processing is stopped. If the digital

10 signature is correct, the digital watermark information is
expanded on the memory to create a data entity (step 73).
In the neﬁt place, data of the data class 8 in the data
entity is referred to for initialization, an initial mark
is displayed {(step 74}, and off-line authentication 1is
15 performed (step 75). If a result of the authentication is
correct (step 76, OK), a mark 41 is displayed on the Web
page 31 (step 77). When the mark 41 is clicked, the menu
42 is generated accoraing to data of the data class 9 and

then the menu is displayed on the Web page 31 (step 78) .

20 In Fig. 13B, when "Explanation of Mark Protocol”
menu item is selected (step 79 - explanation cf mark
protocol), the mark reference program 22 generates the

dialog window 47, and displays specified text information
in this dialog window 47 (step 80). If ‘A List of Mark

55 providers’ menu item is selected (step 79 - a list of mark



If "Information of the Mark Provider"” nmenu itemis 5 selected (step 79 -

I nformation of the mark provider), the mark reference program 22 executes
off-line authentication. If a result of the authentication is corlelR lifhe
mark reference program 22 generates the dialog w ndow 44, and displays
the text with the object information insgrted 10 therein (step 81). At this
time, "lnquiry to Authentication Server"” button 45 and "Infornmation of the
pronoter” button 46 are di splayed. Wien "lInquiry to Authentication Server"

button 45,igvBHRSE8d (Shep 83 rknquieFyreacaut peogiraat i @2 sebrerns t kbemar k
reference 15 program 22 inquires of the mark authentication server 4

t hrough t I; r digsplays, at ped ek spage 6land ndtibelhryewser
wi ndow (s?gsgégﬁak%%mégg?ef%rence ng[ﬁogram 22 transmits information,

which is required for nl i ne aut.he td Cﬁst.& ,gd4yncluding URL of the mark
provi der, tgg Bﬁ@eoflI\/@b%prac’gwese[ro wvﬁwnla& t he e%ri } mage is attached, and mark
period, to the mark authentication senver 4 th oughc1 the browser 21.; Wen
"Information of the "PrdfidBl®ut Pon tiks N hr BE8Ed RSt ef' 5 - TRt o mat i on
of the pronoter), the mark reference program 22 obtajns a b page.froma
serverb 25 sedleatted t G tdre Trk phéesreticnr GfgHthhedf buBEPV24eTind 9% MAR
2004 26 then displays the Wb page in the browser w ndow &istep 85). In
Fig. 13C, maska vefifldnef piegodd -22 nexactheat pEatilone whEnenia Caglien
reference program 22 detects
If a result of the authentication is correct, the mark
reference program 22 generates the dialog window 44, and
displays the text with the object information inserted
10 therein {step 81) . At this time, “Inguiry to
Authentication Server” button 45 and “Information of the
promoter” button 46 are displayed. When "“Ingquiry to
Authentication Server” button 45 is pressed (step 83 -
inguiry to authentication server), the mark reference
15 program 22 inquires of the mark authenticaticn server 4
through the browser 21, and displays obtained Web page 61
in the browser window (step B84). The mark reference
program 22 transmits information, which is required for
online authentication, including URL of the mark provider,
20 URL of Web page to which the mark image is attached, and
mark period, te the mark authentication server 4 through
the browser 21. When "Information of the Promoter" button
46 is pressed (step 83 - information of the promoter), the

mark reference program 22 cbtains a Web page from a server

25 related to the mark promoter through the browser 21, and



invalid URL use (step 76 - TJRL invalid) , the program 5 displays a mark
48 on which the text of "invalid mark use" is overlaid (step 91) ,
generates the dialog wi ndow 49, and displays the text with the cor PR 2%
and URL of the Wb page, which is being referred to, inserted therein
(step 92). At this time, "Warning to ARghentication Server"” 10 button 50
I's displayed. When the mark reference program 22 detects that "Warning to
Aut hentication Server" button 50 is pressed (step 93 - warning to

aut hent i cathiean Giyplerys thdeigs ogigen var tiset heowsek wittent ils&epoBSser ver
4, and displays obtained Wb page 63 in the browser w ndow (step 15 94).

In Fig. 13D, as ayesgkl of the offyd ing arddignt i calfi ontheheroihel nres k
ref erence program 22 defects expiration of effective period (step 76 -

expiration ofy . &ff 6l ye pﬁ?%ﬂdkhetQ%ﬂ¥w¥gngé%§@l?g?8§aﬂa@?(HEH@Eﬁg the

20 text of ™Mexpiration of effective period" is over on the mark (step

101), generates, a dj al og wi ndow, and _di spl the te W ef '

peri od an&rbvl?r%r’éﬁt Uﬁ%‘he%isﬁseﬂts&?p tﬂgrei_n I??s{ﬁep“l‘fﬁ%l%}ebauélge " \/él(ra%#n%rﬁt 0
Aut hentication Server" button 50 is displ a%/ed at _this tine, th ste%$ 93
25 and594 diethawed apevk &8n Me WrdiSoriRl. Toxl RAR 2852137 MEShdiFY be

noted that, in step 74, data of the data class 8 in the data entity is
retrieved irefover bmidi nstenl 9k denafiassisayeie Bielpy wRadPH £f 2He data

displays the text with the correct URL and URL of the Web
page, which is being referred to, inserted therein (step
92} . At this time, “Warning to Authentication Server”
10  button 50 is displayed. When the mark reference program 22
detects that "“Warning to Authentication Server” button 50
is pressed (step 93 - warning tc authenticaticn server),
the program warns the mark authentication server 4, and
displays obtained Web page 63 in the browser window (step
15 94) .

In Fig. 13D, as a result of the off-line
authentication, when the mark reference program 22 detects
expiration of effective period (step 76 - expiration of
effective period), the program displays a mark on which the

20 text of “expiration of effective period” is overlaid on the
mark (step 101), generates a dialog window, and displays
the text with effective period and current time inserted
therein (step 102). Because "Warning to Authentication
Server" button 50 is displayed at this time, the steps 93

25 and 94 described above can be performed.



class 8 in the data entity does not exi-st, conditions of 5 waiting for
operation nmay be provided after retrieving "l1A7101" data in item No. Agjl
and displaying the formal mark 41. In addition, a nenu itemfor in r”.x

of f-1ine authentication may al so be provided. In this case, when 10
"Off-line Authentication" is selected, 22 (off-line authentication) is
performed. According to this nethod, it becomes possible to performthe
following: first, the normal mark 41 is displayed; when the mark 41 is
clicked, the meat 42hdunkd uthengndiGid - [thea Aulhermsttiegat Y &n" dastal508i sPisayed:;
and when "Of-1ine Authentication” menu itemis selected, off-line

aut henti cakit@n Esapsr for Apd. tMr @ever , endifignuid t emtfrdEvieldstbelﬁbi:ag am-1|ine
aut hentication may also be provided so that it becones possible to

|nstruct gp;liing a&&ﬁe@gé calisplalBuedishel w Al ket dsdl awmochbe did 4l

20 Furtherrmre I n st I'nf'ormati on of the Mark Prow der" nenu

itemis selecte t.he aut.hent S a hat
per f or med A 5§t ep 195t es ?1% 3ate if¥ Ho({j/vev;ér?lp"’t \é)ﬂ[ J% CBH ?SES Zcilfed

i medi ately without performng the off-Ilne aut h i C on Inth|
enbodiﬁenf’*’alxﬁﬁé}? " RO sPPEFafEPR PPBVI df s PHPYW ‘i? cog proeried’edjéas a
menu itemor "Information of the Pronoter” button provided asaglbutton S
sel ect ed, “tIRG I9decida el Meblityadio i s2bbeBAnEdSRAGYAPSpItAFed ITT

wi ndow. In

41.
In addition, a menu item for instructing off-line
authentication may also be provided. In this case, when
10 *0ff-line _ Authentication” is selected, A2 (off-1line

authentication) is performed. According to this method, it
becomes possible to perform the following: first, the
normal mark 41 is displayed; when the mark 41 is clicked,
the menu 42 including “Off-line Authentication” is

15 displayed; and when “0ff-line Authentication” menu item 1is
selected, off-line authentication is performed. Moreover,
a menu item for instructing on-line authentication may alseo
be provided so that it becomes possible to instruct on-line
authentication immediately after displaying the mark 41.

20 Furthermore, in step 81, when "Information of the
Mark Provider” menu item is selected, the off-1line
authentication, which is the same as that performed 1in step
75, is repeated. . However, the text may be displayed
immediately without performing the off-line authentication.

25 in this embodiment, when “A List of Mark Providers”



such a manner, using a Wb page obtaining nmeans, a user can 5 obtain
docunents such as a witten oath sworn by a mark provider, contracﬂAyARzm‘
docunents, and covenants. The user can also check the authenticity o

t hose docunents by perform ng mark authentication in a sim/lar manner and
verifying a digital signature provided B a mark pronoter 10 and the |ike.
According to this enbodi nent, the nunber of itens to be displayed when a
mark is pointed, names of nenu itens and their actions can be specified
for each mardwided addiaimanuan tendeorof" Ipricoessiingn cafi bthadeBrgmeterh 15
response to each mark; for exanple, an order of off-line authentication

action anthyeddn dh8H alle@ChisOR iKutSPeE {sedelbote@@Chimrdped If Bei WEBN, a
text, which is displayed in a dialog window when a nenu itemor a button

is presse Lanbespeci £ied..for K.; An I nserting 2@ 1
I nf or mat i (C)bna% el étse to a %r%r %n%ir o?/?%g?a?%aa lvﬁ:?t\rlgab red“p‘%ort ion of the ?ext ,

a text inclu iqg %Qfornation spechf tQ t@ﬁlprovider who attggggsc% e

L.C
same nark’%ﬁ%lbe gé%%?ﬁte%?lnﬁb?eo$grPaﬂﬁéﬁ’a%ﬁﬂinqrﬂﬁ%%%tsato drsp gy a

Wb page that  cannot be accessed by the user, it is possible to noti%y 25
the us8r, SKtddut ICRARGRNG SHBpPEY 3cr&erm “erhatathe M 0Py KAR"3864 29

destination does not exist. Furthernore, as digital watermark information,
an entity fowkiekdi EPBARRCHr 6gcamernddn bEn@nbeHaBants -a mark ¥iRigecar
Therefore, it is possible
also check the authenticity of those documents by
performing mark authentication in a similar manner and
verifying a digital signature provided by a mark promoter
10 and the like.

According to this embodiment, the number of items to
be displayed when a mark is pointed, names of menu items
and their actions can be specified for each mark. In
addition, an order of processing can be ﬂdesigned in

15 response to each mark; for example, an order of off-line
authentication action and mark display action is specified
for each mark. In addition, a text, which is displayed in
a dialog window when a menu item or a button 1is pressed,
can be specified for each mark. And by inserting

20 information related to a mark provider in a variable
portion of the text, a text including information specific
to the provider who attaches the same mark can be generated.
Moreover, when a user instructs to display a Web page that

cannot be accessed by the user, it is possible to notify

25 the user, without changing a display screen, that the link



to add processing involved in mark authentication that 5 cannot be
descri bed by the data definitions and the action definitions desdriREP004
above. As described above, settings of digital watermark information can
be changed for each kind of mark. In such a manner, w thout changing the
mark reference program22, 10 it is posd¥ble to specify

aut hentication-related information of the mark and to add a function. As
menti oned above, according to the present invention, because a  data_format
of digitatesatienmdoh iddesr natéon exbedded | FuatharRorfageads SE&diteiled,
and 15 because entity itens for specifying data and entity itens for
defini ng agkeRs rkan e dest ooed theadntity bS possadiieticpathayggram
processi ng procedures according to a kind of mark, and to specify the

nunber of .omnu i tens $0 e i sphayrdinagaMesTRéraepuei t efs idngdlshaile
actions freely. I'n addition, 20 a program which refers to digital

wat ermar k i nformation having suc a for x CaALHHAM das: idSaha t h
several f8angd orpgg???§%%8 aﬁ#ﬁg%??%itiﬁogﬁgynark and 5? a home page to
which the mark is attached, for exanple, off-line . hepgi I QL i} | 1 ne
aut her | cEBEPERT 86| LT Heodf f’ﬁaiﬁg‘e2§a§raot%%%o nﬁjlr%%%t ,SHQ %ﬁ%r antee letter
by a mark provider, 0 4 MAR 1094 30 and the |like. Moreover, when invalid
mark or i Aeflindtigsmsadteremiksid #8RH% i s detected, the program can provide

the user with a means for notifying it to an authentication
: As described above, settings of digital watermark

information can be changed for each kind of mark. In such
a manner, without changing the mark reference program 22,

10 it is possible to specify authentication-related
information of the mark and to add a function.

As mentioned above, according to the present
invention, because a data format of digital watermark
information embedded in a mark image is specified, and

15 because entity items for specifying data and entity items
for defining actions can be designed freely, it is possible
to change processing procedures according to 2 kind of mark,
and to specify the number of menu items to be displayed,
names of menu items and their actions freely. 1In addition,

20 a program, which refers to digital watermark information
having such data format, can provides a user with several
means for verifying authenticity of a mark and of a home
page to which the mark 1is attached; for example, off-line
authentication, on-line authentication, explanation of mark

25 protocol purport, a guarantee letter by a mark provider,



server. Even in the case of the sane mark, it is possible 5 to nake
contents of text information to be displayed variable according t ﬂAW@ﬂK
provi der. Furthernore, because a function of adding a programis [El'row ed,
processi ng that cannot be described by the specified data definitions and
the specified action definitions can be3010 added. In this manner,
abundance of the data description formats in digital watermark information
itself and the function of adding an additional program enable to design a
data entitancenieddedike.a ndtdedavamspohea t onvakifd BRTES ¥Er KKHKA hehins of
digital watermark technol ogy, wi thout changing a mark reference program

and a browsersdmged i B8 at hea ik ogsadetandetlQ perd opnegreamr icety rfovved
aut henti cati on processing. Additionally, because we can include text

|t ormat 1 Qhd ?Jét%fsﬂi% tal nuaher FRrknaQiirphagmtd an and Ligpmyiddtiona

di al og wi ndow, nction enables us to avoid comunication for

obtaining a Wb pa%%}] higqugl nternefe & r Iﬁﬁgékg’li\éﬁa}s iSogd bR is:

1. A methdtfTorirefefTing to digital wateérma ormation’in a mark imge,
DI 0cesSi ngt b DerdGF LT (T 1 61 EFonce O TTE o gi FaI it o at i ee
i nfornmati on, .
variable according teo a mark provider. Furthermore,
because a function of adding a program is provided,
processing that cannot be described by the specified data
definitions and the specified action definitions can be
10 added.
Irn this manner, abundance of the data description
formats in digital watermark‘ information itself and the
function of adding an additional program énable to design a
data entity embedded in a mark in response to a kind of
15 mark by means of digital watermark technology, without
changing a mark reference program and a browser including
the programnm, and to perform a variety of Vmark
authentication processing. Additionally, Dbecause we can
include text information in the digital watermark
20 information and display it in a dialog window, this

function enables us to aveoid communication for obtaining a

Web page through Internet.



wherein the digital watermark information conprises referred data, and an
action definition that includes an 10 action class and an i ndex of the
referred data as a paraneter, said nmethod conprising a step of refldrMARZI0L
to said action definition; and a step of referring to said referred data
t hrough the index included in the actiobhldefinition to 15 perform
processi ng defined by the action class. 2. A nethod for referring to
digital watermark information in a mark image according to Claiml1,

wher ei n: wWhaitd iactdlanindef itd1i on defines an action executed when.a nmenu
itemis pointed, and includes nanes of nmenu 20 itens as |abels. 3. A
nmethod for referring to digital watermark information in a mark inage
according to Caim1l, wherein: said action definition defines an action

that displays a tex% and 123 deftoeg5 tfi-@tféﬁll’n%f erdeed digitdaougha tdyend rdex is
a text O4I\/AR2 2 to be displayed . Anethod for referring to

di gi tal vva.t rE I nf or mation | nd]g rr? magetﬁaé:coagbgga&o GAdPmhrk
in

wher ei n: oc{bnpf’lses fi'xe t’|on common®to the 5 sanme mark

andlnforrratlonthat is variable for eac provi der wh ttac t he
sane nﬁrkll‘éorﬂla\@%dbfaépgre?’%t?‘?‘?i t&ndlﬁ af“a\% et HaP &’ LA

being performed with reference to the digital watermark
informaticn,
wherein the digital watermark information comprises
referred data, and an action definition that includes an
10 action class and an index of the referred data as 2
paxrameter,
said method comprising a step of referring to said
action definition; and a step of referring to said referred
data through the index included in the action definition to
15 perform processing defined by the action class.
2. A method for referring to digital watermark
information in a mark image according to Claim 1, wherein:
said action definition defines an action executed
when a menu item is pointed, and includes names of menu
20 items as labels.
3. A method for referring to digital watermark
information in a mark image according to Claim 1, wherein:
said action definition defines an action that
displays a text; and

25 data that is referred to through the index is a text



information in a mark image according to Claim1, wherein: said action
definition defines an action that 10 obtains another Wb page, whi i
different froma Wb page to which said mark inage is attached, aﬁEPM§ZW4
di splays said another Wb page; and data that is referred to through the
index is URL representing a |ocation of3ggaid another Wb page. 15 6. A
method for referring to digital watermark information in a mark image
according to Claiml, wherein: an action defined by said action definition

is off |ing authantdiGatdn by conparing URL representing a mark provider
in the digital watérmark information with URL of a 20 Wb page to which

the mark image i g attac d C i e 7 qifirhhog; & rrin
to digital mater%ﬁrk%‘iﬂ%gpggtigﬁringg%ﬁgggnPﬂBSE agégﬁg%&g ﬁgﬁgigfﬁ%, )

wherein: as a result of the aoff-1ine authent] ' L.QF '
by a8 ekl o s 08 SO0 Sl e S
o on i sk et ttose i e v O
of an Hut lsemts casion anseriefomhether Ghafjotl URVardpPdserftihgeac mekk "0
provider in the digital watermark information is an appropriate mark
provider who attaches the same mark.
S A method for referring to digital watermark
information in a mark image according to Claim 1, wherein:
said action definition defines an action that
10 obtains another Web page, which is different from a Web
page tb which said mark image is attached, and displays
said another Web page; and data that 1is reférred to through
the index is URL representing a Llocation of said another
Web page.
15 6. A method for referring to digital watermark
information in a mark image according to Claim 1, wherein:
an action defined by said action definition is off-
line authentication by comparing URL representing a mark
provider in the digital watermark informaticn with URL of a
20 Web page to which the mark image is attached and by
checking them.
7 A method for referring to digital watermark
information in a mark image according to Claim 6, wherein:

as a result of the off-line authentication, an

25 action defined by said action definition warns an
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9. A transm ssion nediumin which a mark inmage and 10 digital
I nformati on enbedded in the mark image are transmtted Vvi

a
wherein the digital watermark information has a data U&ﬁhﬂl%ﬁ

an index of the referred data as a paraneter. 10. A transm ssion

ansmtted via a network, wherein said transm ssion nedi um

auhhewssdrcaffiam e mgo B debc pagenapdepebbbhniRgst he fol | owi ng 20

g functions with reference to digital watermark information
in a magk | KByGetddidd dicd t ale fatramr kd nfaidietd bn wotgrmSels

data, and an action definition that 1 ncludes an action class and

AL LA 16 S0 a g5 0P MBS, LoD 008 i
Cluded b Lhee Ac! 88 9RELY 00 AN A RIRGESEL A fRTbRe] Yok e
line authentication by inquiring of an authentication
server whether or not URL representing a mark provider in
the digital watermark information is an appropriate mark
provider.

9. A transmission medium in which a mark image and
digital watermark information embedded in the mark 1image
are transmitted via a network,

wherein the digital watermark information has a data
configuration comprising an entity item for storing
referred data and another entity item of an action
definition that includes an action class and an index of
the referred data as a parameter.

10. A transmission medium transmitted via a network,

wherein said transmission medium includes a browser
for browsing a Web page and performing the following
processing functions with reference to digital watermark
information embedded in a mark image:

said digital watermark information comprises
referred data, and an action definition that includes an

action class and an index of the referred data as a

parameter;

rred"data is referred to via the
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the action definition is referred to;

the referred data is referred to via the index

included in the action definition; and

processing defined by the action <c¢lass is

5 performed.




