WO 01/ 69527 PCT/ US01/ 07652 Trai nabl e, Extensible, Autonmated

Dat a- To- Knowl edge Translator Field of the Invention 5 The present

i nventi owos1/6®bated to conmputer systens and in particul apCT@soosUt er
systens to translate data to know edge. Background of the Invention Many
products such as decision support systens require know edge in 10 order to
nmake intelligent decisions. TxalabieFxtensilporntomatedm i s a conputer- based
system t hat conbi nes know ed®ata-Tedkpewledge Toamsdatoand nodels to aid a

deci si on maker. A decision support system comonly includes a know edge

dat abase or a know edge repository. Know edge is extracted fromthe

know edge dat abase or repositor yriglatofaRaliyvadionsi Ng the anal ytical tools
and 15 nodels in order to assist with decisions. In order to be useful to
t he deci sfon suppbepresgujtivyantidmiserelatasttolsempnter yystains andainplaticathr tmd

organi zed infQo _structure ni,ngful kn edge before it is stored in the
know edge da%%rgglétgr. Syété%sﬂ? tr&gggteidggitﬂk{“ﬂ‘@%yg?m of human readabl e

docunent ati on, which to the decision support system appears as
unstructured, neaningless data. Data refers 20 to information, raw facts,
and the like. Data may exi st Backgroand ef theoinventios such as in paper
docunents or in digi Data on its own has i to a

t al (fio unment s 0 ni ng
deci si on support &R uﬁgsrsu Bl el S UPRRR SYTICTaY dBps EBO‘glgg%%’é‘s data, the
data nusto fi p&fer Qﬂn&lfeaiﬂﬁéll@éeﬁgdéc'fgi&lsaAeédﬁi&lf'%ppbh%tyg@&ii LQBm?Ht@PO” system

can process. 25 As used herein, know edge refers tfo information that can
be processedbisgd systete thas combmaplwrwiedges aeatytical told, end modelstto kidaw edge i s
referred to

s.a knpw edge .base or a know edge reposjtory. Even structured
data format sdecjiign thakely H%%ﬁ‘%\%%ﬂ%%éﬁ%?‘&l@?@?%)‘ !%{)YB-‘d:e%ﬁ &%ﬁgd_%%m) or the
ext endi bl e na4tkiiRe of @ﬁﬂé@ﬁg%e(?é%gito .YKH@wléﬂéé'isteﬁghae%ﬁoﬁlrEe deci si on support
system since not all 30 of the needed know edge may be tagged by markup.
Human t r ans| knavdadgsf dagebase ot ropésitonyt adgpmalyzed abog theusalytxpeoss we] and
error-prone; eageci aIdI % for. datt A Sour ces t?i;}at re periodically updated.
Speci al %r pBSE- R HbRIBLGS I defgsiony g8 ger 9 Cisi¥nst ruct i on
prograns ar espbbRRydt&a, ddt hitkt Bl MafyRedlitfaROibded aARBlANiZRE il StrEQakhy tO

meaningful knowledge before it is stored in the knowledge database.
Often, data is in the form of human readable documentation, which to the
decision support system appears as unstructured, meaningless data. Data refers |

20  to information, raw facts, and the like. Data may exist in a variety of forms such
as in paper documents or in digital documents. Data on its own has no meaning
to a decision support system. For a decision support system to process data, the
data must first be translated into a form that the decision support system can
process.

25 As used herein, knowledge refers to information that can be processed by
a decision support system. A collection of knowledge is referred to as a
knowledge base or a knowledge repository. Even structured data formats such as
the standard generalize markup‘language (SGML) or the extendible markup
language (XML) may be unsuitable to the decision support system since not all

30  of the needed knowledge may be tagged by markup. Human translation of data

to knowledge is laborious, expensive, and error-prone; especially for data

sources that are periodically updated. Special purpose knowledge base



nodi fy for new types of data and/or know edge repositories. Wat is needed
is a way to convert unstructured, neaningless data, such as human
consunabivo bnéwdenat i on, into structured, neani ngful know pdhp®sone7es2, 5
machi ne consunabl e knowl edge. Summary of the Invention A trainable,

extensi bl e, automated data-to-know edge translator is described. One
aspects of t Kenghusd@hprogramsare afen 10Q|ndedbly t@ dirpaityaPpbyear 9pspethy 010 havi ng

at | east One{‘{"?g‘??’%‘gg"{ﬂ;g& §1I&qefae¢q§§re@%%&{g%ir pq)sg&Jé%_s t hat govern the

processing o conpu system-an | east one processing

nodul e to process Wiadt & weded diangayt © dohieert thsbaicand, hizagiapREPdfa, ke edge
from the data, Another aspect of the present invention is a conputerized
nmet hod of t PaRYNaYR Fongumably informatinn, &g structired coeamingnl knewvledgehiol, i ncl udes

provi di ng. 1t - i £ to govern the behavior of a conputerized
system fo? t?ﬁr‘%ﬁ%ﬂ&%&% éleg&togvlf%&ﬁ%w edge, and processing data according to

the rules to generate know edge. A further aspect of the present invention
is a conputer readable medi um having conputer-executable instructions
stored thereon for executing Summary®fshe Invgntibmt i ng data to know edge.

The conputerized h O.conprises recejving data, in an unstructured
form converting gﬁt%algacattlée %ngfg[?eﬁltl Pglla{ae%fd(%}arﬁogﬁ%é%dsggitﬁaaatgf ¥ according to
user - speci f i geschibbdsOh®aspeaB sl Blepréhpt daémiohifddsheoRprtdrabd fRtdmt o _
know edge, and exporting the know edge to a know edge ‘repository. 25 Brief

Descri pt i®n bevingat Iegshanaegposiiogy testareAsersspgcifiied muleethet gbicocthedi agr am of a
Dat a- t 0- Kno dge. translator system accordin one enbodi.nent of the

i nventi on. \Ié\l})lgoﬁ(ré’s_es‘lsngloé%a &Y tg%ﬁo%ﬂug?ée YR “ﬁ@&/gant@nB@Eocﬁfﬂﬁg ams of
alternate eﬁi@ﬁdleﬁ@?fo%e@fda@a_ dRbrdin2Rdsh@b s ANIb eBAerA0 khbWIEEe Bolns @ bl ock
di agram of an exanpl e enbodi nent of a physical “architecture to inplenent

t he Dat a- t o- Kisslafae diyeother appachebthe pDBRY iBYyetiomis & tromputénzeRingthed af 2 WO
O 0T PO ARG A b ek PR TERE L
is a flovs chaged-spéciRedHuRkses SoRim BRI ehBeofo tAd iRt 28 siQefFHSt I uct

translating data to knowledge, and processing data according to the rules to

generate knowledge. A further aspect of the present invention is a computer

readable medium having computer-executable instructions stored thereon for

executing a method of translating data to knowledge. The computerized method

20 comprises receiving data in an unstructured form, converting the data to a neutral
form, processing data according to user-specified rules to translate the data from
the neutral form to knowledge, and exporting the knowledge to a knowledge

repository.

25 Brief Description of the Drawings
Figure 1A is a high level block diagram of a Data-to-Knowledge
translator system according to one embodiment of the invention.
Figures 1B, 1C, and 1D are a high level block diagrams of alternate
embodiments of a D2K translator system.
30 Figure 2 is a block diagram of an example embodiment of a physical
architecture to implement the Data-to-Knowledge translator (D2K) system

shown in Figure 1.



a know edge base with the D2K translator according to one enbodi nent of the
5 invention. Figure 5 is a nore detailed diagramof one enbodi nent of a
packet davaovetseucture for the packets shown in Figure 2.PEI/@eeea7652shows
exanpl e source data to be applied to an inport filter of one enbodi nent of
t he present invention such as the inport filter showmn in 10 Figure 2.
Figure 7 shows exHigure3 isgpBew chat ks piogess of trainieg the B2ketransdptehe exanpl e

source data of Fj.gure 6. FEigure 8 (0] n_exanpl e enbodi nent of a first
accafdélgg {Oa?ﬂ?l %ﬁﬂhoghql% oéggi r%\é\?en%%n.

packet produce e Inport filter rules shown in

Figure 7 to the shigaked KO4NE6® chdPoflapdcER@MParsthghd diitd Sulce thicgtstaic® shows an
exanpl e enbodi nent of a second packet produced by applying the exanple

i nport filterknewledgebasanvitnthEilHy wanplater acperduwgiploae swhpdimentiofthe shown i n
Figure 6._Fi g‘ure.lo shows an alternate exanpl e enbodi nent of the first

packet 20° shBWST U Fi gure 8 produced by applying the exanple inport filter

rules shown in FrGMEES s 4 Aot RtARARILrARYF 66 SABAIHBAVT d phckdt@idfae 6.
Figure 11 illustrates exanple patent match specification rules for use by

t he packet dstsyséire tierrthepadkictpshewr in Eigygted 12 is sanple input text that is

to be processed by.a text extraction 25 nodule of Fiqure 2.. . Figure 13 is a
hi er ar chi cal reprgkgélﬁeti%&?odﬁ %‘Iamé?ﬁecsé’lufcg_é{gfaotﬂ_%(?fapf’g toR mpe iﬁd{‘:?r gﬁodul e

rul es. Figurgnednbsiis@Aidfahdé prRidnt tfehtidmsubhias h_letihg)oheﬁq&er%wﬁil on nodul e
identified the Equi pment Nunber entities as defined by the exanple text 30

extracti oh rhigese df Figure 13. Figure 15 is sanple input text in which the

text extraction dul e, jidentified the cunent Ref er en ntities as
Hert e ba t ho e BT sharts xampTotnog I FOE® i DePpIP L L5e exiig 03 60527
PCT/ USO1/ 0763y rcFd06E€FidGresfiows the token val ues for the Docunent Ref erence

production (as defined by the exanple text extraction rules of Figure 13)
sorted into bins. Figure 8 shows an example embodiment of a first packet produced by

applying the example import filter rules shown in Figure 7 to the sample source
15  data shown in Figure 6.
Figure 9 shows an example embodiment of a second packet produced by
applying the example import filter rules shown in Figure 7 to the sample source
data shown in Figure 6.
Figure 10 shows an alternate example embodiment of the first packet
20  shown in Figure 8 produced by applying the example import filter rules shown in
Figure 7 to the sample source data shown in Figure 6.
Figure 11 illustrates example patent match specification rules for use by
the packet dispatcher of Figure 2.
Figure 12 is sample input text that is to be processed by a text extraction
25 module of Figure 2.
Figure 13 is a hierarchical representation of a collection of text extraction
module rules.
Figure 14 is sample input text in which the text extraction module
identified the EquipmentNumber entities as defined by the example text
30  extraction rules of Figure 13.
Figure 15 is sample input text in which the text extraction module
identified the DocumentReference entities as defined by the example text

extraction rules of Figure 13.



Figure 17 illustrates the sets of token values fornmed by performng a full
expansi on on the bins of Figure 16. 5 Figure 18 illustrates the field

| abel s amdovabases resulting fromapplying the matched prpdboseiaTs® Vol une
and Bookmark formats to the sets of values of Figure 17. Figure 19
illustrates exanpl e enbodi nents of packets that are created fromthe field
| abel s and val ues Figure] geirasvsithe tokgn lealglei’r @)r e D@Wﬂﬂi@ermmpmﬂe&mnl n whi ch

the text extrac nt.ifj Fault en i es.as defined by the
exanpl e t ext Eagx({ebgg ii;mﬁw eﬁ?@g%e[?m er‘—&ra 103 rﬂ’fs Ogi:’ﬁffe FOFtFY Ué? Elgfes t he

rel ationships bet make 1hmumﬁfE@uietsa@to!ftdke@asllﬁes; formgd bgﬁerformm a full
TenDocunent Ref erenceEntity and the TenEqui pment NunberEntity 15 packets.

Fi gure 22 i sexpappionlendhabinanf Figussttati ng a dat abase schema of a sanple

know edge, base t o whic ckets. ar e 23.1S hi cal
representation of f I L%aﬁ@ ?at8§<g'8rf%kfég‘g WﬂY%HeS tl’é&g%’ia@ g’r‘fﬁpti es to
exanpl e tabl g mabhddi égya&uaﬂ sl Vol QY@ BBbRMARBbAnAL tPthe RXBOF LAING the
TenmDocunent Ref erenceEntity packets of Figure 19. Figure 25 shows five

exanpl e tabl Bigugfter exporting the packets of Figure 19. Figure 26 is an
exanpl e enmbodi nen 25 Executi v Fi gure 27

f
is a screen capt uFéguBef @Stéﬁ!f)%%ﬁea%ﬁﬁ? crgpo O‘éﬁ‘eflﬁsr‘ﬁg\e?"krefsltp%ﬁ'are %rGF‘Fgr Fi gure

28 is one enﬁggﬁﬂ@ﬁgldng@paﬂmgsd‘f@lé&é1§d| tor's search dialog box. 30
Figure 29 is one enbodinent of an inport filter editor's packet

construct® on propEraured) disainply ibpw.texFiig wheeh3be text exteactiob adidoient  of an
T o LB Sl e, 6, I S8521, P el 7652 e
Figure 13.
Figure 21 illustrates the relationships between the TemFaultEntity packet
and the TemDocumentReferenceEntity and the TemEquipmentNumberEntity
15  packets.
Figure 22 is a block diagram illustrating a database schema of a sample
knowledge base to which packets are exported.
Figure 23 is a graphical representation of the packet export rules which
map example entities to example tables.
20 Figure 24 is an example table after exporting the
TemDocumentReferenceEntity packets of Figure 19.
Figure 25 shows five example tables after exporting the packets of Figure
19.
Figure 26 is an example embodiment of a user interface for the Web
25  Executive.
Figure 27 is a screen capture of one embodiment of an import filter
editor.
Figure 28 is one embodiment of an import filter editor’s search dialog
box.
30 Figure 29 is one embodiment of an import filter editor’s packet
construction properties dialog box.

Figure 30 is one embodiment of an import filter editor’s “Next” menu.



Figure 32 is one enbodi nent of a nodel ess "Current Packet |nformation”

w ndow of the inport filter user interface. 5 Figure 33 is one enbodi nent a

processomwa@andeyzarket sel ection panel of a packet di spatcher/UssR7652

interface. Figure 34 is one enbodi nent of a match specification panel of a

packet dispatcher user interface. Figure 35 is a "Match Specification

Properties" dial ofigyex3 bis apnembedimambetanmamorofilter ediexetBenkapakeher user

interface. Figure 36 is one enbodi nent of a dialog bar of a text extraction
. nu. . . .

user interface.” Figure 37 is a screen capture of one enbodi nent of a rules

panel . Figure 38 Fiuse SLisQMB chdplinictt of a fiddelesIalirf@nPadkEt an annot ati on
panel . 15 Figure 39 is a screen capture of one enbodi ment of a grid panel.

Fi gure 40 i sIndomeatioai MmﬁﬁheimmﬁB%@GIMﬁCéf a know edge repository

schema i nport control ure 41 . screen captu odi ment a
packet eggort Fkg&‘ﬁ %ﬁ's gﬁ@n%(’ ell-ll Sliiache v a%&%acggt Sggﬁp%%%%%?gp%f one
enbodi nent of,a@tegdlgﬁwﬁgumqqgrfaceﬁ gure 43 is a block diagramillustrating
the rel ationshi ps between the packets, packet dictionary, processing

nmodul es, and packEtgum %atoaah embbélsnendaf@m@wecﬂﬁgajm pareliof agacksatt ity
rel ati onshi p egglbe t schema for one 25 enbodi ment of the text
extraction r8 5?‘5‘3&@9 G gure 45 illustrates two nethods of

representing a OPﬁgumfmra.y‘Mata?s?écuﬁwbhpro;FehgégPala‘ﬂcfgu)os( ¥ dpkock di agram of
a conputerized systemin conjunction wth which exanpl e enbodi nents of the

i nvent i o0 magmbedimept efiveprcket. dl%tCBCRA@eOM@%W PCT/ US01/ 07652 Descri ption
of the Enbodi nent e fol et ail des i ption f the preferred
enbodi nent s, ref ‘rgé‘ﬁec%g"issfmﬁﬁ th @ %@’@g%d?ﬁ bepiif”g{/ﬁc geWHich forma
part hereof, ifadehced 1N wWhich are shown by way of illustration specific

enbodi ments in which the
Figure 37 is a screen capture of one embodiment of a rules panel.

Figure 38 is a screen capture of one embodiment of an annotation panel.
15 Figure 39 is a screen capture of one embodiment of a grid panel.
Figure 40 is a screen capture of one embodiment of a knowledge
repository schema import control.
Figure 41 is a screen capture of one embodiment a packet export
selection panel.
20 Figure 42 is a screen capture of one embodiment of a graphics panel.
Figure 43 is a block diagram illustrating the relationships between the
packets, packet dictionary, processing modules, and packet dispatch rules
databases.
Figure 44 is an entity relationship diagram of the schema for one
25  embodiment of the text extraction rules database.
Figure 45 illustrates two methods of representing a “one to many”
relationship.
Figure 46 is a block diagram of a computerized system in conjunction
with which example embodiments of the invention may be implemented.

30



invention may be practiced. It is to be understood that other enbodi nents
may be utilized and structural changes may be nmade wi t hout departing from
t he scopavoof/edske present invention. System Level Overvi enCLOSH/Qges2e 1A is
a high level block diagramof a Data-to-Know edge translator system 100
according to one enbodi nent of the invention. Due to:the wde variation in
data input formats and know edge output requirenents, the |ogical

architecture of one enbodi mﬁgscgfptifogs)efgﬁtégﬁl&%lﬁ?gﬁsedge (D2K) system of

the present invention is a three-t i solates the data

source: i nput 15 agtHelTelldwiapideded depapiidroofthe ptgettedagnisddiments,n Fi gure | A
The software conponents in tier one 102 inport the source data 101 to a
neutral for nigferenceasapadeto theggeempanying diavisgs which formatpartthsecodomdwar e

conponent s i g, &H’ch a?é"&olx%”bgﬁg%{ Fiftustrabiof %E%]{r@% erﬁ[l‘cgdé&%gtg i ?vhic{};ﬁhg at a.

Finally, the software conp s’in e processed

data (know edgentiéromay ke prcaeide 1t 8RO bt uAderstdOB that eBevditb®Rlimeiits s r ed,
further processing may occur. This three-tiered architecture:. nmaxim zes
t he D2K syst eehgliesdandsiyetural ghamges mady be mpde mathariodaperton frage thel seppeent

needed to ap the togl to a specific data format or an entirely ,
di fferent doﬁg?ﬁﬁ.prﬁglé m%’?ntélroni s separated by well-defined interfaces so that

internal chaggasmPDeveNOveiveéwdo not necessitate changes to adjacent tiers.
In 25 addition to the three tiers, the D2K system contains a system
executivéo 110, wiigiic pAavi bieh lgcbbleck Hiagram ohs Datacty-Krowledgedi nati ng t he

activity within,and bet n_.each one of .the thr tiers as-well| .as

"ot er act i ons 0 welTL I GRER @R R rdnd o iRt REE RSyt em i
not |imted Wdevdritie id 484 inpusiodiihtslafd &RowRAgabliphnab@r@ndedkgent , one or

nore additional tiers may be added to the logical architecture of the D2K

transl at or siegicahRrEdBecsirewh opgrerrbeglimentiof the Datar-totKuavdedge (D2Kntspsiement , t he

| ogi cal architecture can be scal.ed to er at S i er.S or _even as a
single ther CEGEGHEBkepiT g 3085 A fyf Peld® b ST sl RRL 51 ook
di agram of apnddhk&nbalge rapasitdry Bhitpaf asshbR ih Fagist BAOIThS ¥6£®wA100. As shown
in Figure 1B, the D2K translator system 100 conprises at | east one

reposi tory 1dempenestsopsienars LiZpawoftitheisquitedata hat to ayespdnahformat. fmrsessi ng of
data by t h.e &%%’f’é i% rull %%gutrszgf ?cgremg},jﬂ?eg s'oft-Waere cDgrgponents in tier two 104 analyze;:

organize, and process the data. - Finally, the software components in tier three.

106 export the processed data (knowledge) to a knowledge repository 108,

20  where, if desired, further processing may occur. This three-tiered architecture :
maximizes the D2K system's extensibility by reducing the amount of
development needed to apply the tool to a specific data format or an entirely
different domain. Each tier is separated by well-defined interfaces so that
internal changes to one tier do not necessitate changes to adjacent tiers. In

25  addition to the three tiers, the D2K system contains a system executive 110,
which provides global functions such as coordinating the activity within and
between each one of the three tiers as well as interactions with the user and error
reporting.

However, the D2K system is not limited to a three tier system. In an

30 alternate embodiment, one or more additional tiers may be added to the logical
architecture of the D2K translator system 100 shown in Figure 1. In still another
embodiment, the logical architecture can be scaled to operate as two tiers or even

as a single tier.



5 transl ator system 100 al so conprises at | east one processing nodule 112

to process data according to the rules and to generate know edge fromthe
data. Fiwooeeds2C is a high |l evel block diagram of an addpci/oea@lo7eszbodi nent
of a D2K translator system 100. As shown in Figure 1 C, the D2K transl ator

system 100 conprises at .| east on epository_ 114 and at_| east one
processi ng modul eFigyre §B is ar h’éhﬂﬂ‘ﬁ?gi?§£é}ﬁg¥w phar alisgpate F@Bg‘%@e%%fiaem

executive 11 e At : i | east one
X ocnss! ng TR ARGt L Ad FB3h iPDEARE PO BX GRSy B PO
enbodi nent ofl 0&cBprisek haleadtdho reppysdrgrnl 4 0dstorksusshigwnified ridegtitae 1D, t he D2K

transl ator system 100 conprises_at |east one repositor% 114, at | east one
processi ng mSAYAT theprocessing af daja by dhespmpuissizes swtem 0 00-ThBe BZK t r ans! at or

system al so ' ' d - ate, nodify,
and del eti tﬁ@ﬂ%@téﬁ@étg&ﬁﬁgs& %‘819@@;6@9@8%53 OS%P%W?%}H@?@&I&%J%% or the
source data pfbkessldasd dcueiditiged thaideswmy tb gerefaté Reowledge fbm theitiatar e not
limted to, docunents, 8i.ct ures, databases, diagrams, schematics, and the
like: Since, in g&HmralC isa high lewsl bleckhdipgramebindditionl embodimsyerfizent ) to
convert datag ' f { - t riety of
source data c? r?én%rg%a%f%gétgrgn@@ gg}lstsg B?ﬁ utpliégrﬁ%?\%’et%?égkftg%ngzaé&cfgggfni n its

native formatlo@Bsnpidey af leadt dae Foe@iptl 14 ahd hiMBASt 6fe pidcessthgnaoddylal for mat .
In other words, the inport tier (tier one) 102 isolates the details and
intricaciles 2. TheD3Rsyaemdartherompases # pifierhexeghibrekld) tagopoigbdiaint s in

t he processi tier - (t]er ) 4 1 Qut | intier two 104
anal yze, orgge(r%lstzoen%e{ﬁ%ggél%cag}géﬁ%\%elegs?%eo?r?gﬁglggﬁl&e e processing routines

104 convert unstr Bigudd B0 is ABiRAil6G)] Btk dihatan bNimdtisr kibbbingght ofEBRKNYf Ul
know edge. The processing conponents use a_ variety of techniques such as
regul ar expr &8sslaer systercH0e iy shoavn indtignrall Dy hededdy Erangatee sstenn 0G4l gori t hns
and graphics j 2t £ i | it The conpo O, in-tier three 106
export know 8%1’%@9%683%1%%88 é‘%’é’gﬁé plggf té?agpﬂlﬁé}gﬁegglgégl?%&getgz’ %rlr%({/aresi de in

many sounge fgtdimbseculnoniRdDe DBY tahslatob Sysie RS eBinpesdst ussever al
repository formats. Hence, the export tier 106 (tier three) isolates the

details and imHenfacesepliaw auserie craatswmods andsisiate Geypseropaeified ryes -t he
processing 7 WO O 7 /07652 .1 i . hn r the inport
tier 102 and expor a%? iéétra f?@é%g%ﬁ(cﬁéﬁ}essoﬁ c?é\%\;aqt% E'edﬁlrs'tor@ée{lsq}s%ﬁr%tatr?@? 106
conponent s t Be pethe G6rm o) Batrark asklimitedhulodi@enty pictures; dasbskes, t he format of

the data source or the know edge repository.

diagrams, schematics, and the like. Since, in general, it is not always possible

20  (or convenient) to convert data into a single format, the D2K system supports a
variety of source data formats. The components in tier one 102 plrocess data in
its native format and convert the relevant information into a neutral format. In
other words, the import tier (tier one) 102 isolates the details and intricacies of
the source data format from the processing components in the processing tier

25  (tier two) 104. The routines in tier two 104 analyze, organize and process the
imported data. The processing routines 104 convert unstructured, meaningless
data into structured, meaningful knowledge. The processing components use a
variety of techniques such as regular expression search engines, natural language
processing algorithms and graphics identification algorithms. The components

30  in tier three 106 export knowledge to a knowledge repository 108. Just as data
may reside in many source formats, knowledge may also be represented in
several repository formats. Hence, the export tier 106 (tier three) isolates the

details and intricacies of the knowledge repository format from the processing



5 Physical Architecture for an Exanpl e Enbodinent. Figure 2 is a bl ock

di agram of an exanpl e enbodi nent of a physical architecture to inplenent

t he D2K sy@oeesshown in Figure 1. The rectangles 202, 20BCT/R%®,/072320, 216

shown in Figure 2 represent transformation conponents. The transfornmation

conponents recejive sone type of input and transformit to 10 produce sone
type of out plRUtNghdNSHp@EB)dhe ter] Ogiagd expost ierg0dLcempongitaallew r uct ur es

referred to rel ti B2 o5 he i 1k : hani sm t hat
t he transfor nngtp?%%s%g Uglﬁents? LFSOIelEI?gKE%em{Iﬁg%? %S&%ﬁ%&?ﬁﬁ'lﬁer- The

cyl i nder s shoowsidentHei fgtm# of theautesante srapokbndvdedgsepdsitoryst ore a vari ety of

i nformati on such as the D2K system s configuration, rules that govern the
15 transformati on conponents' behavior, training data, error nessages, and-

the Iike., Fi i%%i’Aéfﬁgeaﬁpﬂﬁrﬁ%%éﬁ EFM‘{‘EEW represent graphic user

interfaces ( S user 1 Vi a Js to custonmize the D2K
system s behavi or Fighke2 gxatsiptiediafinisi efadn examble eatiddireerstdarphiysicdli gure 2 nmaps
to the logical _architecture shown in Figure 1 as follows. The inport
filter 202 aPwhigesHire ko iprlemeny thepdKs systent sowngp Eigure hodhe Hofanglss conpri se

e LIort o881 06 BURN L kool Kby BH LKA, o0 ©

the extraction r eposito custom

processi ng nUHe tr@ssf@hhtion FPmbSeentd R cgiv © 686 typg of Inpat arld trafsfdrioi} teshown i n
Figure 1. The packet export nodule 212 along with_the packet export rules
reposi t oi§ 2pwdeghsemestape pEowRYo rkhereneelopasishpwa i Bigpreshtspreserf datss Fi gure 1.

The packet dlaagl eOer. AR HLANRL ALY S De MECkel hRRED. LiLESiERPOST Lory

218, the GUI s and configuration s"(no system

executive shehanthieraffotihatioh congokerits ued © dofitnmiriéRs wak@astopthed STHehat
facilitate comruni cati on between and within the three tiers shown in Figure
1. The data fYlerstshows ieKigw Lreprasedirapasitones thilestoyp R veéyistyerth 200 shown 30

[ Figure 2 Io@hbR bR nd D ARn. Ll BluB02 R b g it @ sour ce 201

. St -
and discretizes It into pac accordin er rules 204.

The inpoi§ frihdf6rnation cbMpondd@S HebavifieteinfRCcles!, rrbombhiagdaskeihedikepat cher
216, which dispatches the packets to the appropri ate_process%}gﬁ nodul es
accor di ng t oFtnaBy, the popdashewavin Frevre Ssamepnbgaphis deanterfpegsdGEHs) ul es 218.

Ine by oceso! i TR G 81S58 BRI PO BE SERERLAB R o5, St
create additional Thaekeipsle ph¥siel aRRhRERSRish@wn in Figure 2 maps to the logical
architecture shown in Figure 1 as follows. The import filter 202 along with the
20  import filter rules repository 204 comprise the import tier (tier one) shown in
Figure 1. The text extraction module 206 along with the text extraction rules
repository 208 and the custom processing modules 210 comprise the processing
tier (tier two) shown in Figure 1. The packet export module 212 along with the
packet export rules repository 214 comprise the export tier (tier three) shown in
25  Figure 1. The packet dispatcher 216 along with the packet dispatch rules
repository 218, the GUIs and configuration modules (not shown) comprise the
system executive shown in Figure 1. Packets are the interface objects that
facilitate communication between and within the three tiers shown in Figure 1.
The data flow of the example embodiment of the D2K system 200 shown
30 in Figure 2 is as follows. The import filter 202 reads the data source 201 and
discretizes it into packets according to the import filter rules 204. The import

filter 202 then passes these packets to the packet dispatcher 216, which

dispatches the packets to the appropriate processing modules according to the



nmodul es, such as the text extraction nodul e 206, create several packets of
finer 5 resolution. These non-term nal processing nodul es pass the packets
t hey creaveo1/6w321 he packet di spatcher 216, which, in turnpCcOUs@at’eizes t he
packets to the appropriate processing nodules and the cycle continues. In

one enbodi nent, at. |east one term nal processi ng nodul e exports packets to
t he knowl edgBackekfisratetores 2tR; d'hpPERCEssing mosdyles Ropess dackets- BP®iGre 4. The

process sho i j 0 C | e bt hmd: 4 @ source is
par sed. Sy!?re&&églﬁg‘gél@lr%gsé Slérlll ﬁxqgérﬁéeafégo%}mned%%% gégeergl?l:}aon describes in
nore detail pleedstig muduies thytsdoarot creapaditionalofackéth.e Otheappdcessgbodi ment
shown in Figure 2: packets, the packet dictionar the 15 packet factory,

the inport fmogdeles. suplaptiekedt eaﬁr@ﬁapémf@ﬂl}e%k@@%ﬁwgwc}ﬁas Rbftgres, the
text extract] u o '
netafile 5(accﬁg &Hﬁg@egg?sﬁg%ﬁg%n}é@tpgﬁ%&?%m@glgggaessl @%p& g%lgger %Pé)iﬁie packet s
shown i n Fi gturthe packeedigpateticr @16, 0khiels tih ourg, difpatdhet ciemickamto theqgure 5 is a
nore detail ed diagram of the packet data structure 20 shown in Figure 2. A
packet 500 i 3praoRfAtapcessEureduesandithe pisle antigues dp oge eyppedimeabaf ent , and
context as s [ | ayr : \ 02 i of an entity
or object. T g%ygge@sl ;?g?‘%sa l%é;%ggl?glré?%%%\}gxg%s ?%%eg(ggﬁgtg gésmcontent. The
packet's confepbiitd?P4TERPSORESIsAMlustiated i Fidies £ Thbptozessahown dFighge zero or
nore associated values. Content |abels are relevant attributes of the
entity of0 obf eentinugs uriyihe patirg dpigseuige és Rajssideal |y processed by packet
processi ng nodul es and/or exported to the know edge repository. Packet
context 506, on the other hand, consists of zero or nore | abels, each
having zero gysteMeCenpordnds 86l Exampte Emboaiit val ues contain information
that either augnents the content neaning or describes how the content was
generat ed. Like céhseagtiongleseies dpmoesdetaihihgdellaping system sempenasfrt ed t o
t he know edgg r it 1 £SS14] I . hil d packet,
¢ usual |y coseaanplestiebant ittt AR AT ARAY e ke Rt "
ot her words, pidret fabiokyd theiRgport fter e pkeedispdicienPaekdt préebsgguent |y, if it
is desirable to identify packets w tﬁ a 9 WO 01/69527 PCT/ US01/ 07652
uni que i dent Mmpieles, théext ereaciammedpleethe packed exnart medulgscommita,graphg nce t he
children pa i [ I heir rent ' nique identifier, a
rel ationshi p&lé%%i\?\%@né%gpgogt%s"égnlﬁog%ﬁ EE)ra(’letﬁe %‘aegﬁ?g go M|l be created.

Packets. The packets shown in Figure 2 are generic collections of

information. Figure 5 is a more detailed diagram of the packet data structure
20  shown in Figure 2. A packet 500 is a data structure containing fields for a type,
content, and context as shown in Figure 5. The packet’s type 502 is a name of an
entity or object. The type is typically descriptive of the packet’s content. The
packet’s content 504 consists of zero or more labels, each having zero or more
associated values. Content labels are relevant attributes of the entity or object.
25 Content values are typically processed by packet processing modules and/or
exported to the knowledge repository. Packet context 506, on the other hand,
consists of zero or more labels, each having zero or one associated value.
Context values contain information that either augments the content meaning or
describes how the content was generated. Like content values, context values
30 can also be exported to the knowledge repository.
When a processing module creates a child packet, it usually copies the
parent’s context and assigns it to the child. In other words, the child inherits the

parent’s context. Consequently, if it is desirable to identify packets with a



As an exanpl e, consider how one could represent a recipe as a packet. 5
Since the packet type is descriptive of the packet content and the packet
repr esentveo al/69sei pe, the word "reci pe” is an obvi ous choi peTASH1/(7ThE2

packet's type. The relevant attributes of all recipes are a nane, a |list

of ingredients, and ,ﬁre aration/ cookLng1 i nft ructi ons._.Consequently, our
reci pe packetMgPf [degbhemthen ongcan stpredhe Heaiiter ageaniexkt 3106t 6 ARIEEHt ent . The

name cont ent ggl\%ée{s WIANhALR tﬁ‘eillgaréﬁtfwl&qdé%&ﬁiﬁe} '

. . NErelfiDh&p Bet%ﬁparzﬁ'te .
i ngredi ents Instructions content, on the other hand, w contain

mul ti pl e val aedchildieropdoketswatlde createdh | ngredi ent and instruction step wll
be stored as separate values of the ingredients and instructions content
respectively. Fi n&SI13 expmplss pRitsidshhev ORe &%“1§ﬁ@’r?ﬁfﬁb%¥e°&e as@dpcketgs, the
nunber of .ca ' Vi Lt ' ' ould be 15
stored a55 coﬁ?{gﬁ??.ﬁ ﬁﬁk%tﬁgﬁeefrsr@gsﬁ%gﬁ?f%S?Eg%gk%étgﬂ%ﬁlg?{lée}%a E§t an i nport
filter such aprésbets airaqipé,tthd woidredp2 is hwwbvious Ehades for the phbleetisnpmrt fil ter
passes the packet to a _packet dispatcher such_as the packet dispatcher 216
shown in Fi gdperdevaphaitriidesefialldpaipesasnapamey i by of megkedients, 3ndacket

processi ng LGh, , addi { ket s whose
i nformati onnpge&&rhr%?gn%%%p%dsﬁ}ﬁéw&g 'sgég%eﬁg%ntgﬁgggrgfl?ggg@ég?gﬂ% %cgﬁl%gc ket in a
packet reposhimé)ingedien@int istiatdisicon@po STHetayn 2 hten®tvilFtertsia a2.
Utimately, all atom c packets are routed to a termnal packet rocessi ng
nodul e sdlgh sigglenalysatiraecipg p spme. mbagiingrepientsandrngfiiicsions Copientpn @szports

D5 the. packef TeP iR GoiRaRIsh Aie Blush s Tuly oL GRS B Bl ' PRAGRS
enbodi nent, @mspaskststeh wili BOao6Nd as separas vl Jrabk figraliigitd sdary 222 shown in-

Figure 2, maintains a master |list of |egal packets. Several D2K system
functions us#siTRiqns cretentiesnactyrly.y Finallyyipfogaationysuch as themugper 8h.  For

i nstance, in i LAk AGES; he packet
di ctionary t(s)ér?{ﬁ%,ﬁ ﬂ%{?@bﬂ%&xﬁgfgpg%{;{r%é@rﬁr{kﬁm@ﬁ%@gﬁ 3?%{ ohla?ﬁoﬁ%&ﬁ@ bttﬁ’ser from
generating i peaddidd cbhekni ng rules, while in other enbodi nents the packet
factory wuses the packet dictionary to guarantee that only | egal packets

are created. The PheneambRAmFRnpgofcl srqopaiphbean superhiltentiich agihst rati on of
enbodi ment . S HBAGAR SpRRaF AN B bR AT a0 IR R0 " Cor st ers
prot ot ype of paskehdibpyddéher such as the packet dispatcher 216 shown in Figure 2. The

packet dispatcher routes packets to packet processing modules, which, in turn,

20 may create additional packets whose information is more atomic. The dispatcher

may also store the packet in a packet repository such as the packet repository 220

of Figure 2. Ultimately, all atomic packets are routed to a terminal packet

processing module such as the packet export module 2i2 of Figure 2, which

exports packets to a knowledge repository, or to a null processor which discards

25  the packets.
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of packet it can create. Conceptually, a packet prototype is a packet
w thout any values. In other words, the packet prototypes specifies which
content amalol/ewdet ext | abels are legal for a given packet pgp®ESoiRaecikeet
Factory. The purpose of the packet factory is to provide a set of 15

packet related services such as readi a packet fromthe pagket repository
and witing a padkekerdlictiqnary Joone CPB%SEIP‘%}BT%/P“FW ‘gﬁ&nﬁyoﬁ?&[aﬁéh‘backet

factory Provhaat akliendsys Gowi inied@n! hililfs PREGEE fst oMUAMHRRES.

persisted in packet” repository, and passing themto the content
di spat cher sS8etdraitD2Keystaafulstionoutedble paakepdickatarptoanamaientgtarodul es.
Finally, the packet factory provides 20 services, to_build packets

eyer al
as well as aCHERHIR: divr f’@taéF%h%s‘frﬂ%e‘E‘gﬂ¥183?Pts € HARHSGUSET INfSEfa6FEE to create
a new child tf I ' . i r. In
one enbod% rreﬁ?e%gfr(\etidrqu(gfgrn %1 &P :8 F1th%tr511%fb§)r<]§@1&m&{ftha S? ?1 gﬂl@%rpﬁ)gér? hlbm { {ésreprﬁjgf]gs
repository cegemratag ihvaid tedieingfulbs, gutile iit othEhempodipeas thé paokei fapory il ter,
such as the inport filter 202 shown in Figure 2, is to handle the

intricaci es ¥8rsdhe packeihietionppr Reuamanirerhaioniniegd Paekess are creatshh t he

processi ng nodul e b i | SISt . source data
i nto packets, whi ? eﬁ?‘“g(elt !rillg?ﬁftgaatry Lsedu0 rﬁctflt‘gf at é&?icl)%%glt&rgﬁoé ﬁ%etﬁ%?%ksyst em
Dependi ng upsystérhémpat flteeund packiehprocessitiganodnieshih o eifibddivhentpamycess occur s
is different. For exanple, for hierarchically structured data such as SGW
or XM, plckErKcoiion epmpansntthptgsnerates pagkebelegistestd prokiyreeieaehty®6de of the

hi hy. | . | : . of
vord (1) doc i ERRENFEESE, EoneBRANLEMcket Bbicfikth ZhAIEE WPl obo
witten to crglate Ipathswbrds] heWackd/pbSoRpef$prtiiep WhithGatenfandut | i ne of the

data's structure is captured and stored in a database. In the case of SGW
docunents, t Rtexftlpbeheare degal for pgivengack®d tiiSeunent tag definition (DTD) in

that it contains L enar '
enbodi nment , hovvevg)fl ?"‘?ﬁ?"% 'I?Ijélee&‘l ﬁ%%fé%{ﬁ%ﬁ?f%ﬁé@é%?cﬁrgkﬁg% rgt%h%f DTD t hat
is 5 reahs zegadket feitediriads sUcle lading @packdt fidntlthe pasker tepobita@yiagdout | | ned,

a packet construction rule is applied to each node in the hierarchy
accordi ng t o“eWagamsekat ke rasket Fpopitarye kit addifigas g RAsketfagiRBtPTEASE r uct i on

{ ﬁge?\ogg O\ivohl%.esei’{gcgeg ?fgﬂit%giaggg g].:lccféels(,)Whﬂ,@x \W:rE Be}sﬂ?ed ig %e%atc{g&t corresponds to
repository, and passing them to the content dispatcher so that they can be routed
to packet processing modules. Finally, the packet factory provides several

20  services to build packets as well as a mechanism to clone the context of a packet
in order to create a new child packet that inherits its parent’s context.

Import Filter. In one embodiment, an import filter along with the import
filter rules repository comprise tier one of Figure 1. The purpose of an import
filter, such as the import filter 202 shown in Figure 2, is to handle the intricacies

25  of the data format and hide these details from the processing modules. The
import filter discretizes the relevant source data into packets, which are in the
neutral data format of the D2K system. Depending upon the data source, the
mechanism by which this process occurs is different. For example, for
hierarchically structured data such as SGML or XML, packet construction rules

30  may be associated to each node of the hierarchy. In another example

embodiment, for data stored in Microsoft Word ® documents, Visual Basic for

Applications ® scripts may be written to create packets.
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2. lgnore the data and create a new packet. 3. Create a new packet and
insert the data into the packet as content. 4. Insert the data into the
current mkaﬁ%as content. 15 5. Append the data into theCTwsogITss2packet
as content. . Insert the data into the current packet as context. In one

enbodi nent, depen u t he user al so spe if packet
type, the content %"a‘%@t"? B? g?tatsﬁ %tBFﬁléft‘ptPQEB d'sie ase E‘he six
rul es may nothéoaséepéembt&umnava@buﬂgféqs sithifaP® t'ﬁt:%aﬁﬁéh\f tag or exanple, it
is 20 invalid to insert data into the current packet as content at a node

whi ch does ndefinitiaw éDED) antbetsit ocvntallnati hergabesf depank end atfriotes, Inlee user

need not be cognitive of all the restri.ctions sinc ne embodi nent,
the inmport fi€ QQIW@alhﬁwﬁﬁerug’@to“ﬂinr‘?t ¥ cqutaifs fhe pﬁgtoneﬂflt]&?/\ﬁtrﬁ) t?‘Etts‘ér to

viol ate agy "r%ﬁzédﬁ{thé’gétuﬁléi%%urﬂéﬁv' ously nentioned, once a data source's
outline is stored in a 25 abase, a packet construction rule is

associ ated to eaclOmede dam {thetune erantiiied, a pddket tonseucfonrmuleas applibdpendent

upon the existin ormation in the inport filter les repository. If a
gi ven node aI?%a&gylog%‘b‘PERlieﬁafP‘PﬁéachBTdé%g Sritspment pE fhemresch assi gned the
same rul e as ﬂJ%ﬁnS’ﬁ('P&ckE‘tQ:oﬂ gﬁtﬁhhkbﬁum% HeER d&%e oSARY witlhd 1n the
dat abase, then it Is assig the "ignore the data" e. essence, the

user is 30 ahbmthalcnﬁespendm@thénmdﬁ ure of several data sources W t hout
| osi ng past traini ng}ign e. 4 the application of rules to nodes. In
addi tion!%t he user @“e\ﬂéfh e ability to delete any nodes that exist in

the rules reposit 0dath nd B8 8GER J¥kQuUt I i ned data source. These
two mechani sns al owt & User o store th packet 12 WD 01/ 69527

PCT/ US01/ 07652 c@nsCieuteta remw pmka&nﬁonsestethedah iidatle mokEte®S i N one or nore
rule repositories while mnimzing training requirenments. In one
enbodi ment, after tH®MSport filter is trained, the inport filter is

regi stered. Regi Stzterlﬁq&gt{?@%aia rtfle&e |n%aagplt!g(fa0%e &t he packet dictionary

with 5 prototypes of packets that t ort r can create while it is
parsing the data Ssompmad thednamte Heaudimerniacketfaseonteite user trains the
inport rules via the inport filter user interface, the GUJ automatically

regi sters the i np8rtIngg the datadpiodhe parent pagket a5G90f¥- | s r egi st er ed, the
import filtex, gAYy cﬁrﬁleﬁt 8eRdiR8 U6 tH Y uRPRletisHGmay HEo BRekFinconst ruction

rules to constr uct pac
packet type, the content label, and/or the context label. Furthermore, the six

rules may not be applicable to every node in the hierarchy. For example, it is

20  invalid to insert data into the current packet as content at a node which does not
have an ancestor that creates a packet. (Note, the user need not be cognitive of
all of the restrictions since in one embodiment, the import filter training user
interface will not allow the user to violate any restrictions.)

As previously mentioned, once a data source’s outline is stored in a

25  database, a packet construction rule is associated to each node in the hierarchy.
The type of rule is dependent upon the existing information in the import filter
rules repository. If a given node already exists in the rules repository, then it is
assigned the same rule as the existing node. If the node does not already exist in
the database, then it is assigned the “ignore the data” rule. In essence, the user is

30  able to merge the structure of several data sources without losing past training,
1.e., the application of rules to nodes. In addition, the user is given the ability to
delete any nodes that exist in the rules repository but not in the recently outlined

data source. These two mechanisms allow the user to store the packet

12



10 As an exanple, consider the sanple SGW text shown in Figure 6. Figure
6 shows exanple source data to be applied to an inport filter of the
present we@ensisen. Figure 7 shows exanple inport filter receEStiw7be applied
to the exanple source data shown in Figure 6. As shown in Figure 7,

el enents are identifi?d by a bgﬁed letter "E ; whereas, att.ribhjltes by a
boxed | et t er SORSIrRemBles  fahsayeral dgia SQUIFTSI CaC ALFRIE | apsitoses WHYE | ow t he

boxed I etter ,anchilihg mﬁgé filhige rules followthe ellipsis. The "ignore
the data" rule is}Ii grplal e 1}e(()llrnrél:tems Wi thout an explicit rule. The SGW

import filter par &eenddmbalmphteaftanthe mipontefnter by trahedreind im@ppfijérng t he
appropriate inport filter rules (a|~°11~ referred to as "packet 2

const r uct i on'&tEEd ) Registering thedmppg ORulates W parKet H‘%PPWQVI . the inport
filt figst ABY, i th
Iiter T1ES 8‘3’3‘5@5‘%% GHBRShSY tht gdgfnért hﬁﬁji %n(gF%-t@: WA, lﬁf)ﬁlgiggiihe cﬁ{tzﬂge e

rule in Fig correspon to t ment 1s to ore
el ement' s daseurcd. Ha onk embobtinidnkt,tafter e asaackng the papse ruléevih dhd impootw ( FLTROW
elenent. The rule in Figure 7 that corresponds to this_elenment instructs

the inport fffterser Bterfasgitae SUnuomatiseihoregtsigsethedmpert ddige. Ongsdhe t he

[ t filt - - ; ' in Fi
7 "That cor  oupRtiRE: it pisTerd e FhAEE Rhertpo Bigciq U Sordc By bifnie 7 T 9T
( SECTNBR) anthepatieps eokstync(idtEdlesab tconhdatiicepackelisy ect the inport filter to add

three context |abel-value pairs to the Fault Code packet, The val ues of
the CHAPABR, SECTRBRNghemRIEYcopsider hgsagpleSGML tey shown in Figure Gng

- EN29240001- POARIOG, ws ¢ {T@g&‘s‘%&é}% at%%%% &ﬁe&@%%ﬁ?ﬁ?{lﬁé beggger. Section

Nunber and UniYque Key con t respectively as shown packet of
Figure 8. Fi gtesent Bnveqition. SRigncTshodfs el midpledtipbri@iete nieciodic applied tot 0 t he
inport filter parsing the fault description (FLTDESC) el enent of the SGW
text 13 WO tercaample sparre da@ashovaspFigygre & 4o skoven indiigets % glemenisage t hat

correspond ! Pehiied i b9l EIRISATHTHIES v N RBE Ret L0 Hor e the

el ement's data ort er proceeds aul't description
( FLTDESC)5 el elemiht andh@tribuleaates ingiddately foliatv the boeslenétsandahd tngpdri TDESC

el ement instructs 5 the inport filter to create a second tpa_(:ket of type
Faul t Synpt ofHtenales foliqyethejelhipsis. Fhe “ignors thealatas rulgds ipaplisd fo¥ it¢e cat egory

(CATEG attr] i 1. ault Synptom packet shown in Figure 9 as Fault
Synpt om Typelvggzr’f?eah{%w%gﬁl\}gl ue of the fault type (FLTYPE) attribute is

t hen appended to TheSGMI anporvflterepagdes thessample text element by element
applying the appropriate import filter rules (also referred to as “packet

20 construction rules”). In the sample SGML text shown in Figure 6, the import
filter first parses the master fault table (MSTFLTAB) element. Since the rule in
Figure 7 that corresponds to this element is to ignore the element’s data, the
import filter proceeds to parse the fault row (FLTROW) element. The rule in
Figure 7 that corresponds to this element instructs the import filter to create a

25 packet of type Fault Code. Next, the import filter parses the FLTROW element’s
attributes. The rules in Figure 7 that correspond to the chapter number
(CHAPNBR), section number (SECTNBR) and unique key (KEY) attributes
direct the import filter to add three context label-value pairs to the Fault Code
packet. The values of the CHAPNBR, SECTNBR and KEY attributes, i.e.,

30 “297,%24” and “EN29240001-00001001”, become the values of the Chapter
Number, Section Number and Unique Key context respectively as shown in the
packet of Figure 8. Figure 8 is a snapshot of the Fault Code packet prior to the
import filter parsing the fault description (FLTDESC) element of the SGML text
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Fault Synptom Type content. If the rule, which corresponds to the FLTYPE 10
attribute, instructed the inport filter to insert, rather than append, the

attri but wv@ol/emta to the Fault Synptom Type content, thenpehEsompeszt filter
woul d have inserted this data as a second val ue. After parsing the FLTDESC

el ement and i attributes, the i ter parses the fault nessage
(FLTMSG) and® gﬁ"&“ﬁé&l\ﬁ‘“?%ﬂ"ﬁﬂf@ﬁ ha&?@ﬁ"é toTh%“’g‘ﬁﬂgF? clemeplsinstaskert s ¢ he
val ue of thegg nﬁ;ggpﬁ t Synptom
Text and ECAM At\% gﬁgg;&%’g%%ﬁhggggﬁ%ﬁd#%qg gure 19&}@%&%@% ﬁgﬁfsﬁgg‘%t filter

encounters tfmltﬁiﬁ@lﬁiﬁne{ﬁﬁTDﬁgC) e@tm:séquently, it clones the context of the
Faul t Synptonm s parent packet Fault Code packet, and passes the

Faul t Synpt om pack ?Wlﬁlrtﬁéuf?a%ﬁ‘éicorffﬁ%%‘élﬁé%@e FIZDESG elymeat ipssypinshot  of

t he Faul ts Sy I Pgaggt u gt he fault
descri pti on FL%@@&EF\%&EQS als%l&)t d sarr%féggfg;%)ﬂk g%mﬁt%gfﬁ gglr e 6. Upon
returni ng franpdrh&ltgaasests thk elad GME categay (CAAEG)fatthibete imanbeBadlhe t ask

reference (TASKREF) el enent of the SGW text of Figure 6. The inport
filter inser¥mpioa v%ﬂkebsh@wnﬂm%g%?%ﬁéﬁ@ult symplenEEynecontsat Bhkvadte as FI P

K12 25 Ref erSPﬁEtf&gPtgﬁ%‘FFLaﬁY b‘uﬂ: 15'&%%&%&69\;@%5 crlm%fltt\@flﬁel dtGhe | GnOT €5

t he next el enen en en oun ers on encount eri ng

this tag, tRsult $aponf TYpesonfeas SHshd Mk, %whtcoﬁestﬁmﬂaﬁk&k FtUTYtHIe cont ent
di spatcher. Upon returni ngefrom t he packet dispatcher, the inport filter
encount el t A ITAECcted 4 %@Pfhﬁ]ﬂerﬂ@#wlﬁd@ﬁ@f hep gppend; thejagtrifuerfapshot  of

the Fault Co r | t. e fault row
(FLTROW endgfta E%%Hﬁfsﬁhpq%qﬂg%i@q t%m“fh IP%SOE% Q{Oﬁfdzlbat\n/fgrary, appl yi ng
t he packet cﬁmsmerdmtsldm dsi ®801af valld. QAIft€r pardifg mBQTIS&IHﬂ@eISEVht driéts of
Figure 6 produces a Fault Code packet as shown in ure 10 and a Faul t

Synpt om packafritigess fwipppr fiteyparsessthe faplresgaged 3 M ndRTAFLEEY  Packet

Di spat cher. h t 16 of
Figure 2. i sCYRAECRMEUSRONE She bGP ARG hOUGRARTe S ABEMIRLE T i er)
and backifal fnt theFanlt|Syapess phcket beFaulBingp@rtext med FCAM WA béftersy st em and
functions as a packet "traffic cop’'. In_one enbodi nent, the packet

di spat cher 5aophematiBdiguie PhNsst, ﬁlwewortlfﬂtqrtegcwm%uheﬁé&@%?c gpbiedt i on, the
packet di SpaE:SHs%r uex{t QUL e B BB ReekP fﬂﬁ%iﬁﬁht §gxﬁ§t%ﬁ§ p&eﬂp&%kﬁé&@ccor di ng to

packet match tation rules, red fn a‘pac di spatch
rul es dat abathe Faﬁlll ©odapacket, and passes the Fault Symptom packet to the packet

dispatcher. Figure 9 is a snapshot of the Fault Symptom packet after the import
20  filter encounters the fault description (FLTDESC) end tag in the sample SGML
text of Figure 6. _

Upon returning from the packet dispatcher, the import filter parses the
task reference (TASKREF) element of the SGML text of Figure 6. The import
filter inserts the value of this element in the Fault Code packet as FIP K12

25  Reference content as shown in Figure 10. The import filter ignores the next
element and then encounters the FLTROW end tag. Upon encountering this tag,
the import filter passes the Fault Code packet to the content dispatcher. Upon
returning from the packet dispatcher, the import filter encounters the MSFLTAB.
end tag and terminates. Figure 10 is a snapshot of the Fault Code packet after

30  the import filter encounters the fault row (FLTROW) end tag in the sample
SGML text of Figure 6. In summary, applying the packet construction rules of
Figure 7 to the sample SGML text of Figure 6 produces a Fault Code packet as

shown in Figure 10 and a Fault Symptom packet as shown in Figure 9.
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t he Packet Dispatch Rul es database 218 of Figure 2. In a second node, the
user can disabl e packet dispatching and configure the packet dispatcher to
nerely l1weavedspackets to a packet repository, such as theCcpasket7652
repository 220 of Figure 2. In a third node, the user can configure the

packet di spatcher both to dispatch ckets to packet procgssi nodul es
and to store packgflgkqtR’W@hﬁécéé{a"k?&gﬁ%ﬁc dr $HC 'Iaﬁll%}ée IPa&EPtt W&Eﬂg% useful as
a debuggi ng aj rOVd . 1 i iLh. 15 In one
crbodi ment - £ heoEAGa tf e Dol Blweth e PR AGIELe CHhad 80 i ng

bet ween t he ambloack Halfl(t.er protéssingack atd elipppaterhefithe 82K tykempacdk et

processi ng dul.es: single-threaded. and | tji.-threaded. In single-thread
node, the i P?nsqulat@tckﬁethagﬁéf%%' ‘H%chrl%?(’dlé‘ﬁamp%s}’é gt dispgcheie packet

di spat chey, gﬁ'ﬁf‘e% j O 1% ARRPRIHAL EoRASHSL ¢ BSShdg: ule. The
packet pr%ceé\@%tgp 0 rmd%ﬁdeeg'pr ocesses the paco:lEégt aﬁﬁr‘ég,é?néatgﬁgsn}? generate

addi ti onal paakstpackatbhiogucketpeodesding meduleoaasrdihg tapaeketpastklet s. Next, the
packet processing nodul e sequentially passes eatgg chi |l d packet to the

packet di spatReFEICatighBilesa¥dicd are stpreddR a Pagsst disPrigh &t drdhess. sichdsdul e, Thi s
cycle contin i pformatd j .gi nal

i nformation H‘g?aglg%rl# lﬁg%egélg%ggﬁ%gég%%ﬁ%épgﬁ 1{&%%69(%? Ig%(?%?}eq{shg i npor t
filter is fresm disablepdeket diggasihing dndeconfigure tlkpacketndispattdier foanergBner at e

anot her packet. In summary, in the si ncgl e-thread node of operation, once
the inpotd fPavedacksbnioranasketaenpsiiRmy suchias g Raskefepesitory 20pfdigireds wel | as

all of its de i . its task
of parsing t eéﬁlﬁﬂgﬁéﬁedg?g}.ggﬁ%n%ﬁ?ﬁr?&%}gggﬁ%n{?g{e@eﬁ%Oetﬁ?&n%(%ﬁ Hﬂal ter does
not have to paketstepacklt ploeesdingmaddulidrant oo poacerkets hethepaklat bef ore
resumng its processing. The raw gﬁtckets are queued in the packet

di spat cher affiositosre$hisdass Bodg ig ysehy ana debupging ad aed progifles HicaBel Thi s

all ows the i r i ~to.work continuously. Miulti- 15 WD 01/69527
PCT/ US01/ 076{3}3[R aﬁ?&%ééé‘g%“%g‘ér ation is advantageous when the D2K systemis

hosted oms a nul ti n @fecmetssihent Oip phekiet digpitetiar sispoiBnivb amneids pf ggi ousl y, the
packet dispatcher routes packets to packet processing nodul es according to
packet nmat chsegpensing betweehthe ympart Sty die nagketitispatrhgn apdthedaghsdt ch rul es

et abeoe LRSS FERTED g 1508 TSI AUEE RO, T2,
processi ng ni@umesrt (ilef greeded Dpaketipad lpassepitac essguckt.dispatcher, who
passes it to an appropriate packet processing module. The packet processing
20  module processes the packet and may, in turn, generate additional packets, which
are referred to as children packets. Next, the packet processing module
sequentially passes each child packet to the packet dispatcher, who passes it to an
appropriate processing module. This cycle continues until all of the relevant
information in the original information has been processed and exported. At this
25 point, the import filter is free to resume parsing the input data in order to
generate another packet. In summary, in the single-thread mode of operation,
once the import filter generates a packet, it waits until this packet as well as all of
its descendent packets are processed before it can resume its task of parsing the
input data. In multi-threaded mode, the import filter does not have to wait for
30 the dispatcher to process the packet before resuming its processing. The raw
packets are queued in the packet dispatcher and processed serially by a second

execution thread. This allows the import filter to work continuously. Multi-
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Mat chspecs consists of a packet type, an optional processing argunment, and
zero or nore context |abel-value pairs. Matchspecs are simlar to packets
wi t h t he wOof/edskowi ng two exceptions. Mat chspecs cont ai npar/pacikEss2
processor argunent. Mat chspecs do not contain content. In one enbodi nent,
packet processing nodules, except for the null processor nodule, are
speci fi ed bythreasdied ogergtian isadveniassode when theDkesystim 19hqstedal vgults nodul es
wi thout a GU Bc@sfsﬁr@aﬁ ygtgmbe nul | processor nodules. Figure 11
illustrates éxanple patent “nmatch specification rules for use by a packet

di spatcher. I n Fi gusmeentibned pree@using thh ppckes dibpiicher s patkO6 tapakempped to
two packet processors 1108, 1110. The first nmatchspec 1102 indi cates that
the Null MoBWCcessTEFgodues aeordagto prekes match pegificaqrarufes sioredrigghe . The
second 20, ma i .ndli e I Modul e 1110
with the > ar B%%ﬁ@gp%—éfgﬁléssﬂta%%&pﬁgtgggémgg@ﬁn}? %ékgﬁétc{;gt(eﬁléglglt Topi ¢ whose

Faul t Topi c spe¢ffreatomidad mhs p&fdamatch spdifichtioSréfEeito Adreintabi rd mat chspec
1106 indicates that the Text Extraction Mdule 1110 with the argunent
"Possi bl e  CH@iESPecshi® Neksd Prasessing Hadwles gelsired yhes MaskeliniP@sOitises. |1 n one

erhodi Ment. R g SAbLONE 08, GUIAENbOCS RRBH TBRENBARER: andy B! chopec

must map to one a ac grocessor. Specs may map

to the sane pagalcoptae RHSPTAue pdRl MsplepscyMrt Bintine t& paskeRaGiethet ype nay
map to different packet processors as |long as they have different context
| abel - valltie fdlomdng Bee exeephieisr to det er mi ne whi ch packet processors shoul d

process a packet t he packet di.spatcher first determ nes which matchspecs
mat ch a packét T:M%tﬁg?ﬁecs ?‘an?wflﬁ’ia%kel?%c{c,ess%%rgﬁglfﬂtet di spat cher determ nes the

best nat chspecaviatcRsfREHES nbiQontath EBk&HRspPec to match a packet, two
requi renents nmust be nmet. First, the 16 WD 01/ 69527 PCT/ US01/ 07652

mat chspec nubt oriseenafodithentspackettprpesssing modufrackestpt Setemd]l prévesseat chspec' s
context, if it exists st, b resent .in the.pac The proceedi ng
ctatenent  dobedey Seprgichnl Pl sRbebinint g fEIEUP). BocBiiane cont ext
as the mp chgpagles WihOLOLGUID ard N8urfiBd R SPRA1 procdBéGhodle?acket , which has

context that is not 5 present in a matchspec, will still match the
mat chspec as | ongFmird heillwaicitet exanple pdientamaictesgecHivatiorn rudeh foyugerhy a

mat chspec. | Sac%teth(%gpatc re:(lzrj.sln lsigl?reqq?tlflgéel n%at%l?srf)tegsx { 1(55‘;j ?{04, 1106 are mapped

to two packet processors 1108, 1110. The first matchspec 1102 indicates that the
Null Module 1108 can process all packets of type Fault Topic. The second

20  matchspec 1104 indicates that the Text Extraction Module 1110 with the
argument “Faults” can process packets of type Fault Topic whose Fault Topic
Type context is equal to FAULT ISOLATION. The third matchspec 1106
indicates that the Text Extraction Module 1110 with the argument “Possible
Causes” can process all packets of type Possible Causes. In one embodiment,

25  the following guidelines apply to matchspecs:
¢ A matchspec must map to one and only one packet processor.
e Several matchspecs may map to the same packet processors.
e Matchspecs with the same packét type may map to different packet

processors as long as they have different context label-value pairs.

30 In order to determine which packet processors should process a packet,
the packet dispatcher first determines which matchspecs match a packet. Then,
from this list, the packet dispatcher determines the best matchspecs. In order for

a matchspec to match a packet, two requirements must be met. First, the
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be a superset of the matchspec's context in order to match. Once the packet
di spatcher determnes a list all of the matchspecs that match a packet, it
chooses whel/emerhspecs, which have the npbst context, as parUBEmt76520nce t he
best 10 matchspecs are determ ned, the packet dispatcher passes the packet

and the correspondin rogessi ng.argunents.to t he cket procgssors that
are mapped tB’a% Becﬂg‘g?%ﬁﬁfgﬁssﬁ@ggpeﬁﬁﬁ%&’a&hﬁﬁ'. eC ‘?532 eo‘B?tCBSfPé’C °l l ustration
shown i n Fi gUpfedilif iftaeHE husPhe ple¥@if ifﬁié!;{alcﬂ@.p}rﬁe Efechr%dth LthtertRRI C Type

context equal "to FAULT 15 CONFI RMATI ON wi only ed by the first
mat chspec 1108¢s noBubpleduee atpayket hhetehaya ek of thevsaine chatedi asghe otatadispes t he Nul |

Modul e 1108. . Packets of type Fault.  Topic,with. Fault Topic Type context
equal to FAUICIAP IW@F‘F toymateh %r@dk?}nglfmaf _ﬁ‘ént‘F’ﬁ_rtgzlt 1%E‘?tchs_pec 1102
and secong g%%&ﬂ%@@%a%gﬁeﬁbm‘?sﬂ?@ﬁﬁ%htﬁk ARhERR as Wild asdhS paiketmdshi s packet

to the Text Extraction dule 1110 wth an argunent of "Faults" since

t he second nethepegpetifd byadlse motchspronieathet wbels - the padkepacorsext marst t he

first matchspec. Packet Processing Mdules. The purpose of packet
processi ng aa|8\é1§rse&9?§a@ka&hsa?%‘g§%%n ardex gayatEh. cORFCe Pl 1 ed to, i s

to analyze, ﬁfsﬁgt@ﬁ&%eéﬂﬁﬁegg%ﬁﬁﬁoﬂ% kfkchspddd tl%@%a%@?é’dcﬁ?t[%c&@@s‘éget

processors nmay be cl assi Into 25 two groups: generic packet processors
and cust om péckeitcimpocse shahhavédranost cpatekiets the begs €hres tlartest hose that wil |

| i kely be used regardl ess of the data spurce. Custom packet processors, on
t he ot het® hafitichgpess a%@t%?t%@meéeﬁwéelﬁt dispateher passss theickgf el éhe processors

may al so be Bhdife ProlSsstr®’ 'dl@% t9fo A0 Padif Hiok o dRagket
processors a?@%gclﬁcgtggrgnsangrag% ney 0pro 8ss backets but d@géfo not
gener at e chi e heatakatisspeddon-t er m nal packet processors are packet
producers. They process packets and generate child packets. In agne

enbodi nent of t he FPReRPloRonsides the Hlugtratipnshowa i Figurg bl kackets b cessors: a

text extractj ic v& XROBL gy fla |l nmodule. 17 WO
01/ 69527 PCT}}%%W%@E e texotlﬁex%accatﬁ?onleﬁ%aég?e gIrIf packet export
nmodul es w | | CONKIRMAFERN wii Ih odigttei thatched hyhthe fiedt houehsgecsEldRL ons. The nul |
processor is_a term nal packet processor. The null processor does not

process pack&h@seayendlyplpsouekets wall g ﬁiﬁpﬁtﬁ}_l?fbtﬁébﬁ’r@“h Aeadrs! 198 one
e SRS G I BB ool & nave
ISOLATION will be matched by both the first matchspec 1102 and second
matchspec 1104. The packet dispatcher will dispatch this packet to the Text
20  Extraction Module 1110 with an argument of "Faults" since the second
matchspec 1104 has more context label-value pairs than the first matchspec.
Packet Processing Modules. The purpose of packet processing modules,
or packet processors as they are also referred to, is to analyze, organize and
process packets. In one embodiment, packet processors may be classified into
25  two groups: generic packet processors and custom packet processors. Generic
packet processors are those that will likely be used regardless of the data source.
Custom packet processors, on the other hand, are data source specific. In
addition, packet processors may also be categorized as terminal or non-terminal.
Terminal packet processors are packet consumers. They process packets but do
30  not generate child packets. Non-terminal packet processors are packet
producers. They process packets and generate child packets.
In one embodiment of the invention, there are three generic packet

processors: a text extraction module, a packet export module, and a null module.

17



I nstead of routing packets to a physical null processor, the packet

di spatcher sinply destroys them In one enbodi nent, before packet

processome0oresanal yze, organi ze and process packets, thegr/ase/a7ezp stered.
Packet processor registration acconplishes 10 two things. First, a record,
whi ch corresponds to the packet processor, is inserted into the processing
nodul e reposiThefext pxtrastian medylepe Packes suRoTERPdyles wHkbpdiscysped ingdefibt ypes of
packets, whi . . i i t he
Packet i cti Db SRR FocrBher BRER SBYeRb AL ol BallERbRLEEE T ("

packet di spahglhgfocedBRlicesdbt process padiats. disonepsselis sitrpdy fo.cohliensecond
function 15 nmakes ot her conponents aware of the packets that the packet
processor mapackgisoderc e"llb&glm@}&’ thedtullgroagssniealsunigye ingthatis doeoRPtmodul e

(TEM, Sug h ﬁgvetaﬁl i%npleerr)l(etnrtﬁlcothi. %e[ﬁgg&‘%aiségtgh&fefﬂé%%ﬁf%%{or.}nﬁ iR fAEARh!

X.
non-t er m nhal packet "ptr oCessor . urpose o extraction nodul e

is to identi idéte@ﬂ@ff@ﬁiﬂ%ba&&&itofaﬁﬂ@isiﬁiil&fdnll%ﬁoéeesﬁr, Bphékeedispatoha@ne
enbodi ment related to the directed mai ntenance domain, exanples of text
entities inchunpdy destrameteny ef er ences, part nunbers, observations and

faults. As with aknl. 0 aegn e&p&@é@g@%ﬁr%rpsébkett %?oc-ggsl\oﬂrsi Sa.npa%gso%?, é)%gangzgelce%ﬁﬁt and a

processor argumen argunent  speci fi es ection of

text extract pRReds\Pabitets MY e RBiseREd.| BkbQrbbesdripgbirdtRxtaccdiiplisheput 25
text conprises the values of the user specified packet content. The TEM

per f or s 18 hetWothingsi fidrstetrecopherhigh eareespony ta theanerkat protepsor, is insgeedrEM
identifies th ntities specified t.he text extraction, rules. ,Second, the
TEM f or mat s {rﬁ%ﬁw&_ﬂr?ctelsggg &5’@8&6%05’%8”?836 &%%?tno 9(1{ erag&e F5h SF %ornr(ria{l}%i ng rul es.
Finally, the le%sto@ héke®) & hth tH® packieBsioeéssorl Bhy pradlice bl reYisictedias
identified 38 an for#atted. The T Nlidgﬁtifies %ﬁ?ities asgfolloms. First,

t he TEM per f Srermacket (distiooatly. Tha dirsidurction makes pthgueomponenispsush@e the o

transformthe input text into list of tokens. kens._ ar ecified by
one or ror e BGEhRR G ellr BadeDRoeRSHYel A8 Hua

PCT/ US014 976 ke btBM R¥ipoMerith 8% hiel o ehePptick étY thal (iR papl& ipkdcesdor ainyof t okens,
however, does not need to be exhaustive. The user does not need to specify

regul ar expressliiens for text that does not directly contribute to the
e T ot on f ra 0k HEAGS o L RER O3 RV RS L o
extraction module 206 of Figure 2, is a generic, non-terminal packet processor.
The purpose of the text extraction module is to identify and format user-specified
20 text entities. In one embodiment related to the directed maintenance domain,
examples of text entities include document references, part numbers,
observations and faults. As with all packet processors, the TEM is passed a
packet and a processor argument. The processor argument specifies which
collection of text extraction rules should be applied to the input text. The input
25  text comprises the values of the user specified packet content.
The TEM performs the following acts when processing a packet. First,
the TEM identifies the entities specified by the text extraction rules. Second, the
TEM formats the entities according to the text extraction formatting rules.
Finally, the TEM outputs one or more packets for each entity it has identified
30  and formatted.
The TEM identifies entities as follows. First, the TEM performs a lexical
analysis on the input text in order to transform the input text into a list of tokens.

Tokens are specified by one or more extended regular expressions or by a
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5 user specified and then creates default tokens by applying user specified
filters to the text between user specified tokens. Once the input text has
been t okevdpea527t he TEM perforns a second | exi cal anal ysPeT/@Ro(1652

tokeni zed input text in order to identify entities. Entities are specified
by one or nore productions. Productions are extended regu] ar expressions
whose at oni cPigMlouslyspecifiekeniity. hhe MeCEiGARRAY 9f tokens, haweel Gogenetimeed at i on
process is a,t -] exd i ol t he i nput
Pext to o 11 S UEpRRRRC ThE Bor Ol iilgRed [ipecity feBhisPBRRSRBK L EL 12
The second passdoddent direly ceniributeas thedeinefidadke of zieentity.nPliehce, ext vi a

ext ended reqgul ar. expressi ons of tokens._ Consider the sanple input text of

Fi gure 12 antpkenigation is prefermedgrdwg steamgThe BEMelindsAll ofiths iokensothat e Fi gure
13. Fi 12 ] | i j . t
ext ract) on st PRR IR ARk ESiIPlok AR nPAS SARRbd B, b0

col | ection ofhettexttbeBrdehaséd $pocifivdtokens. uDgs. thd ipubexehlas ek edkenized,Fi gure 13
identify the itemin the rule hierarchy. The letter “C indicates the item
is a collecthedfEM perfogns &prepng lexicl anglysi@amthe tokenized gt foxt BMYdeissi on, P
a production, 20 and _.F' formt . | e, (elcipley Equi pnent Nurmber
entities in {th entgfgr%?téest @%t‘%é%?%ﬁisa"f}?ée‘ﬁ‘yg%g "i"%%lp% i rstlbl}slynds t he t okens

defined in tP@dua%ﬂs&m@mtmmm@é%mteixmessim Whose a€otaidTing is & fken. In
Equi prent Nunber entity only defines one token, an Equi pNumw th a single

regul ar & pr swsmary, fhe-erjity idegjficafion procegstis ariwe pess lexicd ndysis.olMowed by two

or nore nunbers. In the le text agf 2 Lgur.e identifies
three Equi pI\Iﬁ]r:ﬁ%P%ﬁ?e‘zﬂgyeﬁg%%tﬂ&gnaglngﬁie %t %P%éedﬁﬁw lters the
remai ni ng t exkpréksiond of bitar&diak aTheEechhdl b&ss i8dIeidict efilicdn tHehekdngedpment Nunber
entity item In this exanple the character filter contains a space ' ', an

open par ent hapuktex{ via extepfleskisgulpaexonesyoss of tokens. and a comma' ,'. The filter

is applied by renpving the |eadin n i C , ich.are in the
30 filter, from ?ﬁgn%@%f?%faﬁngﬁ%fr%s%kfé‘exg?%@%%eﬁgﬁ@?éea%%ﬁ{e% tﬂ%@ sh%dfi Iter,
the remaifi ngegubik egfisssiinstof Figube CRNEigdRS 1Uk karhplefsut thQtha XXomee, in Figure
12 consider the text between the Equi pNum tokens W22 and W23, i.e., a

comma and a Bivaessed by adext boiraction masalee Figwe\W))i9a heogoncRCmesoBtion6s2
characters ar

charact o= oL L1 b Yl SR P AR B, O 21
12 consi der ideh@fyltBxitchagh ORI Keralh} 2 ThERHep UMt eken tirntnt B end of the
' nput text, Lélﬁ:-cfion, ‘E’ an entity, ‘T’ a token, ‘R’ a regular expression, ‘P’ a production,
20 and ‘F’ a format. For example, to identify EquipmentNumber entities in the
sample text of Figure 12, the TEM first finds the tokens defined in the
EquipmentNumber entity. In this example, the EquipmentNumber entity only
defines one token, an EquipNum with a single regular expression [A-Z][0-9]{2,}
that matches a letter followed by two or more numbers. In the sample text of
25  Figure 12, the TEM identifies three EquipNum tokens: W121, W122 and W123.
Next, the TEM filters the remaining text using the character filter specified on
the EquipmentNumber entity item. In this example the character filter contains a
space ¢ °, an open parenthesis ‘(’, a closed parenthesis )’, and a comma ,”. The
filter is applied by removing the leading and lagging characters, which are in the
30 filter, from the remaining blocks of text. After applying the filter, the remaining
blocks of text become default tokens.

For example, in Figure 12 consider the text between the EquipNum

tokens W122 and W123, i.e., a comma and a space. Since both of these
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(DOC 21-51-11,-22,-23).". The TEMfirst renoves the | eading characters that
5 are in the filter. Since the first character is a closed parenthesis (a
charactewohnat9s2is in the filter) it is renoved and t he negr/UStIzN7ex2t er i s
exam ned. Since it is a space, it is also renoved. This continues until
the text extraction nodule_ encounters a character that is not in_the
filter. The fharagters genindhafilien geyiate epeveq @id gnseqyentlype defamlt ioken iy enpves

the 1001 ng GHAL AELRER Rk BbRubiokbR. ] b bimel Raril A Righe1d afigepar act er

is a period, arac I'S not ter remai ns

and the searc}tettaﬁrbam@tnaﬁe W1f23t}l"tﬁuﬂmt1 t@d&araadtt}&arendaﬁthmmphaexttiéw)r t he
TEM woul d renove this character and _exam ne the second to |last character.

This pr oc es s (ROW A -2oht r P3unt The ERM frstreanpiss tedeading chamagters that . whi ch
was not t Qlee IL ﬂ%l]tﬁ frer, ?mc%qhé QFS E%&cter%c%@ecféar%he%@% c%gl)acter Eh%[ra' ns 15

afterf|I ering t ng an agglng arac a default

token. Tabl & ik tlb@ﬁnw) Rr9MnEeedand ttetnerf clﬁﬁﬂttd@ﬁbmdnﬁhaﬂssmé’&jltﬁﬂef aul t tokens
resulting fromthe text extraction nodule performng a |lexical analysis to
identify EqéPasaehisnlspoemosed. Thléﬁommuﬁﬁém&éh?ﬂeét @’@R&CUOIZO?WCO 1/ 69527

PCT/ USOL/ 07652 e. 1. Al f ken Val ue
Default |F Tﬁ&%ﬁ%&ﬁ?%ﬁﬁk@%&téé%%@% "TH E%ﬁ%@% °FIN W21
FIN W22 Fl Nt 3¥ . DefeartiM tREXGedibvad thé laggdnd, chddicterfdhat fYesn pRifilter. t he sanpl e
i nput text is tokenized into five tokens: Default FIN, FIN, FIN, and

Def aul t . 1NexBincFeg lpsicharantsr is aestionca ¢@x¢%@lth?én%1n®ﬁsn§hﬁtﬁlt% #End t he
Equi pnment Nunb ntit duct | nt X there js only one
producti on, %{ﬁgermﬁn%ﬂlsﬁgg s ar(‘):ﬁéerf)nrmartr%sr g%%(%ﬁ?sp ara%te B85 !(“T:I Nis the

abbr evi at i on figkr, BRUTEIMUNBY1d CERSRAURhhRbleY and @ntifX the@¥édnab lan nodul e
finds one entlty, t he three Equi pNum tokens as shown in Figure 14. Once an
entity is idemarpdtered hlhprton@sswmllffcqnémle uitil the TEM ﬁmoﬁlé@rqdrﬂ chagasteror 10

nore fields. ent | S « sent to t he packet
di spat cher. ﬁE’é %?'}Tglt gtlentl rl|Cees g%)g g%?é‘zi’-%‘i ? §l3£) erﬁi'msput s the
rTmE}w ched ps odugéd MfersgtRKRAGInE Ah@ 1BENS cASGOER] ﬂ%e&(ﬁnéshﬁddfaﬁlb’t@ﬁen Second, the
Table 1 below provides a list of EquipNum tokens and default tokens resulting
from the text extraction module performing a lexical analysis to identify

EquipmentNumber entities in the sample text.
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perfornms a full or |evel expansion on the tokens in the bins. Third, the
TEM creates a field for each of the matching production's fornmats.

Finally, whel/dEd 15 creates a packet and inserts the fiel BeT/iURtin7632e packet
as content. Again, let us consider the sanple input text and the rul es of
the Docunent Reference _entity., ,Ubo | yi ng the two-1evel |exical

anal ysis, the TEMi derfi'ibh LsAdﬁgoé@%Fﬁgg‘égﬁ'BﬁalP%en (CS), three Subject
t okens (SURokepnd two Separator tokens (SEPyafie shown in Figure 15. In
addition, _the TEM 20 identifies one entity that matches the second

product i onPDe¥@lt? CS SSIH BHP PREBEEMaSOSINWES) REPGNCGE THE TR G) WIDOGEdns of
t he mat ched oduction are CS, SUB, SEP, SUW} %EP, and SUB. The TEM now
puts the val'ués of the listed tokens into bi laccor di ng to their type. In
one enbodi ngky, prior to placing a value ingpg@ bin, the TEMfirst
verifies that the bin has room 25 Figure 16 shows the token values for the
Docunent Ref él§nce production (as defined byWHKS8 exanpl e text extraction

rules of Figure 13) sorted into bins. _For.e I the value of a first
token is " ?%'#@‘% and its type is mathP%i%k-?@ﬁRélx% 01/ 69527

PCT/ US01/ 07652 (CS). Since the CS token definition did not specify a bin
depth, the depth is assuned to be infinite. Consequently, the val ue
"21-51" is inseAtimgpaint, thetshmpleSnpitti taxtlif Gkenitbdinvalivetokbna Befaoind t oken is
"-11" and its type is Subject (SUB), = Since the Subject's bin depth is also
infinite, Fhé F\l?gh E%“"anf?eijui‘- i‘#ﬁ‘érﬁ%\‘] PeHPEN} ﬁéecsnégél%’ PO The val ue of
a third tofeieSquip ' BPs hogRERMs AP thi le, ird forfie

Separ a’?sor'%ﬁﬂfﬁﬁ%&lﬁ%&@ug%%o%ﬁggsan?cat esd I?nlié—l gu ee’13,r t he J‘ﬁq'EM does not
i nsert t hiendmkénctonyBIN+e wihidhanatbhkesShe opintord Eq6ip NI wWkerso (WNIisd cause t he
nunber of values jin thg bin to exceed its detﬁth. After the TEM attenpts to
put all ofcahlreyighen ol BayipNumay Gopsequentially; the text petgaciopmodiie pbin is enpty.
If a bin i : hil | noLbekenridikerspeci fies a defaul t
val ue, theﬁnegoéﬁlrgtﬂ{%\’/gﬁgeﬁe%?qﬁ yeu??g%@?én%% 1ti)he @Fr‘gﬁ I n the current exanple,
t he Vol une (VOLDnensh erffieyparidémified SEPe ihputzext 50, fbiffitearintoamptoy. Si nce t he

VOL token specifies the  default valye "DOC', "DOC i'éinserted into the
VOL bi B 1600retaeldh ol sty isithgnpackaged s a gaclest apdigent bR Poclicties of the mat ch

producti O”di?éﬁ‘?cfﬂe‘?.s?ﬁé Y fbmatgieﬂﬁ%i@sﬁas BIONE Filst Rh@9ER1 pBts tllﬁé“e TEM perf or ms

a level or expansi on on the contents. Figure 17 lists the sets of
t oken val umsatched pdudtionpetokarsintogims dagbtding to their type. Second, the TEM

performs a full or level expansion on the tokens in the bins. Third, the TEM
creates a field for each of the matching production’s formats. Finally, the TEM
15  creates a packet and inserts the fields into the packet as content.

Again, let us consider the sample input text and the rules of the
DocumentReference entity. Upon applying the two-level lexical analysis, the
TEM identifies one ChapterSection token (CS), three Subject tokens (SUB), and
two Separator tokens (SEP) as shown in Figure 15. In addition, the TEM

20  identifies one entity that matches the second production, VOL? CS SS (SEP
SS)*, as shown in Figure 15. The six tokens of the matched production are CS,
SUB, SEP, SUB, SEP, and SUB. The TEM now puts the values of the listed
tokens into bins according to their type. In one embodiment, prior to placing a
value into a bin, the TEM first verifies that the bin has room.

25 Figure 16 shows the token values for the DocumentReference production
(as defined by the example text extraction rules of Figure 13) sorted into bins.

For example, the value of a first token is “21-51" and its type is ChapterSection
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expansion on the bins of Figure 16. During a | evel expansion, the TEM
groups the ith value of each bin into a set, where index i ranges from1l
to the mawoouees20 nunber of values in any bin. The previ opeT/ss@rE@s®Ent only
applies to bins that contain nmultiple values. For bins that contain a

single value, the first value is .grouped intq each set. |If the values of
mul ti-val ued(%.é)msS.“Wq ¢ (Rdaken d%ﬁg@r&{&m W&F‘gﬁggﬁ}‘gp@ § 15t hen sone
sets w1 be,m3shngny flites: chHidgienth tﬁé'\Jalueeég@eslsu%se&iggnIEM&@Qups al |

conbi nation of the va?lues Fnto sets. in the 25 current e npl e, the matched
producti on r birel ®@edihkivekie af b yédondxgangs K111 akbits yaénubject (BIEBYEM f or ns

the three grqups as shown in Figure 17 After the token val yes of the

mat ched pr odHIE 8iF Jptaecy s Supdapti ogigfiatte, ﬂé%l@"‘“"se'tl?i ESIP%?Fﬁ‘El“it%ahq nto one
or nore fieldgmEl ' : (2B : : S

resul ti ngg fr g%Balg]B?;@Pﬁ'g%ﬁ%{émrlréé?%%@tgﬁg?% ﬁéti?ﬁgédSWJ%e}gﬁﬁ%gﬁ%ﬁbkmr Kk
formats to tBincseiesSahratal s defpthhs guro easliddicdibd imkigner] 3pthetTEM dwas ched

production's formats determnes the nunber of fields. Formats contain a
| abel and a Povipstt Yisdeken eylpginto the Yrfebiakiole Fade soMmmuiheausHRE fi cati ons

rave, 111 LA AR o400 QBT IET KSR OFSberal B TOL

"suffix" 11 "pre

i nformati on bebferRNokdnevahrs int6 dins| it Hies dhecksafanydeinéderaptyo kEnbihds mat  gr oup.
Each group nust specify a token by its abbreviation and may contain an 5
opt i onal 1Hr epmptysand itssorespondingdokeniale specifigy e defaglt velugdhe Aefawldr nat t oken.

Th fi SIEND : K i h
for mat 1o cathue bupieinh B S, BRIt RS e Ve B b ' or et

group, the TEbpMOEKEP)ibinst16003606 aRrEngitisSincy HelMODfokdaspéfiesthet oken. | f
it does, then the TEM appends the text of token format group's prefix, the
format t okendefaylyvalue “BRYEs NROCH keinserted iptgrthaly Qdy i d080 agshowan ing 3 fiel d
buffer. It Sﬁf%ﬂéjl(?e noted that a format specification does not need to
have a token rmat” group for each token in the production. Afinite state

nmachi ne parses t hafleotvabkapaticiof &d mmsh pridactkorf 46 thsefed indbbids hor appl yi ng
the algorithmoutl|ined above. The finite states for this machine are
listed in Fi gpven inEiguss 16othe SEprdomeonleveler fulh exmasivrenithe Bitnmt of t he

et gihgﬂr r 23?8&{%@9.};1~}ig%r{:‘? 7 gilgtggre sets oftdkénvatdesTorm@ W Sdiforkidst et of val ues

expansion on the bins of Figure 16. During a level expansion, the TEM groups
the ith value of each bin into a set, where index i ranges from 1 to the maximum

20  number of values in any bin. The previous statement only applies to bins that
contain multiple values. For bins that contain a single value, the first value is
grouped into each set. If the values of multi-valued bins with unequal number of
values are expanded, then some sets will be missing values. During a full
expansion, the TEM groups all combination of the values into sets. In the

25  current example, the matched production rule specifies a full expansion.
Consequently, the TEM forms the three groups as shown in Figure 17.

After the token values of the matched production are grouped into sets,
each set is formatted into one or more fields. Figure 18 illustrates the field labels
and values resulting from applying the matched production’s Volume and

30  Bookmark formats to the sets of values of Figure 17. The number of the
matched production’s formats determines the number of fields. Formats contain
a label and a format specification. In one embodiment, format specifications

have the following syntax.
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format group contains the VOL format token and suffix. Since the set
contains a value of the VOL format token, the value "DOC' and the suffix "
" is appevadedeysed the field buffer. The remai ning two t okP@TASKIMELS2g9r OUPS
contain the tokens 20 CS and SUB. These groups do not contain prefixes or

suffixes. Since the ains, val yes pth.th .and S or nat

t okens, the val uespreé EQ?&a%?H%fn"' Hli’“}@r él%%eﬁ’l’g@d fo?h@egfefg ffer.
After appl yi ngefipre format, the field buffer contains the text "DOC '
21-51-11". Applying the mat ched production's Volume and Bookmark formats
to the sets of vaﬂhemfonmd%nogthee)veleﬁ th@sseutlcesl lunﬂs isitopedged 8 talfen (@ndti el ds as
shown by Figure 1 , aft ates. setg of formatted fields

% Finally q%?
(as shown i n8oEPgEAEh gigyp “?”tSt Eﬁeé é(di? ?6813“85@1% LY cgRiam 4 gs as

follows. Fi f%ﬁtaorhhﬁrefﬁ%ggﬁ’ﬂ&atﬁﬁ@{oﬁén isherehB to ashfBYornR ke §noame and the
text "Entity" to forns t packet type. Second the TEM adds a content

| abel - val ue pmifix antl esffixliabsit endosd bylﬁubies letlé TEMiamthe:s thevfalmat tbsach uni que

identifier for ckets of this type. e TEM add t
| abel - val ue .0? ISR A WSP@ (Oke7b gAY BRLP-dhe TEREIIECES ¢ he

field s | abeL ﬁ'é‘?ettc&?caﬁ?abe{ﬁte of tHePfoHfat tSkdnlqt ftid ?L’fﬁﬁe R $EM & g?? the

TEM cl ones t he context value palirs fromo e I nput pa whose 23
WD 01/ 69527 HﬁTéﬁﬂS@idl&ﬂ@&r&at(gmupémpreﬁm,sthe ft&manmkt:n’ts@xhlc, dmal thbekentity's
packet. Finally, the TEM adds four _additio cont | abel val ue pairs.
These con? exfdMmat groppissiE tor QP@?& Ii’ta&@é d%iﬁd%? ht Cont ent Label ",

"TenCol | ect i %%m "‘g ng[glttb ‘f i1 Péf Btp& th

" TenPar ent Pa ypel?agesdig arent e%tégﬁ}a{g{)oeﬁ%cgﬁt extenarrleet he packet
type and conpmiducticabed fiafte stae mpitegiarseh dsecfoanmtspadifivatons goiarfpmt t ext. The
values of the  "TenColl ectionNane" and. "TenEntityNane" context are the nane

of the col | 8dtaplsfonrplEng meyalas?f&é@ quiined akaye If%"e@mfeost?tﬂ%fﬂrlﬂ?l? and for mat
the entity. The packets ; I}%qu 04, 1906 that correspond to the

Docunent Ref erence entity e sanple text are shown in Figure 19.
Figure 19s5il 1 ust rbee@(aﬂ»paembmmakemmkrﬁdmtfomtaeoﬁﬂﬁahaidlefdr;ﬁndacltienfi el d
| abel s and val ues of Fi he exanp od| nent .in Figure 18, it

is assumed t hat VPhe'’s Q%I”egsc and tlt?aﬁffét it ‘éfrrYall‘I‘f‘é in FFga‘Eﬂ 171 Sl Hist tkeFext -
content of Sy Lbuh S SR EDPTERh JURSEL i e SoMRY 1ot <1
Nunber " cont exte of the VOL format token, the value “DOC” and the suffix “ ” 1s appended
to the field buffer. The remaining two token format groups contain the tokens
20 CS and SUB. These groups do not contain prefixes or suffixes. Since the set
contains values of both the CS and SUB format tokens, the values “21-51" and
“-11” are appended to the field buffer. After applying the format, the field buffer
contains the text “DOC 21-51-11". Applying the matched production’s Volume
and Bookmark formats to the sets of values in Figure 17 results in three sets of
25  fields as shown by Figure 18.
Finally, after the TEM creates sets of formatted fields (as shown in
Figure 18), it creates a packet for each set of fields as follows. First, the TEM
concatenates the text “Tem”, entity’s name and the text “Entity” to forms the
packet type. Second, the TEM adds a content label-value pair whose label is
30  “Entityld” and whose value is a unique identifier for packets of this type. Third,
the TEM adds a content label-value pair for each formatted field. The content’s
label is the field’s label and the content’s value is the field’s value. Fourth, the

TEM clones the context label-value pairs from of the input packet, whose
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When processing input text, the TEM searches for the entities of the

coll ection specified by the processing argunent. In one enbodi nent, the
entiti eswansewenrched in the order in which they are speectiusa/omizhi n t he
collection. In the current exarrpl e, the TEM fi rst i dentifies

Equi pment Nunber. ent i t hen Docupent i and f| nal |y
Fonl b ont 1t 1 GEMEE WashE Sipabtern M SRE Theckin TS e ERU AL TEr o

Docunent Refea&aﬁsnﬁ%ﬁt%mgbel%Jalue%falr& h?héselesﬁ@xﬁg@feelabae@m fied by one or
nore regul ar expressi ons. Howeve this is not true of the Fault entity as

i ndi cated i n“FelgBarentPBCkeGypiet’;s“TfemBardndR@ns;tdeé” 6fTembedectionkans;” t he
Action token, r to, the UI p unent Ref erence 25
t okens in th@&1 ]g‘l‘tg ane T e lhgpyR ‘éesrog‘éiﬂ gltjeg% ?rg]g%ﬁkgﬁ%'pq'h@dr emai ni ng

t okens, 0wﬁﬁparaﬁ@:oqteML%slntcomBa@arEﬁw ;%kk«mt RGRRht lB&ahar €

speci fi ed by t Equi prent Nunber and DocunentRef erence entities
respect i vel y packiet whosetdoatenEeas mé)esmltlt@dteiﬁhe gsalaedsffthell t t oken. The Equi pNum

and DocRef tgkens will _match reV| sly identified Equipnme tNurrber and
Docurnent Ref er effa&olsftiopNage™ ﬁg‘éltﬁlﬁ?m%n@%ﬁﬁg € n@rRe OEHGi pNum t oken

mat ches t he één‘%% l ?f@@ mat ches t he
text "21-51- %@ﬁcggﬂ%{g%&%&?ﬂl scC é#&%) c ggl?}g Eﬁ%teirlggﬁp g'xt bet ween
the Action aftle hagkepN9OLS rfx)enss;% thaiecorreﬁﬁblﬂﬁ td tHeModim et REErEhceaentishhown i N

Figure 20. Figure 20 is sanple input 24 WO 01/69527 PCT/ US01/ 07652 text in
whi ch the0t el théﬁ@mal@tt% ﬁr%%)@mnem Fd%}H? 19 ElgurnE Bystrateeempleracesi ned by

Lhe exampl e exh RLAarkyRMd HhaSafls FaYnes bPrighRl 1 thahe Lhgyyal ue of the

Equi pDesc token i's the text what ken 1F the Faul t
entity did embo&rmﬁt inyFigire 1Bgitipddesaed thiksethe sél'lﬁp]a\tébltd:aﬁlla‘bi‘@utﬁey, an entity
may only 5 specify one of its tokens as a defaul As with the case

of the Equi preftiNepaeen hed” cortemed rrRERE: gﬁ@@on&lﬁmqm EaCkPheIt s@Ali%cr eates a
Tentaul t Enti Eé’suf?lgﬁ I tleOFabfi§ fﬁfb'ntElgxﬂE#tt; arr%(t%t ﬁeﬂim’@hapteﬁ I\ﬁin%}é?nzau . Since

t he mat chi ng production specities four Itens tEntity
cont ai ns 1ACt I‘SevtiokrQuinfheehtonfescri ption, Equi pment Number, 10 and Repair
Procedure content _in additional to the generic Entityld content which 1is
present in every M&ﬂ@é’c’oqeﬁ%{‘gt%’é“tFEMﬂ%ﬁ arches foy iecantifies e val ues of

e L S E L SIS 40 R MR
Repai r Pr ocedtersearcheit ianhe orgenimt whivil ﬂiby(ab&s@)%mf ¥d 23thin mﬁdol‘lé’choﬁlhﬂtme 22,-33".
current example, the TEM first identifies EquipmentNumber entities, then
20  DocumentReference entities, and finally Fault entities as indicated in Figure 13.
In the EquipmentNumber of DocumentReference entities, all of the tokens were
specified by one or more regular expressions. However, this is not true of the
Fault entity as indicated in Figure 13. Of its four tokens, one of these tokens, the
Action token, is similar to the EquipmentNumber and DocumentReference
25  tokens in that it is specified by a regular expression. The remaining tokens,
however, are different. The EquipNum and DocRef tokens are specified by the
EquipmentNumber and DocumentReference entities respectively; while, the
EquipDesc token is a default token. The EquipNum and DocRef tokens will
match previously identified EquipmentNumber and DocumentReference entities.
30  In the current example, the EquipNum token matches the text “W121 (W122,
W123)” while the DocRef token matches the text “21-51-11,-22,-33”. The
EquipDesc matches the filtered text between the Action and EquipNum tokens,
ie., “THE L (R, C) WIDGET” as shown in Figure 20. Figure 20 is sample input
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15 I nstead, both the Equi pmrent Nunber and Repair Procedure content has
three values, that correspond to the values of the Entityld content of
previ ousiwoorested TenEqui prent NunberEntity and TenDocuneat/BséiarreseceEnt ity
packets. Hence, the values of tokens that are specified by previously

defined entities e. the val ues of e. Entityld content of th
cor r espondi n&xbﬁ‘c‘%‘fg .thertm‘tsexfrégf‘ii‘r@oége HEBUhS%g‘eﬁHBFHBE%‘%ﬁP?(ﬁW packed,
created by TWexﬁl&g%@h QA& on RS O?Fi@[iﬂ;é £3. NgﬂegHﬁtghq[?%aelhé biypLrates the

rel ati onshi ps between the Tentaul t Ent packet an
TenDocunent REfeipBrsetbken isythatedt o fhvehdl evvltflbpadefadio tdken Bithe Fgulpatitgt s.  Not e
Procedure content of the

that both the Equi pnent. Nunher and Repair
TenFaul t Ent | ﬁxsi fg’éé 1y kg B IRP et tglgﬁnu  aVRLG HBBIGHI Y-V IHPERY Pf¥t r ated as a
25 comma sep e%ff?@néBﬁftstof@r?sj%ta(ﬁﬁa%ﬁ%ké\@dm e. The packet export nodul e

c,

(PEM is a gener term nal packet processor. In other words, this nodule
does not gener at e Aamyith thhichsdrofithgapl@hentombiesand De@eadritRefeteaca parti cul ar

know edge reposjtory_schema. The purpose of the packet export nodule is to
export packetditics, thi TRM atsatess Tre@&ggliﬂf?r&ty gackepfgrd Eﬁ@ SRR Base

connect Vi ty,(ERACh IRl A hrtcF IR prb ARG shis & oAb A PR har e many of

the sanme attri ort ter i rai nab requirés the
structure of TelPadeimityosmaias Aotidg Bquipatene Deguription] BquipmantNurgberand
shelters the packet processi n? mpdul es fromthe intricacies of the 25 WO

01/ 69527 1PCTAMYRan ceduggeontegys i additiqna i fing genqrisdEntitxldicentent, whaghy o

requires the; r fﬁﬁlg w I e inported
prior to tra}sﬁlltrélsg?ttlgnege e ?ersatt eeT%glgclg%{E& ﬁ%gc gétl%ﬁ’gﬁ%%%g%@e@q??om t he
intricaci es AttibthandkbquipegeDdsefptbort @nyent diee REEVACIHaamidTHE LgRYE) ned by
packet export rules, which mag[ packet 5 content_ and context to fields of
dat abase t abMdBPGEl gespestivele Hepgrarythe vakues pkthe kigytpmeps Nampgsandye out | i ned

and i nmport edpL 0 ' f.i ]t e I jH9 iLof 11 0y LrAI NiNg the
packet constlr{h‘g%u?%}r?bgdurgg&t%rﬁég é‘%hgyrrgﬂo %%Wﬁ%\%ﬁ é%dgﬁflrse)%g’?tzoﬁé " nmust be
anal yzedisandnstepd,HodtltherBqigreht Pagitet askRepdir Prokbedure egrasitthas thrgg i or to
training the packet export rules. 10 For exanple, consider a sanple

knowl edge r epufs: BiaycotFrsrendiigttip ualues of dhehalityXd epent obpreviously Gtrated22.
e 22 LT RO U e Aniabas agleye! 3 sarvl o
reposi tory sHewde, the vialigs b€tokenihntsdrs kgeciffedfbyetialdlgdefined entities are
the values of the Entityld content of the corresponding packets. This feature
20  provides a method to link packed, created by TEM, to each other. For example,
Figure 21 illustrates the relationships between the TemFaultEntity packet and the
TemDocumentReferenceEntity and the TemEquipmentNumberEntity packets.
Note that both the Equipment Number and Repair Procedure content of the
TemFaultEntity packet have three values, although they are illustrated as a
25  comma separated list.

Packet Export Module. The packet export module (PEM) is a generic,
terminal packet processor. In other words, this module does not generate any
children packets nor is it specific to a particular knowledge repository schema.

The purpose of the packet export module is to export packets to knowledge
30  repositories, which are open database connectivity (ODBC) compliant. The
import filter and the PEM share many of the same attributes. The import filter is

trainable, requires the structure of the data source to be imported prior to

training, and shelters the packet processing modules from the intricacies of the
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The PenDocRef 2202, PenEqui pNum 2204 and Penfault 2206 tables store the 15
information in TenmDocunent Ref erenceEntity, TenEqui pnment NunberEntity and
Tentaul t Bno bi/g9spacket s respectively. The Penfaul t Has Doc RePeT/PR0G) 7632
Pentaul t HasEqui pNuns 2210 are many-to-many rel ationship tables, which

store the relationship_infornmation.in TenFaul tEntity packets. After the
dat abase scHéAEOYret Eré‘ek’r‘ﬁ?vdhéé) l‘setb%%‘"ﬁ’[qgrr GAYIES {thechege &ﬁlﬁ%n%)r?é packet

expor t 1 ul &5 clyASwAQICNSEoslTBY, 15 BE GhbAAHT Lo BARRIL ahdliffhersiihe pligeflat abase

schema of the know edge 'S no en subsequently re-1nported,
t he PEM t agsptdeessitigf heddacfem theiniviranies hétheriavivtedge agpdsicaryr ent schema. The
inport is perforned in such a  manner that existing packet export rules are

preserved. Fi gur e 128 PEM hehayipsiseqysplsd by PRekshSEROT FECS HOKBBaPASKA i n
Figure 21. 2 ' ' ' i : acket
contont -y RafEH A3 EBRERGo MRLST dhBpiadbles, Dkl b EufibryreioRaR ibilR, BATS
store at nostiatamsusybt oetlinedhandeixpaasd ano thesimpoe: files roleargosipenplitetopacket

values in order to group these _values into sets that are exported to the
know edge bafaining{be pagkeheepsiraefionulendhs sehemayfithe kirovrlgdgatepresigBnsi on

bins into seli {fehgEl ofRkh gt ifo TR bicRertobf (HcEhPat iRl B LG "

cont ext that traimingnthp pecket exponaruitat abase table. For a | evel expansion, PEM
groups the ith value fromeach nulti-valued packet content as well as the
val ue of 1each si n§pPecxpamisongéerwmaupleggmriedacTerIStenuyss dagbtcent and al |

For o full oXuend SachiBERELE Rl PERial 2R o BB pe a0 ot B

cont ext val ugsabd’t ectiediSofandmpidiaiondeddeaase 1alhieh pheketshee kippnegdge
repository. 5 Notice the packet content and context that have a circle with

the |etter ° Rhesapaple kppwiedgeiapasitane skayrpind'igyrelldtconsipts of fivetables. Thi s icon
i ndi cates that_pt | ' : |
I ndi cates thaf, i’%rtnbg)ﬁl)}étg?ﬂb{ ﬁ&ﬁ&%@&%oﬁ%ﬁ& ?Eﬁmﬁﬁﬁ%%@‘&ﬁ% g%)ge@ Vteh‘e’a ues

in order to expo err ues. I'n ot her "wor

r equi r ed 1gonirgérimatiod if Pein®OcumeitReferdrecEMRPPESMEQuipmehtNindetitabPase t abl e,
does not contain at |east one value, then PEM 10 wl|l not export any sets
of val ues toa@%EQmH%l%@%PQOKB‘Fé@SPP@WeboﬁBle(feqmF\ﬁﬁﬁﬁasm%%&Wén

o e SOREAPANs Py g AR SR R g v, 2
store the relationship information in TemFaultEntity packets. After the database
schema of the knowledge repository is imported into the packet export rules, the

20  user may specify packet export rules. If the database schema of the knowledge
base is modified, then subsequently re-imported, the PEM tags the differences
between the previous and current schema. The import is performed in such a
manner that existing packet export rules are preserved.

Figure 23 is a sample mapping between the packets shown in Figure 21

25  and database tables is shown in Figure 22. Since the packet content may have
‘multiple values, while a field of a database table may store at most one value, an
expansion must be performed upon the packet values in order to group these
values into sets that are exported to the knowledge base. These expansion
methods are similar to the expansion methods used by the text extraction module

30  to group values in the token bins into sets.

Consider the values of all of the packet content and context that is
mapped to one database table. For a level expansion, PEM groups the ith value

from each multi-valued packet content as well as the value of each single-valued
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can store null, then PEM exports null. If the field is not nullable, then
PEM exports O if the field stores nuneric data or a zero-length string if
the fiel &webD6asg7 15 text. If the field is not nullabl e anBEcTaseai76®t ore a
zero length string, then PEM issues a packet export error nessage. As an
exanpl e, consi der, hqw PEM woul d export the packets of Figure 21 to the
know edge refSBUFRIGNY allgRpiext @@nm%dsexgﬂﬁmef%vﬁ‘i‘edl}? glej@%wdgqgﬁg the packet

export rul es ety Rofh GHI &parsiok, FEMI V&S cotBhadln of packet
TenmDocunent Ré%rmeEgti ty p ckeI?s. Thégr(g%gkefgﬁgoEnt iat yrllg,pz{?oleurre and

Bookmar k contemtnt apd mappedyadwestifte sBistand gkphrts\tbéseveluan th Be dkowtedgé i el ds of
t he PenDocRef table; while, the packet's Chapter Nunber and Section Nunber
context is MEE®0 the ChapterNunber and SectionNumber fields of the

PenDocRef s t abl e. &%c@ﬁ%ﬁ%%k&%@ﬁ@ﬁt did| BfteRt H& BhRLikRALiH thk 1bdg g8l ues in

t he 25 packet wil e expanded into sets and exported as dat abase
records, andngxtitp thenninyths edrsplt ipatket exyiaai mulasalThesicdromdeasds thapped packet

content and context will be exported, (The second gbservation is a
consequence &9UaSE Forphesg &pnieniangdironterbito Ray R v aES BT 1P S¥RATF 8. 9t Si nce al |

of the cont epf; el § 6 RBC&RREH b¥nBRAGKA LSk BHakyie 21 1s

si ngl e-val uegl‘?elﬁa(laﬁ%gé\% 3 H@gg% on ?s&ﬁi Vi arf .Ql?t%ach Ipl)ac’et ge]nerat es a
singl e set omapptdies dihgé dankase eaidgrdoednatsonanatdsast ond vedbudPendRdf t abl e
as shown in Figure 24. Note: The values of the Id field are automatically

gener at ed? si N nphexportiagy gets of yalugstgdhat databagsrierle-. Now capsidey whaio7
PCT/ USO1/ 076 j . i ni i Si
%ﬁ%%‘? rﬁ&%%ﬁ?rgq&%%)ﬁ{m &%&;&ﬁ%& dQds dyé't gg{égn%ihy i nce

TenEqui pnent er Ity an cunent erencekentit ets are
exported to whieekiospetgdta efieldiof arddtabasetthisle S Hitke flaldrienulldbdd, 165 itf ocus on
Tenfaul tEntity packets. According to the packet expart rules

TenFaul t Enti £30 Sopsduklethsn BEM mepasisvilo It the fickt isaot aylable, thﬂérﬁf_é\m t,
enraul{ map e AU pE AL RIE LD, B TS bk

Penfault mapping is sim tot cunent ere

mappi ng W t htexnelfeke gt iioitot nullabitand tambt stpresa Fegjo!gpairsirinds sioan REMon cont ent
is not required; hence, PEM w | export a set of values to the know edge
repository asSBCSPRACkE!KPPEEBPHMESSEEC-10 i f the packet does not contain an

Equi prrent - Descr i 0 yahbi. cdbiddk REY PV Sia {pokitFe FRAERWIigtRe ket has

Equi pnent Description conteht, 1ts value wl
21 to the knowledge repository, whose schema is shown in Figure 22, using the

packet export rules shown in Figure 23. First, consider the

20 TemDocumentReferenceEntity packets. The packet’s Entityld, Volume and
Bookmark content is mapped to the Entityld, Volume and Bookmark fields of
the PemDocRef table; while, the packet’s Chapter Number and Section Number
context 1s mapped to the ChapterNumber and SectionNumber fields of the
PemDocRef table. The packet export rules also state that (i) the values in the

25  packet will be level expanded into sets and exported as database records, and (i1)

~ only sets that contain values for each mapped packet content and context will be

exported. (The second observation is a consequence of each packet content and
context being required.) Since all of the content of the
TemDocumentReferenceEntity packets of Figure 21 is single-valued, the level

30  expansion is trivial. Each packet generates a single set of values that are
exported as records to the PemDocRef table as shown in Figure 24. Note: The
values of the Id field are automatically generated since this field is of type

AutoNumber.
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exported along with the other values. However, if the TenfFault packet does
not have Equi pnent Description content the other values wll be exported
and the vHEooi/mfent Description field will either be null PeT/@R01ZEFR2 | engt h
string. 15 Finally, consider TenfFaultEntity to Penfaul t Ha.sDocRefs mappi ng.

The packet's Entityld and Repair. Procedure _content j.s mapped to the
Faul t Key and mcﬁt@%@\?ﬂﬂ%qhaéemm%é’amgm?%oéﬂws t abl e

respectivel y: . i ReRAEAHEN content of
t he Tentaul tEﬁ%?ﬁ?‘Y’gJaeg%‘?ﬂ%? EirltIl—‘t?rg&gcr1 g@ %1'? %P@e?%gd 1, E%tlgﬁggggé%pect ively.

(The Enti tyl expootetl emthetkaswixige vaplositorgOn gredateendiapailet uPfomedur e cont ent has

three val ues,) The packet export rules  specify that these values should be
fully expandgﬁmgﬁ‘11 1Y Packelsy dgrrding e ﬂ[‘?ﬂéac&atr%‘po’éiﬂ@?’t@ﬁé‘éﬂtﬁ%’drds to the

Pentaul t Has exported as
shown i nkl?:i gDB%aE%{ZS%ré ‘?‘%@S&?@Eeﬁ@e\%ﬁgﬁe%?ﬁgﬁayﬁ’g’e?‘ﬁ%“g%%fgé lgure 21 to

t he know edgBemPamitlepBguipdiuynsu giha Jetrifauipbutiteto BapBatlt mupeag shwimvilat N Fi gur e
23, PEM creates the_ follow ng database records. Three PenDocRef records,

one from eacl e deplipsanenBeirarcedo PpabeeRel mppnine withogaestehiriecor ds, one

fromeach 3 Eﬁﬁ;}ﬂ- % . a r d, three
Penfaul t Has Dg%‘ég S, élg}ggt@ hlrﬂgg}% ﬁt}g%&a% P ﬁg@ﬁ%&il%ﬁf}%ﬁgﬁkg‘%ﬁgeff@%t he
TenFaul t Ent i il paoites set 388valiesGd MeOknidivl BZE refaidith 87652 T entlGMl tReard £8émg

Modul es. In addition to purely textual data, the D2K tool al so can process
gr aphi call® f i IfdBe paskelglastinetrcontaippn Equippert Prsriptenyalue.obpther wordem fil e i s
a collection; i I S W I t. i ng an opcode
dent fyi ng. 1ang S RE 1RTRE Britht BRAEHOTLENER, iy FALL BELED, 00 mont.

CGM pr ocessi axgparted BRiigivathathie othel vslbes] HMéwewgHf thetTehd@ultipatket goecess. At the
base, a CGM parser nodul e | pads the CGV graphic file and fires call backs
whenever it h¥lediquipraent Peseiptipngpnicatihed plues will pgexportgdard theevel |  t he

e e 903 AR ARG b A e PR SEEL 2 3,11 L
| evel to0150 enunmeFmhRly,eonsigéet TentRiultERtiS tb iPeRFatltH&DRicRSfsahippife Tiext ual
el ements and box formng |line segnents. Once all those entries have been
stored, the R#der gEntityld and Repair Procedure content is mapped to the FaultKey and
DocRefKey fields of the PemFaultHasDocRefs table respectively. The value(s)
of the Entityld and Repair Procedure content of the TemFaultEntity packet of _
Figure 21 are 1 and 1, 2 and 3 respectively. (The Entityld content has one value
20  and the Repair Procedure content has three values.) The packet export rules
specify that these values should be fully expanded in order to create sets that are
exported as records to the PemFaultHasDocRefs table, three sets of values are
created and exported as shown in Figure 25.
In summary, when exporting the packets of Figure 21 to the knowledge
25  repository using the packet export rules shown in Figure 23, PEM creates the
following database records.
e Three PemDocRef records, one from each TemDocumentReference
packet
e Three PemEquipNum records, one from each
30 TemEquipmentNumberEntity packet
¢ One PemFault record, three PemFaultHasDocRefs, and three

PemFaultHasEquipNums packets from the TemFaultEntity packet
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attenpts to associate the text wth their bounding rectangles. This mddle
tier provides an interface that allows the upper |evel to enunerate these
boxes as webi/c9sas t he text that they contain. The topnostPCi@soicrrest es D2K
packets from CGM 15 drawi ngs called fault isolation diagrans. A fault
isolation diagramjs a graphical if/then drawing wth the conclusions or

S

actions to be tak&GMiPrpesssing Meddes: Jn 2ddition {q pHElvdpetaalgrata, e Bafe. This
topnost tier i.ddl I . : t hen
enaner at es. 1t S Bogea Rk fRafaiRl 18 PCORRAR: Eofoni QAR cdin | o

cont ai ni ng t femaexA GCGM filesea belleeton dhgraghipd cleaientawth eldrelgnaaessed by 20
D2K as if they originated froman inport filter, Wb Executive. Figure 26
i s an exanpl EOEABBE aRpeodsT Idgntifyimng it #5veelt ascsomerdsta thadafimss ity e 0R§ ve. As
shown in Fig . Ct@l\@l f.L: i | i ion'.s | ogos. A
navi gat i ogr: f?ﬁaqrgr%&glglr}?al nsq)gé%eﬁ%ggg}ﬂ%%? % %ﬁ?fna)ﬁ\}ﬁ?egﬁn%ﬁ%%%%@gggred update the
mai n frame wpidtes. danhebyze HICGY pabernagiule bads thelCEeigeaphld fileundiiesrai n
frame, and the controls that are hosted on them display instructions,

provi de a neeHBarknvhsneynitidenties praw graphicatclement. it tHs fovest lgKel nanage
gl obal funct| ror i )pt.i..0 i ng,confi guration
| oadi ng/ savi Fh§$%fsﬁpgaeé%§ﬁ§éaﬁynﬁlﬁg ?sg{nlt%é)@ﬁgv( qugatltl c%%?? I?%I{rlrée}gtcegrar%rkf ges five
groups of 30ghphicoltontdnk eAtithe\eiddlemiegra softiwlatemodila k&t thObsthah tdver to Text
Extraction Module and Packet Export Mdul e. The buttons in the Executive

group | 0dd wemmriglesontenabutihisginge Heetaigepll the textvakdementtprhbat i on, | oad and

save configuratio ecj f ases. .and, set;tin d run,the tool. The
bt tone 1 not o EhTie seRReal et AT BRE I B B0 SR U B 10 Ve
pages that ahdeniptt Reasds@iite tiife tek@wvith tHeg HolR@LE rédidrields. TR@CkRIdle tirspat cher,
text extracti on&odul_ etwglq%lé a%cléet (taxportgmlrmo{til e. In %ntg erg%odl rrentu, t he
conponent s hD¥VEES 8 11t pHgws theppenleyel te enenerats these bpies aspre
conponents, ho er be modified to . run on a ve Si o that the
crront o mt §VELE: el My 8Tl e omhOril e SRR ke B 8N user 10

i nteract 1 t Bral2iesidaned fiyt isBaNBagaRabheragit isblafibh AthgParea gapivger . User
Interfaces. The follow ng sections describe the D2K user interfaces.

First, the i Hfbendrayingeyithtercopglpsiphyerectignyiodedaeadistefindogessunibei on i s

32)({ ol I oved By, & RCHSRE SR, Thid BEmBAGE Lsd RO ENElieMB ProdeM GET ace, the

document. It then enumerates the boxes in the rightmost column and creates
packets containing the text in those boxes. Those packets are then processed by
20 D2K as if they originated from an import filter.

Web Executive. Figure 26 is an example embodiment of a user interface
for the Web Executive. As shown in Figure 26, a header frame displays the
application’s logos. A navigation frame contains groups of buttons, which when
pressed update the main frame with a corresponding web page. The web pages

25  in the main frame, and the controls that are hosted on them, display instructions,
provide a mechanism by which the user can interact with D2K, and manage
global functions such as error reporting, option setting and configuration
loading/saving.

In one embodiment, the navigation frame comprises five groups of

30 buttons: Executive, Import Filter, Packet Dispatcher, Text Extraction Module
and Packet Export Module. The buttons in the Executive group load web pages
that allow the user to browse documentation, load and save configurations,

specify databases and settings, and run the tool. The buttons in the remaining
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extraction user interface, and, finally, the packet export user interface.
I nport Filter User Interface. In one enbodi nent, users train the Inport
Filter viveoohedsemport filter user interface. The user i nteef/ase/@abiows the
user to create, nodify and del ete packet construction rules for

hi erarchi cal structured 15 data sources such as SGWL documents. A benefit
of the i npor 8MRE o yebrragesthakallowythe user ta fraigfhe itRRoty §HET, Packet sual i ze t he

hi er ar chi cal d&hétgﬁéry{egt Bjtragt&%?}e@ggl%gﬁggwk@ ng Bdlhglterface consists of a

mai n editor w hdow and a no di spl ays the packet of the
sel ected packet. hacle @hbddimsat, crtdoippnaits hodoel ordihe awebaiges fudlohlaer det ai | .
20 Figure 27 i s a screen capture of one enbodinent_ of an inport filter

editor. The FhgBetder The ER2Keenmpanenissitvegyst. isp bamodificditogun or o se¥er data as a
tree as ho i Lgure 27. . . C re displayed
as fol derg; \é\‘I\E\i/ﬁis{)]ctaﬂ,éllt g}%é:?lgﬁsrufn&}tﬁrggélgérggg ?ésgfag%/%g@ggggﬂn{éh? }sﬁ:g For exanpl e,

the user righllowsh ugdso DiferactVABEDLKITrodh bRy iasSiEns edpableofauminke) web al ter its
actions. Elenent and 25 attribute nanes are di splayed next to the icons. An
ellipsis (..DbIowsH a packet construction rule follow the names. In order

to avoid clutter, ;i f k n . rul.e i "ijgnore the data",
then it is not shy\fﬁeﬂr.}'{)grg?%gcghe gogf;opaﬁ# %%%é&?sp%egwfl%erth? (Iaj)g?( %gfgi nvoki ng t he

sear ch di al ognt&@aces. WidtClhe irsip&h @lver user nitgBice is2dscubsedd THOdis¢issiba ig | ght
click in the editor and select 30 the "Search..." conmand from the pop-up
menu. Théo " Télloweddatdissnssiensran the packiet dispatehse peer deeprse theytexihet her they are

interested in limting.their search,.tq attributes, el.e ts, packet -types,
content,. or TR .Sgl tee%a%eaﬁmgef%ra 1&%?}& Pac’iéFt %xﬁgﬁa ((3)rrlre1{r§§¢1g1 Toned itens as

wel I I n additi onJmpbre\NtELUSR TR terfilcd | 1SS/ ctfodRnentS@krsGadin BHellhportsear ch
all nodes of the tree or just the children of the current node via the

"Sear ch Nodeg&tlteg giattheimsporpfilterrusenmngarfang Theeusgesiteréase sHawe thepisealivet er s,

users presses_the "Search: buttaon.to perfaormt search. ,The search results
are then ar snymetiRai g bpoh ehsOREASY s M BERi BR%RRRN 0 eren

in the list dath@owetsafuth bf SGMIL BEcunieR®y. tA béndfiebf 8@iinPbit userdinterfabeisnai n
w ndow. The search wi ndow can be resized and noved; the dialog' s size and

| ocati on per §iasit afewvatherisasiosvisualipe thgdiararehicelotaiewre of hdate spureexthe users
may i nvoke ot her.mgr(}m‘rands

nuser 1 rands & Lem t Qgecﬁﬁqgﬁvlilgdoqvenllljd as efiown. | nwFiNg}Jc e 30, such
as clear, edrt, hext and bookiark. SRRt glafl & nlq actrons of the
currently selRplagsithe dexedBdtHetssleeRd pENM@ENESh of these windows will be
discuss in further detail.
20 Figure 27 is a screen capture of one embodiment of an import filter
editor. The import filter editor displays hierarchical structured data as a tree as
shown in Figure 27. The elements of the data source are displayed as folders;
while, the attributes are displayed as documents. For example, the user right
clicks on a node (or otherwise selects a node) to alter its actions. Element and
25  attribute names are displayed next to the icons. An ellipsis (...) and a packet
construction rule follow the names. In order to avoid clutter, if the packet
construction rule is to “ignore the data”, then it 1s not shown.
Users can search the tree for text by invoking the search dialog box,
which is shown in Figure 28. To do so, users right click in the editor and select
30  the “Search...” command from the pop-up menu.
7 The “Text Location” controls allows users to specify whether they are
interested in limiting their search to attributes, elements, packet types, content, or

context. User can search all of the aforementioned items as well. In addition,
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10 by selecting the 'Cear' command. This conmand resets the actions of all
of the affected nodes to "lIgnore". Users can edit the rule of the currently
sel ect ed wode69sby sel ecting the "Edit" comrand. The "Edi t PCT/OsMeNTES2 Nnvokes
the "Packet Construction Properties” dialog box, which is shown in Figure
29. Figure 29 is e enbaodi nent of .an inport f||t itor's packet

constructi onuiﬁfﬁﬁ‘e?{t}?eéﬁ"ﬁiﬂhi‘lbﬂo b tre?%péustﬁlﬂ’aﬂ%’& (%é%FnC‘ET% nefe i nvoked

by doubl e cl itk Gsé%? IANBRLE conthiET & tBBht& e thE BEsifel ls€arsh Q‘% and,
dependi ng upon t e Its associated packet type, con éh and

cont ext | abehserstlcekRB tieotBeereh” Aatbn togetfexh tlnessehmht The nedrelt mstlltmreh t he
packet type can be . selected bi] choosi n fromthe drop down conbo
p

boxes. To cr éh%’l%’é%\/”bﬁ’éll’éf VIgYp IJseLBaY dRY 1?6 ﬁ%%tﬂ BEmeRipdha istapel s, _
users cans si fployech #RE ttﬁe g@‘é’nr}ﬂfé?e&ltbr 1€, REAAPWirtlo®. FREREAWNnadW addi t i on

to the tradltlonal of navigating a tree view, the user nmay sel ect
the "~ Next' neaube mhizedahdmshalphed d]alEgtgu;m an@ lodatign pers3Obéteeanesesenmbodi ment
of an inport filter editor's "Next" nenu. The ¢ rmands in the 25 "Next"

menu, al | ow t he udepddidonsioiserichingdorfext usrstimay Haokn gther srmaiaads frenad acti on

or the next . F}}%%ﬁg}(u{b%e As EIQ)Q’VI‘F]E %lilje 88, dichELRAC it | R arfd%oo&ﬁt%}lfmce

sel ecting eate a et ‘command, users can ocate the

next node whks&® cambbaxcatlemteesrica]srmadteetuneﬁtljﬂeélécyed nmierasld@temlehm&em k nodes
inthe treeview, allowing themto 30 quickly navi gate bet ween si gni fi cant
nodes. [0t hby selegtingithe, Qear' scopwepndo dbis sammangressisdhe peineref el theser s can

sellect the  SiLcicRINRAMBR.EheUBROKIRL (B YIS e LA il Lol 0 Figure

31. Figure 31 Is one e I ment ookmar ks"

menu. If thebgsdledingltie $Ed16’cdoﬂdnanﬂdér}ﬂea‘8dheeﬁrn&bnm\@kém5EFadR&I' / US01/ 07652
previ ously bookmarked, users_can clear the mark by selecting the 'C ear'’
command. To FeRrgstign il’r%ms(afitatog hoxervbichdn skayreitFigpe 28 Eura? is conmand.

Bookmar ks ar Snt{ Sih dt]) a@ﬁ’&?ﬂﬁ%&f E'cﬂtnog%lﬁ)%w&%ms-[ gﬁ%n Bx%géleg?g?é]l gfint to

occasi onal | onger

creatingi1b pB@KEThle‘dﬂﬁég’btixtcta(ﬂl’hlsfoLHeaﬁV(fl&ﬂb@!dibuf)lfeQﬂlelﬁhgdﬁfaaloSQUI’ ce. If the
user has bookmarked nore than 9 nodes, only the first 9 will be nunbered.

The nodel ess wi nd&gersemay|edf thexwle’ éﬁtthnaervébtdepfrndwmomdbpmlwep| ays the
packet pr ot 0%&&8@1&%& phbiet B! GtdnY 1861 SR A tTPHBel. Badid: Qoment sdON€

enbodi ment o
context is kept consistent with the packet type and can be selected by choosing

items from the drop down combo boxes. To create a new packet type, content
20 label or context labels, users can simply type a new name in the appropriate
combo box.

In addition to the traditional methods of navigating a tree view, the user
may select the ‘Next’ menu, which is shown in Figure 30. Figure 30 is one
embodiment of an import filter editor’s “Next” menu. The commands in the

25  “Next” menu, allow the user to select the next node that has the specified action,
or the next node that has the specified difference flag. For instance, by selecting
the Next | Create a Packet command, users can quickly locate the next node
whose rule creates a packet.

Finally, users can bookmark nodes in the treeview, allowing them to

30  quickly navigate between significant nodes. If the currently selected node has
not been bookmarked, users can select the 'Set' command on the Bookmark
submenu, which is shown in Figure 31. Figure 31 is one embodiment of an

import filter editor’s “Bookmarks” menu. If the currently selected node has been
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a nodel ess "Current Packet Information" w ndow of the inport filter user 10
interface. This wi ndow allows the user to visualize the structure of the
packet, w#bobosthe inport filter will generate by applyi ngCctisoieuassent |y
sel ect ed packet construction rule and its applicable nei ghbori ng rul es.
Thi s nodel ess wi ndo be resized, an pos ed an re, on the

deskt op. ThepVW%ﬁﬁbﬂ%Ppg@?e@d#?ﬁﬁ”ﬁfk@‘g? FlCt nedpe iCds et hod of

vi sual i zi ng c«%—ﬁmtaH@ b RSN £ &Jokﬁaﬁ&eas%rs&Ma%%&r@ew&n-%eﬁﬁﬁmaursor over

any node int treeview, a pop-up hint wndow wi || tenporarily appear.
The cont ent sBobkmhiks arehietainedibetiosenaidgmigayssidns. %uumtscrs enayfwanh e packet ,
which the inport, fi ng.the rule

t | ] t t
associ at ed MPQ%S‘PH%]H%%%%\I&OHE‘P&‘E?‘:% %g’é g@(ﬁ g";}' neF‘ﬂ%l ﬁ%l%%‘éhl‘, WhERFreatRe packet
Di spat cheg gﬁﬁrke{ (E(;th’l Sirhafs: mfgg?or%scﬁffeﬁﬁy %z{tﬁ %d?cé hﬁt}&alﬁgleﬂdals gﬁ@%tk%ﬁer vi a

the packet spat user I nterface. e Interface 1s into
panel s wi th moretiaahlodes phiytthefird@iwiidewnarbetddem Each of the panels | )
di scussed in nore_detailed. Figure 33 is one enbo?lnent a processor and

packet sel ection Eaﬁé}odelﬁ%awméswpae% C‘HT%BP@W&F“ erauationydasrays dhe The
| whi ch
processor. anﬂ? guré%goéﬁ?el_lsﬁﬁﬁé %eﬂﬁ?@éleétéd lodR. F{Eﬁﬂ%}?ﬂs%ﬁe @mhoﬁgg’ne\ﬁ't & I C

is shown in s panel “contail ns e regl stered processing
nodul es. By hawglklesg“Cilreentbadet Ifematiopamtindow of the phpeefitaryset he user can
see all the packets gand t heir correspondi ng packet processin argunents)
that are!Srappéerfacs. éwmdowza}l%gH@rﬂ&?rﬁ@wsuallﬁ%thtersa'ectweéwﬂa@p% B ai ns al |

the regist er&rﬂw%‘%ﬁgﬁﬁv%&ﬂ Hfick i, ot {axjat qﬁv%@&"ﬁ% h%%ﬁlrfarr?]tgﬂshsered é)%pl?ét

hovering the nouse o a par an see aII t he

processors t eonstructior faée aaﬂqtseipphsabmwgd)on’ﬁg rele€alkis aodewssrairelow
specification %natchs pec), .users nag drag and drop a packet type onto a
processor. THI2¥ 32"’%‘1@!}?1@952?“@@?/}’1‘1 ere/cyiBs deskiam i on wil | i nsert a new

mat chspec in the gﬁn%ﬁg]iacﬁn{éﬁﬁé fidt 519(?@%@%'5 an}é’&éhﬁ ndl?netﬁ'dd's(ff‘{ﬁ%%ﬂzﬁ

Figure 34 is one Speci I on pane cket

di spat ches ugerstrutfuey éfgmekets By mdi’hhgsli)@ﬁlbflsmirmm’(bvaﬁa’i@hods ir thipl errent ed as
alist 5 view whichis shown in Figure 34. The list view shows all the

mat ch speci f EGHFWHrAPAPWR BN Waey, Wil temporardy prperiet The coptantsrpiiiises t hat map
packets to Rﬁ?&%qow Q5555 IS TRAH SiSthe PRKES wifidh ROhpd Ri1BRL fPsPecs

according to pack
create, in part, by applying the rule associated with the node that is selected by

the mouse cursor.

20 Packet Dispatcher User Interface. The user may train the packet
dispatcher via the packet dispatcher user interface. The interface is divided into
two panels with a resizable splitter bar between them. Each of the panels is
discussed in more detailed.

Figure 33 is one embodiment a processor and packet selection panel of a

25  packet dispatcher user interface. The processor and packet selection panel is
implemented as a tree view, which is shown in Figure 33. This panel contains
all the registered processing modules. By hovering the mouse over a particular
processor, the user can see all thg packets (and their corresponding packet
processing arguments) that are mapped to the it. Correspondingly, the tree view

30  contains all the registered packet types as well as their legal context labels. By
hovering the mouse over a particular packet type, the user can see all the
processors to which the packet is mapped. To create a new match specification

(matchspec), users may drag and drop a packet type onto a processor. This
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type, processor, argunent or context by clicking on the correspondi ng
colum heading. Cdicking the sane colum a second tine sorts the colum in
the 10 opyposi/tw2i recti on. The user can change the fornat pof/ustign7bizst vi ew
by right clicking and selecting 'View. To create a nmatchspec, users may
drag a processor, a packet type or a packetf context fromthe processor and
packet sel ecf§tioR Waiaserighrey matcbaproyn thgmatch specificagep pangle¥iuch &t i on panel .
This action 'Sh&ss ({ﬁ&tte a new mat chspec, which 15 contains the dropped
item If, on e other hand, a user drags an itemfromthe processor and
packet sel ection paned 3ORne@mbatizhspeta mtdhspedifitationyaecl dfiaqatkan panel ,
the matchspec. will be nodified by incorporating the dropped item The user
can al so ri gAisPYFheraseBterpee kI hemarh sResiqaEom PRisy ISUPPFTBETHEh R Hldst

properties el 8% sndh g&lsgfggrgrﬁy 11 FRHHSREER thvmb i Oki ng the “Match

Specification Properties box, is showmn 1 n Figure 35, by
doubl e cl i ckimg@ifidagsns (ntdhepasy, ii g the padkerdsspari riliegthat alap pliclats twat chspecs

to invoke the pop-nmenu and selection the "Properties..."” command. Via the .

"Mat ch Speci Packat propessipg apsudulgse $Isersi can sert sxmatghspees apggrdang tornseketat chspec' s
, 2 . Addj t : th
Pada " ana i apessdtp afimeRf SShield Rreiidfiy o REBirsopoE St Lo°, 10

the match spgedding allicking tht séméselumahasRgas! tihe sorpaakeslulnpa tkd a nmat chspec, -
whi ch has context value pairs, the editor will renove an)F/) invalid pairs,
M

i .e., pail®s ppeasitadisedion. Jhejugerian chingetbafopaakelithe hgeierpnaighy, users may
del ete a mat chspec ight«elicking it in the match 30 specification
panel , and s%@%@?%an ¥ eec{qn \;Isl% e" conmmand fromthe pop-up nenu.

Al ternatively, useberdiBya maftRbpecS@efthay hag ARERsRRCa Fatleypssr 4 he del ete
key. Text Extraction User Interface. Users may train the Text Extraction
Mbdul e ( TEM) Padkgt eaméext &vm bR presessos and paokes selestipm pancl pate ansappty Mvér f ace

al 'ows 33 Wl)l &%%%?&%s%egggétggppé{ngf 6151121% fl(%tl%% vs% ecrreatté) a ﬁ%\? ﬁagcs}{sg%)cd i\JhYChand

del ete text €X o S, ections; ~en okens, regul ar

expr essi @S, cHitsids el @Spedi@nt. OB the ofRERARINE Lkdr d@dgstaRetent Ratn tRXt racti on
user interface is that it allows users to inmediately "see" the inpact of

any rul e t hepragesser and paskigtisylegiionpanst entp g masehispes wethe match speeificaftasr f ace 5
coner St o BufhThBabl LR RATPL pEGPRRRL AL ATRARE ARy ¢ ¢
user can also right or double click an element to bring up the mapping properties
dialog box.
20 Users may edit matchspecs by invoking the “Match Specification
Properties” dialog box , which is shown in Figure 35, by double clicking them.
Alternatively, users may right click on matchspecs to invoke the pop-menu and
selection the “Properties...” command. Via the “Match Specification
Properties” dialog box, users may set the matchspec’s processor, argument, and
25  packet type. Additionally, users may use the 'Add..." and 'Delete’ buttons to insert
packet context value pairs into the match specification. If a user changes the
packet type of a matchspec, which has context value pairs, the editor will remove
any invalid pairs, i.e., pairs that are not valid for the new packet type.
Finally, users may delete a matchspec by right clicking it in the match
30  specification panel, and selecting the “Delete” command from the pop-up menu.
Alternatively, users may simply select the matchspec and press the delete key.
Text Extraction User Interface. Users may train the Text Extraction

Module (TEM) via the text extraction user interface. The user interface allows
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The text extraction user interface dialog bar, which is shown in Figure
36, resides at the top of the user interface control and contains ten

butt ons tWab1/6%kt ow t he user to performthe foll ow ng funeCT/OREL0782

navi gate through the "pages" of packet content, switch fromfile node to
packet node, reload the rules fromthe text extractl on nodul e rul es

dat abase, memﬂo@r@kﬂim@fﬂamdtde@tﬁetema@mn miéest hig., celtactinns, sessi on,
switch from cket de to voke e hel he first

Four Chut t ome BAGHE, oFREe il Bree S urpiisioftand PYRgS. KR REeft orlpe

previous, nexdxt gftehctiaR Liser R8Raceab i@ glkBbws QRre R imnlétRatbBCked” RNt ent is
r ead froma packet database. (The packet database is popul ated by running

the tool wi ithpachef &rSauie tReckrestej moddy ebdedete impreakragi e@pﬁru@tnrfg@l ected.)
The "pages" are.20 ed in the annot a nno a y

di spl ayi ng .a@mﬁtwﬂaﬁ&?ﬁ&ﬁg rilfs bt G o ol et e LRed PO AEEh o
currently seb?%@edcdnﬁbotneﬁtswh%éd%ng in Titenek 4btah. but ton, Rel oad Packets,
switches the annotation pane fromfile node to packet m)de i.e., the text

in the annot ati onThatet extracéian uferontetfhee Galog bas wiathab akeyn ilfhléigu@i xt h

button, Relo rel oads t text. ex ractlon r fromt X1
extraction Zgg TEHdes 3t &P ObF %}Fus?ﬁlé‘t‘?ﬁ SF Coal 2 (g %@?]H%E?nt‘%lﬂq? &’f‘? ent

changes wil | aﬁg‘vqﬁé&@{g%rfon};hﬁe RS uRbidRN, SaveDB, commits -changes to
the text extraction rules and wites themto the text extraction rules
repositony. Theqaelgh:tthrdmlghtﬂmﬂ‘pa@né’mlfphﬂgetc@mmphes the annotation pane from

packet node to file node e., the text in the annotation pane is read
from a user - 8el¥dtcBdrom ﬁ@m?‘lifetorﬂaﬁkﬁnﬂﬁﬂeton About, 30 displays rel evant

i nformation abou Xt t|o erfac ally, the tenth
button, Hel p,' fOra%((%hhhes f ﬁo{%)&e eXtte?({;r% 1°on ijdsqutérmll%tcgag a%‘:é; hel p

appl i cati on. o3%am&%ﬁ%%3ﬁ£§@d&@%ﬁﬂéﬁ% cufBft setli@f panel displays the

text extraction rules in a hierarchical tree view as shown in Figure 37.
The tree nodes swatchdianhpackibemodd toeltleinonds, arent i ti es, tokens, regul ar
expr essi ons, prod ctjo or formats. The icon, V\/nich Fepresents one of
t hese nodes, ®i sM¥° th?:EelEapltal letter enclosed in a box. The letter 5

corresponds to thepf 'ﬁ'fs'“‘tffodrgaéﬁtgﬁs e 4Ry DAL MRS thE ugcr’to%oftt?’fhecfﬁjsﬂ ections,
E for entities, etc it1on, nodes that specify which collections

process whic brev1ous, next and last “page’ > of packet content. The packet content is read

from a packet database. (The packet database is populated by running the tool
with the “Save Packet in Database” processing option selected.) The “pages” are

20  displayed in the annotation pane and annotated by displaying identified tokens
and productions of the entity that is currently selected in the rules pane. The fifth
button, Reload Packets, switches the annotation pane from file mode to packet
mode, i.e., the text in the annotation pane is read from the packets database. The
sixth button, ReloadDB, reloads the text extraction rules from the text extraction

25  rules repository. The user will be warned that current changes will be discarded.
The seventh button, SaveDB, commits changes to the text extraction rules and
writes them to the text extraction rules repository. The eighth button, OpenFile,
switches the annotation pane from packet mode to file mode, 1.e., the text in the
annotation pane is read from a user-selected file. The ninth button, About,

30  displays relevant information about the text extraction user interface. Finally,
the tenth button, Help, launches the text extraction user interface help

application.
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packet content are also present in the tree. A black circle enclosed by a
box represents these nodes. The text of the nodes depends upon its type.
The text woni/ewskt ection 10 nodes is the collection' s nanmep€¢DUovgas2by its
abbreviation in parentheses. The text for entity nodes is the entity's

nane foll owed by its abbreviation in parenthesis. Likew se, the text for

t oken nodes is t hdhe sRenpanchdisplaysoht Gk eXtERFton feles Py ugrasghich e,
ar ent hesi s. v, i: k . i i ified
Pt ity the VEREERmniS Fldife PP 08 RidEs by BiREBE Bt ons! AEAEL L ST 0 15

abbr evi at i ontdkens redudsastpleysibiis ptodustianforappratdeThe ohwhichkeptedeatst . The
text of regular expression nodes is the requlan expression itself; while,

the text of ©p¢edihess Bedesoigadlack cepial petsagrelotsd 18 agoanTihe lettPhe text of
former nodes s Hhes, B3RPGA! e L BN Sl Sl (2 Al R et o

"col | ection processes conten e pac ype and the

cont ent | abekntitfegpat alrestidityord np@dsited spafy Mieichissitectians frecdsommichever al

operations in the rules panel such as creating rules, deleting rules,

copyi ng r ul eBackst conisit gty alsn erssentinethe rgp Adsckarrclagnglosedibea bpy dr aggi ng

t heir node and dr%@@k%@n%& on another node. If the user drags a node from
r

one col | ecti Of an ops i® in a different collection, the node and its

| i neage are copi edthe tdxt bhthewdaés dbpafts ol ag @yfel OMead f6OddIREfidron and dr ops
25 it in the sane collection, albeit, a different |ocation, the user is

pronpt ed 10 vi aodes ipdw-cafedionl ompmeollowedheithabbrpwatoinpasinsheses Bwpy or nove

the node and, | children, Jf the user oright. .clic in.the rules panel
while the m&g&%qrgnﬂ%/tnog\e/%}s tge erﬁlgﬁé,n a"tnﬁef%llkgwﬁiob -lﬁspé%néeﬁﬁatg)ﬁld%ar s that allows

the user to paenthesid Cikele! ihefext féiavReiodes fs thE ®Kef8mafedbllowdd IBKs Whi | e
the nmouse is over a node, then a pop-up 30 nmenu a%gears that allows the
user to eithdp adupeneon meparenshasist diwaveref e takeaaelersdo agnevigushode. For

i nstance, if.the.user..righ ldcks.,, n the u is pver ,an entity, then
" opup. menifetpRERLi i teaf | AR, WIS, BB K Erhfe Ry EemE Rl Vs .
create aif okgbbre¥iaGsiLdteAcdsdd Ede@hndldppétird s Bie tbkdhtextC I Thekext\fien t he
nouse i s 35 WD 01/69527 PCT/ US01/ 07652 over a regul ar expression node,

t hen a pop- upsguian gxpippreey godep it the ragples expressigeitsel whipl the st ef e t he regul ar
Ls,a scroll n Figure

3o which aRRoParac i e PRRbAg iRy iy o e aRRnEEEE BFoauct | on
of the curreRime®ofieifbimatisllabdleFiuly, R lext 6€1c8HE@IdNIPrédesden phél@t r ul es vi ew
is an entity, then current
content” nodes is the packet type and the content label, separated by a period.
20 The user can perform several operations in the rules panel such as
creating rules, deleting rules, copying rules, or moving rules. User can copy or
move rules by dragging their node and dropping it on another node. If the user
drags a node from one collection and drops it in a different collection, the node
and its lineage are copied. If the user drags a node from one collection and drops
25 it in the same collection, albeit, a different location, the user is prompted, via a
pop-up dialog, as to whether he/she wishes to copy or move the node and its
children. If the user right clicks in the rules panel while the mouse is not over a
node, then a pop-up menu appears that allows the user to create a collection.
However, if the user right clicks while the mouse is over a node, then a pop-up
30  menu appears that allows the user to either delete the “selected” node or create a
child node. For instance, if the user right clicks when the mouse is over an

entity, then a pop-up menu appears that allows the user to either delete the entity,

create a token or create a production. If the user right clicks when the mouse is

35



entity is the selected item If the currently selected itemin the rules
viewis not an entity, then the current entity is the entity whose
ancest or wgoi/epsthe sel ected item The sanple text may ei paeUSE76ad from
atext file or loaded fromthe data in the packet repository. If the
sanple text contains many lines, then the 10 annotation pane displays the
annot at ed t egVerareaplar exnsessionayds, themsapep-HRaeny Appepss bat Hlogsdhe v¥sE pages

via buttons ?&‘@1@%@&%8?%’@&Q‘xﬁleé?s@orﬁar- For each |line of sanple text, the
u e

t okens and pro trons o curren entity are annotated. Tokens and

productions are i degthhdtetonvpamechsiaiseiibble vidw ackning i@Feguraos, wider the text
respectively. Tokens are further annotated by 15 displaying their
abbrevi at ed BBRaIatenFRMRpIp text by kdenbfyargide éokeps andiprodpeiramnqfdkg gHrentannot fit

A S e e e A A G L S T

abbr evi at i onentity idtheisBlctRA ieS TF @R cufttMitGldoasdsitent th thefilbevienningénat ed by
di splaying the selected entity nane beneath the bracket. By hovering the
mouse 20 overnehigtyeilien the qyarent enfigeisshegntity whosskancastpr istn thegelegiedpl ays t he

production's. fo t labels and.val.ues. ers c create, -.modif nd del ete
Ul es vi ot ndety 10 ppar ot RE g1 ST OB e S s S iRk R 0

col ums as slhpiMe pabkdrir&pdkRorg? If thE Sarhple $xt CONYain® indnkaings, iteencthe pl ays t he
contents of the node, which is currently selected in the 25 rules view The

m ddl e rds ehnataeongpand dasipdgys dhie anhetatedriexinn difefrenipdges, Usgrsattyare  si bl i ngs
of the currently sel ect.ed node. .The |last ro f .the. qgri whi ch is marked
with an asteflfl%’éat?gm&’r%q g‘eé’ﬁ%esa‘il?gk}&&"“rsﬁé tﬁ%i{l"‘l%&b@gﬁ @ﬁ)r%lg\?rrul es. The nunber
of colums, as welphr e IR FSRhpIRTNEAE BSkens SRDSBESCHHNOBS THaQuiryie Of
currently selected node. 30 To create a new rule, users nust enter the

appropri at e entityranmannotatedit bokeasiand proflughions aretidentifiedtviz bamzentdl navi gat e t he

cursor to a different raow. .User an_edit e cont s of col utm on
Che ori o Tnaraebtle Shpn oA g ToGh R Rpechiblyy TOaf ARE/ARNE: eI i1 n
symbol . 19 camplayifgB&g esbrb@aRd haies b8 RIpSoMhkSbradietd\Qf @i B Tation

PCT/ USOL/ 07652 d navigate the cursor to a different row via the nouse or

the arrow keysmoV§t dedrdhetoken,ranlasterisisisrdisphaysd insédadc Bythewerirgnthgy cl i cki ng on
the Left DSt (A0 SOLLARLE) L GO ARE aRERSAnANE o Sh Rkt UpOn User

,abbreviation. In a similar fashion, productions are further annotated by

displaying the selected entity name beneath the bracket. By hovering the mouse

20  over the entity name, users will invoke a hint that displays the production’s
format labels and values.
Users can create, modify and delete rules via the grid panel. The grid
panel contains multiple rows and columns as shown in Figure 39. The first row
of the gnd displays the contents of the node, which is currently selected in the

25 rules view. The middle rows of the grid display the contents of nodes, which are

siblings of the currently selected node. The last row of the grid, which is marked
with an asterisk
is empty and allows the user create new rules. The number of columns, as well
as the column headers, depends upon the type of currently selected node.

30 To create a new rule, users must enter the appropriate information into
each column of the last row and navigate the cursor to a different row. Users can
edit the contents of any column on the grid. The row, which is currently being

edited, is marked with a symbol. To commit changes to a row, users must
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corresponding rule) will be deleted. 5 Packet Export User Interface. Users
may train the Packet Export Mdule (PEM via the packet export user

i nterfacavodhedseser interface allows the user to create, pandséyresed del et e
packet export rules, e.g., nmappi g bet ween packet content/context to

dat abase table fields. One benefit’ of the packet export user, interface is
that it alloWdVigdeihe qussopiapdifferent r Viidg SoUss Bothe aprgpvdeys-nlg dglgte

meani ngf ul f i i ERIGAH e FePhnob\RoR@AfRibIe) @ Sel ection
panel and aggllrﬂggl%ercs:smgségéﬁé,t déés%&&ef)f‘ as & status grm%acﬁ ofe)t he panel s
wi Il be di scuslamni andfpuiésk ey detkaé Rey. . Upon et confomatian,abaitavol(antilibe  al | ows
users to inport the know edge repository schenma into the packet export

rul es dat aba§@TeiPPndipg ek letest-i or to mappi ng packet content/context
to database tablej i j t into the
AR T R

packet export rules e repository schema inport
control. TheMdtuly (PBM) Wik tHe paokdtaikport v intbtfhdeorheanet ihtwefapasibsvs To i nport

t he know edge repository schema into packet export rul es database, users
shoul d pr ess therises tggaeate, mpdilypnd fglote paskelexpert {Hes, Sl JRARIRES BEBBS® tory are
di splayed in f i [ S t el ected
tabl e are di E%‘?‘%Le" t%nrt]/% ?ﬂgmrtpgﬂ{ag%%ﬁgglgggi(gh% b}eﬁgﬁf"gﬁeﬁg aﬁg& eIXégIZr S may

browse the fusdrdstedhcednyhat ahllewbysaetedbedize e ppkdtepporandediabl e via the
nouse or arrow keys. The dat abase tables and fields nmay be proceeded by a
st atus i ¢on. meennghtfashioandhejusgrdsterfaceconsisis dwe pagelsarsglepven pesent i n
the know edge,repositary,durj t.h io I . by a
green plus Zgn(ll% na_pﬁ&@g eé’tag v{’%%seas&gﬁ%%/ri e %ﬁ gﬁﬁé??ne?%\glsl fei)%a%g@g\?\er e

del et ed fromid hethkn@mhitdmedditRnes témrdl tist Alews ikrPlodripottshd kipavltdgear e
flagged by a red letter "x' icon. Mdified fields, i.e., those whose type
and/ or att ri FRPosiéony schemenainghe packet exporiarules datpbasgsvillhsshiscussgde f| agged by a

yell ow cheekrark i ol SKERQUARL LGS, (ASHETRIRL sohsclghe Ll oo

and fields, users's e purge Ion panel

di spl ays 13 Woithp&rt thel dataBade eRerM Rit6 8 pabRMexport RileldabaddlviaTiee first |ist
di spl ays the packets that are known to system .i.e., the packets that are
regi st ered i knewisdgareresitogy sehemaamport theirele ddsdmpps cogfrad spaipmsitye

krondeage | SRRRh St BRI BB S Benfh L Gy 7P
corr espondi ngxpdrenildsitiatddese, 1€Ls sHoaW preks thBemp&ebuttdto Uklleaalsles 6kthea packet,
which has rules that map it to one or nore tables, then
knowledge repository are displayed in the left pane, while the fields of the
20  currently selected table are displayed in the right panes as shown in Figure 40.
Users may browse the fields of any table by selected the appropriate table via the
mouse or arrow keys. The database tables and fields may be proceeded by a
status icon. New tables and fields, i.e., those that were not present in the
knowledgé repository during the previous import, are flagged by a green plus
25 icon. Obsolete tables and fields, i.e., those that were deleted from the knowledge
repository since the previous import, are ﬂagged‘by ared letter ‘X’ icon.
Modified fields, i.e., those whose type and/or attributes have changed since the
previous import, are flagged by a yellow checkmark icon. To delete obsolete the
schema of obsolete tables and fields, users should press the purge button.
30 The selection panel displays two lists in a tree view as shown in Figure
41. The first list displays the packets that are known to system, i.e., the packets
that are registered in the packet dictionary. The second list displays the

knowledge repository tables. To display a packet or a table in the graphics panél,
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t he mapped tables, along with the mapping rules, are also displayed in the
graphi cs panel. 5 The graphics panel, as shown in Figure 42, is a canvas,
on whi ch waokets27 export rules may be created, nodified orprdeUstiedes2Packet s
are represented as w ndows. The packet type is displayed in the wi ndow s

title bar. The caontent _and. context g@gls are listed.insjde the w ndow.
Cont ent and H%ﬁlﬁg}?&‘q%’@iesc ipkdhe corgzspepipe Homan thedregyiew. cgﬁge U§eH a sinilar

fashi on, kno%\gﬁ iEIGRY fté?“ﬁhfcﬁ%@ﬁﬂéthQtﬁﬁ?ﬂ ﬁE’cE)@rgere trﬁ@rg%é% ws. The

table nane is aye e wndow s tit able fields
are listed i ﬂ&nﬂ@pwmtmsndomg with theichappipg elled, aceralécadibayed mlnlee canvas,
doubl e-click on the corresponding itens in the selection panel. |If the
user doubl e- 812PB¥kg PaNChacket, which has rules that map it to one or nore

tabl es, ds!‘e” the #Rp hfc@ELr?e? a5 ShANG ifflollrd 418§ s]{‘cmgsmoﬂgvlgfﬂﬁ%kelare al'so

displaye inthe gra orermeaf)a et or romthe

canvas, cli ckxpot rtulm nSdyetd created, lmﬂdhﬁ)asd ordelenel. UHokets ategbprefeansdi sor ner  of
t he packet or table window |f a packet is renoved fromthe canvas, al

rules that %indowgpddeg m%qtfypsaedlﬁeﬁﬁﬁea theswidop’s tithobas. ihggenientcan only be
removed  as %9&1 ?é%(tttla{%%fs r@flﬁﬁﬁﬁ}s{&'tﬁéwmaede@?ﬁg'eaﬁ@g% &G5be 050518 map first

renmove the 2 are nma e W ndows. Renovi ng

w ndows and pfddb@ﬁ:dfb&@iﬂfér&ﬁ 16@3V@$adﬂﬁ&rﬁ&h1dﬂ@kﬂdv@leﬂé‘fﬂﬁbosﬁ@ﬁy ablesespondi ng
packet export rules still exist in the packet export rules database. To

create alhewisdeetenisdis mindarep plhiegydle sraepedisplayrdan fhg wirdognsitide  dat abase
tabl e, user g&ﬁ&agaﬁ%glﬁgggg&t s Bﬁgﬂk -%ﬂ% xt | abel in the packet 25

wi ndow by cl1i en se in a dat abase table w ndow

by clicking on ifToafie@atiReorfableatint daangy] dpiIe-eHel én ihe cpgedponding, the
packet export user interface draws a |line between the two selected itens

t o represent iteA&IN the selpeiipnrmanel. Ifidheasergdanblerdickep pasksbvehighyhas rglesh t he
recently sel got g pft%toﬁéBTr% t%&@%ﬁvﬂé%{gég\?atp%&%? gﬁ@\gﬁh% e | abel in the

packet w ndow an ase When a user

clicks the | ahppiag rileghte 4180I8ieplBYEdt ianhOgraphidBPHeNIT tinfovela facket or | i ne, the
line is displayed in bold to indicate that the rule has been sel ected.
Thi s enabl estableclre dhescanyase phickeon Biesmgl “xhluttog|inthe ypper fighithand comgr del et e

it W]e.n 38 %ﬁqthg %)éu[q% li7 tag) H?(g\gl/ Pfja C]Ea%%(et 15' rétitovRd Fromd ﬁl%tcgﬁj\?ast Qﬂurle expansi on

method is se
that are mapped to it are removed as well. Table windows can only be removed

as long as there are no rules mapped to them; hence, one map first remove the
20  packet windows that are mapped to the table windows. Removing windows and
rules from the canvas does not delete them. The corresponding packet export
rules still exist in the packet export rules database.
To create a new packet export (mapping) rule between a packet and a
database table, user must first select a content or context label in the packet
25  window by clicking on it and then select a field in a database table window by
clicking on it. Once the aforementioned procedure is performed, the packet
export user interface draws a line between the two selected items to represent the
mapping rule. To create another export rule with the recently selected context or
content label, double click the label in the packet window and then select a new
30  database table field.
When a user clicks the left or right mouse button on a mapping rule, i.e.,
a line, the line is displayed in bold to indicate that the rule has been selected.

This enables the users to either change the rule’s attribute or to delete it. When
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content/context is not required in order to export a record set to the
know edge repository. If, however, the correspondi ng packet and dat abase
tabl e, wwa@hi/693¢7 rul es maps, already has a rule, i.e., arPCT/msol/Ee®l r eady
drawn between them then the 5 expansion |level is set to that of the
existing rule. In one enbodi ment, rul es  whose expansion nethod are

"l evel ", ar eTHeHHA credtegntieir sxpansiopBetBed is seifoedevel \ggshe BIGEShsi on met hod
are "full", ' VET : t he
xpansi on reepag P Gt (el SR o iFR e AR 1 1RBRRER

expansi on netdpositai. o howelegsthbedrrepondityg padhacietdasbdsctabrbashitadl e i s
changed. 10 Finally, if the user right clicks anywhere on the canvas, wth

the except i oftlef mapaakeadykiandawls, i- et Iisds alreadsy|deawin hefdren Hieen. thandle o
pop-up nMequ ?J?I?a% {oR lc%vge?ts se?gol f oftt}bee?xli'ﬁﬁlr Srﬁfgl ?ﬁl%‘ﬁee &Qg cp‘g!%m Pded ules to the

packet expor ulres apsse. epositori W ng sections, the

D2K dat abaseshékd éxpassionl ieeHdsed “levelt,ee dralvindiMongcalbtevtierdapaltds, filter
rul es repository, packet dictiongrY” 15 repository, processing nodul e
repository, pheketxpahsipmmethodire sfullppekdravindp diffarenticolare Wheadhe ugeri on rul es

cnowi edge. babBincenith aap aisnitipd FPORNE Mokprep ¥ RRAEFwiCRetRRT oY N

embodi ment,  eRMSiod Mdd 6K d1Ek1dsbeBrtich tﬁibﬁacﬂc@t andSdBitRee 1aBlel8 Khang@d.
dat abases. Instead, users interact with the D2K user interfaces, which, in

turn, wilbl Hoallyyf theaiseongldslicksomywhercpatthbearwas, Withbe exeptiveef Rul es

Repository. Th Actd on | e res .the cket construction rule actions,
i.e., ignor ep?cﬁ(_grgéﬂd&wsi %aﬁ%braée fahge ‘?ﬂlgfigwiﬁg I&:ulrfees‘a? 80%1133\1/\6/:“688?(%% {:fla{(a:r eate a
new packet agfow@@hukerith8avtthd maphMglries RAGK Phckes eXfu Rids, dataBa®r t 25 the
data into the current packet as content, append the data into the current

packet as cont ent Repes#orias el the fdlaydngsqctions, theeD 2l datahasepailée as cont ext .

The _Fi el dTyﬁe t abl e tﬁt res .the full ar}‘? 1;‘f\bbrlevi at ego names todf' o he data
fields, In i HECWELGRe follovapgprder ol it Shies 1peSip PR IRy & { ner
el enent s 1501 rgobiidr) UrBSessial midile refddiPry, phikeeagpatamelles/padi@pace tables are

created during the ‘inport of the data structure and the registration of
t he packets bgpositaryi tapiordration myles repgsiery, ket eXpaedyles teobdor¥aches a map of

each nodes_descendent s Loy or g6l fAGIHEA RlR%LIRG AR, context. 39
described.

In one embodiment, users do not directly edit the data stored in D2K

20 databases. Instead, users interact with the D2K user interfaces, which, in turn,
will modify the contents of the databases.

Import Filter Rules Repository. The _Action table stores the packet
construction rule actions, i.e., ignore the data, ignore the data and create a new
packet, create a new packet and insert the data into the packet as content, insert

25  the data into the current packet as content, append the data into the current
packet as content, and insert the data into the current packet as context.

The FieldType table stores the full and abbreviated names of the data
fields. In the case of the SGML import filter, the data fields are either elements
or attributes.

30 The IdMap, Lineage and Workspace tables are created during the
import of the data structure and the registration of the packets by the import filter
rules. The Lineage table caches a map of each nodes descendents in order

facilitate the inheritance of context.
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The Packet Type, ContextLabel and ContentlLabel tables stored the pi types,
content | abels and context |abels of the packets, which are created by t i
packet cowevremsti on rul es. The Docunent Structure tabl e i sparwsompossr y
buffer in which the stru(i 5 of a data source is stored and processed. The

Packet Construction tahl,e stor t a t . copstruction. rules. data in
table is created by tﬁbepfaggg?sgp?%n%xﬁ;%ﬂ %n(?‘;%mg?tﬁ‘ﬁ%e?fﬂbiesos?or? Eaheipﬁput
source and is ”Ddﬂ[y{)és,eeiorhynttmﬁlsldamame&t lab&i5 oBaRpatikét€ WG Eare RRGleby 11
Dictionary Reposifory. In one enbodi ment, the packet dictic 10 database

consi sts of six tmskesongnwtiofi rwled.ch is a tenporary workspace. The nain
t abl es are Packet Type, t ent Label ext Label , PacketAll o and
Packet Al | owsCont ext . Tﬂﬁ%ﬁ%’ﬁ“ﬁ‘f‘}%‘ggﬁ%&%ﬁée%g@ﬁ @Lﬁt‘?d‘? W%gg%{u 1 ega,
packets. Several yifdha {Rkdiyootddona pis@sidae packet dictionary. For
instancf D2K training user interfaces use the packet dictionary to limt

list box select 15 i n DiafRacket€opstoltition tabihstores ¢he packehcgestarcaipn mges.nlal i d
training rules, ile the. pack factor ses the packet dictionary to
guar ant ee t hat pm]%}? 18 F‘%%E%E‘féyt@rpé%‘i%ﬂﬂﬁ PRt ‘?r%tﬁl,ct“g&?ﬁb?l‘n%&tﬁer_

dat abases cont ai %oh%d%!‘aﬁdtiéjmb@l?ieﬂ%glﬁ?é i_m;ﬁi)‘rpﬁl't&riéérﬁnfe?ﬁé@_s as shown in Figure
43. The _PrototypeRegistration table 1s a workspace, which is used by 20

several D2K conponent sPadkecBDivgivnagtRepasikey. n oncotypeimeiTththepacketdigticot ot vy,

are then registered with the packef. dictianary.. The Packet Type,
Cont ent Label ¥nd ‘)’(?q_néﬁESIOftSH‘btlaé@s’s"t“Sl"g"‘f?ﬁ‘é llsé‘d‘?mpﬂﬁ‘é'k‘@?&g%%s?hﬁont ent

| abel s and cont ext 4,3faLs ﬁQ&&?ﬁJ@%éﬁ&ﬁ’%ﬁ&%@ﬁ% @hbdl, PacketAllowsCon
Packet Al | owsCont ex%ll ta Feasrespeci I'e§ whic co’ntentxand ’conct ext |abels are

1( 25 in which paddticketAHposEsstexty THediatacin Bese silarspecifihmomtyee 9§ lagg
nodul e repository s, a_list of registered processing. nodules as well as
the information rRASHES .§6‘_’er?lr’(\1/t6k]3§gﬁ5?ﬁt‘°’f‘ﬁ?§eti ﬁﬂ’ﬁaﬁﬁgicﬂﬂn“l@ E?rolt“étan‘f‘n t he
Processor table. bagafidihi 0br inibFRAS LIOKY pRURK B iBAUG b RARHRL o @t
processing nodul e can generate. This 30 nformation’is stored in the
Pr ocessor Regi st eriadEdertte ptohitritthPueardssn gReyatsiganed Condiging rolagivdsle the one

enbodi ment, although the inpor filter is not a processin dule, this
repository st or esParkFidACtpRREY @etpﬁ%keltrfilcno??riytt%g“%é’ﬁe%@’ﬁé?'ﬁi’gggégp%%?tls; 40

created. In addition, several other databases contain links to the packet
dictionary tables as shown in Figure 43.
The PrototypeRegistration table is a workspace, which is used by
20  several D2K components to construct packet prototypes. The packet prototy.
are then registered with the packet dictionary.

The PacketType, ContentLabel and ContextLabel tables store the leg;
packet types, content labels and context labels. The PacketAllowsContent an
PacketAllowsContext tables specifies which content and context labels are 1«

25  in which packets.

Processing Module Repository. The processing module repository s:
a list of registered processing modules as well as the information needed to
invoke them. This information is stored in the Processor table. In addition,
repository stores which packets each processing module can generate. This

30  information is stored in the ProcessorRegisteredContent and
ProcessorRegisteredContext tables. In one embodiment, although the impor
filter is not a processing module, this repository stores which packets the imj

filter can generate as well.
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WO 01/ 69527 PCT/ US01/ 07652 Packet Di spatcher Rules Repository. The packet
di spatcher rules repository stores the packet dispatch rules. The match
speci fi cavdonevs2{ mat chspecs) are stored in the MatchSpec rOTUS01/07652

Mat chSpecHasCont ext tab The W rkspace table is a tenporary workspace used
by the packet dispat( 5 interface. Packet Repository. The packet

repository is a dat apasker \WiguecheARuldFRepbSitd?$r Thé besket a_lg&até}&@klﬁés di spat cher
w || persist packets in the reposi- the user sets the ave Packets in

Dat abase" checkiaprsitny stesesithe paskietdispai@brulrsgd he maatdetpscidicatiesor ed in f our

tabl es: Packet,  Packet

Packet HasCont ex£ at‘flﬂﬁé’e?sze g%e?é%ﬁeﬁatgﬁp% apgﬁma\s(la%%)ﬁ §H§{td°|née§(t %attu)e t ext
extraction rul eghe tWorkspasé tabd ik Qerhpdr@S WERETIR e uSedSOMB phékebigpate 44. Note
the relationship between tokens and entities. Every tolgen has a

rel ati onshi ps5t omit¢rfacparent e The strai ght line shows this relationship.
Recal |, however, tha ons st _of .one re requl ar
expressions or they ?ﬁfﬁ%?ﬁ?s%%@r ﬂlrepoéshtf)mlisgsda{r%flse Wl?egﬁgﬁc falls in
the latter Casema&"B@%eﬁstk@e@@ﬂe%cﬁ&'d%h@ﬂmmpe'r51§ gacl@éﬂé’ ¥afe kdpasi, w Il be
non-null and reference a previously found entity. Since collections have

one or nore ent iheiuser setathe t'Sas Raakess UnléatebaSﬁT’ chackkensen thedkenutiveave nore or

nore regul ar ex e SSIO et c. Si ha(, .2 e, Aas-t ow i npl enent
t hese one-to-ma P@Fa a&hgtﬁlaf?sswr‘?&ﬁ’ %’8 lgs é)ra‘élgeg’r#%g?t@%?%{%%nqs hOWI’lnpi n
Figure 45. Tg e@gh@hﬁ{gsvgﬁﬁs 5&pp§§(@ma§@bﬂ@§b consi der the token and

regul ar expression entities. Tokens may have one nore regular expressions,
e.g., a docunent vol Uire tdxokemcay rkesepospuy Siore@xlmwssd:)@mstl@umlﬁsas "FIM™"

"(MMI(AMWM ", and " A af.orenent i o rrplles a
one-t o- many mapﬁﬁxﬁﬁfgt%qlaé f%%&""ﬂ?‘s Siomn lﬁlFW%4ﬂ5&%%ntE8ﬁq% 'lpve mappi ng
I's that each regulRen RKRhERRI Gfities E@e??ﬁﬁdeﬂ%ﬁ@a%l&tibn@lﬁ% tb A& Bhrefsc depi cted
in Option B of Figure 45. The adv, the first approach is that regular
expr essi ons rrayTbestrzaglsiddaetsyowts ﬂﬁeredaamonslukeﬁscallg\hewe‘a@, thatteketissadvant age i s

t hat an addi ti onal %abase tabl e |s ni Bt ore the rel aglfonshl ps. The
advant age of®t h&onSt 8 aned%rﬁpgrg({ﬁgq%rel:(ﬁgﬁmpps oLt PAMEBRE RIPLYGE 1Bt need to

be stored in a sgRAkAlEL Qﬁ&@mﬁ% rfflhtfer HRSHRA thbRAVALSRRIE <! N S
approach is that the database may contain duplicate c
curved line, will be non-null and reference a previously found entity.
Since collections have one or more entities, entities have one or m
tokens, tokens have more or more regular expressions, etc., a decision hac
20  made as to how implement these one-to-many relationships. Two commc
representations are shown in Figure 45. To explain these representations,
consider the token and regular expression entities. Tokens may have one
more regular expressions, e.g., a document volume token may have regul:
expressions such as "FIM," "(MM)|(AMM)", and "(WM)|(WDM)". The
25  aforementioned example implies a one-to-many mapping as depicted by (
A of Figure 45. An alternative mapping is that each regular expression is
associated with one token as depicted in Option B of Figure 45. The adv:
of the first approach is that regular expressions may be reused by differen
tokens; whereas, the disadvantage is that an additional database table is n
30 to store the relationships. The advantage of the second approach is that tt

relationships do not need to be stored in a separate database table; wherea

disadvantage of this approach is that the database may contain duplicate ¢
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WO 01/ 69527 PCT/ USOL/ 07652 the sanme regul ar expression is referenced by
nore than one token. Due to a non- technical constraint, the inventors
chose t havbat/t®we7 approach, i.e., Option B. The _Bi nExpansPonibstingesz abl e i s
a Iookup tabl e that contains the legal values of the bin expansion type,
i.e., "level" and "full". 5 The _Prototypes table is a workspace, which the
t ext extract rf@rsama@gtéaraam@gsm@lscr@fche%gym%e W@Pﬁ@iﬂk@@ DuefxaRels that it

EZBI ggnegtat)? e&ﬁrh]lg?l%(élg%tgagxﬁl o3 étﬁ\{%%%drg Xhos-g?lEe lgtteﬁig%%r dg%%tﬁ.on and For mat

I es ressi ons,

productions and f crhgaBﬁqurp@ImMemedi yableli@ aTb@(ulél’tﬁblé yﬂ\daamaml thmk@n Nane
tabl es store the names of entities and tokens. Both the Entity and Token

t abl es ref er s#loes efih¢ binexpansipn GReAS-» Ff‘é@b@@ﬂl Wl”y fromthese tables. These
names are, separat iﬂ% p@?ot&%ﬁeslté pIQY, 306, hlcflq}?e tekCe %I%E)tﬁ)(())r u% accurate

reuse of enti ty n ¥ 1%he°an nanes b res. 15 The

Col | ecti onPr age@,%eéxﬁaﬁkﬁhé‘ﬁf&&%estoma&eﬁmme@cén &nSradd. Wm Ch packet
content are processed hy ich collection. To be nore precise, the text

extraction rmdul eé“hpCQH@@s)@sEnm %l{eyegegﬁxmh%méwémnfamé&om@tl@b egont ent
according to ecified ion ort Rul.es
Repository. ée%pcé’@%fon SEFS }‘ﬁfeélg Fg ?) ?XPB?'S?OIISZ(W%@SP a(nlqef()’ﬁ]é‘%:tfket expor t
rules. The pagkedivexport nmodul e behavior is governed by these rules, which
map packet content and context to fields of database tables. Just as the
structuréoof the ThpbntigatamerandtTobenSame fabéad stone thernaores efieitiites anthe i nport

filter rules re rior r aj he packet truction rules,
the schemn 8 B%Zé%ﬁé% 15‘&&@@%38&?{%&? g‘?ﬁérten%ep ST %@ﬁﬁrﬁd i mported into
the 25 packetespddiRely ffomh Biesé RBRS! AL Iﬁ'iﬂe@raret b RnRhiddhdiPEwR W& export
rul es. The _Expansi onMethod table is a | ookup Fab | e that contains the |egal

val ues of t herdsi tp sppert fieqscurpisaeuse. of entity rawes by aoldectipng and tofére  Buf DBFi el d
and Buf DBTabl e t bI ertSS are tenporary buffers in which the schema of a
know edge ba8¥"f% ys? WE&Y and processed. The data in these tables 30 is

conparedif{o the dQ‘h@CbHeéti&ﬁPQ%I@s@éIﬁacﬁét@o%ﬁi BbN st Bss bNwRICH hckle
determ ne which tables and/or fields have been added, del eted or nodified

si nce t he | asenteitppoprocesteddrowhist gelledivns ﬂ‘LOdweyn@rchvettme the text

extraction modules processes the values of the specified packet content
according to the specified collection of rules.
Packet Export Rules Repository. The packet export rules repository
20  stores the packet export rules. The packet export module behavior is governed
by these rules, which map packet content and context to fields of database tables.
Just as the structure of the input data must be outlined and imported into the
import filter rules repository prior to training the packet construction rules, the
schema of the knowledge repository must be analyzed and imported into the
25  packet export rules repository prior to training the packet export rules.
The ExpansionMethod table is a lookup table that contains the legal
values of the bin expansion type, i.e., “level” and “full”.
The BufDBField and BufDBTable tables are temporary buffers in which
the schema of a knowledge base is stored and processed. The data in these tables
30 is compared to the data in the DBTable and DBField tables in order to determine
which tables and/or fields have been added, deleted or modified since the last |

import of knowledge repository schema.
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WO 01/ 69527 PCT/ US01/ 07652 The DBTabl e and DBField tables store the schema
of the know edge base. Both of these tables have |IsAdded and | sRenoved
fields tovbbaes27 di fferences between schena inports. |n aBdiusem7eizhe
DBField table has an IsMWodified field as well. 5 The MapPacket Type2DBTabl e

and MapPacket | nf 02DBFi el d tabl es store the packet export ing rules.
The MapPacket Type5%?%331%3&5I%B@F@rt%@e%@to{eitg‘f S‘g’Fn\m)%é}P? lﬁﬁ’g’ﬁ%{)&e are mapped

to which dat S It t [ met hod is
stored in th?%%'t ?g{tlg&ftﬁﬁsg tk}agﬁacfé%j?%egf%%&%%eggfégﬁ qgltﬂ ggges a list of
whi ch packet diffendnead barwaérescherdn empanpdd atlditvoh) thh DBftield aabde hasddne 10 fi el ds.
In addition, the flag that specifies if a content or context value is
required toISM%ﬁ?d cld@s el set is stored in this table. Message Log
Repository. D2K p i i QLG L{?@'ﬁq i nmessage
| og repos%/t ory. Tﬁéé%&kgg%Eﬁ@Szﬁgg%lﬁrqggﬂ??%ﬁes. ! e IV%QETBel y%g%t abl e
stores a | i sthegfack® kxgatpapsing sylesMiTleMapPachetTsped BB T lerabkag@ss a The
Severity table stores a list of error classes such as fatal, error,

war ni ng, mesSeiqd vaneh erskelg arrnepae o Witk doibastyiablsy tnasidionsthsraliet he
messages. Kngpd %8%2%%0%' is H&?eidsiﬁr?ﬁg%h‘i’é. TWBPW@HQ@?PQ@?&& By 'S
appli g e

specific to ac cation. Prior to trarnrn packet export

modul e, the 20rdsnaist etigkich Rkt tettynt@ohRRBark Sndpppdtd which dhtabdseeatlacket
export rules repository. Once inported, users nmay train the packet export
nodul e t & expelds. eadsitipns Bredlag thatispecifienid pspateptoricpateyhyalusisgeq etk et

content and Foo%gfstta're&ﬁagmggto%ﬁqn g{a%ﬁé'_ng Environment 25 Figure 46 is a
0 zed sys

bl ock di agram a conputeri emin conjunction wth which exanple

enbodi ment s of t hafdsswgR WogQRepoBivorp.e DRRPpREIBS e dr, watiiipuh@deQ i ncl udes a
processor 92, random access nenory (RAM) 94, read- onl rrermryi(RCM 96,
and one or niessagesondbemgsape og ramsitarye T hegnessagerlag Basstireedablee, The 1 oppy

di sk drive (ipt i e i NS tical 30 disk
arive, ot aptlCsiet b Bt SR Chasose PRl bl B 27

col I ecti yel ymiesdagéd. eThetSevastytthide slraIalisd bf epofuliseés suthes AdDdryor, har d
drives, floppy disks, CD-ROVs, and the |like, are types of

conput er - r eaWabliee, magsage and Hebugo fpnallys theddenspeed-ogdaliles stetes thej nstruct i ons

for executiorrheg%gégje processor 43

Knowledge Base. The schema of the knowledge repository is specific to
each D2K application. Prior to training the packet export module, the
20  knowledge repository schema is imported into the packet export rules repository.
Once imported, users may train the packet export module to export record sets,

which consists of the values of packet content and context.

Hardware and Operating Environment

25 Figure 46 is-a block diagram of a computerized system in conjunction
with which example embodiments of the invention may be implemented.
Computer 90 includes a processor 92, random-access memory (RAM) 94, fead-
only memory (ROM) 96, and one or more storage devices 98, such as a hard disk
drive, a floppy disk drive (into which a floppy disk can be inserted), an optical

30  disk drive, a tape cartridge drive and the like. RAM 94 and ROM 96 are
collectively referred to as the memory of computer. The memory, hard drives,
floppy disks, CD-ROMs, and the like, are types of computer-readable media.

The computer-readable media store instructions for execution by the processor
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WO 01/ 69527 PCT/ US01/ 07652 92. The instructions are provided to the
processor 92 over a bus. The invention is not particularly limted to any
type of owopuswe7 90. The construction and operation of sBChusompeizers are
wel | known within the art. In one enbodi nent, a Data-to-Know edge (D2K)
translator is 5 incorporated into software executing on a conputer, such as
t he conput er 90Thq instregtions ptsaue Yigest to theproppscosYZ evanaibysi Ahe EVEREXY i n

software usin he..C++ on e . | ection of
conponent obﬁsg'gi p?rlrt@l léllaﬂy ﬁ@%}?%c%n% %ﬁ@%%%cd&agﬂ%qﬁ%ﬁgﬁgﬂﬁ gI?&ed in a web

browser and i@_%??ﬂﬁﬁltcﬁ@ué’ﬂ@oth&ﬁ@WéllMlmWitBﬁﬁtheaﬁr) and Java (r) scripts
enbedded in M. web pages. 10 Those skilled in the art will recogni ze,

however, that ot Aepneenpediabniea Rataditakaowisdee (PHortaanslaiyy 1$ anguages may be

enpl oyed without diverting fromthe sco of 1 he.present | iQn.

Al though peticrpeteisfials Rt ReodfasdRP SomBiuet AfelisIRE e B ey i n,
it will be W&ﬁﬁ@ﬁﬁgntbmeﬂjm%rs%ﬁn Rrifpleadhdntédinl softivard ghgatht Ghat  any 15
arrangenent which is calcul ated to achi eve the same purpose nmay be
substitut ed cdmputerengaeeifd packageddis denatlectiongmiigomppnent gpiscti medslon i s

i ntended to er an adapt ati ons or . .variati o of the,present invention.

Therofore. i CO sambondis Pritn e fsfaid ot nb Sk AFA FBRSR i eq onl y

by the foll ondifigssit #iduml Bk @@AU YA @RESpts BRbe@Ied iAHTWEL GlebGAB&!

PCT/ US01/ 07652 What is claimed is: 1. A conputerized system conprising: at

| east on® r ePlssetsbilled imthstagreillrsergnizsebowevst, thatl atkerchmpargbledardware
processi ng of data by the conputerized st.em, and. 5 at | east ane
processi ng nﬂ@?ﬂ@%ﬁ%i@%%ﬁf‘?ﬂ’@@g}pﬁ%’@ ‘Ynl})h(}uﬁngmngsé ot ﬁ'e ¥P%Yenerat e
know edge fr ot Besé@tifvendon. The conmputeri zed systemof claim1 further

conprising a system executive to control the at |east one repository and
the at |east one Attboeghsipagfic embadighents hage b¢reillpsingied and daseripdst em of cl ai m

and del ot o EeEo U Degpm et By SERE pe o Serk AN h IRt M3LENEy st em of | of & m
3 wher ei ¥ t hgrdtpemesiekich isedidutt&BtodicRieve the same purpose may be substituted

for the specific embodiments shown. This application is intended to cover any

adaptations or variations of the present invention. Therefore, it is manifestly

intended that this invention be limited only by the following claims and

equivalents thereof.
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packet construction rules. 5. The conputerized systemof claim3 wherein
the user-specified rules are text extraction rules. 20 6. The conputeri zed
syst em ofw@ba69seB8 wherein the user-specified rules are pRCRESIIBXPIY t

rules. 7. The conputerized systemof claim3 wherein the user-specified
rules are 25 packet dispatch rules. 8. The conputerized systemof claiml
wherein the &ﬂm$§é§¥m@ﬁé¥processing nodul e is a text extraction nodule. 30

9. The conputeriz i . rein the at | east one processing
module is a %‘ackeg‘ g%é%?%@ﬁ%%m%ﬁ%%%*%u 69527 PCT/ US01/ 07652 10. The

conput eri zed syst gttedt ofid Ripbiifory o sthreruserospptiified ngeaithat gt thei [ ter to
convert data into a neutral format. 11. The conputerized systemof claiml
further conpPliosessgt datedurthe perapiterized sygemxpst t t he know edge into a

know ed it o 120 A [ - [ t
nowl adge’ the cartt ot pesES IR EHBES fa Led ARRT R el A7, 17

rules to gOV@rg’bnEﬁ% laphavdgerfrom the daerput eri zed to systemfor translating
data to know edge; and processing data according to the rules to generate

know edge. 13. The conputerized nethod of claim 12 further conprising data

R T il

conmponents. rein the

user - speci f i ggclitiNe® cofr6l thaakiehst 6RO fdpbsitdriy and tHel £ Seastldne pfoRsgipgput eri zed
met hod of claim 12 wherein the user-specified rules 20 are packet dispatch

rules. 18 Thmedelenputerized nmethod of claim 12 wherein the user-specified
rules are text extraction rules. 25 17. The conputerized nethod of claim
12 wherein the user-specified rules are packet export rules.

3. The computerized system of claim 1 further comprising a user interface

to allow a user to create, modify, and delete the user-specified rules.

15 4. The computerized system of claim 3 wherein the user-specified rules are

packet construction rules.

5. The computerized system of claim 3 wherein the user-specified rules are
text extraction rules.

20
6. The computerized system of claim 3 wherein the user-specified rules are

packet export rules.

7. The computerized system of claim 3 wherein the user-specified rules are

25 - packet dispatch rules.

8. The computerized system of claim 1 wherein the at least one processing

module is a text extraction module.

30 9. The computerized system of claim 1 wherein the at least one processing

module is a packet export module.
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18. The conputerized nethod of claim 12 wherein processing data according
to the rules further conprises extracting text fromthe data. 30 19. The
conput er iwedi/edsthod of claim 12 wherein processing data aecDudimges2t o t he
rules further conprises exporting the know edge to a know edge repository.
35 20. The conputerized nethod of claim12 wherein processing data

accordi ng t &0t he Thekespatarizddsystemmiclaias]! Bomeeeamnpresingamimperifiéerneut r al
format. 46 WD 01/ %527 .PCT/ USO].‘%?GE}Z 21. A conputer readable nmedium

havi ng compui®regdLardpice 1Lt 9 'ons stored thereon for executing a
met hod of translating data to know edge, the conputerized nethod
conprising: receiving data in an unstructured form 5 converting the data
to a neutral lf.or nifhpcovnpstering wyatem efstamdi fugtheocaspiisingarce¥poddnediles t o

translate the data . fromthe neutral formto.know edge; and exporting the
know edge’ t o' &EHPREVIS W*a%‘&r%%];@?w}i%efff?osm@"conput er readabl e nedi um of

claim 21 wherein converting the data to a neutral form conprises applying
user-specified packet construction rules to the data. 23. The conputer
readabl e nedil2m ofA aingputerZed whethasi of tpnclobsgs fatg talknewledgs, decor ding to
user-specified rules conprises applying user-specified packet dispatch
rules to the eMPYeREdY 8dPWBprb§£$<ets to a packet processing nmodule. 24.

The conput er readghyesiBdidBhafinsd AidDte LoWHRIR BehalRF 865 LA atad accor ding
to user-specified rules” conprises applying user-specified text 20

extracti oo r sysesn fa ttanslating data RbknoWledgeoapdit er readabl e nedi um of cl aim 21
wherein exporting the data to the know edge reposi.tor onprises applying
user - speci fi ed pal?%?ssé‘%‘gﬁ“i agegr tottge f‘ﬁ‘és tﬂéeagratfémﬂ’?){ed%e'

13.  The computerized method of claim 12 further comprising data according
to additional rules without modifying the existing processing components.
15

14.  The computerized method of claim 12 wherein the user-specified rules
are packet construction rules.

15.  The computerized method of claim 12 wherein the user-specified rules
20  are packet dispatch rules.

16. The computerized method of claim 12 wherein the user-specified rules
are text extraction rules.

25 17. The computerized method of claim 12 wherein the user-specified rules
are packet export rules.

18. The computerized method of claim 12 wherein processing data according

to the rules further comprises extracting text from the data.

30
19. The computerized method of claim 12 wherein processing data according
to the rules further comprises exporting the knowledge to a knowledge
repository.

35 20.  The computerized method of claim 12 wherein processing data according

to the rules further comprises converting data into a neutral format.
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21. A computer readable medium having computer-executable instructions
stored thereon for executing a method of translating data to knowledge, the
computerized method comprising;:

receiving data in an unstructured form;

converting the data to a neutral form;

processing data accbrding to user-specified rules to translate the data
from the neutral form to knowledge; and

exporting the knowledge to a knowledge repository.

22.  The computer readable medium of claim 21 wherein converting the data
to a neutral form comprises applying user-specified packet construction rules to

the data.

23.  The computer readable medium of claim 21 wherein processing data
according to user-specified rules comprises applying user-specified packet

dispatch rules to the data to route the packets to a packet processing module.

24, The computer readable medium of claim 21 wherein processing data
according to user-specified rules comprises applying user-specified text

extraction rules to the data.
25.  The computer readable medium of claim 21 wherein exporting the data to

the knowledge repository comprises applying user-specified packet export rules

to the data.
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