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CLAIMS

L. An apparatus for predicting a network event flood comprising:

an event rate detector for detecting rates of event emissions from one or
devices;

an aggregator for producing an aggregate rate and an aggregate rate #nd of said
rates of event emissions from a pluratity of said devices,

a level generator for generating a plurality of levels comprisinggnaximum acceptable
event rate values of a plurality of said aggregate rate trends over plygal time perieds;

a storage component for storing said plurality of levels;

a comparator for comparing a current aggregate rate trefid with at least a selected one
of said levels; and

a signaller for signalling a predicted event flood po'nsive to said comparator
detecting that said current aggregate rate trend will exgeed said at least a selected one of said

P

levels at a first point in time.

2. The apparatus according to claim 1 whtrein said aggregator comprises an averager

for calculating an average event rate.

3. The apparatus according to clgim 1 or claim 2 wherein said aggregator comprises a

statistical calculator for calculatingfa statistically-normalized aggregate rate or rate trend.

4, The apparatus accordjfig to claim 3 wherein said statistically-normalized agpregate

&

6. The gpparatus according to any preceding claim wherein said plural time periods are

defined agording o one or more of : times of day; days of week; days of month; or days or
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7. The apparatus according to any preceding claim, further comprising: J 4

an ordering component responsive to said signaller for ordering a list of identiﬁeg}?yféf

emissions.

8. The apparatus according to claim 7, further comprising a first selectof for selecting
said device from said list having at said first point in time a maximum ratg of event
emissions and identifying said device as a candidate device for placingy in a flood protection
mode.

9. The apparatus according to claim 8, wherein said floodfrotection mode causes a
receiver to accept a reduced rate of event emissions from sgfd device.

10.  The apparatus according to claim 9, wherein sg#d recetver comprises a network
monitor.

[1.  The apparatus according to claim 10, wherein said network menitor comprises a .
probe.

12, The apparatus according to anyfof claims § to 11, further comprising a flood
protection control component for plgling said candidate device in said flood protection mode

as a flood protected device.

13.  The apparatus accorging to claim 12, further compriging:

a second selectorgfor selecting a flood protected device having at a second point in
time a minimum rate of event emissions and identifying said device as a candidate device for
removal from said ffHed protection mode.

14, A methfd for predicting a network event flood comprising:
detegling, by an event rate detector, rates of event emissions from one or more

devices;
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rates of event emissions from a plurality of said devices,

generating, by a level generator, a plurality of levels comprising maximu

periods;

storing, by a storage component, said plurality of levels;

d At least a selected one of said

detecting that said current aggregate rate trend will exceed sai

16.  The method according to claim 14 or clgfm 15 wherein said step of aggregating
- . .
comprises using 4 statistical calculator for caftulating a statistically-normalized aggregate
rate or rate trend. '
17.  The method according to c]a"‘ 16 wherein said statistically-normalized aggregate
rate or rate trend defines a normalj ed trend.
18,  The method accordiny to claim 17 wherein said normalized trend is calculated by a
least-squares method.
19.  The method gécording to any of claims 14 to 18 wherein said plural time periods are
defined accordingfo one or more of : times of day; days of week: days of month; or days or

VCAT.

20.  Thé method according to any of claims 14 to 19, further comprising a step of:
ksponsive to said signaller, ordering by an ordering component a list of identifiers

devices in descending order from a device having at said first point in time a
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maximum rate of event cmissions to a device having at said first point in time a minigdum

rate of event emissions.

21.  The method according to claim 20, further comprising a step of selectiig said device
from said lst having at said first point in time a maximum rate of event cmdSsions and

identifying said device as a candidate device for placing in a flood protegtion mode.

23.  The method according to claim 22, wherein said regeiver comprises a network

monitor.

24, The method according to claim 23, whereigf

27. A computer pfogram comprising computer program code stored on a computer

readable medium g6, when loaded into a cornputer system and executed thereon, cause said

computer systeg to perform all the steps of a method according to any of claims 14 to 26.
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CLAIMS

1. An apparatus for predicting a network event flood comprising:

an event rate detector for detecting rates of event emissions from one or more devices;

an aggregator for producing an aggregate rate and an aggregate rate trend of said rates of
event emissions from a plurality of said devices;

a level generator for generating a plurality of levels comprising maximum acceptable
event rate values of a plurality of said aggregate rate trends over plural time periods;

a storage component for storing said plurality of levels;

a comparator for comparing a current aggregate rate frend with at least a selected one of
said levels; and

a signaller for signalling a predicted event flood responsive to said comparator detecting
that said current aggregate rate trend will exceed said at least a selected one of said levels at a

first point in time.

2. The apparatus according to claim 1 wherein said aggregator comprises an averager for

calculating an average event rate.

3. The apparatus according to claim 1 or claim 2 wherein said aggregator comprises a

statistical calculator for calculating a statistically-normalized aggregate rate or rate trend.

4, The apparatus according to any preceding claim, further comprising:
an ordering component responsive Lo said signaller for ordering a list of identifiers of said
devices in descending order from a device having at said first point in time a maximum rate of

event emissions to a device having at said first point in time a minimum rate of event emissions.

5. 'The apparatus according 1o claim 4, further comprising a first selector for selecting said
device from said list having at said first point in time a maximum rate of event emissions and

identifying said device as a candidate device for placing in a flood protection maode.

6. The apparatus according to claim 5, wherein said flood protection mode causes a receiver

to accept a reduced rate of event emissions from said device.

7. The apparatus according to claim 6, wherein said receiver comprises a network monitor

or a probe.
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8. The apparatus according to any one of claims 5 to 7, further comprising a flood
protection control component for placing said candidate device in said flood protection mode as

a flood protected device.

9. The apparatus according to claim 8. further comprising:
a second selector for selecting a flood protected device having at a second pomnt in time a
minimum rate of event emissions and identifying said device as a candidate device for removal

from said flood protection mode.

10. A method for predicting a network event flood comprising:

detecting, by an event rate detector, rates of event emissions from one or more producing,
by an aggregator, an aggregate raie and an aggregate rate trend of said rates of event emissions
from a plurality of said devices;

generating, by a level generator, a plurality of levels comprising maximum acceptable

. event rate values of a plurality of said aggregate rate trends over plural time periods;

storing, by a storage component, said pluraiity of levels;

comparing, by a comparator, a current aggregate rate frend with at least a selected one of
said levels; and

signalling, by a signaller, a predicted event flood responsive to said comparator detecting
that said current aggregate rate trend will exceed said at least a selecied one of said levels at a

first point in time.

11. The method according to claim 10 wherein said step of aggregating comprises using an

averager for calculating an average event rate.

12.  The method according to any one of claims 10 to 11 wherein said plural time periods are

defined according to one or more of  times of day; days of week; days of month; or days or year.

13.  The method according to any one of claims 10 to 12, further comprising a step of:
responsive to said signaller, ordering by an ordering component a list of identifiers of said
devices in descending order from a device having at said first point in time a maximum rate of

event emissions to a device having at said first point in time a minimum rate of event emissions.

14.  The method according to claim 13, further comprising a step of selecting said device
from said list having at said {irst point in time a maximum rate of event emissions and

identifying said device as a candidate device for placing in a flood protection mode.
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15.  The method according to claim 14, wherein said flood protection mode causes a receiver

to accept a reduced rate of event emissions from said device.
16. The method according to claim 15, wherein said receiver comprises a network monitor.

17. The method according to any one of claims 4 to 16, further comprising placing, by a
{lood protection control component, said candidate device in said flood protection mode as a

flood protected device.

18.  The method according to claim 17, further comprising a step of: selecting a fiood
protected device having at a second point in time a minimum rate of event emissions and

identifying said device as a candidate device for removal from said flood protection mode.

19. A computer program comprising computer program code stored on a computer readable
medium to, when loaded into a computer system and executed thereon, cause said computer

system to perform all the steps of a method according to any of claims 10 to 18.



