| NFORMVATI ON PROCESSI NG APPARATUS, | NFORMATI ON PROCESSI NG METHOD, AND
PROGRAM CROSS REFERENCES TO RELATED APPLI CATI ONS The present invention
contains subject matter related to Japanese Patent Application JP

2006- 137132 filed in the Japanese Patent Ofice on May 17, 2006, the
entire contents of which are incorporated herein by reference. BACKGROUND
OF THE INVENTION 1. Field of the Invention The present invention rel ates
to an information processing apparatus, nethod and program Mbore
particularly, the present invention relates to an information processing
apparatus, an information processing nethod, and programfor controlling a
reader/witer reading data fromand witing data onto a non-contact IC

(I ntegrat eBNEPRYATLIPNCcBRACEHSIBG eBUPARYTER, apBFOBHAT DON pPROEEABING
accordance with a type of service provider using the non-contact |C card.
2. Description of the Rel at edEAHOUA SN ARQGRAY service providers are
provi ding services wusing a non-contact IC card typified by FeliCa
(registered tradenmark). For exanple, a first service provider provides a
non-contact |1 C card with functions of a commuter pass for a railway, etc.,

a ti ckettRESLREIH N Fonell BlATEY JFPLlCATHONS econd servi ce provi der

provi des a n%gfcontact |C card with , ,
e present i1nvention contains subject matter related

to Japanese Patent Application JP 2006-137132 filed in the
Japanese Patent Office on May 17, 2006, the entire contents

of which are incorporated herein by reference.

BACKGROUND OF THE INVENTICN
1. Field of the Invention

The present invention relates to an information
processing apparatus, method and program. More particularly,
the present invention relates to an information processing
apparatus, an information processing method, and program for
controlling a reader/writer reading data from and writing
data onto a non-contact IC (Integrated Circuit) card by
executing an application program in accordance with a type
of service provider using the non-contact IC card.
2. Description of the Related Art

A plurality of service providers are providing services
using a non-contact IC card typified by FeliCa (registered
trademark). For example, a first service provider provides
a non-contact IC card with functions of a commuter pass for

a railway, etc., a ticket, electronic money, etc. Also, a



a function of electronic noney (for exanple, refer to Japanese Unexam ned
Pat ent Application Publication No. 2004- 215255). In the followi ng, a
service provided by the first service provider, the non-contact |C card,
and the reader/witer corresponding to the service are described as a
first service, a first non-contact IC card, and a first reader/witer,
respectively. A service provided by the second service provider, the
non-contact |1C card, and the reader/witer corresponding to the service
are described in the same manner. To date, the first reader/witer has
been capable of comunicating data with only the first non-contact I1C
card, and has not been capabl e of communicating data with the second

non- cont setohd carei cdhpsovsdéhepBantdéorat Rensesabdct r eades+am it €k .
Accordingly, for exanple, if a certain store attenpts to handle both the
first seavigeciahchtdie sksondosie vieesy i {fot Sepeapssaryefor the store to be
provided with the two reader/witers, nanely, the first reader/witer and
the seconcklhnesddidawaniored However ,Appl Cost Soh obulniitha t Dowi $POSE00 Hvo
simlar apparatuses in one store, and the utilization efficiency of the
space al2b££55bn for the reader/witer is deteriorated. - 2

In the following, a service provided by the first
service provider, the non-contact IC card, and the
reader/writer corresponding to the service are described as
a first service, a first non-contact IC card, and a first
reader/writer, respectively. A service provided by the
second service provider, the non-contact IC card, and the
reader/writer corresponding to the service are described in
the same manner.

To date, the first reader/writer has been capable of
communicating data with only the first non-contact IC card,
and has not been capable of communicating data with the
second non-contact IC card. This is the same for the second
reader/writer.

Accordingly, for example, if a certain store attempts
to handle both the first service and the second service, it
is necessary for the store to be provided with the two
reader/writers, namely, the first reader/writer and the
second reader/writer.

However, it costs too much to dispose two similar
apparatuses in one store, and the utilization efficiency of

the space allocation for the reader/writer is deteriorated.




Thus, it is desirable to enable one reader/witer to comunicate with a
plurality of non-contact |IC cards corresponding to a plurality of
different services. SUMVARY OF THE INVENTION In order to relate one
reader/witer to a plurality of services, it is necessary for the control
unit that controls the reader/witer to execute an application program(in
the follow ng, described as an AP) corresponding to each service.

However, each service is independent individually, and thus it is
necessary to protect an AP corresponding to each service and the data
processed by that AP from bei ng accessed by the other Aps. For this
purpose, the control unit should restrict the nunber of Aps that can be

execut edrifs,t he samedd i ae, en ik hul £ Lhanoe- Apsr 1, be execut ed as
necessary. \Wen a control unit (in the following referred to as an AP

changi ngduini changeis i Plpmadd i pfo ARfod-dit- axectt eghrad here are the
follow ng ways. One way is to divide a nenory area for each AP, and to

dynani caldnyreaidcoetitrey ao addrlassa ] SPAcEr td B dhardetk wenmsy. area (for
exanpl e, a managenent nethod using MVU (Menory Managenent Unit)). Anot her
way is to divide the nenory area for each AP, and to create binary code
that neets the divided nenory area. However, in either way, there are the
fol | ow yMMARY OF THE INVENTION
In order to relate one reader/writer to a plurality of
services, it is necessary for the control unit that controls
the reader/writer to execute an application program (in the
following, described as an AP) corresponding to each service.
However, each service is independent individually, and thus
it is necessary to protect an AP corresponding to each
service and the data processed by that AP from being
accessed by the other Aps.
For this purpose, the control unit should restrict the
number of Aps that can be executed at the same time to one,
and should change Aps to be executed as necessary.
When a control unit (in the following referred to as an
AP changing unit) changes a plurality of APs to be executed,
there are the following ways. One way is to divide a memory
area for each AP, and to dynamically allocate an address
space to a divided memory area {for example, a management
method using MMU (Memory Management Unit)). Another way is
to divide the memory area for each AP, and to create binary

code that meets the divided memory area.

However, in either way, there are the following



probl ens. Wien the hardware resource for an AP changing unit is not
sufficient, the security setting by the nenory- area division is
conplicated. Al so, when an AP changing wunit holds a plurality of APs, APs
not being executed and the processing data are held in a state of
plaintext in a nenory connected with a bus, and thus there is a risk of
bei ng accessed by another AP in execution. Furthernore, it becones
necessary to perform processing of |ogical address conversion for each
occurrence of access to the nenory, thereby giving a great influence on
the performance of the AP. The present invention has been made in view of
these circunstances. Wien APs individually corresponding to a plurality

of servigesusifg aman-gentiattdidrSarssaifce Chawnged Ap eagpeyted, it is
desirable to protect an AP and the corresponding data from bei ng accessed

f rom anatrhier AP.ndc corli g dror anclesrhaskiuend v af e tt hien @rieg etihe | MesE §-oN,
there is provided an infornmation processing apparatus for controlling a
reader / wridaerdireegliony datcorglomasnet wr iAlag, wad@ amtAP ackomg Dot act 1 C
(Integrated Grcuit) card by executing an application programin
accor danveltwitdl ds ty/ pelumdliser AT AR P4 heoindre tont exxdchtd sy t he
information processing apparatus including: an obtaining section
obt ai ni ridiearP e s TEtd cletpy agrearhé i aiot o detrectee Wi o b iytpext offn ser vi ce
using the non-contact 1C card; an encryption
memory connected with a bus, and thus there is a risk of
being accessed by another AP in execution. Furthermore, it
becomes necessary to perform processing of logical address
conversion for each occurrence of access to the memory,
thereby giving a great influence on the performance of the
AP.

The present invention has been made in view of these
circumstances. When APs individually corresponding to a
plurality of services using a non-contact IC card are
changed to be executed, it is desirable to protect an AP and
the corresponding data from being accessed from another AP.

According to an embodiment of the present invention,
there is provided an information processing apparatus for
controlling a reader/writer reading data from and writing
data into a non-contact IC (Integrated Circuit) card by
executing an application program in accordance with a type
of service using the non-contact IC card, the information
processing apparatus including: an obtaining section

obtaining an application program in accordance with a type

of service using the non-contact IC card; an encryption



- 4 section encrypting the obtained application programand processing
data processed by the application program a decryption section decrypting
the encrypted application program and correspondi ng processing data; a
first storage section storing the encrypted application program and
correspondi ng processing data; a second storage section to which the
decrypted application program and corresponding processing data are

| oaded; a managenent section managing the first and the second storage
sections; and an execution section executing the application program

| oaded to the second storage section, wherein in response to an
instruction to start a first application program the nanagenent section

reads progessddiekiad Fo €0k eSRONEH i A &d BapSELOMN AP+ S 4RNa NHOIr am
different fromthe first "application programfromthe second storage

sect i on, pXatsesSi nd h@a €NCH yPLd HeG asy | Bifle t SLENTEYPLon Ners Ak processi ng
data, stores the encrypted processing data into the first storage
sect i on,detegrtsi dhessecond $toragei secthonenthgntdeasisol heat eagrypted first
application program and corresponding processing data fromthe first
st or age BTN, arndusesr ¢ hpondioty Wt oods sted | dacd 0 defiypt shersgad
encrypted first application program and correspondi ng processing data, and
| oads t heedleiory pttee f1g sthappidoarion arohtcat aovd proyras pomndi ng processi ng
data into the second storage

corresponding processing data; a second storage section to

which the decrypted application program and corresponding

processing data are loaded; a management section managing

the first and the second storage sections; and an execution

section executing the application program loaded to the

second storage section, wherein in response to an

instruction to start a first application program, the

management section reads processing data corresponding to a

second application program different from the first

application program from the second storage section, causes

the encryption section to encrypt the read processing data,

stores the encrypted processing data into the first storage

section, clears the second storage section, then reads the

encrypted first application program and corresponding

processing data from the first storage section, causes the

decryption section to decrypt the read encrypted first

application program and corresponding processing data, and

loads the decrypted first application program and

corresponding processing data into the second storage

section.



section. - 5 In the above enbodinent, in response to an instruction to
start a first application program the execution section nay determ ne
whet her the first application program has been |oaded into the second
storage section, when it is determned that the first application program
has not been |oaded into the second storage section, the managenent
section may read processing data corresponding to a second application
programdifferent fromthe first application programfromthe second
storage section, may cause the encryption section to encrypt the read
processing data, may store the encrypted processing data into the first
storage section, clears the second storage section, then may read the

encrypted fimst taRPLGAE QIRHOGEAN, aned GIRIRANHNG AHRGesRINGdata from
the first storage section, may cause the decryption section to decrypt the

read encfyptedd id stirappidatd o0 3 QA and € resRandi g LOEeSSi Ny
data, and nmay |oad the decrypted first application program and

cor r espaidl} Nk HFOCess ivige dadlm Y Eihe sanont St MSageroedh ids bded he
above enbodi nent, the first storage section may be a nonvolatile nmenory,
and t he Isectntl isttor ages sestdah smradee semol@i ) [vhdremt yis The infornmation
processi ng apparatus according to an

determined that the first application program has not been

loaded into the second storage section, the management

section may read processing data corresponding to a second

application program different from the first application

program from the second storage section, may cause the

encryption section to encrypt the read processing data, may

store the encrypted processing data into the first storage

section, clears the second storage section, then may read

the encrypted first application program and corresponding

processing data from the first storage section, may cause

the decryption section to decrypt the read encrypted first

application program and corresponding processing data, and

may load the decrypted first application program and

corresponding processing data into the second storage

section.

In the above embodiment, the first storage section may
be a nonvolatile memory, and the second storage section may
be a volatile memory.
The information processing apparatus according to an

embodiment of the present invention may further include a

non-contact communication section reading data from and



enbodi mrent of the present invention may further include a non-contact
communi cation section reading data fromand - 6 witing data onto the
non-contact |1 C card. According to another enbodi ment of the present
invention, there is provided a nethod of processing information of an

i nformation processing apparatus including a first storage section storing
an encrypted application programand correspondi ng processing data, a
second storage section |oading a decrypted application program and
correspondi ng processi ng data, and an execution section executing the
application programloaded in the second storage section, and controlling
a reader/witer reading data fromand witing data into a non-contact IC

(I ntegrated:iky reatd Jores dely RpecedhigeanT@ppai€ati on programin
accordance with a type of service using the non-contact IC card, the

met hod of proeessidigd rforamithey, dnielditidgits tdte tisd epssefnt i n response to
an instruction to start a first application program reading processing

dat a corimspondimg thara secmnol appd | £atd togprofjrpmckdddaient fromt he

first application programfromthe second storage section; encrypting the
read procebsimgt dat apf strorimip trheet Boe ryptesls s jpng cassd gt watimd hiditde first
storage section; clearing the second storage section; reading the

encrypt edl first stuppldeatsonl @r ogram mndt oenesywrel mppriosesisimg data from

program and corresponding processing data, a second storage
section loading a decrypted application program and
corresponding processing data, and an execution section
executing the application program loaded in the second
storage section, and contrelling a reader/writer reading
data from and writing data into a non-contact IC {Integrated
Circuit) card by executing an application program in
accordance with a type of service using the non-contact IC
card, the method of processing information, including the
steps of: in response to an instruction to start a first
application program, reading processing data corresponding
to a second application program different from the first
application program from the second storage section;
encrypting the read processing data; storing the encrypted
processing data into the first storage section; clearing the
second storage section; reading the encrypted first
application program and corresponding processing data from
the first storage section; decrypting the read encrypted
first application program and corresponding processing data;

and loading the decrypted first application program and



the first storage section; decrypting the read encrypted first application
program and correspondi ng processing data; and |oading the decrypted first
application programand 7 correspondi ng processing data into the second
storage section. According to another enbodi nent of the present

invention, there is provided a programfor controlling an information
processi ng apparatus including first storage neans for storing processing
data corresponding to an encrypted application program second storage
means for | oading processing data corresponding to a decrypted

application program and execution neans for executing the application
program | oaded in the second storage section, and controlling a

reader/ o) contact IC
W £ £L écw 1Y g d %%a&%ameé “&@aéé‘cér@é sBoPRPs

(Integrate y executing an application programin
accordange-pM4h, a type of service using the non-contact IC card, the
program causing an execution means to execute processing i nf or mati on,

including theystaRs ief td RdRIRANSTR Mt Udld Prddentstart a first
application program reading processing data corresponding to a second

appl i cati@pelf D&f amik #d er endrdvnmad thep fdgsdm appt | €eht 661 PiRgram from the
second storage neans; encrypting the read processing data, storing the
encr ypt eth £ proeessi Ngrslod @s img capheerdt ustind Didpey neanst steasgag the
means for storing processing data corresponding to an
encrypted application program, second storage means for
loading processing data corresponding to a decrypted
application program, and execution means for executing the
application program loaded in the second storage section,
and controlling a reader/writer reading data from and
writing data into a non-contact IC (Integrated Circuit) card
by executing an application program in accordance with a
type of service using the non-contact IC card, the program
causing an execution means to execute processing information,
including the steps of: in response to an instruction to
start a first application program, reading processing data
corresponding to a second application program different from
the first application program from the second storage means;
encrypting the read processing data, storing the encrypted
processing data into the first storage means; clearing the
second storage means; reading the encrypted first
application program and corresponding processing data from

the first storage means; decrypting the read encrypted first

application program and corresponding processing data; and



second storage neans; reading the encrypted first application program and
correspondi ng processing data from the first storage means; decrypting the
read encrypted first application program and correspondi ng processi ng
data; and - 8 |loading the decrypted first application program and
correspondi ng processing data into the second storage neans. In an

enbodi nent according to the present invention, in response to an
instruction to start a first application program processing data
corresponding to a second application programdifferent fromthe first
application programis read fromthe second storage neans, the read
processing data is encrypted, and the encrypted processing data is saved

o Lhenddd stq ShAL a8e AL FUELDCLERY feart e spoopdustprage means s

cl eared, the encrypted flrst |ca on progr d the corresponding

P 0CesSi A S8 fond &, I éé@fﬁ%r@aéér§ﬂt§tt‘5’t‘i@9§e8§ﬁ‘t@sst$P§ & eqda gocrypted

first application program and the correspondlng processing “data are

decrypted, ang the HeeMpleed HdHrARR CAtHRN plI Q@M ARthihg,,
correspondlng processing data are |oaded into the second storage neans In

an enmbodidmiined dheapriesatudtventt®nstdttis rPessi bhs11@achange and
execute APs individually <corresponding to a plurality of services using a
non- contracigrdn gargbesdisay ddatanedhesseshothdens of sébengr esent
application program different from the first application
program is read from the second storage means, the read
processing data is encrypted, and the encrypted processing
data is saved into the first storage means. Furthermore,
the second storage means is cleared, the encrypted first
application program and the corresponding processing data
are read from the first storage means, the read encrypted
first application program and the corresponding processing
data are decrypted, and the decrypted first application
program and the corresponding processing data are loaded
into the second storage means.

In an embodiment of the present invention, it is
possible to change and execute APs individually
corresponding to a plurality of services using a non-contact
IC card. Also, in another embodiment of the present
invention, it is possible to protect an AP corresponding to
a plurality of services using a non-contact IC card and the
corresponding data from being accessed by the other APs with

each other.



invention, it is possible to protect an AP corresponding to a plurality of
services using a non-contact |IC card and the corresponding data from being
accessed by the other APs with each other. 9 BRI EF DESCRI PTION OF THE
DRAWNGS Fig. 1 is a block diagramillustrating an exanple of the
configuration of a non-contact | C card communication systemto which the
present invention is applied; Fig. 2 is a block diagramillustrating an
exanple of a first configuration of an AP changing unit; Fig. 3 is a block
diagramillustrating an exanple of a second configuration of an AP
changing unit; Fig. 4 is a block diagramillustrating an exanple of a
third configuration of an AP changing unit; Fig. 5 is a block diagram

i1l ustrgipmg for the: ganfi@ation of functional blocks of the
control progran1o an AP changi ng un|t Fig. 6 is a flowhart illustrating

AP save procesgi.ng; ; sandplbgx 4ik r%HIhQW%@%E%tthTﬁhr@%bﬁ%lépo@hang'ng
processi ng. DESCRI PTI ON OF THE PREFERRED EMBODI ME In the follow ng, a

descri pteipen drddi a2 iven f Ahoredismnti ofcdhe essitcdtivgntion. The
rel ati onship
system to which the present invention is applied:;

Fig. 2 is a block diagram illustrating an example of a
first configuration of an AP changing unit;

Fig. 3 is a block diagram illustrating an example of a
second configuration of an AP changing unit;

Fig. 4 is a block diagram illustrating an example of a
third configuration of an AP changing unit;

Fig. 5 is a block diagram illustrating an example of
the configuration of functional blocks of the control
program of an AP changing unit;

Fig. 6 is a flowchart illustrating AP save processing;
and

Fig. 7 is a flowchart illustrating AP changing

processing.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

In the following, a description will be given of an
embodiment of the present invention. The relationship
between the constituent features of the present invention
and the embodiment described in the specification or the
drawings is exemplified as follows. This description is for

confirming that an embodiment supporting the present

- 10 -



bet ween the constituent features of the present invention and the
enbodi nent described in the specification or the drawings is exenplified
as follows. This description is for confirmng that an enbodi nent
supporting the present - 10 invention is included in the specification or
the draw ngs. Accordingly, if there is an enbodi ment included in the
specification or the draw ngs, but not included here as an enbodi nent
corresponding to the constituent features, the fact does not nean that the
enbodi ment does not corresponds to the constituent features. On the
contrary, if an enbodinent is described here as corresponding to the
constituent features, the fact does not nean the enbodi mrent does not
correspondvtAtt g featuresdetihen Ehénst@ifﬁgﬁ%HbEU%QttE%aBE%%%ngéD
i nformati on processing apparatus (for exanple, the AP changing unit 5 of
Fig. 2) aeeerdinglyp am erbedi MENhnOEmbbREmBRESeRt11;A¥ENE hoRKHiNC] udes: an
obt ai ning section (for exanple, the external comrunication section 32 in
Fig. 5) spbtafhcagian apptheatirenipgegrBaxi Roaceardanes wekh astype of
service using the non-contact IC card; an encryption section (for exanple,
t he encrgpbodimsntt tornrddpbndEhg. t5) thenebyptingehberehtairaed appl i cation
program and processing data processed by the application program a
decrypt i 6actséeebonotf neaexahptethéhemtdedi yphicodosechbanc3dsrieBpbhgs 5)

to the constituent features. On the contrary, if an
embodiment is described here as corresponding to the
constituent features, the fact does not mean the embodiment
does not correspond to the features other than the
constituent features.

An information processing apparatus (for example, the
AP changing unit 5 of Fig. 2) according to an embodiment of
the present invention includes: an obtaining section (for
example, the external communication section 32 in Fig. 5)
obtaining an application program in accordance with a type
of service using the non-contact IC card; an encryption
section (for example, the encryption section 34 in Fig. 5)
encrypting the obtained application program and processing
data processed by the application program; a decryption
section (for example, the decryption section 35 in Fig. 5)
decrypting the encrypted application program and the
corresponding processing data; a first storage section (for
example, the nonvolatile memory 18 in Fig. 2) storing the
encrypted application program and the corresponding

processing data; a second storage section (for example, the

- 11 -



decrypting the encrypted application programand the corresponding
processing data; a first storage section (for exanple, the nonvolatile
menory 18 in Fig. 2) storing the encrypted application programand the
correspondi ng processing data; a second storage section (for exanple, the
- 11 nenory 17 in Fig. 2) to which the decrypted application program and
the correspondi ng processing data are | oaded; a mnanagenent section (for
exanpl e, the nmenory managenent section 33 in Fig. 5) managing the first
and the second storage sections; and an execution section (for exanple,
the AP execution section 36 in Fig. 5) executing the application program
| oaded to the second storage section. An information processing apparatus
accor di mgrdoaryt & ienfiddi.ment twwHiwH héve idwed nige <l rEppldenttacin _
conmmuni cation section (for exanple, the reader/witer 3 in Fig. 1) reading
dat a fr @gmcarchmwainid rdped atcer rerdrenidie N @rroc@H ety |d2tearate Amadddor mat i on
processi ng net hod and program according to an enbodi nent of the present
i nvent i ornageinedd ke tstoeps foof :examprles pdrise nemcary imaEstageotendn to start a
first application program reading the processing data corresponding to a
second @ssitileat iSon ipr dgam™di fegveanind tém filestf ianst tyeplsiecatridon progr am
fromthe second storage section (for exanple, step S13 in Fig. 7);
encrypt iSN§EE Secid oprEdc st G daesU(Hion e%@eﬂﬁjlcél (dioap eSEpile Fitge 7),

AP execution section 36 in Fig. 5) executing the application

program loaded to the second storage section.

An information processing apparatus according to the

embodiment may further include a non-contact communication

section (for example, the reader/writer 3 in Fig. 1) reading

data from and writing data onto the non-contact IC card.

An information processing method and program according

to an embodiment of the present invention include the steps

of: in respcnse to an instruction to start a first

application program, reading the processing data

corresponding to a second application program different from

the first application program from the second storage

section (for example, step S13 in Fig. 7); encrypting the

read processing data (for example, step $S14 in Fig. 7),

storing the encrypted processing data into the first storage

section (for example, step S15 in Fig. 7); clearing the

second storage section (for example, step $16 in Fig. 7}:

reading the encrypted first application program and the

corresponding processing data from the first storage section

(for example, step S17 in Fig. 7):; decrypting the read

- 12 -



storing the encrypted processing data into the first storage section (for
exanple, step S15 in Fig. 7); clearing the second storage section (for
exanple, step S16 in Fig. 7); reading the encrypted first application
program and the correspondi ng processing data fromthe first storage
section (for exanple, step S17 in Fig. 7); decrypting the read - 12
encrypted first application programand the corresponding processing data
(for exanple, step S18 in Fig. 7); and |oading the decrypted first
application programand the corresponding processing data to the second
storage section (for exanple, step S19 in Fig. 7). In the follow ng, a
detailed description will be given of a specific enbodi nent of the present

i nvent i odh kbt ed of BF SNCEoH D1 d e b avd M@iSam Rl dhé | t&StE b &8d BRlg exanpl e of
the configuration of a non-contact |1C card conmuni cation system accordi ng

to an emhesks@iig datde( PsLesedmp et an. siidhisn nEng cont acind C  card
comuni cation system 1 includes a reader/witer 3 for reading data from

and wri ticwded atlontdz@renedoni BEt dfpl ceditidh mrofPathangi tigeunit 5 for
controlling the reader/witer 3 by executing an AP, and a controller 6 for
speci f yiamr s Fdhd ind e sxeess ady bya td et AR lehasmtagd utt drdge Thectiborn cont act

| C card 2 generates electricity by electromagnetic induction using the

el ect r ontigretéxanyales step S19 in Fig. 7).

In the following, a detailed description will be given
of a specific embodiment of the present invention with
reference to the drawings.

Fig. 1 illustrates an example of the configuration of a
non—-contact IC card communication system according to an
embodiment of the present invention. This non-contact IC
card communication system 1 includes a reader/writer 3 for
reading data from and writing data onto a non-contact IC
card 2, an AP changing unit 5 for controlling the
reader/writer 3 by executing an AP, and a controller 6 for
specifying an AP to be executed by the AP changing unit 5.

The non-contact IC card 2 generates electricity by
electromagnetic induction using the electromagnetic waves
radiated from an RF antenna 4 embedded in the reader/writer
3, performs data communication with the reader/writer 3
using the generated electric power, and records data in the
non-contact IC card 2.

The reader/writer 3 can handle a plurality of non-

contact IC cards 2 whose providers are individually

different by changing APs to be executed in the AP changing

- 13 -



radiated froman RF antenna 4 enbedded in the reader/witer 3, perforns
data communi cation with the reader/witer 3 wusing the generated electric
power, and records data in the non-contact I1C card 2. The reader/witer 3
can handle a plurality of non- contact |IC cards 2 whose providers are
individually different by changing APs to be executed in the AP changing -
13 wunit 5. The AP changing unit 5 executes the AP specified by the
controller 6 out of a plurality of APs held in advance. Also, the AP
changing unit 5 can add a new AP fromthe outside and hold it under the
control of the controller 6. Thus, it is possible to increase the types of
non-contact IC cards 2 that can be handled by the reader/witer 3. The
control | gf4 ﬁ gorresponds to, for exanple the user's operation for _
selecting the type of non-contact IC card 2, and controls the AP changi ng

unit 5 to exegi enp he, AR A@OH&S@@M&&% %é%.e%hg cffié’%g?y #Also, the

controller 6 allows the changi ng unit to obtain a new

Accordi ngbycrbi16s §OsStbbe 5%1@%@@@9 5@%99@2@1@% §H’998&é' ng service
provi ders, and to handl e the revision of P, Fig. 2 illustrates an

exanpl e @fs@, ftRstABORRA QY B4 1 @Rit 06 thE éEdCQaHQh”QPUBkBmStthe AP
changi ng unit 5 includes
outside and hold it under the control of the controller 6.
Thus, it is possible to increase the types of non-contact IC
cards 2 that can be handled by the reader/writer 3.

The controller 6 corresponds to, for example the user's
operation for selecting the type of non-contact IC card 2,
and controls the AP changing unit 5 to execute the AP
corresponding to the selected service. Also, the controller
6 allows the AP changing unit 5 to obtain a new AP,
Accordingly, it is possible to increase the number of
supporting service providers, and to handle the revision of
an AP, etc.

Fig. 2 illustrates an example of a first configuration
of the AP changing unit 5. The AP changing unit 5 includes
a CPU 11 for executing various programs described below, a
nonvolatile memory 13 connected to the CPU 11 through a bus
12 for storing a control program 21 controlling the basic
operation of the AP changing unit 5, a controller I/F
(interface} 14 to which the controller 6 is connected, a
reader/writer I/F 15 to which the reader/writer 3 is
connected, an external I/F 16 connected to an external

device, a memory 17 used for an AP execution area, and a
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a CPU 11 for executing various prograns described below, a nonvolatile
menory 13 connected to the CPU 11 through a bus 12 for storing a control
program 21 controlling the basic operation of the AP changing unit 5, a
controller I/F (interface) 14 to which the controller 6 is connected, a
reader/witer I/F 15 to which the reader/witer 3 is connected, an
external |I/F 16 connected to an external device, a nenory 17 used for an
AP execution area, and a 14 nonvolatile nenory 18, which is I/0-connected
to the CPU 11, wused for a save area of an AP, etc. The menory 17 is
provided with an AP execution area having constantly the sane size on the
sane address. A decrypted AP 26 to be executed and private data (in the

fol I ow %mﬂoelsactrllbeeqne%?@ PD), %th5@06§8§%bcyoﬁlbecf{df@oaéﬁeé dfggt'“to

t he AP execution ‘area |s regar be a vo ile

MeNory Qg nayval a%d‘}ee JEODr Y arllfA@‘ volatile menory, whlch is lower in

price than a nonvolatile nmenory, is used t he production cost can be
reduced. The phanybat QJ”%%M:O%%%QJ ds an AP 282 o2 1% GRS cessed only
by the correspondi ng and content data (in the follow ng scrlbed as

Co) 24 maqpeg%mam Oy e SR eSPANBAG AP sk tdUFrdegar dy any one of
AP, PD, and is held by having been encrypted. However, they may be held

decrypted AP 26 to be executed and private data (in the

following, described as a PD) 27 processed by the AP 26 are

loaded into the AP execution area. 1In this regard, the

memory 17 may be a volatile memory or a nonvolatile memory.

If a volatile memory, which is lower in price than a

nonvolatile memory, is used, the production cost can be

reduced.

The nonvolatile memory 18 holds an AP 22, a PD 23
processed only by the corresponding AP, and content data {(in
the following described as Co) 24 processed only by the
corresponding AP. In this regard, any one of AP, PD, and Co
is held by having been encrypted. However, they may be held
without being encrypted in accordance with the necessity for
secrecy.

In this regard, the nonvolatile memory 18 may not be
I/0 connected to the CPU 11, and may be connected to the CPU
11 through the bus 12 as shown in Fig. 3. Also, as shown in
Fig. 4, the nonvolatile memory 13 may be omitted, and the
control program 21 may be stered in the nonveolatile memory
18. Also, the memory 17 may be omitted, and the AP

execution area may be disposed in the nonvolatile memory 18.
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wi t hout being encrypted in accordance with the necessity for secrecy. In
this regard, the nonvolatile nenory 18 may not be |1/O connected to the CPU
11, and may be connected to the CPU 11 through the bus 12 as shown in Fig.
3. Also, as shown in Fig. 4, the nonvolatile nmenory 13 may be omtted, and
the control program 21 may be stored in the nonvolatile nenory 18. Al so,
the nmenory 17 nay be omtted, and the AP execution area may be di sposed in
the nonvolatile nmenory 18. - 15 Next, Fig. 5 illustrates an exanple of the
configuration of functional blocks achieved by the CPU 11 of the AP
changing unit 5 executing the control program 21. A controller managenent
section 31 receives a command sent fromthe controller 6 connected through

the controll gextl/ Fil4, sandigaptbeks ap extapial ;gogpyni cation section 32,
a nmenory nmanagenent “section 33, and an AP execution section 36 in

accor dangs gt dthed eFei MR GUNANG1 Ai80.a afidfed by, UMt ion of the
processi ng corresponding to the.received conmand, the controller

nmanageneie $ECIIRMBhNAift &5 ke utGenpliald AbfrdihalrJyQaessi ng to the
controller 6. The external communication section 32 obtains an AP and the

Co correspondi ggnteoctiherAlanaementr gacthenexteraak i veeViaC e opmadki ve
supporting a predeterm ned recording nedium a server on a network, or the
| i ke) cemmectfednt hiteugloit®ller 6 connected through the controller

I/F 14, and controls an external communication section 32, a

memory management section 33, and an AP execution section 36

in accordance with the received command. BAlso, after the

completion of the processing corresponding to the received

command, the controller management section 31 notifies the

completion of that processing to the controller 6.

The external communication section 32 obtains an AP and
the Co corresponding to the AP, etc., from the external
device (a drive supporting a predetermined recording medium,
a server on a network, or the like) connected through the
external I/F 16 under the control of the controller
management section 31,

The memory management section 33 controls the reading
and writing of an AP, etc., on the memory 17 and the
nonvolatile memory 18 in accordance with the control by the
controller management section 31. An encryption section 34
encrypts an AP, etc., to be held in the nonvolatile memory
18 under the control of the memory management section 33. A
decryption section 35 decrypts an AP, etc., read from the

nonvolatile memory 18 under the control of the memory
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external 1/F 16 under the control of the controller managenent section 31.
The nmenory nanagenent section 33 controls the reading and witing of an
AP, etc., on the nenory 17 and the nonvolatile nenory 18 in accordance
with the control by the controller managenent section 31. An encryption
section 34 encrypts an AP, etc., to be held in the nonvolatile nmenory 18
under the control of the nenory managenent section 33. A decryption
section 35 decrypts an AP, etc., read fromthe nonvolatile nenory 18 under
the control of the nenory - 16 nanagenent section 33. The AP execution
section 36 determ nes whether the AP to be executed has been | oaded in the
menory 17 under the control of the controller managenent section 31. Al so,

the AP execuldon section, 36yexecutes an AP |oaded into the nenory 16. In
this regard, é% éﬂ%unct?onal %Iocks shown in Fig. 5 my be achieved by

har dwar e. Ne)@he afdesditinn Wddi e o ven Ofpthes %Féﬁ}éxog%f pgt hg AP

changing unit 5. First, with reference to the flowchart in Fig. 6, .
descri pti &M & ke bigr & Vieds Obedhe) PLO€SSHh NEhE T RehBBy {0l hO¥k PGhdescri bed

as AP save processing) which obtains an AP and content data fromthe
ext er nal cslevi €8 @NOLiIs@VeSnt A€M er management section 31. Also, the
AP execution section 36 executes an AP loaded into the
memory 16.

In this regard, the functional blocks shown in Fig. 5
may be achieved by hardware.

Next, a description will be given of the operation of
the AP changing unit 5.

First, with reference to the flowchart in Fig. 6, a
description will be given of the processing (in the
following, described as AP save processing) which obtains an
AP and content data from the external device and saves them
in the nonvolatile memory 18.

This AP save processing is started when a command
instructing to obtain a new AP and content data (in the
following, described as an AP, etc.) is sent from the
controller 6, and the command is received by the controller
management section 31.

In step S1, the external communication section 32
obtains an AP, etc., from an external device and outputs the
obtained AP, etc., to the memory management section 33 under
the control of the controller management section 31. In

step SZ, the memory management section 33 outputs the AP,
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in the nonvolatile nmenory 18. This AP save processing is started when a
command instructing to obtain a new AP and content data (in the

foll owi ng, described as an AP, etc.) is sent fromthe controller 6, and
the conmand is received by the controll er managenent section 31. In step
S1, the external communication section 32 obtains an AP, etc., froman
external device and outputs the obtained AP, etc., to the nenory
managenent section 33 under the control of the controller nmanagenent
section 31. In step S2, the menory nanagenent section 33 outputs the AP, -
17 etc., input fromthe external comunication section 32 to the
encryption section 34 to performencryption under the control of the

control | gr. manggene Célkgnezg‘t.lerﬂﬁ Sé&@pﬁ‘glcg@lo %@%%&gn@ nt section

33 records the encrypted efc I nt nonvo € menory

provi ded i tdy @R, AP SAVE A £5n 34 %%%rﬁ%%y L g gﬁg Secti on

33 sends a notlflcatlon Indicating t conpl et AP to the

control | &ntBSRGSMBIte SSCtEOM S marih@[e%w%seeé@l&b'ﬁ notification, the
control |l er managenent section 31 outputs the simTar notification to the

control | er 6.1nThakp 936 AfieSdithory QERSScR@ S didiidiated. By dde

above-descri bed AP save processi ng, the AP, etc
the encrypted AP, etc., into the nonvolatlle memory 18
provided with an AP save area. In step S4, the memory
management section 33 sends a notification indicating the
completion of saving the AP to the controller management
section 31. In response to this notification, the
controller management section 31 outputs the similar
notification to the controller 6. Then, the AP save
processing is terminated.

By the above-described AP save processing, the AP, etc.,
added to the AP changing unit 5 are encrypted and saved in
the AP save area of the nonvolatile memory 18, and thus it
is possible to keep the AP, etc., secret from the other APs.

Next, with reference to the flowchart in Fig. 7, a
description will be given of the processing (in the
following, described as AP changing processing) which starts
an AP and changes APs in execution.

This AP changing processing is started when a command
instructing to start or change APs is sent from the
controller 6, and the command is received by the controller

management section 31.

In step S11, the controller management section 31
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added to the AP changing unit 5 are encrypted and saved in the AP save
area of the nonvolatile nenory 18, and thus it is possible to keep the AP,
etc., secret fromthe other APs. Next, with reference to the flowhart in
Fig. 7, a description will be given of the processing (in the follow ng,
descri bed as AP changi ng processing) which starts an AP and changes APs in
execution. This AP changing processing is started when a conmand
instructing to start or change APs is sent fromthe <controller 6, and the
command is received by the controller mnagenent section 31. In step Sli
the control |l er managenent section 31 - 18 obtains information identifying
an AP to be started fromthe controller 6, and notifies the obtained

| nf or mat j0nat 0ot Bero AR EXECUL LG S26LHN.A6ap! DoShEDB1Z: line AR exgcuti on

section 36 determ nes e starte into
the AP exgeubi PBrakeas Qi SROSEE &8 LhE 8@39%&719@0%21;9?@éo%héhe

notification fromthe controlTer nanagenent section
determ ngd thatuthenARtoibe started has not been |oaded into the AP
execution area in the nmenory 17, another AP has been |oaded into the AP

executi on ar e i st dfh6s 1B MHe A anchui it Doy Wi 99, oS dde pr ocessi ng
proceeds to step S13 in order to conceal the PD to be processed only by
whether the AP to be started has been loaded into the AP
execution area disposed in the memory 17 on the basis of the
notification from the controller management section 31. If
it is determined that the AP to be started has not been
loaded into the AP execution area in the memory 17, another
AP has been loaded into the AP execution area in the memory
17 and might be running. Thus, the processing proceeds to
step S13 in order to conceal the PD to be processed only by
the lcaded AP from the AP to be started.

In step 513, the AP execution section 36 requests the
memory management section 33 to record the private data in
the AP execution area of the memory 17. 1In response to this
request, the memory management section 33 reads the private
data from the AP execution area of the memory 17, and
outputs the data to the encryption section 34. In step 514,
the encryption section 34 encrypts the private data input
from the memory management section 33, and returns the data
to the memory management section 33. 1In step S15, the
memory management section 33 records the encrypted private
data into the AP save area of the nonvolatile memory 18.

Furthermore, the memory management section 33 notifies the
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the | oaded AP fromthe AP to be started. In step S13, the AP execution
section 36 requests the nenory nmanagenent section 33 to record the private
data in the AP execution area of the nmenory ‘17. In response to this
request, the nmenory nmanagenent section 33 reads the private data fromthe
AP execution area of the menory 17, and outputs the data to the encryption
section 34. In step S14, the encryption section 34 encrypts the private
data input fromthe nenory managenent section 33, and returns the data to
t he nenory managenent section 33. In step S15, the nenory nmanagenent
section 33 records the encrypted private data into the AP save area of the
nonvol atile nenory 18. Furthernore, the nenory nanagenent section 33

nOtifieSAﬁhgxécégéoﬁPsgéﬁ HB'%@ Eﬁﬁ&i9He3@PE?g%téﬁe€§?95¥PLSQtBrh&%te dat a

has been recor Into t e save area o non atl menory 18. In

step Sl6pether&PoeXequihes §ﬁ§tA9”s§§eCh‘Eéésth€hé nof¥8eYti9a area of the

nmemory 17 in response to the notification fromthe menory nanagenent
section @dmodfUsg. the AP that has been |oaded so far is deleted, and the
private data corresponding to the AP | oaded so far is deleted fron1the

menory 17. | nistefeS1Fl 6t hehAPapxegath flosesd donb3634 equest s the apenory
managenent section 33 to load the AP to be executed

execution area of the memory 17 in response to the

notification from the memory management section 33. Thus,

the AP that has been loaded so far is deleted, and the

private data corresponding to the AP loaded so far is

deleted from the memory 17.

In step 517, the AP execution section 36 requests the
memory management section 33 to load the AP to be executed
and the private data corresponding to the AP {(in the
following, described as an AP, etc.) into the AP save area
of the memory 17. In response to this request, the memory
management section 33 reads the encrypted AP, etc., to be
executed from the AP save area of the nonvolatile memory 18,
and outputs them to the decryption section 35.

In step S18, the decryption section 35 decrypts the
encrypted AP, etc., input from the memory management section
33, and returns them to the memory management section 33.

In step 519, the memory management section 33 loads the
decrypted AP, etc., into the AP execution area of the memory
17, and notifies the AP execution section 36 that the
decrypted AP, etc.,.has been recorded intc the AP execution

area of the memory 17.
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and the private data corresponding to the AP (in the follow ng, described
as an AP, etc.) into the AP save area of the nenory 17. In response to
this request, the nmenory nanagenent section 33 reads the encrypted AP,
etc., to be executed fromthe AP save area of the nonvolatile nmenory 18,
and outputs themto the decryption section 35. In step S18, the decryption
section 35 decrypts the encrypted AP, etc., input fromthe nenory
managenent section 33, and returns themto the nmenory nanagenent section
33. In step 519, the nenory managenent section 33 |oads the decrypted AP,
etc., into the AP execution area of the nenory 17, and notifies the AP
execution section 36 that the decrypted AP, etc., has been recorded into

t he AP execu |o area of the nenpry 17 pro SSi |n st eps
S13 to S19, aft&r tﬁ§9&§351n é“sﬁé%P S&gs%ﬁe ﬁ%I05 e AP

executi gl teaartoel é}prlyo t cpr Qce n I ¢ ceeds 0.s Fpt S20. In
this regar , ernlne a & AP T Qrt ed
has bee I&ﬂge nt f dpgory 17, the
processﬁhg ggfsfggiq%ng gxgrg%%§5|ng proceeds to step

et ﬁr:zirf%gﬂg“%eérsz%&;‘seps%&tzgﬁzf“l i Rt
36 sendsHdemald fdcalipitddatas been loaded 1nto the AP execution

area of the memory 17, the processing skips steps S13 to S19,

and the processing proceeds to step S20.

In step 520, the AP execution section 36 starts the AP
loaded in the AP executicn area of the memory 17. In step
521, the AP execution section 36 sends the notification that
the specified AP has been started to the controller
management section 31. In response to this notification,
the controller management section 31 outputs the similar
notification to the controller 6.

The AP that has been started in this manner can
directly access the private data loaded in the same AP
execution area of the memory 17. Also, The AP can access
the corresponding Co saved in the nonvolatile memory 18
through the memory management section 33. The AP changing
processing is terminated by the above.

By the AP changing processing described above, the AP
to be executed is loaded into the AP execution area disposed
at the same address in the memory 17 all the time. Thus,
the dynamic link at the time of loading and at the time of

starting an AP in the AP execution environment becomes
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t he specified AP has been started to the controller managenent section 31.
In response to this notification, the controller nanagenent section 31
outputs the simlar notification to the controller 6. The AP that has been
started in this manner can directly access the private data | oaded in the
same AP execution area of the nmenory 17. Al so, The AP can access the
correspondi ng Co saved in the nonvol atile nmenory 18 through the nenory
managenent section 33. The AP changing processing is term nated by the
above. By the AP changi ng processi ng descri bed above, the AP to be
executed is |oaded into the AP execution area disposed at the sane address
in the nenory 17 all the time. Thus, the dynamc link at the tine of

| oadi ng tt tine, aof starting .an AP in.the AP execution environment
becomes - 1&Susr?nq: c’esasnadr&heanlcpaii%?l?en Trirat At ii%)lnhne 0 char)%elcfrbcati on

1 becorte B . 4 i 1P RE ARG 2 LR TR RN R sy he
o vat o e e e At ST Fae Dogn T oadst T The Sk ap’
executi o AL s dhaligfi ihe AR ddeROCOiRS.ANRGesSAry for the MW to
perform the | ogical/physical” address conversion. Thus, the running AP can
directly accesent RePrvdti®gdalpdaccesses the corresponding private

data, since the private data has been locaded in the same AP

éxecution area as that of the AP, it becomes unnecessary for

the MMU to perform the logical/physical address conversion.

Thus, the running AP can directly access the private data.

Accordingly, it becomes possible to process the AP at a high

speed, to simplify and to speed up the processing, and to

reduce the size of the code.

Also, All the content data is saved in the nonvolatile
memory 18 that is not allowed to be directly accessed by the
running AP, and thus it becomes possible to restrict the
access right to the content data.

| Furthermore, at the time of changing APs, the private
data corresponding to the AP that has been executed so far
is backed up in the nonvolatile memory 18, and that private
data is reloaded into the memory 17 when that AP is started
next time. Thus, it 1s possible to achieve the continuity
of the processing in the execution environment of the
discrete AP in time.

Moreover, the running AP can use the nonvolatile memory

18, etc., as a storage space through the memory management
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Accordingly, it becones possible to process the AP at a high speed, to

sinplify and to speed up the processing, and to reduce the size of the
code. Also, Al the content data is saved in the nonvolatile nenory 18
that is not allowed to be directly accessed by the running AP, and thus it
becomes possible to restrict the access right to the content data.
Furthernore, at the tinme of changing APs, the private data corresponding
to the AP that has been executed so far is backed up in the nonvolatile
menory 18, and that private data is reloaded into the nenory 17 when that
AP is started next tinme. Thus, it is possible to achieve the continuity

of the processing in the execution environnent of the discrete AP in tine.

(%o} ing AR . t | at i 8 tc.,
Storage SRCEobhTough CHALRERLr SomMIRORRERECoL 5o GEEY 8h 535 n addit 1 on

to the AP ﬁég§u§§on area of the nenory 17. In this regard, in this
specifica?lon, hé steps executed on the basis of the control program 21

i ncl ude the 0gessi z!iPd,beirFPeEﬁPé %éi@fféa{%%@r i?ﬁ%igg%éscordance W th

the described sequence as a matter of ‘course. _ st'eps include the
pr OCGSS'QQeMtQBI?él Bg% BEEeSSaE tie EXREHLEILEH LT85 HESuaBULLES

executed in para

processing to be performed in time series in accordance with
the described sequence as a matter of course. BAlso, the
steps include the processing which i1s not necessarily
executed in time series, but is executed in parallel or
individually.

Also, in this specification, a system represents the
entire apparatus including a plurality of apparatuses.

In this regard, an embodiment of the present invention
is not limited to the embodiment described above, and

various modifications are possible without departing from

the spirit and scope of the present invention.
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individually. Also, in this specification, a systemrepresents the entire
apparatus including a plurality of apparatuses. In this regard, an

enbodi ment of the present invention is not limted to the enbodi nent

descri bed above, and various nodifications are possible w thout departing
from the spirit and scope of the present invention. 23 WHAT IS CLAI MED
IS: 1. An information processing apparatus for controlling a reader/witer
reading data fromand witing data into a non-contact IC (Integrated
Circuit) card by executing an application programin accordance with a
type of service wusing the non-contact IC card, the information processing
appar atus conprising: an obtaining section obtaining an application program

in accor Wi .of service using the non-contact |C card; an
Lt yorisdie

encrypti yptiing the obtained application program and
processi ng data processed by the application program a decryption section
decrypting the encrypted application program and correspondi ng processi ng

data; @ firsl Shoradeoshctish LOELUE:hBeaBRGILRLET RRPLLARLLERREOOr am
and correspondi ng processing data;
a reader/writer reading data from and writing data into a
non-contact IC (Integrated Circuit} card by executing an
application program in accordance with a type of service
using the non-contact IC card, the information processing
apparatus comprising:

an obtaining section obtaining an application program
in accordance with a type of service using the non-contact
IC card;

an encryption section encrypting the obtained

" application program and processing data processed by the
application program;

a decryption section decrypting the encrypted
application program and corresponding processing data;

a first storage section storing the encrypted
application program and corresponding processing data;

a second storage section to which the decrypted
application program and corresponding processing data are
loaded;

a management section managing the first and the second
storage sections; and

an execution section executing the application program

loaded to the second storage section,
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a second storage section to which the decrypted application program and
correspondi ng processing data are | oaded; a managenent section managi ng
the first and the second storage sections; and an execution section
executing the application program |oaded to the second storage section,
24 wherein in response to an instruction to start a first application
program the nmanagenent section reads processing data corresponding to a
second application programdifferent fromthe first application program
fromthe second storage section, causes the encryption section to encrypt
the read processing data, stores the encrypted processing data into the
first storage section, clears the second storage section, then reads the

encrypted fi appl i.cation program and aorrespondi n rqcessi.ng data from
R e Y & ey

the Thret ot BPesBiBedts o SPREEoED b SRSt R P
d ted. fi t | i t.i ) i i
read encryted,, f4rst, el cati on, orogr am and cor espondi ng.processi ng

dat a, Frypte i'r pricdtion program correspondi ng

processing data | Lfgorjﬂ]ﬁo(fﬁi%ﬁgéjtéég aiearﬁ)@ffé'&%nﬁprJé‘Padm&Pff@f&%

processing appara acc 0 erelmin response to an
'nStrUththt6hétf§£s€iJéﬂfﬁcation program from the second storage

section, causes the encryption section to encrypt the read
processing data, stores the encrypted processing data into
the first storage section, clears the second storage section,
then reads the encrypted first application program and
corresponding processing data from the first storage section,
causes the decryption section to decrypt the read encrypted
first application program and corresponding processing data,
and loads the decrypted first application program and
corresponding processing data into the second storage

section.

2. The information processing apparatus according to
Claim 1,

wherein in response to an instruction to start a first
application program, the execution section determines
whether the first application program has been loaded into
the second storage section,

when it is determined that the first application
program has not been loaded into the second storage section,
the management section reads processing data corresponding

to a second application program different from the first
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application program the execution section determ nes whether the first
application program has been | oaded into the second storage section, when
it is determned that the first application program has not been | oaded
into the second storage section, the nanagenent section reads processing
data corresponding to a second application programdifferent fromthe
first - 25 application programfromthe second storage section, causes

the encryption section to encrypt the read processing data, stores the
encrypted processing data into the first storage section, clears the
second storage section, then reads the encrypted first application program
and corresponding processi ng data fronlthe first storage section, causes

the decrypti section to dec crypt rea encr t ed f r st pllcatlon

progran1é¥ corr%sp&ﬁﬁxﬁg prd%eSS|%F %% i%%%dge? %OHEC?gﬁ?%% first
I t h d

For ago ﬂhiée‘c%"f.{ %@%f&ﬂ%ﬁtﬁ°?%#%¥%%2@§%ﬁ%@%dp %% 28 Led iy To

Aaiml,g fhd e, d} ﬁﬁeé '&H&éslﬁt8°@W Eif% Ornag&%¥ and

t he Secon St Orage SeCt on | a VO atl#e nmenory
processing-@Rpar al Us; ACCUAI -4 storage section, then reads the

encrypted first application program and corresponding
processing data from the first storage section, causes the
decryption section to decrypt the read encrypted first
application program and corresponding processing data, and
loads the decrypted first application program and
corresponding processing data into the second storage

section.

3. The information processing apparatus according to
Claim 1,

wherein the first storage section is a nonvolatile
memoery, and

the second storage section is a volatile memory.

4. The information processing apparatus according to
Claim 1, further comprising

a non-contact communication section reading data from
and writing data onto the non-contact IC card in accordance

with the application program in execution.

5. A method of processing information of an
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Claim1, further conprising a non-contact conmuni cation section reading
data from and witing data onto the non-contact |IC card in accordance

with the application programin execution. 5. A nethod of processing
information of an - 26 information processing apparatus including a first
storage section storing an encrypted application program and correspondi ng
processi ng data, a second storage section |oading a decrypted application
program and correspondi ng processing data, and an execution section
executing the application program |oaded in the second storage section,
and controlling a reader/witer reading data fromand witing data into a
non-contact IC (Integrated Circuit) card by executing an application

programd.i car.dance wt tyne of. servic sing the non-contact I1C
iafkd agcrdlq%f %r%e&&% aYFppn%]gartrr% i%%?f%%%gi sing the steps of: in

card, the ne processing i

response Lo an dihskr UGLOn! QA addiisty ApnljGagon program 1 eadi ng

processi ng data corresponding t0 a second “appl i cati‘on program different

from { Neddilitlae @RPId.CRL A0 MPUARLLURENS, SPEQL 208 age zect | on,

encrypting the read processing oring tthe encryp processi ng data
into the firgt5eebatiagde o384 @Rction loading a decrypted

application program and corresponding processing data, and

an execution section executing the application program
loaded in the second storage section, and

controlling a reader/writer reading data from and
writing data into a non-contact IC (Integrated Circuit) card
by executing an application program in accordance with a
type of service using the non-contact IC card, the method of
processing information, comprising the steps of:

in response to an instruction to start a first
application program, reading processing data corresponding
to a second application program different from the first
application program from the second storage section:

encrypting the read processing data;

storing the encrypted processing data into the first
storage section;

clearing the second storage section;

reading the encrypted first application program and
corresponding processing data from the first storage
section;

decrypting the read encrypted first application program

and corresponding processing data; and



clearing the second storage section; reading the encrypted first
application programand corresponding processing data fromthe first
storage section; decrypting the read encrypted first application program
and correspondi ng processing data; and - 27 |oading the decrypted first
application programand correspondi ng processing data into the second
storage section. 6. The information processing nethod according to Caim
5, wherein in response to an instruction to start a first application
program the execution section determnes whether the first application
program has been | oaded into the second storage section, when the first
application pregrian has kelcdesrd giaded applld dahte cseeonrd rsiokagie section
t he managenent section reads processing data corresponding to a second
appl i cat¢mireghdidimentpfoom 4 hey fdaisd appb i tdad | rqrogrammdfgsom t he second
storage section, causes the encryption section to encrypt the read
processisgcdatm, stores the encrypted processing data into the first
storage section, clears the second storage section, then reads the
encrypted first application program and correspondi ng processing data from

the first
6. The information processing method according to

Ciaim 5,

wherein in response to an instruction to start a first
application program, the execution section determines
whether the first application program has been loaded.into
the second storage section,

when the first application program has not keen loaded
inte the seccond storage section, the management section
reads processing data corresponding to a seccnd application
different from the first application program from the second
storage section, causes the encryption section to encrypt
the read processing data, stores the encrypted processing
data into the first storage section, clears the second
storage section, then reads the encrypted first applicaticn
program and corresponding processing data from the first
storage section, causes the decryption section to decrypt
the read encrypted first application program and
corresponding processing data, and lcads the decrypted first
application preogram and corresponding processing data into

the second storage section.
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storage section, causes the decryption section to decrypt the read
encrypted first application programand correspondi ng processi ng data, and
| oads the decrypted first application program and correspondi ng processing
data into the second storage section. 28 7. The information processing
met hod according to Caim5, wherein the first storage section is a

nonvol atile nenory, and the second storage section is a volatile nenory.

8. The information processing nethod according to Caimb5, further
conprising a non-contact conmuni cation section reading data from and
witing data onto the non-contact 1 C card in accordance wth the
application frogfam iimfexeeit ioan préceAspmneg athber acestrHahk fg an

i nformation processing apparatus including first storage neans for storing
processiGigidat®s corresponding to an encrypted application program second
storage neans for | oading processing data corresponding to a decrypted
appl i cati on phegeam taed £iesécutioongeesrstfion éseeunbnygoflbéidppl ication
program | oaded in the second storage section, and controlling a

r eader / Vi#SEY + éddl ng data from and

the second storage section is a volatile memory.

8. The information processing method according to
Claim 5, further comprising

a non-contact communication section reading data from
and writing data onto the non-contact IC card in accordance

with the application program in execution.

9. A program for controlling an information processing
apparatus including

first storage means for storing processing data
corresponding to an encrypted application program,

second storage means for loading processing data
corresponding to a decrypted application program, and

execution means for executing the application program
loaded in the second storage section, and

controlling a reader/writer reading data from and
writing data into a non-contact IC (Integrated Circuit) card
by executing an application program in accordance with a
type of service using the non-contact IC card, the program

causing an execution means to execute processing information,
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witing data into a non-contact I1C (Integrated Grcuit) card by executing
an application programin accordance with a type of service using the
non-contact |1C card, the program causing an execution neans to execute
processing information, - 29 conprising the steps of: in response to an
instruction to start a first application program reading processing data
corresponding to a second application programdifferent fromthe first
application programfromthe second storage neans; encrypting the read
processing data, storing the encrypted processing data into the first
storage neans; clearing the second storage neans; readi ng the encrypted
first application programand corresponding processing data fromthe first

storage JIRANS s i AL GHEPLIRG ot e .read encrypted first application program
and corféspon ﬁﬁgeprocesggﬁb ata; and | oading the decrypted first

application progeaphand +50Rhe$ReRYLRYiBROEESSEAYLdgt 251 0t0 the second
storage neans. 10. An information processing apparatus for controlling a

reader / Wi QI s a6k ?ﬁo@%taﬁl,f HRRAMN Wrddeid i rdald a1 B Ykanact 1C

(Integrated Grcuit) card by executing an application programin
accor damee aWisichomdt YRS 1 10k tSenV ie® S & itfFe Rer- Gamiethd Gigayd, the

i nformation
application program from the second storage means;
encrypting the read processing data,
storing the encrypted processing data into the first
storage means;
clearing the second storage means;
reading the encrypted first application program and
-corresponding processing data from the first storage means;
decrypting the read encrypted first application program
and corresponding processing data; and

loading the decrypted first application program and

corresponding processing data into the second storage means.

10. An information processing apparatus for
controlling a reader/writer reading data from and writing
data into a non-contact IC (Integrated Circuit) card by
executing an application program in accordance with a type
of service using the non-contact IC card, the information
processing apparatus comprising:

obtaining means for obtaining an application program in
accordance with a type of service using the non-contact IC

card;
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processi ng apparatus conprising: obtaining neans for obtaining an
application programin accordance with a type of service using the
non-contact I1C card; - 30 encryption neans for encrypting the obtained
application program and processi ng data processed by the application
program decryption neans for decrypting the encrypted application program
and correspondi ng processing data; first storage neans for storing the
encrypted application program and correspondi ng processing data; second
storage neans to which the decrypted application program and correspondi ng
processi ng data are | oaded; managenent nmeans for managing the first and the
second storage neans; and execution nmeans for executing the application

program | oadgd At $RGEAD f$LOTAAS JRANS, MRETRIL i esponse to an
instruction to start a first application program the nmanagenent neans

reads preessdAgionlabfo@edn eSRONH NS4 91 By SELONL AR 4 £84 1199 PLOgr am
different fromthe first application programfromthe second storage

means, capskescdhEoensty@td@n means to encrypt the read processing data,
stores the encrypted processing data into the first storage neans, clears
the second stdecagetiRansieans for decrypting the encrypted
application program and corresponding processing data;
first storage means for storing the encrypted
application program and corresponding processing data;
second storage means to which the decrypted application
program and corresponding processing data are loaded;
management means for managing the first and the second
storage means; and
execution means for executing the application program
loaded to the second storage means,
wherein in response to an instruction to start a first
application program, the management means reads processing
data corresponding to a second application program different
from the first application program from the second storage
means, causes the encryption means to encrypt the read
processing data, stores the encrypted processing data into
the first storage means, clears the second storage means,
then reads the encrypted first application program and
corresponding processing data from the first storage means,
causes the decryption means to decrypt the read encrypted
first application program and corresponding processing data,

and loads the decrypted first application program and
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then reads the encrypted first application programand correspondi ng
processing data fromthe first storage neans, causes the decryption neans
to decrypt the read encrypted first application program and correspondi ng
processing data, and |oads the decrypted first application program and -
31 correspondi ng processing data into the second storage neans. 11. A
nmet hod of processing information of an informati on processing apparat us
including first storage neans for storing an encrypted application program
and correspondi ng processing data, second storage neans for |oading a
decrypted application program and correspondi ng processing data and
execution neans for executing the application programloaded in the second

storage H@Ef@sp@ﬁ@lmgoﬂi‘é@ééégg% adé@édfﬁé&‘”tﬁ@rséééﬁ& n%&é&% @Qg}lénd

witing data into a non-cont C (Integrated G rcui execut i ng
an application programin accordance with a type of service using the
non-contact | C card, the nethod of processing information, conprising: in

response to an. i rStdettid bt Grfdids ihd | Fbto @ i Gatd O Program readi ng
processi ng data corresponding to a second application progran1d|fferent

from t heiffssthatapph i sedcons pi@oimrafsoms 1HEe1 S@TOHNIf 5t HF ageo PRGES;

encrypting the read processing data; storing the encrypted processing dat a

i nto thendanstfostoragengeansenct gatedgapbei second stogpge aeans; reading
corresponding processing data, second storage means for
loading a decrypted application program and corresponding
processing data and execution means for executing the
application program loaded in the second storage means, and
controlling a reader/writer reading data from and writing
data into a non-contact IC (Integrated Circuit) card by
executing an application program in accordance with a type
of service using the non-contact IC card, the method of
processing information, comprising: in response to an
instruction to start a first application program, reading
processing data corresponding to a second application
program different from the first application program from
the second storage meéns; encrypting the read processing
data; storing the encrypted processing data into the first
storage means; clearing the second storage means; reading
‘the encrypted first application program and corresponding
processing data from the first storage means; decrypting the
read encrypted first application program and corresponding
processing data; and loading the decrypted first application

program and corresponding processing data into the second
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the encrypted first application programand correspondi ng processing data
fromthe first storage neans; decrypting the read encrypted first
application program and correspondi ng processing data; and | oading the

decrypted first application programand correspondi ng processing data into
the second - 32 storage neans. 33

storage means.
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