LOCALI ZED READ- ONLY STORAGE DEVI CE FOR DI STRI BUTI NG FI LES OVER A NETWORK
BACKGROUND OF THE INVENTION 5 1. Field of the Invention [0001] The field of
the present invention is conmputing devices for use in conbination with a
networ k and net hods of using such devices. 2. Background [0002] A typical
conmput er, whether an off-the-shelf or a custom zed conputer for 10
‘personal , business, specialty, or other use, has many conponents. Sone of
the comon conponents are processors, nenories, storage devices, input and
out put devices, and network interfaces. The operating system such as
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and their functions. In particular, the operating system handles file requests from

15  applications or from the operating system itseif. When a file request is received, the
operating system attempts to supply the file from one of the local storage devices or
from a network server if the computer is connected to a network.

[0003] Because there are many different options available for storage devices and
network interfaces, the operating system is typically programmed with the

20  characteristics necessary to access almost every storage device and network
interface that could be connected to the computer. Thus, for each storage device,
the operating system has to be programmed with the storage device type (i.e.
magnetic, optical, etc.), the interface type (i.e. IDE, SCSI, etc.), and the physical
parameters of the storage device (i.e. number of cylinders, sectors, heads, tracks,

25  ete). If the computer is connected to a network, the operating system also has to be
programmed with the various network interface types (i.e. Ethernet, Token Ring,
ATM, etc.), the network protocols (i.e. TCP/IP, IPX, AppleTalk, SNA, etc.), and any

particular methods used to communicate with network resources (i.e. servers).



format resenbling the file allocation tables to sinplify the file retrieval
process. [0005] The way an operating system nmanages conponents and their
functions add conplexity to a conputer. The conplexity is easily seen
during the setup 10 process of a conputer. Typically, a conputer goes
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components of the operating system. Additionally, files may be corrupted due to
20 program errors, user errors, or computer viruses. When this happens, the corrupted
files need to be replaced or repaired, a process that may involve reinstalling the
applications that use the corrupted files or even possibly reinstalling the operating
system itself in some instances.
[0007] The complexity involved in using a computer usually results in high
25  maintenance and support costs being incurred. In a business environment, the
support costs can easily reach thousands of dollars per user or per computing
device. Additionally, the cost of maintaining computers increases because work
productivity tends to decrease significantly, often to zero, when computer related
problems arise.
30 [0008] Problems related to hardware malfunction, except probiems related to
storage devices, may often be resolved within a short amount of time. For instance,

a broken component, such as a video card or a network interface card, may be

quickly replaced with an identical component. However, computer repair may
2




[ 0009] Nunerous nethods are presently available to reduce the conplexity of
conputers, shorten the recovery process when problens occur, or to mnimze
the need for a recovery process altogether. Some of the conmon nethods are
cloning the storage device, booting the conputer froma network, utilizing
specialized 10 conﬁuter managenent software, and applying file |evel

secur i t pecpu®lalemyihy peorasy it the problemgse adersiated to Istorage tdalvicaisi @rtherfidees s
may be ri.e comput er i s, first co etely set up with a full set of
ool | cattaqy O fhe, forSeMiMERs' e Kl Bidn"s Fomasker mabunaionamor

"1 mage” chirptedfifes Ea0Se MRroBIeiRy tiReRodr R0 rdovehP Hbod i ngAP Hhijyd O 11
original condition or to set up identically equipped conputers. ny
consunereiprigliangdtheohpid drivec seipstalling the operatingl Bystem, sandiontreinstatiing he

factgoryagﬁfi@%binsi mage that can be used to restore the storage device to
its Tactory default condition. The drawback of this nethod is that a new

i mge of0008 dlumerges deethodshaie bresedtly raallgsleRe X e iHlaercénip‘-feﬁyCBfinge
in the operating applications, or any other files stored on the

system

st or age “HE\NUES, éﬁ?r%?ri‘ %&? reVen PRREPSEIWReN REQMIRME HasSURERMigdMinimizesthences
- when it g S ' |l ed software

aftor thEoarar Sqecoler) Brotirolalliefie® Soment A} Eriiad ARtb0 8¢ SReMie: vor
boot nethedstorsgef tevices dwboting civej coeiputer WWotrh asinebierk, aniizingeEpedibited
dowy| oad necessary files froma network, server. The conmputer 25 usually
us\é\@ a \‘RBNP-UE%HRF@%?R‘ %‘gg‘(ﬁrfée?” GEHK’E‘S é@&‘i_ﬁ,' S§EUMY. or PXE, to downl oad
and exegagf]a BYedibniRgLhe s@&ﬁpé%wﬁe,%%&?&tbﬂ%r&é@é& a(y"‘ﬁ'é ShohBnkyr "
can start downl oading the rest of the operating system and any
appl i cathi @nBpUtends firgt aamplstelyfset bpsvitrea fidbisétsoftappticatiorish el feamhet storadees not

h Local : devi. it h \ h b f
down! oaEfe IS bBbRA R HEEGHer eban Tags 8. JHearEbediE piav BeBe wiod e~
conput efediasthe lcofputet a6 e sRihAecondiisn %P?@Séetcgpeidgﬁggm gg.g@efar ' ng

downl oaded files locally. But then the operating sy m over
t helnet f@MRUESS. oManyagensumeresred womputerst hemef with recoperyxCDaROMGS

managi n and files stored on the |ocal storage device.
2 Loan o PolRLE i R aRR: BlHocbrf ST beEen 00 ¢ 20w 08 StouRidtics Bne
oper at i itg fagtetyedefayit edddition adtietdraRdhcks of HIQ FRSOIRORENE Hiedbi bfthe
daenons,, or services. One typical way of using this nethod 1s to use

ant i - vi PlREAGS1AaNRSe NaR P e digaiest MieBeverstharerieda fahasgef ior thenppetatingt er
viTus | 8{ &, WpliddtichsBF BRY JTRY AES tored on the storage device. Complications

20 may arise using this method in instances when it is necessary to apply patches or
updates to the instalied software after the storage device is restored from an old
image.

[0011] The network boot method is often used in conjunction with simple
computers that download necessary files from a network server. The computer

25 usually uses a well-know network service, such as BOOTP, TFTP, or PXE, to
download and execute a small basic portion of an operating system, which in turn
can start downloading the rest of the operating system and any applications. The
drawback of this method is that if the computer does not have a local storage device,
it has to go through the same boot process of downloading needed files whenever it

30 Is powered on or reset. If the computer has a local storage device, this process can
benefit by storing downloaded files locally. But then the operating system
downloaded over the network is, once again, responsible for the often compiex task
of managing hardware components and files stored on the local storage device.
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5 be inplenented by adding a software conponent that constantly nonitors
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20  provide some help in reducing the complexities involved with computers. However,

none of the methods fundamentally changes how the operating system manages the
components of a computer. Thus, a new approach is needed for managing

computers and simplifying the manner in which files are distributed over a network.

SUMMARY OF THE INVENTION
25 [0018] The present invention is directed to a read-only storage device, a system

incorporating the device, and a method of distributing files over a computer network.
The storage device comprises a processor communicably connected to a computer
interface, a network interface, and a storage means. The computer interface and the
network interface allow the processor to communicate with a computer and a file
30 server, respectively, when the storage device is connected to a computer and a file

server. The computer may request a file from the processor. When such a request

is made, the processor first checks the storage means to determine whether the
4




5 fileis available fromthe file server, the processor obtains the file,
caches the file on the storage neans, and provides to the conputer on a
read-only basis. Once a file 1is cached on the storage neans, the file is
avai l able to the conputer upon future requests. If the file is not
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aaditional object of the invention is to provide a networked computer system
including the storage device, thereby providing a system and method to simplify
aspects of file management over a network. Other objects and advantages will
20 appear hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] In the drawings, wherein like reference numerals refer to similar
components:

Figure 1 illustrates a block diagram of a networked computer according to the
25  prior art;
Figure 2 illustrates a block diagram of a read-only storage device in
accordance with a preferred embodiment of the present invention;
Figure 3 illustrates a block diagram of the device of Figure 2 incorporated into
a networked computer;
30 Figure 4 is a flow chart illustrating an algorithm the device may use in
response to a file request from the networked computer of Figure 3;




Figure 8 illustrates a block diagramof a read-only storage device in
accordance with a second alternative enbodi nent of the present invention;
and Figure 9 illustrates a bl ock diagramof the device of Figure 8

i ncorporated into 10 a networked conputer. DETAI LED DESCRI PTI ON OF THE
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particul ar, the operating system 103 handles file requests that my

originate fromapplications 102 or fromthe operating system 103 itself.
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net work Bis 105 that connects and allows communication between the various components,

the network interface 107 that may be wireless or wired to connect the computer 101
20 to a network 114 having network resources such as a file and print sharing server
115 and/or a network applications server 116, and a secondary storage device 108,
such as a hard drive or non-volatile random access memory, where the operating
system 103 and application files 102 are typically stored. These components are
common to networked computers and are therefore well known to those skilled in the
25 art.
[0021] The operating system 103 is responsible managing the interaction between
the components to form a functional computer. In particular, the operating system
103 handles file requests that may originate from applications 102 or from the
operating system 103 itself. These file requests arise when the applications 102 or

30  operating system 103 require access to a file which resides on either the secondary
storage device 108, the file and print sharing server 115, or the network applications

server 116. To handle the file requests, the operating system 103 has to be
6




115, 116. Therefore, under normal operating circunstances, the operating

~system 103 of the conputer 101 nust address many different conplex tasks.
[0022] Figure 2 is a block representation of a cache based device (CBD) 202
in 10 accordance with a preferred enbodi nent of the present invention. The
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202 t hatcompanentss withiny they GBI 20% red2pwcessrs fileatanesty fred 208 apgyatinguest
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engine 206 uses to store files locally.

20 [0023] The cache engine 206 may be any type of central processing unit
appropriate to control the functions of the CBD 202 as described herein. The
particular type of central processing unit used is a matter of design choice.
Acceptable central processing units are available from the integrated circuit divisions
of vendors such as ARM, Hewlett-Packard (HP), International Business Machines

25  (IBM), Intel, and Advanced Micro Devices (AMD).

[0024] The cache engine 206 is programmed to manage the files stored on the
cache 204 and interact with the computer and network as needed. The
programming may be in any programming language, such as C++, Java, etc., and
the compiled program may be embedded into the cache engine 206 itself, or it may

30 be stored in a separate memeory specifically provided for such a purpose.
Alternatively, the programming may be stored within the cache 204 for access by the
cache engine 206. The programming permits the cache engine 206 to communicate

with a computer, giving the computer access to files stored in the cache 204 on a
7




on the network, the cache engine 206 will store the file in the cache 204
and give the conputer access to the file on a read-only basis. |If the
requested file is not available, either within the cache 204 or on the
network, the cache engine 206 may provide the conputer with a notice that
the requested file is_unavail abl e, 0025] .The conpu er interface 203 and
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also a matter of design choice. The cache be any type of random
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[0028] Figure 3 illustrates a networked compute i ncorporating a CBD

202 in ofrsr aad etweth Pectpeels Moﬁ?eﬁ&?dl%ﬁ% (ﬁthlﬁEa'br 258 $NARBEINGN. | n
comput e RO, S PoRaarab e o s Saiet, VPR S, oPLER Rl o
301 wit generdllgwidglyavailable from a variety of computer hardware vendors.

20 [0026] A CBD may thus be operating system independent because the CBD does
not have to conform to any particular protocols or file structures. An operating
system needs to be programmed only with the protocol needed to request files
stored on the CBD because the cache engine, and not the operating system,
manages the files stored on a CBD. Thus, communication between the operating

25  system and the CBD may be performed using a small number of procedures. These
procedures would be the only ones dependent on the operating system and system
architecture, and they can be standardized on any hardware platform.

[0027] The particular type of storage used for the cache 204 is also a matter of
design choice. The cache 204 may be any type of random access media that is well

30 known to those skilled in the art, such as a hard drive, DRAM, SDRAM, flash
memory, and any type of removable random access media. The programming used

by the cache engine 206 must be adapted to function with the particular type of

random access media chosen.




5 of the functionality described herein. As in the prior art, the conputer
I ncludes a CPU 304, an interface bus 305, a secondary storage device 308,
and a network interface 307. The operating system 303 integrates the

operation of the various conponents and the applications 302 are executed

i t hi ' ted by th ti { 303. t
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be nmerged into a single network, as illustrated in Figure 5 wth a single

net wor k 268nise coimununieakly eornestedyiot the GBMpULE byneonnrsting the wemputer
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[0031] In a f| rst alternative enbodinent ilJustrated. in Figure 6, a network
concent NgtWeTKeaRPlICatiERS 26 hdhgneetosks Hiay QEJ@E!E?‘?‘ € £ORPETORESH MF'BQed
into the Ipfi@éﬂlbé‘?gzwué}&g @orﬁ%@n@%ﬁoﬁ@yopﬁnw thﬂ‘ ﬁ%tﬁ/%mh%‘?(nomltcﬁ‘s s
illustrated in Figure e conputer 701" in F| re 7 has sane

conponethaseaskillda irc hepait e rAdslitionally, the first and second networks 309, 311 do not
20  have to be the same type. For example, the first network 309 may be wireless and
the second network 311 may be formed of copper-based wiring.
[0030] The two networks are preferably independent networks that do not interact.
However, the two networks may be merged into a single network, as illustrated in
Figure 5, with a single network connection being shared by the CBD 202 and the
25 network interface 307 through a network concentrator 513. The network
concentrator 513 is communicably connected to the network 509 to pass network
communications through to the CBD 202 and the network interface 307. Under such
circumstances, it is desirable, but not necessary, to have the CBD 202 be the only
device type on the network that communicates with the CBD file server 314, In other
.30 words, the CBD file server 314 will not communicate with any device other than the
CBD 202 and the CBD 202 will not communicate with any server other than the CBD
file server 314.




5 Figure 3. However, the conputer 701 is connected to the network 509
through the CBD 602. The CBID file server 314, the file and print sharing
server 315, and the network application server 316 are all connected to
the single network 509. The CBD 602 is connected to the network 509 by way

f th Kk 608. _The network entrator 608 i
addi 11 ofiTY) cUhrecliEh SleThatve BRI cllbsiEedom 100U® fhoe metwork
comuni- cahéentratbNEOBIGchGas 1he FHRIRELRUSI Sﬂescﬁbé& ggﬂ{Hgﬁfc}]eréb iﬁg%;hgfés or med

ext er nal éo the conputer, as is shown, I'ntern e Cco 0032]
A secon804) t24ahed (GRD 808Jnaymbatplaced intaiateompmder 70 Fagus #lubtrated ihtHigure

nbodi nent Y- vide a,conmputer with a network connection
\(/avithou{n? t hgh%ts}g) S§§§t1@¥i'89%12§h?% Hf%ggm?hﬁorﬁa?mtﬁ anthe camputsIolof t he

CBI D 15F&fide Sasklewenet, whe lcorpurin7GRlg 6inddiéLRABE AOvdkS08% [ the
directl gﬁg bEe CO er interface 803. Thus, when the CBD 802 I°s
%5 §0¢nt The

i ncor po g eprves P4, e filg ard maintsharngrsgoes 35, taind thet wor k
conmmuni gagw i 0, he internal_interface
bus 305 o@?ﬁ?@é’ﬁ%ﬁ?ﬁ?gg’ﬂ%ﬁgﬁ%%@é‘ﬁgﬁgﬁr t{h%n%"ngltehgewequge ?@Fver

314, th&BD p2dmeopnécteddhahe metwenkva09 Byt wayadicthetWerES Keetlraddgog at i on
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depi ct eghn231 Fi QU 2 33] Figure 4 illustrates a flowhart of the
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402 from.t he tgperati ng system 1t checks whether th request 1s for a file
read 40¥theid Hgpisear Aoletverk exasriiteater. f The netwer ipterfadec8@Ziofttee GBD t he

t o fa | . 1 [ refjects the r e 404 b
50 et 802 faises ook carhBBficaliBf RENGRE Rk afer EhEPLRS dFdtBits thehe
r equestcompiter irterfacé 803ealiug, ehara e CBIDBOR i§ MSorahtt] A6 RecHBulep see
if the §¢|Le is available from the cache. |If the file is available fromthe

cache, Y¥e aatHelraiediRd 9Wewm. iiemiweik eomaumicagions @re pessed tyougbitben | f
 oupet CEREEEl MR LS LIS RO BRSSO SRR 1
f or m ofthe GBEndikasentes 21 thedfilel inCRPint idharingrserver Gn5! hadneiewagtvorkr t he
request .be made .to a specific CBD file server on the network. The
rregﬁod |&¥t|on server 31% may aﬁcbe connected to a single network 509 which provides
network communications to both the CBD 802 and the computer 901. Additionally,
with the implementation of known encryption techniques for the communications
between the CBD 802 and the CBD file server 614, this configuration can be made
as desirable as the preferred configuration dépicted in Figure 3.

25 [0033] Figure 4 illustrates a flowchart of the preferred logic the cache engine
follows in responding to file requests from the operating system. When the cache
engine receives a file request 402 from the operating system, it checks whether the
request is for a file read 403, as opposed to, for example a file write or file delete. If
the request is not for a file read, the cache engine rejects the request 404 by

30 returning an “Invalid Request” notice to the operating system. If the request is for a
file read, the cache engine checks the cache 406 to see if the file is available from
the cache. If the file is available from the cache, the cache engine returns the file
407 to the operating system. If the file is not available from the cache, the cache
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depends on the particular network the CBD is connected to. If the file is
available 5 froma CBD file server 409, the cache engine copies the file
410 fromthe CBD server to its local cache and returns the file 407 to the
operating system If the file is not avail abl e froma CBD file server, the
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file server. The first file may then be saved to the cache and supplied to
t he BI C)Bresﬁ’i\é‘ﬁ\ﬂelnéloﬁay then take control of the boot process fromthe

20 [0036] 1. Installation of an Operating System on a Personal Computer
[0037] Since today’s operating systems for personal computers provide many
functions, it is frequently necessary to install an operating system on a local hard
drive. During the boot process, a ROM-based BIOS loads the operating system by
first réading the bootstrap stored on the hard drive. The bootstrap provides
25  information about the first executable code needed to load the operating system.
Based on the information provided by the bootstrap, the BIOS loads the first file into
memory and passes control over to the file, which starts loading other files
necessary for loading the entire operating system.
[0038] On a computer that includes a CBD, the operating system would not need
30 to be installed on a local hard drive prior to the boot process. The BIOS may request
from the CBD the first file needed to start loading the operating system. For a new
computer, the cache on the CBD would most likely be empty at this point. When the

cache engine receives the request for the first file from the computer, the first file is
11




BICS. File requests nmay continue to the CBD, with the requested files being
retrieved, saved to the cache, and supplied to the requestor. Thus, all the
files 5 needed to initially |oad the operating system nay be obtai ned by

the CBD fromthe CBD file server on an as needed basis. [0039] V\hile this
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user seldeBs Hohmasiagritbafiesin thaSRIpepee.ng system requests the necessary
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attached read-only devices, such as a CD-ROM. But the benefit of utilizing a CBD
20 becomes apparent because of the flexibility of a CBD. When a file is needed to be
replaced or updated on a CD, either the CD has to be replaced with a new one or
techniques similar to those disclosed in U.S. Patent Nos. 5,832,263 and 5,790,848
must be employed. in contrast, files cached by a CBD may be replaced or updated
dynamically by an administrator. The administrator may simply have the CBD file
25  server send a “delete” command to the CBD to delete a particular file. After deleting
the file, the next time that file is requested or needed, the file or its updated
replacement must be retrieved from the CBD file server. Thus, it is possible for a
CBD to always have up-to-date files in its cache.
[0041]) 2. Installation of Applications on a Personal Computer
30 [0042] The process of installing applications is similar to the process of installing
the operating system. The operating system may present a list of available
applications to the user. When the user selects an application, the operating system
requests the necessary files from CBD. Where the application has never been used
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files within the cache, and supply the files to the operating system so
that the operating systemmy |oad the application. [0043] The speed of
-accessing an application for the first time in this manner 5 would be
conparable to the speed of launching a server-based application (i.e.,
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enVI rongeat , Additiofaly) cIMBerEnteRf e lapplicaticro B Wne BppishtioRpitself mar bevel
securities so that the adm nistrator is the only user havi nls full access

(read, dynarsically seplpeed opwpidpied By@n afmigisirater ‘éy havipgi the GBPdYe sgfvaiser
may havgere@hy e!'ef@”tc%‘fir%:ﬂﬁﬁﬁ?étﬁé@ﬁﬁ) 25 and execute, for exanple). Once
ng

applied, maln ype of file-level security wusually becones a
subst an[00#4]t a3k Bfotetteoropiefiksi imposiant mnhe'ltbpemltmg Byistegn andtApplichtisng o
rralntaln |l ex |ist or database to nage files and, security. The
opdrat | ERjMéEst fh ﬁaWPQﬁE&Omwt%Zm%S SEPECHER P H’Qﬂ ?‘ﬁE‘i id5ier A %ﬂ?éﬁﬁts to
aut onat bty a €4 gﬁ?o A Vi r us
softvvarjte&tﬂﬁ&t %sge Ié%t%%g eght E)ndgrﬂg{yengﬁ tﬂ%HE rnork;'?e%g sﬁéé &Fgréfdrth
file-lI eu&hpsMWtruSpssyﬁmteds madifiexh oor comppiadi Sled, malyeleadi ﬂoeapptn:atlbe hard

Addi | OREPI, ORTalNG SIIA: TS s Ft Hlr ETMBOISG: tse). PEeoRGe ROPOHETADY be
abl e t oTRERYGMRE fiRisARPortdRt IR GHERMINY sYStéMSARd adplications should be subject
20  to the highest ievel of protection. '
[0046] There are many conventional ways to protecf files. In a corporate
environment, an administrator may set up a computer and apply file-level securities
so that the administrator is the only user having full access (read, write, execute,
modify, add, delete, etc.), while a regular user may have only limited access (read
25  and execute, for example). Once applied, maintaining this type of file-level security
usually becomes a substantial task of the operating system. The operating system
has to maintain a complex list or database to manage files and security. The
operating system may also include a self-healing function that attempts to
automatically repair files that might be damaged. In addition, antivirus software may
30 be installed to protect the PC from viruses. But, if the file-level security system is
somehow compromised, then files on the hard disk are exposed to the risk of being
deleted, modified, or corrupted. Additionally, if the antivirus software is not up-to-
date, it may not be able to provide proper defense against viruses.
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[0047] In contrast, a conputer with a CBD may fully protect inportant files
agai nst human errors or viruses. Files cached in the CBD can not be

del eted, nodified, or <corrupted by the user or a virus fromthe conputer
since the conputer has read-only access to the files. In addition, neither

an adm nistrator nor the operating systemb5 can change files stored in
CBID s 2%@!‘73 ag" coRiragioR &P Pué?ﬂ‘y'%bééé%ﬁ) may Bﬂ'yﬁoﬁﬁgﬁﬁwaﬁtﬂﬁﬁ againgizp
file seg ; C t:ungh | r ' ' : t he
operat i o SABICOPURu, TRsoRnR e OBDicahtiid: bl ueeied Redfey, &

syst em icerrapted gy thedusertortaovifusaliorarthe pooynderssines thexemmpater das oead-ohiyom any

devi th h .he. CBD ditional protection is 0 provided agai nst
naut hoRCoERs It Bk RS- off aedben. ualierAN BufiisERor for 48e Brktatig siem
scripts camwaageifnés)g@red)rrpcsg'é RACHE ab HHE CBIS Wil 6%%@&%@%&%&%%6
all files supplied to a conpl_uter throu&k&ga CBD may be verified at the CBD

file seifpgr thebBikfigysenre fberefow, 4 OB4bram nagirafly pratect Bes impedant isense
I nventow‘? 8@9@%@%&@@#& ;éplic%%gﬂl In a corporate environnent, nanagi ng
el nd usag

sof t war ense IS quite conplex. Users are initially given

PC s wi [6048]setn atidition: if desl egeratipi ssatdmns cohfijurebaice tb éad ahy pesgrams But
users may start installing applications on thelir_own, or they may never
use sonm®f Gxecui@bln sodas M enygaMice sthesiban dhe BPh addtienak pratectiamise

bee pai ; oi ki S | ' : war e
s 20 Iipg%vrllas-éewé,sa n mﬁ‘ﬁ’ﬁgﬁwgg?%umﬁéb%ﬁﬁo?rsIcgéggsgﬁc@a%?g%%?%éﬂ}?@g%io a
di f fi cuMtortraskr scifiit65 MheCRIAisoms pritection issimasterd with suchcapastembeeadsgsi s to
make the task of = managi ng software an oftware licenses |less difficult.
First, &l S%‘ﬁgﬁoi%‘é‘f P'Fteé&!‘foaﬁ'blai‘gﬁ i'BRAY 6F Verifed ab e (8D filksaress is a
read- onky Wifyd §4fe fbhasefore, software installed on a local hard drive can
be easi Ia/ identified as user installed software. 25 Second, an

adm ni s{0Q4Yr fay Sénplifigd Software ldpersacinventory and Marfagemeerdppl i cations in
use, by Ltoring the nunber. of tines an. appl, cati.on i s dowl oaded f.romthe
cl> 11 FO0RP L chierdli R Pt Thap A BRyaT i Saed are S Br & Coun
of appkbapld0OnTdels LFE iMYallys JWeROPe’s dithed et op Hr@shded HpIRER0KSE Xhat
components of applications fromthe CBD s, thus requiring that conponent
to be r8guedegal licensas hBuRgsarsmay slarkiestading: anplisatiens ondheinewappr theat i on

o 2PL AR ol 4 LBt L5 gL SEAINNERE A EBLAE e
becausebeéntpaid eaSieusvinidnativis whigripsbwbieois Uséd Y ahiset4which software is
20  licensed, and which software is not licensed may easily turn into a difficult task.
[0051] CBD's may be implemented on a company-wide basis to make the task of
managing software and software licenses less difficuft. First, a user cannot install an
application on a CBD because the CBD is a read-only device. Therefore, software
installed on a local hard drive can be easily identified as user installed software.
25  Second, an administrator may easily obtain an accurate count of the applications in
use by monitoring the number of times an application is downloaded from the CBD
file server. An administrator may at any time obtain an accurate count of
applications in use by issuing a “delete” command to delete key components of
applications from the CBD’s, thus requiring that component to be requested from the
30 CBD file server the next time the application or applications are used. Third,
application vendors may implement different licensing models, such as per-use -

licensing, if CBD’s are used because of the ease with which application use may be
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nonitored. A vendor m ght even gain greater benefits from CBD s confi gured
to access the CBD file server through the internet. [0052] 5. Database
Applications [0053] Database applications may benefit fromuse of a CBD.
Address book 5 applications or nmap applications are exanpl es of

applications that utilize collections of records organized into databases.
These afpttosed.ond Vonden might g¥en raawd aaeaten denetiseirem) 6B opnEguredctoput

TRY ¥ OobleP) CaRL NS Troldi M nfandti 1 ze @ OB in conjunction with

dat abase appl 1 cation taini a | ookup table may be provided to
t he CBD[0@#92]h &acBadahiase Applidationsbl e representl ng 10 a record in the

from ¢ nioesdl ' PRletse. AaRBons Tk harert drart Hsecahr CED.s dhddiass book ©
“eceﬁsa%\bghc%%%s dr%@b%pfph@éﬂdﬁéearh%ﬂaléé@ﬁ‘%g{)!l nghQ rfx]t' @IQE%&IS @% the

user e retrieved fromthe ['e serv
access @fxremdamammd #noalaiehases. ofhesseapplicationsoftenindlude vecerda that the

need to2he st eaatb Rt HEY eobire BRiodle iYL a el oter commnd,

t her eby [oE84]t | Mo iz GATBBIIN EeGjAhESorf WRMA ditabasdSpplitado B fife dhtaiRInger
may al so up ate the entire | ookup table file by issuing an appropriate

"del et e loeigimiatde mavtke peovidasbiodhe CBRewith era enbmuretha tableneapresenting
del d
ngc@tsgarl'}egshd;\%fhteo re ??ee\lfz'ﬁ ?@C %%E é]aé J@BC{@(BEQQ@ aig tngh@@%rae glre file
fromt h&o@Bﬂhd CBD, ghe Vit be[n@%ﬁheéfbdfrmﬁlﬂh‘@ﬁ:m flliaaiérbeﬁﬁ neeeesEryelaoay be

advant ageou ment e th wirel ess devi ces such as cellul ar phones.
Cel | ul a e%érﬁé’é“ *?r‘r?pb?béﬁtt? egﬂ%ﬂ@téﬁ gegired bysthegsset srvke retHevsddoMWe but
many of det?flfe”&t.ér\l@rSaﬁ@Xanﬂ‘féd f&h Wf&l%@egig'?qﬁ@\ﬁgér cfQﬁ En&ﬁ o@hget he
entries, synchronizing t at abase th a mast er aba € on a conpany

server ltim/cbehe e contmnum!lrtge récorls| aquessed bygthiepysss. Wi aimy 20fGBB, recbedsCBD
havmgafla time needed to majntain

h
na, Batndd By TFanises Tard fou58 dhtasthuint CHB m epver Rey draits 4 oI Cer |
phone WHH%MH@% td@eﬁ%ﬂéﬂmh%‘?‘?é@orﬁ@tﬂcﬁnfmé Rache. tffh% GBﬁﬂI%eie%érS a

particul ar entry in the [ookup table for access, the CBD nay initiate a
wi r el essna0 alssnwpdateothe entine @B taklesieviy issuing ey mvmptrlaée edelejeto its

cache, BTSN DY RAeDS 505 47 i ikl AR5 b el UL Bl B 55,
user W yBethctdeBaRE dtalbbasd, ks GBI &ER neBessdrRPhilé o s&tfiees thé\dghhicenal |y,
the CBD file server may initiate a wireless connection
version of the record or file from the CBD file server.
[0055] This method of database management may be advantageously
implemented with wireless devices such as cellular phones. Cellular phones
frequently store a full list of contact information, but many of the entries may not be
used at all. However, because of all the entries, synchronizing the database with a
25 master database on a company server may be time consuming. A cell phone
equipped with a CBD, the CBD having a flash memory as its cache, may reduce the
time needed to maintain an up-to-date database in the cell phone. Initially, the CBD
in the cell phone would download the record lookup table file. As the user selects a
particular entry in the lookup table for access, the CBD may initiate a wireless
30  connection to the CBD file server and retrieve the entry to its cache, thus providing
the user with the desired information. All entries retrieved in this manner are cached
within the CBD for later access by the user without the need to further access the
CBD file server. Additionally, the CBD file server may initiate a wireless connection
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15 with the CBD and send "del ete" comends to delete the | ookup table file
or particular record. A cell phone would therefore only have in its CBD
those records that the user regularly needs and updates may be perforned
Wi t hout great inconvenience to the user. 5 [0056] 6) CBD s for Internet

Service Providers or Application Service Providers 0057] Internet Service
Pr ovi dewtrbtth%lﬁpcaf‘fjogﬁ@g%?@@ PFRV! f&ﬁ%@t@vtfﬁe%@%@? oﬁe or
subscri her j d ' ( | QUi

orovi der eEs BB B S G e e e
cust onertlat aher usdre réguiarlyneteeds0 and0hiptatesr mayarhd @erforsedy mitBopt areder

m ght provide a cu t&mer a personal conputer equipped with a CBD. The CBID
woul d bé”"fﬂr@f-e&?ﬁ‘lc?éﬁ RRIUPY-use the service provider's CBD file server over

the 4 n;gbggél- Blje Gemsifseintsmet 8ervidd BRividdre or @‘B‘Ii@éﬂon@eﬂﬁﬂ%vl@@ﬁ? em
and so asi c applications in the cache of a to _shorteh the initial
downl 0ad005T dntateti HemiasePrevddeisce Awplicationobesricanicavidesnatay REPMIGan LAN

connect i re .00 . t e i ﬁ&t ’elﬂs : t he CBD
woul d op te %@%@%%ﬁ@ﬁf“%%‘géﬁ ?\eg%tﬁ; I'ts C%@%@@ﬁé QEr) gefccg:é\&/zls HE]&

" del et e'previdePO CBB fikeedadr toPrbvide aofthare rEndr otber sefviddsetouther cusdgueres a
different application or operating system a request could be nade to the
servi ce Q¥ebBEE®RBY t he new application or operating 20 system coul d be
accesse h S LAt r i HE. | i on

ai ol D8t FohSElarhiicl oF SSRIRE rOGAEt B pREAL 2 Sektornlr o PEIIRL
because doneputeerqugpedewnithonl GBBccdhe €BD: moultBbe misueonfichised de visse the

provi der_ na manage pdate a user's .syste it ho LEfl,culty and
may cr easteév'xﬁcﬁ’tﬁ‘?‘f‘g%rﬁaﬁ%hﬁ@nﬁv%@o‘ﬁr3@%ifétﬁfneéf %%%?W#éeoﬁﬁpgpbﬁ&tﬂ &user' s
conput erinstdh AN¥Eéatipg SBlem HHd Sdrhie ReRehppliddieny e thdtathd Wi\ CBHes cost
of computer ownership. '[0060] Thus, a read-only storage device having a
net wor k sherient thedpitia) downtoad Wopwrines) intewel spnaectionsRreeeftRiumush slower
distribytinghiiles oyer_ a network are disclosed. Wile enbodinents of this
inyﬁ-:%tig_ha g@é\‘ﬁ% Cg'ﬁ%m and described, it would be 30 apparent to those
ski | | ed foo59]e hen tthatcomiuteN®y €oriitdd eatheoiteriet, PeSSBD @ould bpetate
departing fromthe inventive concepts herein. The invention, therefore, is
not to bwrmedy: dowrleadimadies to ks cAehe pnd ireceiying ndelel’|commgnd jagi naeded,

all via the internet. If the user requires a different application or operating system, a

request could be made to the service provider and the new application or operating
20  system could be accessed by the user in the manner described herein. Such an
application gives the service provider complete control over the content of the CBD
‘because the user has read-only access to the CBD. Thus, the service provider may
manage and update a user's system without much difficulty and may create
additional revenue by placement of advertisements on the users computer.
25  Advertisements may also benefit the user by reducing the cost of computer
ownership.
[0060] Thus, a read-only storage device having a network interface, systems
including the device, and methods of distributing files over a network are disclosed. -
While embodiments of this invention have been shown and described, it would be
30  apparent to those skilled in the art that many more modifications are possible without
departing from the inventive concepts herein. The invention, therefore, is not to be

restricted except in the spirit of the following claims.
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16 CLAIMS What is clained is: 1. A storage device conprising: a processor
| ocalized to a conputer; 5 a conputer interface comuni cably connected to
t he processor, wherein the conputer interface is adapted to enable
comuni cati ons exclusively between the conputer and the processor; a
network interface conmmuni cably connected to the processor to enable the
processor to communicate with a renote file server, wherein the processor

is 10 adapted to enploy the netV\ordeA@l)lgrface for communi cati ons
exclusively with the renote file = and a storage nmeans comruni cably

connect¥dettis claimegriscessor, the processor having read and wite access to

t he storage,neans, wherein _g%)on receipt of a file request fromthe
comput er, tRe prb-USLAge devichsompasiNg: sequential Iy (1) determine 15 whet her

the file iSa%@@@é&dr%ﬁbédQ@a_t&b‘?n@tgg-age means and provide the file to the
e

conputer on a read-only basis if t ile is cached locally, (2) request
the file frarAonheuter terfaced comnsenivablyidonhbeteli foetheSpraebsstC WP rdiAGAL! V.

and if 1] bt ai ned fromt renote file server, locally cache the
obt ai n(e:(%faﬁ queler @tnérfar? Lst 8&%%§dnté’aﬂ§a RLPPEYNiations exghisinale between tthe t he

conput esmpater angiaflePrb¥ediyi S, and (3) return a file 20 unavailable notice
to the conputer if the file is not cached locally and not obtainable from

the renote fiNedwads inderface camenunicaklyeodeected tof thel probedsorbesreitle the

conmput ' 0 ' connected t _network server through the network

i nt erflg'ré)g@%& Wé‘ﬁ @5@@@%&' & 6?"19?%%”? 15er¥Rkr Wharaimethet praagssatdss

copr | aduptedor amghuy Gwe AesueRTinferfabe rCOTRHLAcAMBRULI SO \Bithe @ fi1 ©
e

server; a network server; a conputer comruni cably connected t wor k
ser ver@MHe fiQBPYEErand0 being remotel y di sposed fromthe file server and

e el yo! Yo SREUEE mEAng BhBARaBRY b6 S BHYD 8 Bro St e Drocesthr
having read and write access to the storage means wherein upon receipt of a file
request from the computer, the processor is adapted to sequentially (1) determine

15 whether the file is cached locally on the storage means and provide the file to the
computer on a read-only basis if the file is cached locally, (2) request the file from the
remote file server if the file is not cached locally, and if the file is obtained from the
remote file server, locally cache the obtained file on the storage means and provide
the obtained file to the computer on a read-only basis, and (3) return a file

20 unavailable notice to the computer if the file is not cached locally and not obtainabie
from the remote file server.

2. The storage device of claim 1, wherein the computer is communicably
connected to a network server through the network interface.
3. The storage device of claim 1, wherein the storage means comprises

25 random access media.

4. A computer network comprising

a file server;

a network server;

a computer communicably connected to the network server, the computer

30  being remotely disposed from the file server and the network server:
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server, the storage device being |localized to the conputer and conprising a
processor, a conputer interface, a network interface, and a storage neans,
wherein the conputer interface is adapted to enabl e conmunications
exclusively 5 between the conputer and the storage device; the processor

dapt ed rface for ni cati ons exclusively
W th the remor o prad&F AeinhicB L CoRRoled idhe ceomauinivand che i

t 0 r equest
wite &ebeds the Sﬂ@ea@ ateMipe rowing ; Io@élgeb té'pcﬂ@ E:@t‘hg)l'ljfé%{t ?QF cénﬂf SiNG: &r i ne

f t t rocessor i s adapted
V\Alilg{n heE??%%gBr agéc?rgpe%ép HigTeee 2 F‘?“’Eﬁfkt"hf@rfgt:@r anarstanage raeanfnovérdm t he

f le to th 1 dic0 | e file is cached | ocally,
2) request the T act e ARE IS BHRRET G AR eq RIS DS FXciuB¥lyached

I oéal | Yetvgan the camputer Iaed|tbesh1ragedévfceom the renote fil g seLver b I ocaljl y
cache the ofjta 0 15 s orage neans and provi de the obtaine
file tot heﬁteoh%ﬁgggor i %d]qpi%(gt%ﬁmp Batiesnetwarly H(tsvfa@@fmrmommﬁ;l |nica|t||ons .
unavai exdilisivelptiittetheOorehitite GRITBANEF, 1 the file is not cached locally and
not obt ai ned ?romthe renote fil ererver 5. The conputer network of claim

4, wherei n H1gPre6RBIANS adeptashiorhaviecraialyarzbwrigcacsbsk Ao tHE sREANE FiostaY Ver
througgn& he storage device. 20 6. The conmputer network of clalfm4, wherein
the storage neans conprises random access nedia. 7. A method of providing

alfile Lo aupammssent RAPS Riduast ROR e BomBuibrShl ARRLEY S Al eftes!

fromthe conpiit er for the file, where tora ?zed to
the coHiest Eshémi%ﬂelmw whethar:he fitedscaahed docaly srommistiragsteesmace, the

b i cations exclusively
bet necn RS 82BN He HOANAE: b8 2R S BASIec! fihiRgs wRebegioaaty, 11 1 ¢
s _cad@kdequedtiae sie froge e rmotedfie Wl Mthe fie iorlddeReb Sollly, SAGNFT O

ether the file is avail roma reno

22$V2$tﬁe3€§ 5 $ipied 1w the mRate i éeme@rﬂpcaliy caq:hﬁ thef obt_améit{)fllealirvﬂfe
L1 StoRel Nkt dnd e o BBl el B Ay AR e oh bon

file on the storage neans; provi
r ead- @ndy(pasiusn iaffile eabailablé siotiee e thedBomplRer st eFHE i BRSNS chbd locally

and not obtained from the remote file server.
5. The computer network of claim 4, wherein the computer is
communicably connected to the network server through the storage device,
20 6. The computer network of claim 4, wherein the storage means
comprises random access media.
7. A method of providing a file to a computer comprising
receiving in a storage device a request from the computer for the file, wherein
the storage device is localized to the computer and includes a storage means and a
25 computer interface, the computer interface being adapted to enable communications
exclusively between the computer and the storage device;
determining whether the file is cached on the storage means:
determining, if the file is not cached on the storage means, whether the file is
available from a remote file server, and if the file is available from the remote file
30 server, retrieving the file from the remote file server and caching the retrieved file on
the storage means; and
providing to the computer the file on a read-only basis if the file is cached on

the storage means.
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8. The method of claim7 further conprising providing to the conputer a
response indicating that the file is not available if the file is not
cached on the storage neans. 9. The nmethod of claim 7 further conprising
deleting the cached file from 5 the storage neans upon receiving a command

fromthe fiBe selhermem : ached file. 10. A nethod for providing
updat e,%sh'bhgé.tdo a. corrpl?tagdr)ie‘g%#p:}ie@ﬂ%&f CORtHNIrg) POviding @@tﬁ@@ﬁ%ré froma
st or age devi cd 'l Ngsthat tenfilefiy noBavaiRibi gl d ¥,.0f - files waic Le's? or age
devi cemmagsretrieve froma file server; 1@ reﬁl?i'éﬁpheaifhﬁtdmmlﬁeeéﬂdr@géer ver,
with the storageﬁgvice, a first file of the plurality of files when the
conmput er céhmuni arethed device a request for the first file;
caghi pge Wit hin the st oragghgg\%?eﬂ%ﬁk%wn?ﬁ”sﬂﬂgadefeﬁeg the leachddtiid g
conputer na 9e0c8ss e recedngnd \eolBRRhSe flam ECeL Vi ng at the storg‘ge

devi ceaoio¢d file fromthe file server that an up aﬁ@d ile\gqryento alelathethi r st
file exists on the file server, whereupon the cached copy of the first

file is dell8tedA m8thod for providing updated files to a com
providing to the computer, from a stora
files which the storage device may refrieve fro

puter comprising:
ge device, a ljst identifying a plurality of

10
» retrieving from the file server, with the storage device, a first file of the plurality
Of files when the computer communic
ates t
o o the storage device 3 request for the first
caching within the storage device a copy of the first file that the computer may
access on a read-only basis;
15

receiving at the storage device notice from the file server that an updated

version of the first file exists on the file server, whereupon the cached copy of the
first file is deleted.
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