SYSTEM TO PREVENT A SCRAMBLER FROM GENERATI NG 'UNDESI RED SYMBOLS The preésent

i nvention

relates to a conmuni cations system and in particular, though not

exclusively, to a communication system i ncorporating a satell;%FE éﬁ&
communi cati ons systens sucli as those having a sat®ellite |ink taIs

in a synchronous bl ock node to keep down the overhead of control gan ,
signaliing information. Such a synchrondus tink is maintained in the

absence of user data by transmtting a null character e.g. ASCII| val ue 00H.

A probl em ari ses because the user data may contain the null character,
unl ess action is taken the receiving part of the synchronous. link wll
di scard a re¥STEMNTG IPREVENET AJSCRAMBEER fFROM GENERATING UNDESIREDOSYMBOLSat e such

characters to the receiving part of the link it

and

I's- known to send "Escape”

control sedUences or cnaracters.bul these 1 ncrease the control overhead of

a link sharply and are liable to cause significant errors if one of the

characters of a sequence is lost in transmssion. This is a particular
exanpl e of the nore general problemof transmtting data, over: mhatever

rodi um_uhen gl d3AJAI Ut 58 £8h! edel £38EVedochar AUkaR Mol AC! o1

nces tHhe recerving no recogntse as
proper datsyshewer iRg tid t hartieuieiton th@ﬂth sncm oePtGé@FSé-V@immnROata ons

system f orcéaﬂéhheqaoﬁ rsf‘;ﬁﬂélﬁ PRéG-phaate

ng: neans for encodi nhg an i ncom ng gata character into an encoded

which in the circu

part havi
character,

pr edet er mig@ee5EL tef 18K, a @5 i STEHEst mrssmanrenohs bRk GRje r’wl ng

means,
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i ncom ng

'8 SRFRAISI Fnkr ansmi tting

nmeah® f GPTIMTEGH T ORP V\/rFeY%E‘Pm%m BHEBdeBE chiPRBEer BaVigiE & a

flger conté ol li ng,td t he gngoding means t RS ted enggdgfgirl?n
datfoxhationer wshidi anspnchueuoubaﬂaaﬂensxmmintained in the
absence of user data by transmitting a null character e.qg.
ASCII value OOH. A problem arises because the user data may
contain the null cha*acter, and unless action is taken the
'receiv;ng part of the synchronous. link will discard a null

| in the user data as if it were not data. To indicate such

charactexrs to the receiving part of the link it is known to
send "Escape" contrcl sequences of characters but these

increase the control overhead of a link sharply and are

liable to cause significant errors if one of the characters
of a sequence is lost inltransmission. This is a particular
example of the more general problem of transmitting data,
over whatever medium, when that data includes so called
reserved characters or characters which in the circumstances
the receiving part a link will not recognise as proper data.

| According to the invention <there 4is ©provided a

communications system for handling a stream of data

characters comprising: _
a transmitting part having:

means for encoding an incoming data character into an
enceoded character,

means for determining whether an encoded character is
one of a predetermined set of characters,

means, responsive to the determining means, for
controlling the encoding means to repeatedly encode an

@



which is n N f the predeterm ned set of characters, and nmeans for
transm’ttir.ﬂ‘@.gﬂ lﬂ278 each encoded character, or when an encoded ROEGB91£0057%
one of the predeterm ned set, a character_fyomthe predeterm ned set; and a
recei Ving part having: means for receiving transmtted character, neans
for determ ning whether or not a received character is one of the

predet er m ned; f t S 44y F od] r ] char er
so that a de%%&tgga(ﬁ?;%: er8%§r%?§€?dg§{§rlo?n§§hg&_xreggglaver %%%ﬂeggcﬁ%
cor r espondi ngwhachi ¥6dnekapaet 8f the RY{FTAEALIABE $8t pef opasrctREsseandf
Chgr ?Ct ers. Accor diegist 202 ﬁ@&agﬁiﬁwagt eeﬁnbaeeaﬁne@ﬁat:eaeahensrg@ta&?\ébged
a data transm ssion systemin ich one or nore characters..are reserved for
system use coWpPPsiafy e&’ﬁ@rﬁ%o‘g}?rﬂ’??%n‘%ﬁi PREr ,°%a the: ARRACtRTPLDRR CBBES :
a data streanaephakaegethd rows tvhd ipredetaskiinédesenicoder a character at a
time and a test for .the reserved character is perforned on each encoded

character, if thi gndy positive the character is encoded again, ‘all encoded
characters are reepiningepaly hlasgigansmitter. After the transmtted

characters have bﬁgg egg&vg@cggv&tﬁ% %e%aﬁmﬁ{%&'?é{a%é’étéﬁe reserved

character is perforned on each recerved character, if this I's negative the
recei ved char act emep8sde&OdFed G9F R HADdFheRRRLPasIBd HFE of2 t EeegkYed -

as data. Accogghblcteraikhbhd 8gPedle Srddiddrmitid et NOf echaraeedided a
conmuni cati on systemin ich data characters are each repeatedly encoded
in ansencoder untPP2ER RHIAPTIREEL & SECHHY igﬁairgc 8T ofig ofhat a
predet er m nediseedded charmeiters;isaplrosidededtrdmr sheerreadictrder whenOthe
t hat encoded kS0 e | he ' r 11t a -
transm trer toonreapShasRochEeal vbdCoREEHELEEN Do itnl A TABECLA LFS clle
decoder when efietbersetpofidchgrretsersed character is determined not to be

the one of the sejcpbr8PAGaebehSsecond aspect of the invention there is
provided a data transmission system in which one or more
characters are reserved for system use comprising an
encoder, a transmitter, a receiver and a decoder; a data
stream entering the system is coded by the encoder a
character at a time and a test for the reserved character is "'
performed on each encoded character, if this is positive the
character is encoded again, all encoded characters are
transmitted by the transmitter. After the transmitted
(% characters have been received in the receiver the test for
‘the reserved  character is performed on each received
charactexr, if this is negativé the received character is
decoded by the decoder and passed out of the system as data.
According to a th:'_.td aspect of the invention there is
provided a communication system in which data characters are
each repeatedly encoded in an encoder until an encoded
. character occurs which is not one of a predetermined set of
characters; each encoded character, whether or not that
encoded character is one of the predetermined set is
. transmitted by a transmitter to a receiver and a decoded
output character provided <from a decoder when <the
. corresponding received character is determined not to be the
. one of the set of characters.
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AccowstﬂGW&a fourth aspect of the invention there is prB(ZI‘ltéBBHﬂﬂsw
conmmuni cation systemfor transmtting data froma di sconti nuous stream of
data over a data link requiring a con8i muous stream of data conpri si ngd &
transmtting part having: neans for encoding data in an incom ng dat
stream-on a character: by character basis, which encoding varies betvveen

successi ve demarding v &héousHt rﬂﬁﬁ%‘%t?%aﬁ?%ﬁé&ﬂ? PHHSRRETR g~
whet her anSaceled soanast eationoaysifem medetammed:.agt it heraat ers,
control “neans, responsive to the_ dg fg.rm ni ? m§$ %Ik o%ldgé%gathe
encodi n§ RAESSTLE %t%‘ﬂf?ﬁ%n‘ﬁgd AFRc8Herg 2d B

charact ebne&aws/\/rymm obdtdatae cbmphrespm_t:leterm ned set of characters,
det ection rrean ﬁr det ec}i n‘ga{,fg absence of data i-n the incomng dat a

st ream 2afd 19 n%a means, responsive to the detection means, for
transmtti ngzelamst HomEwading dataningatat acondngf daa yﬁrtétﬁ-ﬁner% red set

of Chara ters JEO88 NS das a wme&eaﬁebusaha%e;d%ﬁtw@cter

;
unl ess 5 é:ﬁc?t(fedbharac er 1.5 one of . the predeterm ned set when one of the
pr edet esmiceessdote cthasagtereraf| the SREFANOYS $558&ARvi ng part havi-ng:

means for rgeelngd nﬂoéraeserh&mn@hwwnés an rEictded tharseteirviixg part
in synchronismwth the tran én { ﬁ Fx mRans for determning whet her
& ofE SPaTRS

or not ong Ofc i RRRAIRIHR ﬁFédet erm ned set of
characters; mj Q{eaiﬁ:,ochm@nsmel tedthbadetemmnmm,a MOdedv

character I’QVI d%ﬂ_‘ tc?.‘h% (‘eﬁ]eertovaé %t%_%‘ﬁ 5 M IR G ved

char act gpn]tg' one. 0 "characters,” and t he
decodi ngaltaamrd:dl raglkequ:oae@ gharagtes agaurs t‘l’iélc’énéﬁdpﬁé'r apearRE of

the t1aBRll il difined HOUOSE HEraboeskpt Of successive transmitted |

char act er’s
detectlcn means for detectzna the absence of data in the

lncomlng data stream,
ann transmlttzng means,: respons;ve to the: detectron
' means, for transmltt ng in the ansence of incoming data one
of the preaeterminec set of characters, cr when incoming
data is present, ach encoded character, uhleSs an encoded
character is one oF the nredeterminec ‘set when one -of the.
credetermlnec set or characters'*s transmltted |
a rece;vmng part hav;ng S S L o e
means for recezv;ng transmltted characters to maintain "_&J
the rece;vzng nar‘ in synchrcnlsm with the transmitting '
nart, ' S
| _ means 'for determznlng ‘whétheér or mnot a - received
character is one of the predetermlned set of characters,
means for deccdrng a. ‘received character, whereby a
decodec character ls provzded frcm ‘the receiver when the_
_correspondlng recezved character ls determlned nct to be the
one of the set of characters, anc the decoding means. belng
kept co- ordxnatec with the encoding means of the
transmlttlng part 'through the receipt of successive
transmitted characters ' _ ' N _
Advantages of this invention'“are"lcw"cverhead',in
additional information, resulting in a high data throughput,



Advant agewQ 9f/16178i S invention are |low overhead in additi
I nformatian, :resulting in a high data-throughput, WO 91/ 16 %@9&39”"0579--

PCT/ GB91/H0579 -4- and a very snmall del ay L ansl ating the characters
into and;gut of the synchronous data stream Were the transm ssions are -
synchronous the invention takes advantage of the fact that a frane

structure exisigaip g SHACDT 80PHY 1 n0drhnsid @l £ndSchb2actldUliif)
for synchronisation urgoses__; I.n the absence of an additiona cFock si gnal, -
e.g. nost radidp@reuEweIinthe E¥RFAIPPPHE Kakes StE®8Mat t he decoder can be

synchroni sed to t hghepeodde Ustdmshits{sAdeagbr WSintronbifs | ENENLnYRKtS on
primarily concerned v&th t he rregh%gelsﬁ%\for translj‘%tlon %f t he i nformtian
into the syncHrfRRI2LY?RERFe LR ¢ Gk FRET 17 SFGHSUF SRR CHYR SRS Say 1 ¢
I S necessary tghepersatrclnodmowor maaftadat atkreaw, conas ol et wammdikednc dder
and the source of he data. t hod, of hej vl hiig that _i.s.slnml
and effective ﬁ%mf%r%%ggg‘}?&/a%%qr%ﬁgcoh ro %Aé%ér%?%érgg enbo F%%ﬁ%ﬁ
the invention alid¢k newgnaldeser ghednds/t wpddio eradpl o  ariden thrresgrinde
to the accompandjpg digh Rgse WoRE CldbcoddfUbenl hs ByuliafEld fodll A amnef

a conmuni cations system accor di ng to the preferred enbodi ment of t
i nvention; Fi gpeocderusingckbaaframe $ERBEFBR& di agram of an encoder

formng part of thehé oiRWEhEDbh0ls Syl ROl y Rb@HE6rded RrithetBei fiedhanism
schematic, fungctional diagram ofo_fLa 1ﬂﬂecoder form,

comwi cat i onE ¥y sFERSE AR e eguf‘ﬁfﬁrfngtéggl cp?(%%‘? S%G?YFEQFPEPP%

t he operati on sfrdawe, ebhuvder ofaifftpuime hreughguguat hindmanf |ded «r abt abs

_i Ilustrating %ece%oseéﬁigg &Be_rate some form of data flow control between

| the encoder and the source of the data. One method of
acheiving this that is simple and effective is to use
software flow contxrol.

A preferred embodiment of the invention will now}: be
described by way of example, and with reference to the
accompanying drawings, wherein : -

Figure 1 is a schematic diagram of a communications
system according to the preferred embodi_ment of the
invention;

'Figure 2 is a schematic, functional diagram of an

N encoder - forming part of the communication system oI
Figure 1; _

Figure 3 is a schematic, functional diagram of a decoder
forming part of the communications_system of Figure 1;

. Figure 4 is a flow diagram illustrating the operation of
the encoder of Figure 2; and ' -

Figure 5 is a flow diagram illustrating the operation of
the decoder of Figure 4. |

Referring first to Figure 1, a communication system of

. the preferred embodiment comprises in one part a source data
. terminal equipment (DTE)} 1, at a user A, connected via an
asynchronous serial, terrestrial data link 2, e.g. V24, to
an encoder 3 which is in turn connected via a synchronous
.data 1link to transmitting data communications eguipment



t he decoder. of Figure 4. Referring first to Figure 1, a comuni cati on,
syst&fﬁelllﬁﬁ@ preferred enbodi nent conprises in one part PCEACBI12005T92
term nal equipnment (DTE) 1, at a user A, connected via an asynchronous
serial, terrestrial data link 2, e.q. %24, to an encoder 3 which is i:n;turn
connected via a synchr onous data link to transmtti ng data conmuni cai‘?’ons
equi pnent WO 91/ 16778 _
PCT/ GRO1VRREY9 4.DCE3nd 4, th%noslf"n‘éemsy%?’éﬂf‘%‘c’)ﬁpr’r’%esa“?’ﬁheﬁnoPﬁEF prt . a
recei vi g d&Erbng COOBES] cdorinecaedly wdlar mmM@dusﬂdatn alilekotlerab,

which is in.turn_connected, V|a ag S al nk 7 to
a desti r‘?eﬁ‘i‘b‘h Bre s é’t" zf u'ser B uﬂ@é}%ﬁ@g{@?l Iséét raé{ %ﬁ%&%ﬁﬁpf,hé

link betewicsl ttansestring DBk Tarkep recéestngaecensbﬂ'§ B &t Ze8eFi te :

i nk (ncliI shomg#owr&tg I S4 syngh;_.gggug | e PRR5 2d [ oeheThgu&ncqg@gwegnof

Fi gure wnm T i schemati ¢ unctional” terns in_Figure 2.
encoder &am@d@nﬂepcﬁ destd bEBCBEVSRT REE bt $SpFéfe® eﬁf‘?#%’ﬂ?cat ed

har dvar §,; 8 Gnot SPREiA) Cwndbal k8l syﬁfd!fﬁﬁﬁdm ueqwmman as @
control I'ed conput at1 onal . devi c 800? m cr rocessar . ct i onal
| Ue§

e
repr esent at iBhe of SRERRPE 23| s°€ho§’e?1uf e 4t rfc‘f ?%3 of the
preferr %mgﬁ%eMSChnaFEgﬁﬂb 2opl a'mamteatcc@e:s@ecm‘nd: aem:entoder

has three nai n onal : bl o Vi ng IaQ ecei ves
asynchr &ﬁi&’-’{ﬁ?‘g gﬁéf’ YialRY] S%k ' r%r‘#igg%?cséﬂD‘FEa%rc gspr oV séflow
cont rol et.cgthespecd.fecDTlﬁxlgm&ﬂr t RHPCESEA NI nl@ﬂ'@rﬂfﬂmchoﬁr oWs&des®an \/
out put 1Bl 8 | p@%%fca%%n\aﬁ' GeidLd Uénapr@ubdésmi@sdwdaaswrdata

encodi ng and" rng section 33 | so receives a transmt (T
clock Shgalfunctdmnal arspresenratdG? 2Lkt IpFeyidieds aCRPALAr ohBuUs data

out put HQﬂzgifhteThﬁeoﬁfiﬁE*QMlethQhénﬁﬁéebr&d&|,r»n,1uazn|wnibhn nor e

detail bel Th de fanct bl Fi
3 nd S BURERARARIG-OR FOREDR hy SN U nae, VR e 0

receivi 'ﬂlr%@symhbonﬁuscdaaarecdzva.ng section 31 which receives.
' _asynchronous data over data l:.nk 2 from source D'.T.‘E 1, and
provides flow contro.L to the source DTE 1 over ‘that - data

link, and wh:.ch prov:.des an output to czrcular buffer . 32,
whi_ch in turn _p_r,ov*.ces ‘an output to data encoding and
transmitting sec'ti-on.'33' which also receives: ‘a transmit. (TX)
clock s;gnal from <ransmitting DCE 4 a_nd-'--prov;i;de's a
ynchronous daca outout to DCE 4. The operation' of the -

encoder 3 w:.ll be aescr:.bed in more detail ‘below. - . AW

The decoder 6 is shown, in functlonal ‘bloek terms, in.
.Flcure 3, and has a data rece;v;ng and decodznq section 61
which recezves ‘rom:rece1v1ng DCE 5 synchronous data ‘and
received (RX) clock and provides data to circular buffer 62
which is connected o data transmlt section 63 which also
has a flow control rnnut from destination DTE 8 and prov1des

- an asynchronous data output to the ‘destination’ DTE 8. _

The onerat-on of the system of the nreferred embodiment
will now be descrzbec Data is transmltted in the form of
an asynchronous serﬂa1 stream from DTE 1 of the user A, over
the_data link 2. The data is recelved by the encoder 3.
The synchronous stream that is output from the encoder 3 is



recei ved .(RX)* cl ock, .and provides data to ci rcular buffer 62 which is

connect ed, %gp,t,aﬁsr ansmt section 63 which also has a flow c%{/aqﬂmgtw

from destination DIE 8 and provides an asynchronous data autput

desti‘nalion DTE 8. The operation of the systemof the preferred enbodi nent
will no e described. Data’is transmtted in the~form of an asynchronous
serial streamfromDTE 1 of the user A over the data link 2. The data is
recei ved by thedeﬁsmansmlibermm@m stomeamishahei $ntergfacef tonthhe

encoder 3 1 ans 1 um. { tellite link).
PCT/ GB91/ 00578285 mf'§5 98 E"Fgﬁs ?e? D&E 3 V\,ﬁ ch™controls the interface to
the transni ssi on Wbei datéeis. rmléfed thram e traasgassics medénvelYf Ehm

the transm ssjgneGdhymity (Be G306k A Erhe WG 180dmd Neotal 34 Nat he

formof a synchronous-serial Streamto decoder 6. The decoder then sends
the user datasynchreneysi sesaeloftFeam F9 AeFedtdr i of H8FRIFONBRED

serial streaneddg eaer%bendaltaortbt tieOfegui®mIROdE ubes |B DwWthe form
described in nore detail refere {c_ #o Figures 2 and 4. An

i npl ement at i oRf o Bt ﬁ%YﬁﬁEGBPHBSa?ﬁﬁ?'? httSA™be considered in two parts,
the interface to fhe Wm;B"ﬁE dl gomi e afy tbler Grmesidr nk Q:.é.ﬂtd ndwe be

interface to he tr n}.tgt1Il Dg?treal Ii;g%sizgg%%gﬂggstgl% jnes.

The encodi ng @Sﬁ' e encodi ng” an transmttl ng
section 33 asAshomnﬂ-nmEmgarteon Pfe dRdi #BcediRgonadgospEhst eah be

synilyr oni sm V‘ééﬂsi&@réﬁaﬂﬁmt’ém gakes, Sthedinterfiben todde ddurde T ed

by the transmtting section 33, the_character buffer 32 is _checked to see
if data is presentthe gsypchsopeus | Lipkere 8R% o Y08 of BEBFSACST e58nt ™R Rien
the pointer teraggditBingnptEos fsDnytdenchronbas tlbélkrand aataupniaeed and

o T e e Theai A AR, B! 6° AR el TR <
into a tenporemgodibngt and awmednspittbhgdsegtion 33 as shown in Figure 4.
' The encoding section 33 operates in synchronism with the
:transmit data stream. When data is required by the
1transmitting section 33, the character buffer 32 is checked
to see if data is present (Fig. 4 (s1)). If there is no
information present then the pointer to read information
from the circular buffer is not updated and a null character
is sent to the transmit routines (S2). If information is
present in the buffer then the next character in the buffer
is read (S3) into a temporary location and scrambled by a
bit-wise exclusive-or prbcess.(s4). If the result of the
scrambling process is such that the scrambled character is
‘the same as the null character (85), then the pointer to
read information from the circular buffer is not updated,
and the null character is sent to the transmit routine. If
the result is a non-null character then the resulting
character is sent to the'transmit routine and the pointer to
read information from the circular buffer is_updated'(SS) to
point to the next character location in the buffer.

' The scrambling process can be achieved using a look-up
table which contains all scrambling templates requiréd for
transmission of the entire frame, and a pointer which is
incremented (S7) each time a character is transmitted over



“bit-w se excl usive-or process (S4). |If the result of the scranbli.ng

.proce B that the scranbl ed character is the same as the. null-
chara (%‘7 then the pointer to read |nformat|onfromf’ﬁ?@‘i’lf@ﬂ%ﬂ9
buf f er |s not updated, and the null character is sent to the transmts . -

routine. If the result is a non-null character then the resulting chahatter
Is sent to the transmt routine and the pointer to read information from .

the circul a&n&iﬁﬂn&&n%gawﬁw% tt@:i%O'WWY feaet Be %leg‘%?%gg‘t{( ¢ ggation

in the buffer he scra rocess can ach |eve _usin able
whi ch cont S¥nehrenisn Hibth ﬁéﬂﬁ%@é‘?ﬁiﬁtﬁ%"@d sfean es':sft@ﬁ’bﬁ

entire frafcdiithd QOtAtSErdlch The | féaLORNERs (£F) inPoRthnteis «‘emrtacter .
is transmtted over WD 91/ 16778
PCT/ GBO1/ 08579 mepns { kbak, EReoERRITHK  and, FRceLEs F;é%ﬁ N

operates | igyneHty ﬁu§namtbrbhﬁdingneabu ehatacted rioandhat keramban nghe

ooy ot PRt sEEeREa Mhet it So ERP KRR, oy’ I ALHRERSHY™
charact er ione lcharacrdt | pegriodl eves théfsynabropaus thakacter can only be

del ayed by one GIAANLY P HaCYEko! BEOEXICHES neYanbhdkes $0°s A2k Bebs

formed into bl transm.ssion 1 n_ste appar
from Fi gur $845%23 s avilldl be |apRazent fyem %WBﬁaﬂ inclusion of an

addi tional scrafihfhle angl comupdtideial £CasoEs Shal hordal ds8bher oft han -
output from_the -character, scrapbler. he ¢onvol tlon% enco 'S\J

only provi additional FEEARPLEE %%r"?ﬁg%yﬁ&ﬂpa 0§39 PR FEant
and the inereaze ithe OvRitwad fropi ridk | chafweest akd '___--amhlerThe The

char actor CRRRRA o ERESSRY 4" PR pRertseal i T

8o A7, SEEP
Thi s scranbver icherapachtonouenbbhk &5oskgneddcent, @nd r@@exn@deasahen
dat 3u|e?1cy ??ﬁﬂtovéfﬁﬁdthfe&ﬂff&onﬁ's hbBEptaBlel " Nopgascads 1 6881 O
- scrambler operates by :.nvers:.on of all the symbols of a
character dep_endent upon the ontput of anoth_er ps eudo-.random
' generator. This scr‘amhler .i_s' provided to enable ‘elock
recovery during periods when data is absent from the’
synchronous link, and in the case of a radio frequency link,
to avoid dramatic changes in the spectrum of the transmitted
signal when data is absent. The requirement -for this
feature is reduced by emnloyn.ng a null character cons:.st:.ng' W '
of a bit pattern that contains 0-s and 1’s '

Referr:.ng to F:.gures 3 and 5, an imple%entatlon ‘of the
decoding algor:.thm can also be cons:.dered in two parts the
:Lnterface to the rece:.ve DCE 5 us:.ng the synchronous clock
and data lines, and the :.nterface to the dest:.nat;on DTE 8
via the asynchronous link 7. ' '

The decod:.nc algor:.thm is in part realised in the
receiving and decoding section and is shown in F:Lgure 5. The
decod.tng algor:.thm also operates in synchron:.sm w:.th the
synchronous link data rate. When a character has been
received from the synchronous link (8101),§- :.f the character
is  the null character then this is discarded (S102),
otherwise the :Lnformat:.cn is descrambled (8103) and placed
in the circular buffer (S104) for transmission over the



D R -

to avoid g;oag?)]kﬁﬁ_hanges in the sp:e"ct'ru:r'n of: the transmtted signal when
data is absehr he requirement ‘for this feature is reducedPdVGBYR/gRLhO
a null character consisting of a bit patterp that contains 0's and 1's.
Referrimg to Figures 3 and 5, an inplenenfagibn of the decoding al gorithm

can al so be considered in two parts: the interface to the receive DCE 5

usi ng the synghr cl.ock and data.lines, ,and the interface to the )
desti nation D‘?EY%%\?’:%”E%%S a-ssfﬁ&#onghg‘kT i nk T?‘.e T%I%%ﬁﬁﬁ'&giﬁﬁgaliﬁr iS40 i &sin
part realisedcarriled raaveiuding andieseranpli sgctable arhiii ¢is sdothei SahbgHse
5. The decodi al | : &laS O at,es. 4 N sSyn Lamw th gk nchr gpous
| ink data ratgg? %ﬁghhgﬁgﬁgfaggg§éhégﬁﬁteﬁﬁgeggFeggéfr%%1thgggﬁzgﬁ?onggg
link (S101), PPipfex:idr &hedescranplen fiable e daarenentedt (§505) 5 and
di scarded (' SEHR) roUtheeV Hfaite tRHEOhEREI eRairs cResCradh hd %Wous
placed in the_ circular buffer (S104) for transm ssion over the
91/ 16778 PCT/ £88%f 00579 - 8- asynchronous serial 1ink. The descranbl i ng
at Srlrgls_ is caL Iri edfodlﬁnwsdmaana:hegmwbi_ bﬁlﬂltéblrﬁﬁxﬂnéi'_ha&ﬁ dehPai B fgnd e
scranbling table ysed.in encoder I ha t he. pointer to the |
doscranbl or ¢ SBFRURE PAIPCRERPCLPELIARS L8 ke eAdkady 4 der adfictnmar
character froWitagbiyndecodess landk. afdithionadt i deslcxatdliernnaltapssantd o
and convol uti zoder, h b ' udgd i he r t Lo
Phé uagﬁ n a%}idc’f& £d | Dnh oﬁgggqg on NG ives,

addi tional Viterbl decoder an I onal descranbl e ages dreinc
in ~'he decoteprragtergn@riqyerie ethenoresasivad cthateper §1pR-61080 (see
operation of Bigpssypl02-S108 (see Fig. 5). Further aspects of the preferred

[ | ementati on of _the,i nventi on wi | ow be reviewed. The effect of bit
ePPors on the inf%?ﬁgpﬁﬁnaﬁm%q§sb@4ufhe Prerferred implementation of the

invention will now be reviewed.

The effect of bit errors on the information while being
transferred over the synchronous link is very dependent'upon
the utilisation of the available capacity of the synchronous
link. When the__system is wutilised at close to full
capacity, that is heavily loaded, véry few null characters
are transmitted over the synchronous link, and the effect of
errors is simply to corrupt the user information as would be
the case if bit errors occured over the asynchronous link.
When the amount of information on the'synchronous link is
considerably below maximum capacity, there are a large
number of null characters present. If a null character is
corrupted then the corrupted character will be descrambled

- by the decoder and transmitted along the asynchronous link
to the destination DTE, USER B in Figure 1. The destination
DTE will therefore receivé additional characters of a random
‘nature if bit errors occur in the null character.

One way of minimising the effects of errors on the link
is to provide some form of data integrity checking before
the decoding is performed, and this could take the form of
block error checking such as single bit parity checking, or
by reservation of extra characters to be used as additional
null characters and sequencing the null characters for
validation. An attractive appréach 'is to introduce



transferred over the synchronous link is very dependent upon t he,

“utili sxmm_mmst he available capacity of the synchronous | ipge y&g%t he
- systemis utilised at <close to full capacity, that is heavﬁ aded,
very few null characters are transnitted%over the synchronous I|nk and: t he
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nul | char aengdgedid mmﬁmgimheanuf"ﬁléhaﬁséﬂ-mdf oFYFé?ieinUafqh@f’F the An .

attractiveg e?%@. n | BTEl Grid Nt beaYdetn d¥\@a9ﬂé«ﬁ7&§tf6§[/ G&%.Jcﬁ 0Qa Al -9-
convol uti ona nNco. | ng and Viterbi decodin c}gmvvn in i mpl enent ation

di agr ans FPEVAa%ed the Beq‘é*%?‘f‘%’élttﬁ"ﬁbG? H%gqus#%cpyeef the .
si gni fi canginchedHcuid Hihkge.bit error probabl i tity for synchronous links o/
whi ch are expe nC| ng evere error w t h 1SSl ag pr.o abl ] té deniﬁl
function. The _ Bf %Fﬁf‘%ctfr‘b’ﬁ“? %re %‘reéeuen tsﬁ%c yr?@nr % nk _
wil | depensyneh)tomais Upiork td Spe | prafeoredamhpltememmiowlyt pddoms e

ina well gﬁ %B?Hrsla%ib%rla ft aﬂ?sih”%?: 0%&%}%&'%@‘:@&%&@”

val i dati on vi.a e re ur.rement ormatt dn
over the because once synchron:.sat:.on to the frame structure has been

establ:.shed a scrambler can operate in synchrom.sm with the
_data bezng transmtted over the synchronous link. The'-
' scrambler operates ‘on a character by character basis and :Ln'
the preferred emhod:.ment adjacent _charaeters from the
_ scrambler are d:.f‘erent " The scrambl’i'ng characte_r ‘values
are generated usznc a pseudo random process " The elements
of the scrambler .Look-up "table could, for example, be
generated using maxlmal length feed back sh;ft registexrs as
is known in the ar" Preferably the length of the generator :
conta:.ns the same number of bits as each character, and this
is suffic:.ent to ensure that adjacent scrambling characters
cannot conta:.n the same value. The overhead of the system
is related to the urobab:.lity of a user's character - be:.ng
the same as the nul.. character after the scrambling process
This is directly related to the number of bits per character
_ over the asynchronous lz.nk. For characters containing eight
bits per symbol \.he add:.t:.onal overhead is 1/256 of the
asynchronous :.nformatzon ' rate ' Add:.tional overhead to
provide the frame structure is requ:.red but this Wlll
usually only cons.xst of a header J.n the form of a unigue
word requ:.r:.ng generally not more than 1% of the capacity.



synchronous ['i nk. Wen a frame structure [ present such as in the
synchr origus o g7 the Preferred .inplenentation it allows synchronisation
of the signals in the encoder and decoder, because once synciFoHGBHM957¢ o
the frdge structure has been established, goscranbl er can operate in
synchronismwith the data being transmtted over the synchronous

| ink. The scranbl er operates on a character by character basis and in the
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adj acent scr aatstxkchngondras atisks cﬁbnoexampﬂ-ar nhehaosaaeexaeuéencﬁﬂeom ldead

of the Syste%}%gxgiééfgnt fz.?xgew.@{: bsebtk%% etgeaeasr'séaggﬁrmsr Bﬁ'.s@.gtt he
nu al aC

sane as the er-a e scra process isis driectly
rel ated to trReimkbepfofaqrumulntedhphageenNdF® andk 8B9RcMFFSus VEER. aFor

characters C%ﬂi"é&ﬂo@hﬁhéfbthérﬁﬁl syibe! (wiaebaﬂdl&i@nakeegseelaeeé khe
1/ 256, of the asg chr onous formation rate. A)Vﬁrtro overhead to

provide the fS% tméltr%  eYOPFERT %utraflﬁf’s exgﬁﬁ,ence
consi st of adwsshs ithébmalornobéea effaueswoandr emayri hgebeder afhdingt

noire’ t han 1% jél%eenﬁ sulctt than%gi ?.ytje@éégc nce an non-l:.ne reffeFts

PCT/ GB91/ 005 Fafe - oStructure operation
descri bed enanf mhe smm:emantyostmerébémnchfmhhtbenfu; wbrse £hy a

System t 0 reGQ\uiai het ¢h AP SYNE héxﬁ’é‘t'x&‘@%f’%vﬂ@ﬁfoﬂ!é é*fi@:l‘{e:.ﬁfbfﬁ%ion

dependence upon the characteristics of the synchronous For exanpl e
t he noi se exp&d eﬁcé&"-’(ﬁ}é-rlteﬁt?&ﬁEﬁ?‘ssraorF‘PrWJc/ﬁtﬁr§89erséqr‘+% eVo¥igdges

wi Il consist ifRiIige & DELEidl| S LehPORELa EDOR CwEPd HO@hL ADhGC135WdN28 of
the system information in the frame. The synchronisation
word would be distributed throughout the frame to improve
acquisition performance and reduce the maximum throughput
delay.



smal | amount of thermal noise (w deband with respect to the signal:

bandwiWOH1/16¥78r eas a radio link will experience severe t/IFRITVGBIINWEIR
and may include fading, adjacent and co-channel |nterference

ef fects

and non- |

inear effects, and the synchr oh} zati on performance wll be far

worsﬁ“lm m Em th the same amount of . synchroni sation information™
‘a sa suitable frame structure would include a unique

synchronf

zaticoh word requiring 1%t o SeBIMEt he system information in the
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frane - The synchroni zation word woul d be distributed throughout the frane
to inprove ach|S|t|on perfornance and reduce t he nBX|nun1throughput del ay.
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S * i, A commumehﬁh.lkﬁsl sysﬂtemnfrunl d::amddusxgsw;ts:trréam ofndlatey a

stream of data aracter r|S|ng a transmtting part having: neans for
encodi ng & e §;§% Facter into: an éncoded character, nmeans for

detern1n|agUMananttumgnpeﬁtdhenanacter i's-one of a predetern1ned set of -
characlers, mhdlihe ﬁs‘p%'}ﬁ:’d@.néOantfﬁcoﬁlﬁh%“ﬁéﬂangch%eerBto an
the ‘enco

controlli

ng

'characteramﬂnﬂeinFQ#E%Geercharacter occurs which is not one of the

predetern1neddggnéﬁfgga@@yéyﬁi

Ing means ~ to-repeatedl’y encode anm incomng data

meﬂﬁei-oent re?difdaéd | Baghtler aach

encoded character, or when an e gha cter i s one of the predeterm ned

set, a. ch&P&tﬁé*qrﬂﬁﬁ?ﬁEeﬁ?éﬁg

means for . recaieamg a i:eeaemstitved dfcmr ather dm:mrﬁmg dxeeenm ni rfgpr

whet her

Lagt& % r ecei vi ng part . having:

W’

char act er g Wghg'lrf%r el V§g %@ gzglgegg Oﬁar ac %ér%%éf‘ﬂ eco sz Of

char act er insoming diatér chaxies yeg ekl wAsn efirpded character ~occurs

which is not one of the nredetermlned set of characters,_ana
means - for transm.ttzng e;ther each encodeu character,_o_
when an encoded character. 1s ane of the nredeterm;ned set,
a character from the vreuetermlned set,u
and

a receiving part having:

means for receiving a transmitted character,

means for determining whether or not a received

character is one of the predetermlned set of characters,

means for decocznc a received character so that a

éecoded character is nrov;ﬁeu from the rece;ver when the

-corresnond;ng recezved character is determlned not to be one

of the set of charac.e:s

2. A communicationS'system as claimed in claim ! wherein

the encoding means has means for performing =a scrambl;ng
oneratlon on the data characters

3. A communications system as claimed in claim 1 or 2
wherein the means fcr encoding has means for encoding data
characters in a pseudo random séquence.



correspoq,gbrg/ifﬁgl ved character is determ ned not to be one of the set of

char act nﬂwmﬂﬂ" "ﬁ’mmm as clained in clai m 1PGEAGBY100379
encodi ng. neans has’ g a scranbl ing operation on the data
char act: £rs. 3. A comuni ¢at | on'% syst'em a3 armed in claim1 or 2 wherein

t he means for encodi ng has rreans for encodi ng data characters in a pseudo
random sequenc at.ion system

as claimed in §1 ai §°ng’éfﬁtf“ﬁé’ EYPERR Pﬁgcgﬁéﬁ,ﬁg,lﬂa&% %sw hergin the
perform ng a sérambiipgexoeassvehas someams| | fpop@extficoming aA bit-wise

conmuni cati on é%?iﬁgl@é gkaggegﬂb&ﬁgggr??e}#i 4 wherein the transmtting

means has nean or transmtting t aracters synchronously to
the receiving nmeans. 6. A conmmunication systemas clained in claimb5

wherein the engodef aWhddei dL€0g8" sq»r&ewn@lar Oeléfﬂeéy e awiehr Qnoeé 4
transm ssi ons bet ween the transmtt par t ang’& e receij VI ng part

comuni cat i on “Re¥eRRashe ‘?Pe’&FW ?‘EEEﬁl Sc | BRARINEPE] ﬁnﬂ?é“é-&t-’*d?g

characters is it enicsidd omamewé:é r:qrﬁmiimmgse&cs thit) detieilviitp meain
b)a non-null character c)either a) or b) and one or nore other characters.

8. A data transm ssion system in which one or nore characters are
reserved for ssj.stmmunhpat&bngpwstmaﬁdmlademmnaim 5 wheawsdin/dihe

and a decoder ;g L& C2H: €QL 85504 &P@ Zﬁ&gor 25 eadgg Blet Egeﬂ% Blus?

character at a t| rre e encoder and a e reServed arac S
pekior med on %ﬂWEhaP&GN@ﬁP |ftl!€h| stranpBitEing t marthararger tlh§
encoded agai N,reddd vEigoggdecharacters are transmtted by the transmtter,
after the transmitted characters have been received in the receiver the
test for the reserved character is perforned on

7. A communication system as claimed in any preced:.ng claim

wherein the set of characters is selected from one of the
following sets: | '

a)a null character

b)a non-null character

c)either a) or b) and one or more other characters.

8. A data transmission system in which one oOr more
characters are reserved for system use comprising an

: encoder, a transmitter, a receiver and a decoder; a data

~ stream entering the system is coded by the encoder a
character at a t:.me by the encoder and a test for the
reserved character is performed on each encoded character,
if this is positive the character is encoded again, all
encoded characters are transmitted by the transmitter, after
~the transmitted characters have been re_ceived in the
receiver the test for the reserved character is performed on
each receivé_d character, if this is negative the received
character is decoded by the decoder and passed out of the
system as data. )

9. A system as claimed in claim 8 wherein the Itrans'mission
is synchronous ané the incoming data stream is asynchronous.



each recei ved char

m‘\mnegatlve t he received charact.er- is .
decoded"@;’"t”(f@’&em:)ﬁm “m t of the systemas datapcq-lcgg ﬁ)\ﬁ‘ﬁm

as cl ai ned

i ncom ng data streamis asynchronous.

in clai er'el M t Re transm ssion is synchronous an

- Y® 91/ 16778 oM g+ v

PCT/ GB91/ 00579 - 13 - 10. A systemas claimed in claim8 or 9 wherein e
reserved character is a null character. 11. A systemas clainmed in claimS8,
9 or 10 mherrnrlnreyaxmmndas ahdzdecodarCEapmo9 arpSquereandUMeprmmessedlZ -

A system as
resulting f
A system as
decoder uti
characters

at the tran®iRAQI™T FRPALEARHTeREBONg 2aPs

4@¥E£nlgl Eh18 $ark®:tdy. 11 wherein encoded characters
rom-successi vely encod

claimed in any one of clainms 8 to 12 wherein the éncoder and
lise 2 boskewd ddbbeaiba ARebhaddis ! rgn&m tibngnd¥edn the
etween a transm_tter and a recervgr ‘co i sing the steps of:

PEPSPERt er unti |l

encoded character occurs which i's not one of a predetern1ned set of

characters

nd transn1tt|ng ch. epcoded .char ac er her t that
encoded char&ct@f FESHRE &F tﬁg ’p’?’%@ef‘@r FAREP se a?ﬁd gé ?ﬁeq}eé&%""f
st eps of re@mcadeﬁechazmntersedesbhtangefrcmndupccmaqu;yaeﬁnndﬂntcnn$ut

character f
det er m ned

“gpifgﬁgﬁﬁgﬁggr g@ea%ﬁggr%g&respondlng recei ved character is

no € oné of

Ing the sane .character are different. 13.

an

he

€ set of characters. 15. A connunlcatlon

systemin which data characters are each repeatedly encoded in‘an encoder
until an engadeq, ghaianlh s %Hﬁed%%y'&ae No¢ clM¥ms ¥ tR 12 vherein

predeterm ned" set ™ of characters; each,encoded character, whether or
that encodedhecipcRdexs 2R @eeodsF bRl HPEI& Hﬂ%ﬂﬁ? %ﬂ&e‘ls transmitted

by a transnltter to a receiver and a decoded

14 a method of _transmlttlng ‘data charactere between a
transmltter and 'a receiver comprising the steps of:
at the transmitter: repeatedly encoding an 1ncoming data
character until an encoded character occurs whlch is not one
of a predetermlned set of characters, and "

transmittang each encoded'character, whether or not that
encoded character is oue of the predetermined set;

.ahd

at the recezver the steps of
reoelvlng a transmztted character, and"
providzng a decodec output character - from the - receiver

when the correspondrng recelved character is determlned not
to be the one of *he set of characters ' -

15. A communication'system in which'data'charactére'are each
repeatedly encodec *n an encoder until an encoded character

~occurs _whach is not one of a predeterm;ned ‘set of
characters; each encoded character, whether or not that

encoded character is one of the predetermzned set is
transmitted'by a transmitter to a receiver and a decoded
output character provided from a decoder when the
ccrrespondlng recezved character is determ;ned not to be the
one of the set of characters. '

W

not

Q;J



out put from a decoder when the correspondi ng

recei ve%ﬁ%ﬁér m g“ﬂ"ﬂcﬂl 0 be the one of the sePCIVGB91/00579
characters. WO 91/ 91/ 00579 * CLMS* -14- 16. A
comunigation system for transm tting data ¥4 om a di scontinuous stream of

data oveér a data link reqw ring a continuous stream of data, corrpri Si ng' a

transmtting part havin nmeans. for encodl data in J.ncom n
stream on a chdtach eCORPUMGAHR BXSTEM ?fh &%g"xftﬁuéé et ‘é’ﬁ a

successi ve Chaham:m&miomiaestmhmmmsdaa eanern'aanisﬁaorl:chkermxﬁgnc a

whet her an encgd cler e ned set of characters,
@m& é?%e%ﬁegg ?.Qi:a cBFn%g'?LE?LB

control neans, eor esponsi v ernt ni'ng nean for controlling the
encodi ng neanst thrangmid Bty png'gdbavwsm ng data until an encoded

character occurs \Maaghst 'foPOén % aaeapiﬁdsaeiﬁwﬁﬂnéeaaeé shaegﬁt BhSa

det ection neans for ecting t sence of data in the I ncomn
- stream and tWQQQmQDWa?%%EW’V%' tBhifR %?%@%Fﬁn"ﬁﬁa% bp§ween

transmtting 's%éd&s&h@%ﬁicté‘ﬁ@%f‘gtﬂét aoﬁaﬂnabuhhst&éaﬁeterm ned set

of characters, or when ipcom n data.is RIE each_en ed character,
unl ess an encoded ”a%sacf%r- fi§ SFELGE O, téb"e"fe?ﬁl f2§° @% RAF D Lhe

- predet erm ned ot ooff aclﬂmm:snnedraa'snofteﬂaractere; ving part having:

nmeans for recei Vi S C. t t e paLl
TRaynchr on sm w CPTTEE Hedds, MANREEL Yo Lo Y iplalfal STAILR, PRSL |
" not-4 recei vegostacddiag |-s1eoue@c@fdmtyempua@aetermneats&ywneqaeacnw&ng

nmeans for decggiig xﬁxﬁﬂceér\(eéln&?&é&c&ﬁﬁractweB%B‘Aré WREQILd Lhagactee b3

provided fromthe receiver when the corresponding received character iIs
det er mi ned noftbfoPFedetermined set of characters,

detection means for detecting the absence of data in the
incoming data stream, _

and transmitting means, responsive to the detection
means, for transmitting in the absence of incoming data one
of the predetermined set of characters, or when incoming
data is present, each encoded character, unless an encoded
character is one of the predetermined@ set when one of the
predetermined set of characters is transmitted; '
-a receiving part having:

means for receiving transmitted characters to maintain
the  receiving part in synchronism with the transmitting
part; .

means Zfor determining whether or not a received
character is one ¢of the predetermined set of characters;

means for decod:.ng a received character, wherebvy a
decoded character is provided from the receiver when <the
corresponding received chafacter is determined not to be the
one of the set of characters, and the decoding means being
kept <co-oréinated with the encoding means of the
transmitting part through the receipt of sﬂccessive
transmitted characters.

mosew--.... 17, A communication system as claimed in claim 16 wherein
the said predetermined set comprises one character.



one of the set of t-he decodi ng neans being kept . :
co- or WO E8E778 t mm m ﬂm‘m means of the transm tlf(fl’fgmﬂivooﬁhr»ough
the receipt of s ramsnttted characters. 17. A communication _ ..
systemas claimed in claim16 wherein #8e-sai'd predeternined set conpgj ses”
one character. WO 91/ 16778 PCT/ GBOI'/ 00579 * C L 'WF S
* -15- 18. A conmmuni cations system as cl ai E&d'i n _cl ai m}:G or 17 wherein:

nul | char &8t e |%°1&m%%rﬁé‘r:18¥‘stﬁéfs§te€tje§ser +ALReetithi CLRIPact%rer 1d A

comuni Catin@Reityd eAuds ehair@telrn i¢d ad Nméfibet7 o i Wheedenelrhe nedcon ng
data streamis chronous and the continuous data streamis synchronous.
20. A sysﬁé Qfé‘ﬁ ¥fclaim 16, 17, 18 or 19 wherein the encoder and
decoder enploy a pseudo random process. 21. A systemas clained in any one

of ¢l ai ms 416! @AM bidd 'S R1REE 32daROYS bl 98, 21708F 18
. wherein the :.ncom:. ¢ data- stream is. asynchronous and the

continuous data stream is synchronous.

20. A system as claimed in claim 16, 17, 18 or 19 wherein
the encoder and decoder employ a pseudo randem process.

21. A system as ‘claimed in any one of cla:.ms 16 to 20
wherein the encoaer and decoder utilise a look—-up table




