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CLAIM OF PRIORITY UNDER 35 U.S.C. §119
{00017 The present Application for Patent claims priority to Provisional Application
No. 61/164,276 entitled “Electronic Discovery System” filed March 27, 2009, and assigned

to the assignee hercof and hereby expressly incorporated by reference herein.

FIELD
[0002] In general, embodiments of the invention relate to methods, systems and
computer program products for electronic discovery and, more particularly, managing the

collection of data from custodians in an enterprise.

BACKGROUND
[0003] Electronic discovery, commonly referred to as e-discovery or eDiscovery,
refers to any process in which electronic data is sought, located, secured and searched with
the intent of using it as evidence in a legal proceeding, an audit, a regulatory investigation, a
forensics investigation or the like. E-discovery can be carried out offline on a particular
computer or it can be accomplished in a network environment.
[0004] The nature of digital data makes it extremely well-suited for investigation. In
particular, digital data can be electronically searched with ease, while paper documents must
be scrutinized manually. Furthermore, it is difficult or impossible to completely destroy
digital data, particularly if the data is stored in a network environment. This is because the
data appears on multiple hard drives, and because digital files, even if deleted, generally can
be undeleted. In fact, the only reliable means of destroying digital data is to physically

destroy any and all hard drives where it is stored.



[ 0003] El ectroni c di scovery, commonly referred to as e-di scovery or

eDi scovery, refers to any process in which electronic data is sought,

| ocat ed, secured and searched with the intent of using it as evidence in a
| egal roceedlng, an audit, a regulatory investigation, a forensics
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investigation. In particular, digital data can be electronically searched
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that the technology infrastructure across the enterprise may vary, at least in the interim.
However, e-discovery must be able locate and refrieve data from these disparate technology
infrastructure in a timely fashion, sometimes within days of when the merger/acquisition
oceurs.
{00077 In addition to identifying, focating and retrieving digital data, the most critical
part of any electronic discovery is the preservation of data, which involves maintaining an
original source copy and storing it for preservation purposes or furthering processing. This
too becomes a daunting task for the enterprise system that encompasses a myriad of different
technology infrastructures and the like. Therefore, a need exists to improve the

identification, location, retrieval and preservation processes, especially in instances in which

the enterprise system includes disparate technology infrastructures and the like.



[0007]In addition to identifying, locating and retrieving digital data, the
nost critical part of any electronic discovery is the preservation of data,
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ultimately drives the cost of the review process. Therefore, improvements in the manner in

which data is presented for review are also desirable as a means of increasing efficiency and

reducing costs.

{00107 Lastly, once the digital data has been reviewed, data identified as relevant may

need to be produced in a tangible format for further analysis or legal evidentiary purposes.

The produced documents must be properly identified and include necessary redactions and

confidentiality markings.

[0011] Until now, e-discovery management has been conducted on a case-by-case

basis, meaning all tasking and workflow related to the e-discovery is based at the case level.

Such management does not allow for finer granularity in the management of a case or for

links to exist between different cases for the purpose of leveraging the e-discovery related to

one case to another new or pre-existing case. Therefore, a need exists to improve the manner

in which cases are managed and, in particular, how tasking and workflow are managed

depending on case requirements and the like.



[0011]Until now, e-discovery managenent has been conducted on a
case-by-case basis, neaning all tasking and workflow related to the
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BRIEF DESCRIPTION OF THE DRAWINGS

[0013] Having thus described embodiments of the invention in general terms,

reference may now be made to the accompanying drawings:

[0014] Figure 1 illustrates a network environment in which the processes described

herein are implemented, according to one embodiment of the invention;

[0015] Figure 2 is a block diagram of an electronic discovery manager server, in

accordance with embodiment of the present invention;

[0016] Figure 3 is a block diagram of a database server, in accordance with an

embodiment of the present invention;

[6017] Figure 4 is a block diagram of a collection server, in accordance with an

embodiment of the present invention;

{0018] Figure 5 is block diagram illustrating electronic discovery management

structure, in accordance with an embodiment of the invention;

[0019] Figure 6 is a flow diagram of a method for initiating a case or matter including

creating search terms, creating and sending preservation notices, sending reminder notices

and creating and sending surveys to custodians, in accordance with embodiments of the

present invention;

[0020] Figure 7 is a flow diagram of a method for custodian management in an

electronic discovery system, in accordance with an embodiment of the present invention;



ref erence may now be nmade to the acconpanyi ng drawi ngs: [0014] Figure 1
illustrates a network environnment in which the processes described herein
are i nplemented, according to one enbodi nent of the invention; [0015] Figure
2 is a block diagram of an el ectronic di scovery manager server, in

accor dafze wi t h Bgbhed8mdl af floleligresent methodntordnrvesORL S fergudeald is a

bl ock di agram of a database server, in accordance with an enbodi nent of the
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server, in accordance with

invention; and

[0022] Figures 10 through 14 are illustrations of exemplary user interfaces visible to a

user conducting electronic discovery by means of an electronic discovery system in

accordance with one embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
[0023] Embodiments of the present invention now may be described more fully
hereinafter with reference to the accompanying drawings, in which some, but not all,
embodiments of the invention are shown. Indeed, the invention may be embodied in many
different forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure may satisfy applicable legal
requirements. Like numbers refer to like elements throughout.
(0024} As may be appreciated by one of skill in the art, the present invention may be
embodied as a method, system, computer program product, or a combination of the
foregoing. Accordingly, the present invention may take the form of an entirely software
embodiment (including firmware, resident software, micro-code, etc.) or an embodiment
combining software and hardware aspects that may generally be referred to herein as a
“system.” Furthermore, embodiments of the present invention may take the form of a
computer program product on a computer-readable medium having computer-usable program
code embodied in the medium.
[0025] Any suitable computer-readable medium may be utilized. The computer-
readable medium may be, for example but not limited to, an electronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system, apparatus, device, or propagation
medium. More specific examples of the computer readable medium include, but are not
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enbodi nent of the present invention; [0018] Figure 5 is bl ock diagram
illustrating el ectronic discovery managenent structure, in accordance with
an enbodi ment of the invention; [0019]Figure 6 is a flow diagram of a

met hod for initiating a case or matter including creating search terns,

cr eat i ngitadch, sendllogingt &s eleytdtilapnnatioaéayingendonorewimdertamgbicces and
creating and sendi ng surveys to custodi ans, in accordance wth enbodi nents
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an enbﬁgAIUﬁ,rht 1'683—0}1{}%18{181%6(%0}\45‘!\{13 réHs%‘le programmable read-only memory (EPROM

or Flash memory), a compact disc read-only memory (CD-ROM), or other optical or
magnetic storage device; or transmission media such as those supporting the Internet, an
intranet, or a wircless network. Note that the computer-readable medium could even be paper
or another suitable medium upon which the program is printed, as the program can be
electronically captured, via, for instance, optical scanning of the paper or other medium, then
compiled, interpreted, or otherwise processed in a suitable manner, if necessary, and then
stored in a computer memory.

[0026] Computer program code for carrying out operations of embodiments of the
present invention may be written in an object oriented, scripted or unscripted programming
language such as Java, Perl, Smalltalk, C++, or the like. However, the computer program
code for carrying out operations of embodiments of the present invention may also be written
in conventional procedural programming languages, such as the “C” programming language
or similar programming languages.

[0027] Embodiments of the present invention are described below with reference to
flowchart illustrations and/or block diagrams of methods, apparatus (systems), and computer
program products. It may be understood that each block of the flowchart illustrations and/or
block diagrams, and/or combinations of blocks in the flowchart illustrations and/or block
diagrams, can be implemented by computer program instructions. These computer program
instructions may be provided to a processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus to produce a machine, such that

the instructions, which execute via the processor of the computer or other programmable data



[0021] Figures 8 and 9 are flow diagrans of nethods for harvesting different
data types in an electronic discovery system in accordance with an

enbodi ment of the present invention; and [0022] Figures 10 through 14 are
illustrations of exenplary user interfaces visible to a user conducting
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one of skill in the art, the present invention nay be
memory produce an article of manufacture including instruction means which implement the
function/act specified in the flowchart and/or block diagram block(s).
{0029] The computer program instructions may also be loaded onto a computer or
other programmable data processing apparatus to cause a series of operational steps to be
performed on the computer or other programmable apparatus to produce a computer-
implemented process such that the instructions which execute on the computer or other
programmable apparatus provide steps tor implementing the functions/acts specified in the
flowchart and/or block diagram block(s). Alternatively, computer program implemented
steps or acts may be combined with operator or human implemented steps or acts in order to
carry out an embodiment of the invention.
[0030] Embodiments of the present invention provide a unique electronic discovery
system that allows for the management of cases, custodians, and data separately, which
advantageously causes the processes implemented by and through the system to be
significantly more efficient and scalable than those of the prior art. First, the three major
elements of the organizational structure of the system (cases, custodians, and data) should be
explained. There are countless circumstances that may arise within an enterprise or business
that require the collection of electronic data from the employees and officers of the enterprise
or business. Such circumstances may arise out of ongoing litigation, investigations,
regulatory compliance issues, etc. Each time electronic data is required or is potentially

required to be collected, the subject matter of the reason for the collection is a “matter,” and,



enbodi ed as a nethod, system conputer program product, or a conbination of
the foregoing. Accordingly, the present invention nay take the form of an
entirely software enbodi nent (including firmare, resident software,

m cro-code, etc.) or an enbodi ment conbi ni ng software and hardware aspects
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every process and piece of data relating to a collection is stored and managed according to

one governing organizational header, such as a particular litigation or a particular collection.

In other words, individuals identified for collection as well as the data collected from such

individuals are assigned to a collection or the particular case, matter, litigation, investigation,

ete. for which the collection was required, and all management activities are performed by

working through the organizational hierarchy of that case. Embodiments of the present

invention, on the other hand, capitalize on the separate storage of case records, custodian

records, and collected data within an electronic discovery system. This novel innovation,

combined with strategic linkages between the different storage areas arising out of the

relationships between cases, custodians, and data, allows management of the e-discovery

system to be implemented in a unique and extremely efficient manner that is a significant

improvement over existing systems.



flowchart illustrations and/or bl ock diagrans of nethods, apparatus
(systens), and conputer program products. It may be understood that each
bl ock of the flowhart illustrations and/or bl ock diagranms, and/or

conbi nati ons of blocks in the flowhart illustrations and/ or bl ock
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be a wide area network, including the Internet, a local area network or intranet, a wireless
network, or the like.

[0033] As shown in the block diagram of Figure 2, the electronic discovery
management server 110 provides user interface management for a user via user interface 118.
In some embodiments, the electronic discovery management server 110 is a web server that
can be accessed via a web browser. 1n one particular embodiment, the electronic discovery
management server 110 1s an intranet website server that may be accessed utilizing a web
browser on a machine within the enterprise. Through the electronic discovery management
server 110, the user interface 118 may be presented to a user for the purposes of managing
the electronic discovery process and all processes described herein that are inherent thereto.
For illustrative purposes, it may be assumed herein that the primary user interacting with the
user interface 118 is an employee or contractor of the company who serves an electronic
discovery management role, and hereafter is referred to as the “e-discovery manager.” As

discussed in greater detail below, the e-discovery manager may utilize the user interface 118
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est abl i dW|t e el ectroni scover stemin order to
conpl e?@h ‘?361 3? PEﬂY“%fr Se¥IVIESS é %%r(S’BICa‘ﬁ%“%SWd col | ect ed
data formthe three fun‘dame,nt al units of work of the present electronic

di scovirpagsienbsarvedd 81neikrnig hogsiap dia Paidicd Ritestoswepsiodiyn detpbasnddd
generally been structured so that every process and piece of data relating
t o a cwhichendlodesidatasebitieg tamdi vidurd gedodiecso tiehi cage daatone 1 2 werich imgludes

organi zati onal header, such as a particular litigation or a particul ar

col | ectit@relatiiy t@tpﬁﬁfcuwlbﬁlfﬁzs dnd@ngbiddabBedtidanththbRd 1Dorwiich iRGideoaas Wel |
as the data collected fromsuch I ndividuals are assi gned to a collection or

the parddilidtolf@ibns ggﬁé g:lr;]d(f Hﬂ %Mc%liedtﬁ\ﬁ?%&ﬂv&?ﬁ@?”Eac‘?ltoqtaéfb %’Q@ Jgh the

col l ecti on“was requir nagenent activities are per

wor ki ng_.t.hr ou nlzatl jerare h nts of
the pr ubtbe Hiuhofe 3Rt SRLOPRs UsEhaee Rachiinbeldl. BmEg EandraRe

storage of case records cust odi an recaords, and coI I ected data within an

el ectr il@umpif‘c@ﬂ;@a;?e 85 ere ﬁ?“‘ff%ﬁé?ﬁwéﬁﬂ@ﬂ insherdhof i sgle dnshed Vel e8d st r at egi ¢
l'i nkages between the different storage areas arising out of the

r el at i wirhiqsdo beingtedntdasescrvaus fadilatativamtl datvanieadd pugoseanalgerfent of t he
e-di scovery systemto be inplenented in a unique and extrenely efficient
manner exahgile, itse Yniiedmifdceant 22 oprldberrinéd mvaie dawbadd sag/e8 B¢ €4¥8 database

[0032] Figure 1 illustrates an exenplary el ectronic discovery system 100 in

accor dgnc&uid bdstaRdSHRRSH EEMatalc {dhder] MARE bRGbing RolRIEEMRP B IER $he t he
environnent of the electronic discovery system 100 is the information

technolt&% P %t,&]g{hré}gg‘ﬁ gargegé];/glrprl se, for exanple a national or

mul ti-natr on Cor por at ion, and |ncI udes a nultitude of servers, nachines,
and ne stor evices in ation with one another over a
cormun[itbg ]kon neﬁgkﬁr&]esslcﬁrt %1?‘{‘}’ atagﬁseé?@’@fsr%’?ﬁ leyesh daperYergiagenent
server 110, at |east one dat abase server 120, a collections server 130,

ent er prnkadipents of dic rrevepuineerdiondbat dati ishapine se cystdiansend deta reBOng fncl udi ng
at | east one personal network storage area and at | east one shared network
st or agesey leestored tiethprdabasnmier $ 20 weleperitiBat]ly suahahatenstodnns erd/casesmsaer ver
170, a short-termstaging drive 180, and a | ong-term network storage

net wor tke dh8khgad @c;ﬁi'réteiafn RIS Qg RBMBE Ui GRIMDBEUE3120kinA ATk, h02. The
conmuni cation network 102 may be a wide area network, including the

: Pt er NG cad daffle AI&3ay N6 WOKdS RcohBlaf@NFithin @hé"ﬂleﬁ?&a@é&r@&tl\%f l_lﬁ' alﬂ{wﬁ*xge
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[ 0033] As shown in the block diagramof Figure 2, the electronic discovery
managenent server 110 provides user interface managenent for a user via
user interface 118. In sone enbodi nments, the el ectronic discovery
managenent server 110 is a web server that can be accessed via a web

br owsethe dhta tobe sppard dncluharagedrbgdiatenty tHehlatabhecderamil 20 dinsieainatiyts GRhagenent
server 110 is an intranet website server that may be accessed utilizing a

web brgessr imrenforREAhRABeMsiyoltet BRARALBICRINGS &1 tllzhﬁé?ﬂganéxh%r&e%%@aﬁc
di scovery managenent server 110, the user interface 118 may be presented to

a UserofGpld\acANTROSES,Ofy JRAAGKAG. IS ShaGL! ANl Al SGQYaLY, g 0cess and

all proceSses descri at "are 1 nherént ere | ustrative

purposes, it may .be assuned rein that e primary user interacti with
Phe” uedRtodihs PR TRt LR BRI Byre B T RE aBrosiRe wiff T oMt oo
serves_an el ectronic djscovery managenent role, and hereafter is referred
to as ¥He wﬁtﬂaﬁagwxzzéﬂﬂwfﬁ%é%?ea%% Widetarskdiagitp thyrasiedian i@ ge bel ow, t he
e-di scovery nmanager may utilize the user interface 118 to manage cases,
cust odiceaimns dotd s neaht, besgrdermtsdd| oot ede-dataase basisshouprddb@dappadciaat ed,
however, that any individual could use the user interface 118 to perform

the marual ahidbetdued$n benekifuativhs, idatit:egy belybaeoBedederedfom apaagalar and,
i ndeed, that an autonated process could performthose functions as well.

[ 0034] Refo@ldn 019 &L MliGpEicalse 1, the el ectronic discovery management
server 110 is in comunication with the database server 120 and the

col | ect\,ons server, 1 via,the nicati on network .102. The.collection
cerver 38y b Sl pE Rt Bof T RSl p B SRS HR s 8 (o manage
network cojl.ection of electronic data ggsociated w, th cust?dians residing
on t he REFRBPK. MepRaiatabasencset oiien 9hdata stosgbird hit #A@eeIakOWEEr am of
Figure 3, is configured to provide database services for the electronic

di scovaeihergeiagdemmt datrsjened 1@ seqond bogigedotntiasi Hgr exrenihilinkag; or
Directory/ custodi an database 122, which includes data relating to

i ndi vichualatigstoask @osrd tb heustadian gpatfibasand 2bocivt Cihe ichad ditiesotdtiaar el ati ng
to particular cases, and ongoi ng col | ecti ons database 126, which incl udes
dat a kbl fdodios A itEhE LONSIRR HAY sIREPt AR BR Y 1dchfort Olik ek Lsk AN SEsY €
130. Each of the foregoi ng databases within the database server 1 IS

di Scusc%?r%ieftiﬁ rqq}awelstep%la%\éget 1!0t cSaIQQ }‘gcgrcﬂ?leél{%%lggoscg Cl)?lg tﬂ@ﬁ‘a{rvggf&]t éa% getdat abase
servers coul o ‘b enpl oye i Nst8ad of a single dat apbase sérver, and
reference .to a.si,ngl e dat ahase seryer is for jllustrative, and. conveni ence
bt poSREb T AR IB iR B TRt A S8 @B OS B RS SEr ed |
one dat abase server, the case database 124 coul d be stored in another

dat abaseonskyiqrage logaléonsiaayoryoithysaes fasetierses indifferenp dategared apé maydedd i n
yet anot her dat abase server. [0035] Regardl ess of the nunber of database
ser verdiferpt gyedal geogiaphanioodtjoret of enbodi nents of the present invention
that data relating to custodians and data relating to cases be stored in

the dgbebase serwsen 32fsdindepandenhd ¥ cad6iah NadssigHed PAhabsscanstatss@s Ny be
managed separately. Wile custodian data in the Unified Directory 122 and

case dakRdian "Hﬁﬁgﬁﬁg?}ég?ﬁ%\% r%?é‘le&%ﬁipgis!:(i\%mgin%mpdﬁgﬁ ehahadudohihn the

dat abase server

such as network identifications, human resources information, and other data relating to data
storage locations, is accessed by the electronic discovery management server 110 in the
Unified Directory 122 in the database server 120 and linked to the particular case record in
the case directory 124, rather than manually input by the e-discovery manager into the case.
Thus, in the event the same custodian will be the subject of an electronic discovery request in

multiple cases, and therefore will be assigned to multiple cases, by having the data relating to
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the data to be stored and managed separately in the database server 120,
enbodi nents of the present invention advantageously foster greater
efficiency in the managenent processes of an enterprise electronic

di scovery environnment. For exanple, in an environnment where custodi ans may
be assthgnadtddunnwitd fl £sgar@sstotiae lehfion li.cagsaniiftEDirattbly 133¢ asdlihiagtt i on of
data fromcustodians is greatly reduced because the data relating to the

cust odigape ﬁluﬁhﬂé g4ke &é&?@&h%ﬁ@%ﬁ ey lrﬁeﬁ]e @d@&vgfén% HaRfidPhaving
case- by case basis or repro duced i n each Case recor ecause, |n sone

PR e S L R N g S i

the terns I|nk|ng and "correl ati ng" nmean associ ati ng one set or item of
data st6?8% in a first storage |ocation with another set or itemof data
stored in a second storage |ocation. For exanmple, linking or correlating a

case ré¥8sH to aFetirareain asidiiom to alewing s swersamand of prsiodians agatt o8 or ed
in a particular location with the custodian data stored in a different

| ocat i anes, kinkedinsmfs dfithkpregend inveotioehlat prgide foanvesgeetndaf elketedtdotaa case
record neans associating the harvested data set stored in particular

| ocat | gariwkdh chie. Games dadra, Bt dnibodiflbdid, eheddta bORtddomom hartidulst and
second storage |ocations nay be in the sane ‘datastore or in different

dat ast %ﬁﬁheﬁﬂg {58 Qﬁaﬂaf'élydhprnq{ ?mhe QXt%Hﬁﬁlm ﬁﬁ&fcﬁpﬂdcan 9@1@@ 11?32

[ 0037] When a case I1s initialize a custo |an IS ass gne to the case

(becau di a ent| ed as .a ectronic

i scovergmatef i b AReto b G gaR I8 SHAR R B SloRialt v cati ons,
human resources information, and other data relating to data stora

| ocat i Biwork WO} husdsslinkedyo ¢ westedian il & itwad! @ B9 IhRAR SRR CASEEr rs 110 in
the Unified Directory 122 in the database server 120 and linked to the

part i culadrardageeus besonst intha ¢ventapertidilapcustrdjam 2 4ssigrddie multigla cassauditd vy

i nput by the e-discovery manager into the case. Thus, in the event the same
cust odédlzcist ffonbthetdngto8iahjnestbeahamd vetiedt bt casd{s3 cOwIch thecusstian i3

mul tiple cases, and therefore will be assigned to nmultiple cases, by having
the daésél%@& a&magrédgcestth@hk&g%%fefi% lﬁéf%%ﬂc;was@oa@ﬂ@awheov%; Q6BaGiohocat i on,
i.e. the®Unified Directory 122, and linked to the multiple case records in

h h
e qentiafbeiiebt bt Vi B g N TR e

into nw; | e case necqrg : : .
16 gresent invention; indeed, the separation of cases, custodians and collected data such

that they may be linked together yet managed separately greatly improves the efficiency of
countless processes crucial to the operation of an electronic discovery system within the
environment of an enterprise or any environment with multiple custodians and multiple cases.
[0039] Thus, the various processes and components of the electronic discovery
system 100 may be primarily categorized within one of case management, custodian
management, or data management, although there are necessarily links between the various
datastores {case, custodian, collected data) to streamline each process and ensure that cach
case record is complete. The particular processes and components that may be incorporated

into embodiments of the present invention will now be fully explained within the context of

12



[ 0038] Furthernore, in addition to allow ng for managenent of custodi ans
apart from cases, enbodi nents of the present invention also provide for
managenent of collected data apart fromcases. In this regard, in certain
enbodi ments, the data collected froma particular custodian is stored
separ ahebyrticoamibiobhwbhewthistvadiiathely priaranmiy 0 wheteanys csteiant case
information (as discussed below, the collected data is stored in |long-term

St or ag@apBmeHCE¥RMank@GhentDSt ddtSmlahAdegfnt 0 @ custodian, which is in turn
| inked to one or nore Cases. This is advantageous because in the event a

parti cust o % gg §1 ﬁ % | tiple cases, data collected fromthe
custodﬁgﬂﬁna be ELRTIR AR ARG ﬂlf‘case(s) to mhlch the custodian is
assig mhlch uces he I%gellhood of the inefficienci asso

o th TR oo PABHESHALS P it g ahea o g B4R AEF BEPSTTRG Sdant ages
br ought about by the uni que structure of the present invention; indeed, the
separ alIPHHt wwe%twe the Upidicd Rirglorymestedim é@fﬁ‘e?ée dat howsse fpHBtionHERaY be

| i nked toget her yet nanaged separately greatly inproves the efficiency of
count | tesdl potatiebestdiangoritiin the dnbepupendttholcatiommwlieretivsonistoddirsestorer y
systemw thin the environnent of an enterprise or any environment wth

mul ti pdaga. Clisd iiransoa B@drdlintthUaifld IRsectdrY 03 hiyuscluldoredfattiisarpr ocesses
and conponents of the electronic discovery system 100 may be primarily

categ chdst%%?ian"‘ﬁﬁ Q'xﬁ'mﬁﬁi e%uﬁ@&ﬁn%ﬁﬁeﬂ&ntfl(i}l FIHI%EQ g%s%ﬂrc@?ﬂi%ﬁ Nhun ue dat a

rranagerrent alth oug re are necessarl I nks between t varil o
dat ast Ori [+ grac%e Cl%u Ot %8“0?{?1 Cl II'leSC ) 1 thC f m Ingleene CL& grgﬁ‘cess and
ensure L{llll tl eac yr ecorg I’% I}I é g ? @ce g g ghd

conponent st hat na be |ncorporated |n o] enbodlnents of the present
| nvent IO 1SFT 1980 fetipy RSB (Wing R nPAie0 ITAY &S IBPES dRécSBar ti cul ar
unit of work within which they primarily fall, whether it is custodi an
manageehby ticenstodianatyshsing SinrediBrisenaademeppacey, 06U hEWSYaBlaNd MANAGEVENT
[0041]Wth regard to custodi an nanagenent, according to sonme enbodi nents of
t he  persons (such as managers, team members or subordinates), and any other information that

may be relevant to the discovery process. Since the human resources identifier (perhaps a

social security number) is always unique for each custodian, in some embodiments, the

Unified Directory 122 may be organized around the human resources identifier. The Unified

Directory 122 is generated through a multi-step process that utilizes multiple tools and

methods of identifying relevant information relating to custodians and the locations in which

they store data.

[0042] For example, the electronic discovery management server 110 or the database

server 120 may be configured to interface with the computer databases of the human

resources computer systems of the enterprise to copy the information from the human

resources databases into the Unified Directory 122. In some embodiments, the electronic

discovery management server 110 may also reach out to a network directory, such as

Windows Active Directory, to identify network resources related to particular custodians and

integrate this information into the custodian entries including the copied human resources
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present invention, the Unified D rectory/custodi an database 122 houses
information relating to all potential custodians within the enterprise and
the | ocati ons where those custodians store data. The information stored in
the Unified Directory 122 may include for a particul ar custodian, for
exanpl @forhdog uifoth AdnJondoRni pasDircadsy IP2Mmaay flesbeobascd dent ihti er (a

uni que nunber for each enpl oyee of the enterprise), enploynent |ocation,
donmai Ny MR o ANNLESSRSion AENOLEy Heork deNthdse Gatil fabals PALSAMRL fGonMput er (s)
nane, paths of network storage devices used by the custodian, including
Shared_[x | ves C ) . SLOr rel. -per. S.¢ ch as
nanage%%ﬁmi a%?%ﬁ%@§@§§§$“§§ﬁgﬁﬁ§E%f%%&%ié%gwgkﬁgﬁfﬁggeﬁﬁ 6#%% ion that may
be rel evant. tgFth di scov rﬁ.proqess“ Slaﬁe the.hﬁnan respgrce@%identifier
( per haP¥eRIE G ci AN BT F‘t’&?d [PRER FSTIPENG FRAGIRALR 1Y (¥ PEICERLHCARLE odian, in
some enbodi nents, the Unified Directory 122 nmay be organi zed around the
hunan #eyeupsedcicabadingnds infyreation;in tUmified dtignclpry 227 jsszegaistaddbeget hr ough
a nmulti-step process that utilizes multiple tools and net hods of

i dent i foglsngitiaBle@vantoridaployerbdy the cletraticrijscpveryusiraderaers sarvdr t He Inocat i ons
in which they store data. [0042] For exanple, the electronic discovery
managep@itul e iVemecldRbimene, AahaRaseriard/ Bl pkdfle@ynmg: @enfiguned to
interface with the conputer databases of the human resources conputer

syst eng,0fins 11 8N4 eferbsi8ed © COpy the information fromthe human resources
databasg lP%to tﬂe ﬁﬁﬁ??ee Directory 122. In sone enbodi nents, the

el ectropni, ¢, di scoyger nagemnen er 110 sq reach out. to a network
direct@$§ﬁ such X@a%fﬁg%ﬁgmﬂﬁg%Vi?ézP%%&35V5E¥8$Fﬂgﬁ¥§ﬂgOH%% PR Pesour ces
related to particul ar custodi ans and integrate this infornmation into the
cust odMAPAESHCH] %%vqrdépae@ RFORHEUEA B & ™h U BN EHOE DY 9K 3 PFat BN
Information for the Unified Directory 122 may al so be obtained fromthe
managesash of therratdrpfiser reatonelnconguitere | Hgyand dtanpmk fo the databasetsgowe 120di vi dual s
responsi ble for setting up email accounts for custodi ans and managi ng t he
var i ouilefitiflythgseforgagorofboub eachrdoamotdr seich by cdhputonnane ami @ddidtdsgmnt@a
retrieving information in the manners descri bed above, in sone enbodi nents,
i nfor ngdtion bibhibe ix{é'ﬁic{ilhgf%él%gr%ﬁ&f YifkRAtibS, (BERahatiesel MeANEtLAP! S

initialized and/ or depl oyed by the el ectronic discovery nmanagenent server

scanni %59?%%? W%T%%Cla%‘ﬂnéﬁ%pf?%é"ﬂll%ﬁﬂ”‘ﬁiszae%%?%Bﬁeﬁ@veilﬁé@l?%k‘%@ﬁ'éiaFﬁ“e*ﬂfp?Ei e
[ 112 ) ' [
Servor ot b¥a PErdiui PEsleHonh ey PRESEGRTIAREG: | W TRAETIEPE09 & soan

each of the enterprise personal conputers 140, and transmt to the database
ser ver 130201 ppshariseirent fﬁﬁﬁ@ﬂmﬂi%hﬂ%bﬁwl‘l‘éé% lasemgtearbodyueitis. dke piofut er
nane and 1P address, and a list of all profiles, including denographics

i nf or neaidng todr 1 et fivthér avsépuied en idehiiHatriddrgnsasigo theatatabavd tdnvad@h the
conmputer. According to different enbodi nents, the profile scanning tool 112

may bexnbét'}eéHﬂt Hhe afd 8Flcr@Mhechdi S OMBAND T BRAGRTB Ble SN ¥ She ﬁa_ﬂt&hiné. he
coll ection server 130, or another server in the conmmuni cati on network 102.

In SO”Rcé%’ifﬁ’iggitér?&ﬁéem%nﬁhgf lghéh @?‘&%&i@ﬂ rél?@rggz%]aﬁhairécﬁéﬁéo L §Of i gured to

identify and”transmt to t at abase serve e nost recent date and

time at whi p i cul ar fil s logged on to the.nmachi ne. According
o sonscansbhr fhflbugineier PoGhe fadiRe sPRBT g Re' e patPuP S isstiput er 1<
recei ved by the database server 120, the database server 120 uses the

pr of i | Whichfgpyaeinensevgrl Bser adgptificeandetogsiesiats thePariquips semPrsal Bfs, to
associ ate the particular conputer to the custodians in the Unified

Di r ect orstodi:2 intie lanBedPgicgined] 12heke aresesighabivid iscatdeongcatiods stdsterct he
conput er names and | P addresses in those custodians' entries in the Unified
Di r ect e Yomputef HiteandaPedersasiimtinet betddians entfibeintat abadel Bresery 320 may
al so record in each custodian's entry in the Unified Directory 122 the | ast

time t,6eaPIhes iR fiearnss 788 dl¥bise e cest AFnaPalso record in each custodian’s

entry in the Unified Directory 122 the last time the computer was accessed by the custodian,
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according to the profile information transmtted by the profile scanning
tool 112. In other enbodinents, the list obtained by the profile scanning
tool 112 may be stored separately fromthe Unified Directory 122 and
accessed only when a particular collection is being undertaken. Thus, the
prof i |ecsdanonige prodile ihikdmalibn rahshiyied enefairofleschinihg afol p&l.samathegonput er s
used by each custodian, which list may be utilized to popul ate the
cust odingbd@Rtitk afe ;ilgt_ doli8nddtiyf the drdAie @@atfnmgl tlé&ZL 120hay'BY stBRdacsRRRAL €

co

directory to be utilized at the tine o ection,” or may be stored

el sewhel b ﬂf(%é {1%1'1%8 %i?e%g;r% &g? 8%(? gcﬁ.;iegs%fi g@gﬁ%ﬁér@%} aﬁ‘ggui%pgolf%bg&f %%%Iﬁﬂlé%y manager

when a col ction'o ma S) IS 1ni ed, as

di scussed i.n detail . bel qw. [0044]] cordance with sqme enbodi pents of the
et M grbi el d RGeS A ALPCON cat | on
network 102 and exam ne the enterprise file _servers 150 residing on the

c onmu rfio8EI S H usrst Ragiakh segodian, viugh Bstamy baeHizef yo perulyathe @ptodig per sonal
network storage area on each server. As used herein, a personal network

st or agmtiazgsen thesUaified Dumclorg {l 82, agenaries wpsntd dtetbryite be atibiadglt éicitsee Who
reads data fromor wites data to it. Personal network storage areas may be

i n t hesffeanectdh, HEhWP b st AGohdaY LS RSk itﬁ@l‘@ﬁﬂﬁ aBfesAbREs HLSOMEGRSy Wi t hi n
a network storage device and may be re?erred to hereafter for clarity

pur POSE A8 HOMP SHREESY of AERALALNT1dAI BhlBLEIY iATRRALIRiSoustdin TBPPT N
tool 114 fray be run on the electronic discovery managenent server 110, the
coIquﬂ%&thS%ver 130, or another server in the comunication network 102.

I n sone ‘enbodi ments, the mapping tool 114 is a Wndows service that is
schedul to execute through use of W ndows Schedul ed Task. As the mappi ng
t ool l@ﬁ‘?‘gr awl s IPW@C@SWMI&W%@H@%%WWSféih,e ipyentioneBsmapredopb! ¥xam ne
each file server and transnmt to the database server 120 the path of any
net worik cenfguagblozranl thi chinmunivetiph netaork Y0banderavens theSatarprige file positivel y
identifies as a FlonmeSpace. In some enbodi nents, the mapping tool 114 is
conf i genets 159 exidingroa thbeo@niuaicatios fetivokle 1 8tovecse daDideytiBlihabith g aand
review ng the directories on each server and evaluating the paths of each

net mrﬁers%mr@g@o&rma%ﬁ%@bﬂ cadiN@hHgl NG k&l HSLS, AR NBEIRERU eV Ces
and resources. [0045]Wth regard to identifying a particul ar network

St Ora%f%ai&%%eﬁﬁ rﬁsl%?%esz{?-é‘acg socﬁ&%&’w{h”agsih ¢ SO IERAA @"?Qhﬁm :NG;{7appI ng

t ool i's coﬁ?|gur 6 UtTTize conventronal nam ng Ted ni ques for paths
in the comunicati opn network 102 to identify. those paths of network storage
ar eas %afﬁilh%ﬁ%@éﬁ?@é%ﬂﬁ rop? pises By 24D hSTOIMAE HRRr Tz SPHERLS or
based on the conventional nam ng techniques, that the particular storage

ar eas faklewcratieay refonrres Mo paetvoriasterage dewiseandmay bs eefesgd writeyeadise user
and are therefore HonmeSpaces. In accordance with sone enbodi nents of the

i nventfbodariggohpesseas GlorhEfpaceninicoatingto diffewat knli@Rmiestsahisingippthgt 0 at

| east one user identification and those user identifications are the

i ndi cap@ris 4that bd ke B ERErd RO HisddrphiaaiRingent Serv@cale el ohbdtiddakRgr when
i dentifying HoneSpaces. In such enbodinents, it is the convention that the

pat . 1ah, HRRIRASERA HOG AT AL 0O R Kod8 2, RalE, Lle user s

user cation. e shared netwdrk stor age

my. ot eADC I P Rouk S b s o o T PEY Moo ver e,

eval uate each path in turn, and nake a determ nation as to whet her or not
the parheduled ligkks As the arappmeriesltlildarawls thq goapppicatiqn nedwerkt Klnitded that t he
path includes the designated indicator, for exanple,

configured to examine each file server and transmit o the database server 120 the path of any

network storage arca within the plurality of servers 134 that it positively identifies as a
HomeSpace. In some embodiments, the mapping tool 114 is configured to explore the

enterprise file servers 150 by obtaining and reviewing the directories on each server and
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a user identification, the mapping tool 114 is configured to positively
identify the particular network storage area identified by that path as a
Hor neSpace and transmt to the database server 120 the particul ar user
identification and the path of the HomeSpace. Wen that information is
recei vedhliying hiee stakadiaseh seoel stdZ2Qe afdaehdahafrigigelkRis ddbthigesorhfe user
identification to link the particular HoneSpace to the custodian in the

Uni fi egeJRhdiQRh PE¥ukde associated with that user identification. Indeed, the
HoneSpaces identified through the mapping tool 114 could be added to the

rel evaﬁJOI e}Jst odi @\ﬂthe%f%glldgg ;de’lu?ﬁﬁ%ygérfnc&ﬂﬁ %tw%%%} Xié,%%x%a 2 SE Oélgestpél?

access to the e- added
to new cas In oth nbodl nts,. the meSpace direct gener at ed by
the maPPRET BoPmErEmRgmEHs.¢f P’@ap@e&aqlg?ép YeaRdguisAIg Ulitrd sPeam el cessed

when a particular collection is undertaken. In yet other enbodi nents, it
coul d Banngiechgicques foi@atsii thedopin@seadiop neprpork [1 @@mr]dmt@dh@semﬁ@mfne nts,
the mapping tool 114 is also configured to recognize and transmt, and t he
databas@w®é«m@mg&%&aéwﬁbbﬂhégm&gﬂ&tﬁkhnm@ﬂsIﬂhﬂmhﬂkhﬂbhmmub&nmhbmha$h tine
t he HoneSpace was accessed by the particular user, for exanple, the |ast

time amycdateaytivas I{dﬁmqi%]icemmmdﬁ@f thehhiticnr g@é@é%%@%@ﬁ% witilgHoké onal 1y,
in sone enbodi nents e napplng tool 114 is configured to recognize when

mul ti plandat Q@cégﬁéa a{n‘a o8 o'ﬁ@'i.zg‘é}r 5 BLONR9S A ﬁ@]Pe%Q%F§; of)| RES QR Ser ver

130 cohpares pat or t e sa user to determne | Icative entries

exi st. i S adv enabl es a col jons of the
oo X oo GEBOURARE Grke BB R NsBET s SommtnivaPer poeneid 8”2 i o
of HonmeSpaces used by each custodian, and this |ist my be presented to the
c- di sc%ﬁ?@l"?‘? Fredi denst 0%‘&?“ ilepidfigasion jansh those yser ddendidications apkthe Sprieadersitiat
initialized, as discussed in detail below [0048]In addition to storing a

| i st oﬁlemmboicﬂﬁmmem@ tarocatowi Bpgeds wisaddénifpingdtdmeSiphegs. dustddi an,
which [ists were generated by the profile scanning tool 112 and the nmapping
t ool 1dbadimpee] it ethy cotvenaec thadhegathsiof Mostspaciadhaeithsugicatidie present

i nvention, the database server 120 is also configured to store a |ist of

any shan@erRiMAEKdS HRNAGES aere@ﬁﬁenuﬁeﬂmmy G OuRt AdhARathSr Mgt herein, a
shared network storage area Is a network storage area aSSOC|ated W th

mul ti plke‘%wgﬁ(egtgra g)l e|5 e@O b&agau{i{]&@]{ ?C{%g P?aUOl}?t %h% %OI'G tﬁ)e I'ﬂaa%l\}{: 20e0§q&net wor K

st orageée areas stdra e ﬁ fol ders

or other our mnthl net wor k st Igfv ces and may be referred to
her eaf P&¥ eﬂﬁweeﬁaamorwros&g@gsea%er g ’é‘? g%fl’ Ty tsenge, GEdvals fidiatite 118
is configured to receive a path of a Shared Drive input by the e-discovery
managein thig and weke ¢ Hetepamptiomas thevhatier pedotDhe pathorgluded2 ysar identifiGatinnt o one
or nore custodians' human resources identifier(s). Mre

[0046] If it is determined that the path includes the designated indicator, for example,

a user dentification, the mapping tool 114 is contigured to positively identify the particular
network storage area identified by that path as a HomeSpace and transmit to the database
server 120 the particular user identification and the path of the HomeSpace. When that
information is received by the database server 120, the database server 120 uses the user
identification to link the particular HomeSpace to the custodian in the Unified Directory 122
associated with that user identification. Indeed, the HomeSpaces identified through the
mapping tool 114 could be added to the relevant custodian entries in the Unified Directory

122, making them accessible to the e-Discovery manager each time those custodians are
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particularly, in sonme enbodi nents, once a particular user of the

communi cation network 102 is chosen for the collection process, the

e-di scovery nmanager may undertake to identify the particul ar shared network
resources that that individual is using, and eventually, the paths
associatledtomdvhcasensk stharabodetevaskhe BEsoulpas.difEhiosy penerdied bg denpl i shed

t hrough conversations with the particular individual, by utilizing data

r et ur ngshfif@iot NB4 Ag ak seRdd QPhia@ly tRDInIY IR ]iLXESUcees@Nwheh h p&ilticanRr ser ver
130 (shown in the bl ock diagramof Figure 4) deployed to the particular

USer SRS LbaslbaCHs sk uldh oABbAinlcnREl QMg RNGHIRH Pihotiikibei no a fil e
browsing tool 116 executed on el ectronic discovery nmanager server 110 (as
shown in Eig%rg 2). [0049] According to sone enbodi mnents of the present

i nvent?dF P HE%f il e browsing tool 116 is configured to be utilized by the
e-di scovery nmanager throu%h the user interface 118. The file browsing too
116 gilP8%7k ne e-'BiserGEiPdiusiydhe BraRAL &P d bt Fodlpe SPINERRAHO Fprognize
comuni cation network 102 to access, in a limted manner, the enterprise
fil e sediensmismdihe databaskeeryonhifhiscaniigimedét wisk, ab0adicyin ef thaést fine
browsing tool 116 may not allow access to the actual files stored on

cer t aithe HoheSpatevnesssaccedsedib) cwpathmla-des avaamplmirdast tiee dvalvgewhdr ough
the directories of the file servers 150, locate files that have been

accessesd RYmtHa/r baiiRdl t8Mhe B eSSIE! WdaRidnBRy Shi6mOtmbbEintdntethe I N
accordance with sone enbodi nents, the e-discovery manager may initially

have ] | 1 j i LN t se file
ser ver BTG Rkt FFR sSho@pBEid behbhe MhbP iRl ERyhL itb i MG BRSPS
custodian may c jcate to t e-di scovery. manager a particul ar_fol der
e SRS 171 B HAIRE Gk SR Tch O SHE SR oo B T P RETPOHal Ly, 1 n
sonme enbodi nents, the e-discovery manager nmay have al ready undertaken a

| ocal dHrabHIgcEEEsEhis adyHvagequtly anaiessivieitenthel myplgtesallegtiensiadeal
collection tool 132 returned a list of the network resources that the user
of t hahe pachiate. Whss, tisgaofilerschiratg ewémt?) vktinetdy gesaeeen VisnaithgeeSpmys be
aware of the particular drive referenced by the user. The e-discovery

nmanagafsedBy chdhedusRARINONnd s fidt htayHePredeA@d td GR e-dikovicdy REAVRE whidh at O t he
particul ar drive nmentioned, scan the folders for any fol der having a nane

rese 851@&&1%3;@1 éﬁ%’ﬂia%'*svﬁicij‘m%pa%cﬁﬁsqﬁﬁi%ﬁzééfgt’é@&iké&és % Rftdgsyar files

created by and/or accesse e user, ermne the size of such files,

and r ieve the path. of any. fol.der.(or ared Driv i ncludin ta

ol ong PRl o ¢ hantideiicR o SRhpRLSTRs pimsEl e Ghe MRS s P B Bs ey
then be added, either manually or automatically, to the Unified Directory
122 i rPatpalasusiedien, which dists poqye gpgated by éhqmpﬁféé@arm%@pb# {2 apbthgpy store
in connection with one custodian (and in particular in relation to the

cust odhawisg teahhi¥ reepativelesini ademdafideerith sorhé enbadimehts g éresppmsdnt conput er s,
HoneSpaces, and Shared Drives associated with that custodian. Each of these

| ocat iiavsitio8, the dataBiteisatves 02U BeilRf colfipare8 t@E0e: Dstloiang Hgkr@thaworiand once
an investigation or collection of a custodian is initiated, the | ocation

i nf or n@dh AN, 8504 bl r{‘}llé ARt | 20, L0180 YshAed nlRYorR81oRGRERSEH ot O

determne the particul ar storage | ocations that need to be addressed during
the | MeEsbAanth ot ol hianin B ARSI RIDRALIEALE, ¢ LS, PAL B8 Ofaid e Shar ed
Drives aré not “agded o't ve “Oni ec?eﬂilrectory 24U AR 81y LWL in the
case necord(%?4 of, one or nore o&ﬁ he case(s) .on which the custodi an has
been dHd¥HTEONBEOHCHYLgRACAREY aRASH 1R 19 et PO RS WA SIPHSE A IFSES for the
case. Therefore, according to sone enbodi nents, the | ocation storage

i nf or rfaldetrpriodirer gegonrack wuthay nabwetkodprage devigsmed maydbeanterketde bareeftetfer in
the custodian's entry in the Unified Directory 122 or in another | ocation
wher e dldrity putposdsed ‘Shatel ®rors 'y The uedriskewhsel reiadbhfjpact esetdi-ea phdn
accessing the custodian entry. Once the custodian is assigned to a

par t i Gfladhaf@dT0sivd iﬁgm@ BY Qb B QR efBiMa@ ePdHAOIBL itkapdty ipge ess8e) t hrough the
Unified Directory 122 (‘as the custodian entry in the Unified Directory 122

is |inked r ‘Hse Ltiat: t of the
custo |g%*%QH?PS%SgﬁﬁWJS%QEgé@éﬁ%%%@gﬁﬂﬁaﬁﬁkéiFggﬁé fgg ?%%ﬁznbﬁgg it
allows a conpletely automated investigation/collection process, rather than
relying on the e-discovery nanager tg manual |y i nput the targeted machi nes
and file servers at the time of collédtion.



[0051] It should be noted that the Unified Directory 122 may be regularly or
continuously updated as new information is gathered using the tools

descri bed herein. More particularly, the el ectronic discovery nanagemnent
server 110 may be configured to automatically retrieve data fromthe human
r esour pesicdatl phasesc andodiatdnee obta epdrocyiandr afyic obhetunicaliey astivosioudres,
such as information technology directories or lists, as well as deploy the

profil & Hesdntonthetc@Bbctibhdradtds, tec-TREO Y nfa@@der WA, urdbrisi@as liddihiyy gehedul ed
intervals. Alternatively, rather than periodically retrieving data fromthe

vari 0%@;@1&- aﬁwﬁmﬁﬁggﬁ%e&% it 88aY¢ ﬁs‘?ﬁg&%&%@@rﬁ@ﬁﬁ, Hﬁe 4 ?’s}S/t em 100

my be co I gured suc at the database server IS con us

interfacin i t. he data sources such that the Unifi Directory 122 is
updat edpiieifilh i SRR B SRR TR e bt o BT HEREE . 1 i t her
i nstance, each of the feeds of information into the Unified Directory 122
i s regEPRErSgtifdutia frengrisniitadividusl, byatiizng data retamedibiont By losalect ory 122
is current. [0052]1n sone enbodi ments, the database server 120 is

conf i goeliegtigutsie] § hatxebied whspbedtmalsedat 3¢ Ghawi mythedleckalisgradi ciifigwe st or ed
inrelation to that custodian's human resources identifier in the Unified
Di r ect &y §epldd td tespartidudar ukdres heddse ok disshoednt danl betbe), tane/ddbly futitiding
Directory 122 are updated, in the event data relating to the custodi an has
changed i1d hgwdRlabas8 6 IREMRE] dllediforf OB AN PR ah RS LQU& 18 (hhGioW ifi ed
Directory 122 the new data and any rel evant ‘netadata, 1ncluding, for
exanplﬁﬁg; time and date of the change, as well as nmaintain a record of
the ol d%datd so that it is still a part of the custodian's profile in the

Unifie .yectory 122. For exanple, int event .the profi) e scanni ng tool
114 id 5[ i es axﬁ%‘?kﬁﬁlé*rtg SHar e%ﬁ‘g‘&‘l%‘?s §§‘b€‘i‘3§?”é&“ﬁlﬁl‘ﬁ“’éhecﬂlé’ttﬁ%ﬁ"ﬁﬁg and one
of the personal conputers associated with the custodian previously is no

| onger ool &Mt isfopfzuredh & bragttiygd By dleg ¢rdiscavamy manegmthrguglethetecrdntsrfece n t he
Unified Directory 122 the information for each conputer, as well as

i ndi cat 1 riBheaiethoowdieg taoh &1t ewes tiepedietovensmbnagst cledeat afthedtyancindien t he
old conmputer was no longer identified. In this way, the custodian profile

Wi t hi ned@ublRhfidresbrbBiaiass addeds TRY linkiel Helder thi &ltohYisOfilctR cRersonal
conput ers used by the custodian. Such information may be rel evant at the
r

T ok AR LA B RO AL SR 00 O I,

t arl'y rel evant
to electroni

di sc ry is.enpl t status.. Accordi,ng to sone
enbodi SRERTA0 Trishal HESTRsE! 67 rirs Plserisi pralavenBe pkiny e Sipimessdo
dat abases to the Unified Directory 122 includes_a change as to enpl oynent
st at usbiervsa thsangh e dyectetiey Ydhafle serere] ¥bigan Wesithatbaverbpemnsrasssdnt
server 110 is configured to recogni ze the change and possibly perform
part i ciieanstbdinetandnisterminegbpeins ef thktiiles. dpecedrimak with somet dngbeelveatts,ithe i s
recorded in the Unified Directory 122 that the enploynent status of a

parti cerigeowus adhgon nelyangely heam pateral @dda flagfabididdr&le sdrvg altiggtiioni c
di scovery nmanagenent server 110 is configured to determ ne whether the

cust 0diAfpliSe ARSLARR J00hAMe ERIEIA hdBLEE 0 th@@g%t. iebr SQm10 the AledHidn tO the

desi gnat ed nmanager or contact for the case or ter an ectronic

conmunj i noti f.vi.n nana er,Qf the term.nated status. and ingquiring
ot o ALEHEM PRl RS B TP AR e Rl TPl A BB o
collected, .In the event. the nager responds in the affirmtive, the

el ect r Sk llﬁ}lgléi’:g%ﬁe%*@}'eﬁéh"ég {OIEEY A8 SOMEEM DO ERANS: fif CHISERY CBUTBHMT cal | y
initiate the various collection processes of the present invention.

Ther efwrehavardreadis verdiirtahersa baebealigytidvyepradssant deossidanéomhdunadvipréior to
any destruction or unavailability that could be caused by the term nation.
Al t er ntat el yoliectiorotobk t 3 2rebodedehitisof thdmetebacles@nts thatsbover yf anagenent
server 110 may not commrunicate with the manager and may automatically

i niti ahecHi hRGsE@NINURNLVERS SN kO eA) HRRLEND HBIRLAYIBAL p&tidls -

drive referenced by the user. The e-discovery manager may then employ the file browsing
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[ 0054] CASE MANAGEMENT [ 0055]Wth regard to case nmanagenent processes,
according to sone enbodi nents, a case may be initialized by the e-discovery
manager utilizing the user interface 118. In this regard, the e-discovery
manager may enter into the user interface 118 certain information about a
parti cablar] tmattrerscorut cate pagicohr dsiva neasenaareanghd fddern tortzay foldes hor t
description of the matter/case, a legal identifier, the particul ar

r equesiRing(d ntne resbiablask@d: {08 fihen BRER ser, RenGPENS M arti CBAAYES Sre@ed BYNt acCt s
for the mattee., individuals involved in the substance of the matter rather

than the/RrROGRSS be)J thé SsdrDet&nfhS ARSI Yof ﬁg@ﬁﬁ:@ and 08 bR hh &£ zﬁxg ;I-E ie s

el ectroni c discov ry nmanagenent server I's confi gured to stor

i nfor jon in .t case. dat.abase.124 in .the database server 120. The case
dat abaoliet B et AR RS Ip B TR peE ehiad s Sfhac ron such that al
information relating to particul ar matter or case is related within the
case diPallase 12Mhomiicrederns ehthe darehyivisanay fee bt adieds ST PR o
profile of the matter or case including all the information. [0056] Once the
mat t eroramtinesticaisdo HasUbidied Divectarall 22 authe dpi@beasedieneoV el y Thus Hgddnifiag add
custodians to the matter or case fromwhom data may be required to be

col | ecibeektodyrni 22an®y eskadicomircton e cakeaftodian Cardli ia pareniar imrdgRmaothser ver
110 is configured to add nunerous custodians to a single natter or case at
one tidRtodldn’d MirSard RUALELs ORI fRr)H BE QY Bl ARMADEI RN s UFEm b cHS Bhd
interface 118 to enter in identifying information about the custodians. The
| dent '%g%&»&ﬂ[)h()éﬁoafs@@cﬁét%‘“ﬁtﬂrtha%g&oﬁi‘dﬁ.t %Q%ﬁié‘ftﬂ@&%o&?§onP%‘éaep6t8ntPa? s@lrod {JF same
type. For “exanple, a name nmay be entered for one custodian, an enal

address for gﬁftper, a,.net wor k user i?entificaiion for another, and a hunman
r esour L SIPRRE YIRS Bystaiin. RGO PRG an Hyestigalion priodiertieotm@siadiatyn i gured to
receive the identifying information in different input areas dependi ng upon
t he tyipsiagd, t}t@éﬂ@ﬁhpyimfgrmﬁf@rsﬁwﬂ dhthsdinifed Pitsripad 1 22may b aeteswsdite

di scovery managenent server 110 is configured to use the input information
t 0 seatetdmtibethbipafticethr Bioraetiorayioi2that meetlhe bdatiddesssd desnyére 120 to determ ne
whi ch custodi ans are associated with the input information. In the case of

a humeifvéagoideasicb@ant infdiedr cRioan @i, eheshthO6H the SAG-c8 WaTves hamot Adddie
Unified Directory 122 may be a match. On the other hand, in the case of a

Lo GRS A ) B CEPLUBIP RS 0o W PRy
mat ch c%ges(s dono\ghltcﬁef\héa 911%%&{1&%“&?&'3 b%grg g&cle% 8 g\e/léx%%ged later when collections are
initialized for the case. Therefore, according to some embodiments, the location storage
information for a particular custodian is generated and stored either in the custodian’s entry in
the Unified Directory 122 or in another location where it 1s linked to the entry or otherwise
readily accessible when accessing the custodian entry. Once the custodian is assigned to a
particular case, the information may be automatically accessed through the Unified Directory
122 (as the custodian entry in the Unified Directory 122 is linked to the case record 124) and
used to initiate collection of the custodian’s files. This is advantageous and extremely
efficient as it allows a completely automated investigation/collection process, rather than

relying on the e-discovery manager to manually input the targeted machines and file servers

at the time of collection.
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[ 0057] The el ectroni c di scovery managenent server 110, after searching the
Unified Directory 122 with the input identifying information, is configured
to present through the user interface 118 a list of all custodians natching
the input identifying information. In the event only one match was returned
for a [Esti cul ar Isdioutf bd mped thadgwttifified Direatboyr Mt menbe tdpalaelyadt roni ¢

di scovery nmanagenent server 110 is configured to automatically select the

cust odb@ﬂmh@uéwuﬁ@a@&ﬂast&“x h%‘oxﬁﬁ-ﬁ@n o g,a@l?éx é(ﬁﬁsm@hettb&b a&mbe@%@m iNofehe

event nore than one match was |ocated for a particular set of input

| dent | é”tl&gaf[lﬂftﬂé BLEMe aDER ”H)%]nl?mgéé%rhénm&vmtl% %Wonl?gr %’d“%&e”t ed

togeth |scovery ager rough th I nt ace 118 and
ked t th t I t odi
rof | BRomalEtb P EisaG FNE 1%&&”?}%33@%@8?3’&39@@ s tod 85ult bheod SHStan

t hat should be added to the case or nmatte In doing so, the e-discovery
nmanagefthapielevanisioyeses tsheh &t WETmagpp F%hmfaay riﬁethéesw ditst asweld ag feplay
corporate title, work | ocation, associated custodians, etc. Such

i nfor nﬁmipmmﬁlcamrinhfgjnm t Heang-thié smppiegyoq?rdriagérregiaéad)osobm@ﬂhbhltd:rhés.l ocat ed
custodian is the one intended. The e-discovery manager may then select the

cor r echltethatiogly adtHepthad ghetibdioallt @ttt Csefrom thatiedusalach ©ardek swhtRat al |
cust odi ans sel ected may be added to the case or matter. [0058] According to

some eI urccdddiahEes aEURIRT 1 a0 o cﬁﬁﬁ"%z@& sUBth " thd AuMes |1 nking
the custodian profile in the Udified Directory 122 to the case or matter in

the Casse?vdaltﬁqs? é&nt%t%éuslg@nrtgf nec\lvf ﬁ}alclaY (;[urr](?eseslllc1 t:hgitotﬂl m 1e ]?}{*g&&w .
managenen server COﬂ red once a ar I cu Ccus I S

identified tqQ be added to p ase, ent into the cust odi an
secti oh?of ”&’ﬁ%‘eg 8l B¢ “H’t’“e@égé3 C&&WF‘E”’\A‘? ai‘tﬁ spyiEct E-g‘?:l apiRERingIncey
identification of the custodian, i.e. the custodian's name, and a link to
t he custchdif dre sedy offinfosmpton éo Wrilinided Direetersol3?. is semdbarhi ynglated toensie
enbodi ments, the custodian's profile information is retrieved and copi ed

i nt o tthet thasietariecloy dnitied Theecelred?? oniveredi. scovery managenent server 110. In
either instance, when a collection for a particular custodian is initiated

in a papkbpul ar méoafnﬁmm@n@ tHE APk TBRRBLEX0 islcbefialreE bidnha i scovery
managenent” server 110 will automatically access the custodian profile for

t he C“ﬁﬁs cﬁ‘lrhammqg%% Q‘cﬂ{ﬁo& er‘lsps@&%{i fﬂj eﬂtlé)lﬂ% fhat Exgsfté‘cﬂgn Eﬂﬁﬁx{ah g&%ché‘t

to that custo scussed I n deta el ow

S|tuat|ons in custo dded to, the e, and
ot o 1000 eTdn SR G iR L2 o whed ke bio nE i it BF EiEEbar an
for collection, and the remaining coIIectlon process wil| be automated,
becausPirepersU X are pdiied it Sroyevenidag iekabisng (o iesastodian hep changed.dhevant
information to access the custodian's data and the el ectronic di scovery
managedemass esrver 12016 costignoat fogtnre th the lautiedrBiriectaty 122 thpmewelata drdeanyar i ous
collection tools. This is a highly advantageous i nprovenent over the

syst engl@hnt RetaPith Ghclabing, foPQRGhA6CHE GntthndQlafrRhehode eRdl asupon addi ng

custodians to a matter, the
maintain a record of the old data so that it is still a part of the custodian’s profile in the
Unified Directory 122. For example, in the event the profile scanning tool 114 identifies a
new personal computer associated with a custodian and one of the personal computers
associated with the custodian previously is no longer identified, the database server 120 is
configured to store in the Unified Directory 122 the information for each computer, as well as

indications as to when the new computer was first identified and when the old computer was

no longer identified. In this way, the custodian profile within the Unified Database 122 may
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el ectroni c di scovery managenent server 110 is configured to initiate the
transm ssion of preservation notices and surveys to the custodians. In this
regard, preservation notices and surveys relevant to the particul ar case or
matter are stored in or linked to the case profile in the case database
124. Tnahdei dsiton obtha resqurbanwitrs apcdint the esstadidn s Gndeypdorhmtion staydicans
added to the case may be automated, for exanple, there nay be preset

i nst r utdvamsat thd thihé of eegR@doPboOtdilcetibihat the ausedibhe el ectroni c discovery
managenent server 110 to transmt a particular preservation notice and

surveypgssp par t Haukan ofaiemAtidn TR B PR Birfa5it/ 108hAich [ Baekifg, event,
such as a custodi an being added to the case, or the e-discovery mariager may

manual | y. 2 1 nr N i ces d r Q ransmitted. In
e L R AN
configured,tq transmt the.preservation notices and suryve i.a a standard
ormmi | Y hiee e ofRrosmpYe EOREDe e Biowscs fassede EY M ERA futocke¥ such
that they are transmtted to custodi ans together, and one survey nmay be
tied t2Zweladenmehaspe aptocsenoanes rtatet ofeeparyyndsr eistodisnodicgleciresisonds to a
survey, the survey response is received by the electronic discovery
managedisntvegenyezeheft sencr 1 0 isechnifiguredltatdcopnize thchhangd adgntssiblyst odi an i n
the case profile in the case database 124. In other enbodi nents, the

ar chi t ggfoinapiculfiFusanss datanase Vide sRxiheall¢anfihasvaadit séeloldbdtn itk
flexibly enables a user to link any/all preservation notice(s) and/or

surveyphgel %%@ﬁ)& 1 9 Hﬁm@wlﬁ net GHRlsQHa rtﬁ&llgrrh:ﬁgmﬁf‘éﬁ %H%}%Q frohpgar dl ess

of the particular” case to preservation notice an r survey

response relates. . Furthernore, .the electronic, disc r. agenent server
110" ety V6 T BTl ' oV eB PSP LI UF 1 & GV #URECRI ved [ n ¢ he
survey response in the Unified Directory 122 in the custodian's profile.

[ 0060] FEEBYRE WHether 186 rastediny i avigned togay kase AR Eadni 69, 18 thmesEtvat i on
notice and survey to a custodi an, and each correspondi ng response, is

t r ackettie desiginted mhienganor caéat frohé tase onntatter vadectthaiatras@uiiz4dtionThe

el ectroni c di scovery managenent server 110 nay al so be configured to

t r ansnidtifyiagitndanndpet 6£@s tdriniiR&Panee and hiquitpSady epsthar theRinagecebyad
within a predefined period of tinme. The el ectronic discovery managenent

ser ver|idhflc Wi BhaLoROAEAN SAHEAkLR. 36 ARAS HEMALES :Bbhaeh he be sent
to custodians to periodically refresh the custodi ans® nenory of their duty
to preggrve. filespdocuments pertaining to th tter. ln, . sone e i ments
there THmiie IS UEEPHTE S RlBhnen B LRkl SR I uRPR T h o
single view of all outstanding |egal holds applicahle to the custodian. In
this IB8Y&fe }eMaYsrdrcigEoesisssstitampiesen pusaited! harefRre thasmsiodhensi ve
view of all outstanding notices and obligations to preserve data. |If the
cust odlammazbe sdrmtrarotdy Fatectad sk o edigructompot uara lahflith thateonlddgal hol d,
the legal hold portal will also provide that information to the custodi an,
t hus praosaddiynge sormahtiant adeossivelst hodhafensedimérntg thé Electrmiic ORcdvepyn t he

cust odi an. According to sonme enbodi nents, the rem nder notices may be

i nact i HalREmeRRNEr 930 hy Hot EQHMURRhCAR IPhe InARBE AU nTR! ZBSmatiiilycan then
be reactivated by the e-di scovery manager. In sone enbodi nents, once a

prese ri}{ﬁita%eo&l1@&5(@11(:\%]?5@?%&%%1}6@? ?ltézﬁjgg til?@l%?]g)é’lg’%ilf’iﬁatug.h e el ectronic discovery

managenent server any rei magi ng or refreshing
of th% é#ﬁtOdianl E r %5 C ter(s) by transmtting an alert of the
preser9 on noﬂ;§§~ﬁggﬁg¥—%¥@££§rise's i nformation technol ogy managenent
group. In addition, the survey responses received from custodi ans serve to
i nf or MPPHE col | eWilthgpegsd sreass mapggenesid pplcesseariecadingdy spmy einbgdimantas t o
what network storage devices the custodi an uses when storing data. The
answera ¢adhataty the igitisi i lrthgevdesova ymmmagerutdyzingetiic usd amtorfadee! 1@ddi thion of
Shared Drives to the custodian profile in the Unified Database 122 that may
be usedgdral@e eidﬂscﬁ%lweﬁédagﬂ‘- may enter into the user interface 118 certain information

about a particular matter or case, such as a case name and/or number, a short description of
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[ 0061] According to sonme enbodi ments of the present invention, the

e-di scovery manager nmay utilize the user interface 118 to add attachnents,
notes, tasks, and search terns to a case or nmatter. In sone enbodi nents,

t he contacts/mnagers for a case may al so access the case profile in the
case dikabate'cd@da leghhigestifivethb periselar eagesray(i. addhataslachive titescasnoties,

tasks, and search terns to be stored therein. Thus, the e-di scovery nanager
may nobpded}, Reinegdry oLiritdcys Rk tie 18860 $5¢. [ @dividabAs SolasdlinCiRis eultaiRg eneiat
tools of the electronic discovery nmanagenent server 110. The subject matter

of thezrﬁh&ﬁ%ﬁfé?ﬂiaﬁth%%@&sﬂﬂ& tﬁ@%@scﬁ?&k%éﬁﬁ 3&1%&'&13§ @Vﬂ{gelécgliohn? case

or matter In sone e od |nents t he tasks ar |recte SCOVGFy
nanager cas ect 1 SkS ar e
Casks TRATeDAPAMETRAT s ’3% &tiuredd sRHORES SRRROLIRD B hNARRE orer

manage erve 110 |s co ur to tr nsnlt a ngtice to the custodians
that Ot oA Ty Re i Geaee Agaes! %00 awﬁq tease | > pErRapgugs ingouse didar d emai |
functions. Wth regard to attachnents, the e-d scovery nmanager, or the
cont acinforsmaigarsuds thatell infumatinayelalpiedad neelialameatier peaase s iskted witbined t o
the case profile. [0062]Wth regard to the search terns, the e-discovery
managetheensd dutabaas 82 4£ant acdes cor usrahager mtemyceddd to efehvad protidr ofsthe matthe case
profile to be applied when searching the collected data to | ocate data

I €SpoNg; ¢H8e AIcIUdBAENPIMe ihRrhiunder | ying issues in the case. Storing the
search ternms within the case profile is advantageous as it creates a record

O Lne @R C nacbBteh i REGHONENLOKEN i diesRackud 0o ibuiiBkPngDd o1 de

In org ni z: thﬂ 0 a, as SCUSSG el ow. dlng

to so i ments of ent nve when. a deci si.on i,s _nmade t hat
e T o BRI ethatin r BisF FEmh bOCTBH SR vF AR S S BRI T scovery
manager may use the user |nterface 118 to rel ease the custodlans fromthe
mat t er S¥RE ERBOdINGRY P flctarie distayey Pemageent seygelld is kenleseivcdident of
coll ection of the custodians' data using the various tools of the system
and t heurderbas ststrdags (¢ nfsohamatoer dncased onatitiwe 1o ts$ ol Sle eediscdvesy | n t he
Unified Directory 122 and linked to the case record 124. Furthernore, as

di SCUSﬁx@ﬂag& ey lige alRamer iangfacd | detoadnterigidiminfin@miseleagabedt thhie cust odi ans

(i.e. selection of those custodians in the matter to be released to the
case by,ddias: dhe 9&‘(}%?%1@@3@19@5&)1&& &Rh! CGQB&QH 488 Bgvcatggaecgf tﬁé@m&o Il ected
data, the process may be entirely automated. |In sonme enb |nents

I di f
o e SR APRABSTR b A G B, T el noﬁw& Same

ssig

time. In additio n instances where the e-discoyer nager has
previ obfpr v%atdgatié?%wéownom,t%aalﬂgnm HEFUECES Ager ﬁ@é rtaﬁféﬂl@q et oni ¢
di scovery managenent server 110 is configured to allow a group of
cust odisghinterdachd 1 B ¢4 eadiguradrto mecgivieghe slentifying iofmmation ithdificegmb inpuberead n some
enbodi mnents, automated collection of the custodian's data can occur at the
tine tdt@eﬁdl‘agﬂﬂblameitgpa’ &fl idastEding ofvhhigormed t @rectioed hBheds@rodihdiscavieny m zi ng
the risk of spoliation.

management server 110 is configured to use the input information to search the Unified

Directory 122 in the database server 120 to determine which custodians are associated with

the input information. In the case of a human resources identifier being entered, only one

custedian in the Unified Directory 122 may be a match. On the other hand, in the case of a

name being entered, multiple records may be returned with explanatory details, thus enabling

the e-discovery manager to select the appropriate match based on the additional details

provided.
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[ 0064] DATA MANAGEMENT [ 0065] Once a custodi an has been identified for

col l ection, whether manually by the e-discovery manager or by being

rel eased froma matter to a case, the el ectronic discovery system 100 is
configured to automatically collect the custodian's data using the |ocation
i nf or @B st or €k elacttdréc dincdvieedmbhagatcar yert@2.1 OTheratatking theUsaifedt r oni c
di scovery nmanagenent server 110 accesses the custodian profile of the

cust odpadetbs 122 wigh HeGhad iéléhtiﬁ‘)lflﬁ% Wibfrh&bnDis @61 BNxd I greddifl udish @l tHenes, from
the information stored therein, the different |ocations of data storage for

the pagde}l fidiee §¥8 LRI gl %gd%%tm%ﬁliﬁ o186 lﬁqd%{{il?ﬁﬁg il%ﬁngf’orﬁy ifigld erent

| ocati ons at the system can address, 1 ncluding person conput ers,

t
ol | AL S A LR R P SR Ba Ry ¢ S o

col l ection) .includes at |east one personal conputer(s) associated with the
cust odf &M ERCHVRR BRRECHGRT ¥ dd Bieraptigairdge sriomagispiheselect thermy
undertake to collect the files on these machines. Therefore, the electronic
di scovewsipdirartaderdied wahy ease vt Mattay Pethd whe tand, inghewant meacthihnene
identifying information, such as domain, nanme, |P address, etc., and may

i ni ti ahiichk wde dbaydebt a phrtiduladealof agut RRhiiBMmE @@ rmbddn ranibegngprol | ecti ons
server 130 (as shown in Figure 4). [0067] The | ocal collection tool 132 is

conf i giERHed 8aPBe FRPURYED EMOMOINE c SR RGPS gerBINER tH3Rer MREEAEN 1§ hr ough
an application running on the collections serv%r 1307or otherw se, or

anot her. s Wit hin t twork 102 to _an f the.enterprise.persona
o omput AIRREES st S N6 DE el PRl BT BL I E AR ARG 0 o

tool 132 is @on%iﬁured to q%%lizei%he machi ne.identi f in% i nformation
suppl | BEBYef WahheReichRs 1 WSROy crrr gustadien &t vhtuld b adeedde thfepl oyed
to the identified custodian conputer. According to one enbodi nent, the
| ocal @t Pe@eiten In doingse2the ¢-dgnerpryunatheenmpe carsidangitd gher ipfarmstian ined on
the target custodian's personal conputer. The local collection tool 132 is
f ur t hethe poofilegsuahcths corporate title, work location, associated custodians, efe. Such

information can inform the e-discovery manager as to whether the located custodian is the

one intended. The e-discovery manager may then select the correct custodian for addition to

the case or matter and confirm that all custodians selected may be added to the case or matter,

[0058] According to some embodiments, “adding™ a custodian to a case or matter

involves linking the custodian profile in the Unified Directory 122 to the case or matter in the

case database 124. More specifically, the electronic discovery management server 110 is

configured to, once a particular custodian is identified to be added to a particular case, enter

into the custodian section of the relevant case record within the case database 124 an

identification of the custodian, i.e. the custodian’s name, and a link to the custodian’s profile

in the Unified Directory. According to other embodiments, the custodian’s profile

information is retrieved and copied into the case record by the electronic discovery

management server 110. In either instance, when a collection for a particular custodian is

initiated in a particular case by the e-discovery manager, the electronic discovery
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to generate a snapshot of the data residing on the |ocal storage of the
personal conputer 140, for exanple, by using a commercially avail abl e tool
such as the Vol une Shadow Copy Service, store the snapshot in a storage
area on the personal conputer, and transmt copies of the files included in
t he snapsdemehoserhe 1¢0Mikatioansicsdr metsskBOcusBydidr proding fot tlrgukiodiadand from
the snapshot of the data stored on the hard drive of the personal conputer

the | ogaémfind 1R GhitRMId 09fa sl?ducAdV A aR9 uﬁhy;@maw@st&d@. CHissO8H il B0
continue to use her nmachine without substantial interference fromthe | ocal

col | ecfi I : i 1.\ . rd

i ve SRR et bR i ifhuighl B Bl bhd chadriBh BBk AR R s
server 130. 1n so enbodi ments of the invention, the too] nmay. be deployed
Co t hece it S vt it o SFER R bt Bleg o usr o
know edge, and with no noticeabl e perforpmance degradation to the users
machi nedlectigq, gnd heggpamingedigetihrncess mekpeiantymaied Begaues thgadinified om a user
that may be under investigation for alleged wongdoing, for exanple.

[ 0068] Pnectddi tA2oniretdy hinses alhof thomdeday orfphmeadicalowecess the cusiodiansalalaect i on
tool 132 may al so be configured to transmt to the database server 120 a
cat al oghdahe tlRetriit dcone Haskdnient bgvanapshoénfigurébtosiuamedically t he ongoi ng
col | ecti ons database. This catal og may be referenced by the coll ections
ser verl3nbfl (f defouk @oRHELSE BJIE MISINLHipAB dd9&ith &bk SmFRFBNBAIGRPfhet O
resune interrupted collections at the point of interruption. Additionally,
in accgg&gnc%.ﬁgtébg%%ﬁe enbodi nents, the local collection tool 132 is
configure i'l'e"and transmt to the electronic discovery managenent
server_ 110 a list of network reﬁo rces the user is sing, i ncludi ng, for
exanpl @05%kt wor kASEPHINE4R FYRS F Bél‘mefl@ SRS HHO S 1Q) 8 Bt N ysed,
accessed, or mapped as network drives. This |list of resources may be stored
i n t heclagraiadiscoyerwmanappmeninseras 10 &3 eailighred to irgtipte dhd tanspessin ¢fi ed
Directory 122. Wth regard to transm ssion of the files thensel ves,

accor dpregertaiconetieedxodi suevelys af tht kestodiwent inahis rédeed,|pocsalvatoh hetitdasandt ool 132
is configured to conpress, hash, and upload the files included in the

snapsh@trvdyR r&iBeart & 1R GhitROr SR matRPare SGHEH B dinivkedw, grhadh peilssn the
el ectroni ¢ di scovery nmanagenent server 110 nmay utilize a conputer watching

tool 13,7 LQ HekGldn e Mhf s’g&%ilkégm%ﬁ ﬁ?‘ﬁﬁeﬁﬂ{ﬁgblﬁz gér?]tﬁée}? Ond 50T 6 %ﬁ&tB&'iia{'?ﬂ;S

machi ne. e conputer wat g too Igured to nonitor

net wor k, .1 nd determ ne whj gh.of the enterprise personal .conmput.ers 140

r e onfidie ©o FRang Rk be Ao RIIoGR rom Ry Bereanty By RESH A ARHUBCT Ry are
machi ne needs to be collected, the conputer watching tool 117 is configured
to det@serpidiloHehcausatheriediions qlﬁ%ryvﬂ@laﬁ@wﬁrsr%ﬂ@ogﬂz fo gansmpien it appears
to the conmputer watching tool 117) and informthe el ectronic discovery
managepantulsgreervaivg moheadt aid susyyudt d particulaaldateer tinee dropah aqaktiedtri on t ool
132 immedi ately. [0070]1f a custodian profile (for a custodian rel eased for
col | ecfrigpiind &\@htld8ch &y cRaldim Uediy Kioke fpaeeas)br Hharditkdehvasmagen@ayt he

el ectronic di scovery managenent server 110 may undertake to collect the

files fromihase dié bﬁssiﬁ%ﬁﬁ(ﬁ{ Sotf¥s il §dr@é§s% BY thienitied SrS@myer col | ection

tool 134 running on' collection server 130 (as shown in Figure 4). The file

server coll.ection tool 134.is configured,to access .t fi server, | ocat ed
2t ¢ hee R e LR o g M RutY bR b B0TRS chitetd P ESE g
Drive, copy the data residing on the file server, and conpress, hash, and
t r ansnPTESHHRIEAITIEES ApdtsHIEYS e et emsh nstoy eF hasuveYr et b Weler ver
collection tool 134 may be programmed with preset instructions that all ow
it to alpyescopiorf idtesmss medt thaigheearediansoitict ép cestodians tegeihgst and ¢nd svayhat
have certain file extensions. Alternatively, the progranmed instructions
may prewebt tithe mbleahsieomepresdldteatiotne.t Blen hdkstbidpmresppydang o sul ey, havi ng
certain file extensions or other attributes. Either of the foregoing is

advant @gegiey kdspbii@ ierlbRePY SNt IBNRARY dibvBSt mhiHpemest Revdr N 1GaRYi NY _
executable files or source code, for exanple. In sonme enbodi nents, the file

server l ' . ' : ' ‘ r Sirze jestimate
o net Pt SRR bR scleifod BB R ARG B e PR e I MThe
file server collection tool 134 nay automatically begin the collection
process (copying and transmtting dagﬁ) if the size estinmate falls below a
predeterm ned threshold. In addition,”’in sonme enbodi nents, the file server
collection tool 134 is configured



to determ ne whether a particular folder that it is collecting froma file
server includes nore than a token anount of nearline files, and, in the
event that the fol der does include such nearline files, choose to not

coll ect such files so as to avoid overloading the server. Therefore,

accor dithg dutbodihées, e arehbbadirrehtis, casdéatibdse 1 3@ magbecohfigotd ewchtthatl it 134
copies all or a portion of the files residing on a file server |ocated at

the pafidxigly\egibleda the td Bhieases] presdosiaimdiicBlsPhid/er skt reditendst Sorhem to
the collections server 130. [0071]1f a custodian profile (for a custodian

rel easggdid oL c‘ﬁgtlolﬂ%ﬁttb B cus@&di%g?é%aﬁﬂ tfle ?QQEtﬂgtscafSQ @MichmRd | account on

the e erprise emal | server ctronic scovery nanagenent

server_110 ke to collect th nterpri se enai

e verr g A eT B P8 b S ieingdid tria'%sna‘*trﬂ%sgrrrs% Sl T8 A58 nni ng on
col | ections server 130 (as shown in Fig In sone enbodi nents, the
act i veraagemepiieneEdil g Hmty d¥§1conaguned t‘(‘:ﬁﬁ‘f‘i aéltﬂré’d)%o‘é%% éia‘taﬁéc%‘éﬁdtlﬂé}tﬂ ar

M crosoft Exchange server within the enterprise email server 160 on which
t he custagiraspossancbe binifiesslddesoryWiRE di thescugiodian’ preéte.- on t he i nformati on
included in the Unified Directory 122), copy all email |ocated there,

i ncl udiongoiemai | sAdelréingdo bymé babedisicad] ahyanimissiopedgiaevanatngerd od of
time prior to the collection, (for exanple, seven days prior to the

col | eGJrjd%ﬂ)ve?"ﬂg atcﬁﬁB&Hh Lank f&%ct@@&&%ﬂoﬁ@hé feshOhsk N8 tGekddasithORSevaRr 48E 130.
[ 0072] Regar dl' ess of the storage resource Iocatlon frontmhlch data is being

Col oGt i 5, PGS oA ThPRRl Rl 800l D SRLAEFLST HORpRELFCL onS

server IS conri ure ata e co |on IS

still (%P%ngg in the short terntst?g dr|v 180 until the @,% ul ar

col | ectte‘r Rigdred S gpRyw! reppipderoficesd 1555 14 1he SWREYDITedat HCPiREd MHY from
the particular collection, and then copy the data set to the long-term

st or agePrafeinedaeviod Rt 6. fToe clssirprin dcoverpmegagement seiver bifbody alsabs, t he
barcode is generated at the tinme the collection process is |n|t|ated by the
el ect raniiguctd s¢ echedylenramaglemestices &r Mesend tlcuatod iams ts patodicallglrefegshwhe hi n
which all files obtained through the collection process are placed. Thus,

t he bafigRdainkSmeherest kit burtyh@ pE@bihve Gl edddatnishetthiRil 0B ghd MaAMStRr age area
network 190 and is used t identify and access the data collected data at

a | at gf,fd (’]’H?ood}-ﬁgntg qgerE‘ 14 § ‘IQ%z?lth%ﬁierp(ﬂ'Fa(f’ogtewﬁlgH gk éu@fﬁld%iﬁs h{lﬁ eﬁt iffid date

of the col ction € nane requester t he artlc e extension
uest e

PR et B A S AR R T L Bﬁwﬁﬁgﬁmldﬁems, the

col l ections server 130 or another server transmts
portal, the custodian is presented with a comprehensive view of all outstanding notices and

obligations to preserve data. If the custodian has somehow failed to acknowledge compliance
with the legal hold, the legal hold portal will also provide that information to the custodian,
thus providing an advantageous method of securing affirmation from the custodian.
According to some embodiments, the reminder notices may be nactivated upon closure or
termination of a case or matter, but can then be reactivated by the e-discovery manager. In
some embodiments, once a preservation notice has been sent to a custodian, the electronic
discovery management server 110 may undertake to prevent any reimaging or refreshing of
the custodian’s personal computer(s) by transmitting an alert of the preservation notice to the

enterprise’s information technology management group. In addition, the survey responses
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nmet adat a about the collected data to the el ectronic di scovery managenent
server 110 to be stored in the database server 120, for exanple, in the
custodian's profile in the Unified Database 122, in relation to the stored
i nformation about the particular collection, whether it was a | ocal

col | ecteceingd ivmaakiodeinesaivt tcolfdracthc@dliedohipr@eseruerexmaplegsiid @veyet c. I n
ot her enbodi nents, the barcode information, or an actual link to the

bar codgal hduf}e ok @k SkAiRag @hviRs IR WRIdHiahUWes WhcPiBfRddh ! IThe the
case record 124 and/or the custodian profile in the Unified Directory 122

at t heaxﬁ%tlﬁak iR ch%}[%?ig}) ré?v & ﬁl%clﬁr\jgg n?ﬁ&ﬁfoq@etge a(l](ﬂtigli) Blhglliariécpﬁ 139(3\’/ & th h

e
barcode can be use reference e-di scovery nanhag i'ew ng the
case record 124 or. the cuystaqdian ile as the case may be, at a later
Gate gt AE i VBN I e RhlbeCind BetidSEL R SR ne case or for
the particular custodian. This is particularly advantageous in an

ent er ptl08&] envi r HRFRIAMEAP SARG CBROTIMAHEHh profimt & eriipt it &diss@esy nust  be
managed and cust odi ans can be assigned to nultiple cases, because it allows
t he e-disgpmyeny utthrateruseionfeeiade | 8 {oonldtagtacnderds ness, tdsitsaantdahrohdsrms

coll ected previously froma custodi an, perhaps for a different case, and

use t hg dakaor ehithiern kome ¢ndeOMahYs, e dABRS/ Hinakersi fof DE4¥e bl L@l dceedsi on
process. [0074] After the data has been copied to the |l ong-term storage area

net wor . 19Q prb iR 16 Ahd &6t h&aﬁas_éq@x%&a@%%&%@&&%ﬁ% AhhiBGRin he data in

per manent storage to the original data in the staging drive 180 and, if the
hashi ng .is.identi.cal urges, t he ta fr t st.aging drive 180. ce the
data nitSHEFaRY ERleh BT RSN Ml RGehl ATL Nfs SR 18y ManfEor gy oot
necess riléfread&_gor revi?ML | ndeed, it is Iikelé t hat 't he d%ga may need
to be ‘%F(S’B iy WHaRGeess 14 the saseanf CRsnanagrareriep Bl Eha dectioss Eirayry
investigators and attorneys. For exanple, the files may be encrypted in the
f or m i mapggentent ypsverdd 8. doF Pelyed dnadist osdrtattachmangs, m@ﬁ@gaﬂ@mﬁk%mﬂfg@ ar ea
network 190. Therefore, according to some enbodi nents, the data nay be

copi edartythihf ecleany ey the omese hvitiee SIinsemesimbbdinwite rike tislsedare dieabd dehe ypt i on
and standardi zation functions may be applied to it. After the data is

decr ypgiechvandmahaRear eHsé Rhnagdr ok Soll i MedihePerhbOdiRAE; thetdks hRIA4] area
network 190 and may renmain there to be accessed for review purposes.

0075] M\ - . I _ I j i t hat
[007S] Yot Bu Al SRERABMARFLAN S, S Bupst lantamin Bipe sttt
i tion, dj t. di ts, il ted i.n Fi 5,
et S ERLI R SO ST BB E e A e

managenent, as represented by Bl ock 200, custodi an managenent, as

r epr eskyibay usipeptandrrdoomil bncliasa Wi sgerfeiatatiaghnendy tsediseevasy Bl ock 240.
As descri bed above, the el ectronic discovery system 100 is arranged such

t hat casemzer,cushodingarsnanazad of thermye, beymmhagediev md dpertddrtattethedne thenot her .
However, there is still an elenment of the categorization of processes

W t hi ncds@erogaé.egories that is conceptual, and it should be understood that
certain processes nmay be correctly assigned to nore than one category.

Ther ef @fgs1 whi | eWi{hgx:egérH ) BRGEMCR 1Qfnst i€ e%%‘%&?gﬁg&a bl AMe SHRAbALEs
_rranage_rrent of custodians, cases, and data, cert I N processes of the present
! nventélqgannapaggrs%ggyeé:&d A t%r%snto%?g ca%];: p%ot.iﬁe ftoof;éa gp%lligg when searching the

collected data to locate data responsive or relevant to the underlying issues in the case,

Storing the search terms within the case profile is advantageous as it creates a record of the

searching that is to be undertaken with respect to the data and aids in organization of the data,

as discussed further below.
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[0076] The first process that falls within the case managenent category is
creation of a matter or case as a franmework for litigation support
activities, as shown in Block 202. As described above, the e-discovery
manager may enter into the user interface 118 certain information about a
parti d@Pei] mat t efcaordivgdesoseehbedinentad shqpnesenadentiom wisera, deaisgngs t
description of the matter/case, a legal identifier, the particular

r equeshade thist ieis, timb o adleetdrdrarcertdiheustagiant ebmaweﬂledz)disdmra@gﬁmsag@f

contacts for the matter (i.e., individuals involved in the substance of the

mat t erm%ﬁﬁsﬂ&he LE@ Mtk ABC T IBGE $8 cadel tKEctsiRli Srs i oHE BUEHY1LFRE ﬁ%ﬂh@ﬁ%ﬁ g [0077]1t
is noted that custodian information is stored separately fromthe case

| nf or Eé Oﬂn@H]] l@xg%g{e% k26 1%We1%&ﬁto?@b@&taoﬂ P‘f“stéuB oRiah8SERa ustlll

prOV| for ronic |scovery SyS sent 1 nven lon to
have scalab wher eb e associ at ed th .ane custodi an nay be
Lavd TyeRr Lot & e SRk Y e e BRe B0 Moy b S e e rane e v or
110 stores this information |n the case database 124 in the database server

120. TRéh¢Hudiedddizstyy 122 anthfokektorthe gasp merdbid oirrdigenotenag diggyssed

information relating to a particular matter or case is related within the
case duicdlyabevd 24 mntttal hedew, freucteas o tianageians (i.€ seleattdn ofthoseuse t he
user interface 118 to view and edit a profile of the nmatter or case.
custodians in the matter to be released to the case by the e-discovery manager) to collection
and storage of the collected data, the process may be entirely automated. In some
embodiments, the electronic discovery management server 110 is configured to allow all
custodians assigned to the matter to be released to the case at the same time. In addition, in
instances where the e-discovery manager has previously created groups of custodians within
the case, the electronic discovery management server 110 is configured to allow a group of
custodians to be released from a matter to a case at the same time. In some embodiments,

automated collection of the custodian’s data can occur at the time the custodian is released

from the matter to the case, thus minimizing the risk of spoliation.
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[ 0079] The next process within case nmanagenent is the creation of
preservation notices and surveys specific to the matter, as shown in Bl ock
204. In this regard, the e-discovery manager may, through the user
interface 118, either generate a new preservation notices or surveys
relevant to the particular case or matter to be stored in the case profile
in the case database 124 or, alternatively, link a preservation notice or
survey[@oapady spored MANMENMBNGbase server 120 to the case profile of the
specific case or matter at 1ssue. Also within case managenent is the

creati Qf seargh. lnent ; : : ock
200, A aker i bed Sbove PR R MRI)F (G RRAcRY, LB A B O s
for thgﬁdgzs%g\gernaﬁ/ use 0trge user 1i nterface 118 {?o ingg} iingti vi.dyal search
terns of SOAT ¢ APERHoL BY LOPE TRl ATomhE Mt 0 AN h POl e A5t W e case.
I n sone enb g{iment 5, the search ter may be limted to be used with

parti c@f%ﬁmg tswflﬁﬁ%fe%ﬂﬁ%?maﬁlq ysarest & astadigvedatansipathe leggws.  The
search terns will be saved in the case database 124 so that they may be
readi | fappticadtoret indhy Bsiled Rsectorsadd2udberefore.obmplectr¢rondisceverst ori ng t he
resulting responsive data. [0080] The processes of entering rel evant

at t achmendgemenoteegerdnd avgdsdsalse thetaligasbfitudfahe caseliar toretdotected sohkal | s

wi thin the case managenent category, as denonstrated by Bl ocks 208 and 210.

The e- UhSRAVBFLIGTRNAT 8GR Bbte@nifds $ronPiMe 38 bnRhLTBAGYE hd?BiY, WS Qifkhentuser
interface 118 to upl oad docunents and enter notes and other relevant data,

i ncl udj ng; Jem . » ' eprofile of the
case | SriaREUER AP BEVRIh Rk Bu RS O P ad AMERTCTRER et Pl o6
are added, they.may be referenced whenever a. user views the case profile

t hr oug&?&%{éh‘a‘#}ﬁ E%é'i’m?sﬁl@rﬂf‘%%yéteﬂE&FW 5t ‘BglPﬁ’HﬁthﬁH“ﬁﬁﬂmp@Eer%P“’taHe pr esent
invention are al so processes that are categorized as case nmanagenent

pr oces&E8untaand misiyrrrk stoppasere meludime omeTpagay and SheeeddPEEeSY oni ¢ di scovery
managenent server 110 utilizes a cost estimation tool to determ ne the cost
of har\&66j ng antf arawsiodisnmpgoftlat for alvastedianneleased iderollodtidnadatobudes aniehatdi ng,
for exanple, nunber of custodi ans, anmount of harvested data, data types,

hi st or higaberanel aggsitérey) asperidd witidaleaubiyPRg, theh the ddidhicis@ags nmanagenent
al so includes a nunber of tasking and workfl ow processes that are

repr esﬁ%%ég?%ﬁ' 2064 18 1y JrAOSHNBWh ARG PO 006 HRL O Ml A0 nERPAREIERL theCer t laln n

processes 1 ng within’the cat egory of cust odi an managenment are shown

Bl ock . Wil e the processes in Vi n eneration qof the Unified

b r oot SEgrop g b RRGAEERRCRALT {20 Bl OB L8 eRTp S en i heateihBe . ¢ e
processes shown in Figure 5 include those processes _invol ving managenent of
cust odPEHBARPRAVA phdoraigaranys 1B addiess. ¢ aad ey mipiglizadeplovaat af 2 losal fi r st
process of custodi an managenent included in Figure 5 is the addition of
cust odédlgstiqrotogl tsanoingwatcodectioas seewB i (as BiovokinddgureA3. descri bed above,
the e-di scovery manager may use the user interface 118 to link a

cust odivaa7}s pr of Thelotalawilehmnldnsif i3ads BhifRakal fp bhaRploged Rempae tbidtkians case
profile in the case database 124. Thus, the custodian profile and case

prof i | @rak ¢36 Wh&hSBGueT Reapiichtit AESESSH Mk LhlRieHSIPaARNagement is
the transm ssion of preServation notices and surveys to custodi ans, as

shown in rgjs%cé %%‘ . { nr ' f urveys to custodians, as
t &) ¢ A
shown 'n Bl'ock' o ?Pq’gh‘g’ﬁ}“ tﬁggﬁhﬁéﬂr g og)c? ”E‘/E’gt“?" %‘ﬁe O erfofl

computers 140. Therefore, for a particular custodian, the local collection tool 132 is

configured to utilize the machine identifying information supplied by the electronic discovery

management server 110 to be deployed to the identified custodian computer. According to

one embodiment, the local collection tool 132 is configured to be automatically installed on

the target custodian’s personal computer. The local collection tool 132 is further configured
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enbodi nents, the systemthat transmts the surveys nmay operate

i ndependently of the system by which the preservation notices are sent to
custodi ans. In sonme enbodi nents, the el ectronic discovery nanagenent server
110 uses the contact information in the custodian's profile in the Unified
Di r ectiopnara® a wapshahehihe datigcpdiagenthe losal stovigee( ©F parvdnd womey(es 146t or ed
in the case profile to the custodian. In sone enbodi nents, a standard emi
f unct i fonexsnplsad; ushins 4 hahmeRea]Brdvilaié ardreiidhoss thewdaand $igotvi@ofdni fi ed
Directory 122 is the custodian's enail address. Wen the custodi an checks

her en@irlice,!hdte HROMBRILot th £ ATRLE kR lNENS PENSNI VbhbuRPREA raAsn chpiesage
therein, and when she opens that nessage content, the survey wll be

prese - / i ” fills it
ot e Al TnBled 1K1 SHEMRY (Y BReGRAL VL RO N b BT 308 ik 2,

120 for storage.n the case profil.e and the custpdian's praofile. [0082]Al so
Falli e SrRed of il dah sir e bt o HE e R fledesal SO PRl ane
froma nmatter to a case, as shown in Block 228. The e-di scovery manager
uses tiRa! Lidardveppgsopslyallpys thocysidian theopligtedaivan her pading witkeditt hat t he
custodian is now activated for collection of data. This may occur wthin

t he casbstdatiahasdertfe Somdke lohal wmiistto tan! B2mndfeaver interatti wilethetdagr et 0. Once
the custodian is rel eased, the el ectronic discovery nanagenent server 110

ey acg®ss oh e ks ade anthe spahid & thadath N beigd ira®ntokd @aht eslidkased on the
vari ous data storage |locations identified in the profile. Therefore, as

repr eseRleq3HY Rl AEK AR mbRE of HRGhT QMo ﬂk%@%ﬁgﬁbﬁﬁ%@%ﬁ@%e%ﬁé%er 110

may automatically determne the data types a ata to be

har vest ed acecessing the. t odi.an' rofi.be in the Unified Directory
155 RBp R P R 2 (R LI R S nChRE Mo Rk e e
determ nati on by accessing and view ng the custodian's profile. Finally, as
Wi th JUSOTHANES P{’O‘b@stg‘éa?@éﬁ RIS S 18 P ASEP trisRetSHBE (o f
taski ng and wor kfl ow processes that are represented by Bl ock 232.

[ 0083] cpilect] datst fromtaeugor thai may he andrinagengaion foeglegsé mrenkdoynsBifwaikampl®. One
maj or set of processes within data nmanagenent are the processes relating to
t he hegves]t i ng ol addition tasheshaons deRribel aBék2, thEHeas cpllatiessas 13Nahdyde t he
collection of data fromall the different storage areas of a particular

cust odij@ibe ddMEloHANG thlEnit Usthedhata® seReRl 26k AR M Eles RRIRRAR the |
conputer(s), the custodian's netwrk storage areas, the custodian's email

and a - - ' in. I t a.in the

vari oubeEhFlo Y §830 1P e B AERSNLERH: IRARLE: T csRlob R PP LBt ey ver
130, as descr.ibed in detail, for,each particul ar collectipn tool or process.
Upon rtﬁseﬁ?%mwr%l%& preg ol ind whethegzgolle téfgmstcpwgf)eﬁf?m 19 "B cul ar
collection is tenporarily stored in the short-term staging drive 180 until
t he cohlegapicdsollectionprpl e poinhef tgramtipni ArddittonpBy.9n eeeddange phd SoB18g- t er m
storage area network 190 in association wth a specific identifying

bar codenbolineciktgrtbghicalgcopieatesteol B32rie ppesantds dynBleamld t244mit Thehedat a may
require decryption or standardization functions to be applied to it in

order di@irohic dia;oberdy%ﬁ@fa@aa@ﬁtesemll 00 a NS SRRk ®s IROudehR AL Process
that falls within data nmanagenent is the copying of the data to the

CONVer; RS e L R3yR SIS AR I RIon@0R) ¥ $rARCuGORKRLETI0 (0%, HAGERAATY, @S
g SRy PR TSR

shown ce the“data 1s conver I'S returned e
revi 0084 ALﬁgOfalling

| ong-term storage area.network.190 to be used in ew. 0

o b TR A SO RRERE TS, (e il SE S MY S aPri B i
in the custodian’s profile in the Unified Directory 122. With regard to transmission of the
files themselves, according to one embodiment of the invention, the local collection tool 132

is configured to compress, hash, and upload the files included in the snapshot to the

collections server 130.
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with particular sets of search terns stored in the case profile of the case
dat abase 124. In this regard, certain search terns stored in the case
profile are stored with the intention of being applied to certain types of
data, certain custodian's data, and/or a particul ar barcode associated with
a cert Hi06%¢ol | eclresbnaatrababmentd] the elvatronie discoory nanagseart strveer itenapy be
applied to all data collected for a specific case. In either instance, the

el ect r oflig iEEOMETWatOENQGRINEDNT tSetdelind VBcReCAGSRS alcbBetidagradi of i | e,
determ nes the search terns to be applied, and associates the search terns

wi th theshaneodtchhet ﬁ‘ﬁe BRRFARY & &LRind A 138 Scd glu%go Iir‘?({nnf'oﬂh% l%ﬁgorg-rhus

the search terms will be applied to hat data and the results w

gener at @éjanc?&qe Igé ﬁrﬂ}cﬁq}f 42 (J,:;lg(zrlp1Ei‘¥(\§3 rers g altg]paut%{aggiﬁ ar 01]2]86 ;fh%%ﬁﬁ/;\”&ﬁ!g 012 he

ot her mahagenen i NC

taskin and rkflomggﬁpcesaes th t a e reg es%nte& %iﬁlock 250.

[ 0085] WH RGP EhE eSS Ylre 180 TRCRRERFPLEY DB FBLEES {5 comMiEi ng a case
is provided, in accordance with one enbodi nent of the present invention. As
r epr es®AKCBINEYOIE) Ik carures tealeterminerghancthat rsachinsaiping thynatwerkel®i Geaver y
manager and stored in the case database 124. Next, custodians are added to
t he casben aspptroswo tha cBhpatkr 86hinytodli INK) agl itnﬁmmﬂhs'rz-:tmdiranﬁcﬂmf)iférgs of the
Unified Directory 122 to the case profile. Next, as represented by Bl ock

306, thRnQrdicaEeEY 10RRAGE0ANAART I CARE cORREBS tooPT 3TBRAEGRcAdds search
terms to be applied to data harvested for the case, including instructions

as to @@br' ng 11 SRAUEH d’g?@ﬁf&% q?l@trohfa&lll&%ﬁseg%tacoti%ﬂ dgﬁl) ?ﬁcl\?d“:%v\ﬁg' ans.

Bl ock epresents the nation that mnust t her
there | er because

oo b i eisBtesy Shade TG hen Rl v i Bv S RH Rervet nen ¢ he

process, will npve stralght to the initialization of data collection. On the
ot her hHhgay prderkke & callegiihe diles frofp tgse filaseryqis by mitealyans Ppdie sereetcr eat i on

of preservation notices is required, as shown in Block 312. [0086] The

pr eser sdlecoon ot 1 TerunamgsimowtiectronBleosk 13¢ dasisbownamEigute €d The filessecuest odi ans
added to the matter, perhaps using email. As shown in Block 316, a rem nder

not i cecalizdtibietorhy3 DB coNfkaYe b acdsssThOME defveBldated 3 the ditken NI vAdElernot i ce
nodul e transmits periodic renmnder notices to custodians. The notices may

be senfh.queSeréams h FRMESTRY: &eRite LSO B gﬁltﬁﬂ%}esﬁdh M GGy i Qn notice

and/or rem nd custodians to fill out surve regard to surveys, in

the evg d)%ﬁgsrsvﬁ%hl é?l}drt?{:\gl%nl teiﬁe e 50 Vpe%da galltari Fohtgle gcrtf(j)l ! 1%' Oﬁﬁg%ﬁgs ea survey

is crea R e

dat abase 124 As sh ock 322, i S possible to enable t he survey to
be at t ¥ErFolertRRdo q\'@ﬁéﬁ*ﬁy @ezaO&ﬁat’f’rvl%dhwﬂbP%@rlv%ﬁceﬂnﬁq@ﬁﬁ gy it to only

copy files meeting certain criteria, for example, files that have certain file extensions.
AHernatively, the programmed instructions may prevent the file server collection tool 134
from copying files having certain file extensions or other attributes. Fither of the foregoing is
advantageous if the e-discovery manager is not interested in copying executable files or
source code, for example. In some embodiments, the file server collection tool 134 is also
configured to generate a size estimate of the files residing on the targeted file server. In one
embodiment, the file server collection tool 134 may automatically begin the collection
process {copying and transmitting data) if the size estimate falls below a predetermined

threshold. In addition, in some embodiments, the file server collection tool 134 is configured
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[ 0087] Next, as shown in Block 324, the e-discovery nmanager may rel ease
custodians fromthe matter to the case, which initialized collection of the
custodi an's data. As shown in Block 326, the e-discovery manager or the

el ectroni c di scovery managenent server 122 accesses the custodian profile,
det er nionesrnive: Wiattbertaypescudadoldoc dtat tris tdlcbeng bbhecfiedervandchclhnict halreé zes t he
applicable collection tools to go collect the data. Once the data has been

col | ecihefl a al@énanithbenRAlAHEs, hag, iReRNcRBSINNGd fbldce@fd ifdasginbased on
the particul ar custodi an and st or age I ocatl on fromwhich it originated, as

Shown Addrifl ks %ggoscttg'%aﬁﬁﬁlreg& Y4 QU5h Xvé‘lji(fﬁrd %th@ s¢0g case pr ofile

be assigned to the dataset Yase on t(%]e I nput 1 nstructions regarding

the search.terms. .Thes earch.t I e ap t aset .and the
r esul { heSbE o BRL) dulrees b88wéw52§%er@efsalr"@aﬁf’ifeﬁg?% tobf p it
reference tq Figure 7, an exenplary process for managing a custodian is
provi d¥d quﬁméeg%‘ﬁJ&W@Siwlkgwf’cﬁwféleéﬁ’ﬁfﬁﬂi%ﬁfﬁﬁ apthemath gvasayine relgasad i on.

First, as represented by Bl ock 402, a custodian is added to a nmatter or
case. ¢ustadfrnss progibr ahd ttmmtaﬁt@aitcaﬂhbgolfb&r(mibms gerver i38e Unified Directory 122
is linked to the relevant case or matter profile. In order to |locate the
cust odicanis pr of iflagsus@ddrighrofille dfor saakolianeevhed faycdRcten) ity edes aaSnsiiown i n
Bl ock 404. Therefore, the e-discovery manager nmay enter any identifying

i nf or nR{gk-QR f&%%néxh@ccswto%%@@mc%’i%& B&%11's&rvle1siéd1%1<ﬁl{ﬁé QL@ hisS dR8ORr
network user identification, email address, etc. The custodi an sear c¥1

rmdul & X‘%A&gmteﬁfseer\yeqq l?ana tundextt% W%tc'oﬂect?‘l ﬁl%g r{g&htthtﬁ%gteur}is]:ele(ralgﬂufex[vee?t ory 122

for et eh o e obt ace 118
mnll ent . al | ches and aI ow.the e dlscover nager to browse the
associ L({% ‘;S‘Ftl?ﬁ‘rzinéé ¢ Betiysrcmall Godeeting tPak Q%Féamé‘ﬁé’f‘&gﬁ%ﬁlonﬁ AR Q%@S‘/ t he

correct custodian is identified and the profile of that custodian is |inked
to t heshapipriofigue &) c & eoroe epbedisrents] Bog9jivecmaipeainstiorioby 3Biswiligoed t he
el ectroni ¢ di scovery nmanagenent server 110 nay determ ne whether the
parti ctolaacess tist ol @urharad checkoifisEachamgdxerven fwithive theeh et jridesendilder veo tl 60 ph act
list." In this regard, there may be an indication in the custodian’s
prof i | @hich th@istodian’s account resides (which is known based on the information included in
the Unified Directory 122), copy all email located there, including emails deleted by the
custodian up to a predetermined period of time prior to the collection, (for example, seven
days prior to the collection) and transmit the copied emails to the collections server 130.
[0072] Regardless of the storage resource location from which data is being collected,
or the particular type of data being collected, the collections server 130 is configured to store
the data first (while the collection is still ongoing) in the short-term staging drive 180 until
the particular collection is complete, attach a barcode to the set of data resulting from the
particular collection, and then copy the data set to the long-term storage area network 190 for
permanent storage. In some embodiments, the barcode is generated at the time the collection
process is initiated by the electronic discovery management server 110 and acts as a folder

within which all files obtained through the collection process are placed. Thus, the barcode is

stored with the collected data in the long-term storage area network 190 and is used to
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Unified Directory 122 that the particul ar custodi an shoul d not be contacted
regardi ng col l ections, and an alternative contact should be used, such as
an adm ni strative assistant of the custodian. Alternatively, there nay be a
separate do-not-contact list stored in the database server 120 that nust be
accesselinafythndeacchdd daa cddlcetedidat avhédthetimor Thotog file of tetladicala capldear s on
that list. In either instance, a determnation is nade as to whether or not

the cugfcadicare ghedhd dBe ofiHeadtibdtich9 HeahRb T tROkqLEstdrNB e PRl Fige Cust odi an
shoul d not be directly contacted, t he cont act |nfornat|on for the

cust odj S €, o :
|nforn%??%%ma§§F %@Hgg%@ﬁ1gbgﬁﬁ obﬁggg%§%$?€?ﬁggg$§§g$%g{@gﬂﬂﬁxgkges and
surveys; 1£ ? h¥ h in accordance with Bl ock 408, a determ nation is nade
by t he SFEeBiRHICColFd®Bvery management server 110 as to whether the
custodji an _has been added to a matter or a case. it is a case, then the
cust odl %31 s ver i1 s egbodimeiis. tha Cehi%rellawelsléaar SPRIAEIAICT A {TANTRYS be
added to the custodian profile in the Unified Directory 122 as required, as
shown ietadrackod2Bs caltattadivin tottbe viactious disodtresy taomeansor seragrd 10 beal i zed
by the electronic discovery nmanagenent server 110 for collection of the
cust odktafédan diad dutalase sdroa 20nfoBloatpld 28. thOrustdiBardt peifilbante Unifidd is a
matter, then preservation notices may be required. Therefore, as shown in

Bl ock ﬁ%&ba& 1@@9&6&}4@%!1 @d’th@%dr@@xdf@x :r?a%'ah a¥b@ (REBAichior dTRCEMS LadiiRpitor
custodlan stand-in. hown in Bl oc 412, the custodi an nay t hen be

| nact i ?‘Ijod:a gorﬂ {‘(ﬁ%%q%g 1\1}) n"ilz!ﬁfgt 11 ﬁ{il%saqu? sér%gxsgqlec (ﬂ’{% qﬁ%tl t need to

be col cus cones tine to

coIIect n1the c , the custodlan reacti ed, as shown in
Bl ock 9% Oﬁmﬁpfse%ﬁ»ﬁ ARAOBUPTEAD G %*.’Vﬁ%a% heﬁawﬁm%si UH5tled as a
potential custodian, but mas | at er deened to be uni nportant based on

i ni ti aptorasgiaess,netwerl 198adisiged withmdhe rassreesid 18hardieidhe susodiay peiile However
a realization nmay be nade that this person is of inportance after all, thus
necessiledtinifigd Dércaioty V2Rt atohe sdBuctime tleat tholatcle iapgeheraat t incthecinstdoss not
affect the actual data collection process and only inpacts the matter

(pre- cleltRedode@in beURK Bf referPfettyaHé @rdlgz:as&y ;Miagar]b‘}f\tzewm@ tRé BB HYRkd ON
notice is sent, a determnation is nade by the electronic discovery

n‘anagewépﬁ ?8M§6dlgﬂq‘9ecgﬁfti 89 t%&@ﬁ[&g%esﬁ I'TJOB%C li(?&‘é“ﬂl Ilﬁﬂ Wgﬁt &}hﬂg\fn()I‘lSn Bl ock

414 € no ’hat 1 n a rnate e Iments t €cl SI on on

whet her to,send a surve r to end t he .preservation

ot cehaiehEaho g e BT g PR et koSG SR L PRUBURAZG. i ¢ “nay
beconme a conponent of the preservatlon notice and, thus, accessed

si mul t AESIREESUSHY ap GBICERISE SHYEPIMTE O arY,pRAdpIMent WauhicR aultiple pases PRI mi t t ed
in conjunction with a preservation notice, and the answers are coll ected by
t he el betmapaded adil Sugivéings crarfegssentd wenvlepleicheesahetagsait elfownihelve dat abase
server 120, as shown in Block 416. Rem nder notices for the preservation

Not i CegisahirphiaMays Ry didy BRalent hastsiilith dtht t@s thitectadsirodbadly fidgs shown in
Bl ock 420. Next, once it is tinme to collect data, the custodian is rel eased

from t besdmid, ?'érhtaﬁs Ihe £a8ent @Se %h@‘(y@c e d@laoﬁllfhé 18 dgigRdefNRuryaks 8K

collection to are initialized by the el ectronic discovery nmanagenent

servernl%ﬁ%thecoﬁgu%%cgégysof the custodian's data, as shown in Bl ock 428.
In this process %h cus odi an' s proflle inthe Unified Directory 122 is

access in rmne the various | ocations where th st odi an
may h a&p?g} or ed &é}c&thc data has becn COpl to the ?ong, term storage area netwm?( 19% thc

collections server 130 compares the hashing of the data in permanent storage to the original
data in the staging drive 180 and, if the hashing is identical, purges the data from the staging
drive 180. Once the data has entered the long-term storage area network 190, it is not

necessarily ready for review. Indeed, it is likely that the data may need to be processed
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Finally, as shown in Block 430, the custodian's data is coll ected.

[ 0092] Referring to Figures 8 and 9, flow diagrans are presented of a nethod
500 for harvest data from various data sources, in accordance with

enbodi mrents of the present invention. At Event 502, the process whereby

dat a ilsefeelit Betadhdde ami duitabledolmmrdicvally fivestipafmddland dierivgype Fof exdatde, S
identified. Data Bl ock 506 signifies active email that is collected from an

exchange fi3%sh&MOEndifed inkBe fin BUEKIEL BRS atheoIRUicanBl 86ht a6 tieMBn L e
collection tool is inplenented to collect email fromidentified enui

addr ?%oraﬁ?gﬁﬁ%}ét’?ﬁh‘ﬁ '1¥0.”‘Ph&-gfor§%¥<%rﬁg1%?§%xﬂ@'é&%%ﬁ xtsDEH%%ﬁ% mﬁgﬁgdi ments of

the i nven a custodil an FiI’O or a custodi an release or

collectio iincludes. an emai | add s.for an enmai| account on.the .

ot er mrte il o ERI e s P hEE g Rt Phiies RS Bt s drlatiehent
server (110) may undertake to_ collect the files fromthe enterprise enai

ser ver fupatagys may boanplisd foitn e dhadats (adespaiied and) standardaseds Ko reurned tor unni ng
on collections server (130). In sone enbodi nents, the active enail

col | ecthi dongttooh s(ot@B)arésnatwnfki frad may wowasthetdie boacedssed far rdvior osof t
Exchange server within the enterprise email server 160 on which the

cust ogmaposes.account resides (which is known based on the information
included in the Unified Directory 122), copy all email |ocated there,

| nc! udiggs erai | sudal @hethcdBolQo i dRe s ONBloeH dRiehRh iNFHLAL tlPILEXATRR
seven days prior to the collection, and transmt the copied emails to the
col lections.server (130). The enni| l.lection tool Is also capabl e of

ol ori b B e n I R of e af g Ry 4o B i eRiRe b o,
such as dajly. The.emai| collection tool is additionally capable of being

i mpl enBRPGHGCRA é\ﬁ;ﬁ‘?%fét%iaél%m5@5&1@@9%&%&@9&6’3%%% i“f‘aig)’ s or the like
to collect the active email. In this regard, the email collection tool
(136) wwgapaged withigues i saseuninagemert as 10po8e)iad bERdenk XPocusipodiar codi ng t ool
is inplenented at a staging |ocation, such as short-term staging drive
(180) menakinect) asrdpatsendé by Blodke2 Xebr ddta ermbgenias,ustreprgsehtedrbyt Biecpar ti cul ar
coll ection. The barcoded data is then copied and communi cated to the

| ong- t Bfom A4 @sedbedaltRac Bé Wekkoid 8R)ovedy sREMTROE rstarfahgé@gﬁh_tﬁat Ichfgr mor e,
the collections server (130) transmts the barcode inthrmation to the

el ect roni.G:.di : hn o the. abase
cer ver L L URL G APNARRITER] | ARRUEent N OIS, FILOERR, il Si D)
Dat abase (122), in relation.to the stored infornmation about the particular
ol | ocTRB Ol PRz R TPosOTS YRR B O oot raraREE AR | at or

date to determne the origin of the data. After the data has been copied to
t he | olguiddicrnderstapgehatcedainarogssses MDOe coprgetl ¢ assiget iomyradag epe ( 130)
conpares the hashing of the data in permanent storage to the original data
i n t hecasigagi. nbhatefows whild e anlifecidre DA thehsasthinnidOi dlomd eppdratamanpeerges of he
data fromthe staging drive (180). As such, barcoding is perforned w thout

t he neggtddtinexRees end fifta RRFERPOEsERQT i prageneHBaNGeeE Aifedt nditd thans such
no human intervention is needed in the barcode process. In accordance with

enbodhggqﬁ§mpﬁHéQﬁgPresent invention, one barcode may be assigned per
custodi an, per data type and per event (i.e., case, nmatter, etc.)

[0076] The first process that falls within the case management category is creation of
a matter or case as a framework for litigation support activities, as shown in Block 202, As
described above, the e-discovery manager may enter into the user interface 118 certain
information about a particular matter or case, such as a case name and/or number, a short

description of the matter/case, a legal identifier, the particular requester (i.e., who asked for
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[ 0094] At Event 512, the collected emanil data nmay be associated with a
specific search termset or sets. Wien the search terns are applied, a
listing of the files and docunents including those terns (the "search term
hit list") are presented to the reviewer and al so stored in the database
ser ver tHel26) to bEhgenal)] @artgersay cpnavisder e nmandt @at, iiedividbalk ] ved i hige

el ectroni c di scovery managenent server 110, which may then nake a

deter”Llﬁb%@dn@@of'th@tnﬂ?ﬁeh@arthéi‘%ﬁrfﬁ@tﬁ)c@ést hk@th%fa:edla%%@hnwa@e?)faé list are nore
likely to be responsive. [0095] At Event 514, the col Iected and bar coded

act| Vegfi}jﬂ%e ggt 1 dk flﬂt%?%%aﬁgugt(? ifh Rl 1ri‘:?st§¥e'd‘é‘é‘%r %&@E anal ysi s.

It sho e na ure o enali at a e need to
performconvers on. and/ gr dec[gég)ttlon on at a At Even 516, the

act i ve "BREIUORAIGV T Do BRGSTPHED “iﬁ’é‘taﬁ%ﬁf&? sﬁ‘&BF’"é‘?F& foreEvent 518,

t he data set is exported to the requestor/reviewer for anaIyS|s [ 0096] Dat a
Bl ock SBOUigAISEREsY Brshan oh b Dessehany vty Brvaralelil by herely idase emai |
accessed through a client-server, collaborative application, such as Lotus
Not es( rysoointetitvati (i)liee:uswrdiaﬁmarytbfﬁzsm IINSEltl¢ essepr any ot her file types
associ ated wi th non-exchange server based email is manually harvested from

an ent I8l se- gr ade: ¢etidohicSEsdoeEryaMapemes seAakon 8¢ stvsedpatibihitiodsn such as
a Lotus Dom no server or the like. [0097] At Event 522, a barcoding tool is

| mpl enBtGek @iatthss | 2OINHe LGBk QBveS HEN AR &BOudatARE mh@@gegaugi“ ve (180)
to attach a barcode to the set of non-exch ange server emall resulting from

e oSl oSP Y S PP EREE B kTl P SO P A0S s
st or age. Fur‘%her nor e E?e col | ectl ons server élBO% transm ts th? bar code
i nf or mHE B {652k L1 &g % BiF Ul 8L DOPJEHER SRR d“§’é?\‘)1§rus(ﬂlli’€f)‘ % 1h
stored in the database server (120), for exanple, in the custodian's
profi| & Yiawtand eliijipforeftic DAthemateer OLOBE, in relation to the stored
i nformati on about

[0079] The next process within case management is the creation of preservation

notices and surveys specific to the matter, as shown in Block 204. In this regard, the e~
discovery manager may, through the user interface 118, either generate a new preservation
notices or surveys relevant to the particular case or matter to be stored in the case profile in
the case database 124 or, alternatively, link a preservation notice or survey already stored in
the database server 120 to the case profile of the specific case or matter at issue. Also within
case management is the creation of search terms pertinent to the case, as represented by
Block 206. As described above, the e-discovery manager or a contact or manager for the case
may use the user interface 118 to input individual search terms or search term sets to be
applied to the data harvested in the case. In some embodiments, the search terms may be
limited to be used with particular custodians and/or with particular harvested data types. The
search terms will be saved in the case database 124 so that they may be readily applied to

harvested data and used in connection with storing the resulting responsive data.
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the particular collection. Therefore, the barcode can be used for reference
at a later date to determne the origin of the data. After the data has
been copied to the long-term storage area network (190), the collections
server (130) conpares the hashing of the data in permanent storage to the
ori gi n&b8@at a i nThdrostsags af@ntringeeleL:80 pttarhhenid, nbtee ahdispang tbe i denti cal ,
purges the data fromthe staging drive (180). [0098] At Event 526, the

col | egiaegeud@taeXGNANES 2%0MBS wRNRi the dﬁéQndmgexﬁ@lt@é&@@lyaﬁsﬁ@%}ﬁ%ﬁsh adaeci fic
search termset or sets. Wen the search terns are applied, a listing of

the figesig aﬂgi AQCHEEAYE L &Eéové}g}gma@e% at@arsggm (hdi&r n?agﬁ%&hni}?us'@tﬂé hsdr! ST”

are presented to the revi ewer So stor in the aba server (120)

The rev rov e an i ndi.c nlc scovery
ranagaHPES Lo B &Pty e?‘ﬁgﬂo %% ¢ Jhfiat Evmh‘ i RS S

docunents within the se rc tern1h|& i are qD kely to be respon5|ve
[ 0099] 3¢ TERAEKCTSS tgbe §ipred istherqapeRrogie %{ﬁi}e EsRaR the qaée @%@ée a%tobst ed with
non- exchange server based enmmil that may be encrypted is decrypted using a
decr yphegnitipduhens sotadand apditehare pddadi, hewtsayolfe tefrremed sdenevanvwawei on. The
encryption of NSF files occurs at the user |evel and, therefore only the
user hdswi e qasssmwiitedthregisisaniser froerfabe dn §pThe vost Eiematear yipdulenof el al | ows
for decryption of the NSF file-type data without the know edge of the

user/ eRedeyPin®bntioBe dRE HYRLELRE (0 94e c,fate@éﬁzé&sfdak@ﬁlaﬁ;t@;neﬁxp@ee@@y\é@er ein
the enterprise system creates a database of the ID fil associ ates the

g B SUEIRL A0 LR T, o

J; gguggf{a#f?sz’\}?“g\% rtoqq 6? dat%xajllzgl)g Inlie 050:2t2 of ha?\?esggé gn(? revxév?mg ok (a)lrlgaesgd E)r? at he
number of factors including, for example, number of custodians, amount of harvested data,
data types, historical averages for specific data types, etc. Finally, case management also
includes a number of tasking and workflow processes that are represented by block 214.
[0081] Moving now to custodian management, certain processes falling within the
category of custodian management are shown in Block 220. While the processes involving
generation of the Unified Directory 122 certainly could be categorized as custodian
management, the processes shown in Figure 5 include those processes involving management
of custodians within the scope of a case or matter. In that regard, the first process of
custodian management included in Figure 5 is the addition of custodians to a case or matter,
as shown in Block 222, As described above, the e-discovery manager may use the user
interface 118 to link a custodian’s profile from the Unified Directory 122 to the particular
case profile in the case database 124. Thus, the custodian profile and case profile are
correlated. The next processes within custodian management is the transmission of
preservation notices and surveys to custodians, as shown in Block 224, and the presentation

of the surveys to custodians, as shown in Block 226. It should be understood that, in some
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[ 00101] Data Bl ock 534 signifies jounal ed data, such as el ectronic conmerce
data stored on a repository for the purpose of regulation, conpliance to
regul ati ng bodi es, such as the Securities and Exchange Conm ssion (SEC) or
the like. At Event 536, criteria is extracted frominput system and
manual Embeditrensdthie sysicrddlsit grasmeds thkisndrepambhy opyratea midpondahdliyafitlet gyisewal .

[ 00102] At Event 538, the barcoding tool is inplenented at a staging

| ocat i Bpwhsdhahe pReseR@idir ARICER Staghtng cOétbdiend I8QAdmeenAbliAtdmta thar code to the
set of journaled data resulting fromthe particular collection. The

bar e°d€1@ctﬂ%§‘di%s;é)orx1epﬁ&aﬁ%%h%ﬁt and,Gq B‘?ﬁ{%’& t&@%ﬁﬂaé%&ﬂ?ﬁﬁcﬁﬂ%ﬁé B gnage area

network (190 per manent storage e collected an
bar coded . ounml dvd ta I g ssociated with speci fi.c _search term set or
cet s, pgiohe B ety da R FRGDl B kit ER s RieiFBa &S Mheur o
that any |l qose files are proper|y formatted in a standardi zed format. In
this r¥gedn hedst H’ioﬁlge PbRS oA BRY THPHES ey 81, cnabyischion Bs are
exam ned for relevancy and, if relevant, stored in a proper data fornmat,
such aused, RQhatthe enlyrinfoneatigrkeced®h ometha dini bedl s odvat 183 indlerrustedian’s
non-standardi zed files is retained and remains wth the reformatted data
files. eibalinddedso Whacks siusigdifm tleeck o hyresnsdih fise irayesb® doagilett ettt wivdsMiill
formatted files, MSG formatted files and the |ike.

appear as a message therein, and when she opens that message content, the survey will be

presented to her. The survey may be configured such that when she fills it out, the survey is

automatically transmitted back to the database server 120 for storage in the case profile and

the custodian’s profile.

[0082] Also falling within custodian management is the process of releasing

custodians from a matter to a case, as shown in Block 228. The e-discovery manager uses the

user interface 118 to mark the custodian’s profile so that the custodian is now activated for

collection of data. This may occur within the case database 124 since the custodian’s profile

is linked thereto. Once the custodian is released, the electronic discovery management server

110 may access the custodian’s profile and initialize collection based on the various data

storage locations identified in the profile. Therefore, as represented by Block 230, the

electronic discovery management server 110 may automatically determine the data types and

locations of data to be harvested by accessing the custodian’s profile in the Unified Directory

122, Alternatively, the e-discovery manager may manually make the same determination by

accessing and viewing the custodian’s profile. Finally, as with case management, custodian

management also includes a number of tasking and workflow processes that are represented

by Block 232.
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[ 00104] At Event 544, the jounmal ed data set is |oaded into the analysis tool
and, at Event 546, the jounaled data set is exported to the
requestor/reviewer for analysis. [00105] Referring to Figure 9, data bl ock
548 signifies data froma |ocal Personal Conputer (PC), such as enterprise
PC ( 1400383]At EveTite BSiQatdghey ik deil maclgbmett, taprésonied by F2ycki B0, Mpheamegot ed t o
coll ect data from desi gnated PCs by taking a "snapshot"” of the device's

hard ddet ¥Eprob&e€y Witlhig daf 1Ne semeedird et profestiecla Vet the Rarvelidrd @GRl
collection tool nmay be autodepl oyed thus, obviating the need for any nanual

entry st}lB\Qrﬁ i BHRORYE RN &%EGSQflTlh?ﬁgllfi)c%ﬁ%?fo AhE ﬁ%é@gﬁfefw@f the

I nvention, the [ocal collection too e enployed to c ect data
from %t wor [afr storage. lhom{p%}bAtn I%\éieursat 5224 h(gl heslr coﬁ{stnﬁa t %ol ei Sers
i npl enBNfeY &S 4 33&58? & SO MCTURG TS S ERTRY S{AP I SRS CRCEPTVEY 180)
to attach a bar Eode to the set of local PC data resulting from the
part i CAMHNIGEY, tBe prstediarh seurk spmpedates the cuviediag s 5mad. FMAWEHISINi cat ed to
the | ongterm storage area network (190) for permanent storage. At Event
554, tdeascad dredewdivanhtelshr: cdid etithesatd InPIG: dericus syadsarepsspetatdendri th a
specific search termset or sets.

transmitted to the collections server 130, as described in detail for each particular collection

tool or process. Upon reaching the collections server 130, data resulting from a particular

collection is temporarily stored in the short-term staging drive 180 until the collection is

complete, at which point it is stored in the long-term storage area network 190 in association

with a specific identifying barcode. The foregoing process is represented by Block 244. The

data may require decryption or standardization functions to be applied to it in order for it to

be searchable and/or otherwise usable, so the next process that falls within data management

is the copying of the data to the conversion services server 170 for analysis and conversion as

necessary, as shown in Block 246. Once the data is converted, it is returned to the long-term

storage area network 190 to be used in review.

[0084] Also falling within data management is the association of particular data sets

with particular sets of search terms stored in the case profile of the case database 124. In this

regard, certain search terms stored in the case profile are stored with the intention of being

applied to certain types of data, certain custodian’s data, and/or a particular barcode

associated with a certain collected data set. Alternatively, certain search terms may be

applied to all data collected for a specific case. In either instance, the electronic discovery

management server 110 accesses the case profile, determines the search terms to be applied,

and associates the search terms with the barcode of the appropriate data sets in long-term

storage. Thus, the search terms will be applied to that data and the results will be generated
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[ 00107] At Event 556 source-to-processing is inplenmented to insure that any
| oose files are properly formatted in a standardi zed format. In this
regard, according to one enbodi nent of the invention, |oose files are
exam ned for relevancy and, if relevant, stored in a proper data format,
such asndpieShtdd tbecaewtiRdod doebysisTRnalgt adatth tlesebeai mimgemitttatdaeries,
non-standardi zed files is retained and remains with the reformatted data

files. d9wpepdiferRhRE S afdulrﬁaef:@ﬂféﬁhﬁ% waBHIREDpIoBadES Bk 48 EM
formatted files, MSG formatted fil es formatted files and the |ike.

[00108&@%35%3@5 235k dfpe local PC files that may be encrypted are decrypted
using a decryptyon tool, |n accordance w th enbodi nents of the present

i nvent The d |on ows for, decr ion of the PC files data
it houl TRk Knowr B BTERRelS Bt S RIeS SREHUER yRraRg £ 685 1 nds 1D
files that exist anywhere in the enterprise system creates a database of
the | DPYOVIdsE, 111%%6%&%@“}% ahosnen q&tbwr@w HYERYKh oAy FrpEsserifg by
subsequent|ly decrypts the data. [00109] At Event 560, the |ocal PC data set
i s | oabBbgkidnEom cdse oamttyrsiissretattdlbyathclp-d;aicozcmmansg@r,anﬂhmrecbhme PGedat a set
is exported to the requestor/rev ewer for analysis. [00110] Data bl ock 564

si gni f desbadat 24.f Nexn, ogtiodidine o3¢ addrgeo tisuabe, as siovehar Bldck BO4,eyadinkihignBspace.
At Event 566, the file server collection t ool (134) is |nplenented to

aut omagiselidypr®flds %@Ehc‘@ﬁﬁe@ DR 28 odhi \45‘3% LONKD B RRREGSE Gg,?o rding
to one enbodinent of the invention, the fil erver coIIectlon too (134)

may b eB?o%k%gg%ggecgsc%Oé{S' ndnltc)ién%(ai;[n'dn)gt ehg‘asg ggrgacft%'ir manchr 294 scatec%tt{ex){ns t% the

c-di scovery nana

be applied to data harvested for the case, including instructions as to applying the search
terms to particular data types or custodians. Block 310 represents the determination that must
be made as to whether there is a matter or just a case. If there is no matter because
preservation notices are not required, for example, for an audit, then the process will move
straight to the initialization of data collection. On the other hand, if there is matter, rather
than just a case, then the creation of preservation notices is required, as shown in Block 312.
[0086] The preservation notice, as shown in Block 314 is transmitted to the
custodians added to the matter, perhaps using email. As shown in Block 316, a reminder
notice module may be employed. As shown in Block 318, the reminder notice module
transmits periodic reminder notices to custodians. The notices may be sent over email and
may remind custodians about the preservation notice and/or remind custodians to fill out
surveys. With regard to surveys, in the event a survey is required or desired, according to
Block 320, a survey is created. The survey may be saved in the case profile in the case
database 124. As shown in Block 322, it is possible to enable the survey to be attached to

and transmitted with the preservation notices.
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[00111] At Event 568, the barcoding tool is inplenmented at a staging

| ocati on, such as short-termstaging diive (180) to attach a barcode to the
set of network storage data resulting fromthe particular collection. The
barcoded data is then copied and communi cated to the | ong-term storage area
net wor{ik0§1)90) f oNexeansoemtin Sorkaipd, thate-Evankernbmanagehmay otleactonstodrads
barcoded network storage data nmay be associated with a specific search term

set orfr@atise mhR8kd WAtasEueiith iRal el cekection P @RasSiodhin SddtdTPASBRAEEh t O
insure that any loose files are properly formatted in a standardi zed

For matp)okl 3588 £-88R5Gbry a@gg&w%é ae&mi@m&ﬂﬁeﬂ@m@m@ehﬁs&w%éi on, |oose

files are examned for relevancy and, 1f releva stored In a proper data

t
f or mat accgs%&hthg%aﬁﬁﬁgg gltoifhg, d%{englﬂaeea ltli;j{aﬁ(%tfl; t-érf?%gsf %ﬁ;{f lag%?'a asgochated with the

non- st andardi ze I's’retai ne W Onttﬁeercgp%crte taP%d dat a

files.. Source . to processi.ng. file conversions may be required on EM

£ or et NBTEFA s SPlEseble splietiondosts FeBo colfss et «Jererthy 4 BRtbeeRe | ke,
[00113] At Event 574, the network storage files that nmay be encrypted are
decr ypiedigetad prrgya anigee pyised obpstigen assigned de erdiaditascipased emBedianisla of t he
present invention. The decryption tool allows for decryption of the network
st or agmisghdian antl tstvoaie Ibbeiokriowh edgeh iobrigineted sarshewary Bl@tk. 32Bhthedeatypt i on
tool finds ID files that exist anywhere in the enterprise system creates a

dat abaggndpretildesly Rored BSthe 85 Peh Ak syt tanssiah@bPRBe Whthibt bRRAWAKE Bipat YPt er
and subsequent|y decrypts the data.
instructions regarding the search terms. These search terms may be applied to the dataset and
the results saved to be presented to reviewers for analysis.
[0088] With reference to Figure 7, an exemplary process for managing a custodian is
provided, in accordance with one embodiment of the present invention. First, as represented
by Block 402, a custodian is added to a matter or case. In this regard, the custodian’s profile
in the Unified Directory 122 is linked to the relevant case or matter profile. In order to locate
the custodian’s profile, a custodian search module may be employed, as shown in Block 404,
Therefore, the e-discovery manager may enter any identifying information about the
custodian, whether it is the custodian’s name, network user identification, email address, etc.
The custodian search module will take the input information and search the Unified Directory
122 for a match. If more than one match is obtained, the user interface 118 will present all
matches and allow the e-discovery manager to browse the associated profiles to determine the
intended custodian. In this way, the correct custodian is identified and the profile of that
custodian is linked to the appropriate case or matter.
10089] As represented by Block 406, the electronic discovery management server 110

may determine whether the particular custodian added is a member of the enterprise “do-not-

contact list.” In this regard, there may be an indication in the custodian’s profile in the
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[00114] At Event 576, the network storage data set is |oaded into the

anal ysis tool and, at Event 578, the network storage data set is exported
to the requestor/reviewer for analysis. [00115] Data bl ock 580 signifies
electronic data for forensics. At Event 582, a forensic collector tool,
such abdnErGdsie@torgy 2B ¢hat Mequiidol orcuttodiadeliodeé siovlhe ¢ontetestgirdingol | ect dat a.
According to one enbodi nent of the invention, the forensic collector tool

ey bec@lcoomt hikhhl MteeRhveeataeishbiRl tdartd Sue ad i /GBIt Ruikstadhher
know edge of the device user. In accordance wi th anot her enbodi nent of the

| nvent yQnys@ ﬁﬂ%%ﬁﬁﬁ%,ﬁ@@{e 6%1%2!5@ Q?éf)aga‘?e ?}&Hb@%ﬁ]@ﬁc?qst(s@(ﬂjed Exﬂﬁ%ﬂ in Figure

9) that watches e net termne the addition or subtraction of
et nor PR AP Bt L85 SR By et g e ro it ehrede 2
L IERT R Rt N T
coll ection. The barcoded data is then copied and comuni cated to the
| ong- t Bierpusipdina ghowd ba divedtivoroktacted0dnd inrthpevamhhemustodianabenld apt Bvent 586,
the coll ected and barcoded forensic data may be associated with a specific
sear chditetincaatacted, thetsntact information for the custodian’s assistant (or other stand-in)

should be obtained. This information will be used later for transmitting preservation notices

and surveys.

[0090] Next, in accordance with Block 408, a determination is made by the electronic

discovery management server 110 as to whether the custodian has been added to a matter or a

case. If it is a case, then the custodian is verified, as shown in Block 424, supplemental data

may be added to the custodian profile in the Unified Directory 122 as required, as shown in

Block 426, and then the various collection tools are initialized by the electronic discovery

management server 110 for collection of the custodian’s data, as shown in Block 428. On the

other hand, if it is a matter, then preservation notices may be required. Therefore, as shown

in Block 410, a preservation notice is sent via email to the custodian or custodian stand-in.

As shown in Block 412, the custodian may then be inactivated from the case because, for

some reason, data does not need to be collected from the custodian. In the future, when it

comes time to collect from the custodian, the custodian will be reactivated, as shown in Block

422. For example, a particular individual may have been added as a potential custodian, but

was later deemed to be unimportant based on initial review, thus leading to inactivation. On

secondary review, however, a realization may be made that this person is of importance after

all, thus necessitating re-activation. Such inactivation and reactivation does not affect the
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[00117] At Event 588 source-to-processing is inplenented to insure that any

| oose files are properly formatted in a standardi zed format. In this

regard, according to one enbodi nent of the invention, |oose files are

exam ned for relevancy and, if relevant, stored in a proper data format,

such astal PSH cbileéaioamrddess didkanly Thpaotetha datti@r gss-ocilatied) Wwivtloitahe

non- st andardi zed files is retained and remains with the reformatted data
files.pp@digeat®@ processing may be required on EM formatted files,

MSG

fornatted files, IPD formatted files and the like. [00118] At Event 590,
for ensighof | e tﬂﬁg sRCaRRGINRE RELAL G AECLYRLEH 1%55@13%1@%3&&’1%{ con tool,

In accord nce wt odi nent s e f)l’ esent 1 nvention

t ool | f d poll k st dat th
now GUE or DrseEEE ey 0 at RS RO O RLEUET FifR PR, nat

creates a database of the ID

exi st anymhere in the enterprise syste

ecryption

files,!tsuddbapeied thd inyalfeape @“@P@W%Fﬁg}l%é%ﬁ*?l@he’f* yherer niend asvegyent | y
decrypts the data. [00119] At Event 592, the forensic data set is | oaded
into tihay b@aﬂaglspéoattocsbn@ng,thqzrewitonmﬁpe.theﬂunleakhmktegmbpdig@emtati%thset is
exported to the requestor/reviewer for analysis. [00120] Data bl ock 596
si gni fduessyaotdqabed at irnvg bdainge a setaforast dtha prasivdiitg ndicetind COME My c&kédEs,
exanpl e LiveLink(r) or the Iike. At Event 598, a discovery site collector

tool, s%'ﬂﬁhar?e%uélr 'b&‘{l%éd}'&ﬁliaﬁf)' rechQky tORbLuRERY 18 naxXesHbeth QhjiReodeNices of

interest to collecCt data.

a preservation notice, and the answers are collected by the electronic discovery management

server 110 and stored in the database server 120, as shown in Block 416. Reminder notices

for the preservation notices and surveys may also be transmitted to the custodian, as shown in

Block 420. Next, once it is time to collect data, the custodian is released from the matter to

the case, as shown in Block 418, and the various collection tools are initialized by the

electronic discovery management server 110 for collection of the custodian’s data, as shown

in Block 428. In this process, the custodian’s profile in the Unified Directory 122 is accessed

in order to determine the various locations where the custodian may have stored data.

Finally, as shown in Block 430, the custodian’s data is collected.

[0092] Referring to Figures 8 and 9, flow diagrams are presented of a method 500 for

harvest data from various data sources, in accordance with embodiments of the present

invention. At Event 502, the process whereby data is collected is initiated and, at Event 504,

the type of data is identified. Data Block 506 signifies active email that is collected from an
exchange system or the like. At Event 508 the automated active email collection tool is

implemented to collect email from identified email address. As previously noted, and in

accordance with present embodiments of the invention, if a custodian profile (for a custodian

released for collection) includes an email address for an email account on the enterprise email
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According to one enbodi nent of the invention, the discovery site collector
preserves at |east a portion of the discovery site database in the

e-di scovery database, including all files and all revisions of the files.
In this regard, the discovery site collector tool queries against the

dat abaseverq 1 6@ ihee thhdtbctfonkedisaieer) mendyemicat sehey ¢, 0) nhgnundepilesotchbse fil es
based on the result of the query. Metadata pertaining to the files is

retai ngg M18s 68 tH@éﬁex%@@&ﬁéﬁ?E@x v§Y@ b@nyt ARl BSinglthe @&@@mﬁﬂ%nwm tgHiot her
enbodi mrent of the invention, di scovery site collector tool collects the

docunept gREp ally

r enameﬁt h%%r&’s ! 8%%&%& @%‘0? SQOIH%&%B%?&%E hglg’{% géYé ?gér%’@&%ﬁt ed at
a stagjn atio h as short-te rive (180 ttach a

bar codloet bl PR cllieupd afGuehs b EloaMi SRl B iohg pdih ViR el ¢ o a

coll ection. The barcoded data is then copied and connunlcated to the

| ong- t BMAIPEED PG SEVelal GVenshich thomptodin precawitantidesyiides kpewebessd 602,
the coll ected and barcoded di scovery site data nay be associated with a
speci f b tiegafoeater mcided or the étrgfied DoEARIYAL22Fvepy aB@hagddocatel thexepr ocessi ng
is inplenmented to insure that any loose files are properly formatted in a

st andandh#ieg: degitmdelctddiug R SddsB@ared prid€ poidl, igr dxampie serhddimindr tofthd he
invention, loose files are exam ned for relevancy and, if relevant, stored

ina pE&Fé%ﬁo;qaathé t[fa%zﬁﬁtche &g?éa A% R (FHE Jo'ilk@hd?ﬁ sERe; dle}e ThEemaBt adat a
associ ated with the non-st ndard| zed files is retalined and renai ns wth the

o e B RO BN

ggg|1§§% 9585 gé%gosgch ashdeail %‘ g\érenra}/l co{}(t:cetlog%o is a dl{lgnalll())/acggg)kl: cr)]% k())el;[}g ©

implementing enterprise wide and requires no server identifiers or the like to collect the
active email. In this regard, the email collection tool (136) serves to reduce security risk.
[0093] At Event 510, a barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of email resulting from the
particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. Furthermore, the collections server (130)
transmits the barcode information to the electronic discovery management server (110) to be
stored in the database server (120), for example, in the custodian’s profile in the Unified
Database (122), in relation to the stored information about the particular collection.
Therefore, the barcode can be used for reference at a later date to determine the origin of the
data. After the data has been copied to the long-term storage area network (190), the
collections server (130) compares the hashing of the data in permanent storage to the original
data in the staging drive (180} and, if the hashing is identical, purges the data from the
staging drive (180). As such, barcoding is performed without the need to execute the

barcoding tool on an exchange server and, as such no human intervention is needed in the
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at Event 608, the discovery site data set is exported to the
requestor/reviewer for analysis. [00124]In order to illustrate the

ef ficiencies and advant ages provi ded by the uni que structure of enbodi nents
of the present invention, that is, separating the storage and nanagenent of
cust odbvaesle pragss, nagvdolondeagite dnbadimeptst ofdhd pwiang invienkay esc betopdemayhem
Figures 10-14 provide illustrations of the user interface 118 visible to

t he e-lti sspuved pernms@dan, sanducpagndpectiestii.e, cisscaxeryemdi Nng an exenpl ary
el ectroni c discovery systemin accordance wth one embodi nent of the

presenfoobpyent i of¢ ERaften i Me cb®edddihAl dda nay Her88RISN0iRE splhifxenpl ary
case record within the case database 124 is prOV|ded The nost general case

| f Or 1BLE AeAPBERL SOV (L AA0E:. M LBLIORL L 805 P0Y HDBGhY- hand si de

gi ven i nk ormation a e tase erent pages, nost

not abl y, custadi.ans and evi d ec dat a As dj scussed previ,ousl
pot b tHieEBtsaBr BB e P S e rdes i ot resresd Qi gacefer na 'Y

exclusively in the case record, but rather are stored el sewhere (the

Uni f i edsOitPedtinile depabagmhepryaid 1 2Qnglhicmesics may@rayigaam idigsiirn o6 this to
respectively) and linked to the case record to pronote efficiency within an
ent er pthe skeceb@ctiioniay dimegaeeny senei T dhmdneh mpP 0tAshRefastatérngnatonFhgur e 11,
a screen shot of the custodian page of the case record is provided. The
cust oditasr ddcainefROWKhih thelbeumsh tert Kiblift drbfoeaBleely &CBS fbspdhshiee case dat abase
124, but each custodian nane is a hyperlink to the custodian profile within

the Unjg bb?fl Di regt iyt 522. th!a Qo dlsl;&% eﬁﬂ%ﬂo@@@ﬁéimeﬁ &J@?ls%gteﬂqggn profile

in the Un ed D rectory 12 oes not contain all ornatl out the
custodi an_t hat een obt ai i,QUS case / matters;
Che. hyRBRHHE il ket EeiRAR Palofbudfudd %t?t*’ '&aigfg TG g « e
information retrieved fromthe Unified Directory all of the

i nf or nRAIYE ths@a?cﬁtor@r 8 cen¥grsan apd/gpdecr htatonrfébfaefiétaﬁét c%tp'?\é*étt 8t0.eual | y
input to the case record. This is particularly advantageous where a single
cust odicine errad siglagiebld loasleduntoitipd anatyssetoo! Ralt heEvenh bt daja s8¢ ipeypdiedent s
of the present invention, the electronic discovery managenent server 110,
upon atoph¢ tdqaedt@rreciehleetiriaanlybiei ng initialized, nay access the Unified
Directory 122 in order to determ ne the information about the particular

cust odipaye) 1 ncl UﬁhtrdgsIBB@sﬁ%gm%%ﬁgﬁn&{l@@hbﬁgbssemﬁtbaééaeex%ﬁE&‘i‘f AN USES,
such as workstations, FloneSpaces, enail and shared drives, and use that

i nfor nt%txétpg'cctcé)scgltﬁrg% 51 Sﬁént)éert?/%g Ichl&tQ)?atﬁ%l pSﬁEan%R, ARG T Jtus Notes® or the

like. At Event 522, NSF files or any other file types associated with non-exchange server
based email is manually harvested from an enterprise-grade email server having collaborative
capabilities, such as a Lotus Domino server or the like.

[0097] At Event 522, a barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of non-exchange server email
resulting from the particular collection. The barcoded data is then copied and communicated
to the long-term storage area network (190) for permanent storage. Furthermore, the
collections server (130) transmits the barcode information to the electronic discovery
management server (110} to be stored in the database server (120), for example, in the

custodian’s profile in the Unified Database (122), in relation to the stored information about
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[ 00126] Referring to Figure 12, a screen shot of the custodian profile
within the Unified Directory 122 is provided. As shown, the Unified
Directory 122 may be queried with particular information about one or nore
custodi an(s), for exanple, nanme or enail address, and the matching results
wi | | btheprdicuthe dollddtios. Whaletbroctbe barchder ceadanpke forwbferercu st othiariateane added
to cases, as discussed in detail above. Furthernore, if the e-discovery

managedetkSnink tH dti i 6f Giaatal eeR thadida Waehen goﬁh@ tChe i Oli-RAnRAGEzOfred he
case record, as illustrated in Figure 11, the hyperlinks provided in the

cust Odilé@/oﬂgg?ﬁ), 54 cJIREG s Rrep & 3(6;)' g‘%fﬂf}%@?ﬁf@ilﬁghi% b¥ th@ldlaf:évy%lh)gﬁnﬁ (i scovery

c
manager to €SS a page very sim IS one; except e

Directary Lookup feature.w.l| not e ther,. aetiwvating that hyperlink
T ¢ e Splhes e risRRl e s Efle BRRAER0VER M ndBiaS R liet B
profile, where the informati about the custodian and his or her data
storag'wF@EhéWBﬁ@aﬂ%@”%é“Y%U%@%ed. Thus, these screen shots denonstrate how
cust odi ans are managed and stored separately fromthe cases with which they
may belW88bci at edt Gzvewrdindiccolleverenanprotimgeesves el dajoragebe asspeietedi on.
[00127] Referring now to Figure 13, a screen shot of the evidence page

wi t hi nwithe spasific secdr grnsetshroan. Wsendhs seisdednps eneiappBed/ a 18Yhg ehthe

nmet adata, |ike custodian information, is stored separately fromthe case

recor dfirRdnd UPKSErkLinkRAINGARER B @c ‘GUSLReANS: Q7 Wk plshilted ) @kes. This

allows the data collected Tor one custodian in a particular case to be
readi | i ) i Wellls 3, alist is
or ovi iy g dsf - R L B AR WL e30. B PR oA o whom
dat a has. been Llecited or i.dentified for use within that specific, case.
Far ¢ hePRiREoT pR ©abS HeSiome Skt Santemist sirid  Wpbr ke’ FokE Re
custodians' profiles within the Unified Directory 122 and/or the custodi an
r ecor ddgfeinyaation thatcsaslocamens aiithp the saareh sradut %ﬁﬁﬁtﬁdﬁﬁ*@rhl@}x tolii ch profile
or record houses a full list of the barcodes associated with data

hi st or respdrisyvecol | ect ed from that custodi an. Thus, fromthe case record, it
is possible, according to sone enbodi nents of the present invention, to
readi | poooarcess BoERed 328Sthe MiSRfiles 60hilye@th&0MS tifehsdddmedosi@neer f or med for
t hat specific case, and, through activating one hyperlink, a list of al

col | ecti @nsod RRfer BAA DEANHRSHEPEIBL WL s RERBRY Usthod RRFYBH'ET, i

cust odi an.§%050126§] I'n that rlegar}gﬂ,; relg}\éﬂr rdljlr?g now to I%lggaure 41, a s’cirneen shot
showi ng the |ist.of .barcodes. associated with.a partigcul ar odi an within
the nfpfines Pbbritrsste GRAREARGatotnaPeREb P BEnSH T s
collected fromthe custodian, for any nunber of cases. As discussed

previ oﬁéﬁwsef kive! pds thergfgraqmly gegrseighagdherass v nesessay fondseryntipg. Togen i f
the e-discovery manager is working on an entirely separate case. This

r educ edearyigionrigelatlows forf dasywtion off Hedd B b filange daistvathoaf therknowhaigs odthege
space by pronoting the sharing of data anong cases. The screen shots

provi degr/andyptee Piodesgrondeddiideed Mey @htyexiigphovhoaen teleadipiset of the
present invention. It should be appreciated that there will be nunerous

vays t @i lceiiita daifbafoyethe FOTEE&DEssaEIalt FtCddtbalOwith eh Sl REELQRIEr Higscovery
system'such that the case, custodian, and coll ected data managenent

Pr 0CeS§RScqHefis BRAAL Brc data.

[00100] At Event 530, the non-exchange server email data set is loaded into the
analysis tool and, at Event 532, the data set is exported to the requestor/reviewer for analysis.
[00101] Data Block 534 signifies journaled data, such as electronic commerce data
stored on a repository for the purpose of regulation, compliance to regulating bodies, such as

the Securities and Exchange Commission (SEC) or the like. At Event 536, criteria is
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[ 00129] Thus, present enbodi nents herein disclosed provide for inprovenents
in electronic discovery. Enbodi nents herein disclosed provide for an
enterprise w de e-di scovery systemthat provides for data to be identified,
| ocated, retrieved, preserved, searched, reviewed and produced in an

ef fi ci exttactzddrogpspuesiistaet avdemasabirenteednss ddseenetedithied partyesystdns éorsipst em | n
addition, by structuring nmanagenent of e-discovery based on case/ matter
cust odicaievand data and providing for |inkage between the sanme, further
efficiencies are realized in terns of identifying, |ocating and retrieving

data a{{@@l bBver aghngvERsuk e 8hrcBRY! 't&H $s ﬁllrﬁbxﬁ&?&é@ B @&dgﬂlé o GHER,&OED as
reques [(00130] Whi [ e certain exenpl ary embodi ments have been ‘descr i bed

g oy MG BSERTR AR A AR e & S@ga%awada%a%tegﬁﬂp;?r%g such

nbodlnents ar e ive s rictive on

|nvent t t hi ven not be 11 d tothe s c

constr EPP‘B‘H’égéh@“éﬁ‘P'&nZEﬁgﬂf’% "sd is3hp 08 r%n &qmngynicate tﬁrtl‘%h)é‘gbt her
changes, conbinations, om ssions, nodifications and substitutions, in

addi t | 6FN F9TaeEERR RAWORKYH PR) fon PeTmEnsHGIeagar ApFept $10.dhe clipstadgmg,

[ 00131] Those skilled in the art may appreciate that various adaptations and
nodi f i watdded sowhaled datp wsty leaserdided wathbogecrintsardatertheecarseisgur ed wi t hout
departing fromthe scope and spirit of the invention. Therefore, it is to

be undeos¢od t hat Evaittshp Bolrbe 1 pRREssafg it haprpRardad ishal Bt anfyhBodenvent i on
may be practiced other than as speC|f|caIIy descri bed herein.
files are properly formatted in a standardized format. In this regard, according to one
embodiment of the invention, loose files are examined for relevancy and, if relevant, stored in
a proper data format, such as a PST file or the like. The metadata associated with the non-
standardized files is retained and remains with the reformatted data files. Source to
processing file conversions may be required on EML formatted files, MSG formatted files
and the like.
[00104] At Event 544, the journaled data set is loaded into the analysis tool and, at
Event 546, the journaled data set is exported to the requestor/reviewer for analysis.
[00105] Referring to Figure 9, data block 548 signifies data from a local Personal
Computer (PC), such as enterprise PC (140). At Event 550, the local collection tool (132) is
implemented to collect data from designated PCs by taking a “snapshot” of the device’s hard
drive. According to one embodiment of the invention, the local collection tool may be
autodeployed thus, obviating the need for any manual entry by the e-discovery manager or
the like. In other embodiments of the invention, the local collection tool (132) may be
employed to collect data from network storage.
[00106] At Event 552, the barcoding tool is implemented at a staging location, such as

short-term staging drive (180} to attach a barcode to the set of local PC data resulting from
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CLAIMS |. A nethod for providing an el ectronic discovery system conprising:
providing for a case nmanagenent |evel within an el ectronic discovery
system wherein the case nanagenent |evel is configured to generate and
store electronic discovery case files, each file associated with an

el ect r twipertdiube evieopiooadbe barcotiédcdntelseber aia! ddtcaninuscughto, thé boat ed,
col l ected and searched for a purpose of using the electronic data as

evi dengemistor@feared n@wbegabopfoe peethnrg: staagaudt Everat S52gUt adldcyed sndest i gati on
or a forensic investigation; l'inking, via a conputer processor, a

cust odpakodENEEEPRNatd BY§ be b obRRIGHRS: @m&h b8y ) o Whgrein linking is

configured to associate custodian data stored in a plurality of custodian

pr .Of | @ﬁs O]Eh Caxf Egg E%S L gﬁl%g té] 9{ %@ss%?gueﬁr eme 1Pedsc0 11%5869/’%1 Ssoff)cl?s] gs have

whi ch I ans’ associ‘a cus

been added to th n n% ? a conputer, processor, a data
manageHen g @9@"? W’ﬁ%e‘@&é’emﬁ’éiﬁw o evlé‘lt 115 LeBA hCEQENEdP PC management

| evel , wherein |inking includes associating data collected fromthe

cust odPapadigientoighe inyentiy, doose dilestre examised gn' pelovange @nd.of refevanh etosersia
managenent | evel . 2. The method of claim1, wherein providing for

t he caserapandgefientat,|sestels £ RET tidr octhapike.s hegenadant angsiated avith the mput er
processor, one or nore preservation notices specific to a case. 3.

fTBr6t E’g%@ﬁkﬂir&lfm@ﬁ@% 1 rtai WA rEm PR Widhi (RGrFRtin e de@TReITBNSGCERNt | evel
processing file conversions may be required on EML formatted files, MSG formatted files,
IPD formatted files and the like.
[00108] At Event 558, the local PC files that may be encrypted are decrypted using a
decryption tool, in accordance with embodiments of the present invention. The decryption
tool allows for decryption of the PC files data without the knowledge of the user/encrypter.
The decryption tool finds 1D files that exist anywhere in the enterprise system, creates a
database of the 1D files, associates the database with the user/encrypter and subsequently
decrypts the data.
[00109] At Event 560, the local PC data set is loaded into the analysis tool and, at
Event 562, the local PC data set is exported to the requestor/reviewer for analysis.
[00110] Data block 564 signifies data from network storage, such as a shared drive or
HomeSpace. At Event 5606, the file server collection tool (134) is implemented to
automatically collect data from shared drives and/or HomeSpace. According to one
embodiment of the invention, the file server collection tool (134) may be autodeployed thus,
obviating the need for any manual entry by the e-discovery manager or the like.

[00111] At Event 568, the barcoding tool is implemented at a staging location, such as

short-term staging drive (180) to attach a barcode to the set of network storage data resulting
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conprises generating, via a conputer processor, one or nore surveys

specific to a case. 4. The method of claim 1, wherein providing for
t he case managenent |evel further conprises providing for search terns
| inked with a case. 5. The method of claim1l, wherein |inking the

cust odirah tiepatdereaniollkevel. Tie Hdededdetaimtirgeopiet ahé vehnfuuidatedno danpri ses
addi ng, via a conputer processor, a plurality of custodians to one of a

case ObngtdfRt dtage area network P1o0T & gk RRcht efordpleai AN Hvent SHICERI ddilkitBkhig t he
cust odi al nmanagenent |evel to the case managenent | evel further conpri ses

C ens ! ‘ . ' .
relea a?&ude¥ 'n@t\x?ml??t%Pdf'ge'%fatapx{}Q)cgt?§§§5%tﬁteg¥1m a Wa%%&x‘é}llg%iﬁ{ Yet %P'gé?% foclaim2.

custodians fromone of” a case met ho

shereihol L1119 APE, GOt IEASSEIEN | Syl 5 GRRREAgEEeT | ove

Pr eserf\{lgé iar?:r;)rggetrliycfggnztit?edcigg s?a%d;?igz%d%ggﬁac’i).diIgrtllfi's regard, according to one
embodiment of the invention, loose files are examined for relevancy and, if relevant, stored in
a proper data format, such as a PST file or the like. The metadata associated with the non-
standardized files is retained and remains with the reformatted data files. Source to
processing file conversions may be required on EML formatted files, MSG formatted files,
IPD formatted files and the like.
[00113] At Event 574, the network storage files that may be encrypted are decrypted
using a decryption tool, in accordance with embodiments of the present invention. The
decryption tool allows for decryption of the network storage data without the knowledge of
the user/encrypter. The decryption tool finds ID files that exist anywhere in the enterprise
system, creates a database of the ID files, associates the database with the user/encrypter and
subsequently decrypts the data.
[00114] At Event 576, the network storage data set is loaded mto the analysis tool
and, at Event 578, the network storage data set is exported to the requestor/reviewer for
analysis.
[00115] Data block 580 signifies electronic data for forensics. At Event 582, a forensic
collector tool, such as EnCase® may be executed on the devices of interest to collect data.
According to one embodiment of the invention, the forensic collector tool may be
automatically deployed on the device of interest without the knowledge of the device user.

In accordance with another embodiment of the invention, a computer watcher tool may be

implemented (not shown in Figure 9) that watches the network to determine the addition or
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8. The method of claim3, wherein |inking the custodial nmanagenent |evel to
t he case managenent |evel further conprises comunicating, via a conputer

processor, the one or nore surveys to one or nore custodi ans. 9. The
met hod of claiml , wherein |inking the custodi al managenent |evel to the
case nartagetiansdt doayvelters tor hhactwookpadcd ea 1D addyessey reiraedafranniput er
processor,. data types to be retrieved for custodi ans. 10. The

met hodpn@fvogd. @i m 9, wherein linking the data nanagenent |evel to the case
managenment |evel and the custodial nanagenent |evel further conprises

stori ng)()l ;l 6']_'_00”13 tt%(/drﬂ%;gac e bﬁggdﬁ%{g(rﬁg% ﬁ%i%%@te@gt ﬁsth%ﬂ?]&c@iﬁgﬁ Lo age

medi a. he net aim |nk|ng t a nanagenent | eve
to the ca further

the c di al

conpr %@gts-%wF%ﬁwt%eéi@ﬁse@a&oﬁa‘?aﬁ%% i S CRPRE IR e RlRe s b
12. A nethod for eonductinn el ectronic discovery wwthin an enterprise
envi r oPfERar ¢Blepiers Hiy barcoded dglgnishgh icapied @P%C%m@@w&a&eé 1o Bredersism,  an
el ectronic discover case, wherein the electronic discovery case is a
mat t er storagahicometyaskt F Yhifer pramandng sooaaghtAt Hvsobi&d thecwilkeeted entl bardodsdar ched
for a purpose of using the electronic data as evidence in one of a |egal
pr oceeflirtigic duta madibt asaclaaguladt ospeci fveatchgati s opketd forensic
i nvestigation;

[00117] At Event 588 source-to-processing is implemented to insure that any loose

files are properly formatted in a standardized format. In this regard, according to one

embodiment of the invention, loose files are examined for relevancy and, if relevant, stored in

a proper data format, such as a PST file or the like. The metadata associated with the non-

standardized files is retained and remains with the reformatted data files. Source to

processing may be required on EML formatted files, MSG formatted files, IPD formatted

files and the like.

[00118] At Event 590, the forensic files that may be encrypted are decrypted using a

decryption tool, in accordance with embodiments of the present invention. The decryption

tool allows for decryption of the network storage data without the knowledge of the

user/encrypter. The decryption tool finds 1D files that exist anywhere in the enterprise

system, creates a database of the ID files, associates the database with the user/encrypter and

subsequently decrypts the data.

[00119] At Event 592, the forensic data set is loaded into the analysis tool and, at

Event 594, the network storage data set is exported to the requestor/reviewer for analysis.

[00120] Data block 596 signifies collaborative data, such as data residing at discovery

sites, for example LiveLink® or the like. At Event 598, a discovery site collector tool, such

as a LiveLink® collector tool may be executed on the devices of interest to collect data.

48



l'i nking, via a conputer processor, a custodian profile of a custodian to
the el ectronic discovery case, wherein linking is configured to associate
custodi an data stored in the custodian profile with case data stored in an
el ectroni c discovery case-specific file and wherein the custodian profile
i ncl udéscordihgraratd anbsdinahi ofght mvsttirmge disoatiyoie colec@oconmutarat hatwor K

associated with the custodi an; collecting, via a conputer network,
el ect r pphigiodat Ehe&ﬁ&@%@tsﬁ@ diabdketih EheCl8k 8FlicANd YL A6 GRASHING aQTReLind RS © of
t he storage | ocations; "and storlng, in conputer nenory, a reference

to thexe%% o!ng%'iﬁ ﬂ%?cﬁl{ AR Gogat ﬂle'd'f's(:@o(a'g ﬁg%@ﬁd&k%ﬁ'ﬁ%ﬁ%‘{gé e %fﬁxesloec' fic

fi mhere I'n referenc Is’a barco e- re e code t hat

|dent| ) eIe ronl | ai m
120 g e%i’o i e oot uwereis *E%S&eﬁl?{"wﬁi Sy e
storlng in conputer nenory, the electronic discovery case in a first

net wor® theguty oM cRdaaIneHRHY toiee Bl9s fogtaneddn oig gage PUPRSFERENE BYRRT ses

| i nki ng the custodian profile of the custodian, which is stored in a second
net wortkblespc bt dcpardanee Wik andtbet angridemditsd dmaimyeltmneaethe discovery bit¢ cdlhetoret hod

of claim 12, wherein collecting electronic data further conprises

col I ecibbnglizuts eheaddcdlehis, anditle Rlgahpeladitanal Wodskhe theeidatal tolifoenatibsly
custodian profile to the electronic discovery case. 15. The met hod

of cl alommehemies ein collecting electronic data further conprises

[00121] At Event 600, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of discovery site data resulting
from the particular collection. The barcoded data is then copied and communicated to the
long-term storage area network (190) for permanent storage. At Event 602, the collected and
barcoded discovery site data may be associated with a specific search term set or sets.
[00122] At Event 604 source-to-processing is implemented to insure that any loose
files are properly formatted in a standardized format. In this regard, according to one
embodiment of the invention, loose files are examined for relevancy and, if relevant, stored in
a proper data format, such as a PST file or the like. The metadata associated with the non-
standardized files is retained and remains with the reformatted data files. Source to
processing may be required on EML formatted files, MSG formatted files, IPD formatted
files and the like.

[00123] At Event 606, the discovery site data set is loaded into the analysis tool and,
at Event 608, the discovery site data set is exported to the requestor/reviewer for analysis.
[00124] In order to illustrate the efficiencies and advantages provided by the unique
structure of embodiments of the present invention, that is, separating the storage and

management of custodians, cases, and collected data but allowing linkages between them,
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I npl ementing, via the conputer network, a local collector to copy

el ectronic data residing on a networked conputing device to a targeted
net wor ked conputing device associated with the custodi an. 16. The
met hod of claim 15, wherein |inking the custodian profile of the custodian
f ur t heFignosdiOr Siegrolidakilusgrativissofah€ asep uiiterfagerid 8 essiale to thee-dissivedi an profil e,
whi ch stores an | P address of the targeted network conputing device

conput jagagd Qoﬂidi@tiﬁ% glebti Ak QisEhREPUGRY aff BN FARY Woﬁic@i%%x%?bt@ﬂl in

el ectronic data further conprises accessing the | P address in fhe custodi an

prof | | Seck R0l L6 lonk BbBLBRLE BPE pARLA iheshhN ARiADE 135 8%eH ABLYO! !‘ﬁg

conput 1 ng Vi ce. net ho
| ect c.data fyrth I ' t K.
ssoct SRAdr i remealer e S AT SRR (Ramor A erEdty TRt obhe BeR e bn « ne

net wor k storage, area. 18. The method of claim 12, wherein collecting
el ect r BASE AP YIMAPPREF OB HipRARe e cuasantngs an tesigiithaad sidgmaeenda dipk to
associated with the custodian and copying el ectronic comunication residing
on t heominforeytihanpe:t $lar sage on different pages, Foet mdatipdustodananmd dddensker ei n
collecting electronic data further conprises copying electronic flies and
st or i n@otlb&ed b e sAodistikeedghrecibuan, il tHeadstodiad phefiledind tht 0bld@eedad@a i n
associ ation with the barcode. 20. The nethod of claim 12, further
conpri gleM@i housed exclusively in the case record, but rather are stored elsewhere (the Unified

Directory 122 and the long-term storage area network 190 respectively) and linked to the case

record to promote efficiency within an enterprise electronic discovery environment,

[00125] Referring to Figure 11, a screen shot of the custodian page of the case record

is provided. The custodian list shown is housed within the case record in the case database

124, but each custodian name is a hyperlink to the custodian profile within the Unified

Directory 122. In some embodiments where the custodian profile in the Unified Directory

122 does not contain all information about the custodian that may have been obtained during

various cases and/or matters; the hyperlink shows the custodian record across all cases,

including the information retrieved from the Unified Directory 122. Thus, all of the

information regarding the custodian does not need to be copied or manually input to the case

record. This is particularly advantageous where a single custodian is assigned to multiple

cases. Rather, according to embodiments of the present invention, the electronic discovery

management server 110, upon a particular collection being initialized, may access the Unified

Directory 122 in order to determine the information about the particular custodian, including

the data storage locations that the custodian uses, such as workstations, HomeSpaces, email

and shared drives, and use that information to automatically begin the collection process.

50



generating, via a conmputer processor, one or nore search terns to apply to
the electronic data; and storing, in conputer nenory, the search terns in
the el ectronic discovery case-specific file. 21. The nmethod of claim
12, further conprising: generating, via a conputer processor, a

pr eserwali 2@n not Refejrigned Kol dj £ adreangshovdatha coaogiut erofibetvibinkthe t he
preservation notice to the custodian. 92. The method of claim21, further

conpr i Shifd FRRRIAY i1 DB is PrbRidad.CATBMERS, tﬂé@ﬁﬁfeﬂ%uecﬁ)ﬂ’quﬂ%@rb&ﬁ&h@@ rel ated
to preservation of data and communi cating, via conplUter nétwotk, the

rem ndgfq, Bgrttlcﬁl?ir HQOIII&QEOB%%BLQI%HQ%T more custodian(s), for example, name or emall

address, and the matching results will be provided. This would occur, for example, when
custodians are added to cases, as discussed in detail above. Furthermore, if the e-discovery
manager is within the case record and viewing the custodian page of the case record, as
illustrated in Figure 11, the hyperlinks provided in the custodian names set forth in the
custodian hst will allow the e-discovery manager to access a page very similar to this one,
except that the Directory Lookup feature will not appear. Rather, activating that hyperlink in
the case record will bring the e-discovery manager to the custodian profile, where the
information about the custodian and his or her data storage locations may be reviewed. Thus,
these screen shots demonstrate how custodians are managed and stored separately from the
cases with which they may be associated according to some embodiments of the present
invention,

[00127] Referring now to Figure 13, a screen shot of the evidence page within the case
record is shown. As discussed previously, evidence metadata, like custodian information, is
stored separately from the case record and linked to the cases and/or custodians to which it
relates. This allows the data collected for one custodian in a particular case to be readily
accessed and used in another case. As shown in Figure 13, a list is provided within the case
record that sets forth all custodians from whom data has been collected or identified for use
within that specific case. Furthermore, the list of the custodian names contain hyperlinks to
the custodians’ profiles within the Um:ﬁed Directory 122 and/or the custodian record across
all cases (according to different embodiments), which profile or record houses a full list of
the barcodes associated with data historically collected from that custodian. Thus, from the

case record, it is possible, according to some embodiments of the present invention, to readily
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23. The nethod of claim 12, further conprising: generating, via conputer
processor, a survey notice; and conmunicating, via a conputing network, the
survey notice to the custodi an. 24. The nmethod of claim 12,
further conprising: nonitoring, via a conputing network, a status of the
cust oda@wss both défsesialindoligetions aha havdpechelerformeab s dhat sgecsliaidds, llange for

t he custodi an; and changing, via a conputer processor, in the custodi an

profil an@ug;pclchemgqmea{y%%kf@nstto@%n%Hﬁ&&ﬂhmabmd)ee@ pbif§miiialis change.
25. An el ectronic discovery system conpri sing:

respect o a particular custodian.

[00128] In that regard, referring now to Figure 14, a screen shot showing the list of
barcodes associated with a particular custodian within the Unified Directory 122 is shown.
Thus, the list includes all data collected from the custodian, for any number of cases. As
discussed previously, this list may be used to access the data at any time, even if the e-
discovery manager 1s working on an entirely separate case. This reduces the instances of
over-collection and wasted effort and storage space by promoting the sharing of data among
cases. The screen shots provided and the processes described merely depict one embodiment
of the present invention. 1t should be appreciated that there will be numerous ways to
implement the novel concept of structuring the electronic discovery system such that the case,
custodian, and collected data management processes are separate.

{00129] Thus, present embodiments herein disclosed provide for improvements in
electronic discovery. Embodiments herein disclosed provide for an enterprise wide e-
discovery system that provides for data to be identified, located, retrieved, preserved,
searched, reviewed and produced in an efficient and cost-effective manner across the entire
enterprise system. In addition, by structuring management of e-discovery based on
case/matter, custodian and data and providing for linkage between the same, further
efficiencies are realized in terms of identifying, locating and retrieving data and leveraging
results of previous e-discoveries with current requests.

100130] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative
of and not restrictive on the broad invention, and that this invention not be limited to the

specific constructions and arrangements shown and described, since various other changes,
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an electronic discovery case database configured to store a plurality of

el ectroni c di scovery cases, wherein the electronic discovery cases are
matters in which electronic data is sought, |ocated, collected and searched
for a purpose of using the electronic data as evidence in one of a |egal

pr oc eedinttgnatims adflistionq nicRigiida8b0¢ ynd vesthtigad, irnaddtostoltReRBe ©rth in the

i nvestigation; an el ectronic discovery custodi an database confi gured

to stq&@vgpgggﬁ@h&ggéﬁ&ﬁgm§todian profiles, each profile associated with a
respective oné of a plurality of custodians, wherein each of the custodi an

profil e li | or. r 1.h o LScovery cases,
wher ei Iﬁ)ﬁﬁ?ﬂki ng”#‘@c%g%#l%@%ﬁrpglg aftolg%ég%%%%%tg?}éaﬁg ? g(tﬂllgsaa[r?agtaa ggss%gr ed in a
custodi an._ profile with cas at tored in an el ectranic, discove

Chse. SOLARHETT St GG AR IS S O R RIS fV9r rat  on
relating to storage |l ocations in a conputer network associated with the
cust odhaacopgrigd spirit of B isyadippodhereliredbipde e apirsiepd Srit.apPiin g scone
configured to nanage network coll ection of electronic data associated with
t he plafrtht gtpendéd damits) dicanseibypnacgdssiragiced etley thmnras spécifidudl ysteserédgd

| ocations to collect the electronic data and store a reference to the

col | ecitegelnel ectronic data in the electronic discovery case-specific file,
wherein the reference is a barcode havi ng machi ne-readabl e code t hat
identifies the collected el ectronic data. 26. The system of claim
25, wherein the electronic discovery collection application is further
configured to utilize the storage |ocations in the custodian profiles to
collect electronic files of the respective custodian. 27. The system
of claim 25, wherein the electronic discovery collection application is
further configured to automatically collect electronic data of a custodi an
upon linking a respective custodian profile to an el ectronic discovery

case.
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CLAIMS

1. A method for providing an electronic discovery system, comprising:

providing for a case management level within an electronic discovery system, wherein
the case management level is configured to generate and store electronic discovery case files,
cach file associated with an electronic discovery case in which electronic data is sought, located,
collected and searched for a purpose of using the electronic data as evidence in one of a legal
proceeding, an audit, a regulatory investigation or a forensic investigation;

linking, via a computer processor, a custodial management level to the case management
level, wherein linking is configured to associate custodian data stored in a plurality of custodian
profiles with case data stored in an electronic discovery case file to which custodians associated
with the plurality of custodian profiles have been added to the case: and

linking, via a computer processor, a data management level to the case management level
and the custodial management level , wherein linking includes associating data collected from

the custodians with one or more search term sets provided for at the case management level,

2, The method of claim 1, wherein providing for the case management level further
comprises generating, via a computer processot, one or more preservation notices specific to a

€ase,

3. The method of claim 1, wherein providing for the case management level further

comprises generating, via a computer processor, one or more surveys specific to a case.

4. The method of claim 1, wherein providing for the case management level further

comprises providing for search terms linked with a case.
5. The method of claim 1, wherein linking the custodial management level to the

case management level further comprises adding, via a computer processor, a plurality of

custodians 1o one of a case or a matter.
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o. The method of ¢laim 1, wherein linking the custodial management level to the
case management level further comprises releasing, via a computer processor, one or more

previousty added custodians from one of a case or a maiter,
7. The method of claim 2, wherein linking the custodial management level to the
case management {evel further comprises communicating, via a computer processor, the one or

more preservation notices to one or more custodians.

The method of claim 3, wherein lisking the custodial management level to the

2

case management Jevel further comprises communicating, via a computer processor, the one or

more surveys (0 one or more custodians,

9. The method of claim 1, wherein linking the custodial management level to the
case management level further comprises identifying, via a computer processor, data types to be

retrieved for custodians.

t0.  The method of claim 9, wherein linking the data management level (o the case
management level and the custodial management fevel further comprises storing, in computer

memory, the collected data on a long-term storage media.

1. The method of claim 9, wherein linking the data management level to the case
management level and the custodia)l management level further comprises copying the collected

data to a processing drive for analysis.

12. A method for conducting electronic discovery within an enterprise environment,
compilsing:

generating, via a computer processor, an clectronic discovery case, wherein the
electronic discovery case 1s a matter in which electronic data is sought, lecated, collected and
searched for a purpose of using the electronic data as evidence in one of a legal proceeding, an

audil, a regulatory investigation or a forensic investigation;



linking, via a computer processor, a custodian profile of a custodian to the electronic
discovery case, wherein linking is configured to associate custodian data stored in the custodian
profile with case data stored in an electronic discovery case-specific file and wherein the
custodian profile includes information relating to storage locations in a computer network
associated with the custodian;

collecting, via a computer network, electronic data associated with the custodian by
accessing one or more of the storage locations; and

storing, in computer memory, a reference to the collected electronic data in an electronic
discovery case-specific file, wherein the reference is a barcode having machine-readable code

that identifies the collected electronic data.

13.  The method of claim 12, wherein generating the electronic discovery case further
comprises storing, in computer memory, the electronic discovery case in a first network location
and linking the custodian profile further comprises linking the custodian profile of the custodian,

which is stored in a second network location, to the electronic discovery case.

14, The method of claim 12, wherein collecting electronic data further comprises
collecting automatically, via a computer network, upon linking the custodian profile to the

electronic discovery case.

15, The method of claim 12, wherein collecting electronic data further comprises
implementing, via the computer network, a local collector to copy electronic data residing on a
networked computing device to a targeted networked computing device associated with the

custodian.

16.  The method of claim 15, wherein linking the custodian profile of the custodian
further comprises linking, via a computer processor, the custodian profile, which stores an IP
address of the targeted network computing device computing, to the electronic discovery case
and wherein collecting electronic data further comprises accessing the IP address in the
custodian profile to collect the electronic data residing on the targeted networked computing

device.
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17. The method of claim 12, wherein collecting clectronic data further comprises
accessing a network storage area associated with the custodian and copying clectronic files

residing on the network storage area.

18, The method of claim 12, wherein collecting electronic data further comprises
accessing an cmall exchange server associated with the custodian and copying electronic

commuitication residing on the email exchange server,

19, The method of claim 12, wherein collecting electronic data further comprises
copymg electronic files and storing the copics of the electrenic files in a network storage arca in

association with the barcode.

20, The method of claim 12, further comprising:

generating, via a computer processor, one or more search terms to apply to the electronic
data; and

storing, In computer memory, the search terms in the electronic discovery case-specific

file,

21, The method of claim 12, further comprising:
generating, via a computer processor, a preservation notice; and

commurcating, via a computer network, the preservation notice to the custodian.

22, The method of claim 21, further comprising generating, via a computer processor,
areminder notice related to preservation of data and communicating, via computer network, the

reminder notice to the custodian.
23, The method of claim 12, further comprising:

generating, via computer processor, a survey nofice; and

communicating, via a computing network, the survey notice to the custodian,
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24, The method of claim 12, further comprising:

monitoring, via a computing network, a status of the custodian;

determining, via a computer processor, a status change for the custodian; and
changing, via a computer processor, in the custodian profile a collection status for the

custodian based on the status change.

25, An electronic discovery system comprising:

an electronic discovery case database configured to store a plurality of electronic
discovery cases, wherein the electronic discovery cases are matters in which electronic data is
sought, located, collected and searched for a purpose of using the electronic data as evidence in
one of a legal proceeding, an audit, a regulatory investigation or a forensic investigation;

an electronic discovery custodian database configured to store a plurality of custodian
profiles, each profile associated with a respective one of a plurality of custodians, wherein each
of the custodian profiles are linked with one or more of the electronic discovery cases, wherein
linking is configured to associate custodian data stored in a custodian profile with case data
stored in an electronic discovery case-specific file and wherein each custodian profile includes
information relating to storage locations in a computer network associated with the custodian;
and

an electronic discovery collection application configured to manage network collection of
electronic data associated with the plurality of custodians by accessing one or more of the
storage locations to collect the electronic data and store a reference to the collected electronic
data in the electronic discovery case-specific file, wherein the reference is a barcode having

machine-readable code that identifies the collected electronic data.

20.  The system of claim 25, wherein the electronic discovery collection application is
further configured to utilize the storage locations in the custodian profiles to collect electronic

files of the respective custodian.

27. The system of claim 25, wherein the electronic discovery collection application is
further configured to automatically collect electronic data of a custodian upon linking a

respective custodian profile to an electronic discovery case.
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