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per i odslOof nexarks dling such large amounts of data from a large number of a vnde
variety of uscxs, mcludmg both super computers and simple terminals such as
personal computers, it is desirable to concentrate the data traffic from simple
terminals and other low or medium speed sources before entering the distribution
switching stages of the data network. Ideally, such concentration should lead to a
15 data stream having relatively high occupancy and having a very high data rate
such as 150 megabits per second, which can be transmitted over transmission
media such as optic fiber and processed by the electronic circuits at the
terminations of such media. Such high bit rate data streams, which comprise short
and long data packets, cannot be efficiently switched using present state of the art
20 packet switching techniques. In particular, especially in periods of heavy traffic,
the limited number of switching operations that can be performed by a module of
a network tends to degrade performance and increase latency.
A problem of the prior art, therefore, is that no satisfactory
arrangement exists for switching high-speed data wraffic from a plurality of sources
25 to a plurality of comparable high-speed destinations of a data nerwork.
Present day data switching systems have achieved substantial
processing capability through the use of multiple protocol handlers for handling a
large number of data network units. In such systems, each protocol handler
handles all the data of one data network unit before proceeding to proéess the next
30 data network unit. The protocol handlers themselves tend to be limited in speed
so that a typical protocol handler processes one data network unit in two to four
milliseconds. This would tend to limit the total data proccssing in a typical data
switching node havmg a ‘plurality of protocol PrOGESSars to perhaps, 10,000 data
network units per second. . Another approach i$,used i tes supcrdomputer
35 technology to permit very hzgh-speed access from a mnluphcxty of processing




the limted nunber of switching operations that can be perforned by a
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usual |y triWEEOryAYSE® WHich eapostore inputs;eesurring sigrulanequsty 0B aplymdisyiofig
descri bed afhe\ifipursdirédyl &8 sifhiladtly delivef odfputs from any of these input sources to
any of these output sources concurrently. In the prior am, the capabilites of such
switching modules have been limited by the cycle time of the memories used for
15 storing input data, memories with shorter cycle times having the capabiliry for
buffering more data per second. Even the most expensive memories have a finite
cycle time and the memories with very short cycle times are accordingly much
more expensive. Such very short cycle time memories would not be economically
attractive in data switching systems which switch very large quantities of data.
20 One commonly used arrangement to increase the bandwidth of
.memory systems is to have a group of memory modules and to interleave the
addresses of these memory modules so that an incoming data stream would be
spread across a plurality of data modules. Such memory modules can be read out
at a very high rate by arranging that their basic cycle times be staggered so that
25 all of these memory modules may be read out within one basic memory cycle
time. This solves the problem of storing incoming data at a rate that exceeds the
data rate of any one memory module. However, there is a problem remaining
because it is impossible to predict at the time when incoming data is stored where
that incoming data is to be sent and therefore when that data is to be read out and
30 where such readout is to be delivered. Consequently, a substantial and
unpredictable traffic problem exists at the output of such memory modules.
Another arrangement uses parallel banks of memory. Write
operations are performed on a plurality of these banks of memory in parailel.
Thereafter, any one of the memories which has been written into can. be used for
35 read access. Such an arrangement has the disadvantage of being expensive since
memory is replicated and fur.ther does not offer an advantage for the data
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paral | el baataSswitcHREFRYStem/Vant Permits that system to group data packets according to
destination for efficient switching in a subsequent stage.

20 In one embodiment of the invention, the second nerwork is a circuit
network. Advantageously, chaining packets reduces the number of setup
operations of the circuit network, especially in periods of heavy traffic.

In one embodiment of the invention, four input optic fibers, each
carrying a data stream comprising data network units at a 150 megabit per second

25 rate, enter a single data switching module which then generates output data
streams on four output 150 megabit per second optic fibers. These output fibers
are then connected to a circuit network that is a space division switch for steering
the output data stream to the selected destination. This embodiment, which uses
commercially available data processing digital circuits, can handle at least

30 60,000 separate data network units per second, and provides a buffer memory with
an aggregate read plus write bandwidth of over 1200 megabits per second.
Advantageously, such an arrangement provides an efficient data switching module
having transaction capabilities in excess of those available in other systems.
Advantageously, one group of chained packets can be transmitted at the optic fiber

35 bit rate and through the space division switch for each space division switch setup
operation. '
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769-773 disclose an arrangenent wher ei n packet switching is acc | i shed
usi ng syhhronous ti md gﬁgpg:ibg#ment of the inv%n:ion, the data disaibution module

generates control signals for a switching network to switch the output data streams
to destination concentrators for subsequent distribution to the destination users.
The network is a space division network which allows a large number of circuit
connections to be made simultaneously from the outputs of a plurality of modules

15 to a larger plurality of dawa destinations for distribution to the end users. For use
with such a circuit switch which has a finite and appreciable setup time, itis
desirable to link a plurality of data network units destined for a common

destination distributor prior to setting up a connection in the circuit switch so that
for each circuit switch setup operation a number of data network units may be

20 transmitted to the destination data distributor. Advantageously, in this
embodiment, the distributed processing elements build up queues to link together
data packets in which separate data network units have been stored; thereafter,
when generating the output data stream, these queues are used for chaining the
appropriate data packets. _

25 : In accordance with this invention, data distribution modules comprise
a processing system including processors for controlling storage of received data
network units and processors for analyzing the headers of each of said received
data network units to ascertain a destination of said received data network unit.
Advantageously, such an arrangement permits pipelined parallel distributed

30 processing which can further carry out additional data switching functions, such as
ensuring security, traffic analysis, billing, and routing through customer defined
virtual networks, to be readily accomplished.

In one embodiment, a data distribution stage comprises a plurality of
distribution modules. Each of the distribution modules comprises a plurality of

35 processors, each of which access several other processors through a high-speed
point-to-point serial data link. Each such processor performs one task on the
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bottleneck operations are characterized by the fact that they must inherendy be

performed sequentially. At such bottleneck points, the amount of information
processed is minimized at each stage of pipeline processing.
In one embodiment of the invention, a series of processors, each of

which has high-speed access to a small number of other similar processors, in this

20 case four, is used for processing the data required to switch the network data
units. These processors are arranged in chains such that the processing of each
individual network data unit is split up among a group of sequential processes and
one such process is performed by each processor in the chain. Specifically, in this
embodiment, the breakdown of processing is as follows. Each data input is

25 connected to one processor which performs the initial operations and sets up a
connection from the data input to apparatus for loading the distribution module
memory with the header and data of the data unit. This processor, called an
external link handler, then transmits header and data storage address data from the
private memory of the external link handler to the private memory of a source

30 checker processor over the high-speed data communication link that interconnects
pairs of these processors. The source checker then validates the sender’s source
address with the identification of the ransmitting port to ensure that only valid
users can send data idendified by that user’s address. The source checker sends
appropriate header information to two processors, one, a data logger for recording

35 billing information and traffic information for the nerwork, and one for routing the
data network unit to an appropriate destination link. The source checker takes the
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separately rout es each data network unit thus avoiding the necessity
for a virtual circuit setup operation for each call, perfornms billing
functions, gathers statistics of the dat.ag. traffic for possible future
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15 identrty of the link to the destination demultiplexer. The router sends this
information to another processor, a queue manager, which queues requests to a
switching network to transmit data over that switching network to each of these
links. Advantageously, the processing capacity of this arrangement is adequate for
switching a large number of packets for ransmitting packetized voice, as well as
20 packets for transmitting data.
In accordance with another aspect of this invention, at least one data
link controlier and a plurality of memory controllers are interconnected by a
synchronous operation data ring. The data link controller(s) take inputs from
input data links and deliver these inputs to the data ring, and take outputs from
25 the data ring and deliver them to output data links; the memory controllers deliver
data from the ring to the memories and deliver data from the memories to the data
ring. Each controller on the ring automaticaily recognizes data which is destined
for that controller and recognizes the time when it may put data onto the ring
because each controller is assigned at least one time slot for such a purpose.
30 In accordance with one embodiment of the invention, the data link
controllers comprise a plurality of input controllers, called external link handlers,
for accepting input data to.be delivered to the ring, and a plurality of output
controllers, called internal link handlers, for accepting data from the ring to be
delivered to output data links. The memory controllers each comprise a pluraliry
35 of direct memory access units, one unit for each link handler. One time slot is
assigned on the ring for every pair of controllers which communicate. In this
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there are any control words destined for that particular memory module. Such
control words may request that a particular word of data be entered into a
15 particular memory at a partcular location. This mechanism allows the central
control to initialize key elements of memory for maintenance and other purposes.
In accordance with this embodiment of the invention, all the internal
link handlers have interfaces to the ring positioned beyond the memory interfaces
and all external link handlers have interfaces to the ring positioned before the
20 memory interfaces but after the internal link handler interfaces. With this
arrangement, the bandwidth of the ring is the greater of the sum of the bandwidths
of the external link handlers or the sum of the bandwidths of the internal link
handlers, plus the bandwidth necessary to provide for control data, and is therefore
much less than the sum of total bandwidths of all link handlers.
25 Brief Description of the Drawing
FIG. 1 is a graphic representation of the characteristics of the type of
communications traffic in a metropolitan area network. -
FIG. 2 is a high level block diagram of an exemplary metropolitan
area network (referred to herein as MAN) including typical input user stations that
30 communicate via such a network. :
FIG. 3 is a more detailed block diagram of the hub of MAN and the
units communicating with that hub.
FIGS. 4 and S are block diagrams of MAN illustrating how data flows
from input user systems-to the hub of MAN and back to output user systems.




output and initiiating transm ssion of data bl ocks destined for such an

out put . Wher ever appropriate, such instructions are executed in
parall el on different processors for different data network units

t hereby increasing the nunber of 10 tran8actions that can be processed by

.. the processing system Advantageously, such an arrangenent permts a

| ar ge nunber of data t STalI & |?s%ra £ Fg;@l ik bt i ng
t he use of particul aﬁ%‘r%@%gssﬁghﬁgaglé a g%?%géﬁiggd%fda ‘or %ﬂ?&&’&%?ﬁ (lihgul ar
dest i nat i oncambe msed 3 acgircuiiteswisetnin thealmshnof MANt hr oughput of each

di stribution nodul e | 4 ed Li | ks : ﬁ";‘# b k.%alg
operations. Such 15 o'tl{lrige%gg%go%lea at | oogzmeaip{é C arEaég{]erl z%ﬁ‘e%gt‘ e\? act
that they nogeuit SWHEB @nM itshessociatadeegniroimgtwaBuential | y. At such bottl eneck

points, tshe amount OFIGEfPRABRY SR AowchirRGEpRSchtng b HoW aﬁﬁ?@feﬁﬁ%&}nstage
of pipeline procesgsi | n° one enbodi ment of " the

i nvention, Qles‘é#'ﬂﬁéﬁsqggﬁ%?'bé@gs&fs‘!m dubro ke controligss of, thegirquigswviefe ef theccess

to a small Rypber of other simlar processors, in this 20 case four, is

used for processing tar ired to switch the network dat units.

These processors ar e#gf'rﬂﬁ{feﬁl bf%tf‘cﬂ’é‘ﬂ?é‘@ Bﬁeﬁﬁ'&t‘{]‘f u 9%58’%‘:?%% HhuRach

i ndi vi dual network dBEIGS.uhi-14iave Hidok didgragmond datgiayontsodf padionstof ahe

process and .. n ch pr ss. ks perforned by each processor in the
e AR dIFTFIPUEPR $hich of e

chai n. odi nent, the breakdown of processing is
as follows. Each dat EIGnpuis a bl diagraneof ed operatine, adroinisteionyand h

Prout 1o appiifiehife OIFEM 10 Bicolify e data CERABGRGE Bap MCT OF 1S

header and #8Pa of the data unit. This processor, called an ext er nal
link handler, then tFRRSIS isSa bGACaiaghih BR4A ifeAaIMoAtRY R Snféadin’ OM t he

private nenpry of the external link Randler to the private nenory Of a
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header information tgyd Ry i QR g8l 6f aZoHAbP alrffitlent Por IrtrPictig
20 between an end user system and the hub of MAN,
FIG. 20 is a layout of a data packet arranged for transmission through
MAN illustrating the MAN protocol.
FIG. 21 illustrates an alternate arrangement for controlling access
from the data distribution switches to the circuit switch control.
25 FIG. 22 is a block diagram illustrating 'arrangc_ments for using MAN
to switch voice as well as data. o _
FIG. 23 illustrates an arrangement for synchronizing data received
from the circuit switch by one of the data distribution switches.
| FIG. 24 illustrates an alternate arrangement for the hub for switching
30 packetized voice and data. |
' FIG. 25 is a block diagram of a MAN circuit switch controller.
General Description .
The Detailed Description of this specification is a description of an
exemplary metropolitan‘area network (MAN) that incorporates the present
35 invention. Such a network as shown in FIGS. 2 and 3 includes an outer ring of
 nerwork interface modules (NIMs) 2 connected by fiber optic links 3 to a hub 1.




35 billing infarmation and traffic information for the network, and one

for routing the data network unit to an appropriate destination |ink.
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The MINT is described with respect to FIGS. 2-5 and 10-15. In addition, the
entire flow of data through the MAN network affects and is affected by the
characteristics of the MINT. _

The claimed invention is further embodied in the control arrangement
of the packet distribution stage modules called memory interface modules
(MINTs) 11.shown in FIG. 3. This control includes a central control having a
very high transaction throughput in order o process the large number of data
packets that are switched through each MINT every second. The central control is
shown as block 20 on FIGS. 4 and 10; a detailed block diagram is shown in
FIG. 14. Descriptions relating to FIGS. 3, 4, 10, and 14 are especially pertinent
to the invention as claimed.

~ The MINT: are the primary storage for data that has entered the MAN
network. Such data enters the MINT from four optic links, each having a
150 megabit per second data rate. The storage of such incoming data in a buffer
memory and the delivery of data from that buffer memory to appropriate ones of
the four output links also operating at the 150 megabit per second rate makes
great demands on a memory system. In order to keep'the cost of such a memory
system down, and in order to use available memory components, a data to buffer
memory interface arrangement that is the subject of this invention is used. This
interface arrangement is described with respect to FIGS. 10-11 and Table I and is
further controlled by the central control of the MINT shown on FIG. 14.



| i nks. Advant ageously, the processing capacity of this arrangenent is
adequate for switching a | arge nunber of packets for transmtting
packeti zed voice, as well as 20 packets for transnitting dat a.

I n accordance w th another aspect of t ht 40i-nvention, at least one data
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Metropolitan area networks serve a variety of EUSs ranging from
simple reporting devices and low intelligence terminals through personal

15 computers to large mainframes and supercomputers. The demands that these
EUSs place on a network vary widely. Some may issue messages infrequently
while others may issue many messages each second. Some messages may be only
a few bytes while others may be files of millions of bytes. Some EUSs may
require delivery any time within the next few hours while others may require

20 delivery within microseconds. | '

This invention of a metropolitan area network is a computer and
telephone communications network that has been designed for wransmitting
broadband low latency data which retains and indeed exceeds the performance
characteristics of the highest performance local area networks. A metropolitan

25 area network has size characteristics similar to those of a class 5 or end-office
telephone central office; consequently, with respect to size, a metropolitan area
network can be thought of as an end-office for data. The exemplary embodiment
of the invention, hereinafter called MAN, was designed with this in mind.
However, MAN also fits well either as an adjunct to or as part of a switch module

30 for an end-office, thus supporting broadband Integrated Services Digital Network
(ISDN) services. MAN can also be effective as either a local area or campus area
network. It is able to grow gracefully from a small LAN through campus sized
networks to a full MAN.

The fapid proliferation of workstations and their servers, and the

35 growth of distributed computing are major factors that motivated the design of this
invention. MAN was designed to provide networking for tens of thousands of




speci fic enbodi nrent of the invention, four external l|ink handlers and four
I nt er nal |l i nk handl ers are provided in each sw tching nodul e. Each
menory controller is assigned four time slots since a nmenory can accept
an input fromthe data ring at the.dqdane tine as it delivers an out put
to the data r|ng In addition, every fifth 5 tinme slot |s a control tine
m.t _the external | ink handl ers I nternal |ink
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rate is likely to dominate the response time. MAN has an aggregate bit rate of
20 150 gigabits per second and can handle 20 million network transactions per
second with the exemplary choice of the processor elements shown in FIG. 14.
Furthermore, it has been designed to handle traffic overloads gracefully.
MAN is a network which performs switching and routing as many
systems do, but also addresses a myriad of other necessary functions such as error
25 handling, user interfacing, and the like. Significant privacy and security features
in MAN are provided by an authentication capability. This capability prevents
unauthorized network use, enables usage-sensitive billing, and provides non-
forgeable source identiﬁcation for all information. Capability also exists for
defining virtual private networks.
30 MAN is a transaction-oriented (i.e., connectionless) network. It does
not need to incur the overhead of establishing or maintaining connections although
a connection veneer can be added in a straightforward fashion if desired.
~ MAN can also be used for switching packetized voice. Because of
the short delay in traversing the network, the priority which may be given to the
35 transmission of single packet entities, and the low variation of delay when the
network is not heavily loaded, voice or a mixture of voice and data can be readil'y



area network (referred to herein as MAN) including typical input user
stations that 30 communicate via such a networKk. FIG 3is
a nore detail ed bl ock diagram of the hub of MAN and the units '
communi cating with that hub. - -12- FIGS 4 and 5 are bl ock
di agrans of MAN il lustrating how data fl ows frominput user systens to
the hub of MAN a b%to output u
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distribution stage g4e MEN nerwdi® is a hierarchical star architecture with two or three
10 levels depending upon how closely one looks at the topology. FIG. 2 shows the
network as consisting of a switching center called a hub 1 linked to network
interface modules 2 (NIMs) at the edge of the network.

The hub is a very high performance transaction store-and-forward
system that gracefully grows from a small four link system to something very

15 large that is capable of handling over 20 million network transactions per second
and that has an aggregate bit rate of 150 gigabits per second.

Radiating out from the hub for distances of up to tens of kilometers
are optical fibers (or alternative data channels) called external links (XLs) (connect
NIM to MINT), each capable of handling full duplex bit rates on the order of 150

20 megabits per second. An XL terminates in a NIM.

A NIM, the outer edge of which delineates the edge of the network,
acts as a concentrator/demultiplexer and also identifies network ports. It
concentrates when moving information into the network and demultplexes when
moving information out of the network. Its purpose in

25 concentrating/demultiplexing is to interface multiple end user systems 26 (EUSs)
to the network in such a way as to use the link efficiently and cost effectively.
Up to 20 EUSs 26 can be supported by each NIM depending upon the EUSs
networking needs. Examples of such EUSs are the increasingly common
advanced function workstations 4 where the burst rates are already in the 10 Mbps
30 range (with the expectation that much faster systems will soon be available) with
average rates orders of magnitude lower. If the EUS needs an average rate that is
closer to its burst rate and the average rates are of the same order of magnitude as
that of a NIM, then a NIM can either provide multiple interfaces to a single
~ EUS 26 or can provide a single interface with the entire NIM and XL dedicated to
35 that EUS. Examples of EUSs of this type include large mainframes S and file
servers 6 for the above workstations, local area networks such as ETHERNET® 8




FIG 16 is a block diagramof an interface nodule for interfacing 15

bet ween end user systens and the hub. FIG 17 is a block
di agram of an arrangenent for interfacing between an end user system
and a network interface. -13FIG 18 is a block diagramof a
typi cal end user system FIG 19 is a block diagramof a
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net wor k i ntumif sereestasiailhégh bitlrhte)difeot ememaryeatcess porb for thptEUS landles 83 to a
hub 1. buffer for wansactions received from the network. It also off-loads the EUS from
MAN interface protocol concerns. Closely associated with the UIM is the MAN
EUS-resident driver. It works with the UIM to format outgoing transactions,
15 receive incoming transactions, implement protocols, and interface with the EUSs
operating system.
A closer inspection (see FIG: 3) of the hub reveals two different
functional units - a MAN switch (MANS) 10 and one or more memory interface
modules 11 (MINTs). Each MINT is connected to up to four NIMs via XLs 3
20 and thus can accommodate up to 80 EUSs. The choice of four NIMs per MINT is
based upon a number of factors including transaction handling capacity, buffer
memory size within the MINT, growability of the nerwork, failure group size, and
aggregate bit rate.
Each MINT is connected to the MANS by four internal links 12 (ILs)
25 (connect MINT and MAN switch), one of which is shown for each of the MINTs
in FIG. 3. The reason for four links in this case is different than it is for the XLs.
Here multiple links are necessary because the MINT will normally be sending
information through the MANS to multiple destinations concurrently; a single IL
would present a botteneck. The choice of 4 ILs (as well as many other design
30 choices of a similar nature) was made on the basis of extensive analytical and
simulation modeling. The ILs run at the same bit rate as the external links but are
very short since the entire hub is colocated.
The smallest hub consists of one MINT with the ILs looped back and
no switch. A network based upon this hub includes up to four NIMs and
35 accommodate up to 80 EUSs. The largest hub that is currently envisioned
consists of 256 MINTs and a 1024 x 1024 MANS. This hub accommodates




9 The hub interconnects data and voice packets fromany of the NLMs

to any ot her NIM The NIMs, in turn, are connected via interface
nodul es to user devices connected to the network. The
hub conprises a group of nenory interfacgg.(MNIs) 11 5 connected to the
NlMs 2 and interconnected by circuit swtch (MANS) 10. The I nvention
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storage for,(iahd feld e QA EOR! SLRIAN rddpbhse times. Packets are kept intact as a
15 single frame or packet as they move through the nerwork. LUWUs are
fragmented into frames or packets, called packets hereinafter, by the transmitting |
UIM. Packets and SUWUs are sometimes collectively referred to as network
transaction units. .
Transfers through the MAN switch are referred to as switch
20 wansactions and the units transferred through the MANS are switch transaction
- units. They are composed of one or more network transaction units destined for
the same NIM. |
2.2 Functional Unit Overview
Prior to discussing the operation of MAN, it is useful to provide a
25 brief overview of each major functional unit within the network. The units
described are the UIM 13, NIM 2, MINT 11, MANS 10, end user system link
(connects NIM and UIM) (EUSL) 14, XL 3, and IL 12 respectively. These units
are depicted in FIG. 4.
2.2.1 User Interface Module - UIM 13
30 This modul_e is located within the EUS and often plugs onto an EUS
backplane such as a vME® bus (an IEEE standard bus), an Intel MULTIBUS
1'®, mainframe J/O channel. It is designed to fit on one printed circuit board for
most applications. The UIM 13 connects to the NIM 2 over a duplex optical fiber
link called the EUS link ‘14 (EUSL), driven by optical transmitter 97 and 85. This
35 link runs at the same speed as the external link (XL) 3. The UIM has a memory
queue 15 used to store information on its way to the network. Packets and



25 network. Such: data enters the MNT fromfour optic |inks, each having a
150 negabit per second data rate. The storage of such incomng data in a
buf f er menory and the delivery of data fromthat buffer nmenory to
appropri ate ones of the four output. k§nks al so operating at the 150
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user system 26. The details of the control of UIM 13 are shown in FIG. 19.
2.2.2 Nerwork Interface Module - NIM 2
A NIM 2 is the part of MAN that is at the edge of the network. A
NIM performs six functons: (1) concentration/demultiplexing including queuing

15 of packets and SUWUs moving toward the MINT and external link arbitration, (2)
participation in network security using port identification, (3) participation in '
congestion control, (4) EUS-to-network control message identification, (5)
participation-in error handling, and (6) network interfacing. Small queues 94 in
memory similar to those 15 found in the UIM exist for each End User System.

20 They receive information from the UIM via link 14 and receiver 88 and store it
until XL 3 is available for transmission to the MINT. The outputs of these queues
drive a dara concentrator 95 which in turn drives an optical transmitter 96. An
external link demand multiplexer exists which services demands for the use of the
XL.. The NIM prefixes a port identification number 600 (FIG. 20) to each

25 network transaction unit flowing toward the MINT. This is used in various ways
to provide value added services such as reliable and non-fraudulent sender
identification and billing. This prefix is particularly desirable for ensuring that
members of a virtual network are protected from unauthorized access by outsiders.
A check sequence is processed for error control. The NIM, working with the

30 hub 1, determines congestion status within the network and controls flow from the
UIMs under high congestion condidons. The NIM also provides a standard
physical and logical interface to the network including flow control mechanisms.

Information flowing from the network to the EUS is passed through
the NIM via receiver 89, distributed to the correct UIM by data distributor 86, and -

35 sent to destination UIM 13 by transmitter 85 via link 14. No buffering is done at

the NIM.
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i nventi b591 MENTwcEhusctbe gingd which iosynehronsuwsohas mgcmﬁrresqwsd (SIOQ fsusands of
moving information from each XLH to memory and another set of reserved slots

for moving information from memory to each ILH. It has a read plus write bit
rate of over 1.5 Gbps. The memory is 512 bits wide so that an adequate memory
bit rate can be achieved with components having reasonable access times. The
20 size of the memory (16 Mbytes) can be kept small because the occupancy time of
information in the memory is also small (about 0.57 milliseconds under full
network load). However. this is an engineerable number that can be adjusted if
necessary.
The XLHs are bi-directional but not symmerric. Information moving
25 from NIM to MINT is stored in MINTmcmory Header information is copied by
the XLH and sent to the MINT control for processing. In contrast, information
moving from the switch 10 toward a NIM is not stored in the MINT but simply
passes through the MINT, without being processed, on its way from MANS 10
output to a destination NIM 2. Due to variable path lengths in the switch, the
30 information leaving the MANS 10 is out of phase with respect to the XL. A
phase alignment and scrambler circuit (described in section 6.1) must align the
data before transmission to the NIM can occur. Section 4.6 describes the internal
link handler (LH). '
The MINT performs a variety of functions including (1) some of the
35 overall routing within the network, (2) participation in user validation, (3)
' participation in network security, (4) queue management, (5) buffering of network




di skl ess wor kst ati ons and servers and other conputers over tens of

kil ometers, where each user has tens to hundreds of sinultaneous and
di fferent associations wi th other canputers on the network. Each

net wor ked conputer can concurrently -generate tens to hundreds of
nmessages per second, and require I/ O rates of tens to ‘5 hundreds of
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second with :Mtecanwwmy patuliet.cAdditibhally)r each Sab+controllem¢an hhp:pehned.Fl G
14. Thus, not only is the setup time very fast but many paths can be set up
15 concurrently and the "serup throughput" can be made high enough to
accommodate high request rates from large numbers of MINTs. MANSs can be
made in various sizes ranging from 16x16 (handling four MINTsS) to 1024 x 1024
(handling 256 MINTS).
2.2.5 End User System Link - EUSL 14
20 The end user system link 14 connects the NIM 2 to the UIM 13 that
resides within the end user’s equipment. It is a full duplex optical fiber link that
runs at the same rate and in synchronism with the eternal link on the other side of
the NIM. It is dedicated to the EUS to which it is connected. The length of the
EUSL is intended to be on the order of meters to 10s of meters. However, there
25 is no reason why it couldn’t be longer if economics allow it.
The basic format and data rate for the EUSL for the present
embodiment of the invention was chosen to be the same as that of the Metrobus
Lightwave System OS-1 link. Whatever link layer data transmission standard is
evenwally adopted would be used in later embodiments of MAN.
30 2.2.6 External Links - XI. 3 _
The external link (XL) 3 connects the NIM to the MINT. It is also a
full duplex synchronous optical fiber link. It is used in a demand multipiexed
fashion by the end user systems connected to its NIM. The length of the XL is
intended to be on the order of 10s of kilometers. Demand multiplexing is used
35 for economic reasons. It employs the Metrobus OS-1 format and data rate.




Furthernore, it -has been designed to handle traffic overloads gracefully.
MAN is a network which perfornms switching and routing as nmany systens
do, but also addresses a nyriad of other necessary functions such as error
25 handling, user interfacing, and thekike. Significant privacy and
security features in MAN are provided by an authentication capability.
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and other GPBLAR'S, dbe B BBickate over 50 EUS wansacclitpek B0044 sishRg of
LUWUs and SUWUs.

:conpl.etely extensively, .
This translates into about 400 network transactions per

second (packets and SUWUs). With up to 20 EUS per NIM, each NIM must be
capable of handling up to 8000 network transactions per second with each MINT

15 handling up to four times this amount or 32000 network transactions per second.
These are average or sustained rates. Burst conditons may substantially increase
"instantaneous” rates for a single EUS 26. Averaging over a number of EUSs
will, however, smooth out individual EUS bursts. Thus while each NIM port
must deal with bursts of considerably more than 50 network transactions per

20 second, NIMs (2) and XLs (3) are likely to see only moderate bursts. This is
even more true of MINTs 11, each of which serves 4 NIMs. The MAN switch 10
must pass an average of 8 million network transactions per second, but the switch
controller does not need to process this many switch requests since the design of
the MINT control allows multiple packets and SUWUs going to the same

25 destination NIM to be switched with a single switch setup.

A second factor to be considered is network transaction interarrival
time. With rates of 150Mbps and the smallest network transaction being an
SUWU of 1000 bits, two SUWUs could arrive at a NIM or MINT 6.67
microseconds apart. NIMs and MINTs must be able to handle several back-to-

30 back SUWUs on a transient basis. |

The control software in the NIMs and especially the MINTs must deal
with this severe real-time transaction processing. The asymmetry and bursty
nature of data traffic requires a design capable of processing peak loads for short
periods of time. Thus the transaction control software structure must be capable

35 of executing many hundreds of millions of CPU instructions per second (100’s of
MIPs). Moreover, in MAN, this control software performs a multiplicity of



5 sinmul ated. Many of the capacity estinmates presented hereinafter are based
on t hese sinul ati ons. 2 ARCH TECTURE AND OPERATI ON 2.1
Architecture The MAN network is a hierarchical star
architecture with two or three 10 | evel ggdependi ng upon how cl osely one

| ooks at the topology. FIG 2 shows t he network as consisting of a
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applying processing power to each subfunction. This approach has been greatly
facilitated by the use of Transputer® very large scale integration (VLSI) processor
devices made by INMOS Corp. The technique basically is as follows:
20 - Decompose the problem into a number of subfunctions.
- Arrange the subfunctions to form a dataflow structure.
- Implement each subfunction as one or more processes.
- Bind sets of processes to processors, arranging the bound processors in the
same topology as the dataflow structure so as to form a datafiow system
25 that will execute the function.
- Iterate as necessary to achieve the real-time performance required.
| Brief descriptions of the functions performed by the NIM, MINT, and
MANS (most of which are done by the software control for those modules) are
given in sections 2.2.2 through 2.2.4. Additional information is given in section
30 2.4. Detailed descriptions are included later in this descnpnon within specific
sections covering these subsystems.
2.3.1 Control Processors
The processors chosen for the system implementation are Transputers
from INMOS Corp. These 10 million instructions/second (MIP) reduced
35 instruction set control (RISC) machines are designed to be connected in an
arbitrary topology over 20 Mbps serial links. Each machine has four links with an




that of a NNM then a NIMcan either provide nultiple interfaces to a

singl e EUS 26 or can provide a single interface with the entire NIM
and XL dedicated to 35 that EUS. Exanples of EUSs of this type include

| arge mainframes 5 and file servers % or the above workstations, |ocal
area networks such as ETHERNET[err] 8
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15 recei veintaronnegied paogessarsons, i npl ement protocols, and interface with

the .EUSs A constraint on MINT control is that any serial processing can take no
longer than

1/ (number of transactions per second processed in this pipeline).

15 A further constraint concerns the burst bandwidth for headers entering the control
within an XLH 16. If the time between successive network units arriving at the
XLH is less than

(header size) / (bandwidth into control)

then the XLLH must buffer headers. The maximum number of transactions per
20 second assuming uniform arrival is given by:

(bandwidth into control) / ( size of transaction header).

An example based upon the effective bit rate of n’ansputcr links and the 40 byte
MAN network transaction header is:

(8.0Mb/s for control link)/(320 bit header/transaction) = 25,000
25 transactions/sec. per XLH,

or one transaction per XLH every 40 microseconds. Because transaction
interarrival times can be less than this, header buffering is performed in the XLH.



opérati ng system A cl oser inspection (see FIG 3) of the

hub reveals two different functional units - a MAN switch (MANS) 10 and
one or nore nenory interface nodul es 11 (M NTs). Each MNT is connected
to up to four NIMs via XLs 3 20 and thuglcan accomopdate up to 80 EUSs.
The choice of four NIMs per MNT is based upon a nunber of factors
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- are paired with the headers and routing translation is done. Then switch units are
collected based on memory blocks sent to common NIMs, and to close the loop
the memory blocks are freed after the blocks’ data is transmitted into the MANS.
15 Billing primitives are simultaneously handled within a different pipe.
2.4 MAN Operation |

The EUS 26 is viewed by the network as a user with capabilities
granted by a-network administration. This is analogous to a terminal user logged
into a time-sharing system. The user, such as a workstation or a front end

20 processor acting as a concentrator for stations or even networks, will be required
to make a physical connection at a NIM port and then identify itself via its MAN
name, virtual network identification, and password security. The network adjusts
routing tables to map data destined for this name to a unique NIM port. The
capabilities of this user are associated with the physical port. The example just

25 given accommodates the paradigm of a portable workstation. Ports may also be
configured to have fixed capabilities and possibly be "owned” by one MAN named
end user. This gives users dedicated network ports or provides privileged
administrative maintenance ports. The source EUS refer to the destination by
MAN names or services, so they are not required to know anythmg about the

30 dynamic network topology.

The high bit rate and large transaction processing capabxhty internal to
the network yield very short response times and provide the EUS with a means to
move data in a metropolitan area without undue network considerations. A MAN
end user will see EUS-memory-t0-EUS memory response times as low as a

35 millisecond, low error rates, and the ability to send a hundred EUS transactions
per second on a sustained basis. This number can expand to several thousand for




- 14 - 1024 NIMs and up to 20,000 EUSs. By adding M NTs and grow ng
t he MANS, the hub and ultimately the entire network grows very
graceful ly. 2.1.1 LU0IWs. Packets. SUWWs, and Transactions

Before. going further several ternms need2pa be discussed. EUS 5
transactions are transfers of units of EUS information that are neani ngful

to the EUS.__Such transactdons..qi b remote procedure call.
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sonetinmes collectively re erreg tg‘as net wor k transaction units.
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and the units transNetwett dratsatidhst (packéidland STWUs) addveradriathiel following

~units. They are c 0S feyone or nore network transaction units destined
for th %%ﬁe"a%fnkﬁ“eﬁd?zsb Functional Unit Overview _
Prior to discussing the operation of MAN, it is useful to provide a 25
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MINT) => destinationUIM.

15 Each EUS tansaction (i.e., LUWU or SUWU) is submitted to its UIM. Inside the
UIM, a LUWU is further fragmented into variable size packets. An SUWU is not
fragmented but is logically viewed in its entrety as a nerwork transaction.
However, the determination that a nerwork transaction is an SUWU is not made
until the SUWU reaches the MINT where the information is used in dynamically

20 categorizing data into SUWUs and packets for optimal network handling. The
NIM checks incoming packets from the EUS to verify that they do not violate a
maximum packet size. The UIM may pick packet sizes smaller than the
maximum depending on EUS stated service. For optimum MINT memory
utilization, the packet size is the standard maximum. However under some

25 circumstances, the application may request that a smaller packet size be used
because of end user consideration such as timing problems or data availability
timing. Additionally, there may be timing limits where the UIM will send what it
currently has from the EUS. Even where the maximum size packet is used, the
last packet of a LUWU usually is smaller than the maximum size packet.

30 At the transmitting UIM each network transaction (packet or SUWU)
is prefixed with a fixed length MAN network header. It is the information within
this header which the MAN network software uses to route, bill, offer network
services, and provide network control. The destination UIM also uses the
information within this header in its job of delivering EUS transactions to the end



(connects NIMand UM (EUSL) 14, XL 3, and IL 12 respectively. These units
are depicted in FIG 4. 2.2.1 User Interface Module - U M 13 30

This nodule is located within the EUS and often plugs onto an EUS

backpl ane such as a VME bus (an | EEE st-28dard bus), an Intel MJILTI BUS
I1[err], mainframe I/O channel. It is designed to fit on one printed
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buf f er processed., the source NIM concentrates them onto the external link between thc
- source NIM and its MINT. The source NIM to MINT links terminate at a
hardware interface in the MINT (the external link handler or XLH 16).
The external link protocol between the NIM and MINT allows the
15 XLH 16 to detect the beginning and end of network transactions. The transactions
are immediately moved into a memory 18 designed to handle the 150Mb/s bursts
of data arriving at the XILLH. This memory access is via a high-speed time slotted
ring 19 which guarantees each 150Mb/s XL H input and each 150Mb/s output from
the MINT (ie. MANS inputs) bandwidth with no contention. For example, a
20 MINT which concentrates 4 remote NIMs and has 4 input ports to the center
switch must have a burst access bandwidth of at least 1.2Gb/s. The memory
storage is used in fixed length blocks of a size equal to the maximum packet size
plus the fixed length MAN header. The XLLH moves an address of a fixed size
memory block followed by the packet or SUWU data to the memory access ring.
25 The data and network header are stored until the MINT control 20 causes its
transmission into the MANS. The MINT control 20 will continually supply the
XL Hs with free memory block addresses for storing the incoming packets and
SUWUs. The XLH also “"knows” the length of the fixed size network header.
With this information the XLH passes a copy of the network header to MINT
30 control 20. MINT control 20 pairs the header with the block address it had given
the XLH for storing the packet or SUWU. Since the header is the only internal
representation of the data within MINT control it is vital that it be correct. To
ensure sanity due to potential link errors the header has a cyclic redundancy check
(CRC) of its own. The path this tuple takes within MINT control must be the
35 same for all packets of any given LUWU (this allows ordering of LUWU da to
be preserved). Packet and SUWU headers paired with the MINT memory biock




10 ﬁermry 90 and a bus interface for interfacing with bus 92 which

connects to end user system 26. The details of the control of UM 13
are shown in FIG 109. 2.2.2 Network Interface Module - NIM 2
ANM2 is the part of MAN that is at thegedge of the network. A NI M

performs six functions: (1) concentration/denultiplexing including queuing
15 of packets and SUWs noving toward the MNT and external Iink
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congestion conditions. The NIM al so provides a standard physi cal and

| ogi cal interface to the network including flow control nechanisns.

| nformation flow ngDiHoes% bouroellivesx NMANS e=E\dostifatioals ee>t XIp1/gh the
NI M via receiver 89, distributed to the correct UN by data distributor 86,
and 35 sent to_destination UN 13 by transmitter 85 via link 14. No

buf f eri g i thisi¥Id deing attached np khe destination NIM. The XLH recovers bit

synchronization on the way to the destination NIM. Note that information, as it
leaves the switch, simply passes through a MINT on its way to the destination
NIM. The MINT doesn’t process it in any way other than to recover bit
synchronization that has been lost in going through the MANS.

20 As information (i.e., switch transactions made up of one or more
network transactions) arrives at the destination NIM it is demultiplexed into
network transactions (packets and SUWUs) and forwarded to the destination
UIMs. This is done "on the fly"; there is no buffering in the NIM on the way out
of the network. '

25 The receiving UIM 13 will store the network transactions in its
receive buffer memory 90 and recreate EUS uansactidn_s (LUWUs and SUWUs).
A LUWU may arrive at the UIM in packet sized pieces. As soon as at least part
of a LUWU arrives, the UIM will notify the EUS of its existence and will, upon
instructions from the EUS, transmit under the control of its DMA, partial EUS or

30 whole EUS transactions into the EUS memory in DMA transfer sizes specified by
the EUS. Alternate paradigms exist for transfer from UIM to EUS. For instance,
an EUS can tell the UIM ahead of time that whenever anything arrives the UIM
should transfer it to a specified buffer in EUS memory. The UIM would then not
need to announce the arrival of information but would immediately transfer it to




- i6 - ' There are only two types.of NWWs. One type (such as

shown in FIG 4 and the upper right of FIG 3) concentrates while the
ot her type (shown at the lower right of FIG 3) does not - 2.2.3
Menory and Interface Module - MNT 11 -2§5-. M NTs are |located in
t he hub. Each M NT 11 consists of: (a) up to four external |ink

handl er s 16éﬂL ) that term nate XLs and al so receive signals fromthe
hal f of théh nal link that noves data fromthe switch 10 to the M NT:
(b) four i2$rdditdnallCmideraions17 (I LHs) that generate data for the half
of the IL ;Htﬁ%gr@%@i gata froma MNT to.the switch; (c) a nenory 18
for storin& ' awaiting a path fromthe M NT through the switch
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ssmal |- becauyge t&e Pansacron is éxscarda:{. The destination NIM performs a similar action
for a third time before routing the transaction to the destination UIM. This
scheme prevents misdelivery of information due to corrupted headers. Once a

15 header is found to be flawed, nothing in the header can be considered reliable and

- the only option that MAN has is to discard the transaction. '

The source UIM is also required to provide a DCS at the end of the
user data. This field is checked within the MAN network but no action is taken if
errors are found. The information is delivered to the destination UIM who can

20 check it and take appropriate action. Its use within the network is to identify both
EUSL and internal network problems.

Note that there is never any attempt within the network to correct
errors using the usual automatic repeat request (ARQ) techniques found in most of
today’s protocols. The need for low latency precludes this. Error correcting

25 schemes would be too costly except for the headers, and even here the time
penalty may be too great as has sometimes been the case in computer systems.
However, header error correction may be employed later if experience proves that
it is needed and time-wise possible.

Consequently, MAN checks for errors and discards transactions when

30 there is reason to suspect the validity of the headers. Beyond this, transactions are
delivered even if flawed. This is a reasonable approach for three reasons. First,
intrinsic error rates over optical fibers are of the same order as error rates over
copper when common ARQ protocols are employed. Both are in the range of
10~ bits per bit. Secondly, graphics applications (which are increasing

35 dramatically) often can tolerate small error rates where pixel images are
transmitted: a bit or two per image would usually be fine. Finally, where error



'nformation in the nenory is also small (about 0.57 mlliseconds under full
network | oad). However, th| s i s an engi neerabl e nunber that can be adjusted
i f necessary. The XLHs are bi-directional but not
symmetric. Information noving 25 from Npjlto MNT is stored in MNT
menory. Header information is copied by the- XLH and sent to the M NT
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B - When an EUS first artaches to MAN, it "logs in" to a well known and
privileged Login Server that is part of the network. The login server is in an
administrative terminal 350 (FIG. 15) with an attached disk memory 351. The
15 administrative terminal 350 is accessed via an OA&M MINT processor 315 '
(FIG. 14) and a MINT OA&M monitor 317 in the MINT central control 20, and
an OA&M central control (FIG. 15). This login is achieved by the EUS (via its
UIM) sending a login transaction to the server through the network. This
transaction contains the EUS identification number (its name), its requested virtual
20 nerwork, and a password. In the NIM a port number is prefixed to the transaction
before it is forwarded to the MINT for routing to the server. The Login Server
notes the id/port pairing and informs the MINT attached to the source NIM of that
- pairing. It also acknowledges its receipt of the login to the EUS, telling the EUS
that it may now use the network
25 - When usmg the network, each and every network transaction that is
sent to the source NIM from the EUS has, within its header, its source id plus
other information in the header described below with respect to FIG. 20. The
NIM prefixes the port number to the transaction and forwards it to the MINT
where the pairing is checked. Incorrect pairing results in the MINT discarding the
30 wansaction. In the MINT, the prefixed source port number is replaced with a
destination port number before it is sent to the destination NIM. The destination
NIM uses this destination port number to complete the routing to the destination
EUS. ' '

 If an EUS wishes to disconnect from the network, it "logs off" in a
35 manner similar to its login. The Login Server informs the MINT of this and the
MINT removes the id/port informaton, thus rendering that port inactive.



the MNT contral al gorithnms. Each MNT is capable of processing up to 5
80, 000 network transactions per second. A fully provisioned hub with 250

M NTs can therefore process 20 mllion network transactions per second.
This is di scussed further in secti-qQ7 2. 3. 2.2.4 MAN Switch - MANS
10 The MAINS consists of two main parts (a) the fabric 21

t hr ough V\,h;gg éo ipfgrﬁt i.on passes and (b) the control 22 for that
fabric. TH8= ~the switch to be set up in about 50
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adopt ed ot e SRt Mourd bE 2 4Y8E Ahilin LU BHT Wbt Hat paskeBfalie: ¥, s
- XL 315 The implementatioiifof thistconcept doustkbe Kandléd berweentthe {UIM hhd/the t he
MNT. 1t g8/ 5i8iools since there may be many different types of EUS and UIMs. The
end-user can be transmitting multiple data streams to any number of destinations
at any one time. These streams are multiplexed on packet and SUWUs
. boundaries on the transmit link between the source UIM and the source NIM.
20 : A parameter, to be adjusted for optimum performance as the system is
loaded, limits the time (eéquivalent to limiting the length of the data stream) that
one MINT can send data to a NIM in order to free that NIM to receive data from
other MINTs. An inital value of 2 milliseconds appears reasonable based on
simulations. The value can be adjusted dynamically in response to traffic patterns
25 in the system, with different values possible for different MINTs or NIMs, and at
different times of the day or different days of the week.
3 SWITCH
- The MAN switch (MANS) is the fast circuit switch at the center of
the MAN hub. It interconnects the MINTS, and all end-user transactions must
30 pass through it. The MANS consists of the switch fabric itself, (called the data
network or DNet), plus the switch control complex (SCC), a collection of
controllers and links that operate the DNet fabric. The SCC must receive requests
from the MINTs to connect or disconnect pairs of incoming and outgoing internal
links (ILs), execute the requests when possible, and inform the MINTS of the
35 outcome of their requests.



full duplex synchronous optical fiber link. It is used in a demand

mul ti pl exed fashion by the end user systens connected to its NI M The
|l ength of the XL is intended to be on the order of |10s of kiloneters.
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able to geg%&a%gr 50 EUS transactions per second consisting of
LUWJs and 'S transl at es into about 400 network transactions per

second ( packdtEhara p to 20 EUS per NIM each NI M rrust be
RS 1010 Pt S b gt
t r ansactliOonMAN swiiche niyominally, the MANS must establish or remove a transaction’s
connection in fractions of a millisecond in a network with hundreds of ports, each
running at 150 Mb/s and each carrying thousands of separately switched
ransactions per second. Millions of transaction requests per second imply a
distributed control structure where numerous pipelined controllers process
15 transacdon requests in parallel.
The combination of so many ports each running a high speed has
several implications. First, the bandwidth of the network must be at least
150 Gbf/s, thus requiring multiple data paths (nominally 150 Mb/s) through the
network. Second, a 150 Mb/s synchronous network would be difficult to build
20 (although an asynchronous network needs to recover clock or phase). Third, since
inband signaling creates a more complex (self-routing) network fabric and requires
buffering within the network, an out-of-band signaling (separate control) approach
is desirable.
In MAN, transaction lengths are expected to vary by several orders of
25 magnitude. These transactions can share a single switch, as discussed hereinafter
with adequate delay performance for small transactions. The advantage of a
single fabric is that data streams do not have to be separated before switching and
recombined afterwards. . ‘
A problem to be dealt with is the condition where the requested
30 output port is busy. To set up a connection, the given input and output ports must
be concurrently idle (the so-called concurrency problem). If an idle input (output)
port waits for the output (input) to become idle, the waiting port is inefficiently
utilized and other transactions needing that port are delayed. If the idle port is
instead given to other transactions, the original busy destination port may have
35 become idle and busy again in the meantime, thus adding further delay to the
original transaction. The delay problem is worse when the port is busy with a




These are average or sustained rates. Burst conditions may substantially

| ncr ease "I nstant aneous” rates for a single EUS 26. Averagi ng over a
nunber of EUSs will, however, snooth out individual EUS bursts. Thus
whi | e each NI M port must deal with Rg§§ts of considerably nore than 50
network transactions per 20 second, N (2) and XLs (3) are likely to see
only noderate bursts. This is even nore true of MNTs 11, each of which
serves 4 N IgEge TRRSag@@R.swi tch 10 ° nust pass an average of 8 million
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mul ti plici t§ispipting other traffic. This seems to rule out the simple strategy ofp waiting for
all destination ports to become idle and broadcasting to all of them at once.
Regardless of the special needs of the MAN network, the MANS
15 satisfies the general requirements for any practical network. Startup costs are
reasonable. The network is growable without disrupting existing fabric. The
topology is inherently efficient in its use of fabric and circuit boards. Finally, the
concerns of operational availability - reliability, fault tolerance, failure-group sizes.
and ease of diagnosis and repair - are met.
20 3.2 General Approach - A Distributed-Control Circuit-Switching Network
In this section we describe the basic approach used in the MANS. It
specifically addresses the means by which a large network can be run by a group
of controllers operating in parallel and independently of one another. The
distributed control mechanism is described in terms of two-stage networks, but
25 with a scheme to extend the approach to multistage networks. Section 3.3
presents details of the specific design for MAN .
A major advantage of our approach is that the plurality of network
controllers operate independently of one another using only local information.
Throughput (measured in transactions) is increased because controllers do not
30 burden each other with queries and responses. Also the delay in setting up or
tearing down connections is reduced because the number of sequential control
steps is minimized. All this is possible because the network fabric is partitioned
into disjoint subsets, each of which is controlled solely by its own controller that
uses global static information, such as the internal connection pattern of the data
35 network 120, but only local dynamic (network state) data. Thus, each controller
sees and handles only those connection requests that use the portion of the




- 19 - functions including routing of packets and SUALs, network port
I dentification, queui ng of network transactions destined for the sane
Nl M over up to 1000 NI Ms (this means real tinme naintenance of up to
1000 queues), handling of MANS request3g -and acknow edgenents, flow
control - of source EUSs based on conplex 5 criteria, network traffic data
col | ection, conge control . and. bz?r%rg I ad_of

her tasks. .
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subf unction as one or Now,eopsiders sontroller for this-subsendf ¢ aemorks de epakbbe o
e tho. dat af FshORfibRrdr 1EnRgMs Rt 315 Taits 1 aby Buies o O, o TR BoreRfiffy °LY
execut e tI¥e would maintain busy/idle stBtIBrfar theagrosspoints ar gontmolledhi This information
real -time peff Qesly'efioh it il whether a connection is possible. For example, suppose
an inlet on IS; is to be connected to an outdet on OS;. We assume that the
request is from the inlet, which must be idle. The outlet can be determined to be
idle from outlet busy/idle status memory or else from the status of the outlet’s
20 three crosspoints in OS; (all three must be idle). Next, the status of the link
berween IS; and OS; must be checked. This link will be idle if the two
crosspoints on both ends of the link, which connect the link to the remaining two
inlets and outlets, are all idle. If the inlet, outlet, and link are all idle, a
crosspoint in each of IS; and OS; can be closed to set up the requested
25 connection.

Note that this activity can proceed independently of activities in the
other subsets (disjoint) of the network. The reason is that the network has only
two stages, so the inlet switches may be partitioned according to their links to
second stage switches. In theory this approach applicé to any two-stage network,

30 but the usefulness of the scheme depends on the network’s blocking
characteristics. The network in FIG. 6 would block too frequently, because it can
connect at most one inlet on a given inlet switch to an outlet on a given second
stage switch.

A two-stage network, referred to hereinafter as a Richards network, of

35 the type described in G. W. Richards et al.: "A Two-Stage Rearrangeable
Broadcast Switching Network, IEEE Transactions on Communications, v. COM-




Brief descriptions of the functions perforned by the NNM M NT, and
MANS (nmost of which are done by the software control for those nodul es) are
given in sections 2.2.2 through 2.2.4. Additional information is given in
section 30 2.4. Detailed descriptions argji.ncluded later in this
description within specific sections covering these subsystens.

The processors chosen for the
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two-stage rearrangeably non-blocking Richards network. Each switch 121,123
includes a rudimentary crosspoint controller (XPC) 122,124 which accepts
commands to connect a specified inlet on the switch to a specified outlet by
closing the proper crosspoint. The first and second stages’ XPCs (121,123) are
15 abbreviated 1SC (first stage controller) and 2SC (second stage controller)
respectively.
On the right side of the CNet are 64 MANS controllers 140
(MANSC:s) corresponding to and controlling 64 disjoint subsets of the DNet,
partitioned by second stage outlet switches as described earlier. Since the
20 controllers and their network are overlaid on the DNet and not integral to the data
fabric, they could be replaced by a single controller in applications where
transaction throughput is not critical
3.2.2.2 Structure
The CNet shown in FIG. 7 has special properties. It consists of three
25 similar parts 130,134,135, corresponding to flows of messages from a MINT to0 a
MANSC, orders from a MANSC to an XPC, and acknowledgments or negative
acknowledgments ACKs/NAKs from a MANSC to a MINT; acknowledge (ACK),
negative acknowledge (NAK). Each of the networks 130,134 and 135 is a _
statistically multiplexed time-division switch, and compi-iscs a bus 132, a group of
30 interfaces 133 for buffering control data to a destination or from a source, and a
bus arbiter controller (BAC) 131. The bus arbiter controller controls the gating of
control data from an input to the bus. The address of the destination selects the
output to which the bus is to be gated. The output is connected to a controller
(network 130: a MANSC 140) or an interface (networks 131 and 132, interfaces
35 similar to interface 133). The request inputs and ACK/NAK responses are
concentrated by control data concentrators and distributors 136,138, each control




10 breaking the control structure into such a parallel/pipelined fabric of
I nt erconnect ed processors. A constraint on MNT control is
that any serial processing can take no | onger than 1
[/ (nunber of transactions per second prpgggsed inthis pipeline). 15 A
further constraint concerns the burst banhdw dth for headers entering the

~ control within an XLH 16. If the tine between successive network units
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The connection request scenario begins with a connection request
message arriving at the left of CNet 130 in a multiplexed stream on one of the

10 message input links 137 from one of the data concentrators 136. This request
includes the DNet 120 inlet and outlet to be connected. In the CNet 130, the
message is routed to the appropriate link 139 on the right side of the CNet
according to the outlet to be connected, which is uniquely associated with a
particular second stage switch and therefore also with a particular MANS

15 controller 140.

This MANSC consults a static global directory (such as a ROM) to
find which first stage switches carry the requesting inlet. Independently of other
MANSC:s, it now checks dynamic local data to see whether the outlet is idle and
any links from the proper first stage switches are idle. If the required resources

20 are idle, the MANSC sends a crosspoint connect order to its own second stage
outlet switch plus another order to the proper first stage switch via network 134.
The latter order includes a header to route it to the correct first stage.

This approach can achieve extremely high transaction throughput for
several reasons. All network controllers can operate in parallel, independently of

25 one another, and need not wait for one another’s data or go-aheads. Each
controller sees only those requests for which it is responsible and does not waste
time with other messages. Each controller’s operations are inherently sequential
and independent functions and thus may be pipelined with more than one request
in progress at a time.

30 The above scenario is not the only possibility. Variables to be
considered include broadcast -vs- point-to-point inlets, outlets -vs- inlet-oriented
connection requests, rearrangement -vs- blocking-allowed operation, and
disposition of blocked or busy connect requests. Although these choices are
already settied for MAN, ‘all these options can be handled with the control

35 topology presented, simply by changing the logic in the MANSCs.
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3.3.1 Systemn Attributes
3.3.1.1 Extemnal and Internal Interfaces

15 FIG. 7 illustrates a prototypical fully-grown MANS composed of a
DNet 121 with 1024 incoming and 1024 outgoing ILs and CNet 22 comprising
three control message networks 130,133,134 each with 64 incoming and 64
outgoing message links. The ILs are partitioned into groups of 4, one group for
each of 256 MINTs. The DNet is a two-stage network of 64 first stage

20 switches 121 and 64 second stage switches 123. Each switch includes an
XPC 122 that takes commands to open and close crosspoints. For each of the
DNet’s 64 second stages 123, there is an associated MANSC 140 with a dedicated
control link to the XPC 124 in its second stage switch.

Each control link and status link interfaces 4 MINTS to the CNet’s

25 left-to-right and right-to-left switch planes via 4:1 control data concentrators and

| distributors 136,138 which are also part of the CNet 22. These may be regarded
either as remote concentrators in each 4-MINT group or as parts of their
associated 1:64 CNet 130,135 stages; in the present embodiment, they are parnt of
the CNet. A third 64x64 plane 134 of the CNet gives each MANSC 140 a

30 dedicated right-to-left interface 133 with one link to each of the 64 1SCs 122.
Each MINT 11 interfaces with the MANS 10 through its four ILs 12, its request
signal to control dara concentrator 136, and the acknowledge signal received back
from control data distributor 138.

Alternately, each CNet could have 256 instead of 64 ports on its
35 MINT side, eliminating the concentrators.
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the EUS and
DNet. Thus, there are 64 of each type of switch and also 64 MANSCs 140 in the
CNet, one per second stage switch.
3.3.1.3 Traffic and Consolidation
15 The "natural” EUS transactions of data to be switched vary in size by .
several orders of magnitude, from SUWUs of a few hundred bits to LUWUs a
megabit or more. As explained in Section 2.1.1, MAN breaks larger EUS
transactions"into network transactions or packets of at most a few thousand bits
cach. But the MANS deals with the switch transaction, defined as the burst of
20 data that passes through one MANS connection per one connect {(and disconnect)
request. Switch transactions can vary in size from a single SUWU to several
LUWUs (many packets) for reasons about to be given. For the rest of Section 3,
“transaction” means "switch transaction” except as noted. |
For a given total data rate through the MANS, the transaction
25 throughput rate (transactions/second) varies inversely with the transaction size.
Thus, the smaller the transaction size, the greater the ransaction throughput must
be to maintain the data rate. This throughput is limited by the individual
throughputs of the MANSCs (whose connect/disconnect processing delays reduce -
the effective IL bandwidth) and also by concurrency resolution (waiting for busy
30 outlets). Each MANSC’s overhead per transaction is of course independent of
transaction size.

Although larger ransactions reduce the transaction d:roughput
demands, they will add more delays to other transactions by holding outlets and
fabric paths for longer times. A compromise is needed —~ small transactions

35 reduce blocking and concurrency delays, but large transactions ease the MANSC
and MINT workloads and improve the DNet duty cycle. The answer is to let
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improve with load, while the SCC’s workload increasés only slightly. Section
15 3.3.3.2.1 explains the feedback mechanism that controls transaction size.
3.3.1.4 Performance Goals

Nevertheless, MAN’s data throughput depends on extremely high
performance of individual SCC control elements. For example, each
XPC 122,124 in the data switch will be ordered to set and clear at least 67,000

20 connections per second. Clearly, each request must be handled in at most a few
microseconds. ’

Likewise, the MANSCs’ functions must be done quickly. We assume
that these steps will be pipelined; then the sum of the step processing times will
contribute to connect and disconnect delays, and the maximum of these step times

25 will limit wansaction throughput. We aim to hold the maximum and sum to a few
microseconds and a few tens of microseconds, respectively.

The resolution of the concurrency problem must also be quick and
efficient. Busy/idle status of destination terminals will have to be determined in
about 6 microseconds, and the control strategy must avoid burdening MANSCs

30 with unfulfillable connection requests.

One final performance issue relates to the CNet itself. The network
and its access links must run at high speeds (probably at least 10 Mbys) to keep
control message transmit times small and so that links will run at low occupancies
to minimize the contention delays from statistical multiplexing.




30 At the transmtting U Meach network transaction (packet or
SUW) Is prefixed with a fixed |ength MAN network header. It is the

i nformati on within t his header which the MAN network software uses to
route, bill, offer network services,. 3gnd provide network control. The
destination U M al so uses the information within this header in its job
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per second stage switch permitted for the network to be rearrangeably non-
blocking.

The DNet in FIG. 7 has 1024 inlets, each with wo appearances on the
15 first stage switches. There are two links berween each first and second stage _
switch. These parameters along with the pattern of distributing the inlets ensure
that with 16 outlets per second stage switch the network will be rearrangeably
non-blocking for broadcast.
Since MAN does not use broadcast or rearrangement, those parameters
20 not justified by faxlure-group or other considerations may be changed as more
experience is obtained. For example, if a failure group size of 32 were deemed
tolerable, each second stage switch could have 32 outputs, thus reducing the
number of second stage switches by a factor of 2. Making such a change would
depend on the ability of:-the SCC control elements each to handle twice as much
25 raffic. In addition, blocking probabilities would increase and it would have to be
determined that such an increase would not significantly detract from the
- performance of the network.
The network has 64 first stage switches 121 and 64 second stage
switches 123. Since each inlet has two appearances and there are two links
30 between first and second stage switches, each first stage switch has 32 inlets and
128 outlets and each second stage has 128 inlets and 16 outlets.
3.3.2.2 Operation
Since each inlet has two appearances and since there are two links
between each first and second stage switch, any outlet switch can access any inlet
35 on any one of four links. The association of inlets to links is algorithmic and thus
may be computed or alternatively read from a table. The path hunt involves
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The CNet 130,134,135 briefly described earlier, interconnects the

15 MINTs, MANSCs, and 1SCs. It must carry three types of messages --
connect/disconnect orders from MINTSs to MANSCs using block 130, crosspoint
orders from MANSCs to 1SCs using block 134, and ACKs and NAKs from
MANSCs back to the MINTs using block 135. The CNet shown in FIG. 7 has
three corresponding planes or sections. The private MANS 140--2SC 124 links

20 are shown but are not considered part of the CNet as no switching is required.

In this embodiment, the 256 MINTSs access the CNet in groups of 4,
resulting in 64 input paths to and 64 output paths from the network. The bus
elements in the control network perform merging and routing of message streams.
A request message from a MINT includes the ID of the outlet port to be

25 connecied or disconnected. Since the MANSCs are associated one-to-one with
second stage switches, this outlet specification identifies the proper MANSC w0
which the message is routed.

The MANSCs transmit acknowledgment (ACK), negative
acknowledgment (NAK), and 1SC command messages via the right-to-left porton

30 of the CNet (blocks 134,135). These messages will also be formatted with header
information to route the messages to the specified MINTs and 1SCs.

The CNet and its messages raise significant technical challenges.
Contention problems in the CNet may mirror those of the entire MANS, requinng
their own concurrency solution. These are apparent in the Control Network showr

35 in FIG. 7. The control data concentrators 136 from four lines into one interface
may have contention where more than one message tries to arrive at one time.

(IJ
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pi peline allows nultiple CPUs. t.o process different network
transactions at various stages of M NT processing. In addition, there
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the NIMon the way oSince the longest message (a MINT’ s connect order) has under 32
15 bits, a parallel bus 132 serves as a CNet fabric that can send a complete message
in one cycle. Its arbitration controller 131, in handling contention for the bus, -
would automatically solve contention for the receivers. Bus components are
duplicated for reliability (not shown).
3.3.3.2 MAN Switch Controller (MANSC) Operations
20 FIGS. 8 and 9 show a flowchart of the MANSC’s high level
functions. Messages to each MANSC 140 include a connect/disconnect bit,
SUWU/packet bit, and the IDs of the MANS input and output ports involved.
3.3.3.2.1 Request Queues; Consolidation (Intake Section, FIG. 8
Since the rate of message arrivals at each MANSC 140 can exceed its
25 message processing rate, a MANSC provides entrance queues for its messages.
Connect and disconnect requests are handled separately. Connects are not
enqueued unless their requested outlets are idle.
Priority and regular packet connect messages are provided separate
queues 150,152 so that priority packets can be given higher priority. An entry
30 from the regular packet queue 152 is processed only if the priority queue 150 is
empty. This minimizes the priority packets’ processing delays at the expense of
the regular packets’, but it is estimated that priority traffic will not usually be
heavy enough to add much to packet delays. Even so, delays are likely to be
more user-tolerable with-the lower priority large data transactions than with
35 priority transactions. Also, if a packet is one of many pieces of a LUWU, any
given packet delay may have no final effect since end-to-end LUWU delay




of the network. -25 The receiving UM13 will store the network
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sequenceo o%h gn%l%et ouzlet. Dﬁ&s %Pgecrc])g:e:gcno% xgeages? li':t Itf:e MINT results in a
CNAK, the next request for the same destination may represent more data to be
shipped during the connection, provided more packets of the LUWUs have arrived
at the MINT in the meantime. Consolidation need not always add to LUWU
transmission delay, since a LUWU’s last packet might not be affected. This
1§ scheme dynamically increases effectve packet (transaction) sizes to accommodate
the processing capability of the MANSCs. :

The priority queue is longer than the regular packet queue to reduce
the odds of sending a priority CNAK due to random bursts of requests. Priority
packets are less likely to benefit from consolidation than packets recombining into

20 their original LUWUs; this supports the separate, high-priority queue. To force
the MINTS to consolidate more packets, we may build the regular packet queue
shorter than it "ought” to be. Simulations have indicated that a priority queue of 4
requests capacity and a regular queue of 8 requests capacity is appropriate. The
sizes of both queues affect system performance and can be fine-tuned with real

25 experience with a system.

Priority is determined by a priority indicator in the type of service
indication 623 (FIG. 20). Voice packets are given priority because of their
required low delay. In alteative arrangements, all single packet transactions
(SUWUs) may be given priority. Because charges are iikely to be higher for high

30 priority service, users will be discouraged from demanding high priority service
for the many packets of a long LUWU.
3.3.3.2.2 Busy/Idle Check

When a connect request first arrives at 2a MANSC, it is detected in
test 153 which differentiates it from a disconnect request. The busy/idle status of

35 the destination outlet is checked (test 154). If the destination is busy, a busy
negative acknowledge (BNAK) is returned (action 156) to the requesting MINT,
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3.3.3.2.3 Path Hunt - MANSC Service Section (FIG. 9)

20 Priority block 168 gives highest priority to requests from disconnect
queue 170, lower priority to requests from the priority queue 150, and lowest
priority to requests from the packet queue 152. When a connect request is
unloaded from the priority or the regular packet queue, its requested outlet port
has already been seized earlier (action 166 or 167), and the MANSC hunts for a

25 path through the DNet. This merely involves looking up first the two iniets to
which the incoming IL is connected (action 172) to find the four links with access
to that incoming IL and checking their busy status (test 174). If all four are busy,

a blocked-fabric NAK (fabric NAK or FNAK) fabric biocking negative
acknowledge (FNAK) is returned to the requesting MINT, which will ry the

30 request again later (action 178). Also the seized destination outlet is released
(marked idle) (action 176). We expect FNAKSs to be rare.

If the four links are not all busy, an idle one is chosen and seized,
first a first stage inlet, then a link (action 180); both are marked busy (action 182).
The inlet and link choices are stored (action 184). Now the MANSC uses its

35 dedicated control path to send a crosspoint connect order to the XPC in its

associated second stage switch (action 188); this connects the chosen link to the
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outlet is released and the request placed in disconnect queue 170 (action 193).
Now a new connect request for this same outlet can be accepted even though the
“outlet is not yet physically disconnected. Due to its higher priority, the disconnect
will tear down the switch connections before the new request tries to reconnect the

15 outlet. Once enqueued, a disconnect can always be executed. Only the outlet ID
is needed to identify the spent connection; the MANSC recalls this connection’s
choice of link and crosspoints from local memory (action 195), marks these links
idle (action 196) and sends the two XPC orders to release them (actions 186 and
188). Thereafter, test 190 controls the wait for an acknowledgment from the first

20 stage controller and the ACK is sent w0 the MINT (action 192). If there is no
record of this connection, the MANSC returns a "Sanity NAK.” The MANSC
senses status from the outlet’s phase alignment and scramble circuit (PASC) 290
to verify that some data transfer took place. '
3.3.3.2.5 Parallel Pipelining

25 ; Except for seizure and release of resources, the above steps for one
request are independent of other requests’ steps in the same MANSC and thus are
pipelined to increase MANSC throughput. Still more power is achieved through
paraile]l operations; the path hunt begins at the same time as the busy/idle check.
Note that the transaction rate depends on the longest step in a pipelined process.

30 but the response time for one given transaction (from request to ACK or NAK) is
the sum of the step times involved. The latter is improved by parailelism but not
by pipelining.
3.3.4 Error Detection and Diagnosis

| Costly hardware, message bits, and time-wasting protocols to the

35 CNet and its nodes to verify every little message are avoided. For example, each

crosspoint order from a MANSC to an XPC does not require an echo of the
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such as crosspoint audits may also be passed through the CNet. This should be
done while still carrying a light load of user waffic.
Before engaging these internal self-tests (or perhaps to eliminate them
entirely), MAN can run experiments on the MANS to pinpoint the failed circuit,
15 using the MINTSs, ILs, and NIMs. For example, if 75% of the test SUWUs sent
from a given IL make it 10 a given outlet, we would conclude that one of the two
links from one of that IL’s two first stages is defective. (Note this test must be
run under load, lest the deterministic MANSC always select the same link.)
Further experiments can isolate that link. But if several MINTs are tested and
20 none can send to a paricular outlet, then that outlet is marked "out of service” to
all MINTs and suspicion is now focussed on that second stage and its MANSC.
If other outlets on that stage work, the fault is in the second stage’s fabric. These
tests use the status lead from each of a MANSC'’s 16 PASC.
Coordinating the independent MINTs and NIMs to run these tests
25 requires a central intelligence with low-bandwidth message links to all MINTs and
NIMs. Given inter-MINT connectivity (see FIG. 15), any MINT with the needed
firmware can take on a diagnostic task. NIMs must be involved anyway to tell
whether test SUWUs reach their destinations. Of course any NIM on a working
MINT can exchange messages with any other such NIM.
30 3.4 MAN Switch Controller
FIG. 25 is a diagram of MANSC 140. This is the unit which sends
control instructions to data network 120 to set up or tear down circuit connections.
It receives orders from control network 130 via link 139 and sends
acknowledgments both positive and negative back to the requesting MINTs 11 via
35 control network 135. It also sends instructions to first stage switch controllers via
control network 134 to first stage switch controller 122 and directly to the second
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20 Service control 1420 examines requests in the three queues 150, 152,
and 170. Disconnect requests are always given the highest priority. For
disconnect requests, the link memory 1424 and path memory 1426 are examined
to see which links should be made idle. The instructions for idling these links are
sent o first stage switches from first stage switch order port 1428 and the

25 instructions to second stage switches are sent from second stage switch order
port 1430. For connect requests, the static map 1422 is consulted to see which
links can be used to set up a path from the requesting input link to the requested
output link. Link map 1424 is then consuited to see if appropriate links are
available and if so these links are marked busy. Path memory 1426 is updated to-

- 30 show that this path has been set up so that on a subsequent disconnect order the
appropriate links can be made idle. All of these actions are performed under the
control of service control 1420. '

Controllers 1420 and 1404 may be a single controller or separate
controllers and may be program controlled or controlled by sequential logic.

35 There is a great need for a very high-speed operations in these controllers because
of the high throughput demanded which makes a hard wired controller preferable.




network or DNet), plus the switch control conplex (SCC), a collection of
controllers and links that operate the DNet fabric. The SCC nust receive
requests fromthe MNTs to connect oyg4di sconnect pairs of incom ng and
out goi ng i nt ernal links (ILs), execute the requests when possible, and
informthe M NTs of the 35 outcone of their requests.
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Process accomplished in three phases. During the first phase, the output of register 133 is

placed on the bus 132, thence gated to register 141. During the second phase, the
output of register 141 is placed on bus 142 and delivered to a MAN switch
controller 140. During the third phase, the MAN switch controller signals the

15 source register 133 as to whether the controller has received the request; if so,
source register 133 can accept a new input from control data concentrator 136.
Otherwise, source register 133 retains the same request data and the bus access
controller 131 will repeat the transmission later. The three phases may occur
simultaneously for three separate requests. Control networks 134 and 135 operate

20 in a fashion similar to comrol network 130.

3.6 Summary

A structure to meet the large bandwidth and transaction throughput
requirements for the MANS has been described. The data switch fabric is a two-
stage Richards network, chosen. because its low blocking probability permits a

25 parallel, pipelined distributed switch control complex (SCC). The SCC includes
XPCs in all first and second stage switches, an intelligent controller MANSC with
each second stage, and the CNet that ties the control pieces together and links
them to the MINTs.

4 MEMORY AND INTERFACE MODULE _

30 The memory and interface module (MINT) provides receive interfaces
for the external fiber-optic links, buffer memory, control for routing and link
protocols, and transmitters to send collected data over the links to the MAN
switch. In the present '&esign, each MINT serves four network interface modules
(NIMs) and has four links to the switch. The MINT is a data_switching module.
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a 7. A control channel o each NIM for operation, administration, and

1§ maintenance functions.

4.2 Data Flow
In order to understand the descriptions of the individual functional

units that make up a MINT, it is first necessary to have a basic understanding of
the general flow of data and control. FIG. 10 shows an overall view of the MINT.

20 Data enters the MINT on a high-speed (100~150 Mbit/s) data channel 3 from
each NIM. This data is'in the form of packets, on the order of 8 Kilobits long,
each with its own header containing routing information. The hardware allows for

_ packet sizes in increments of 512 bits to a maximum of 128 Kilobits. Smalil

packet sizes, however, reduce throughput due to the per-packet processing

25 required. Large maximum packet sizes result in wasted memory for transactions
of less than a maximum size packet. The link terminates on an external link
handler 16 (XLH), which retains a copy of the pertinent header fields as it
deposits the entire packet into the buffer memory. This header information,
together with the buffer memory address and length, is then passed to the central

30 control 20. The central control determines the destination NIM from the address
and adds this block to the list of blocks (if any) awaiting transmission to this
same destination. The central conwol also sends a connection request to the
switch controller if there is not already a request outstanding. When the central
control receives an acknowledgement from the switch controller that a connection

35 request has been satisfied, the central control transmits the list of memory blocks
to the proper internal link handier 17 (ILH). The ILH reads the stored data from
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net wor k “can 2? Eun by .a group of controllers operating in parallel and
| ndependent3: ther. The di stributed control mechanismis g
R 0P o0 T e b SR8 i s s oy
(DRAM) parts. Thus, high bandwidth can be achieved only by making the
memory wide. The memory is therefore organized into 16 modules 201,...,202
which make up a composite 512-bit word. As will be seen below, memory
20 accesses are organized i in a synchronous fashion so that no module ever receives
successive requests without sufficient time to perform the required cycles. The
range of memory for one MINT 11 in a typical MAN application is 16-64
Mbytes. The number is sensitive to the speed of application of flow control in
. overload situations.
25 4.3.2 Time Slot Assigners
The time slot assigners 203,...,204 (TSAs) combine the functions of a
conventional DRAM controller and a specialized 8-channel DMA controller. Each
receives read/write requests from logic associated with the Data Transport Ring 19
(see §4.4, below). Its setup commands come from dedicated control time slots on
30 this same ring.
4.3.2.1 Control
From a control viewpoint, the TSA appears as a set of registers as
shown in FIG. 11. For each XLH there is an associated address register 210 and
count register 211. Each ILH also has address 213 and count 214 registers, but in
35 addition has registers containing the next address 215 and count 216, thus
allowing a series of blocks to be read from memory in a continuous stream with




presents details of the specific design for MAN. A maj or
advant age of our approach is that the plurality of network controllers
operat e independently of one another usi onl'y local information.

Thr oughput (neasured in transactlons) i's 1ncreased because controllers do

not 30 burden each other wth queries and responses. Al so the delay in
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. ‘ cycle or other special operation. Each order is accompanied by the xdermty of the
link handler involved and, in the case of "write" and "new address" requests, by
32 bits of data.
15 For a "write” operation, the TSA 203 simply performs a memory
write cycle using the address from the register associated with the indicated
XLH 16 and the data provided by the ring interface logic. It then increments the
address register and decrements the count register. The count register is used in
this case only as a safery check since the XLH should provide a new address
20 Dbefore overflowing the current block.
For a "read” operation, the TSA 203 must first check whether the
channel for this ILH is active. If it is, the TSA performs a memory read cycle
- using the address from the register for this ILH 17 and presents the data to the
ring interface logic. It also increments the address register and decrements the
25 count register. In any case, the TSA provides the interface logic with two "tag"
bits which indicate (1) no data available, (2) data available, (3) first word of
packet available, or (4) last word of packet available. For case (4), the TSA will
load the ILH’s address 214 and count 213 registers from its "next address” 216
and "next count” 215 registers, provided that these registers have been loaded by
30 the ILH. If they have not, the TSA marks the channel "inactive.”
From the above descriptions, the function of a "new address”
operation can be inferred. The TSA 203 receives the link identity, a 24-bit
address, and an 8-bit count. For an XLH 16, it simply loads the associated
registers. In the case of an ILH 17, the TSA must check whether the channel is
35 active. If it is not, then the normal address 214 and count 213 registers are loaded
' and the channel is marked active. If the channel is currently active, then the "nex



partition or subset associated with OS[err] (104) is shown by a dashed |ine
around 10 the crosspoints in OS[err] plus dashed |ines around three
crosspoints in each of the first stage swtches (101,102,103) (those
crosspoi nts being those that connect to | the |inks to OS[ err]).
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4.4.1 Elecrrical Description
20 The ring is 32 data bits wide and is clocked at 24 MHz. This
bandwidth is sufficient fo support data rates of up to 150 Mbit/s. In addition to
the data bits, the rings contains four parity bits, two tag bits, a sync bit to identify
the start of a superframe, and a clock signal. Within the ring, single-ended ECL
circuitry is used for all signals except the clock, which is differential ECL. The
25 ring interface logic provides connecting circuits with TTL-compatible signal
levels. '
4.4.2 Time Slot Sequencing Requirements
In order to meet the above objectives, the time slot cycle is subject 1o
a number of constraints: | '
30 1. During each complete cycle there must be 2 unique time slot for each
combination of source and destination. ,

2. Each connecting circuit must see its data time slots appearing at reasonably
regular intervals. Specifically, each circuit must have a certain minimum
interval between its data time slots.

35 3. Each link handler must see its data time slots in numerical order by
memory module number. (This is to avoid making the link handler shuffle




- 31 - 33, no. 10, Cctober 1985. avoids this problemby wring each
inlet port to mul ti pl e appearances spread over different inlet
switches. The distributed control scheme operates on a Richards
networ k, even though MAIN may not use- 43ch Ri chards network features
as broadcast and rearrangenent. 5 3.2.2 Control Network 3.2.2.1
Functi on a 512-bit word.) " MAN, requests for connections cone from

inlets, actual central control, 20 0 M NTs. _These requests
must be di s@ | %%‘itb% ?‘omﬂﬁb hayep kpown m‘%ﬂté%\‘l’i‘*‘gm &fn Wg’-’ﬁ"@ont r ol

net wor k (CNet) rebasde:ﬁleBr dﬂﬁ&rmﬁsbalﬁﬁehs %ﬁ@ndr@ropEQaudﬁ' rCUI t-sw tched
transacti ong ag gg trol C. Net 130 shown. The

t wo- st age rear o] W'S‘Fd?ﬁ’ﬂ@’ m%&uﬂm CWWOEWP{ gme121, 123
includes a rudlslmnquusaamm nginfthti®! intervADiOved? codel tihe Glotsiccept s
corrmands 9 Necdio 5g{:lfledlnlet on the svmtchtoaspemfled out | et

by crosspoin. The first and second stages' XPCs
(121, 123) are 15 ThbledvshmwesdorieSdats fframe oﬁhagmngm;tla)wnmh)maﬂdtﬁse (second

he onet | RetieTBhisOps dipE Fak!Sipfises s of 2 Ry e, $PB oE i es S

cont rol | i nsedsfordiasa and the nérsainingoi6 for 1|§aﬂhPNS+ @achy second
stage [yt hidmory hblER PSA 4RE Slot IBAng ANhicR it reckiveS dafd®from each XLH to be

written into memory and during which it must supply data that was read from
memory for each ILH. Every fifth slot is a control time slot during which the
indicared link handler broadcasts control orders to all the TSAs. For the purposes
of this table, XLHs and ILHs are numbered 0-3, and TSAs are numbered 0-15.

15 TSA O, for example, during time slot 0 receives data from XLH 0 and must
supply data for ILH 0. During slot 17, TSA 0 performs similar operations for
XLH 2 and ILH 2. Slot 46 is used for XLH 1 and ILH 1, and slot 63 is used for
XLH 3 and ILH 3. The re-use of the same time slot for reading and writing is
permissible since XLHs never read from memory and ILHs never write, thus

20 effectively doubling the data bandwidth of the ring.

The control time slots are assigned, in sequence, to the four XLHs,
the four ILHs, and the central control (CC). With these nine entities sharing the
control time slots, the control frame is 45 time siots long. The 80-slot data frame
and the 45-slot control frame come into alignment every 720 time slots. This

25 period is the superframe and is marked by the superframe sync signal.

There is a subtle synchronization condition that must also be met for
the ILHs. The words of a block must be sent in sequence beginning with word 0,
regardless of where in the ring timing cycle the order was received. To assist in
meeting this requirement, the ring interface circuitry prov:des a special "word 0"

30 sync signal for each ILH. For example, in the timing cycle of Table I a new
address might be sent by ILH 0 during time slot 24 (its control time slot). It is
necessary to ensure that TSA number O is the first TSA to act on this new address
(requirement 3 in section 4.4.2) even though the data time slots for reads from
TSAs numbered 5 through 15 for ILH 0 immediately follow time slot 24.




20 controllers and their network are overlaid on the DNet and not i nt egral

to the data fabric, they could be replaced by a single controller in
appl i cations where transaction throughput is not criticalL 3.2.2.2
Structure The CNet shown§Qn FIG 7 has special properties.

It consists of three 25 simlar parts 130, 134, 135, corresponding to fl ows
of nmessages froma MNT to a NSC, ,orders from.a NA g _an XPC, and
acknow edgnents or ?&'@&fiﬂ%’e“mb‘%&ﬁﬁm gﬂﬁn‘ﬁn'f'g ”2%?@5?(?‘ ’r%ﬁ‘f‘n SC to a
M NT; acknoyiaHé&ecof éleldents on tﬂtegﬁg.l 3’52 lﬁwwﬁﬁgﬁal( MKMICMC GlOtt e

netmorks 130,134 and 135 is st c Jul on
switch, and®® Flasggméa‘ﬁlﬂée’i@f"c hl I %dy pan%ef? %ﬁ%éﬁﬁ# b
buffering cpinsical locdtionten theddng landipmpagatesfaromdadnomg:annhndemms to this

arbiter goniroller {BAG l. t

gating o% It ocanth Vo dht tﬁ?ﬁmﬁpgﬁﬂ% %ﬁ?ﬂéﬁj%@? #ﬁiﬁe‘f% fépgﬁngé}?ﬁe
dest i nat i onslewl than ot bentrol timetsfots. t o which the bus is to be gated. The
output is connected to a controller (network 130: a MANSC 140) or an
interface (networks 131 and 132, interfaces 35 simlar to interface 133).
The request inputs and ACK/ NAK responses are concentrated by control
data concentrators and distributors 136,138, each control .
- 32 - data concentrator concentrating data to or fromfour M NTs. The
control data concentrators and distributors sinply buffer data from or
to the M NTs. The



interfaces 133 in the CNet handle statistical denultiplexing and

mul ti pl exi ng (steering and nerging) of control nessages. Note that the
i nterconnections made 5 by bus 132 for ?ﬁe‘gi ven request nessage in the DNet
are the sane as those requested in tthe TNet. 3. 2.3 Connection
Request Scenario The connection request scenario begins

Wi th a connection request message JABLMENQ at the left of CNet 130 in a
mul ti pl exed stream on one of i | A 137 from one of the
data concentrators 136. Thi sé&%i&vﬁﬁa&ﬁ&ﬁé%g\ t 120 inlet and

outl et to be connected. |n white ¢3\et Ftofd, tRead fromnes e i sCoombdeed to the

appropriate |ink Tigs Slott he TSght siXleHof t hESANet acddodbourceo t he
outlet to be connected, which is uniquely associated with a parti cul ar
second stage switch and therefore also with a particular MANS 15 controller
140. 5 00This MANSC conslts a stdtic gl oBal directory (such as
a ROM to find Wi ch firste stage witches carry the requesting inlet.

I ndependent |y of other MANSCs, it now checks dynam c | ocal data to see
whet her the outlet i02 idl e and® and 1inks ¥romthe2proper first stage
switches are idle. Ig3 the reqyred regources 20 are iglle, the MANSC sends a
crosspoi nt connect order to its own second stage " outlet éybch pl us
anot her order to thd&4proper first stage switch via network ; The

| atter ofgler includeg a headerjto rouype it toghe corgect first stage.

Thi s approach can achi eve extrenely hjgh transaction fhr oughput for

several reasons. . Al %hetwork dbntrol Iiers can x)ler ate tn parallel, _

i ndependently of 25¢gme anothey, and hieed notl4mait fo2 one another's data

or go-aheads. Each controld er seeg only those reggests for which it is
responsi bl e and doe@snot wast ti wth her nmeSsages.  Each
controller's operati®®ns are inherently sequenti al and i dddkndent
‘functi onf%and t hus be pi pej i ned %th nore 4 han ong request in .
progress™at a tine. 30 e above scenario is not the only
possibility. Variabllds to be 9 1 9 1
12 15 2 15 2
13 6 3 6 3
14 XLH2
20 15 -3 0 3 0
16 10 1 10 1
17 0 2 0 2
18 7 3 7 3
19 XLH3
25 20 4 0 4 0
21 11 1 11 1
22 1 2 1 2
23 8 3 8 3
. 24 ILHO
30 ' 25 5 0 5 0 '
26 12 1 12 1
27 2 2 2_ 2
28 9 3 9 3



consi dered include broadcast -vs- point-to-point inlets, outlets -vs-
inlet-oriented connection requests, rearrangenent -vs- bl ocking-allowed
operation, and di sposition of blocked_gr busy connect requests.

Al t hough tfiese choices are al ready Eéfrled for MAN, all these options

can be handled with the control 35 topol ogy presented, sinply by changing

the logic in the MANECs.
Thi suC%htrol

- 338 - 3.2.4 tistageé\letworka

structure is extendible to nullistate’Richardsd networ@s. wher e
switches in a given 3t age arel¥ecursively inpjgnrent edjas two-stage

#1 whi ch connection requests pass b5

n

networks. The resultsnt CNet i$ one |

sequent i §r| y through_S-1 controllers an S—sstage ne2wor k.  where again
controllets ar 83r esponsilfl e for 3isjoi ntjgsubset s3of the network and
oper at e i ndependent:3y, thus retaining the high throughput potential
3.3 Specific Design_for MAN In this secti odl# first
exani ne those systeAvattributds that Odrive thg 10 dggpign of the MANS.
Next, the data and ggntrol nggworks gre described. Finally t he -

d8 in detlai | , i ncl udi ng design

functions of the controll er are“di scuss
2 3.3.14SystemAttributes

tradeoffs that affe performfince. 2

3.3.1.11Bxternal angglnternahjlnt erf gces 11 3
39 ~ ILH3

41 15 1 15 1

42 5 2 5 2

15 43 12 3 12 3
“ _ CC

45 9 0 9 0

46 0 1 0 1

47 6 2 6 2

20 - 48 13 3 13 3
49 XLHO

‘51 Iy 1 1 1

52 2 7 2

25 - X 14 3 14 3
55 11 0 11 0 XLH!

2 1 2 1

57 8 2 8 2

30 58 15 3 s 3
39 XLH2

60 12 0 12 0



15 FIG 7 illustrates a prototypical fully-grown MANS conposed

of a DNet 121 with 1024 incom ng and 1024 outgoing ILs and CNet 22
conpri si ng three control message networks 130, 133, 134 each with 64

i ncom ng and 64 out goi ng nmessage link%- The ILs ar partitioned into
groups of 4, one group for each of 256 M NTs. The DNet is a two-stage
network of 64 first tage 20 sgv tches3121 and @4 secogd stage sw tches 123.
Each switch includesg,an XPC 122 that takes conmmands to open and cl ose
crosspoints. For eacn of the DNet's 64 second stages 1XLHihere is an
associ ated MANSC 14®5wi t h a dpsli cat edg copgrol ligk to the XPC 124 in
its second stage svm'6t6ch. Each control link and status |ink

interfaces 4 M NTs to the CNet4$ 25 I}eft-to-ri%‘)ht andlright-to-left switch
pl anes vid 4:1 cont 63l data ckhcentra®ors andg  disjributors 136,138
which are also part ggf the CN?t 22. These may ,be regayded ei ther as
renote concentrators in each 4-M NT dgroup or ds parts? of their

associ ated 1: 64 CNe$9130, 135 stages; in the present enbodi ngpigy they are
part of the CNgp. A thirgh 64x64 d)l ane 1%@ of thebOCNet gi ves each MANSC
140 a 30 dedicated_right-to-left interface 3 wth*ne link to each of
the 64 | SCs 122. TlEach M NS 11 intlerfaces dith thd MANS 10 through its

four ILSI0L2, its regpest 13i gnal tpo contrqll dat a Qoncentrator 136, and
t he acknow edge sigpal received back fromcontrol® data distributor 138.
:Alternately, each t could Kave 258 instead2of 64 Pdorts on its 35 MNT
side, elimnatng th®4concentrators. ILH1

75 15 0 15 0

76 6 1 6 1

15 77 12 2 12 2
78 3 3 3 3

(L | ILH2



- 34 - 3.3-1.2 Size The MANS diagramin FIG 7
represents a network needed to switch data traffic for up to 20.000
EUSs. Each NIMis expected to handl e and concentrate the traffic of 10
to 20 EUSs onto a 150 Mo/s XL, giving abod4-1000 5 XLs (rounded off in
binary to 1024). Each M NT serves 4 XLs for a total of 256 M NTs. Each
M NT al so hai‘&“'xelspﬁm with_ an i nput and an out put term nation
on the DNet WMNS The data network thus has 1024 |n£uts
and 1024 outputs. | ntRaw smoslots camhespnsxdgwwlongmawamsmst
Failure-gro r I t 1 I nput
cfh?rfe 6608 totcd%ﬁﬂlgl%bﬁﬁﬂfaim ts\f;ﬁ Hodle 15t

| i nks on eac I rst stage sw each |nks I S connect ed to
t wo sucHVhigh (oISt isTFRepsedata-carry gutgeingsdasa t‘é&%%‘&?@ﬁﬂ%ﬂd&@ sdincen 123

ﬁ/}; NtS ?;S 14% Bﬁtlt-xs anaSmc&mr@fm:%f. ggxgeaaaihtdﬁ@ sxgi @wﬁk@c@r& Sorisfiepd
i
Traffic and ‘%gﬂﬂ%gf%ﬁﬂi%?& ta ime s 0‘5%%%951‘ ﬁ" e s %&'&é’éﬁﬁéns of

data to be switched Viieytwoltagi Bits itdéntify thecoontetts 6f the' dard timaglbistasde, from

SUWJs of a feri/ hundred bits to LUWS 4 megabit or nore. As explained in
Section 2.1.'2'°WAN breaks |arger EUS transactions into network
transactions or packets of at nobst a few thousand bits each. But the

MANS deals with the svvltl’vﬁﬁy‘gnsaction defined as the burst of 20 data
t hat passes through one onnection per one connect (and disconnect)
request. 1@&wi tch transadfi Baga can vary in size froma single SUW to several
EUWUs (many packets) f By Fﬁﬁts%fd%??ﬂé ket O be given. For the rest of Section
3, "transaction” maa swi tch_transaction"” except as noted. .

For a given total dat al-ast wers . ofpagket MANS, the transaction 25

t hroughput rate (transactlons/second) varies inversely with t he ‘transacti on

tSIr ;ﬁsact i onhﬁﬁr (ﬁfge Eﬁﬂte%cécr:] ége%rtlso%fy Orx]ncsizl:lgr?' mc)!d1 el t when it sEerx]!ss the
first word of a packet to an ILH. The "last word of packet” indxcanon is sent only
15 by memory module 15 when it sends the end of a packet to an ILH.
4.4.3.2 Control Time Slots
Control time slots originate and terminate at the station of central
control 20 on the ring. The link hapdlers use their assigned control slots only to
broadcast orders to the TSAs. The CC is assigned every ninth control time slot.
20 The TSAs receive orders from all control time slots and send responses back to
| the CC on the CC control time slot.
The two tag bits identify the contents of a control time slot as

follows:
11 Empty
25 10 Dazta (to or from CC)
01 Order
00 Address & count (from a link handler)
4.5 External Link Handler

The principal function of the XLH is to terminate the incoming high-
30 speed data channel from'a NIM, deposit the data in the MINT’s buffer memory,
and pass the necessary information to the MINT"s central control 20 so that the
data can be forwarded to its destination. In addition, the XLH terminates an



be io maintain the data rate. This throughput is limted by the individual
t hroughputs of the MANSCs (whose connect/di sconnect processing del ays

reduce the effective IL bandwi dth) agd al so by concurrency resol ution
(waiting for busy 30 outlets). Each MA "s overhead per transaction is of
course independent of transaction size. Al t hough | ar ger

t ransgclt i orincoming fowispeed aomstolt ¢hannehthatiishmultiplexeddemthedfbertlinky Sorhé ofidd
nore del ays |

o ) ooy b RuBbas 48sARRANGI AP JoRsplol EoRRI AL @ MG mansrtiSoh o TR 1°

bl ocki ng aniNTMostams rasdosonsiell of fov in mcangworkahsﬂwlbbs notedethahdie WHIEC

and M NT (E%nﬁﬂ t
- 35 - W%% nam, cgllaf 8mﬁglai$}sﬁtggaﬁisa§ﬁ40n Sl zes under \éle‘l\m Irilg
| oads fob tmm;isby the int &mkdm:dler and the phase alignmentaad Serrmbler ¢irquite

h t
(SC5 't hr olShpuAl .sed%ﬁﬁéf ai%’i‘*"@ff%“ebﬁwﬁm ??’??“ B inkaget e <
switch t ran@a‘é‘ﬁhﬂﬁ@‘”m of the tceﬂiﬁ%F‘P IU‘QS(W&- As
traffic h geﬁéni thig sfe%essif predide tdi@c&rin’éﬁﬁ?ﬁ} k@the @én%‘al één&él%e&gﬁ

dynam oa f’;‘o WSS Hie 42 show af verall vew;oft 88 KN rate | ust bel ow ¢ he
poi nt MQrmtsk[emem overload. This is achi eved automatically by
the consolidarron c @Thf ﬁx—i wx%yihevgbe{'eog ?‘gcce?ve'}/,l cl:\gck recovery circuit and
: descrambler circuit needed to recover data from the fiber. After the data clock is
recovered (block 250) and the data descrambled (block 252) the data is then
converted from serial to parallel and demultiplexed (block 254) into the high-

15 speed data channel and the low-speed data channel. Low level protocol
processing is then performed on the data on the high-speed data channel
(block 256) as described in §5. This results in a data stream consisting of only
packet data. The stream of packet data then goes through a first-in-first-out -
(FIFO) queue 258 to a data steering circuit 260 which steers the header into the

20 header FIFO 266 and sends the complete packet to the XLH's ririg interface 262.
4.5.2 Ring Interface ~

The ring interface 262 logic controls transfer of data from the packet
FIFO 258 in the link interface to the MINT’s buffer memory. It provides the
following functions:

25 1. Establishing and maintaining synchronization with the ring’s timing cycle.

2. Transfer of data from the link interface FIFO to the proper ring time slots.
3. Sending a new address to the memory TSAs when the end of a packet is
encountered. '
It should be noted that resynchronization with the ring’s 16-word (per XLH)

30 tming cycle will have to be performed during the processing of a packet
whenever the link interface FIFO becomes temporarily empty. This will be a
normal occurrence since the ring’s bandwidth is higher than the link’s
transmission rate. The ring and TSA, however, are designed to accommodate
gaps in the data stream. Thus, resynchronization consists simply of waiting for

35 data to become available and for the ring cycle to return to the proper word
number, marking the intervening time slots 'empty For example, if the



10 always transhits in a single switch transaction all available SUUs and

packet s targeted for a given destination, even though each burst my
contain the whole or parts of several EUS transactions. Further
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: 4.5.3.2 Interaction with Central Control
There are only two basic interactions with the MINT’s central control.

The XLH control artempts to keep its free-block FIFO 270 full with block
addresses obtained from the memory manager, and it passes header information

20 and memory block descriptors to the central control so that the block can be
routed to its destination. The block addresses are subsequently placed on the
ring 19 by ring interface 262 upon receipt of the address from control
sequencer 272. Both interactions with the central control are carried out over
links from XLH processor 268 to the appropriate sections of the central control.

25 4.6 Internal Link Handler

The internal link handler (ILH) (FIG. 13) is the first part of what can

be considered a distributed link controller. At any instant in time this distributed -
link controller consists of a particular ILH, a path through the switch fabric and a
particular Phase Alignment and Scrambler circuit 290 (PASC). The PASC is

30 described in section 6.1. It is the PASC that is actually responsible for the
transmission of optical signals over the return fiber of fiber pair 3 to the NIM
from the MINT. The information that is transmitted over the fiber comes from
the MANS 10, which receives inputs at different times from the ILHs sending to
that NIM. ‘This kind of distributed link controller is necessary since path lengths

35 through the MAN switch fabric are not all equal. If the PASC did not align all of
the information coming from different ILHs to the same reference clock,




- 36 - 3.3.2 Data Network (DNet) The DNet is a

Ri chards two-stage rearrangeably non-bl ocking - broadcast network. This
t opol ogy was chosen not so much for its b;gﬂdcast capability, but
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: The link interface 289 provides the serial transmitter for the data
channel. Data is transmitted in a frame-synchronous format compatible with the
15 link data format described in §5. Since the data is received from the ring
interface 280 (see below) asynchronously and at a rate somewhat higher that the -
link’s average data rate, the link interface contains a FIFO 282 to provide speed
matching and frame synchronization. The data is received from MINT memory
via data ring interface 280, stored in FIFO 282, is processed by level 1 and 2
20 protocol handler 286, and is transmirted to MAN switch 10 through the parallel to0
serial converter 288 within link interface 289.
4.6.2 Ring Interface
The ring interface 280 logic controls the transfer of data from the
MINT’s buffer memory to the FIFO in the link interface. It provides the
25 following functions:
1. Establishing and maintaining synchronization with the ring’s timing cycle.
‘2. Transfer of data from the ring to the link interface FIFO during the proper
ring time slots.
3. Notifying the control section when the last word of a packet (memory
30 block) is received. .
4. Sending a new address and count (if available) 1o the memory
TSAs 203,...,204 (FIG. 10) when the last word of a packet is received and
the condition of the FIFO 282 is such that the new packet will not cause
an overflow.
35 Unlike the XLH, the ILH relies on the TSAs to ensure that data words are
received in sequence and with no gaps within a block. Thus, maintaining word




number of second stage switches by a factor of 2. Mking such a change

woul d depend on the ability of the SCC control elenents each to handl e
twice as nmuch 25 traffic. In addition, blocking probabilities would
increase and it would have to be detgg m ned that such an increase would
not significantly detract fromthe performance of the network

The network has 64 first stage switches 121 and 64 secon st age
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30 between dmgg;o@nd second stage switches, each first stage switch has 32
inlets and 2 128 outlets and each second stage has 128 inlets and 16
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However 10r 4. 6§t1 Inezaction wath ContralnleMt ream

There are only three basic interactions with the MINT’s central

control:
1. Receiving lists of block descriptors.
2. Informing the memory manager of blocks that have been retrieved from
15 memory.
3. Informing the switch request queue manager when all blocks have been
transmitted.
In the present design, all of these interactions are carried out over Transputer links
to the appropriate sections of the central control
20 4.6.3.2 Imteraction with TSAs
Like the XLH, the ILH uses its control time slots to send block
descriptors (address and lengths) to the TSAs. When the TSAs receive a
descriptor from an ILH, however, they will immediately begin reading the block
from memory and placing the data on the ring. The length field from an ILH is
25 significant and determines the number of words that will be read by each TSA
before moving on to the next block. The TSAs also provide each ILH with
registers to hold the next address and length, so that successive blocks can be
transmitted without gaps. Flow control is the responsi.bility' of the ILH, however,
and a new descriptor should not be sent to the TSAs until there is enough room in
30 the packet FIFO 282 to compensate for reframing time and the difference in
transmission rates.
4.7 MINT Central Control
FIG. 14 is a block diagram of MINT central control 20. This central
control is connected to the four XLH 16s of the MINT, the four ILH 17s of the
35 MINT, 1o data concentrator 136 and distributor 138 of the switch control (See
FIG. 7), and t0 an OA&M central control 352 shown in FIG. 15. The rclationshxp




could introduce.a phase glitch beyond the outlet circuit's ability to
recover phase and clock. Thus with present circuitry, it is preferable
not to run the MANS as a rearrangeabl e swtch. Each
switch in the DNet has an XPC 122,124 er§%he CNet, which 10 receives
nmessages fron1the MANSCs telling which crosspoints to operate. No
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si gni f i Eantandédi2n(regulan ofiswitchesetup cont@lrdidnt Switclpsetiip sosroh3the CNet may
mrror t hog@riihiclede ubedt rbqueMaNicolditl' td {HAE priority and sends requests to MAN
switch 10, specifically to switch conmrol data concentrator 136. For normal loads,
the queues 318 and 312 should be almost empty since requests can normally be
made almost immediately and will generally be processed by the appropriate
20 MAN swirtch controller. For overload conditions, the queues 318 and 312 become
a means for deferring transmission of lower priority packets while retaining the
relatively fast transmission of priority packets. If experience so dictates, it may be
desirable to move a request from the regular queue to the priority queue if a
priority packet for that destination NIM is received. Requests queued in
25 queues 318 and 312 do not tie up an IL, an ILH, and an output link of circuit
switch 10; this is in contrast to requests in the queues 150,152 (FIG. 8) of an
MAN switch controller 140 (FIG. 7).
When switch setup control 313 recognizes that a connection has been
established in switch 10, it notifies NIM queue managér 311. The ILH 17
30 receives data from a FIFO queue 316 in switch unit queue 314 from NIM queue
manager 311 to identify a queue of the memory locations of data packets which
may be ransmitted to the circuit switch, and for each packet, a list of one or more
ports on the NIM to which that packet is to be transmitted. NIM queue
manager 311 then causes ILH 17 to prefix the port number(s) to each packet and
35 to transmit data for each packet from memory 18 to switch 10. The ILH then
proceeds to transmit the packets of ‘the queue and when it has completed this task,




their own concur'-rency solution. These are apparent in the Control Network
shour 35 in FIG 7. The control data concentrators 136 fromfour |ines

into one interface may have contentlon where nore than one nessage
tries to arrive at one tine. -
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capacity of the MINT central control.
The header for each packet entering an XLH is ransmitted along with
15 the address where that packet is being stored directly to an associated XLH
- manager 305, if the header has passed the hardware check of the cyclic
redundancy code (CRC) of the header performed by the XLH. If that CRC check
fails, the packet is discarded by the XILLH which recycles the allocated memory
block. The XLH manager passes the header and the identity of allocated memory
20 for the packet to the source checker 307. The XLH manager recycles memory
blocks if any of the source checker, router, or NIM queue manager find it
impossible to transmit the packet to a destination. Recycled memory blocks get
used before memory blocks allocated by the memory manager. Source checker
307 checks whether the source of the packet is properly logged in and whether
25 that source has access to the virtual network of the packet. Source checker 307
passes information about the packet, including the packet address in MINT
memory, to router 309 which translates the packet group identification, effectively
a virtual network name, and the destination name of the packet in order to find out
which output link this packet should be sent on. Router 309 passes the
30 identification of the output link to NIM queue manager 311 which identifies and
chains packets received by the four XLHs of this MINT which are headed for a
common output link. After the first packet to a NIM queue has been received, the
NIM queue manager 311 sends a switch setup request to switch setup control 313
to request a connection to that NIM. NIM queue manager 311 chains these
35 packets in FIFO queues 316 of switch unit queue 314 so that when a switch
connection is made in the circuit switch 10, all of these packets may be sent over




woul d automaticakly solve contention for the receivers. Bus conponents are

duplicated for reliability (not shown). 3.3.3.2 MAN Switch Controller
(MANSC) QOperations 20 FIGS. 8 and 9 show a flowchart of the
MANSC s hi gh | evel functions. Messag6s -to each MANSC 140 i ncl ude a
connect/ di sconnect bit, SUW packet bit, and the IDs of the MANS i nput
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- 39 - allocating memory to the XLHs.
Source checker 307 also passes billing information to operation,
administration and maintenance (OA&M) MINT processor 315 in order to perform
15 billing for that packet and to accumulate appropriate statistics for checking on the
data flow within the MINT and, after combination with other statistics, in the '
MAN network. Router 309 also informs (OA&M) MINT processor 315 of the
destination of the packet so that the OA&M MINT processor can keep track of
data concerning packet destinations for subsequent traffic analysis. The output of
20 the four OA&M MINT processors 315 are sent to MINT OA&M monitor 317
which summarizes the data collected. by the four OA&M MINT processors for
subsequent transmission to OA&M central control 352 (FIG. 14).
MINT OA&M monitor 317 also receives information from OA&M
central control 352 for making changes via OA&M MINT processor 315 in the
25 router 309 data; these changes reflect additional terminals added to the network,
the movement of logical terminals (i.c., terminals associated with a particular user)
from one physical port to another, or the removal of physical terminals from the
network. Dana is also provided from the OA&M central control 352 via the
MINT operation, OA&M monitor and the OA&M MINT processor 315 1o source
30 checker 307 for such data as a logical user’s password and physical port as well
as data concerning the privileges of each logical user.
4.8 MINT Operation, Administration, and Maintenance Control System
FIG. 15 is a block diagram of the maintenance and control system of
the MAN network. Operation, administration, and maintenance (OA&M)
'35 system 350 is connected to a plurality of OA&M central controls 352. These
OA&M controls are each connected to a plurality of MINTSs, and within each
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It provides a high data rate packet channel.
It is cempatible with the proposed Metrobus "OS-1" format.
Interfacing is easier because of the word oriented synchronous format.
It defines how "packets” are delimited.
It includes 2 CRC for an entire "packet" (and another for the header.)
The format insures transparency of the data within a "packet”.
The format provides a low bandwidth channel for flow control signaling.
Additional low bandwidth channels can be added easily.
. Data scrambling insures good transition density for clock recovery.

3.2 MAN Link Description and Reasoning

From a performance point of view, the faster the links are the better

MAN will perform. This desire to operate the links as fast as possible is

tempered by the fact that faster links cost more. A reasonable tradeoff between
30 speed and cost is to use LED transmitters (like the AT&T ODL-200) and

multimode fiber. The use of ODL-200 transmitters and receivers puts an upper

limit on the link speed of about 200Mbit/sec. From the MAN architecture point

of view, the exact data rate of the links is not important since MAN does not do

synchronous switching. The data rate for the MAN links was chosen to be the
35 same as the data rate of the Metrobus Lightwave System "OS-1" link. The

Mewrobus format is described in M. S. Schaefer: "Synchronous Optical

20
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re’c}ui red |ow delay. In alternative arrangenents, all single packet

transacti ons (SUWWUs) may be given-priority. Because charges are likely
to be higher for high 30 pr|or|ty service, users will be discouraged from
dermandi ng high priority service for63he nmany packets of a | ong LUWU.
3.3.3.2.2 Busy/ldle Check When -a connect request first
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recei pt of overhead words. These overhead words, which are used for internode

: communications in the Metrobus implementation, are not used by MAN for the
sake of Mewobus compatibility. The word oriented nature of the protocol makes
using it much simpler. A simple 16 bit shift register with parallel load can be

15 used to ransmit and a similar shift register with parallel read out can be used w0
receive. At the 146.432Mbit/sec. link data rate, a 16 bit word is ransmitted or
received every 109ns. This approach makes it possible to implement much of the
link formatting hardware at conventional TTL clock rates. The word oriented
nature of the protocol does put some restrictions on the way the link is used,

20 however. To keep the complexity of the hardware reasonable it is necessary to
use the bandwidth of the link in units of 16 bit words.
5.2.2 Level 2 Link Format |

The link is used to move "packets”, the basic unit of information

transfer in MAN. To identify packets, the format includes the specification of

25 "SYNC" words and an "IDLE" word. When no packets are being transmitted the
"IDLE" word will fill all of the words that make up the primary channel
bandwidth (words not reserved for other purposes). Packets are delimited by a

" leading START_SYNC and a trailing END_SYNC word. This scheme works well

as long as the words with special meanings are never contained in the data within

30 a packet. Since restricting the data that can be sent in a packet is an unreasonable
restriction, a transparent data transfer technique must be used. MAN links employ
a very simple word stuffing transparency technique. Within the packet data, any
occurrence of a special meaning word, like the START_SYNC word, is preceded
by another special word the "DLE" word. This word stuffing transparency was

35 chosen because of the simplicity of implementation. This protocol requires
simpler, lower speed logic than is required for bit stuffing protocols like HDLC.
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to the possibie to recover from occasional bit errors without having to restart the
descrambler..
5.2.3 Low Speed Channels and Flow Control
20 Not all of the payload words in the level 1 format are used for the
level 2 format that carries packets. Additional channels are included on the link
by dedicating particular words within the frame. These low rate channels 255,295
(FIGS. 12 and 13) are used for MAN network control purposes. A packet
delimiting scheme similar to that used on the primary data channel is used on
25 these low rate channels. The dedicated words that make up low rate channels can
be further divided down into individual bits for very low bandwidth channels like
the flow control channel. The flow control channel is used on the MAN EUSL
(between the EUS and the NIM) to provide hardware level flow control. The flow
control channel (bit) from the NIM to the EUS, indicates to the EUS link
30 transmitter whether or not it is allowed to ransmit more information. The design
of the NIM is such that sufficient storage is available to absorb any data that is
transmitted prior to the ‘EUS transmitter actually stopping after flow control is
asserted. Data transmission can be stopped either between packets or in the
middle of a packet transtission. If it is between packets, the next packet will not
35. be sent undl flow control is turned deasserted. If flow control is asserted in the
middle of a packet, it is necessary to suspend data transmission immediately and




- 41 - outlet. At the sane tine anot her crosspoint order is sent (via

the right-to-left CNet plane 134) to the 1SC (action 186) required to
connect the link to the inlet port. Once this order arrives at the 1SC
(test 190). an ACK is returned to the -6Swiginating MNT (action 192). 5
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time of the data going through the switch, it is not possible to do synchronous
switching. Any time that a path is setup from a particular ILH in a MINT t0 an
15 output port of the switch, there is no guarantee that data transmitted over that path
will have the same relative phase as the data transmitted over a previous path '
through the switch. To use this high bandwidth switch it is therefore necessary to
very quickly synchronize data coming out of a switch port to the clock being used
for the synchronous link to the NIM.
20 6.1 The Phase Alignment and Scrambler Circuit (PASC)

The unit that must do the synchronization of data coming from the
switch and drive the outgoing link to the NIM called the Phase Alignment and
Scrambler Circuit (PASC) (block 290, FIG. 13). Since the ILHs and the PASC
circuits are all part of the MAN hub, it is possible to distribute the same master

25 clock to all of them. This has several advantages. By using the same clock
reference in the PASC as is used to transmit data from the ILH, one can be sure
that data can not be coming into the PASC any faster than it is being moved out
of it over the link. This eliminates the need for large FIFOs and elaborate elastic
store controllers in the PASC. The fact that the bit rate of all data that comes into

30 a PASC is exactly the the same makes the synchronization easier.

The ILH and the PASC can be thought of as a distributed link handler
for the format described in the previous section. The ILH creates the basic
framing pattem into which the data is inserted and transmits it through the fabric
‘to a PASC. The PASC aligns this framing pattern with its own framing pattern,

35 merges in the low speed control channel and then scrambles the data for
transmission.
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invention. Unaligned data enters a tapped delay line 1001. The various taps of
the delay line are clocked into edge sampling latches 1003....,1005 by a signal that
is 180 degrees out of phase with the reference clock (REFCLK) and is designated
REFCLK . The outputs of the edge sampling latches feed selection logic

15 unit 1007 whose output is used to control a selector 1013 described below.
Selection logic 1007 includes a set of internal latches for repeating the state of
latches 1003,...,1005. The selection logic includes a priority circuit connected to
these internal latches, for selecting the highest rank order input which carries a
logical "one". The output is a coded identification of this selected input. The

20 sclection logic 1007 has two gating signals: a clear signal and a signal from all of
a group of internal latches of the selection logic. Between data streams, the clear
signal goes to a zero state causing the internal latches to accept new inputs. After
the first "one” input has been received from the edge sampling
larches 1003,...,1005 in response to the first pulse of a data stream, the state of the

25 transparent latches is maintained until the clear signal goes back to the zero state.
The clear signal is set by out of band circuitry which recognizes the presence of a
data stream.

The output of the tapped delay line also goes to a series of data

latrches 1009,...,1011. The input to the data latches is clocked by the reference

30 clock. The outputs of the data latches 1009,...,1011 are the inputs to selector
circuit 1013 which selects the output of one of these dara latches based on the
input from selection logic 1007 and connects this output to the output of the
selector 1013, which is the bit aligned data stream as labeled on FIG. 23.

After the bits have been aligned, they are fed into a shift register (not

35 shown) with tapped outputs to feed the driver XL3. This is to allow data streams

to be ransmitted synchronously starting at sixteen bit boundaries. The operation
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delayed clocks to sample the signal could also be used in some applications.
6.2 Clock Distribution

20 The MAN hub operation is very dependent on the use of a single
master reference clock for all of the ILH and PASC units in the system. The
master clock must be distributed accurately and reliably to ail of the units. In
addition to the basic clock frequency that must be distributed, the frame start
pulse must be distributed to the PASC and an advanced frame start pulse must be

25 distributed to the ILH. All of these functions are handled by using a single clock
distribution link (fiber or twisted pair) going to each unit.

The information that is carried on these clock distribution links comes
from a single clock source. This information can be split in the electrical and/or
optical domain and transmitted to as many destinations as necessary. There is no

30 auempt to keep the information on all of the clock distribution links exactly in
phase since the ILH and PASC are capable of correcting for phase differences no
‘matter what the reason for this difference. The information that is transmitted is
simply alternating ones and zeros with two exceptions. The occurrence of two
ones in a row indicates an advanced frame pulse and the occurrence of two zeroes

35 in a row indicates a normal frame pulse. Each board that terminates one of these
clock distribution links contains a clock recovery module. The clock recovery
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r?orms concentration and demultiplexing of network transaction units (i.e.

packets and SUWUs), as well as insuring source identification integrity by affixing

15 a physical "source port number” to each outgoing packet. The latter functon, in
combination with the nerwork registration service described in §2.4, prevents a
user from masquerading as another for the purpose of gaining access to
unauthorized network-provided services. The NIM thereby represents the
boundary of the MAN network proper; NIMs are owned by the network provider,

20 while UIMs (described in §8) are owned by the users themselves.

This section describes the basic functions of the NIM in more detail,
and presents the NIM architecture.
7.2 Basic Functons

The NIM must perform the following basic functions:

25 EUS Link interfacing. One or more interfaces must be provided to EUS link(s)
(see § 2.2.5). The downstream link (i.e. from NIM to UIM) consists of a data
channel and an out-of-band channel used by the NIM to flow control the upstream
link when NIM input buffers become full. Because the downsweam link is not
flow controlled, the flow control channel on the upstream link is unused. The

30 Data and Header Check Sequences (DCS, HCS) are generated by the UIM on the
upstream link, and checked by the UIM on the downstream link.

Extemnal Link interfacing. The XL (§ 2.2.6) is very similar to the EUSL, but lacks
DCS checking and generation on both ends. This is to allow erroneous, but still
potentially useful data to be delivered to the UIM. The destination port numbers

35 in network transaction units arriving on the downstream XL are checked by the
NIM, with illegal values resulting in dropped data.
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-44 - subsections briefly describe the operation of the NIM.

7.3.1 Upstream Operation
Incoming network transaction units are received from the UIMs at

15 their EUSL interface 400 receivers 402, are converted to words in serial to parailel
converters 404 and are accumulated in FIFO buffers 94. Each EUSL interface is
connected to the NIM transmit bus 95, which consists of a parallel data path, and
various signals for bus arbitration and clocking. When a network transaction unit
has been buffered, the EUSL interface 400 arbitrates for access to the transmit

20 bus 95. Arbitration proceeds in parallel with data transmission on the bus. When
the current data transmission is complete, the bus arbiter awards bus ownership to

) one of the competing EUSL interfaces, which begins transmission. For each

transaction, the EUSL port number, inserted at the beginning of each packet by
port number generator 403, is transmitted first, followed by the network

25 transaction unit. Within an XL interface 440, the XL transmitter 96 provides the
bus clock, and performs paralle! to serial conversion 442 and data transmission on
the upstream XL 3.
7.3.2 Downstream Operation ]

Network transaction units arriving from the MINT on the downstream

30 XL 3 are received within XL interface 440 by the XL receiver 446, which is
connected via serial 1o parallel converter 448 to the NIM receive bus 430. The
receive bus is similar to, but independent of the transmit bus. Also connected to
the receive bus via a parallel to serial converter 408 are the EUSL interface
transmitters 410. The XL receiver performs serial to parallel conversion, provides

35 the receive bus clock, and sources the incoming data onto the bus. Each EUSL
interface decodes the EUSL port number associated with the data, and forwards
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implementation. Some of the functions provided by a UIM, however, must be

20 provided by every UM in the system. It is therefore convenient to view the
architecture of 2 UIM as having two distinct halves: the network interface, which
provides the EUS-independent functionality, and the EUS interface, which

implements the remainder of the UIM functions for the particular type of EUS
being connected.

25 ~ Not all EUSs wﬂl require the performance inherent in a dedicated
external link. The concentration provided by a NIM (described in §7) is an
appropriate way to provide access to a number of EUSs which have stringent
response time requirements along with the instantaneous /O bandwidth necessary
to effectively utilize the full MAN data rate, but which do not generate the

30 volume of traffic necessary to efficiently load the XL. Similarly, several EUSs or
LANs could be connected to the same UIM via some intermediate link (or the
LANs themselves). In this scenario, the UIM acts as a multiplexer by providing
several EUS (actually LAN or link) interfaces 1o go with one network interface.
This method is well suited to EUSs which do not allow direct connections to their

35 system busses, and which pmﬁde only a link connection that is itself limited in
bandwidth. End users can provide their multiplexing or concentration at a UIM




4 NEIVCRY AND | NTERFACE MODULE 30 The nenory and interface

nodul e (M NT) provides receive interfaces for the external fiber-optic
| i nks, buffer menory, control for routing and |ink protocols, and
transmtters to send collected data over7t ke links to the MAN swi t ch.

In the present design, each M NT serves four network interface nodul es
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of accumul at ed packets and managenent of buff menory.

6. An int erdestER-f or operation, adm nistration, and mai nt enance of the

over al | 8.2 UIM - Newdrk Thterface 7. A control channel to each NLM for

operati 9g aemnis r’ﬁufc' Oim r‘fi‘entwE ork interface implements the EUS-independent
functions of the UIM. Each nerwork interface connects one or more EUS
interfaces to a single MAN EUSL.
8.2.1 Basic Functions
The UIM network interface must perform the following functons:

15 EUS Link interfacing. The interface to the EUS Link includes an optical
transmitter and receiver, along with the hardware necessary to perform the link
level functions required by the EUSL (e.g. CRC generation and checking, data
formatting, etc.).

Data buffering. Outgoing network transaction units (i.e. packets and SUWUs)

20 must be buffered so that they may be transmitted on the fast network link without
gaps. Incoming network transaction units are buffered for purposes of speed
matching and level three (and above) protocol processing.

Buffer memory management. The packets of one LUWU may arrive at the receive
UIM interieaved with those of another LUWU. In order to support this concurrent

25 reception of several LUWUs, the network interface must manage its receive buffer
memory in a dynamic fashion, allowing incoming packets to be chained together
into LUWUs as they arrive.

Protocol processing. Outgoing LUWUs must be fragmented into packets for
transmission into the network. Similarly, incoming pa:ékets must be recombined

30 into LUWUs for delivery to the receiving process within the EUS.

8.2.2 Architectural Options

Clearly, all of the functions enumerated in the previous subsection
must be performed in order to interface any EUS to a MAN EUSL. However,
some architectural decisions must be made regarding where these functions are

35 performed; i.e., whether they are internal or external to the host itself.




15 mai nt enance functions. 4.2 Data Fl ow In
order to understand the descriptions of the individual functional units
that make up a MNT, it is first necessary to have a basic understandi ng of
the general flow of data and control. H® -10 shows an overall view of the
M NT. 20 Data enters the M NT on a high-speed (100- 150 Mit/s) data
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from transmitted at the full 150 Mb/s rate. esc consn'a.mts make it desirable to
provide the necessary buffer memory external to the EUS. It should be noted that
15 while FIFO memory will suffice to provide the necessary speed matching for
transmission, the lack of flow control on reception along with the interleaving of
received packets necessitate that a larger amount of random access memory be
provided as receive buffer memory. For MAN, the size of receive buffer memory
may range from 256 Kbytes to 1 Mbyte. The particular size depends on the
20 mtcrrupt latency of the host and on the maximum size LUWU allowed by the host
software.

The final two functions involve processing, which could conceivably
be performed by the host processor itself. The third function, buffer memory
management, involves the timely allocation and deallocation of blocks of receive

25 buffer memory. The latency requirement associated with the allocation operation is
stringent, due once more to the high data rates and the possibility of packets
arriving back-to-back. However, this can be alleviated (for reasonable burst sizes)
by pre-allocating several blocks of memory. It is possible, therefore, for the host
processor to manage the receive packet buffers. Simiiarly, the host processor may

30 or may not assume the burden of the fourth function, that of MAN protocol
processing. ’

The location of these final two functions determines the level at which
the EUS connects to the UIM. If the host CPU assumes the burden for packet
buffer memory management and MAN protocol processing (the “local”

35 configuration), then the unit of data transferred across the EUS interface is a
packet, and the host is responsible for fragmenting and recombining LUWUs. If.
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Although a lower cost interface is possible utilizing the local
configuration, the network interface architecture described in the following section
15 is a FEP configuration more characteristic of that required by some of the high
performance EUS that are natural users of a MAN nerwork. An additional reason
for choosing the FEP configuration initally is that it is better suited for interfacing
MAN to a LAN such as ETHERNET, in which case there is no “"host CPU" to
provide buffer memory management and protocol processing.
20 8.2.3 Network Interface Architecture
The architecture of the UIM network interface is depicied in FIG. 17.
The following subsections briefly describe the operation of the UIM nerwork
interface by presenting scenarios for the transmission and reception of data. An
FEP-type architecture is employed, i.e., receive buffer memory management and
25 MAN network layer protocol processing are performed external to the host CPU
of the EUS. |
8.2.3.1 Transmission of Data _
The main responsibilities of the network interface on transmission are
to fragment the arbitrary sized transmit user work units (UWUs) into packets (if
30 necessary), encapsulate the user data in the MAN header and trailer, and transmit
the data to the network: To begin transmission, a message from the EUS
requesting transmission of a LUWU traverses the EUS interface and is handled by
network interface processing 450, which also implements memory management
and protocol processing functions. For each packet, the protocol processor portion
35 of the interface processing 450 formulates a header and writes it into the transmit
FIFQ 15. Data for that packet is then transferred across the EUS interface 451
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_for data rdink reeslihp elastiX|buffef 262. Dual-ported video RAM is utilized for the

B " receive buffer memory 90, and the data is unloaded from the elastic buffer and
loaded into the shift register 464 of receive buffer memory 90 via its serial access
port. Each packet is then transferred from the shift register into the main memory

15 array 466 of the receive buffer memory under the control of the receiver DMA
sequencer 452. The block addresses used to perform these transfers are provided
by the nerwork interface processing arrangement 450 of UIM 13 via the buffer
memory cootroller 456, which buffers a small number of addresses in hardware to
relieve the strict latency requirements which would otherwise by imposed by

20 back-to-back SUWUs. Block 450 is composed of blocks 530, 540, 542, 550, 552,
554, 556, 558, 560, and 562 of FIG. 19. Because the network interface processing
has direct access to the buffer memory via its random access port, headers are not
stripped off; rather they are placed into buffer memory along with the data. The
receive queue manager 558 within 450 handles the headers and, with input from

25 the memory manager 550, keeps track of the various SUWUs and LUWUs as they
arrive. The EUS is notified of the arrival of data by the network interface
processing arrangement 450 via the EUS interface. The details of how data is
delivered to the EUS are a function of the particular EUS interface being
employed, and are described, for example, in section 8.3.3.2.

30 8.3 UIM - EUS Interfaces
8.3.1 Philosophv

This section describes the "half” of the network interface that is EUS
dependent. The basic function of the EUS interface is the delivery of data
- between the EUS memory and the UIM network interface, in both directions.

35 Each particular EUS interface will define the protocol to effect delivery, the

format of data and conwrol messages, and the physical path for control and data.
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allow very fiexible uses of the network or allow the highest performance that the
network has to offer. These interfaces must be tailored to the specific existing
EUS hardware and software systems, but there must also be an analysis of the
20 cost of interface features in comparison to the benefits they would deliver to the
network applications running in these EUSs.
8.3.2 EUS Interface Design Optons
The tradeoff between a front end processor (FEP) and EUS processing
is one example of different interface approaches to accomplish the same basic
25 functon. Consider variations in receive buffering. A specialized EUS
architecture with a high performance system bus could receive network packet
messages directly from the network links. However, usually the interface will at
least buffer packet messages as they come off the link, before they are delivered
into EUS memory. Normally EUSs, either transmitting to or receiving from the
30 network, do not know (or want to know) anything about the internal packet
message. In that case, the receiving interface might have to buffer multiple
packets that come from the LUWU of data that is the natural sized transmission
unit between the transmit and receive EUSs. Each one of these three receive
buffering situations is possible and each would require a significantly different
35 EUS interface to transfer data into the EUS memory. If the EUS has a particular
need to process network packet messages and has the processing power and
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size, or where it has a diverse set of network applications with a great variation in
transmission size. B
Depending on the hardware architecture of the EUS, and the level of
15 performance desired, there is the choice between programmed I/O and DMA to
move data between EUS memory and the network interface. In the programmed
/O approach, probably both control and data will move over the same physical
path. In the DMA approach there will be some kind of shared memory interface
to move control information in an EUS interfacing protocol, and a DMA
20 controller in the EUS interface to move data between buffer memory and EUS
mcmory over the EUS system bus without using EUS processor cycles.

There are several alternatives that exist for the location of EUS
buffering for network data. The data could be buffered on a front end processor
network controller circuit board with its own private memory. This memory can

25 be connected to the EUS by busses using DMA transfer or dual ported memory
accessed via a bus or dual ported memory located on the CPU side of a bus using
private busses. The application now must access the data. Various techniques are
available; some involve mapping the end user work space directly to the address
space used by the UIM to store the data. Other techniques require the operating

30 system to further buffer the data and recopy into the user’s private address space.

Options exist in writing the driver level software in the EUS that is
responsible for moving control and data information over the interface. The driver
could also implement the EUS interface protocol processing as well as just
moving bits over the interface. For the driver to still run efficiently the protocol

35 processing in the driver might not be very flexible. For more flexibility based on
a particular application, the EUS interface protocol processing could be moved up
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10 To illustrate the EUS dependent portion of the interface we describe
one specific interface. The interface is to the Sun-3 VME bus based workstations
manufactured by Sun Microsystems, Inc. This is an example of a single EUS
connected to a single network interface. The EUS also allows connection directly
to its system bus. The UIM hardware is envisioned as a single circuit board that
15 plugs into the VME bus system bus. |
First, there follows a description of the Sun /O architecture, and then
a description of the choices made in designing the interface hardware, the
interface protocol, and the connection to new and existing network applications
software.
20 8.3.3.1 SUN Workstation I/O Architecture
The Sun-3's YO architecture, based on the VME bus structure and its
memory management unit (MMU), provides a DMA approach called direct virrual
memory access (DVMA). FIG. 17 shows the Sun DVMA. DVMA allows
devices on the system bus to do DMA directly to Sun processor memory, and also
25 allow main bus masters to do DMA directly to main bus slaves without going
through processor memory. It is called "virtual” because the addresses that a
device on the system bus uses to communicate with the kemnel are virrual
addresses similar to those the CPU would use. The DVMA approach makes sure
that all addresses used by devices on the bus are processed by the MMU, just as if
30 they were virtual addresses generated by the CPU. The slave decoder 512
(FIG. 18) responds to the lowest megabyte of VME bus address space (0x0000
0000 -> 0x000f ffff, in the 32 bit VME address space) and maps this megabyte
into the most significant megabyte of the system virtual address space (0xff0 0000
-> Ox{ff fFff in the 28 bit virtual address space). (0X means that the subsequent
35 characters are hexadecimal characters.) When the driver needs to send the buffer
- address to the device, it must strip off the high 8 bits from the 28 bit address. so
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20 nerwork applications to use the network. FIG. 19 shows an overview of the

interface to the Sun-3.

The Sun-3’s are systems with potentially many simultaneous processes
running in support of the window system, and multiple users. The DMA and FEP
approachs were chosen to offioad the Sun processor while the network transfers

25 are taking place. The UIM hardware is envisioned as a single circuit board that
plugs into the VME bus system bus. With the chance to connect directly to the
system bus it is desirable to attempt the highest perfoimancc interface possible.
Sun’s DVMA provides a means to move data efficiently to and from processor
memory. There is a DMA controller 92 in the UIM (FIG. 4) to move data from

30 the UIM to EUS memory and data from EUS memory to the UIM over the bus,
and there will be a shared memofy interface to move control information in the
host interfacing protocol. The front end processor (FEP) approach means that the
data from the network is presented to the EUS at a higher level. Level 3 protocol
processing has been performed and packets have been linked together into

35 LUWUs, the user’s natural sized unit of ransmission. With the potential variety
of network applications that could be running on the Sun the FEP approach means
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buffers would be used, as an intermediate step between the device and the user.
with the associated performance penalty for the copy operation. If transfers are
going to be made directly to user space, using the "mbsetup” approach, the user’s
space will be locked into memory, not available for swapping, during the whole
wransfer process. This is a tradeoff; it ties up the resources in the machine, but it
may be more efficient if it avoids a copy operation from some other buffer in the
kernel.

The Sun system has existing network applications running on
ETHERNET, for example, their Network File System (NFS). To run these
existing applications on MAN but still leave open the possibility for new
applications that could use the expanded capabilities of MAN, we needed flexible
EUS software and a flexible interface protocol to be able to simultaneously handle
a variety of network applications. '

FIG. 19 is a functional overview of the operation and interfaces
among the NIM, UIM, and EUS. The specific EUS shown in this illustrative
example is a Sun-3 workstation, but the principles apply to other end user systems
having greater or lessef sophistication. Consider first the direction from the MINT
via the NIM and UIM to the EUS. As shown in FIG. 4, data that.is received
from MINT 11 over link 3 is dismibuted to one of a plurality of UIMs 13 over
links 14 and is stored in receive buffer memory 90 of such 2 UIM, from which
data is transmitted in a pipelined fashion over an EUS bus 92 having a DMA
interface to the appropriate EUS. The control structure for accomplishing this
transfer of data is shown in FIG. 19, which shows that the input from the MINT
is controlled by a MINT to NIM link handler 520, which transmits its output
under the control of router 522 to one of a plurality of NIM to UIM link handlers
(N/U LH) 524. MINT/NIM link handler (M/N LH) 520 supports a variant on the
Metrobus physical layer protocol. The NIM to UIM link handler 524 also
supports the Metrobus physical layer protocol in this implementation, but other
protocols could be supported as well. It is possible that different protocols could
coexist on the same NIM. The output of the N/U LH 524 is sent over a link 14
to a UIM 13, where it is buffered in receive buffer memory 90 by NIM/UIM link
handler 552. The buffer address is supplied by memory manager 550, which

The
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manages Ofgee and alIO@tr}d packet bu?fer lisgs. The s%atus ] theo packep reception
is obtdined by N/U LH 552, whith computes afd verifies thé checksum over 09
header an1 %gta. and outauzts the statusamfomggon tg reccivelga&et handler 556,
which pairs the sidius with the Buffer address received fromtmemory nihnager 550
and queues the informgtion on a received pagket )1<1|§b 3 Ix%ggzaaﬁon about r%ceived
packét§ is then tranéferred to reckive queue marfhger 558, Which assembles packed
inforrnatifé into queuc% per LUWU apd SUR%U, ang which alsokeeps a queue of
LUWUs attld SUWUs alout which the EUS B4 not yet been fiotified. R&eceive
queue manager 33 is polled foPinformation abouf H:BVU@ and SUW?Us by the
EUS via the EUS/UIM link handler (E/U LH) 540, and responds with notification
messagés via UIM/EUS link handler (U/E LH) 562. Messages which notify the
EUS of the reception of a SUWU also contain the data for the SUWU, thus
completing the reception process. In the case of a LUWU, however, the EUS
allocates its memory for reception, and issues a receive request via E/U LH 540 to
receive request handler 560, which formulates a receive worklist and sends it to
resource manager 554, which controls the hardware and effects the data transfer
over EUS bus 92 (FIG. 4) via a DMA amrangement. Note that the receive request
from the EUS need not be for the entire amount of data in the LUWU; indeed, all
of the data may not have even arrived at the UIM when the EUS makes its first
receive request. When subsequent data for this LUWU arrives, the EUS will
again be notified and will have an opportunity to make additional receive requests.
In this fashion, the reception of the data is pipelined as much as possible in order
to reduce latency. Following data transfer, receive request handler 560 informs
the EUS via U/E LH 562, and directs memory manager 550 to de-allocate the
memory for that portion of the LUWU that was delivered, thus making that
memory available for new incoming data.

In the reverse direction, i.e., from EUS 26 to MINT 11, the operation
is controlled as follows: driver 570 of EUS 26 sends a transmit request to
transmit request handler 542 via U/E LH 562. In the case of a SUWU, the
transmit request itself contains the data to be transmitted, and transmit request
handler 542 sends this data in a transmit worklist to resource manager 554, which
computes the packet header and writes both header and data into buffer 15
(FIG. 4), from which it is transmitted to NIM 2 by UIM/NIM link handler 546
when authorized to do so via the flow control protocol in force on link 14. The
packet is received at NIM 2 by UIM/NIM link handler 530 and stored in
buffer 94. Arbiter 532 then selects among a plurality of buffers 94 in NIM 2 t0
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worklist to re@urce manager 554, whiclg for each packet, form@ates the header,
ylvgites the he%ﬁer into buﬁ'fggfs, control% the hardware (& effect &;0 transfer of th
packet datapoverEUS bus 92 via BMA, and diregts U/N LH 546 to transmitthe
packet wien authorized to do so. The transmission process is then as descfibed
for the SUWU case. In either case, transmit request handler 542 is notified by
resource manager 554 when transmission of the SUWU or LUWU is complete,
whereupon driver 570 is notified via U/E LH 562 and may release its transmit
buffers if desired.

FIG. 19 also shows details of the internal software structure of
EUS 26. Two types of arrangements are shown, in one of which blocks 572, 574,
576, 578, 580 the user system perfofms level 3 and higher functions. Shown in
FIG. 19 is an implementation based on Network of the Advanced Research

3

Ltect the pekt packet or S{WU to bé Fansmitted upglr the congfol of NIM/MINT

10

Projects Administration of the U.S. Department of Defense (ARPAnet) protocols

including an internet protocol 580 (level 3), transmission control protocol (TCP)
and user datagram protocol (UDP) block 578 (TCP being used for connection
oriented service and UDP being arranged for connectionless service). At higher
levels are the remote procedure call (block 576), _the network file server
(block 574) and the user programs 572. Alternatively, the services of the MAN
network can be directly invoked by user (block 582) programs which directly
interface with driver 570 as indicated by the null block 584 between the user and
the driver.
8.3.3.3 EUS Interface Functions

The main functional parts of the transmit EUS interface are a control
interface with the EUS, and a DMA interface to transfer data between the EUS
and the UIM over the system bus. When transmitting into the network, control
information is received that describes a LUWU or SUWUs to be transmitted and
information about the EUS buffers where the data resides. The control
informadon from the EUS includes destination MAN address, destination group
(virtual network), LUWU length, and type fields for type of service and higher
level protocol type. The DMA interface moves the user data over from the EUS
buffers into the UIM. The network interface portion is responsible for formarting
the LUWUs and SUWUs into packets and transmitting the packets on the link to
the network. The control interface could have several variations for flow contol.

LH1



45

2 20
XLHO
51

54
11

15
XLH2
3

9 - 0 9 0 46 0

0 1 47 6 2 6
48 13 3 13 3 4
50 10 082 . 10 0
1 1 1 1 : 52 . 7
7 2 25 5 14 14
multiple outstanding requests, -prf’ority, and preemppipp- The?’UIM is in conwe] of
O the amouni &f data thaPit takes from the EUS fhemory and sénds into the
riY 8 2 8 2 30 58
3 network. 15 3 59
600n the receiVe side, the BUS polls for iformation @bout packets that

5 have been Feceived and the control intcrfacer%qundg Jvith LUWU inforznation 63

3

10

15

20

25

30

35

from the plckets headdr and current information about how much of the EUS
transaction has arrived. Over the conuol interface, the EUS requests to receive
data from these messages, and the DMA interface will send the data from memory
on the UIM into the EUS memory buffers. The poll and response mechanism in
the interface protocol on the receive side allows a lot of EUS flexibility for
receiving data from the network. The EUS can receive either partial or entire
transactions that have come from the source EUS. It also provides the flow
control mechanism for the EUS on receive. The EUS is in control of what it
receives, when it receives it, and in what order.

8.3.3.4 SUN Software

This secton describes how a typical end user system, a SUN-3 workstation, is
connectable to MAN. Other end user systems would use different software. The
interface to MAN is relatively straightforward and efficient for a number of
systems which have been studied.

8.3.3.4.1 Existing Network Software .

The Sun UNIX® operating system is derived from the 4.2BSD UNIX
system from the University of California at Berkeley. Like 4.2BSD it contains as
part of the kernel, an implementation of the ARPAnet protocols: internet protocol
(IP), ransmission control protocol (TCP) for connection-oriented service on top of
IP, and user datagram protocol (UDP) for connectionless service on top of IP.
Current Sun systems use IP as an internet sublayer in the top half of the network
layer. The bottom half of the network layer is a network specific sublayer. It
currently consists of driver level software that interfaces to a specific network
hardware connection, namely an ETHERNET controller, where the link layer
MAC protocol is implemented. ETHERNET is the network currently used to
connect Sun workstations. To connect Sun workstations with a MAN network, it
is necessary to fit into the framework of this exisﬁng networking software. The
software for the MAN network interface in the Sun will be driver level software.

The MAN'nctwork is naturally a connectionless or datagram type of
network. LUWU data with control information forms the EUS transaction
crossing the interface into the network. Existing network services can be provided
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new applicatons that will use MAN’s power more directly.

There needs to be an address translation service function in the EUS
at the driver level in the host software. It would allow for IP addresses to be
translated into MAN addresses. The address translation service is similar in
function to the current Sun address resolution protocol (ARP), but different in
implementation. If a particular EUS needs to update its address translation tables,
it sends a network message with an IP address to a well known address translaton
server. The corresponding MAN address will be returned. With a set of such
address translation services, MAN can then act as the underlying network for
many different, new and existing, network software services in the Sun
environment. _
8.3.3.4.2 Device Driver

On the top side, the driver multiplexes several different queues of
LUWU:s from the higher protocols and applications for transmission and queues
up received LUWUs in several different queues for the higher layers. On the
hardware side, the driver sets up DMA wansfers to and from user memory buffers.
The driver must communicate with the system to map user buffers into memory
that can be accessed by the DMA controller over the main system bus.

On transmit, the driver must do address translation on the outgoing
LUWUs for those protocol layers that are not using MAN addresses, i.e., the
ARPAnet protocols. The MAN destination address and destination group is
included in MAN datagram control information that is sent when a LUWU is to
be transmitted. Other transmit control information will be LUWU length, fields
indicating type of service and higher level protocol, along with the data location
for DMA. The UIM uses this control information to form packet headers and to
move the LUWU data out of EUS memory.

On receive, the driver will implement a poll/response protocol with
the UIM notifying the EUS of incoming data. The poll response will contain
control information that gives source address, total LUWU length, amount of data
that has arrived up to this point, the type fields indicating higher prbtocol layers,
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10 fixed fashion, or the driver may have to get buffer information from a higher layer
in the case where it has just passed the announcement on up. This is the type of
flexibility we need in the driver to handle both existing and new applications in
the Sun environment.
8.3.3.4.3 Raw MAN Interface Software
15 - Later, as applications are written that wish to directly use the
capabilities of the MAN network, the address translation function will not be
necessary. The MAN datagram control information will be specified directly by
special MAN network layer software.
9 MAN Protocols
20 9.1 Overview
The MAN protocol provides for the delivery of user data from source
UIM across the network to destination UIM. The protocol is connectionless,
asymmetric for receive and send, implements error detection without correction,
and discards layer purity for high performance.
25 9.2 Message Scenario
The EUS sends datagram transactions called LUWUs into the
network. The data that comes from the EUS resides in EUS memory. A control
message from the EUS specifies to the UIM the data length, the destination
address for this LUWU, the destination group and a type field which could contain
30 information like the user protocol and the network class of service required.
Together, the data and the control information form the LUWU. Depending on
the type of EUS interface, this data and control can be passed to the UIM in
different ways, but it is likely that the data is passed in a DMA transfer.
The UIM will transmit this LUWU into the network. To reduce
35 potental delay, larger LUWUs are not sent into the network as one contiguous
stream. The UIM breaks up the LUWU into fragments called packets that can be
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Before the NIM sends the packet to the MINT on the XL, it adds a
NIM/MINT header to the packet message. The header contains the source port

15 number identifying the physical port on the NIM where a particular EUS/UIM is
connected. This header is used by the MINT to verify that the source EUS is
located at the port where he is authorized to be. This type of additional check is
especially important for a data network that serves one or more virtual networks,
to ensure privacy for such virtual networks. The MINT uses the packet header to

20 determine the route for the packet, as well as other potential services. The MINT
does not change the contents of the packet header. When the ILH in the MINT
passes the packet out through the switch to be sent out on the XL to the
destination NIM, it places a different port number in the NIM/MINT header. This
port number is the physical port on the NIM where the destination EUS/UIM is

25 connected. The destnation NIM uses this port number to route the packet on the
fly wo the proper EUSL.

The various sections of a packet are identified by delimiters according
to the link format. Such delimiters occur between the NIM/MINT header 600 and
the MAN header 610, and between the MAN header and the rest of the packet.

30 The delimiter at the MAN header/rest of packet border is required to signal the
header check sequence circuit to insert or check the header check. The NIM
broadcasts a received packet to all ports in the NIM/MINT header field.

When the packet arrives at the destination UIM, the packet header
contains the original information from the source UIM necessary to reassemble the

35 source EUS transaction. There is also enough information to allow a variety of
EUS receive interface approaches including pipelining or other variations of EUS
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) sequence is calculated in hardware in the UIM. A header check sequence error
detected by the MINT control results in the message being thrown away and an
error count being incremented for administrative purposes. At the destination

15 UIM a header check sequence error also results in the message being thrown
away. The data check sequence resuit can be conveyed to the EUS as part of the-
LUWU arrival notification, and the EUS can determine whether of not to receive
the message. These violations of layer purity have been made to simplify the
processing at the link layer to increase speed and overall network performance.

20 " Other "standard" link layer functions like error correction and flow
control are not performed in the conventional manner. There are no
acknowledgement messages returned at the link level for error correction
(retransmission requests) or for flow control. Flow control is signaled using
special bits in the framing partern. The complexity of X.25-like protocols at the

25 link level can be tolerated for low speed links where the processing overhead will
not reduce performance and does increase the reliability of links that have high
error rates. However, it is felt that an acceptable level of error-free throughput
will be achieved by the low bit error rates in the fiber optic links in this network
(Bit Error Rate less than 10 errors per trillion bits.) Also, because of the large

30 amounts of buffer memory in the MINT and the UIM necessary to handle data
from the high-speed links, it was felt that flow control messages would not be
necessary or effective.
9.3.2 Network Laver
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menory nodule is needed, it is necessary to ensure that the next word
actually sent goes to that menory nodule, in order to preserve the
overal | sequence. 4.5.3 Control 5-87- The control portion of
the XLH is responsible for replenishing the free bl ock FI FO 270 and
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_block addr esspgnar &mﬁﬁﬂwwaﬁaﬁleal@ﬁﬁh%eésbgbs (e.g..r SUWUIp&sket.i 19
-interface 262 ua recei pt of the address from control sequencer 272.

Bot h i nteract P th the central control are carried out over i nks
from XLH pr ocdestinaniéd &/IM cofgestapp coptrobamed arrival amrountembnt, central control .

(Z;SLH? ?F: gt erg@ﬁ’@r{%‘d—? 4 gpar?c%ﬁagﬁﬁﬁ?de&fﬁm@e I nternal |ink handl er
- - addressing of network entities for internal network messages, _
- EUS authentication for delivery of network services only to authorized users.
9.3.2.2 Format
FIG. 20 shows the UIM to MINT Message format. The MAN

header 610 consists of the Destination Address 612, the Source Address 614, the

20 group (virtal network) identifier 616, group name 618, the type of service 620,
the Packet Length (the header plus data in bytes) 622, a type of service
indicator 623, a protocol identifier 624 for use by end user systems for identifying
the contents of EUS to EUS header 630, and the Header Check Sequence 626.
The header is of fixed length, seven 32-bit words or 224 bits long. The MAN

25 header is followed by an EUS to EUS header 630 to process message
fragmentation. This header includes a LUWU identifier 632, a LUWU length
indicator 634, the packet sequence number 636, the protocol identifier 638 for
identifying the contents of the internal EUS protocol which is the header of user
data 640, and the number 639 of the initial byte of data of this packet within the

30 total LUWU of information. Finaily, user data 640 may be preceded for
appropriate user protocols by the identity of the destination port 642 and source
port 644. The fields are 32 bits because that is the most efficient length (integers)
for present network control processors. Error checking is performed on the header
in control software; this is the Header Check Sequence. At the link level, error

35 checking done over the whole message; this is the Message Check Sequence 634
The NIM/MINT header 600 (explained below) is also shown in the figure for




be considered a distributed link controller. At any instant in tinme this
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descri pt or S sent to t 1e central” control AT rranager sg t hat
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differs fr Ometsﬁfge&'—iﬂ thé hiilﬁbrde?%n' inHhe MAN a&d:egs 8RREithe address specifies an
internal network entity like a MINT or NIM, instead of an EUS.) A MAN
address will be permanently assigned to an EUS and will identify an EUS even if
it moves tw different physical location on the network. If an EUS moves, it must

15 sign in with a well-known routing authentication server to update the
correspondence between its MAN address and the physical port on which it is
located. Of course, the port number is supplied by the NIM so the EUS cannot
cheat about-where it is located.

In the MINT the destination addrcss will be used to determine a

20 destination NIM for routing the message. In the destination NIM the destination
address will be used to determine a destination UIM for routing the message.
9.3.2.2.2 Packet Length

The Packet Length 622 is 16 bits long and represents the length in
bytes of this message fragment including the fixed length header and the data.

25 This length is used by the MINT for transmitting the message. It is also used by
the destination UIM to determine the amount of data available for delivery to the
EUS. '
9.3.2.2.3 Type Fields _ '

The type of service field 623 is 16 bits long and contains the type of

30 service specified in the original EUS request. The MINT may look at the type of
service and handle the message differently. The destination UIM may also look at
the type of service to determine how to deliver the message to the destination
EUS, i.e., deliver even if in error. The user protocol 624 assists the EUS driver in
multiplexing various streams of data from the network. '
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15 header, it is used by the MINT o authenticate the source EUS for network
services. The Source Address will be delivered to the destination EUS so that it |
knows the network address of the EUS that sent the message.
9.3.2.26 UWU ID
The UWU ID 632 is a 32 bit number that is used by the destination
20 UIM to recombine a UWU. Note that the recombination job is made easier '
because fragments cannot get out of order in the network. The UWU ID, along
with the Source and Destination Addresses, identifies packets of the same LUWU,
or in other words, fragments of the original datagram transaction. The ID must be
unique for the source and destination pair for the time that any fragment is in the
25 network.
9.3.2.2.7 UWU Length

The UWU Length 634 is 32 bits long and represents the total length
of UWU data in bytes. In the first packet of a LUWU this will allow the
destination UIM to do congestion control, and if the LUWU is pipelined into the

30 EUS, it will allow the UIM to begin a LUWU announcement and delivery before
the complete LUWU arrives at the UIM.

A Length that is negative indicates an infinite length LUWU, which is
like an open channel between two EUSs. Closing down an infinite length LUWU
is done by sending a negative Packet Sequence Number. An infinite length

35 LUWU only makes sense where the UIM controls the DMA into EUS memory.




- 58 - synchroni zation in this case consists sinply of |ooking for
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bl ocks haveStB®eee EITOL. | t he present design, all of these interactions are
carried outg9eex9 UspBaed er | i nks to the appropriate sections of the

central controC. 20_.4.6.3..2 | action.with TSAs .
'I'heuserda:aw{s e portion of the user UWU data that is

transmitted in this fragment of the transmission. Following the data is the overall
10 message check sequence 646 calculated at the link level.

9.3.3 NDM/MINT Layer

9.3.3.1 Functions

This protocol layer consists of a header containing a NIM port

number 600. The port number has a one to one correspondence to an EUS
15 connection on the NIM and is prepended by the NIM in block 403 (FIG. 16) so

that the user cannot enter false data therein. This header is positioned at the front

of a packet message and is not covered by the overall packet message check

sequence. It is checked by a group of parity bits in the same word to enhance its

error reliability. The incoming message to the MINT contains the source NIM
20 port number to assist in user authentication for network services that might be

requested in the type fields. The outgoing message from the MINT contains the

destination NIM port number in place of the source port 600 in order to speed the

demultiplexing/routing by the NIM 1o the proper destination EUS. If the packet

has a plurality of destination ports in one NIM, a list of these ports is placed at
25 the beginning of the packet so that section 600 of the header becomes several

words long. _

10 LOGIN PROCEDURES AND VIRTUAL NETWORKS

10.1 General | |

A system such as MAN is naturally most cost effective when it can

30 serve a large number of customers. Such a large number of customers is likely to

include a number of sets of users who require protection from outsiders. Such

users can conveniently be grouped into virtual networks. In order to provide still

further fiexibility and protection, individual users may be given access to a

number of virtual networks. For example, all the users of one company may be
35 on one virual network and the payroll department of that company may be on a

separate virtual network. The payroll department users should belong to both of
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10.% Building Up the Authorization Data Base

FIG. 15 illustrates the administrative control of the MAN network. A
daa base is stored in disk 351 accessed via operation, administration, and
maintenance (OA&M) system 350 for authorizing users in response to a login
request. For a large MAN network, OA&M system 350 may be a disuibuted
multiprocessor arrangement for handling a large volume of login requests. This
data base is arranged so that users cannot access restricted virtual networks of
which they are not members. The data base is under the control of three types of
super users. A first super user who would in general be an employee of the
common carrier that is supplying MAN service. This super user, referred to for
convenience herein as d level 1 super user, assigns a block of MAN names which
would in general consist of a block of numbers to each user group and assigns
type 2 and type 3 super users to particular ones of these names. The level 1 super
user also assigns virtual networks to particular MAN groups. Finally, a level 1
super user has the authority to create or destroy a MAN supplied service such as

- electronic "yellow page” service. A type 2 super user assigns valid MAN names
from the block assigned to the particular user community, and assigns physical
port access restrictions where appropriate. In addition, a type 2 super user has the
authority to restrict access to certain virtual networks by sets of members of his
customer community.

Type 3 super users who are broadly equal in authority to type 2 super
users, have the authority to grant MAN names access to their virtual networks.
Note that such access can only be granted' by a type 3 super user if the MAN
name’s type 2 super user has allowed this MAN name user the capability of
joining this group by an appropriate entry in table 370.

' G, W&PW‘AK HALGRPEES oS by previiithg Glidlihp. 0 order to



the M NT nmenory. - XLH 16 communi cates with the M NT central control to 5
provi de the header of a packet to be stored in MNT nenory, and the address
where that packet is to be stored. I\/Em)r\é manager 302 of M NT central
control 20 comunicates with ILH 17 to r82eive information that menory has
been rel eased by an |ILH because the nessage stored in those menory bl ocks
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i's in cont rasbutsider graup,séuper Rsérs dfrott Golts gidups Woduld Hate 18 hulbridd this MAN
switch %gg er 140 (FI 7). When switch setup control
313 rec 8 Sthat a connection has been established in switch 10, it

“notifies N19.3koegn Rrocedare 311. The ILH 17 30 receives data froma FIFO
Mdent ity a quete. of AriSEHEHE a e Mg has eRdgty pecp spbRUFREY °' '
authorized accordmg to the arrangements described above, sends an initial logm
request message to the MAN network. This message is destined not for any other
20 user, but for the MAN network itself. Effectively, this message is a header only
message which is analyzed by the MINT central control. The password, type of
login service being requested, MAN group, MAN name and port number are all in
the MAN header of a login request, replacing other fields. This is done because
only the header is passed by the XLH to the MINT central control, for further
25 processing by the OA&M central control. The login data which includes the
MAN name, the requested MAN group name (virtual network name), and the
password are compared against the login authorization data base 351 to check
- whether the particular user is authorized to access that virtual network from the
physical port to which that user is connected (the physical port was prepended by
30 the NIM prior to reception of the login packet by the MINT). If the user is in
fact properly aunthorized, then the tables in source checker 307 and in router 309
(FIG. 14) are updated. Only the source checker table of the checker that
processes the login user’s port is updated from a login for terminal operations. If
a login request is for receive functions, then the routing tables of all MINT's must
35 be updated to allow that source to receive data from any authorized connectable
user of the same group who may be connected to other MINT to respond to




may be transnmitted to the circuit switch, and for each packet, a list of
one or nore ports on the NIMto which that packet is to be
transmtted. N M queue manager 311 then causes ILH 17 to prefix the
port nunber(s) to each packet and 35 togsransmit data for each packet from
menory 18 to switch 10. The ILH then proceeds to transmt the packets

of the queue and when it has conpleted this tas
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routers 309b ahel OX&M 5iy$i8mp3 30 e loglrs tiddecand sent back berthe QARM sysiém \each
P 0 e P 355, P A0, b 3568 bE R
of the NIONTcertzaitcoatrot’'s 20rasicess 19 to the MINT menmury 18gacaterithe legioh packet
entering angiidisad &' e logffuddr On WibRquent packets, as they are received in the
- | MINT, the source checker checks the port number, MAN name and MAN group
against the authorization tabie in the source checker with the result that the packet
is allowed to proceed or not. The router then checks to see if the destination is an
15 allowable destination for that input by checking the virtual network group name
and the destination name, As a result, once a user is logged in, the user can reach
any destination that is in the routing tables, i.e., that has previously logged in for
access in the read only mode or the read/write mode, and that has the same virtual
network group name as requested in the login; in contrast unauthorized users are
20 blocked in every packet.
While in the present embodiment, the checking is done for each
packet, it could also be done for each user work unit (LUWU or SUWU), with a
recorded indication that all subsequent packets of a LUWU whose original packet
was rejected are also to be rejected, or by rejecting all LUWUs whose initial
25 packet is missing at the user system.
Those super user logins which are associated with making changes in
the login data base are checked in the same way as conventional logins except that
it is recognized in OA&M system 350 as a login request for a user who has
authority for changing t'he data base stored on disk 351.
30 Super users types 2 and 3 get access to the OA&M system 350 from a
computer connected to a user port of MAN. OA&M system 350 derives statistics
on billing, usage, authorizations and performance which the super users can access
from their computers.
The MAN network can also serve speclal types of users such as
35 transmit only users and receive only users. An example of a transmit only user is
a broadcast stock quotation system or a video transmitter. Qutputs of transmit



15 the address where that packet is being stored directly to an associ ated
XLH manager 305, if the header has passed the hardware check of the
cyclic redundancy code (CRC) of the header perforned by the XLH If
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SeNnt OVer  yoice and data customer station which can also be connected to a SESS switch.
15 Other customer stations 1202 are connected through a subscriber loop carrier
system 1203 which is connected to a switching module 1207. The switching
modules 1207 are connected to a time multiplex switch 1209 which sets up
connections- between switching modules. Two of these switching modules are
shown connected to an interface 1210 comprising Common Channel Signaling 7
20 (CCS 7) signaling channels 1211, pulse code modulaton (PCM) channels 1213,
an special signaling channels 1215.. These are connected to a packet assembler
and disassembler 1217 for interfacing with an MAN NIM 2. The function of the
PAD is to interface between the PCM signals which are generated in the switch
and the packet signals which are switched in the MAN network. The function of
25 the special signaling channel 1215 is to inform PAD 1217 of the source and
destination associated with each PCM channel. The CCS 7 channels transmit
packets which require further processing by PAD 1217 to get them into the form
necessary for switching by the MAN network. To make the system less
vulnerable against the failure of equipment or transmission facilities, the switch is
30 shown as being connected to two different NIMs of the MAN network. A digital
PBX 1219 also interfaces with packet assembler disassembler 1217 directly. In a
subsequent upgrade of the PAD, it would be possible to interface directly with
SLC 1203 or with telephones such as integrated services digital network (ISDN)
telephones that generate a digital voice bit stream directly.
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- 61 - t hat “connection at one tinme. Qutput control signal distributor

138 of the switch control 22 replies with an acknow edgnent when it has
set up a connection. This acknow edgnent is received by switch setup
control 313 which informs NIM queue .rggnager 311. N M queue manager 311

then inforns ILH 17 of the list of 5 chained packets in order that |ILH 17

may transmt all of e ackets. - 7 ed t he
transni ssi on of thi stlgﬁts"‘e‘#"@ﬁ%f:%cff cRet W&h@ ﬁ%@ Feswitch, it
i nforms sw icohnemédipp MINTOI 1 3f Jhdrchube qUhs MINTH 5r arni@tdrcorinetted by MAN
connection in.swifd£ch 10, and inforns nmenory manager 301 that the nmenory

whi ch was uS&FPot=stori ng the data of the nessage is now avail able for use

for a 10 new nessag&or thisuype oficanfigurdtidn, e isddesirable wedvwdahesubsfandaint i on to

manager s Soduphfts bRl 3 Wl 50 vOIcE ' b SR ke CBpABIRUISH VAT
cgec ker 307 habsoogtaaffensiviel. | Votgei pdckc&sam particulan (havetveryn short delay

per'torm 15 A SttF 4 o6 Tainiaied wb'plht BLAG ARGty b iok

st ﬁitg: rS];![ Icznfsweqhh&gm agourceitha dcsnncmra;d tworder to ensure that rarwlrpoaggegl .
Fﬁf or ns gOA& ‘Eﬁ%\' pr o %ég%g?&%%@ncﬂ Q/oh result § estl na%l on otrﬁ?é:te&pa%ket SO

t hat 't hel®agpeeahnsigndlocessor can keep track of dat a concerni ng packet

destinations for subypgusic dési peramibpiry SroMAT Bt best] sqibcrdd to bPfimtAL"

‘OA&M M NT processpors 315 e sent to MNT OA&M noni t 31
sunmmari zes (GRER Sichingy F‘Fﬁ‘%\’f bsen; adapted i o8t W‘g‘? Sanger gy shown

subsequent tin FIGIRASi ra TapgeOtRbhMCOR Vesite pﬂfliet@h@lﬁﬁg(xfkéﬁuﬂnéﬂ) one or more
M NT OA&M no q?dflor 17. alﬁger eC|ve5|nfo ion from QA& central

*processor 315 in the 25
router 309 dath; A fm'aeoﬁ bed]ggssuclehk edhpti%culffem&&hl PEM(ABIPCM}! bt offévlse

network, excellent performance at 32 Kbit/second could be used instead of 64 Kbit
PCM. Excellent coding schemes are also available which require fewer
than-32 Kbit/sec. for good performance.

2. Packets need only be sent when a customer is actuélly speaking. This

20 reduces the number of packets that must be sent by at least 2:1.

3. The size of the buffer for buffering voice samples could be increased above
the storage for 256 voice samples (a two packet buffer) per channel.
However, longer voice packets introduce more delay which may or may
not be twlerable depending on the characteristics of the rest of the voice

25 - network.

4. Voice traffic might be concentrated in specialist MINTS to reduce the
number of switch setup operations for voice packets. Such an arrangement
may enlarge the number of customers affected by a failure of a NIM or
MINT and might require arrangements for pro\ndmg alternate paths to

30 another NIM and/or MINT.

S. Alternate hub configurations can be used.

The alternate hub configuration of FIG. 24 is an example of a step 5
solution. A basic problem of switching voice packets is that in order to minimize
delay in transmitting voice, the voice packets must represent only a short segment

35 of speech, as low as 20 milliseconds according to some estimates. This
corresponds to as many as 50 packets per second for each direction of speech. If




the novenent of logical ternminals (i.e., terminals associated with a

particul ar user) fromone physical port to another, or the renoval of:
physical termnals fromthe network. Data is al so provided fromthe
OA&M central control 352 via the M g operation, OA&M nonitor and the

OA&M M NT processor 315 to source 30 checker 307 for such data as a

| ogi cal user!’ as rd. and hyS|caI s wel | s data onc r ni ng
the privilé Sg‘P \Ag'hcq%pg ¢ ppRt to QWS"WW“&W&‘M‘F pac ckets, the _
Adm ni st r atciredit seith\ewy ﬁm%rmegmt:bolgr&t&bmmc such waffic. Ifonl IoicelS is a

bl ock di agr am of thﬁg”a' nt.e ce aﬁ? conté ste of he N network
Oper at i on, 8oty RERPHES RN nogm%@
connect ed bpeanpbsumghtbem{:e@ﬁ?mrdngh trafﬁccnnranohs 352. These OA&IVI

trol h f M d t hi h
G oS AT Lo, B hfkataf ph R pheke? Sypled 1300 imetiste a drOTO P 20
Si nce Wsﬂﬂhmtmaagasd likoa congbntional arra@ 5f spacet divisioh switchest eg Lo
Il th ecte
2 dat aerl ng Ms?ﬁf,f\ﬁwrmgsi Qﬁﬁ%érf?& {s suc dggﬁaég{o?ﬁiegiagéggf% cati ony
of the net \addd’d Immchdé]eou@uhﬂgm 13i3rtbat camry hepyyt vdice traffisn Bor addedout put
ik, of ey ﬁ%ﬁh fallfire, the BEANGY 1393'd790E B 'owin! 1300 L1 S
ore

informatlo e rout pr.ocessors every M NT in
t he MANGugoul gngmp@pc throug MANS 10 in order to route traffic around a

defecuve MINT 1313 and to use a spare MINT 1313 instead.
The output bit stream of NIM 2 is connected to one of the inputs
(XL) of an input MINT 1311. The packet data traffic leaving input MINT 1311
can continue to be switched through MANS 10. In this embodiment, the data
15 packet output of MANS 10 is merged with the voice packet output of data
switch 1300 in an output MINT 1312 which receives the outputs of MANS 10 and
data switch 1300 on the XL 16 (input) side and whose IL 17 output is the input
bit stream of NIM 2, produced by a PASC circuit 290 (FIG. 13). Input
MINT 1311 does not contain the PASC circuit 290 (FIG. 13) for generating the
20 output bit stream to NIM 2. For output MINT 1312 the inputs to the XLs from
MANS 10 pass through a phase alignment circuit 292 (FIG. 13) such as that
shown in FIG. 23, since such inputs come from many different sources through
circuit paths that insert different delay.
This arrangement can also be used for switching high priority data
25 packets through the packet switch 1300 while retaining the circuit switch 10 for
switching low priority data packets. With this arrangement, it is not necessary to
connect the packet switch 1300 to output MINTs 1312 carrying no voice traffic; in
that case, high priority packets to MINTs carrying no voice traffic would have to
be routed through circuit switch MANS 10. '
30 12 MINT ACCESS CONTROL TO MAN SWITCH CONTROL
FIG. 21 illustrates one arrangement for controiling access by
MINTSs 11 to the MAN switch control 22. Each MINT has an associated access
controller 1120. A data ring 1102,104,1106 distributes data indicating the
availability of output links to each logic and count circuit 1110 of each access
35 controller. Each access controller 1120 maintains a list 1110 of output links such
as 1112 to which it wants to send data, each link having an associated priority




5.1 Link Requirenents 10 The links in the MAN system are used
to transmt packets between the EUS and the NIM (EUSL) (links 14) and
bet ween the NI M and t he MAN hub (XL) (links 3). Although the operation
and the characteristics of the the data.g7. that is transferred on these

links varies slightly with the particular application, the format used

ooselo o LAk TS, B 5 BT RE o By B e
i s desi gnedufiavaflabiei lﬁermgwemmlaha\mnmﬁﬁﬁg Whesrder to the MAN shitchnisien a

b Sposed NeB B8 4 B BORDE TLH of thar MINT fo hE 5qumsien SHBUblRK o WHgac ause

of the wor dtherfulindasal bigakcior be crassthicedo th&Gutput Hhk his U&!‘nl m&aﬂm/tted).ac ket s"

are deli I d enti.r e (and
anot her ?10 thw% %b) ¢ éutﬂnﬂcll% f‘%ﬂ%"%ﬁﬁ?“ﬁ‘ﬁs P%ll?gd%”ency of the
dat a wi t hi nring '1382kwhich thereby makes tha@utput timk amdnbléeﬁ)r acd:eswtivamﬂw dth

. channel forNﬁ%ﬂ\g control si gnal i ng. 8. Additional | ow bandw dth
channel s can be "added easily. 25 9. Data scranbling insures good
transition density f&rpreplssk withcusieg pnly availgbidiryvdatalis thatDbsing paricds ofind

R the
ks o Vi e 'E‘fsm ?P%Eﬁ%r'mm i %%‘ﬁ?%*l‘%“%*p%““g%‘f ﬂ’?’%@ i nks

as fast 1 §s gxqassive; Jdn e ggcaspibility of any-gutpuislink to amw MG
_nore. A reagerfellbgin ém&ﬁtxmeai 3ﬁs§mﬁeh m &bﬁthdﬁawFﬁlaBﬁErt%LED
~fransmtters I | ke t 200 an node fi ber e use _of
ODL- 200 tra i‘% » i 2 Wipdow it frRRSTIftRQ

speed of abmmmg(m&m tﬂmmadfrbnrmtcbnu-bw eh W‘Drthatmizt% or rele@ies\émew
synchr onouso it BHE, e sHndol st e%?%ﬂ%mr%%%%%ﬁh”c%wﬁéNeﬂ%@ 38l b e
35 sane 1as ungle(MHTrG&lhdofortﬂ\e purpasedofs this Mmen&htmﬁb%glMNIhkln The
- Metrobus T ohi@harkidufif Stibcdfend i conroREMPRART for BVah Bhgh 1! 15GRE
MINT o which the corresponding output link is routed.
-The effect of an open window (window bit = 1) is to let the first
access controller on the ring that wants to seize an output link and recognizes its
20 availability as the ready bit passes the controller, seize such a link, and to let any
controller which tries to seize an unavailable link set the priority indicator 1114
N for that unavailable link. The effect of a closed window (window bit = 0) is to
_ permit only controllers which have a priority indicator set for a corresponding
available link to seize that available link. The window is closed by the access
25 controller 1120 of the controlling MINT whenever the logic and count
circuit 1100 of that controller detects that the output link is not available (ready
bit = 0) and is opened whenever that conmoller detects that that output link is
available (ready bit = 1).
The operation of an access controller scizing a link is as follows. If
30 the link is unavailable (ready bit = 0) and the window bit is one, the access
controller sets the priority indicator 1114 for that output link. If the link is
unavailable and the window bit is zero, the controller does nothing. If the link is
available and the window bit is one, the controller seizes the link and marks the
ready bit zero to ensure that no other controller seizes the same link. If the link is
35 available and the window bit is zero, then only a contmﬂer whose priority
indicator 1114 is set for that link can seize that link and will do so by marking the



- 63 - Transni ssion Network for the Metrobus Lightwave Network", |EEE

I nt ernati onal Commruni cati ons Conference. June 1987, Paper 30B.I.1.
Anot her data rate (and format) that could be uf Y/ AT\ T re from
t he specification of SONET. a l'i nk |aggL prot Oﬁglﬁlng o i"ml'# B@ﬁ\gu I
Communi cations Research Corp. for 150 5 Moit/sec ynchan Eﬁ’h“_ﬁga | i nk$.

5.2.1 Level 1 Link For ) The N pet wor k uses Ke)
| evel 1ink ffﬁaﬁﬁtb‘b#’ﬂgﬁ%%m of the CERSSEORBRLEHO qonge m R a

si npl e frameywifddw ibk i aihpleeoukdccohebhed sithply copitbehd walue of ahé ready tif 88 -
16 bit words, The f|.r$t gord contains a framng 10 sequence and 4 parity
bits. In addP & #3ERY D% i st word, three other words are over head
wor ds. These over headlnaddison whthehready and evindow bi] aframiebit is circulated in

Cake of Nt BRe< 0515 A4RhF TRk petARaB M, BhlnR bt ShStuk? hrilffitep ald Mentt | "°

makes ustondefirte thecdoust figyl identifging the|linkl &ssbcintedhwith eachyclearandwiidow

aral | o roafioqtestn e HREGingd 02T Rl 1o SRl MY ARTFRC 1T

data rate, asyshmnismohrough the Jogieiand sguay circuit | tbof eatheMINT. | 09ns. Thi's
approach nmakes it pOSPhok&ulf HB! (PpEE optraiofis il? those accéSs dontréBkds' NG
hardware at conventional TTL clock rates. The r riented ature of
the prot dfol VFRSaBUFYIRg i@ spize @Pi%’t‘?‘ﬁﬂé‘a‘oﬁ‘f‘c{] w@vﬁbveﬁﬁ%m& BRtwesn she, ymic
that first successfully seized that output link and the access controller that controls
the window bit have priority and will be served in turn before any other
controllers that subsequently may make a request to seize the specific output link.
As a result, an approximately fair distribution of access by all MINTS to all output
15 links is achieved. _

If this alternative approach to controiling MINT 11 access contwrol t0
the MANSC 22 is used, priority is controlled from the MINT. Each MINT
maintains a-priority and a regular queue for queuning requests, and makes requests
for MANSC services first from the MINT priority queue. '

20 13 CONCLUSION

It is to be understood that the above description is only of one
preferred embodiment of the invention. Numerous other arrangements may be
devised by one skilled in the art without departing from the spirit and scope of the
inventdon. The invention is thus limited only as defined in the accompanying

25 claims.
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20 however. To-keep the conplexity of the hardware reasonable it is

necessary to use the bandwidth of the link in units of 16 bit words.
5.2.2 Level 2 Link Fornat The link is used to nove
"packets", the basic unit of informati©o89- transfer in MAN. To identify
packets the format includes the specification of 25 " SYNC' wor ds and an
"I DLE" word. Wien no packets are bebﬁg tted the "I DLE" word w ||
fill all of the words that make up pri mamy channel bandw dt h (words
not reserved for other pur@GB@sS'Y\t&éR’HBsAB{BBENéAm by a | eadi ng
STARTSYNC and a trailing END SYNC word. This schenme works wel | as |ong

as the words with special neanings are never contained in the data within
30 a packet. Since restricting the data that can be sent in a packet is an

unr easonabl e ¢iction, Eypder apbugat a transfer techni que nust be
used. MAN I|inks errpiié a very m%?ﬁ wor%astuffl ng transparency

technique. Wthin-t packet gn wellesr r ence of a speci al neani ng
Word | iske the STAR{CRYNC wor dacirowl ded by anot her special word the

"DLE" word. This vvord stuffi ngﬁﬂfgns% ency was 35 chosen because of the

simplicity of inpl eABEt ati on 55 Peegales si mpl er, | ower

speed logic than i sARQ]w red fnﬁgomatucsgqje quﬁgspt ocols |li ke HDLC.

-64 - The tec%;l.l e |tsEéf ﬁ S|ml &Fe time proven techni ques
Y Eimoy

used in IBMs Clin 8% word stuffing used to
_ensure transparencyCC Central Control
N 10 CNAK Control Negative Acknowledge

CNet Control Network
CRC Cyclic Redundancy Check or Code
DNet Data Network
DRAM Dynamic Random Access Memory

15 DVMA Direct Virtual Memory Access
EUS End User System
EUSL End User Link (Connects NIM and UIM)
FEP Front End Processor
FIFO " First In First Out

. 20 FNAK Fabric Blocking Negative Acknowledge
IL Internal Link (Connects MINT and MANS)
ILH Internal Link Handler
P Internet Protocol
_ LAN Local Area Network

25 LUWU Long User Work Unit
MAN Exemplary Metropolitan Area Network
MANS MAN Switch '
MANSC MAN/Switch Controller
MINT Memory and Interface Module

30 MMU Memory Management Unit
NAK Negative Acknowledge

NIM " Network Interface Module



"FI LL" words are.inserted if the data rate of the source is slightly less

than the link data rate. 5 The last word in any packet
is a cyclic redundancy check (CRC) word. This word is used to insure
the that any corruption of the data in‘aIQQacket can be detected. The
CRC word is conputed on all of the data in the packet, excl udi ng any

speci al words |ike "BiAZM hat nBpepsod, hwaskmwm%ﬁsn$ta
stream for transpareﬂé&@o ot he reasons The pol that 1s used to
is

conmpute 10 the CRC t he @‘58 H@@?’&rf’d@rw&m e Circuit To
gntsure good tﬂrjanzl EI gc[cdeglsl ti Sﬁiwkl&mllc‘o’i\ﬁ léeceltve[s all of the -

ata is scranbled (e oc fior to ransm ssion. e
scranbl i ng make§%vYLI ess |§§%TNEF¥?3Y oHgit sequences of ones or zeros
will be tgansmitted ®CPthe -  TiansmigicnCohwoldProtdeey may be quite cormmon
in the data actuall y.&gilng 15 .&ra §f” tl&ed The scranbl er and descranbl er
(e.g., block 252, FlI 2) are in the art. The descranbl er
desi gn is self synchU(DP zi ng, V\UserkDamgnm Protocol possible to recover from
occasional bit error t hout hg Eﬁfﬁ"&ﬁr?‘gﬁgrt t he descranbl er.
5.2.3 Low Speed Chan and Fl Not all of the
payl oad words in theUWlUel 1 fotUsertWarlkeUnited for the | evel 2 fornmat
'élhgt ctarlrd es packe]ts L@(ildldtl on?keﬁj%gﬁaﬁrﬁ%&dled on Ehe |hl nk I by
edi cating particul ar S e | ow rate channel s

255, 295 . (FIGs. YMEmoblES) AndEEEeSian@rdl\BlN network control purposes. A

ipacket del i m tiggaRChene siyidd ake W&F used on the prinmary data
channel is used on 25  these | ow rate c annels. The dedi cated words that
make up |ow rate chafhels can ExternglLink (GennegisNEMdtodMINT) nt o i ndi vi dual
bits for very Iow bayxdw dt h cheExiemal LiddeHandlert e fl ow control channel .
The flOVY ontr ol agg& is used on the MAN FUSL (between the EUS and
the N'M**t o provide dwar e | cyPSSRIRE,CORIRUGS)  The f1 ow ~ control
channel (bit) fromthe NNMto the EUS, indicates to the EUS Iink 30 -
transmtter whether or not it is allowed to transmt nore information. The
desi gn '




of the NNMis such that sufficient storage is available to absorb any data

that is tra the EUS transm tter actually stopping
after flow cont ;B“\“E l““émg d. Data transmi ssion can be stopped either
bet ween packets s ntddl e of. ggpacket transmission. If it is

bet ween packets, the next packet will not 35 be&'LS‘SHEET IHAédml\zEntrol S

turned deasserted. If flow control is asserted i

packet, it i@#@éessary to suspend data transm s$ion | RERLADEV o) |, d

- 65 - start senal gdta WiribRRAL hithnd fdrlswighity mcbacmgwﬁqe wor d.
like all ot hers IS escaped..w t he "DLE" c de word when I appears
in the body p.ragr\pggmuts 0 a S?%W Bl€ G0 ‘Another SWitChifg. nAN

switch, as d&s\pmmedmpmsﬁtgctlon 3, is an asynchronous space 5 switch
fabric wi h a very fast setu ntrol l.er. The dat bri,c. of the Cl

dos gn Lo reli abl 5 pPRTR: ehture] odahs S popcin . Toadink ifarom e 6588 | 1
excess of  plulioMof inpuss woadnerhorycandrenipading idataciromssaid imemeryus! eackof st

t hrough the f g gate bandw dth requirenments of the MAN hub
can be easi Isﬁlacﬁétél?ﬂw ?fhgéﬂgmg" &gﬁri c. .This sinple data fabric is not

wi t hout drawbacks hopescessin@eneanse of 10 nechani cal and el ectri cal
constraints in inpl em{!l - Lﬁﬁi Lt o @l l
paths through the swtc épgsa%dqn%ﬁr gsggbnlen%%un?dsoggrﬁ Bec %gfé t he
vari ati oh@ ifrorpasaid plurality nfiinpuets anifunloadssaidampmony jn paraﬂabro spid plesalihan

the bit d\@\u@f the data going through the switch, it is not possible
t-o do synchrono

wherein said processing means comprises means for chaining groups
of data packets addressed to a common output of said another switching network;
and .
15 wherein said processing means comprises means for controlling
unloading of each of said groups of chained data packets in one sequence to one
of said plurality of outputs.

2. Apparatus of claim 1, wherein said another switching network is a
circuit switching means for setting up circuit connections, and wherein said
20 processing means further comprises:
means for requesting a connection in said circuit switching means
from an output of said data distribution means to an output of said circuit
switching means; and
means for controlling transmission of a chained group of data packets
25 from said memory to said output of said data distribution for connection through
said circuit switching means to said output of said circuit switching means.

3. Apparatus of claim 1 wherein said proceksing means further
comprises means for checking on the authorization of transmission of each data

packet 10 a destination specified by said each data packet.

30 4. A high-speed data distribution module for switching data packets
from a plurality of inputs to a plurality of outputs, comprising:

TR



————

swi tching. An | ; path is setup froma particular ILHin a MNT to
an 15 out put 3“"!@"”?%{”&””"’1 there is no guarantee that data
transmtted over tha . "Ml wi || have the sanme rel-at+yre—phase—as—{ he
data transmitted over a previous path .10%hrough f HEIS; SHEET HASOBERN:| t hi s
hi gh- bandwi dth switch it is therefore necessary to VREBRLAGED ckl vy
synchroni ze data conmng out of a switch port to the CIrocK berng used
for the synchronous ?ipg‘ﬁﬂﬁs’f’ BERI BRAWES] The phase Ali gnment and
Scrambl er Crcuit (PAPRirality of first data link hﬂi’ﬂﬂexlsr&at:hffbﬁhcdép&'hgd@%ﬁ@ﬁom
synchroni zati on.of. .dat a,com.ng_fromthe switch and drive the outgoing
link to the®Rf ﬂféﬁ'fil @&"ﬂ% qgﬂggléts’Al i gnment  and Scranbler Circuit (PASC
(bl ock 290, FIG 13)a phimlity ofisecohéisiatanlink hend¥éSdor transmitting tdatmeachabl part
of the Il 4l e} Jdistribute the same master 25 clock to
all of t emgﬂgmgallqa@ug%@gr I&%@%nt ages. By using the sane cl ock

reference in the PASTdata iransmission gingrfonsransmifting dataofrothendsLof saidhfrstan be
sure th ' ' Qndedin d S
bei ng rmvedsg)uﬁ@%%fcgﬁk F&?ﬁ%l\ggr&?%&ﬁ%@%@ee I“m _nat leeféaa?&ﬁ{oﬁ?ég[gpgén arge
FI FOs and edasdromesaid plurplity of memorye maduiesgpianes of saidhsecppdplumlityfefct t hat

the bit ratg.@Qfifd hasiflbR: that conmes into 30 a PASC is exactly the the sane
makes t he synchronilnzatlé%h easi er. The | LH and_t he PASC can

be thougt of as a dR $ERFTHlEAAYOl CARNAsIAGNOSaid pluralipy ofifarst dawdinkbandlerped i n
i ch ¢ e g S Aralityof sbbbra il Shk iahdless fir allocalle Metoror & |10
PASC. The PRSIV i@hémﬁrﬁﬁ? &%M@laﬂgl%f‘?{ ‘R)FtSFPng%Of)W?CH“am and f9fer n, 35
mer ges in t béntrslling nfadnission of sail aedrivedodata tffven saic plakllity of igerfledya f or

transm ssi O dules to ones of said second plurality of data link handlers.

15 S. Apparatus of claim 4 wherein said apparatus is connectable 10 a
circuit switch and wherein said central control is further controlled by a program
to request connections in said circuit switch, and to chain packets, destined for a
common output of said circuit switch, for transmission as one sequence of packets
from one of said second plurality of data link handlers to said circuit switch.

20 6. Apparatus of claim 5 wherein said data packets comprise header
information identifying a source end user and source end user port number, a
group number, and a destination end user wherein said central control comprises:

means for checking that said source end user, said source end user
port and said group number represent a combination authorized to transmit

25 packets;

means for ascertaining that said destination end user and said group
represents a destination authorized to receive packets from said network and to
identify a port for receiving data packets for said destination end user; and

means responsive to a login request for accessing a data base system

30 to verify whether a user transmitting said login request shall be authorized.

7. In a data 'swit;hing means, a method of processing data packets
comprising the steps of:

This Sheet Has Been Reﬁlaced




data path. For thi%s to H nust be tthSn§HEETtH frame
with a reference clock that is slightlyl103- advanced RERLACEDe reflerence
cl ock used by the PASC. The nunber of bit tines- of advance that the
ILH requires is dete m_ned t he m_de may be
incurred in getti ng 8 %vqﬁg?tﬁ§aﬁg§go%e%4£ %rﬁ#mld I%@/ t hat

t he PASC min¢mbry nmydalese of inserting into the data path is dependent on

e o 0SS PIe VARl OF RS by FRprigtbedugh by ot

pat hs t hrough the
of an illustrative eaninading: conafrrently from said plumlityrof roemiory medutest andent er s

a tapped dq}' éd?:@ J&lﬂlof ,];P;,ag,?g&giggé@eﬁmgé%s?ugyt he delay |line are

cl ocked |nto edge sanpling ches a signal that S
180 degrees out of- phase with the reference clock (REFCLK) and is

.desi gnat ed RERCLEN 2 dItaena%ﬂyh&vlﬁg at;gl of $ER! Adagodn&tsceszﬁgﬁﬁa

selection logic 15 unit 1007 whose © IS used to contr ol | ecTor
1013 descr id9&ISWEFIRE means fop swuEhiy jY 318 Packess. fAEE PACkCORPISREr nal

| at ches f ordes@RAin inforniition] ot af least ond inpah a5 atliedst, one. oukPilp a cbatrol
sel ection | o%*,g includes a priority circuit connected to t hese

i nt er nal LOMPRISIE| ecting the highest rank order input which canes a
| ogi cal 10 one ~ The auiptality of &irst puockssatsfor tomedlling tief stohing of ack ofdaidnput .

- The 20 sel ect | o signals: a clear signal and a
si gnal f r ofPEY éﬁ%&k@%&@&gﬁ%ﬁ{%@%%dl atches of the selection |ogic.
Bet ween dat a str eama, pittadity bf second pmecsgml regmivmtcasméldos&tm causi ng
the intern tg ﬁ&g 0'%5?{1’.""1,’ I nput
has been rg%:l%dlr%ggﬁr%gm 38&1 '&Ef;{ﬁ#& 8 _latc gd @ggéb’réé %8{3&‘
response t dot rrachingsa dmgomﬁpec :
15 packet, and for chaining, for each outlet of said network, memory locations in said
memory means of data packets whose destinations are reachable via said each

e oM 5 i

outlet.

9. The control means of claim 8 further comprising means for
requesting connection by a switching network, connected to said outlets, from one
- 20 of said at least one output of said data switching means to one of said outlets.

10. The control means of claim 8, wherein each of said packets further
comprises source information, wherein said second plurality of processors
comprises at least one processor for verifying authority of a source, identified by
said source information of a packet, to ransmit said packet. |

25 11. The control means of claim 10 wherein each of said packets
comprises an identity of a port transmitting said packet, wherein said at least one
processor for verifying authorization of a source further comprises means for
verifying said authorization by checking said port identity.

12. The control means of claim 11 wherein said second Processors
30 comprise means for chaining packets in first-in-first-out order.
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25 transpar'é"nt Iatche w tai ned until the cl ear Si gnal goes back to
the zero state signal is set by ou y whi ch
recogni zes the““ * data stream THIS SHEH HAS #ﬁg out put

of the tapped délay |ine also goes to al®ries of Hata REPLACER ches
1009, ,101 1. The input to the data latches is cl6CTKET by the reference

30 clock. The out qul SAGIontiBf mfkaha fbeh QBASWiRfthe moddR1df ! fRwoRPUL S 1O

sel ect or circuit 1013 which selects the out put of one of these data
| at ches basempsisingie i nput from sel ection |ogic 1007 and connects this

output to the out puf Wi of rsyRbasks 6P Hrinklresdivic dilpaicies 3 gned

data stream as | abeled on FI G After the bits have
been ali gn@MPRey are fed into a shift register (not 35 shown) with tapped
outputs §0 feed theachemery flaga éifp@cémﬁmraﬂlbeaﬁﬁgatoasﬁﬂmmessoﬂso be .
transmtted nchronousloﬁ art at, si xteen bi tfegﬁundari es. The operation
-67 - é‘{bﬁ% PRCKETS. ATS % itry is substantially
the same as that of at;ﬂara.lxty of agqoedd pteéa;orblfoecannamgnmgtmth saxd ﬁr5t
The sel ectlon Io c | Ierrent | |t
sel ection pecgpgpg %%o ‘%ﬁ%‘?@?@%ﬁfﬁ%ﬁgaﬁ‘ﬂt ct )c/)r
cont rol I ed rbgew&l dire p:nkgstandfu'mmmngeotsmdnﬁnst)gmesslors memmymddms&sr y to
have a sing a one of sixteen selection, this
168 W memdry blhdgck

can be rea same princjples. The arrangenent
. descri bed herel n apperamonbdﬁmm%pmﬁsyr for communicating said addresses

allocated by said memory manager to said second processors;
a plurality of source checker processors responsive to said header data
received from said second processors for checking in data of tables of said source
15 checker processort, that a source name comprised in said header data has been
authorized to transmit data over said network;
a plurality of routing processors for determining a destination for each
of said packets;
wherein said memory manager processor is responsive to signals from
20 said plurality of third processors to release memory for distribution by said
memory distributor proccssor

14, The control means of claim 13 further comprising:
a queue manager processor for chaining packets to be transmitted to
each data transmission facility accessible via a circuit switch to said data
25 switching module;
a plurality of third processors for controlling the transmission of data
packets stored in said memory to said circuit switch;
a switch setup control processor, connectable to said circuit switkch,
responsive to signals from said queue manager processor for requesting
30 connections in'said switch; and
a plurality of fourth processors responsive to signals from said source
checker processors for communicating with a data base to receive authorization
data and for distributing such authorization data to said source checker processors
and said router processors; n
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attractive i M‘\g \male there is a common source clock and where the
| engt h ﬂ‘ mis limted. The copmon_source clock is

required since the 40" clock is not derived from {RHIS SHEET W SSB but
is, in fact, used to gate an i ncom QS si gnal APPT OHEpRA
limtation onthelength of the block is requl Licul ar

gating selection i SvJHE AR, Béﬂggcﬁﬂﬁ'iafgrﬁgéﬁ% ffésg nsnwﬁ)t %}E‘{l&lg he

bl ock I ength were too ng, any su ase wan I'ng

woul d caus érosy saidr BHitahiq eause ansf aidiplralityief tb@dcnr@m;ws tg Sransmit data

Wil e in the spidesdindh: embodi ment, the signal is passed through a t apped
delay line and is sanpl ed by the clock and inverse clock, the alternative
arrangenent of passwigreinsaid sekch seup gangEok propessor iy @}P‘Pﬂsﬁ\@ ¥Wneutpyi ng t he

del ayed '%féﬁ%lst&oﬁﬁw& hirdBrySoOikidd prodésionl for rbqu | disctm
appli catsltons 8 ckt% stributi on°20 édﬁﬁgia d E&:non P
operation jsal %‘?’"}C}Hependent on the use of a single mast er reference

clock for all of the ILH and PASC units in the system The mast er

cl ock nmust be distributed acc ratelyadr bly to all, of the units. In

addition to the ba#cut'?"o‘&‘?«“ “?‘H‘a‘l ?%@Fhﬁécaﬁnm%m ed, the frame

start pul se rmuah dperatioa} adrhimarkdon adab::ﬁﬁ%madmmﬁ\pmegbrfrane

start pul seg teed t H Al | of thes unctions are

handl ed by T 'gmgg‘éﬁ‘éﬁé’%‘ ehdly ‘totn %é‘ﬁf%ﬁ g Roimh pracefdns b ieersiie. |

. pair) gl ngaidodasadase;nit . The |nformat|onthat is carried
“on ‘these clock distgj "E*g’h 0, !ﬂgilﬁ rce.
This i nformation can S%Fllt I'n t% ?re rf%sa glneg)c%P%tﬁoﬁ éfydomal n

and t r ansnicombipation-ef aseurce Por; mengmssﬂ#eg'@gsauwbexrnemnsed irsad

attenpt tophkgesr dat® i nformation on all of the clock distribution Iinks
exactly in phase  since the I LH and PASC, are capabl e of_ correcting for

phase differences ndyherein $aid; routing processors checkthap a combination; @ &nce. The

i nf or mat3 oﬂeithﬁnon&nmamdrgﬁ@dnmﬁber compriged in dhidchékder A5ads agthvfided €6 0S
with two exception The occurrence of two ones in a row indi cates an

advanced f \4 and the occurrence of two zeroes 35 in a row i ndicates
a nornmal frane pul se. Each board that term nates one of these

16. In a data switching means, a method of processing received data
packets comprising the steps of:
storing said received data packets;
20 determining a destination for each stored data packet; and
chaining groups of data packets having a common destination.

17. A method of communicating between a plurality of memory
modules each having a memory controller and at least one data link controller
over a synchronous data ring, comprising the steps of:

25 assigning to each pairing, of memory controller and data link
controller, at least one time slot of said synchronous data ring interconnecting said
memory controllers and said at least one data link controller; and

transmitting data between a memory contmller and a data link
controller on the time slot assigned for that pair.

30 18. The method of claim 17 further comprising the step of:
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cl ock distri but i on ks cont ains a clock recovery nodul e. The cl ock
recovery __-- \\ - 68 -
nodul e is the “\\}W edforthellnksth 14
recovery m rovide a very 106abl e bj 1HISI SHEETWHAS BEENJi t i onal
| ogi c extract appropriate frame or advahced fRERMACED om tHe data
itself. Since the cI | ate at
t he correct frequency%@?#ﬁwgwo ra%vs#!t%ng%%rﬁs&egecragﬁ%
times, evemunhberofl wardsytodme transenitted ffom skiregeinr memary istarting wath aaldect t he
cl ock frequaara; The logic that | ooks for the frame or advanced frame
signal can SO ‘be made tolerant of errors since it is known that the frane
pul ses are periodic and extraneous pul ses caused by bit errors can be
I gnor ed. 7 NETWgR F%Wf Meddd £ Whete u?s@d%‘ﬁaﬁgin comprises The
network interface nodu connects one or nore 5 system
| i nks ( E@Slyansmigifng aesnesk wond from sad data link gonwpllesite gaid mmmm
performs c%%igﬁtlon and demul ti pI exing of network transaction units

. e. ackets and SUWJs), as vveII as insuring source identification
|ntegr|ty by affi xing 15 a physical "source port nunber” to each outgoi ng
packet. The latter Z0JnThe @fethod of clai@OID wheieiPa smgwuhmslaets/\mskgned for

trat d i bed t
n:glqﬁe:gd: on serv1 ce e% e Itﬁ %g@'@%ﬁ‘ven spa usg{%é

_unaut hori zeci:maumt Iannrfor/udﬂsh:hﬁngudaasﬁ'oﬁtwd\bu uiemoeja;conaptlasmbne bhe
) " 10 said data link conwollers.

21. Apparatus for communicating between a plurality of input data
link handlers, a plurality of memory modules, and a plurality of output data link
handlers, comprising: '

a synchronous data ring having one time slot for each pairing of an

15 input data link controller and a memory module, said time slot also being used for
communicating between that memory module and an output data link controller,
and a plurality of time slots for sending control signals from each of said plurality
of input data link controllers and said plurality of output data link controllers to

i all memory modules;

20 each of said memory modules comprising a direct memory access unit
for taking data from said synchronous ring for storing in a memory array of an
associated memory module and for reading data from said memory array of said
associated memory module to said synchronous data ring;

wherein each of said plurality of input data link controllers sends a

25 control address to all of said direct memory access units for storing data received
from said each data link controller in said associated memory array at an address
starting with said control address; and

wherein each of said plurality of output data link controllers sends
aniother control word to all of said direct memory access units for reading data

30 from said memory array for delivery by said synchronous data ring to an output
data link controller that sent said other control word.

22. The apparatus of claim 21 further comprising a central control
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boundary of roper, NIMs are owned by the network provider.
20 while UI'V\H!F"%"BHHMH!&HHS) are owned by the users thensel ves.
Thi s section tescritbe vasi ¢ functi%,z of t hgN-ivrr—rere—detail ,
and presents the NI M architecture. “tD-Basic FﬂHSt$*ﬁrﬂ HAS BEEN
The NIM nust performthe follow ng basic functiorfs: 25REBAASEDI nk
i( nt er f zzicizngnez@_srefoﬂmpmyﬁ:gi mmsmp?;ﬁuﬁa;manm&mmd wheéretn Mr?l g
see .2.5). e st ream .(i.e. from t O, cqnsi.sts of . a data
channel an&l)ﬁﬁogﬂ’[‘gg%ﬁ%ﬁﬁméﬁgw R%fi 5&(&@8"59“& fiata Ghng P A %ﬁ% T ACeSHE
upstream datd innknybf sailll dvemopumaduldser s becone ful | . Because the
downstream |l ink is not flow controlled, the flow control channel on the
upstream|link is unused. The 30 Data and Header Check Sequences (DCS, HCS)
are generated by tR3. Uhppamatustfor commuynicatingrdatd bécweend ploralicg dbf gerhtey Ul M
on the J AR e | acing. The XL ( 2.2.6) is
" very si %%ﬁ%%d E{gﬁﬁ %%J[Eé%tgc S cmé&%’ﬁ{é%ﬁ j and generation on both
ends. This is to al Biurdity of memory accessi dantrollerspeach for eodtyollingfonk ofat a t o

be deliver gg:t estination port nunbers 35 in network
transactioﬁglgn@%@ rﬁ%d}url\%;?%ﬁldt he downstream XL are checked by the NI M

with illegal val uesarsyBeATONpEs 412 dingoisterconneqting said at least one data link
. ?igvi nﬂ) Oﬁ°§ﬁgﬂ%@§*9?‘w@w°“®%&9”mm‘k transaction un|. ts
_ each pairing of one of said memory access controllers and one of said
at least one data link controllers being assigned one time slot of a repetitive time
frame for the transmission of data between said one data link contoller and said
one memory access controller.
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EUSLs contend fof and are statistically multiplexed to the outgoing XL.

Those arriving on the XL are routed to the appropriate EUSL by mappi ng
t he destination port nunber to one or nore EUS Iinks. 5 Source port
identification. The port nunber of the sggce UMis prepended to each

network transaction unit going upstream by port nunber generator 403

(FiG 16). This port nunber_w L | he MAN address by the
M NT to prevent unauthori Mﬁ&\@gwﬁM|§gﬁ¢ﬁ#§ udi ng the nost basic
dat a t r ans EEON CENTRATEID TELEQOMMUNICATION S PNCKBT CFRAEEIGr e and

Oper ati on The architecture of the NNMis depicted in FIG
'16. The fol é&iﬂﬁ&l subsections briefly describe the operation of the
Nl M 7.3.1 Upst r galighrapatityometropolitan area network (MANhis described Data

a2 0 Bl o o SR 4 b B gt R o] ¢
converters 4Adigtananittedcvemfibet optic datal ¥isksowof4 buls where thecdatzisswitehedr f ace

i ted, t. NI . it 5 ' i |l el
data path, 408 tub iBelyfs APty Bl dpea Hiucking HOUGls SRt Blinga BnfiSl °\ 0
net wor k tranmans, and eachtconnectad do laedistributedecantrol wemlqmsw!ace 400
arbi trates h{givag@s@m Yk Raed Sfictthi e:&&]ul&’%h%@e ifyudd fedddrinRcREABARES 1N

parall el w rarism ssi on_on t s. .\Wen ,° the cyrrent
t r ansni sK) oconcengatass.cpesformnall ghecking japd rousRg ﬁ%’cﬁ%svd%ﬁgﬁi ’6&46?85? one

of the conpetixiduiiGle isPAr divfsion swhtbE, whexd! difipiits afe bbrfecred. tofthe each
tTransaction, the L port, nunper, inserfed, at the beginning, of each packet
by por t CRRGPBERITE EPYidSs aﬁ%&gc fag-qut PR Y for fﬁa?momBV t he
network 25 tpadenaaiore fromhiehch Widahswitching<inodalecr Distributéd contrel off thierspassri t t er
442" nd dat AVRGRSHIEE: RATBR severa] pRligsforbeRae anyf aistondehol acfit Y B
Qperati of5 performed each secohidf whilk the pipelined and parailsl aperatiomgvithinithe he M NT
on the downgt e Means permits each of the 256 switching modules to process at least '
50,000 transactions per second. The data switching modules chain groups of
incoming packets destined for a common outlet of the space division switch so
that only one connection in that switch is required for transmitting each group of
20 chained packets from a data switching module to a concentrator. MAN provides
security features including a port identification supplied by the data concentrators,
and a check that each packet is from an authorized source user, transmitting on a
port associated with that user, to an authorized destination user that is in the same
group (viral network) as the source user. The data switching modules each use
25 a synchronous data ring for transporting data packets between data link handlers
and a plurality of memory access controllers and their associated memory

modules.
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30 XL 3 are received within XL interface 440 by the XL receiver 446, which
is  connected via serial to parallel converter 448 to the NI Mreceive
bus 430. The receive bus is simlar to, but independent of the transmt
bus. Al so connected to the recei vé/fR2 via a parallel to serial
converter 408 are the EUSL interface transm-tters 410.  The XL receiver
perforns serial to parallel conversion, provides 35 the receive bus clock,
and sources the incoming data onto the bus. Each EUSL | interface decodes

the EUSL port runber associated with the data, and foryer deffithgiHaHHH
- 70 - @@g data to its EUSL if appropriate. Mrer 'F; + A
I nterface nﬁ fforward the data if required, as j4 = p i gme + ?
nmul ti cast operdgtion. Each decoder 409 checks [ RSO Tt
port nunber(s) jare being transmitted to see if t Pl 'gff
destined for the end user of this EUSL interf ;‘iii'“nir*' TRt [
i's forvvardedpé)( transmtter 410 for delivery ~d n:;_m:. . el e T ol
EUSL port ni®bgrs (e.g. violations of the,ﬁ& vy agsabyi o i deliryagh
the data bei ng dropped (i.e. not 'f or war fEBH AT Siedr s eIl
Decode bl ock 409 is used to gate ipfor fpiaRed W ar
EUS link from{fgransmt bus 95 to A he ‘3-':]&- ' and,
transmtter 41¢9. 10 8 | NTERFAC NG'];dl\/AN anwe as hiuh agnn-an-g //A
user interfpgeqnodule (UM consigts of t IBEERH e pe
" J* 7 | =1 s 'ﬂ.ttul :Ff ]
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necessary to connect one or nore end user systens (EUS), |ocal area

net wor ks (LAN), or dedicated point-to-point links to a single MAN end
user systemlink 15 (EUSL) 14. Throug this section, the termEUS w ||
be- used to generically refer to a t hese netmork end user systens.
Clearly, a portion of the UM used to connect a particular type of EUS
to MAN i s dependent on the architecture of that EUS, as well as the
desired performance, flexibility, and cost of the i npl enent ati on. Sone
of the functions provided by a UM however, nust be 20 provided by every
UMin the system It is therefore convenient to view the architecture
of a UMas having tw distinct hal . the network interface, which

provi des the EUS-independent funcgi ty, and the EUS interface, which

i npl ements the renai nder of the Ut ggn tions for the particular type of
EUS bei ng connected. 25 Not all EUSs will require the
performance i nherent in a dedicated external link. The concentration

provided by a NIM (described in 7) is
access to a nunmber of EUSs which have
requi renents al ong w e1 instan
effectively utilizeS{he ful] ™
30 volunme of traffic
several EUSs or L
.internediate link (or

appropriate way to provide
ngent response tine
dwi dt h necessary to
ich do not generate the

same U Mvia sone

. this scenario, the UM
‘acts as a mul tipl exer er aN. EWS (actually LAN or |ink)
interfaces to go with e. This method is well suited
to EUSs which do not d@lo dire I ctions tp their 35 system busses,

and whi ch provide onIy a |inkNcgann on that ip itself limted in
bandwi dt h. End users cn proy*fﬁL&Jmﬁr mul &y Qg Or corjcentration at a
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71 - and MAN can provide further nmultiplexing or concentration at the
NI M This section exam nes the architectures of both the
network interface and EUS interfac%ves of the UM The functions
provi ded by the network interface escri bed, and the architecture
is presented. The heterogeneity of 5 EUSs that may be connected to MAN
does not allow such a generic treatnent of the EUS interfaces. Instead,
the EUS interface design options are explored. and a speci fic exanple
of an EUS is used to illustrate one possible EUS interface desi gn.

8.2 UM - Network Interface 10 The U M network interface

i npl ements the EUS-i ndependent functions of the UM Each network
interface connects one or nore EUS interfaces to a single MAN EUSL.
8.2.1 Basic Functions The U M network interface nust
performthe foll ow ng ' i i ' tQterface to

7 15 (FPS—-Rk—ht ey _
the EUS Link includ an optical ﬂ\'ansml'ntter angd recei v ,,a@ng wth
t he hardware necessary to rforimth ink 3 |ev fun@t' ong P equi red by
the EUSL (e.g. CRC geferatton and checking,tdatafe-{ foritatti tg-&;datc.).
Data buffering. Qutgolng—ketward transpciton-uni s {i Kk pand SUWUs)
20 nust be buffered $o| Chedtihdy nmay pe| Drasi it efl S-—Emf & et wor k
i nk without gaps . ~TTcymyTTg net wor k-transactt on it @.é\ﬂuffered for
pur poses of speed mat clpiedg and | evel ®hr&e (and abgle)®pr ot ocol
_processing. Buf fer mempr'y management . The\pagket s Af dne LUWJ may
“arrive at the receive - | A
™ o~
N = N =
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UMinterleaved with those of another LUWJ. In order to supp een Replaced
concurrent 25 reception of several LUWJ, the network inter "Il I
manage its receive buffer menory i yeeslynan c fashion, al '

i ncom ng packets to be chained together ~ into LUWI as they arrive.
Protocol processijng. Opgalm . Lt 0 packets for
transm ssion i nt\Q the retwor f=—Srm_ I ariy=—TTTC JCRETEYI nust  be
reconbi ned 30 intoN.WWUsNf o deliyern t FO—PPPESS Within the
EUS. 8.2.2 Archi{ef I JUC-ERVES d eaf all of the
functions enunergted | g £ Milad hdq®ion & nust pelperformed in
order to interfacge an a E : wever, sofrgf &rchi t ect ur al
deci si ons nust bg nade rydard n bl Bp per f or ned;
i.e., whether th are in f
- 72 - : T f pt ed ext ¢rnal
to the host. altHofbps | % est | evel
function, that, off i g[]fa' t@ i mplugirent ed
externally sinmplyl b t cﬁs'- ‘é whi ch
is not part of algenel k EUS. e nﬁgap)é'asasa
bidirectional 1/Q po to t e[ oLkl erface.
On the other hand,+=the secgnd ffu !
i mpl enented in exi&ling Ausk] t pe bandwi dt h fequirenments are
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too strngent. On'reception, the network interface nust be able to buffer

i nhcom ng packets or SUWJs back-to-back at the full network data rate
(150 Mo/s). This 10 data rate is such#ppg it is generally inpossible to
deposit incom ng packets directly into EUS menory. Simlar bandw dth
constraints apply to packet and SUMU transm ssion as well, since they
must be conpletely buffered and then transmtted at the full 150 Mdi/s
rate. These constraints nmake it desirable to provi de the necessary
buffer nenory external to the EUS. It should be noted that 15 while FIFO
menory will suffice to provide the necessary speed matching for

transm ssion, the lack of flow control on reception along wth the

i nterl eaving of recei ved packets necessi®dte that | af ger ampunt of
random access nenory be provi ded as-receiN knpry. For NMAN
the size of receive buffer nmenory may rang bytes to 1
Moyte. The particular size depends on the 20 if Bitkency of the host
and on the maxi mum size LUWJ al | owed by the hos E 5 re.

The final two functions involve processing, whi . be
performed by the host processor itself. The thi menor y
managenent, involves the tinely allocation and g€ ocati oQf bl ocks of
receive 25 buffer menory. The | atency requirg

al location operation is stringent, re to the hiNgh data rates
-and the possibility of packets =i , e § can
be alleviated (for reasonable burst'3|zes) al

bl ocks of nmenory. It is possible, tT b agr to
manage the receive packet buffers. 0 or
may not assune the burden of the fourgh f

processi ng. The | oc

determines the level at which host

CPU assunes the burden for packet
protocol processing (the "local"™ 35

)
cww4gurat|ow , then the unit of data

transferred across the EUS interfgfe ig a N
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packet, and the host is responsible for fragnmenting and reconbi ni ng LUNUs.
I f. - 73 - on the
ot her hand, those functions are off-|I oa€ to-anot her processor in the UM
the front end processor (FEP) configurali©n, the unit of data transferred

-across the EUS interface is a LUOWJ . Wile in theory, subject to
I nterl eaving constraints at the EUS interface, the unit of data
transferred may be any amount |ess than or 5 equal to the entire LUWJ, and

the units delivered by the transbitter need not be the sam@4si ze as
t hose accepted by thE Tecgev r a general and MrTORA ] | ution,
useful for a variety]of E , he LWU is to be preferyed, as, thg basic
unit. The FEP cohiiglratk orl giEdodds the nmajority of ghe 't S|ng bur den

from the hosft CPU, &s Iprovi di ng for/a hi ghE US
interface, ther oyt m“ e ldetai | s of pbty a gd- flrom t he
host. Wth the HEP, he @ﬂ 1 nows only Abo l ﬂ’m‘

their transm ssijormafrd t a | ghe o vamp
Al t hough a | owerf cos} |nterfac i 4 possijfe utiflii zing TTETGLal
configuration, tjhe netwerk 4 ce apChitectpye b e
following sectign 15 iq a |FEH configdration pofe charjacteriptic of\that
required by somg of the |high et or mance /EYS t hat jar e} nabesad—tder s of
a MAN networ k. An additijongl reason for Lhgposi ng tthe FEP confi gdrati on

dnitially is thgt it is|betTe arred for igterfacing VRRTO o UAN such
as ETHERNET, in jwhich cdse there is nO\"ho GgrU' to
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provi de buffer rre.rmry managenent and protocol processing. 20 8.2.3 Network

Interface Architecture The architecture of the U M network
interface is depicted in FIG 17. Tre2éol | owi ng subsections briefly
descri be the operation of the U M network interface by presenting
scenarios for the transm ssion and reception of data. An P-type
architecture is enployed, i.e.g W‘M‘T@m and 25
MAN networ k | ayer protocol pro[;essi ng ar xt ernal tojthe host
CPU of the EUS. 8.2.3.{1 Transm ss812nh of Data 129 298
mai n responsibilities of ,ym;cm‘?zrn _c_)g_'mné'n'i"s_igg re ——
fragnent the arbitrary s zed tyafdsnt yser yor k uri t sa&UNSS) i nj o
(if 30 necessary), encappul at ¢ &3:2') Jggrl-ﬂj.yr'l in the elalB) hnd trailer,
and transmt the datwa to ilhe-ngl work eg ransmijssjco o[
fromthe EUS requesty ng trjansm LX/\-L[‘uavc. ses thp E ‘
interface and i s handl ed} by m & m9(>rf @E&é@sﬁ 1 whi ch
al so i npl enents nenory erfemt 1227/ apd pro g? i ng functions.
For each packet, the prog ocbl processqsqgortlo 4 he i nt ef flace
processi ng 450 fornul at alhdagder and ivite I nt o ¢t he transmjt Fl FO
15. Data for that packet]) s| tHen 4 nsTerreaLAcr\asI The EQS-iot rfﬁ@l-..
- 74 - into the tr mt d:PFC 151g thin |in{ hapall er] 46Q.1 \he
packet is conpletely ' SWITCH cwiteH | (16
- from = emetnd s o= e =t PAGC }- -~
_ ! 1SC XPC| 25C XPC e~
Al - - —
(4) | MINT REQ ";gg
. H el [TANSC |
(2ss) (64)
. ! MANSC
T ILs
(4) | MINT REQ
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(64)
f.
jl e y———
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buf f er ed.

transmtter 454,
handl er 460. The link is flow controll ylzgy the NIMto ensure that the NIM
5 packet buffers do not overflow ThIS transm ssion process is repeated fQr

followed by the trailer,

t he Iiﬁk handl er 460 transmts it onto the MAN EUS |ink using
whi ch was conputed by the |ink

each packgt. The tra®gmit FIFO 15 contains pape for two maxinmum | o®h
packets so t hat ‘ transm ssi on may oc @t the maximum rat he
user is notit|ed via =the EUS interface 451 pH e t he transm ssion "
complete. Y[8.2.3.2 e&bptl on of Data 10 "~ I ncom ng data s~
recei ved by Weceiver 458 and | oaded at the 150 B/ s link rate into
el astic buffef 4675 Mddak ported video RAM i g M- zed for the e @
buf fer menoig| 90, N thh data is unloaded #¥¥pmtHe el astic buffer¥nd
| oaded i ntoWhe shijtregi ster 464 of recelvep_'uffer menory 90 via W&
serial access ach packet is then tf} flerred fromthe shif FS _
regi ster into)h-e—' i YD 7-15--—ar-ra-y—4'66"0fgt e-r'ecei-ve.-b'crﬁ'm-rre@g -
under the confrol of pirecei ver DVA seq dr 452. The bl ock Lu
addresses usefl to pgormthese transfers are oui ded by the nef For K
interface progessi ng hngenent 450 of UM 1 VI g the buffer mepory
controller 455, whiclrgptuifers a smal |l nunber ddresses in hardware §0
relieve the sfrict |atjency requirenents vvhich uld otherwi se by inpos¢d by
20 Dback-to-bpck SUWJs|. Bl ock 450 is corrposed o bl ocks 530, 540, 542, }550,
. 552, 554, | 556.@358, p60, and 562 of FI ecause the netvvo{},k
“interface pro*ess&q’_ has direct access t-o the buffer nenory vieajts
random access| port Neaders are not- stri‘pipled,.\cff; rat her they a?'e’ﬁ,\
placed i biffer rna:!rw al ong with the dat aj _1T#e recei ve queue ..JG
manager 558 w{thin z@d’n andl es the headers anpS Rilth i nput from 25 tgea
menory %a 550, |ke€p$ track of the varioup and LUWJs as thg
arive. UB is nol{'ﬁiad of the arrival of dm§ by the network int ewféce
pr ocessi E angerrertﬁ D via the EUS interfabt® €lhe details of how dﬁtg IS
del ivereddt 0 {he EU‘;Q&_ a function of the parg{&l ar EUS interface p@livdg
enpl oyed, andjare d4sgri bed, for exanple, in pectijon 8.3. 3. 2.
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30 8.3 U-M- EUS Interfaces 8. 3.1 Phil osophy Thi s
section describes the "half' of the network interface that is EUS
dependent The basic function of the EU§/'2Eterface is the delivery of data
bet ween the EUS nenory and the U Mnetwork interface, in both directions.
35 Each particular EUS interface wll define the protocol to effect
delivery, the_ format of data and control nessages, and the physical
path for contfol and data. -

- 75 - Epch side of the has to § npl enent a flow control
nmechani smto protect It ge 'ngwc n. The EUS nust bg, able to
control its ojn mem)ryagd thg ofgdataytnto it faomthe nex y

and the netwofk has to b | et 07 ot Edicd 4 ,

basic functiopal level isii -chssi\E
interfaces. EUS interfaces Wil

and system software differje§ces. THdsMeéds d
t he network, ¢oupled wth jt1g-d iDi
i nterface desfign decisions gl i ng
wll be nyner ous i nterff [

This set of choices neans [t&al

sinple designg with few c ongnt s |tid & enpl €
sophi sti cat ed bufferi and mer]
_functions in the interface
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can range fromsinple EUS interfaces to handling network | evel 3 protocols
and even higher |evel protocols for distributed applications. Software

in the EUS can 15 al so range frontstra
that fit underneath exi sting netmor

sof t war e,

rward data transm ssion schenes
to nore extensive new

EUS software that woul d allow very flexible uses of the network or

al I ow the highest performancep that the
i nterfaces nust be tallored<to the 'spe¢ific exigt i ng

sof tware systens, but there'g

i nterface faaLULgs
network app|ications runningli

Options e g ageof f
and EUS progessi ng [ s\on(a,_ exanpl
acconplish fhe sane basic R5uifdncti

buffering. W specialized EUS
system bus goul d recei ve ngt
network |inks. However, usha
packet ness
into EUS ne

iy. Normal |y =
the 30 net k, do not knpw-(o
packet ssage. In thaf case
buffer multjple packet p g?a
natural sized transmn ssion

Each one of| these three rekefle
each would fequire a signifiEhn

S as they cojreof1
EU§§

data into the EUS nenory.
networ k packet nmessages and ha

of fer. These
US hardware and

he 20 cost of

liver to the

ast huffer
elivgred

I viljng from
thg i nterna

hce, might Have to

althat |is the
ecqdi ve EUSs.
s {pdssilbl e and
to{transfer
tq process
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- 76 - géégR fcormance to devote to that task then the EUS
dependent por he network interface would be sinple. However,
often it wll of fy9&g t hat processing into the EUS
i nterface and US per f or mance. Different

transmt buffering approaches also illustrate the tradeoff 5 between FEP
and EUS pg) essi ng. For a speclall zem'm fcatton, an EUS WtIh nir gh
per f or mance| pfoTESSOT and’ ssages directly

into the n I ~Bat - nrert ction sizes that
ver e ch 1Kt ge gthat Hed i pht take too nudh
of the EUS ! Bt sTess] gg de ts own. An FEP!
coul d of fl oad| t haf <0 V\g gft net&) k| pr ot ocol
formatting. is Waild p n wi shes to be

i ndependent| of Lltheld nt ef pa JTE rlwhere it has a

di verse setf{ o et wor k amp ' ] I n

transmi ssion pte! & [ divar e architecture
of the EUS,| apd |t he |evgl (o ¢ ,Qtheye is the choi cg
bet ween progr 14 O Bhnd n EUS nenory and tthe
network intlerface. In the proqramred I/ O approach pr obably both
control and data W ] nove over the same physical path. In the DVA
approach there will be sone kind of shared nenory interface to nove
control inflormation in an EUS interfacing protocol, and a DVA 20 control [er
in the EUS jnterface to nove data between buffer nenory and EUS mem)ljy

over the EUS system bus w thout using EUS processor cycles.
There are sleveral alternatives that exist for the |ocation_of EUS

11

FIG.

buffering flor} network datajTHe data coul dj b¢ buffered on al front end
processor hl
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network coentrollér circuit board with its own private nenory. This “rrer'r'tir'y

can 25 be connected to the EUS by busses using DVA trangf ket fiks orted
menory accessed via a bus or dual pgpbed nenory |oca i de
of a bus using private busses. The application now ﬂg E

nd

data. Various techniques are avai |l abl e_ sone invol ve
user work space directly to the address S_@pace used by the U Mto store
the data. Other techniques require the ope&ati ng 30 systemto further

buffer the data and recopy into the user's | vat e address space.

Options exist in witing the driver |evel ware in the EUS that is
responsi ble for noving control and data i ATormati on over the interface. The
driver could also inplenent the EUS i nfefface protocol processing as
wel | as just noving bits over the inteffdce. For the driver to. stil

run efficientl he protocol 35 __prac ' ' he—didives—ii ght not be very
fl exible. For e flexibility based on articular agplication, the
EUS i nterface pwptocol processing coul g pe novegd up

- 77 - to @ higher level. C oser N\J t pplication, |nore
intelligence coul&lbe @gpplied to the p&erff ace decisigns, at the
expense of nore E ﬁ essing tinme. The Eg% d i ngl enent vari ous

i nterface prot ocol&i %@ aches for deli ve'yopE and fromthe
network: priorit t-H preenption, etc{ NeBwork appficatijons that did 5
-not require such exi®Bility could use a | rect fnterflface to the

driver and the net wor k.
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So, there are a variety of choices to be nade at different levels in the

systemin both the hardware and the software. 8.3.3 I nplenentation
Exanpl e: SUN Workstation Interface 10 13/ To illustrate the EUS
dependent portion of the interface we desCTi be one specific interface.
The interface is to the Sun-3 VME bus baged workstations manuf act ur ed
by Sun Mcrosystems, Inc. This is an exaflpfe of a single EUS connect ed
to a single network interface. e EUS also aljl ows connection directly

to its systembus. The U M har re$ 5enveBi dned as a single circuit board
that 15 plugs into the VME bus \SystQa%L&" : First, there
follows a description of the Surf I1/0 hi& bctiure, and then a
description of the choices nade!lin de'steggtnyg tlhe interface hardware, the
interface protocol, and the condect i o—newland exi sting network

appl i cations software. 20 firkstation I/O Architecture
The Sun-3's 1/0O architecture, bg hus structure and its
menory nmanagenent unit (MW), proVideg p@ oach called direct virtual
menory access (DVMA). FIG 17 shows tHe DVMA al | ows devi ces
on the systembus to do DVA dirgctly tlo ssor nmenory, and al so 25
all ow main bus nmasters to do digr € ’ : bus sl aves w t hout going
t hrough processor nenory. It is caﬁ d.hi al 8 because the addresses that
a devi ce on the system bus {uses me'wi th the kernel are
svirtual addresses simlar §o thoke uld use. The DVMA
approach nmakes sure t hat alfl Iq by devices on the bus are

@ rtual addresses generated

processed by the MMJ. just as if 3; Z 1%
responds to the | owest

by the CPU. The slave decoder 512 Hg%il_

megabyte of VME bus address spage D U000 -> OxOOOF ffff in the
32 bit VME address space) and ps{ &hrge freg te into the nost
significant ng e -e¥—4 he sysfen vift‘dal dr ess space (Oxff0O 0000
-> Oxfff fEffNin bi t virqual_agidress space). (OX neans that the
subsequent n< o I}
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- ; 4
35 characters are hexadeci mal characters.) Wen the driver needs to send

the buffer address to the device, it nust strip off the high 8 bits
fromthe 28 bit address. so 4/25
- 78 - th address that the Jevice puts on the bus will be in

bits) of the VME address space.
égoo drives a geory managenent unit 502, which is
s 504 and onzheard menory 506 that includes a 5
devi ces 510. QGther on

t he | ow negabyt
In FIG 18, the
connected to a
buf fer 508. Th

éuch ak an ETHERNET acce§

FIG.

board bus masters, s chip can al so access
menory 508 '
menory buf f ex
nmenory ar
physi cal nmenof
page of user
in such a wayl t Hat
space of the driver us¢s a
routine call efl rsed op—to % whps to support this
di rect user spacé;%ylﬂ. 5 WHEE_F55F3 ch
As mentioned pbqu8 <2 hgridiar g pasticu| qr
interface. W}h thﬁgg‘gﬁ\i Nt er f ace, zspp%ach was| qlesi gned,
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interface with FEP capabilities,

mat chi ng t he

system bus,
vari ous new and existing 20

19 shows an overvi ew of t he

an interface with high performance

i nterface

to the Sun-3.

and an EUS software flexibility to allow
network apglbgations to use the network. FIG

The

Sun-3's are systgmr-with patentially many sinultapeous processes
running i n suppo E\‘ t he wi ndo stem and nul tNp{ e users. The DMVA and
FEP appr oachsyerje’ choseh"t fl oad the Sun Pr cessor while the
network transfers, 5 ' ace. Thg YhN! hardwapg is efyiisi oned a
singl e circuitUiaatd |t hat pi bk into tille _.b_qs”s§temb Wth }
chance to conn t,qagge'c‘tiy-to-t Sys s it isuaesi rajge to atg t
t he hi ghest geHior ce interfa possi bl Q'_: Sun' s |BNMA prg¥ildes a ns
to nove dat ?glg STy TO and{Lrjom pr @egso nenory. Th#e 1S a
controller Qahg UM (FIG to no atg from30 t UMto EUS
menory and & {f MR [EUS nEhd ¢ t he IVI'ov r the bus and there w |
be a shared aeffry|©rjterface.to|®ve contenyl [ifformatfon in the host
I nterfaci nghg gm;&. Tte—fromtEnd procesgo Iflgl?). ag nfoach nmeans that the
data fromt @v 4 J.S presented to t he UL hi gWar | evel . Level 3
pr ot ocol pﬁ ce$dijng has bee15‘per.forme&’a1 packet; ave been |inked
together into gg_ , tne USel sy hatural sized Y 9 transm ssi on. Wth
the potential vagp of ne Squ appl i catlonsr\ hat coykd--be-ﬁmm-ﬁg
‘the Sun the FEPab- ach neaps. | 2 | ,
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that EUS software does not have to be tightly coupled to the internal
net wor k packet format. The Sun-3 DVMA architecture will’

limt the EUS transaction sizes to xi mum of one nmegaR%h&:ud fBeéﬁqgl
buffers are not | ocked in, then ker nellgégg : !m Fiod

uffers would be u
I nternedi ate step between the device and the user. W th ,
be made directly to user space, us@the fnbsetLp approach, the user’

performance penalty for the copy operation. |If transfers are
space will be [ocked into menory,, ngt_avai Labl e flor swappi ng, during the

whol e transfer process. This - tTadeof—t ties up the resources in
the machine, but it 10 myseore [errrcient 11t avqgi ds a copy operation
fromsome other buffer in t&e kelr ne ©r ‘ The Sun system
has exi sting network applicati ons|runn % onv| ETHERNET, for exanple,
their Network File System ( NHSM "oatu'(these"\ @ exi stfi ng appl i cani ons on
MAN but still | eave open the p%ssi bEl y fior ng¢ \/\615 appl i cati ons Ihat

coul d use the expanded capabi I&.i(éS’%f I\/AN we | n€eded fil exi bl e EUS
software and a flexible intenfldce{protpcol; to e abf e o sinultaneausly
handl e a variety of netwcr§ I gns. FI Genl9 is a
functional overview of the of iint er.f: anong theNIM UM
and EUS. The specific EUS shqud 'QI usEr aprye 20 exanple {g a Sun-3
wor kst ation, but the principl the[ end Jusef systens havi ng
-greater or |esser gophisticati ' Yt de di rection fromthe

"M NT via the Mand UM in FIG 4, data that is:
recei ved from®M NT 11 over 0 one of a plurality

of UM 13 o¥er W links 14 and is}stored in redeive buffer menory 90 of
such a UM om which 25 data is tfansm tted infa pipelined fashion over
an EUS bus 9&- havi'i_'ég a DMVA I nt eff ace tm the 3ppropriate EUS. The

_control stru%uregor acconpl i shingjthis of data is shown in

FIG 19, whi
MNT to Nle

-

- ]

nk handl er 520, i chjtransnmits its output

95 ~
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under the control "of router 522 to one of a plurality of NIM t0 UM Hink
handl ers 30 (N U LH 524. M NI/ N M I i nk handl er (M N LH) 5 sg orts a

variant on the Met r obus physi cal ;/2 rotocol. The NI laceqd
handl er 524 al so supports the I\/btro Shysi cal layer pr
i npl ement ation, but other = protocols coul d be supported as i

possi bl e t hat d| fferent protocols coul (tm coexi st on the sane NIM The

output of the NU LH 524 is sent over ﬁ 14 35 to a UM 13, where it is
buffered in receive buffer _nemry 90 hy M LML pk . handl er 552. The

buffer address is supplled‘ by nmenory manager 550, which,
- 80 - ‘manages free ahd allocated packet buffer |i
t he packet reception «—"Y
verifies the checksyrp-ewes
information to rece@ve N3
t he buffer address Kg
information on a recqi?\
packets is then trang

ts. The status of
h conputes and

e status

he status with

- header—an—dat-ar—and 0

handl er 556, which p

rom nenory nanager 5509 gueues the

dd Patket list. Information wjog fecei ved

0 receive queue nanageﬁ*55§, which assenbl es
wh

packet informatidn ilnf'd gueues per LUWJ and SUWJ,| #hd ch al so keeps
a queue of LUWUs jand MUs about whi c& the EUS hds_pnal ygt been
notified. Receive gueue manager 55 polled for i formatl on about
LUWs and SUUs by tHe 10 EUSV|athe§ UMIink hanfdler [E/U LH) 540,
and responds with notuﬁl DN mess via Ul I\&Fu Li nk| hand! er (UE

LH) 562. Messages whi \
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EUS of the receptron of a SUAWJ al so contain the data for the SUAJ, thus
conpleting the reception process. In the case of a LUWJ, however, the EUS
allocates its nenory for reception, qaﬁésues a receive request via E/U LH
540 to 15 receive request handl er 560 ch formul ates a receive workli st
and sends it to resource manager 554, which controls the hardware and
effects the data transfer over EUS bus 92 (FIG 4) via a DVA
arrangenent. Note that the receive request fromthe EUS need not be for
the entire anount of data in the LUAJ, indeed, all of the data may not
have even arrived at the U M when the EUS nakes its first 20 receive
request. When subsequent data-for this LUAW arrives, the EUS w |l again
be notified and will have an opportunity to nake additional receive
requests. Inm this fashion, the reception of the data is pipelined as
much as possible in order to reduce | atency. Follow ng data transfer,
recei ve request handl er 560 inforns the EUS via UE LH 562, and
directs nmenory manager 550 to de-allocate the 25 nenory for t hat portion
of the LUW that was delivergd, thugp —treetyq avai | abl e for
new i ncom ng dat a. everse direction] ie., fromEUS
26 to MNT 11, the operation jol | ows: driver 570 of
EUS 26 sends a transmt requdst to juest hantll er 542 via UE

LH 562. In the case of a SUM, the 30! gyest itself contains the
data to be transmtted, an ransm t handl er 54P sends this
data in a transmt worklistfgo resour nanag- >4, which conputes the
packet header and wites b header &nd data info buffer 1p (FIG 4),
fromwhich it is transmtt to NNM 2 by UMN MI1nk handl er 546 when

authorized to do so via the #l ow control protocoj in force on link 14. The
35 packet is received at NI 2 by UMN M 1inkfjhandl er 530 and stored in
buffer 94. Arbiter 532 then gelects anong a plurplity of buffers 94 in NIM
2to :
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- 81 - sel ect the next packet or SUIMU to be transnmitted under the

control of NIMMI\FI' | ink handler 534 on MNT link 3 to MNT 11. In the
case of a WWJ, transmt request hpggdber 542 deconposes the request

into packef% and sends a transmt wor kl'i st to resource manager 554, _
whi ch, for-le-adﬂ--parck-et—'—f-maaﬂ-l-a-t-es-t-he*eader rrtes—tire—reader— Ho—

buffer 15,
data over EUS%
packet whgn au

descri bed f
542 is notlifiedj
or LUW ig gﬁnpl
and may rqgla '
19 al so shows Iy

fdct the tranpsfep—ot—tlo———-packet
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interface wth drirver 570 as indicated by the null block 584 between the
user and the driver. 25 8.3.3.3 EUS Interface Functions

The main functional parts of the transght,sBUS interface are a control
interface with the EUS, and a DVA interTaCe to transfer data between the

EUS and the U Mover the systembus. Wen transmtting into the
‘network, control “information is received that describes a LUNM or SUWIs
to be transmtted and 30 information about the EUS buffers where the data
resi des. The control information fromthe EUS includes destination MAN
address, destination group (virtual network), LUW |l ength, and type
fields for type of service and higher | evel protocol type. The DVA
interface noves the user data over fromthe EUS buffers into the UM
The network interface portion NSBresponsible for foru@Bting 35 the LUWs
and SWWUs into packﬂmmml’raﬁm pépéq.t on |t ink to t he
networ k. The control HEABERacel ¢ L EPR rigti for flow
control . - 82 -
mul tiple outstanding requests, priority, and preenption. TheqUMis in
control of the amount of data thaied fromtHhe &HUS menory and
sends into the net wgr k. hﬁﬁﬁ he recdi ve Side, the EUS
polls for information alhout packets tha Q}i ve been receiyed and the
control interface responds vmta{h lU\AI!lin? rm%ann etd
MAN 624~ PROTOCOL GRPID ~E616
' —= ~610
HEADER GROUP 518
622~ PKT LENGTH SERVICE p~623
HOR CHECK SEQ ~ 626
Uwu 1D ~532
EUS TO EUS UWU LENGTH 634 630
HEADER :
636~ PACKET PROTOCOL ~638
INITIAL BYTE NO. ~ 638
( -
642~ DSTPORT . SRCPORT [~644
INTERNAL
EUS DATA | DATA | DATA | DATA ~640
AND DATA
DATA | DATA | DATA | DATA
~ . ’
DATA CHECK SEQ - 646
FIG. 20
Tl



fromthe packetsiheader and current information about how nuch of the EUS
transaction has arrived. Over the control interface, the EUS requests to

recei ve data fromthese nessages,‘ﬁgggéhe DMA interface will send the
data from nenory on the UMinto t S menory buffers. The poll and
response nechanismin 10 the interface protocol.on the receive side allows
a lot of EUS flexibility for rece|V|ng data fronitht‘netmork. The EUS
can receive either parftat—or—ent+re tr-asacttons—trat—keaveqcone from
the source EUS. It al o provides the flow control nmechani sm|{for the EUS
on receive. The EUS igq in control of what it receives, whenfit receives
it, and in what order.} 15 8.3.3.4 SUN Software This section describes

how a typical end user| system a SUN 3 wor kst at on, i nnectable to

MAN. O her end user systens woul d use different ftwarg. The interface
to MAN is rel atively strarghtforward—ano—effpremt 1 of
systens which have-been studied. 20 8.3.3. 4.1 Exi Sof t war e
The Sun UNI X[ err]. operatlng systen1|s deri ron NI X
system fromt T Ret SD it
contains as art -of the kernel, an inplengnt atji Anet
protocols: intern protocol (IP) trans ssi dnd cont)r tocol (TCP)
for connection-ori emted—servrce—on t+op o251+ gram
protocol (UDP) for connectionless sefvice on fop gf . rent Sun
systens use |IP as an internet sublayer in thelt Q_haJ; df | t¥8e het work
1-ayer. The bottom half of the network layer i fje vgpfﬁ tpecific sublayer.
It currently consists of driver lLevel soffwarg [hat Ji pterflaces to a
speci fic network har dwar e connection, nangely gn| ETHERNET cpontroller,
where the link layer 30 MAC protocol is inplemegjefl. BIHERNEH] is the
network currently used to connecf Sun workst&{i pns®iTp cafnect Sun
workstations with a MAN network, it ° is neces&dry tgff |t o the
framework of this existing netmorklng sof t warje. Tie spftwagre for the
MAN network interface in the Sun wilk be driver |¢vel sdffware
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The MAN network is naturally a connectionless or datagramtype of 35

net wor K.

provi ded

application

LUW data with contro
crossing the interface into the netwo

ot

[aVat RTY -V
re

Sun al ready has a
driver will provide a basi
mul tiple upper |ayers. Thi
not just for existing appl
that will use MAN s power
an address transl ation ser

different i I nmp

address trghslation tablleq,

address to& well known jaqdress transl ation server. TH or f espondi ng
MAN addre ' rjed. Wth a set of such 15 addr trpnsiEati on |
.services, MAN can then acf§ as the underlying network for ;2 mahy f: ™~
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envi ronnent . 8.3.3.4.2 Device Driver On the top side,
the driver nultiplexes several different queues of 20 LUWJ fromthe

hi gher protocols and applications for tygaa ssion and ¢ i shect Has Been Replaced
received LUWJs in several different queues tor the higher |l ﬂﬂ" ’r
hardware side, the driver sets up DVA transfers to and fr

buffers. The driver nust comrunicate with the systemto nmap user
buffers into menory ~ that can b€ accessed by the DVA controller over the
mai n system bus. 25 K On transmt, the driver nust do address
transl ation on the oyBgoi ng LUWUs for those protocol |layers that are
not using MAN adgresses, i.e., the ARPAnet protocols. The NMAN
destination addrﬁss Lnatiqn group s l.nc] uded in MAN dat agram
control informat'gon that is sent whﬁrﬁ-ja LULMU is to be transmtted.

Q her transmt
I ndi cating type of

[0l inforrration#(g/i | be LUWJ | engl=hs
‘dervice and hig | evel protocol} along W dat a

| ocati on for DMATTREJUrVfUSEY L rTor mati on to for acket
headers and to noye t ﬁ nory. , On
receive, the driver WI|I mentf a ppl |/} esppssg etQgotwith t he
U M noti fyi ng_the EUS| of i E resg®@s¢ wjl! cqgntain 35
control inbgrmat i joa—that I t h,] amountg of
dat a Ehat hds arfivefl upjto tlhis poinf, the type fi feating'y
hi gher protgcol llayerF, i Q-
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-

and sone agreed on anount of the data fromthe nessage. (For snal
nmessages, t he whol e user nessage could arrive in this poll response.)
- The driver itself has t he fleximlé&XZQased on the type field to
deci de how to receive this nessage and whi ch higher |evel entity to
pass it on up to. It may be, that based on a certain 5 type field, it may

just deliver the announcenent, and pass the reception decision on up
to a higher |ayer,, Wiich ever approach is used, eventually a control

request for Fhe delivery of the data fromthe UMto the EUS nenory is
made, which £esults in a DVA operation by the UM EUS buffers to
recei ve the data Way _preallocated for the protocol types where the

driver handl es the> ede nina 10 fixed fashion, or the driver nay have
to get buffer i nf & rom a higher |ayer in the case where it has
j ust passed the annpugcgneht on up. This is the type of flexibility we
need in the dr®fer 1o han th existing and new applications in t he
Sun. envi ronnerm. Raw MAN | nterface Software 15

Later, as applT¢ationsZare wiften that wish to directly use the
capabllltles of 1the MARInetwork, the address translation function will not
be necessat The MAN dathgram control information will be specified
directly by pegi al network | ayer software. 9 MAN Protocol s
20 9.1 Overvie The MAN protocol provides for the delivery
of user data fr n1s$urce M Macross the network to destination UM

The protocol is TeTt asymetric for receive and send,
i npl enents error defection wi t hout correction, and di scards | ayer
purity for high perjornmances >cenario The
EUS sends dat agram fransacti ons called LUWUs {nto -the net jork The data
that comes fromthe} EUS resi des in EUS nenpryt—r~A—eert--o
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message fromthe EUS specifies to the U Mthe data | ength, the destination
address for this LUA, the destination group and a type field which could
contain 30 information |ike the user pra | and the network class of
service required. Toget her, the dat@ and the control information form
t he LUAJ. Dependi ng on he type of EUS interface, this data and control
can be passed to the U Mg Ogdifferent ways, but it &S |likely that the
data is passed in a DVA tTagXter. ' Theé\ﬂl\/lwil Qransmt
this LU into the network—fo~rmeduce 35 potential detayy | arger~ LUWIS are
not sent into the network asf one conti guous stream$ The UM breaks up
the LUOWU into fragnents cal lfed packets that can be
- 85 - up ain eximumsize,  An UNJ small he maxi mum
si ze is-called?i ' be contained in a singl e packd¢t. Several
EUSs are conce -&@nsnitt d{over the

P 1
9 omfone U WM can be
L& @ NT (t L) with
packets from ot hér EUSs. )ecaﬁé égc EUY has to wait
for the conpletibn of a | or FUSESB4ring the link to
p & |t hat| cént ai ns
50 |t edch packet can

the M NT. The U M genera
information fromthe ori
pass through the}network naf ¥-o UM arfjd be 10
teconbi ned into {he sane ¢] wor 4 by the
source
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noreAcLehMeng SHEETS  §SG '
EUS. The p g«%‘?ﬁﬂ@’&’&ér‘ R38A4 ai- tspaged T.nfor mati on for the network Iayerq600qeg”C
protocol | & iHRERE vaNpaged yiotdpaged . ,Before the NIMsends tMN&S
packet to Wﬁmg@h 't page. ta pagadﬁbﬁ i1 Nl M M NT header to the packet
message. Thél Kdattest canpagedis.. tohgags@i0sce port 15 number identifying the
physi cal gort on the NIMwhere a partifular EUSSUMis connected. This
header is |us@ATE O REMEETt O4jes7|icd thdt the source EUS is | ocated at
the port where ne T35 authorrzed—+6-be~ This type of additio L 1L RO LIS 1 Ly
especially irmgr_tant for a data network that serves one ey dir;%:éca
net wor ks, tgd ensure privacy for such virtual net f# i it
t he packet headdqr to 20 deternmine the route for th aspapde o Aa .ﬁ’ uira]
other potential [services. The M NT does not JEr e ST BB R
packet header. \When the ILH in the MNT pa iR T
the switch to hd sent out on the XL to the  ZquBsH =z gk, Jlapardad S
different poff“nunber in the NIM M NT headey’ T pagmiial il Tadiyo gl idads
physical port of the NIMwhere the destingfi H 1 T OR B R
destination Nl Mjuses this port nunbera:/c/ro g:d: oIk fh i ?to
t he proper EUSL The vafiou oy gacs 3 s
identified by dgliniters according , to 3 Fuaie vaaial mtersg”
occur betweepgtfe NIM M NT header 800 and [rrthEd ; > and
bet ween the MAN|header and the rgét of tholimy T et ‘ @
MAN heade[/ rest fof packet borqgf' I's reqyfr RS
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- 86 - transaction size, prioritization. and preenption. 2 9.3 MAIN
Prot 0col Description. '9.3.1 Link Layer Functions - The
link functions are described in Section 5. The functions of 5 nessage

begi nni ng and end denmarcati on, data transparency, and nessage check

sequences on the EUSL and XL links are discussed there. A
check sequence for the whole packet nesgage is perforned at the i nk

| evel, but instead of corrective action being taken there, an indication of
t he error is passed on up to the network layer for handling there. A
nmessage check 10 sequence error results only in increnmenting an error
count for adm nistrative pur poses, but the nessage transm ssion
continues. A separate header checlg Ssequence is calculated in hardware
in the UM A header check sequené® r detected by the M NT control
results in the nessage being thro y and an error count being
incremented for adm nistrative purp . At the destination 15 U Ma
header check sequence error also resulffs jn the nmessage being thrown

away. The data check sequence result .c@n.fpe conveyed to the EUS as part of
t he LUWJ arri val @net++-§ad | ,EUS can det erm ne whet her of not

to receive ‘the nﬁ@sa e. Thaééz Ez atioh f Nayer purity have been nade
to sinplify the proc&si ng gtusxt | &nkl | Aygr \to i ncrease speed and
o >
f co

overal |l network perforjmaice] 2 L er "standard" |ink |ayer
functions like error qorrectionxgdfl fil o ntfrol are not perforned in
the conventional mann¢io—mjerd &refn
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acknow edgenent nessages returned at the link |level for error correction
(retransm ssion requests) or for flow control. Flow control is signaled
using - special bits in the fram ng pattern. The conplexity of X 25-1ike
protocols at the 25 link level can be tolerated for |ow speed |inks where
t he processing overhead w || not reduce performance and does increase
the reliability of links that have high 3 error rates. However, it is
felt that an acceptable |evel of error-free throughput wi |l be achieved
by the low bit error rates in the fiber optic links in this network

(Bit Error Rate less than 10 errors per trillion bits.) Al so, because of
the I arge 30 anbunts of buffer nmenory in the MNT and the U M necessary to
handl e dat a fromthe high-speed links, it was felt that flow control
nmessages woul d not beg —reeessejy org - k Layer
-87 - 9.3.2.1 FUQ i on N wine Bage ni | eaves
t he source U M and travel s. %I th to the d@;tinaﬁi is the
packet. The packet is npt alfered|once |t |eHves fhe W OUJD'M 5

The information in the M nessafe-header Wil . "
following functions to| be2pers ¢rfred: D—traqmewtaﬂ-oz@\f H¥Us at the

source UM ( { ( ~/
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- reconbi nation of LUIMUs at the destination UM I routing to the

proper NIMat the MNT, 10 - routing to the proper UMEUS port at the
destination NIM - - MNT transmi ssion of variable |ength nessages
(e.g., SUW, packet, n packets), - destination U M congestion
control and arrival announcenent, - deffection and handl i ng of message
header errors, 15 - =Y IET S Y- ATV AV 2y = er nal net wor k
nessages, - EUS4aut hepti catfrom T, RVZ2) . DLKlservices only
to authorized users. ! P

i

_ NO, B2 2 Foiwn ~ FI G shows the
UMto MNT Message farmay. ZThed BAN = r Gio%sists bi | t he
| €
n

Desti nati on Address 612, tjhe AR , 1t 20 groppf (+irtual
network) identifier 616, groyp 5, pe of servicef bRo, t he
Packet Length (the header plu _ 292, a type of]|Bprvice

i'ndi cator 623, a protdcol identNfiyr ¢62 fo-“ e L PySTens fior

I denti fying the con @ EUs e -y r |Check
Sequence 626. “The h rl i i , | se i t o8 ds| gy} 224
bits long. The MAN 25 | hda@ci—is {f O hefgri@r 6381t o
process nessage . frjag tlat i ?hl he Ei LUV i<de ther
632, a LUW |l ength- i at or , _Ahe t uobhel” 636, |t he
protocol identifier 638mfor | denthi f I ng Con ents“bf fthe interpgal
EUS protocol which is EE hea tf 640, and tRe nunmber 639
of the initial byte of} 8ata gf|jth s |pack £ hih the 30 totd4l LUW of

i nformation. Finally, luser[ €3t D friecetled for dppropri ate
user protocols by the ji dedtgt 2 e sd i 34T op port 642 anfd source

port 644. The fields afe% i® Sio) Q i s{the nost efflicient Iength
(integers) for prejsent C ssors——Error—checking is

H_

performed on the header ﬁi«nc bl of ®; this is the Header Check
Seguence. At the link |eve erddr 3 ' done over the whole
nmessage; this is the I\/Essago? Check guence 634
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The NIMM NT header 600 (expl ained below) is also showm in the figure for

- 88 - conpl et eness. ' The destination address, group
identification. type of service, and the source address are placed as
the first five fields in the nessage for efficiency in M NT processi ng.

The destination and group identification are used for routing, 5 the size
for menory managenent, the type fieldssfor special processing, and the

source is used for service authentication. 9.3.2.2.1 Destination

Addr ess The Destination Address 612 is a MAN address that
specifies to whi ch EUS the packet is being sent. A MAN address is 32
bits long and is a flat 10 address that sp&(fies a US]connected to the
network. (In internal network nmessages, N they ofder bit in the
MAN address is set, the address specifies an %‘ Fh network entity
like a MNT or NNM instead of an EUS.) A MAN < E{wi || be
permanently assigned to an EUS and will ident fzf/ an\E ven if it
noves to different physical |ocation on the network N EUS noves, it
must 15 sign in with a well-known routing authertieatkedh server to update
t he correspondence between its MAN addresgZand the }éical port on
which it is | ocated. OF course, the port/nunber is su ied by the NIM

so the EUS cannot cheat about-where i 1S I/60at ed.
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In the MNT the ‘destination address will be used to determ ne a 20
destiination NIMfor routing the nessage. In the destination NIMthe

destination address will be used to determne a destlnatlon U M for
routi ng the nessage. 9.3.2.2.2 Packet Length The Packet
Length 622 is 16 bits long and represents the length in bytes of this

" message fragnent including the fixed | elhigth header and the data. 25 This
|l ength is used by the MNT for {ansn1tt|ng t he nessage. s al so used by
t he destination U Mtig _dete t he anount of daLa_aygLijﬂig_ or delivery
to the EUS. 9.3. 25213 Type Fields OS 1 The fype of
service field 6 I p 16 and contains the type 0 |service
specified in thE3 er

|l e

hg type of
service and han | M may al so

pXt-equest. The M
e differently. THe dbstl

| ook at t hel TVU; F o determing’h 0 hé message to
t he destination I n ser protocol
624 assists thej EUS vari ® of data from
t he networ k. i 89 -
9.3.2.2.4 Packet Sequerice |Nurfoer NiEg 13 ket Sequence
Nunber 636 for this partiqulgr L trapsifissionf 14 he¢l ps thy
receiving U M rjeconbind tHe incomng LUN, ./sp that
102 105
0s 2
| I
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r 108 7106
IS 3 0s 3
I
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it can determne if any fragnents of the transm ssion have been | ost
becduse of 5 error. The sequence nunber is increnmented for each fragnent

of the LUWJ. The | ast sequence nunber is negative to indicate the | ast
packet of a LUWJ. (An SUWJ woul d have -1 as the sequence nunber.) If an
infinite length LODMU s bei ng sent, 4 he Packet Sequence Nunber should
wap around. (See U Length. Section 9.3.2.2.7, for a gxpl anati on of
an infinite length LUW.) 10 9.[3T7272T y .vmpng.). - The
Source Address 614 is 32 bits | gng and i s=a—tHNee Getess t hat specifies

the EUS that sent the nessage. (See Dest &l i on Addresén ah 280

expl anati on of MAN addr ess Pr—Fhe—Somf ce Addriess— Mﬁ-w
for network accounting. Colipl ed |whbh|théSPorjt Nu f(rigj'r t he 1M NT
15 header, it is used by the M|NE t Jsdéf%rticat EUS—f-6+

net wor k servi ces. The $Hour C§¢ Addpess—wi-HT\b TTREASC ===
destination EUS so that it 1S XSt wo, EUS t hat -
sent the message. 9. 3. §~2 ID 632 is a

32 bit number that is used|by}the des (GQ]IOI’I 0 TJI(M:;)O recopbi ne a UW.
Note that the reconbinati onge : g because fr ent s _cannot
O

get out of order in the ne -te and
Destinati on Addresses, idep}i ) or in
ot her words, fragnments of f{he . Thep=B—-Rust be
uni que for the source and flps T a TYETT
Is in the 25 network. 'D.Br? The UWJ
Length 634 is 32_bits rbhg|bnd : hf . a
in byes. In tiyesfirst pagkkf alUW) this wll allnwthp I hatTon
UMto do coqggsit hoRT CRESILO nd i f ?{EUVR’T e i nt p| { he 30
EUS, it wll Ta?l oW theﬁm_ ] H anfoa BRUE 138 de efy before
the conpl et e " COM—asii-vad 3 : 192 19'!( 7140 .
: T ] MANSC (— |
(256) RES||1 (54
; 1 . : c:-
. 142 B
=™ ILs CONTROL. MSG
(4) | MINT ReQ NETWORK
- ACK e ' 134
| : : — 1
(54) (54)
(‘38 r135
=10
@ g~
wped T 3 :
L~ .
(&9 (54)
@*t——D] : : l
. (A) I hd Ml ———
. % CONTROL
e NETWORK |22

This is the replacement sheet

pate: 04 JUL 0%



A Length-that is negative indicates an infinite length LUAN, which is
| i ke an open channel between two EUSs. Cl osing down an infinite |ength LUNJ
i s done by sending a negative Packet Sequence Nunmber. An infinite | ength 35
LUW only makes sense where the U Mcontrols the DVA into EUS nmenory.

-90 - 9.3.2.2.8 Header Check Sequénce There is a
header check sq(’quence 626 cal cul ated by the trar@m tting U Mfor *
header i nform#ii on so b‘the M NT and the dg ation U M can .

determne if ie head

C’{E_[/forrratlon was receib -eorrectly The M t he
5 destination W Mwll

attenpt delivery of axupacket with a headdr $heck

sequence erroge 9.3.2.2.9 User Data The user datja 640
is the portioRjof tda r UWU data that i ss ransmtted in tgi
fragment of tfg tr ssj on. Follow ng thdlflatalis the overall @ ngssage
check sequenc#ii646 gat ed at the link | sy& 9.3.3 NN M ol ayer
9.3.3.1 FunctioQs__:_ ——_JThis proto Elgl ayer consists of é%eader
cont ai ning a NIfM por Ug Tnunber 600. i€ " pof € Hyier has a—vneT g—=
correspondence |to an|BUS {15 connection on the ®IM and is prepend¢d &y t he
NIMin block 403 (FI G2 16) so e
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that the user cannot enter false data therein. This header is positioned at

t he:- front - of a packet nessage and is not covered by the overall packet
nmessage check "~ sequence. It is checked by a group of parity bits in the
same word to enhance its error religpility. The incom ng nessage to the

M NT contains phe source NIM 20 port nunber to assist in user
aut hentication{ for network se+vees—tfrat—n be requested in the type
fields. The ouf goi ng nessage ains the destination NIM
port nunber in{fplace of the_§ d the
demul ti pl exi ngf routing by%t he N IVI%
packet has{ a plurali tl% dest
ports is placed at 25 the]l2
t he header becpnes several <
VI RTUAL NETWORKS 10. 1 (ﬁé
natural |y nost] cost effecti
custonmers. Such a |arge nuwgg
nunber of sets|of users whq
:
=
nb

M NT cpnt

SIRET PO
2

users can convgniently be ¢
provi de still further f
be given access to a- ny
users of one cpnpany may be
departnment of {hat conpany y be on
payrol | departjprent users shoul d bel ondg=tototirof

D X
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k and the"payroll
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- 91 - these virtual networks since they nmay need access to general

dat & about the corporation but the users outside the payroll departnent
shoul d not be nenbers of the virtual network of the payroll departnent

virtual network since they should not have access to payroll records. 5
The | ogi n procedure nethod of source che&Qing and the net hod of routing

are the arrangenents which per1ht t he N systemndto suppdrt a |large

nunber of virtual networks wiEle proviging an gBfinum|¢4el of protection

agai nst unaut hori zed dat a acgss. Fur tker, theErrangengt whereby the NI M
et - gi-v-es—atti-t--arat et-ecid ON agai nst

prepends the-~ &
access 10 of<Ta virtual netyorkiby an unb horizadaiser byi_preventing
al i asi ng. 10. 2 Bui |l di ng {UR=t he Adt+HorijzatijornDat a Base
FIG 15 illusfrates the adnminigtriati Jexcontrolf ¢ fthe MANR network.. A
data base is gtored i:n disk |3 dcceqsHd Vi a dpédafi on n nistfation, and
mai nt enance (©A&M) system 350 Sorl autjHgri 2i ng juseér$ i njré&sppnse to a login
15 request. For a | arge NMAN nggwxrk, &leyste@§350 may <be| a di btri buted
mul ti processol .grrangenent flor—hdndl ijng & |l ar de Vol unme i n [equests.
Thi s dataf@&se is arrangegsq hetzg daghole-ac cted
virtual netwoflks of whi gh They lanegwot yenfbeys g e i s under
the control of three types qf uger. Yuses. AJf r gt r who woul d
i n general bejan enpl oyee of t@e |20 da@moh dadri@r|t hal yi ng MAN
service. This}|super user, ref&reld t g Eor c@gwvenle as a level
1 super user, [assigns a bl ogk Bf N|rnes ijc W heral .
consi st of a block of nunbers Zoleach &sef ¢r uE ahdj a type 2 and
type 3 super lisers to partidulartoped of 1hé¢se _nanks | super
user al so assigns virtual netwonksjto p&rti¢ul aff MAN-g Iy, a
| evel 1 25 sup®f user_has the autReedtyto oo Or #doS] MAN |suppl i ed
servi ce such hsa el egtrpmmc|"yeNow page" sg 4 upegger
assigns val i df MAN NS feel i le <
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fromthe block assigned to the particular user community, and assigns
physi cal port access restrictions where appropriate. In addition, a
type 2 super user has the authority to restrict access to certain
virtual networks by sets of nenbers of his 30 custoner. community.

Type 3 super users who are broadly equal in authority to type 2 super
users, have the authority to grant MAN nanes access to their virtual

net wor ks. Not e that such access can only be granted by a type 3 super
user if the MAN nane's type 2 super us®r has allowed this MAN nanme user
the capability of 35 joining this group by an appropriate entry in table
370. - 92 -
The data base incl @Es Tapre=360 W CT Provi-des forcactuser
i dentification 362%] ssi bl e using that
password, a l|ist of S, |8iTdc{ory nunbers| 364
from whi ch t hat! E{a\/g, nd the type of
service 365, i.e., r /, | Bl feceive and
transmt. &l ug&yg user-capabilfty
tabl es 370,375 for r ) 18 groups (tabl¢ 375)
potential ly authori Z énf a §se Is to be
aut hori zed by a supe e tal ¢ is chiecked to -
see if that group ig = It he request tjo 10
aut hori ze that user er users have
authority to
i !
- -
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enter data for their group and their groups in tables 370, 375. Super users
al so have the authority for their user to nove a group fromtable 375
into the list of groups 363 of the user/group authorization table 360.
Thus, for a user to access an outside group, super users from both
groups woul d have to authorize this 15 acgess. 10. 3 Logi n Procedure
At login tinme, a user who has previously been appropriately aut hori zed
according to the arrangements described abovg nsends an initial login
request nessage to the MAN network. This nesé%ge is destined not for any
other 20 user, but for the MAN network itselfg Effectively, this nessage
is a header only nmessage which is analy by the M NT central
control. The password, type of | ogi n se+=w-ce being requested, MAN
group, MAN nane and port nunber are all in § t he MAN header of a |ogin
request, replacing other fields. This is dong¢ pecause only the header
r

i s passed by the 26 k NT central con |, _for further 25 '
processi ng by the &M central control. The Jogin data which] i ncl udes the

MAN nane, the requgsted MAN group name (@l’tﬁi etwork nanef), and the
password are conparfed agai nst the |login hongzati on data base 351 to
“check whet her tt'd pagdi cul ar user is utﬁcﬁizted to access that virtual
network fromthe E gical port to whigh @gt i s connected (the
physi cal port was gris d by 30 the NIMprEQ 0 recé¢ption of the login
packet by the M NT).x e user is in fa@ properlly autfhorized, then
the tables in sourdédtcheCker 307 and in rdutel™ 3p9 (FIG] 14) are
updated. Only the gource checker table of bcker {hat processes
the login user's port is updated froma logirf for termjnal qgperations.- |f
a login request is|fog i functionse thgn theew g tiabl es of al
M NTs nust 35 be lhpdgteq_to | I ow t hat —t10 dgta from any
aut hori zed connect bl Woser of the s p bd connected to
other M NTs to respond
-
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93 - requests.
aut hori zed nane/ group
sends the data streamto. the XLH
tabl es 310, al

and port nunber.
group identification nunbers.

derived by the OA&M system 350 o
systemvi a the MAN switch 10 to ®&he
uses the MNT 10 central control's 20ja

enter the login
as they are received in the

nunber, MAN nanme and MAN gr oup
source checker with the result that t
not. The router then checks to see if
destination for that
and the destination nane. As a result
can reach any destination that

M NT,

acknow edge to thq

ag

i nput by checkin

is

users

The source checker table 308 includes a list of
pairs for each port connected to the
for that source checker
i nclude entries for al
UWJUs. Each entry includes a nanme/ group pair,i3and the
The entries in the source checker
The group iden
part of the header of subsequent packets fro

Nl M t hat
The router
aut hori zed to receive
5 corresponding NI M

list are gr ouped by
ification nunber 616 is
-he | ogged in user, and is
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| odith
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The QA&M system 350
tp the MNT nenory 18 to
On subsequent packets,
checker checks the port
f horization table in the
Js al l owed to proceed or
nis an 15 all owabl e
etwork group nane
s logged in, the user
QQ tables i.e., that has

[

previously | ogged in for access i - oh node or the read/wite
node, and that has the sane virtual gr @up nane as requested in
the login; in contrast unauthorized ugers 0 pl.ocked in every packet.
“While in the present enbodi nent, the the¢c |s d&e for each
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packet, it could al so be done for each user work unit (LUWJ or SUWJ), with

a - recorded indication that all subsequent packets of a LUW whose

ori ginal packet was rejected are also to be rejected, or by rejecting
all LUWJs whose initial 25 packet is mssing at the user system

Those super user |ogins which are associated wi th maki ng changes in t he
| ogi n data base are checked in the same way as conventional | ogins except

t hat it is recognized in OA&M systgm 350 as a | ogi n request for a user
who has aut hogidqﬁfor changi ng the“data base stored on disk 351. 30

Super users types*_-_&ahd 3 get access to the OA&M system 350 from a
conmput er connectegd &8 a user port-Eo:_f MAN. QA&M system 350 deri ves

statistics ont#Hin sage.= Lzations and performance which the
super users can acdess fromtheir co ters The MAN
network can alss Sam’as mt only
users and recéﬂv&a Ly usars. A a.trapsmt only uger is a
br oadcast stocki-quotatign sy ' [ . Qutpdts of
transmt U ;g ? - 94 -
only users are lon]y @ § bd | 18 % Receivdg only units
such as prii nt ers | Br F?gr ' &\viaes arized bylentries in
the routing tagl ek & 1B VL CATIFON O O|CE SW TCHI NG
FIG 22 shows an prrdngenent (o TNE VAN g cnLrecture fd ’
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5 switch voice as wel
this
the S5ESS[err] switch

The advantage of using an
necessity for devel oping a pr ogramto con

| as data.
architecture to such services,
manuf act ured by AT&T Networ k Systens,

exi sting

In order to sinplify the application of

an existing swwtch in this case,
i s used.
it avoids the
switch, a very

itch is that
r ol a | ocal

| ar ge devel opnent ehfre

I_I_y UIJI Il

n existing swich as 10 the |nterface

s effort can bp
nventi onal

. M
Ce, Users.,. &
BIG 22 is al&d

modoutet A
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of 5E
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th an MAN NIM 8.
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SLC 1203 or with tel ephonés such as integrated services digital network

(1 SDN) t el ephones that generate a digital voice bit streamdirectly.

- 95 - The NIMs are connected to a MAN hub 1230. The N M
are connected to MNTs 11 of that hub;g The MNTs 11 are interconnected
by MAN switch 22. : For this type of configuration, it is

desirable to switch substantial 5 qua titieg—éof data as well as voice in
order to utilize the capabilities of tﬂe MAN hulh nost effectively.
Voi ce packets, in particular, have ®erq requi renents in
order to mninmze the total del -t i ng speech
froma source to a destinatiommand in ¢ there is no

substantial interpacket gap whigh wofiTd Tjdgult ¥h[The]l osp of a portion of
the 10 speech signal. w aTh_ew basi or flegi gn pprameters for MAN
have been selected to optimze | Qf datig sgwi t ¢hi ng] 2nd hale been adaﬁ@ed I n
a nost straightforward manner a §h0m§ im FlG &2.| Ifla | arge anBtint of
voi ce packet switching is requi , pne ar re off the foll ow ng
addi tional steps can be taken: | , f ol m of Lepeh ng such as adapfive
differential PCM (ADPCM which ¢lers e%cel | ept perfornmaEmce at
32 Kbit/second could be used in$t gad NKbit < PCM Exc®eT| ent
codi ng schenes are al so avai | abl &iwh CQ é'qui re éer L
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than 32 Kbit/sec. for good perfornmance. 2. Packets need only be sent

when a custoner is actually speaking. This 20 reduces the nunber of
packets that must be sent by at |east 2:1. 3. The size of the buffer
for buffering voice sanples could be increased above t he

storage for 256 voice sanples (a two packet .buffer) per channel.
However, | onger voi ce packets introduce nore delay which nay or may

not be tol erabl e depending on the characteristics of the rest of the voice
25 net wor k 4. Voice taffic rﬁ%ﬁbe concentrated in
specialist MNTs to reduce the z er of switch setup
operations for voice packets.”§uch an arrangenent o may enl ar ge
t he nunber of custoners affectjed by a failure of a N Nlod M NT
and m ght require arrange ave

YR YIVIN: : osft hs to 30
another NI M and/or M NT4 —5.— AlLorRat-a—hub—conr{+ gudations can be

used. Tl gl tetnate hub configuration of 24 is an
exanple of a step 5 tti on} A basic problem of W d voice
packets is that in order §Lnﬁ5inize delay in traRgma& g voice, the
voi ce packets nust represent] énlly a short segnent 35 o ch, as low as
20 m|liseconds accordingltq song estimates. _This do pands to as
many as 50 packets per sefcorn or each dirgpﬁ on of speegh— |f
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a substanti al
packets, the
such traffic. If only voice

switch which would not require
needed for high traffic situati
a packet switch 1300 conprises
| i ke a conventi onal

al |

protection agai nst equi pnent failure,

array of space division switches
1313 is connected to four others,
out put M NTs 1312 that carry heavy voice traffic.
the M NTs 1313 of the packet swi tch

traffic were being swtched,
circuit setup oper ati ons
ons. 5 18
a group of M NTs 1313 int

and enough stages are

fraction of the input to a MNT represented such voice
circuit switch setup tine mght be too great to handl e

a packet
m ght be

One enbodi nent of such

er connect ed

wherein each M NT

added to reach

For added

1300 10 could be interconnected through MANS 10 in order to route traffic

around a def ecti ve

The output bit streamof NIM 2 is connected to one of the inputs

M NT 1313 and to use a spare M NT 1313 i nstead.

(XL)

of an input MNT 1311. The packet data traffic |eaving i nput MNT 1311

can continue to be sw tched through MANS 10.
15 packet output of MANS 10 i4 nerge

switch 1300 in an output M NT
and data switch 1300 on th
is the input bit stream of
13). I nput M NT 1311 does
for generating the 20 output]
inputs to the XLs from MR
292 (FIG 13) such as that
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be routed through circuit switch MANS 10. 30 12 M NT ACCESS CONTROL TO NMAN

‘SW TCH CONTROL FIG 21 illustrates one arrangement for
controlling access by M NTs 11 to the MAN switch control 22. Each M NT
has an associ ated access controller 1120. A data ring 1102, 104, 1106

di stributes data indicating the availability of output links to each

| ogi ¢ and count circuit 1110 of each access 35 controller. Each access
controller 1120 nmaintains a list 1110 9{] out put |inks such as 1112 to
which it want$ to send data, each Iink havi ng an associated priority

- 97 - ndicator1lld. A M N SelZ8—ah ~otpet—tiiik-o t |ist
by marking the | TaP-1V2-TH in rijng 11 gy n order
to the MAN Bw clont r oH 22 ofset |up a|pAatih from an | LH of |t hat
MNT to the gd output |ir \Wien thedifjul | dgta bl pp o be
transmtted o tHal| W& FK he, MINT mar ks

% be¢en do trggnitred—S
t

t he out put | i IRER RR
whi ch t her ebygr D [
M NTs. N . A is that

o
Kk

a tranﬂitt by data h %%ng 1102
M

fi=mk avail
xl: 3 g:/it usi
during periods RN v, aon thelting
access to an| out 15 I% e gxg¢essi
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indication, called a ready bit transmtted in ring 1102, is a w ndow bit

transmtted inring 1104. The ready bit is controlled by any M NT t hat
sei zes or rel eases an . output link. The window bit is controlled by the
access controller 1120 of only a 15 single MNT called, for the purposes
of this description, the controlling MNT. In this particul ar

enbodi nent, the controlling MNT for a given output link is the M NT
to which the corresponding output link is routed. _ - The
effect of an open wi ndow (window bit = 1) is?o let the first access

controller on the ring that wants to seize an output |ink and recognizes
its 20 availability as the ready bit passes the controller, seize such a
link, and to | et any control | &5Bwhich tries to sei¥8an unavail abl e
link set the priority |rmﬁkﬂﬁﬂ&*”1lif councéjﬁs_hhakpﬁqaﬂal%?bbg link. The
effect of a closed w ndow HEd i t only
controllers which have a priority |nd|cator set for a corresponding

avai lable link to seize that favail cl osed by the
access 25 controller 1120 off the ¢ontr ol BESTINNTNPNAheneverEiBel | ogi ¢ and

count | circuit 1100 of that conlruf?ev-thﬁ1nn1riﬁnﬂ—1ﬂr= output link is
not avail able (ready bit|= nd i s op@R¥BCRhenever ‘h§i4controller
detects that that output lin R Pt

The operation of an accasaNc n%?ﬁFT P&§ é ﬁﬁ%*F% ap ft%l ng If 30
the link is unavail abl gEADERGY bit [= 0O and Wm gle[e)vame]! %i § he
access controller sets the priecity indi q% 1114 f9 %t output

link. If the link is una aéé?p_ *ﬁ?ﬂ"-jﬂ“@ﬁ"ﬁ _ %ﬁbk [ ﬁ,%géo t he

control | er does nothing. I|f ndow bit is
one, the controller seizes the Ilnt andfggi%ﬁEkﬂﬁ reaflyghgt] zero to
ensure that no other controlller se B he Tink is 35

avail abl e and the wi ndow bit is zero, then only a controller whose priority

indicator 1114 is set for thft lin nd wilJ do so by
mar ki ng the Uwu 1D ~532
EUS TO EUS UWU LENGTH 634
HEADER : 630
636~ PACKET PROTOCOL ~638
INITIAL BYTE NO. ~ 638
642~ DSTPORT SRCPORT [~644
INTERNAL
EUS DATA | DATA | DATA | DATA ~640
AND DATA
DATA | DATA | DATA | DATA
\ P
DATA CHECK SEQ }~S46
FIG. 20
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- 98 - . ready bit zero. The action of the access controller of the
controlling MNT on the - window bit is sinpler: that controller sinply
copi es the value of the ready bit into the wi ndow bit.

In addition to the ready and wi ndow bits, a franme bit is circulated in 5
ring 1106 to define the beginning of a f2hme of resource availability data,
hence, to define the count for identifying the link associated with
each cl ear and w ndow bit. Data on the three rings 1102, 1104 and 1106
circulates serially and in synchroni smt hrough t #ogic and count
circuit 1100 of each M The result oT thrs type of
operation is that those access controllers 10 which are trying tgq seize an
out put Iink and which aje | ocated between the unit that firgt
successfully seized thaf output |link and the access controller tHhat
control s the wi ndow bit have priority and w be rvedeyn jturn

bef ore any ot her controllers that subsequentlWw may ke a ’équest to
sei ze the specific output Iink. As a resulft, ah {apprbXi mately fair
distribution of access by all MNTs to all outgut 1pjlinkp lis a¢hieved.

I f this alternatd ' 11} dccesk [contgol to

the MANSC 22 is ed, priority is controlled fdomthdg M Each M NT

mai ntains a priori and a regul ar queue for qgeuinp |{requp hnd nmakes
requests for C services first fromth& M NI ®priof it y\gteue. 20 13
CONCLUSI ON It is to be understtood fhHat tpgq aboye

description is only of one . o~ - ©
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preferred enbodi nent of the invention. Nunmerous other arrangenents may be
devi.sed by one skilled in the art wthout departing fromthe spirit and

scope of the i nvention. The invention is thus.limted only as defined
i n the acconpanying 25 cl ai ns.
- 99- APPENDI X A
ACRONYMS AND ABBREVI ATI ONS 1SC First Stage
Control |l er 2SC Second Stage Controller 5
ACK Acknow edge ARP Addr ess Resol uton
Pr ot ocol ARQ Ayt omati c Repeat Request
BNAK Busy Negative Acknow eqQgp———— CcC Central
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DNet . Dat a Net wor k DRAM . Dynani ¢ Random Access
Menmory 15 DVMVA Direct Virtual Menory Access
EUS End User System EUSL End User Link
(Connects NIM and UM FEP23 Front End Processor
FI FO First In First Qut 20 FNAK Fabric Bl ocki ng
Negati ve Acknow edge I L I nternal Link (Connects
M NT and MANS) | LH I nternal Link Handl er
| P | nt er net BPr ot ocol LAN Local Area
Net wor k 25 S LUW Long User Work Unit MAN
Exenpl ary Met rop& itan Area Network MANS MAN Swi tch
MANSC VA i [Ch Controrrer ¢ ™ Menory and
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FROM NIM 2y
oo fiing

- OA&M . Operation, Adm nistration and Mi ntenance PASC
Phase Alignnment and Scranble Crcuit SCC
Control Conpl ex SUWJ Short User Work Unit 5
‘“TCP Transm ssion Control Protocol TSA
Time Sl ot Assigner UDP 5 User Dat agram Prot ocol
umm User Interface Mdule 4 U User Work
Unit 10 o~ VLS Very Large Scale Integration
VVE[ err] bus Ang EEE St andard Bus VAN W de Area
Net wor k = XL External Link (Connects NIMto M NT)
XLH Ext efnal Link Handler 15 XPC Cr osspoi nt
Control |l er 8 : 1. A data distribution nmeans (11)
for switching dat adkef sffroma
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plurality of inputs of a swtching network to a plurality of outputs
connectable to another switching network (10), conpri sing:

menory control neans (18, 203, 204) for concurrently |oading data from
each of said plurality of inputs to a nmenory (201, 202) and unl oadi ng data
fromsaid nenory to each of said plurality of outputs; and

processi ng neans (20); mh&;ein said nenory control neans | oads
said nenory in parallel from said plurality of inputs and unl oads said
menory in parallel to said plurality of outputs;

CHARACTERI SED | N THAT saidfggpgessing nmeans conprigee negng (311) for

| i nki ng groups of data pdEkePs—addressed to a comenSout pat? of said

anot her switching netwrk;, and sai d gTXCEssrﬁ' ans conpri ses
means for controlling unloading of each of said gr§ups offlinked data
packets in one sequence to dne of said plurality of | outpufs.

2. A data distrigﬁ Frireret+—sai d anot her
swi t chi ng net wor Tt et e e+t i Nngl up circuit
connecti ons, and erelgﬁ A 48 @ er jconpr | ses:
means (313) for réquest \YdS & cqrhleEt|iT g uif swtehing neans
froman output of !said dgtB<dgqtrliyti e It p Df said circuit
swi t chi ng neans; ind 5 nean r 5 transm ssion of a
| inked group of data packe® & Tromsai nof #d put put| of said data
di stribution neang for ccq$sptio whr sp} gcai t| swift ching neans to
sai d out put of saljd circdil_swiltdadhing ns w 3. A data
distribution mean$ as claimdd in ctaim?® whefein safd prodeski ng neans
further conprises{neans (30f) for fpheckfng o It hor i Zatj on
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of transm ssion of each data packet to a destination specified by said each

dat.a packet . 4. A data distribution means as clainmed in claim1l
wherein said nenory conpri ses:

- 102- a plurality of nmenory nodul es (201, 202); and

fut her conpri sing: a plurality of first data |link handlers

(16) each for accepting inputs from one of said plurality of inputs;

a plurality of second data |ink handl er30817) for transmitting data each to
one of sai rality of outputs; and a data transm ssion
ring (18) smtting data fromones of said first plurality of link

handlers to said plurality qf | @gﬁgﬁgﬁggégfnd for transmtting data
fromsaid pluralitys %ﬁggiﬁ econd plurality of
data |ink handl erdsé;ﬁgE el [ &I)ﬁ;r %ngfwfﬁ& conpri ses:

a central control (20) connected-to said plurality of first data |ink
handl ers and said plurality of second data |link handlers for allocating

menory for A high capacity metropolitan area network (MAN) is

r

el wr
LL

described. Data traffic from users is connected to data
concentrators (2) at the edge of the network, and is transmitted
over fiber optic data links to a hub (1) where the data is
switched. The hub includes a plurality of data switching modules
(11), each having a control means, and each connected to a
distributed control space division switch (10).

‘The data switching modules chain groups of incoming
packets destined for a common outlet of the space division switch
so that only one connection in that switch is required for
transmitting each group of chained packets from a data switching

module to a concentrator.

FIGURE 3.
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AR R Bl BN AV RALLY A \)Ll.hl.« ALY L

data;received by said first data link handle Desm tmn egqblq agcdé'éiq.ed o
data and™for controlling transm ssion of saidsr % ?np
ran‘&efz‘ gf"d’é% +i fk

plurality of menory nodules to ones of said c

handl ers. 5. A data distribgtiof aﬁ% ct BRgsEc-it Paged-m 4
wherein said apparatus is connectable to a circuit switch (10 er eign
said central control is furt her controlled by _a OERECEMquestl. .. |
connect i ons THISUREPRErAOE; Which hasthe charactedsticiThl TRETBR@TIS WIHEO(INGA a

common out puss iofs regd sbt@fr cuit switch, for transmi ssion as one sequence of
of data | ink handlers to said

packets from one of ai second Iurali
ofhet SR Reptses lrletely Nech RO B TOR Marslehed | n

circuit switch.
cl ai m 5 wherascessehbyl vetgtveidp budes tts incesupe iotdt itreded oﬁﬂpﬁoczqﬁbi:ﬁnsmdﬁent ifying a

d nb
(816) ¢ and sxfagrtild sSOARHIE Brciii il 35anBileh o MRl in ofadles of "™
conpri ses: Pprovide a bus whiebathsoughra eombiratiop afthigh-speed senialrand parafleliser, sai d

source end Us&tni §tac&'€€'esss%bﬂ (eTA BhRVidfEPr esent a conbi nati on
aut horized to trcgﬁs a ¥efy gy ld{hemsans (317) for ascertaining

t (]
that said destinati &nﬁlé’e?'l’%@a? theprigr prt i ihatthers are aogatisfagtenyi on

aut hori zed tmexpemve/mmeheﬁts for grovidaightdta w&wﬂaxﬂ@plu?mybfyo&c&%t for
and nmeans

Facponsi ve. ARG dEschtioRf b de%i%%@iqrﬁ“ PR Blse system (o verify
whet her a user tr ansﬁm.tdmusg etali,dn I'Etgh:de:rAnynclﬂixmds TimedDivisiod zed.
Switched Network’, ICC '87: Proceedings of the International Conference On
Communications, Vol. 2, 9 June 1987, pages 769-773 disclose an arrangement
wherein packet switching is accomplished using synchronous time division
techniques to receive, perform framing and phase alignment, store, and transmit
fixed length (16 octets) packetized data. - :
Solution

The above problem is solved and an advance is made over the prior art
in accordance with the principles of this invention as set out in the independent
claims. Advantageously, such an arrangement permits present technology to be used
to achieve a high capacity data switching system, and permits that system to group
data packets according to destination for efficient switching in a subsequent stage.

In one embodiment of the invention, the second network is a circuit
network. Advantageously, chaining packets reduces the number of setup operations
of the circuit network, especially in periods of heavy traffic.

In one embodiment of the invention, four input 6ptic fibers, each
carrying a data stream comprising data network units at 2 150 megabit per second
rate, enter a single data switching module which then geizerates output data streams

-on four output 150 megabit per second optic fibers. These output fibers are then :
connected to a circuit network that is a space division switch for steering the output
data stream to the selected destination. This embodiment, which uses commercﬁlly
available data processing digital circuits, can handle at least 60,000 separate data
network units per second, and provides a buffer memory with an aggregate read plus
write bandwidth of over 1200 megabits per second. Advantageously, such an
arrangement provides an efficient data switching module having transaction
capabilities in excess of those available in other systems. Advantageously, one
group of chained packets can be transmitted at the optic fiber bit rate and through the

space division switch for each space division switch setup operation.
This is the replacement sheet
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- 108 - 7. A data distribution neans as clainmed in claiml,
sai d dat@a distribution means havi ng a plurality of inlets and outlets,
conprising means for switching received data packets, each packet
conprising destination information, fromat |east one input to at |east
one out put, wherein said processing near8 conpri ses: a
plurality of first processors (16) each conprising its own nenory for
controllin St n f ry
e g rehl b b BB be e 38 LERENSLrIRE %oﬂash@gggxngoa
conpri si ng winslosuhit isnsimplyr: ﬂmpgnmkh; s:mpbacopxdesha yalue ofi thenreadyrdit on of
sai d recei vigeh gt @ik Bls. for ascertaining an identity of an outlet for
reaching a destinati on specified by said _destination informatiagn of each

data packet, and f orln addigiongto wemy‘cbw%ow@waf@ﬁ@m s gireplated dnd
processoss fiRE meho@eﬁh@th \%ﬁmﬂ g RelaV¥pirke ofRERYcE Miabﬂﬁf dath, héﬁée.d

menory nmeans a packet se d ations are reacgh Id each
outlet, sai® &ﬁéﬁ fitcount é Wr‘gﬁﬁ-‘é’g %S%G‘Pﬁé’fmﬁﬁﬁi‘ aF%"t?‘} means
via an out st Da@i Bhnhe take mgd 146221 1)4sirid DLOG GifculRRS Serially and in 8. A

dat o U1 QHLhORISNEER o TEted Roghobtll L SFLacklis 10 reans for
outlets, from one ofﬂmaredulatoflthasypa)oéomrapm ipthas dhade datess controllersg neans
E:Ioaloprgdqlbn %’mé:ﬂm qﬁm’&é oes%zzegré i tsal daréac%fc sé}# %%&?%%%émgzur ce
i nf or mat i orthatArst shecessfully seized dhasi autputilink and theorpssssocanmodien thas sontols| east
e e Sk B Vop AT L O 8 bR b By oo
controllers that subsequently may make a request to sexze the specific output link.
As a result, an approximately fair distribution of access by all MINTS to all output
15 links is achieved. .
If this alternative approach to controlling MINT 11 access control to
the MANSC 22 is used, priority is controlled from the MINT. Each MINT
maintains a priority and a regular queue for queuing requests, and makes requests
for MANSC services first from the MINT priority queue.
20 13 CONCLUSION
It is to be understood that the above description is only of one
preferred embodiment of the invention. Numerous other arrangements may be
devised by one skilled in the art without departing from the -spirit-and scope of the
invention. The invention is thus limited only as defined in the accompanying
25 claims.
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10. A data distribution means as claimed in clai m9 wheréin each of said
packets conprises an identity of a port transnmittin werel n
said at | east one processor for verifying authori zaﬂ!ﬁ“ @‘“ﬂ‘ﬁ%‘“ further
conprises neans for verifying said authorization by ecking %ai%d port

I dentity. 11. A data distrdfgitdi on neans as clainmed in claim 10
wherein said second processors conprise neans for |inking packets in
first-in-firgt;out order. 12. A data distribution neans as
clainmed in WS wherein said nmenory control neans conpri ses:

a plurality of firstl. pXasasEffibudckohedrd (13} forisMitc £hacketsAromaket s in

or alloc tlng to

Card Tirst gl iedts B oslhg el § SARRUCLaF oltpueicoeediite 19 e

st or ed; anothersthchx.?@ét\#o@k(mo @émﬁﬁﬁﬁgd processors (305) for
comuni cating with said first rocessors, including recteI \f from sai d
first processors heaﬂ’émod&f:ﬁﬂ'é‘?l meang (18, 203, 204) for coricurrently oad?n

from each of said plurality of inputs to a memory (201, 202) and unloading data
from said memory to each of said pluralit'y of outputs; and

processing means (20);

wherein said memory control means loads said memory in parallel from
said plurality of inputs and unloads said memory in parallel to said plurality of
outputs;

CHARACTERISED IN THAT said processing means comprises
means (311) for linking groups of data packets addressed to a common output of said

another switching network; and
said processing means comprises means for controlling unloading of

each of said groups of linked data packets in one sequence to one of said plurality of
outputs.

2. A data distribution means as claimed in claim 1, wherein said another
switching network is a circuit switching means for setting up circuit connections,

and wherein said processing means further comprises:
means (313) for requesting a connection in said circuit switching means

from an output of said data distribution means to an output of said circuit switching

means; and

means for controlling transmission of a linked group of data packets
from said memory to said output of said data distribution means for connection
through said circuit switching means to said output of said circuit switching means.

3. A data distribution means as claimed in claim 1 wherein said
processing means further comprises means (307) for checking on the authorization
of transmission of each data packet to a destination specified by said each data

packet.

4. A data distribution means as claimed in claim 1 wherein said memory

comprises:
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received data packets and transmtting to said first _processors nenory .
addresses al | ocat ed by said menory manager; a nenory

di stri butor processor (303) for conmunicating said ad mﬂﬁmmmﬂﬂfﬂl

sai d nmenory nenager to said second processors;

source checker processors (307) responsi \(ﬁ to sai d header ¢ data"relei ved
n

fromsaid second processors for checki n data of tables of said source
checker processors, that a source nane conprised in said header data has

been aut horized to taphsalidy &aﬁm&g&ﬁo&ﬁéﬁ(mtmkmd a
plurality of routi ngm%ocessors (309) for determning a destination for
each of said packets, of COMPMSIE:  pherein said menory manager processor is

responsive to signal Spfurﬂlinyaofmmrdatzlﬁnklﬁndl&is(%)Mﬁ&%&épt{nigﬁhpﬁﬂ frathease
on by said menmory distributor processor.

bl ocks of {i
13. A data @Pﬁ%@?’%ﬁﬁ% dg YWE claimed in claimi12 further conpri si ng:
a queue manager procephwality 3f $¢condrdata likk handbers KE7)Sot traismittizgdata eactritot 0

each data t LR %1??@ bm}%ﬁtscdfloﬁﬁﬁt@%ﬁﬁss' ble via a circuit switch (10) to
'n

said data sw a plurality of third processors
(17) for controlli ngadttatnanansmoammlaj faratansmitting datasfromanhes of said dirstenor y

to said cir
(313), conng%t?e ?‘EESal ex(':s.ltpéﬁqplmﬁfh%gggg#@\yg&%ﬁﬁﬁna S sai d
queue managdatafross said plurabity ofanersory modules teonasf saidrsesondiplumality lof danad

a plurali tyEHlEhﬁ&Héth processors (315) responsive to signals fromsaid
source checker processors for communicating with a data base to receive

aut hori zati on data aWeereisrsaid processing means FOMPAISesior | zati on data to said
source checker pr OCWWM@QJ&HE&&WM ﬁﬁﬂ&yofﬁrstdatahnk wherein

sald swit Chlmsne et an E‘i&%'m%ﬂoce sggc;nci &mﬁng?lan gres 019 aﬁocg‘mng memory for
~ data received by said first data link handlers for the storage of received data and for
- controlling transmission of said received data from said plurality of memory
modules to ones of said second plurality of data link handlers.

5. A data distribution means as claimed in claim 4 wherein said
apparatus is connectable to a circuit switch (10) and wherein said central control is
further controlled by a program to request connections in said circuit switch, and to
link packets, destined for a common output of said circuit switch, for transmission as_
one sequence of packets from one of said second plurality of data link handlers to
said circuit switch.

6. A data distribution means as claimed in claim 5 wherein said data
packets comprise header information identifying a source end user (614) and source
end user port number (600), a group number (616), and a destination end user (612)
wherein said central control comprises:

means for checking that said source end user, said source end user port"'
and said group number represent a combination authorized to transmit packets;

means (317) for ascertaining that said destination end user and said
group represents a destination authorized to receive packets from said network and to
identify a port for receiving data packets for said destination end user; and

means responsive to a login request for accessing a data base system to
verify whether a user transmitting said login request shall be authorized.
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fromsaid switch to cause one of said plurality of third pfocessors to--—

transmt* data to said swtch; _
-105 - wherein said switch setup control Hy{mmﬂw!&mmw
d peo

responsive to output signals fromsaid plurality of thir

requesting a disconnection by said sw g(gp_ 14. A data
distribution neans as clained in claim 13, further conprising:
an operation, adm nistration and mai ntenance nonitor processor neans,

(317), responsive 7o Adgnaalisribaton arass & claithéd tn dhind 01 9aid dmadisibation f or
accesst 9. Sakitsdal e Sy oot s onlb e s R HIBHIL
sour ce nanwecrivedydata packets) eachcpaciei comprising destination diformiaticn, from at least
nane. and_ g bl 108 RA8EE 8l WResi I3 pRhuR St B oiifss oot o
recei ve packets. a plurality of firdtrogessons«16) edchiconiprisingniésmown asemoryifoed i n
aules ( EbBirgU D8t tBRAP Y edchf saithobef\ @Rtz faRiclts Bh Hichbe) iEadiP AR ¥
a plurality of second processors (305), each comprising its own

memory, responsive to said destination information of said received data packets, for

ascertaining an identity of an outlet for reaching a destination specified by said

destination information of each data packet, and for linking in memory of at least

one of said second processors for each outlet of said network, memory locations in

said memory means of data packets whose destinations are reachable via said each

outlet, said each outlet accessed from said another data distribution means via an

output terminal of said data distribution means.

8. A data distribution means as claimed in claim 7 further comprising
means for requesting connection by a data distribution means, connected to said
outlets, from one of said at least one output of said data switching means to one of
said outlets. .

9. A data distribution means as claimed in claim 7, wherein each of said
packets further comprises source information, wherein said second plurality of
processors comprises at least one processor for verifying authority of a source,
identified by said source information of a packet, to transmit said packet.

10. A data distribution means as claimed in claim 9 wherein each of said
packets comprises an identity of a port transmitting said packet, wherein said at least
one processor for verifying authorization of a source further comprises means for
-verifying said authorization by checking said port identity.

11. A data distribution means as claimed in claim 10 wherein said
second processors comprise means for linking packets in first-in-first-out order.

12. A data distribution means as claimed in claim | wherein said
memory control means comprises:
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menory control means conprises a plurality of input data link. handlers (16)
and a plurality of output data |link handlers (17), further corrpri-shn u!‘\

a synchronous data ring (18) having one tinme slot for eacnmﬂlm‘lm
i nput data link controller and a nmenory nodul e, said tine

used for communicating between that nentd4y- modul e and an otit put data Iink
controller, and a plurality of tinme slots for sending control signals from

each of said plurality of. i t data |i contrallers.and, said,plurality of
out put data Iink -coﬁﬁ%ﬂi‘%@qﬁﬁt PJP?CSHEE-?QF@ f??f)a‘BPBS ,recexve'a dafa PaCkg'ééEh of
sai d nmenor ymemokyt es conprising a direct nenory access unit (203, 204) for
taking data from sajd synch us_ring f ori,ng in a Ly _arr of an
associ at ed nmenory n%g‘}ﬁ‘%“gd‘éﬁﬁ%ﬁ Pfgﬁfﬂ%ﬂbgggff gorfa:IIBﬁqt% 9 5%@'& "753 of
sai d associaddredsesimmemorydviiere said packkts grecbbestouad;dat a ri ng;
wherei n each of sai Eal | Lap ld Q| . S
control address to .gPmrglfﬁsdgit%?tg{dr%rg'f&%r%%ﬁ?)z{égéos@"u hict 13111? 3 msstsylﬁrﬁg dat a
recei ved f pooaessors includingaeceiving ifrom said dirsteprodessarsheades dataiofisaid nenory
array at a &b | AQ eink Bhithift Yo I .
wherein eag%&gt%asal d%c?%{rsaﬁat y o&%gggﬂgagﬁ pr‘?%ggdgiﬁiter 0 gmrigregseeﬁds
anot her copalpeatedpy spid gnemorygnanages direct nenmory access units for reading
data from said Menoj phedidriiduTbutdPhrotes irbortRERE AN i Sddtedse§'d L O
an out put caiﬁlt a link | 27 " b ,S& ?303??614: 3 -106-
ocated by said memory manager to said second processors;
a plurality of source checker processors (307) responsive to said header
data received from said second procéssors for checking in data of tables of said
source checker processors, that a source name comprised in said header data has
been authorized to transmit data over said network;
, a plurality of routing processors (309) for determining a destination for
each of said packets;
. wherein said memory manager processor is responsive to signals from a
plurality of third processors (17) to release blocks of memory for distribution by said

memory distributor processor.

13. A data distribution means as claimed in claim 12 further comprising:

a queue manager processor (311) for linking packets to be transmitted to
each data transmission facility accessible via a circuit switch (10) to said data
switching module;

a plurality of third processors (17) for controlling the transmission of
data packets stored in said memory to said circuit switch;

a switch setup control processor (313), connectable to said circuit
switch, responsive to signals from said queue manager processor for requesting

~ connections in said switch; and

a plurality of fourth processors (315) responsive to signals from said
source checker processors for communicating with a data base to receive
authorization data and for distributing such authorization data to said source checker
processors and said router processors;

wherein said switch setup control processor is responsive to signals
from said switch to cause one of said plurality of third processors to transmit data to
said switch; '
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controller that sent said other control word. -——" "7"16. A data
di stribution means as claimed in claim15 further conpy, mr“
control neans for supplying addresses to said data I|n l u“\ﬂ
wherein said central control means has access to said ‘synec rlond‘us sdata

ring in atinm slot for accessing dat-al05rr any of said nenory nodul es.
17. A data distribution neans as clainmed in claim1l wherein said nenory

(201, 202) conprise i : t her
Conpi i 51 ng at | cast el 18 syl Seou BB OGS [B0nsied o cff’*#m
control nesigoalsdmmsaidqiurality of third processors fonratiuestingfa dissoonsctiondiyssai

control | er gufté3. 204) each for controlling one of said nenory m)dul es;
and a synchronous data ring (18) interconnecting said at | east
one data link controller and said plurality of nmenory access controllers;

each pairing of Ongq O a4 disEiUHIoN rRES 2§ clffbd  Liging lgnﬂrﬁEFc@ﬁ%ﬁﬁhQ at

| east one data link controllers being assjigned one tine :
repetitive time frodfcoparaiion, ddministratiansand RaigtenaneempRIQRRIRCESSPN at | east

one data | hfelans:mvy Q‘l:é;ﬁinsﬁ@fio Signdls fROIA sHRPHalifCoRartE PPddesdre For
18. A nethod of, e55| data packets received in parallel froma
plurality B‘Fceﬁﬁbg ﬁ'ata swi tching stage and destined for a plurality

of outputs of a CWM@:@%MHEWMSHO:@EQ&&MWW&G&SteIOS of :
storing sa ecei vePI dat a packets in said, data sw,t chi nﬂ %ﬁg
CHARACTER %%BB on of a source port, sQiEGeRaMs, adETouR JUMbET coPRrises M Said, st or ed
dat a packeheadandata, | i nki ng stored packets having the sane
out put of the sw tchylng. networ as_conmmo inatign jn t dat a
Qutput of Lhe W { Qi \Gld Rlaking BRoctSlBIP Snel thde Wldobinddbd i

destination name and group number comprised in said header data is authorized to

receive packets.

15. A data distribution means as claimed in claim 1 wherein said
memory (201, 202) comprises a plurality of memory modules (201, 202) and said
memory control means comprises a plurality of input data link handlers (16) and a
plurality of output data link handlers (17), further comprising:

_ a synchronous data ring (18) having one time slot for each pairing of an
input data link controller and a memory module, said time slot also being used for
communicating between that memory module and an output data link controller, and |
a plurality of time slots for sending control signals from each of said plurality of
input data link controllers and said plurality of output data link controllers to-all
memory modules;

each of said memory modules comprising a direct memory access
unit (203, 204) for taking data from said synchronous ring for storing in a memory
array of an associated memory module and for reading data from said memory array
-of said associated memory module to said synchronous data ring;

wherein each of said plurality of input data link controllers sends a
control address to all of said direct memory access units for storing data received
from said each data link controller in said associated memory array at an address
starting with said control address; and

wherein each of said plurality of output data link controllers sends
another control word to all of said direct memory access units for reading data from
said memory array for delivery by said synchronous data ring to an output data link
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transmtting said |inked packets to said output of the s tch| ng netvvork
19. ‘A nethod as clainmed in claim18 wherein: WH

conprises storing each received data packet concurrently H’ﬂ
menory nodul es; further corrp[ ing the step of unI oédl fng '
concurrently from said plurality of nenoly nodul es, and in sequence, each
of the packets of each |inked group. 20 A nethod as clained in
cl ai m 19 whecentrollzndiat eént Sgiddbeisrdohes! ko, a-

-107- menory controller and at | east one data |ink controller and wherein

said plurality of menory nodul es are connected by a synchronous data ring,
further conprising tie Ademsdigfibution meansasclmmdsxi ghiimd Stfurtherdomprisinigng, of

memory cont rgk‘hﬁm Bfedlhhas 08 SuBBOAML s flesedto califin ARE chadRlens, Ynellin >

synchr onous Fing I nterconne nennry con ers an
| east one dasaid central éonfrolangans hanigagess t0 Sald synchronoysadatating img titersbotifer ween

a menory congé@_gglfédﬁmh&M@dm@jﬁoﬁo&ba@eger on the tine slot assigned
for that pair.

17. A data distribution means as claimed in claim 1 wherein said
memory (201, 202) comprises a plurality of memory modules (201, 202), further
comprising at least one data link controller (16), wherein said memory control means
comprises:

a plurality of memory access controllers (203, 204) each for controlling

one of said memory modules; and
a synchronous data ring (18) interconnecting said at least one data link

controller and said plurality of memory access controllers;

each pairing of one of said memory access controllers and one of said at
least one data link controllers being assigned one time slot of a repetitive time frame
for the transmission of data between said at least one data link controller and said
one memory access controller.

18. A method of processing data packets received in parallel from a
plurality of inputs of a. data switching stage and destined for a plurality of outputs

of a connected switching network (10) comprising the steps of:
storing said received data packets in said data switching stage;

CHARACTERISED BY:
determining a destination for each stored data packet; and
linking stored packets having the same output of the switching network

as common destination in the data switching stage and
transmitting said linked packets to said output of the switching network.

19. A method as claimed in claim 18 wherein:
said storing comprises storing each received data packet concurrently in

a plurality of memory modules;
further comprising the step of unloading, concurrently from said

plurality of memory modules, and in sequence, each of the packets of each linked
group.

20. A method as claimed in claim 19 wherein each of said modules has a

This is the replacement sheet

2 2 AUG 1997

. «wDate:



21. A nmethod as clained in claim20 further conprising the step of :
initiali¥i ng said nenory controller wth an address and il ﬂmﬂmmﬂ" ,r’r -
of words to be transmtted fromstorage in nenory with s " m,

22. A nmethod as clainmed in claim21 wherein said |n|t|aI|2|ng co ot i Ses*
transmtting a control word from said dat ink controller to sald menory
controller. 23. A nethod as clained in claim20 wherein a

single time slot is assigned for transmtting data fromone of said data
| ink contr ol |memotycontllef ambatdesse one dardink cintrotler amihwhérein saidphralityiofg

data from said, Q0 MBERELY atWhheitfby ta%yﬁcrh:o%uss Hes 85! RArthbl CorfiAding e’ S-
steps of:
assigning to each pairing, of memory controller and data link controller,
at least one time slot of said synchronous data ring interconnecting said memory
controllers and said at least one data link controller; and
| transmitting data between a memory controller and a data link controller

on the time slot assigned for that pair.

21. A method as claimed in claim 20 further comprising the step of:
initializing said memory controller with an address and a count of
number of words to be transmitted from storage in memory with said address.

22. A method as claimed in claim 21 wherein said initializing comprises
transmitting a control word from said data link controller to said memory coatroller.

23. A method as claimed in claim 20 wherein a single time slot is
assigned for transmitting data from one of said data link controllers to one of said
memory controllers, and for transmitting data from said one memory controiler to
one of said data link controllers.
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