
WO 20071103055PCT1U520071005067 [0001]METHODS FOR
SUPPORTING EMERGENCY CALLS ON A WIRELESS LOCAL AREA
NETWORK [0002]FIELD OF INVENTION [0003]The present
invention generally relates to wireless local area
networks (WLANs), and more particularly, to supporting
emergency calls in a WLAN. [0004]BACKGROUND
[0005]Existing 802 technology (802.11 WLANs, 802.15
wireless personal area networks (WPANs), etc.)
traditionally does not have to support emergency calls
like cellular does. For cellular, support of emergency
calls often resulted from regulatory requirements
imposed on the technology and is therefore widely
implemented in most of today's deployed wireless
cellular networks and handsets. Support for emergency
calls involves many aspects across all communication
layers, especially signaling support and mandated
procedures, which are non-existent for 802.11 and
802.15 technologies. With the advent of Voice over
Internet Protocol (VoIP) in WLANs and increased
everyday usage of WLANs, support for emergency calls
in WLANs will become necessary. [0006]Even "fixed"
VoIP phone service offerings for the residential
market have limited emergency call support. Number
location information cannot always be tracked by a
dispatcher in a public safety answering point (PSAP),
call back is not always possible, and address
registration may be required upon purchase of the
equipment. When the von) phone is moved to anew
location, the emergency call will still be sent based
on the registered address location. The registered
address can be changed in principle, but delays are at
least on the order of days or weeks in updating the
information at the PSAP. In addition, some users might
not update their registration information in a timely
manner, if at all. [00071This situation worsens with
more mobility as enabled by VoIP 



phones using WLANs. WLAN based VoLP phones can work
from any location and  the user can be expected to
roam seamlessly between locations, such as from an
office to a home to public hotspots, etc.
[0008]Certain 802.11:specific issues exist, including
radio access, access point (AP) location, caller
location, and emergency call admission. In regard to
radio access, no priorities for emergency calls
currently exist in the 802.11 standards, and there is
no means to distinguish an emergency call from a
regular call for the WLAN access network. The location
of an AP or a STA is currently unknown to the network
in a non-proprietary manner, even if for example, the
AP's identification can easily be determined. It is
also not currently possible to map the caller's
location in a non-proprietary manner. [0009]In regard
to admicsion, a tightly managed WIAN may prevent
emergency callers from establishing an emergency call
if the caller is not authorized to enter the network.
The normal connection procedure between a STA and an
AP requires the STA to send an Association request,
followed by negotiation with the AP prior to
associating the SPA to the AP. If the STA is unable to
indicate that it is making an emergency call, it would
have to go through the entire association procedure to
determine Wit could be admitted. As an example of this
type of difficulty, if a STA does not have the proper
password or authentication credentials to access the
system (if the AP is configured to require passwords
or require authentication credentials, as might exist
for example with a private hotspot or
enterprise/office WLAN), the A' will bluntly refuse
the STA's association request. But even if the STA has
the proper password or authentication credentials, the
AP could still refuse admittance to the network based
on its configured maximum capacity for voice users. In
this case, the right decision for the AP would be to
admit this new emergency call (at the highest
priority) and to discontinue another existing voice
call. Because the AP currently lacks means to make
this distinction in the first place, such a feature
cannot be implemented with existing state-of-the-art
WLAN technology. Contrast this with the operation of a
cellular system, in which any device can make an
emergency call, even a device without a SIM card. WO
2007/103055PCT/US2007/005067 [0010]SUMMARY [0011]The
present invention proposes various system operation
aspects for enabling emergency call handling support
with 802.11 and 802.15 technology. Some of the
proposals pertain. to new L2 signaling messages or
information elements to indicate emergency calls to
APs. New procedures and control mechanisms are
proposed for emergency situations. In addition,
procedures for dual-mode (WLAN and second generation
(2G) or third generation (3G) cellular)
implementations are addressed. Because emergency call
requirements are often coupled to regulatory
requirements on location reporting of the emergency
caller's position, means and. signaling procedures are
proposed to allow requesting and reporting of
geographic positions in a WLAN network. The position
information can be coupled to emergency calls or can
be implemented separately. [0012]A benefit of a STA
being able to identify an emergency call is that 



simple logic can be installed at the AP that allows
the AP to distinguish between a STA that it should
treat normally (i.e., should follow regular
association procedures) and a STA that should be
admitted under all circumstances, regardless of how
the network is configured (i.e., bypass any security
requirements to admit an emergency call).
[0013]Several methods are provided for communicating
emergency call capability information between a
station and an access point (AP) in a wireless local
area network. The methods include advertising by the
AP of its emergency call capabilities and announcing
by the station of its emergency call capabilities. The
AP can advertise its emergency call capabilities in a
beacon frame, a probe response frame, a reassociation
response frame, or a reauthentication response frame.
The station can announce its emergency call
capabilities in an association request frame, a
reassociation request frame, an authentication request
frame, or a reauthentication request frame. [0014]A
method for supporting an emergency call in a WLAN
begins by initiating an emergency call by a SPA on the
WLAN-. The emergency call is received by an AP on the
WLAN and is admitted without requiring the STA to
perform an authentication procedure. The STA is
provided with emergency call related settings to
permit the STA to access the WLAN. [00151A method for
supporting an emergency call in a MILAN begins by
initiating an emergency call by a station on the WLAN.
The emergency call is received by an AP on the WLAN
and is admitted without requiring the STA to perform
an authentication procedure. The emergency call is
routed to an emergency call center. [00161A method for
supporting an emergency call in a WLAN begins by
providing an emergency BSS ID to a STA, the emergency
BSS ID being used only for emergency calls. Any
emergency call initiated by the STA uses the emergency
BSS identifier. 



[00171A method for supporting an emergency call in a
MILAN begins by initiating an emergency call by a STA
on the MILAN. The emergency call is received by an AP
on the WLAN. A determination is made whether the STA
has sufficient capabilities to complete the emergency
call. If the STA does not have sufficient capabilities
to complete the emergency call, then an element of the
infrastructure network acts as a proxy for the STA to
complete the emergency call. [0018]BRIEF DESCRIPTION
OF THE DRAWINGS [0019]A more detailed understanding of
the invention may be had from the following
description of a preferred embodiment, given by way of
example, and to be understood in conjunction with the
accompanying drawings, wherein: [0020]Figure 1 is a
diagram of a standard medium access control (MAC)
frame; 100211Figure 2A is a diagram of a MAC frame
with a bit flag indicating an emergency call;
[00221Figure 2B is a diagram of a MAC frame with an
information element (IE) indicating an emergency call;
[0023]Figure 3 is a diagram of a standard ready to
send (RTS) frame; 



WO 2007/103055PCT/U52007/005067 [0024]Figure 4A is a
diagram of a RTS frame with a bit flag indicating an
emergency call; (0025]Figure 4B is a diagram of a RTS
frame with an IE indicating an emergency call;
[0026]Figure 5 is a flowchart of a method for using a
RTS frame as shown in Figures 4A or 4B; [0027]Figure 6
is a flowchart of a method for switching radio
technologies to complete an emergency call;
100281Figure 7 is a diagram of a SOS beacon frame
indicating an emergency call; 



[0029]Figure 8 is a flowchart of a method for
transmitting and using the SOS frame shown in Figure
7; and [0030]Figure 9 is a flowchart of a method to
determine whether to apply a proxy function. [0031]
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
[0032] Hereafter, the term "station" (STA) includes,
but is not limited to, a wireless transmit/receive
unit (VVTRU), a user equipment, a fixed or mobile
subscriber unit, a pager, or any other type of device
capable of operating in a wireless environment. When
referred to hereafter, the term "access point" (AP)
includes, but is not limited to, a base station, a
Node B, a site controller, or any other type of
interfacing device in a wireless environment.
[0033]The present invention is applicable to all
WLANS, personal area networks (PANs), and metropolitan
area networks (MANs), but in particular to
802.11-based WLANs, 802.15-based wireless PANs,
802.16/20 based wireless MANs, and equivalents
thereto. In one realization, the present invention is
applicable to WTRUs implementing a combination of
these access technologies including WLAN, PAN, MAN,
and cellular multi-mode WTRUs. [0034]The present
invention for handling emergency support will be
described hereinafter as being grouped into several
major areas. This is, however,  for convenience of
explanation and should not be taken as a limitation of
the invention. [00351I.Air interface related
signaling/support and procedures 



[0036]A.Indication of emergency calls in MAC frames
and MAC signaling messages [0037]A standard MAC frame
100 is shown in Figure 1. The MAC frame 100 includes a
frame control field. 102, a duration/ID field 104, one
or more address fields 106a-106d, a sequence control
field 108, a quality of service (QoS) control field
110, a frame body 112, and a frame check sequence
(FCS) field 114. The QoS control field 110 is divided
into a plurality of subfields, as shown. [00381A
priority for emergency calls can be indicated in MAC
frames by a bit flag, by an emergency message type IE,
by an emergency message field part on an existing or
new IE, or by an emergency call code implemented using
a reserved (currently unused) value in any existing IE
or field of a MAC frame. The indicator allows an AP to
know that it needs to admit the emergency call. For
similar purposes, QoS priorities or requirements are
indicated by means of QoS classes (for example
DifBerv). Any existing MAC frame type (control,
management, or data) can be modified to include the
emergency call indicator. The emergency call indicator
can be added to any location in the MAC frame, in the
header or the body using any of the mechanisms
described. [0039]As shown in Figure 2A, a MAC frame
200 includes fields 202-214, which are the same as
fields 102-114 described above in connection with
Figure 1. In one embodiment, a simple bit flag 220 is
used to indicate to the receiver that this is an
emergency call. As shown in Figure 2A, one possible
location for the bit flag 220 is in the reserved bit
(bit 7) of the QoS control field 210. A person of
ordinary skill in the art would note that it is
possible to place the bit flag 220 in any currently
reserved location in any of the existing header or
frame body fields in the MAC frame. [0040]As shown in
Figure 2B, a MAC frame 250 includes a frame control
field 252, a length field 254, and an emergency call
IE 256 to indicate an  emergency call. The emergency
call IE 256 can include, but is not limited to, an
emergency call flag 260, a reason code field 262, a
capability information field 264, a location
information field 266, a voice codec application field
268, and additional fields 270. The emergency call IE
256 can be added to any MAC frame. In addition, the
information contained in the emergency call IE 256 can
be added to an existing IE type. 



[0041]The emergency call flag 260 can be a simple
indicator (e.g., a bit flag) to identify that the call
is an emergency call, The reason code field 262
indicates the reason for the emergency can (e.g.,
fire, medical emergency, etc.). The capability
information field 264 includes the capabilities of the
STA placing the emergency call and is used to assist
in completing the emergency call as quickly as
possible. The location information field 266 contains
the location of the STA placing the emergency call.
The voice codec application field 268 identifies the
voice codec used by the SPA, and is used in case there
is any incompatibility between the SPA and the AP
attempting to handle the emergency call. Additional
information that can be included into the emergency
call IE (as fields 270) are timestamps and WTRU and/or
operator service capability information. [00421
Existing MAC frames under 802.116 have call
priorities. The Transmission Specification (TSPEC) IE
includes a three bit priority subfield in a
transmission specification information field. The
principles of the present invention can also be
implemented in the TSPEC IE by defining a value for an
emergency call. In cellular systems, a similar
mechanism (a signaling frame) is used to send the call
parameters to the network and includes a reserved
field to identify emergency calls. As is known in the
art, the TSPEC IE is used in an ADDTS (add traffic
stream) frame. The modified TSPEC IE described herein
can therefore be used in an ADDTS frame. Similarly, a
new IE containing the same information can be used in
the ADDTS frame to indicate an emergency call.
[0043]While the foregoing description has particularly
described 802.11- based MAC frames, the concepts of
extending the MAC frames can be applied to any type of
MAC frame. For example, an Ethernet type of MAC frame
could also be similarly modified. Such a MAC frame is
used in, for example, EAPOL  (Extensible
Authentication Protocol Over LAN) frames that are
exchanged for security reasons in a WPA (Wi-Fi
Protected Access)-enabled network. Furthermore, this
concept can be extended to define a new Ethertype,
since an Ethertype is indicated by a bit in the
header. [0044]B.Virtual BSS ID for emergency calls
[0045]In a virtual BSS setting, a single physical AP
is configured to operate as more than one BSS (i.e., a
virtual BSS), with each BSS having its own ID. One BSS
ID can be reserved for use for emergency calls only.
Since each MAC frame transmitted in a WLAN includes
the BSS ID, an emergency call would use the emergency
BSS ID when attempting to transmit an emergency call.
100461A STA can receive the emergency BSS ID on the
downlink from the AP. For example, the emergency BSS
ID can be sent by the AP in a response frame (e.g., a
probe response, an association response, or a
reassociation response). It is noted that the
emergency BSS ID can be provided to the SPA be various
other methods. 



[0047]C.AP or STA advertises its emergency call
capabilities [0048] The AP advertises its ability and
willingness to support emergency calls. For example,
the AP can advertise that it is emergency call enabled
and provide parameters to STAs in order to associate
to the AP to complete an emergency call. This
advertisement can also include an indication whether
the emergency call capability in the AP is presently
active. This type of advertisement is likely to be
used in a public hotspot, where many different types
of users can be reasonably expected. [00491An AP
capability IE can be used in beacon frame or in probe
frames, where the AP indicates its emergency call
capabilities. In the current beacon frame, there is a
two byte capability field, but all of the bits in this
field are used. An extendable capability IE has been
added to the end of the frame to indicate all new AP
capabilities. The bit flag described above can be
added to the extendable capability IE to indicate the
AP's emergency call capability. In addition, the AP's
emergency call capability indication can be added to
reassociation or reauthentication frames.
[0050]Alternatively, the STA can announce its ability
to support emergency calls. This information can
include, for example, which type of voice coding is
being implemented by the STA. The STA can add its
emergency call capability information to an
association request frame, a reassociation request
frame, an authentication request frame, or a
reauthentication request frame. The information can be
transmitted by using a new IE or by adding one or more
bit flags to an existing IE. One benefit of the SPA
announcing its emergency call capabilities is that the
AP can store this information in case the STA has to
place an emergency call, to more quickly process the
emergency call. [0051]If the STA provides it emergency
call capabilities to the AP, the AP should also be
aware whether the WLAN to which it belongs can support
emergency calls. Every WLAN may not have the ability
to connect to an emergency call center. For example,
the WLAN could be configured as a data collection
network (e.g., a factory telemetry network) and might
not have an Internet connection which would permit the
STA to connect to an emergency call center. In such
circumstances, the AP should inform the STA that the
WLAN cannot support emergency calls, so that the SPA
can attempt to locate another WLAN. A similar
mechanism can be employed in the event that the WLAN's
Internet connection is temporarily unavailable for
some reason. [0052]D.Location information
[0053]Location information can also be attached to
these new MAO frames 200, 250 (e.g., in the location
information field 266), in addition to conveying the
emergency call establishment reason. For example, the
AP or SPA can use the basic service set (BSS) ID, the
AP or STA MAC addresses, static or dynamically
assigned IP addresses, or global positioning system
(CPS) information from an AP or STA implementing this
functionality, and forward this information to the
emergency call center. It is noted that the location
information can also be conveyed separately from the
emergency call information. 



WO 20071103055PCI1US2007/005067 [0054}Other means of
locating the emergency STA include, but are not
limited to, identifying the STA placing the emergency
call by caller ID, utilizing a callback number, and
using known addresses to help locate the STA by the
emergency call center (e.g., using the MAC addresses
of' the current point of attachment for the STA, such
as the AP or the network ID, or AP geographical
coordinates). [0055}For example, a MAC signaling
mechanism for a WLAN can be used where the AP can
request the position from a STA. The STA would report
back to the Al' with its position. One possible
implementation includes the use of assisted GPS
(A-GPS) coordinates, that are currently in widespread
use in cellular handsets. Multiple positioning methods
can be supported for different access networks,
including, but not limited to, uplink time difference
of arrival (U-TDOA), enhanced observed time difference
(E-OTD), idle period downlink observed time difference
of arrival (IPDL-OTDOA), A-GPS, Universal Geographic
Coordinates (for example, as defined in IEEE standard
802.11k or IETF RFC 3825) and methods using WLAN Al'
locations, cell site, or sector information and timing
advance or roundtrip time measurements. While the
preceding examples of conveying location information
have been particularly mentioned, one skilled in the
art would note that any format to convey geographic
coordinates can be used. [00561The emergency call
functions can be performed independently from (yet
complementary with) the location reporting functions.
To illustrate, it is possible to: (1) attach location
information to the emergency call signaling frames
when the STA actually issues the emergency call, and
(2) signal location updates as a stand-alone
functionality without an emergency call. An example of
the latter would be to keep the AP informed and
updated about the latest SPA position either
periodically (e.g., every few seconds), polled as part
of the AP background operation, or by unsolicited
regular location reporting by the SPA to the AP.
Maintaining location information at the AP may be
preferable because when the STA issues the emergency
call, the AP already has a reasonably recent  estimate
of the STA's position, such that the SPA is not
required to explicitly piggyback its location onto the
emergency call request. [00571For example, such
stand-alone SPA location information reporting can be
used to allow implementation of location-dependent
services in a WLAN network, in parallel to addressing
regulatory requirements. 



[0058]As such, the position information can also be
provided to location services (LCS) applications
existing within an interworking WLAN (I-WLAN), public
land mobile network (PLMN), or in the STA. In
addition, the originating party's serving cell
identity or serving AP identity can be provided to the
LOS client. [0053]E. Extend the existing RTS/CTS frame
exchange mechanism and procedure [0060]A standard RTS
frame 300 is shown in Figure 3. The RTS frame 300
includes a frame control field 302, a duration field
304, a receiver address (BA) field 306, a transmitter
address (TA) field 308, and a FCS field 310. [00611A
STA that wants to transmit an emergency call tra
ncmits an extended RTS frame 400 containing a special
signaling flag as shown in Figure 4A or an extended
RTS frame 450 containing a new IE as shown in Figure
4B. [0062]Figure 4A shows an RTS frame 400. Fields
402-410 of the RTS frame 400 are the same as fields
302-310 of the RTS frame 300 described above in
connection with Figure 3. The frame control field 402
has several subfields, including a protocol version
subfield 412, a type subfield 414, a subtype subfield
416, a to distribution system (DS) subfield 418, a
from DS subfield 420, a more fragments subfield 422, a
retry subfield 424, a power management subfield 426, a
more data subfield 428, a Wired Equivalent Privacy
(WEP) subfield 430, and an order subfield 432.
100631The signaling flag can be added to any reserved
bit in the RTS frame 400. Potential locations for the
reserved bit include the protocol version 



subfield 412, the type subfield 414, and the subtype
field 416. It is noted that one  skilled in the art
could place the signaling flag in any reserved bit in
the RTS frame 400. [00641Figure 4B shows an extended
RTS frame 450, including a frame control field 452, a
duration field 454, a RA field 456, a TA field 458, a
purpose IE 460, and a FCS field 462. The purpose IE
460 can be similar in content to the emergency call IE
256, described above. All STAs receiving the extended
RTS frame 450 are then required to stop any
transmission attempt for a predetermined amount of
time to idle the wireless medium and to give the SPA
in emergency an opportunity to transmit. [0065]In one
embodiment, upon receipt of an extended RTS frame, the
receiving SPAS enter a modified backoff process in
order to give the STA placing the emergency call a
higher probability to succeed in obtaining access to
the medium. Two implementations of modifying the
backoff process are possible: (1) shortening the
backoff time for the STA placing the emergency call
relative to other STAs, or (2) lengthening the backoff
time for non-emergency STAs. In either implementation,
the end result is that the emergency STA has a shorter
backoff time than non-emergency STAs. [0066]A method
500 for using the RTS frame 400 or 450 is shown in
Figure 5. The purpose of the method 500 is to idle the
transmission medium in order to permit a SPA to
transmit an emergency call. The method begins with a
STA placing an emergency call by sending a RTS frame
400 or 450 (step 502). An AP receives the RTS frame
(step 504) and responds to the STA with a standard CTS
frame (step 506). The backoff type to be used by the
AP is determined (step 508). There are two possible
backoff types, both of which would permit the STA
placing the emergency call to access the medium prior
to all other STAB waiting to transmit. [0067]If the
backoff type is that the STA in emergency (i.e., the
STA placing the emergency call) has a shorter backoff
time, then the STA in emergency waits for the
shortened backoff time (step 510) and then transmits
the 



emergency call (step 512). All other STAs that are
attempting to access the  medium wait for the standard
backoff time (step 514) and are then able to transmit
(step 516). The method then terminates (step 518).
[0068]If the backoff type is that all other SPAS have
a longer backoff time (step 508), then the SPA in
emergency waits for the standard backoff time (step
520) and transmits the emergency call (step 522). All
of the other SPAS wait for a longer backoff time (step
524) and are then able to transmit (step 516). The
method then terminates (step 518). [0069]In general,
when a STA enters a backoff procedure, the STA
attempts to transmit randomly in one out of a series
of N timeslots. If there is a transmission collision,
the SPA will backoff again and increase the value of
N, up to a predetermined maximum value for N. Before a
SPA can attempt to transmit, the SPA must wait for M
timeslots. This basic procedure provides any SPA an
equal chance of winning access to the medium. In
802.11e, to implement QoS, there are two ways to
ensure that a particular station has a greater chance
of winning access to the medium. The first is to
reduce the value of M, thereby giving the SPA a
shorter wait time. The second is to use a smaller
value for N, which increases the chances that a STA
will be able to transmit in a particular time slot.
[0070]In the method 500, there are several possible
means for a SPA to know which backoff value to use. A
first means is to use hard-coded values for M and N in
connection with an emergency call, such that these
hard-coded values for M and N will be used by a SPA in
emergency. A second means is to explicitly signal
values for M and N from the Al' to the STA in
emergency. The Al' would typically send those
parameters to the SPA by either using broadcast or
dedicated management frames during normal system
operation. STAB read the emergency call-related
configuration parameters to be used in case they need
to set up an emergency call. One example is that the
AP, as part of the Beacon or Probe Response management
frames, sends other BSS configuration values to all
STAs in its BSS. Adding the emergency call-related M
and N parameters is a natural extension to these. For
example, 802.11e QoS-related configuration  parameters
per access category (backoff values, windows, etc.) to
be used by all STAs in the BSS are signaled today by
the AP using a similar mechanism. [0071]A third means
is a combination of the first and second means, by 



which a STA has hard-coded default values for M and N
that it uses normally, and if the STA is in emergency,
the Al' will signal new values for M and N to override
the hard-coded default values. One skilled in the art
could envision additional means for communicating the
appropriate backoff times to a STA in emergency and
all other STAB seeking access-to the medium.
[0072]F.Mandated switch-over to another radio
technology for dual- mode WLAN STAs (for example 3G
and WLAN) [0073]In case of an emergency, a dual-mode
WLAN SPA will attempt any emergency call first on the
cellular network, instead of on the WLAN. This is in
principle a "hard-coded" procedure in the STA alone. A
method 600 for implementing this procedure is shown in
Figure 6. (0074)The method 600 begins by the user
making an emergency call at the STA (step 602). A
determination is made whether the SPA is capable of
operating on a cellular network or a WLAN (step 604).
If the STA is operating on a cellular network (i.e.,
is currently connected to the cellular network), then
the SPA remains on the cellular network for the
emergency call (step 606). If the SPA is capable of
operating on the cellular network, but is not
presently connected to the cellular network, then the
SPA establishes a connection to the cellular network
(step 608) and makes the emergency call on the
cellular network (step 606). If the STA is operating
on a WLAN, then the SPA switches to the cellular
network to make the emergency call (step 610).
[0075]After the emergency call has been placed, a
determination is made whether the emergency call went
through on the cellular network (step 612). If so,
then the method 600 terminates (step 614). If the
emergency call did not go through on the cellular
network, then the STA switches to the WLAN to make the
call (step 616) and the method terminates (step 614).
WO 2007/103055PCT/US2007/005067 [0076]In case an
emergency call needs to be issued by a dual-mode WLAN-



cellular handset, the preferred procedure is to have
the handset fallback onto the cellular modem (i.e.,
establish the emergency call on a cellular radio
link), because emergency call support may not be
available or may be less reliable over the WLAN.
[0077]Alternatives for the method 600 include: (1)
establishing a preferred, mandated, or recommended
order of radio technologies (e.g., WLAN or cellular)
to switch to when attempting to send an emergency
call; (2) the system operator configures emergency
call behavior on a SIM card or similar device for dual
mode handsets; (3) maintain a VoIP call on the
cellular network or move the call onto a traditional
circuit switched voice channel in case of an
emergency; (4) the system operator signals a preferred
local order of radio technologies over the wireless
interface; or (5) the user manually configures the
policy setting. [0078]G.Bypassing authentication and
security when attempting an emergency call [0079]A
procedure is mandated that any 802.xx STA seeking to
establish an emergency call in a WLAN must be allowed
by the AP. This includes bypassing authentication like
802.1x and other security measures on the network
side. This procedure could be triggered by using the
extended RTS/CTS method 500 (as shown in Figure 5) or
by a bit flag, IE, header, reserved information field,
or bit/sequence value in the MAC frame (as shown in
Figures 2A and 2B). [0080]In current WLAN
implementations, the authentication status of each STA
is tracked via a state machine, and is referred to as
lx port filtering. A STA may transmit on the WLAN only
if it is authenticated, and will otherwise be blocked
by the port filter. But since a STA placing an
emergency call must be admitted to the WLAN, this
presents a problem from an authentication viewpoint.
To overcome the authentication problem, the port
filter can be adjusted to easily determine when a STA
is sending an emergency call and to permit the
emergency call to continue. For example, the
indication could be  provided as described above in
connection with a new Ethertype or modifying an
existing Ethertype. [0081]Access control in a WLAN is
intrinsically tied to security. Under the 



current standards, there is no way to get around the
access control in the AP, in that all STAs have to
perform an authentication process in order to
associate to the AP. An AP should admit an emergency
call even if the STA lacks the proper credentials to
associate to the Al'. There are two options for the AP
upon identifying an emergency call; the identification
of an emergency call should be performed at L2. The
first option is to bypass the AP's security entirely
and admit the call without requiring authentication.
The second option is to admit the call with different
security settings. For example, an emergency call can
be provided with a specific emergency-related access
code or security key. [0082]In the event that an Al?
grants access to an emergency call by bypassing the
AP's security, care needs to be taken to prevent abuse
of the security bypass from calls pretending to be
emergency calls (e.g., through spoofing signaling
information). One solution to this problem includes
semi-static routing for all emergency calls, such that
an emergency call is automatically routed to an
emergency call center without providing general access
to the WLAN. By using semi-static routing for
emergency calls, even spoofed emergency calls would be
routed to the emergency call center. [0083]II. WTRU
behavior! procedure in case of emergency [0084]A.WLAN
sends SOS beacon signal to facilitate in finding the
caller [0085]A procedure is mandated in the 5Th or
configured by the network that once the emergency call
is over (or even during), the STA and/or the involved
AP start transmitting SOS type signaling frames 700 as
shown in Figure 7 on regular intervals. [0086]An SOS
signaling frame 700 is a modified version of a Probe
Request frame. The SOS signaling frame 700 includes a
frame control field 702, a duration field 704, a
destination address (DA) field 706, a source address
(SA)  



field 708, a BSSID field 710, a sequence control field
712, a SSID rE 714, a supported rates IE 716, and an
emergency call IE 718. The emergency call IE 718 can
be the same as the emergency call IE 256 described
above in connection with Figure 2B. It is noted that
the supported rates IE 716 is optional, and can be
eliminated from the SOS signaling frame 700 without
affecting its functionality. [0087] In one embodiment,
the SOS signal frame can be defined as a Probe Request
frame sent with short interframe space (SIFS) priority
or priority interframe space (PIES) priority, to
ensure access to the medium. The SOS signal frame
contains new emergency call related elements in
emergency call IE, such as 911 ID (e.g., caller ID),
equipment details (such as international mobile
equipment identification (IMED), network affiliations,
user name, and emergency reason code. The reason code
may be obtained by the device prompting the user to
identify the reason for the emergency call (e.g.,
"press 1 if fire emergency", etc.). A reason code
would provide some ability to handle the emergency in
case there is no way to terminate the in-progress
call. 100881The SOS signal frame can be scheduled for
transmission every 100 mSec or so to facilitate
location logging and tracking. An AP would be required
to log any SOS signal frame reception with a timestamp
and details of the signal. The signal strength details
include signal strength, signal quality, antenna
azimuth and gain, and caller details such as IMEI,
user name (if available), and other 802.11 device
information useful for identity and capability
purposes. An AP receiving an SOS signal frame would
also be required to report the event to an emergency
network node responsible for emergency response, radio
resource coordination, location, and tracking of the
calling device. [0089)This is an active probing
mechanism where the SOS signaling frames are sent and
can be received by emergency workers as they approach
the caller. One analogy is the emergency beacon in the
black box of an airplane. A new MAC frame can be
introduced for this purpose or an existing MAC frame,
for example a probe request frame, can be extended by
new IEs (such as the emergency call IE 256) to fulfill
this purpose.  WO 2007/103055PC171152007/005067
[0090]A method 800 for utilizing a SOS signaling frame
is shown in Figure 8. The user makes an emergency call
from a STA (step 802). The SPA begins to transmit SOS
frames (step 804). Based on the desired
implementation, the SOS frames can either be sent as
probes or be used to establish a direct connection
with an emergency worker (step 806). [0091]If the SOS
frames are to be sent as probes, a transmission period
is set and a determination is made whether the end of
the transmission period has been reached (step 810).
If the transmission period has not ended, then the STA
continues transmitting the SOS frames (step 812) and
the method returns to step 810. If the end of the
transmission period has been reached (step 810), then
the SPA stops transmitting the SOS frames (step 814)
and the method terminates (step 816). [0092]If the SOS
frames are to be used to establish a direct connection



with an emergency worker (step 806), then a
determination is made whether the emergency worker in
within range of the SPA (step 820). If the emergency
worker is not within range of the SPA, then the STA
continues transmitting SOS frames (step 822) and the
method continues with step 820. If the emergency
worker is within range of the STA (step 820), then the
STA stops transmitting SOS frames and establishes a
direction connection between the caller and the
emergency worker (step 824) and the method terminates
(step 816). [0093]In a first alternative (steps
810-814), the SOS frames transmitted by the STA could
be triggered by signaling from the AP or higher layer
protocols like session initiation protocol (SIP) once
the emergency call is over. The duration/frequency of
the SOS frames are contained in this trigger signal.
Sending the SOS frames after the emergency call is
over prevents transmission of unnecessary SOS frames
in case the emergency call was a mistake or if there
was no need for an emergency worker to come in
response to the call. [0094]In a second alternative
(steps 820-824), a direct Vollp connection between the
emergency worker and the caller is established when
they are within range of each other Other STAs that
hear the SOS frames may treat the SOS frames like the
extended RTS frame described above in connection with
Figures  4A, 4B, and 5 (i.e., the other STAB will not
try to access the medium, so that the emergency caller
has better access to the bandwidth). [0095]B.Network
(for example, the AP) implements a call back
functionality to handle emergency calls 100961Once an
emergency call is established, the WLAN maintains an 



active connection to the user that initiated the
emergency call for a certain period after the
emergency call is over in case of call back. This
functionality may be transparent to the user.
[00971III. Functionality in the infrastru.cture
[0100]A.Proxy function [0101]A method 900 for
determining whether an AP needs to act as a proxy for
the SPA is shown in Figure 9. The SPA makes an
emergency call (step 902) and the AP receives the
emergency call (step 904). A determination is made
whether the STA has the capabilities to complete the
emergency call based on the network used to carry the
call (step 906). The AP checks if the SPA has all
required functionality (e.g., SIP/H.323 protocol
termination, vocoder, etc.) to support the call. This
information may be indicated as part of the MAC frame
(e.g., MAC frames 200, 250) or it may be part of the
subscriber information in the network that the AP can
access. 101021If the SPA has all of the necessary
capabilities, then the SPA proceeds with the call as
normal (step 908). The AP can add location information
to the call as necessary, including the location of
the STA and/or the location of the AP (such as the
network ID, the AP's MAC address, etc.) (step 910).
The method then terminates (step 912). [01031If the
STA does not have all of the necessary capabilities to
complete the call (step 906), then the AP acts as a
proxy for the STA, providing any necessary
functionality (step 914). The AP adds location
information to the call as needed (step 910) and the
method terminates (step 912).  WO
20071103055PCT/US2007/005067 [0104]If the AP
determines that the STA does not have all the required



functionality to fully complete the emergency call in
the current environment, then the AP will act as a
proxy for the STA (step 914). For example, lithe STA
does not have SIP protocol support, then the AP can
act as a SIP proxy for the STA. As another example, if
the STA has SIP support but the network only supports
11.323, then the AP can interwork the SIP messages
from the STA to H.323 messages to the rest of the
network. In the extreme case that the ETA does not
even have a vocoder, the AP can download a thin
vocoder client to the ETA and interwork to more
standard vocoders elsewhere in the network. It is
noted that the AP does not have to provide all of the
proxy functions for the STA; these functions could be
provided by another element in the infrastructure
network such as a dedicated gateway node. By moving
the proxy functions out of the AP, this provides
greater flexibility to the VVLAN to handle the
emergency call in the event of an interruption in the
WLAN's Internet connection. [0105]Another method is
that the AP spoofs (i.e., reads the contents and/or
type information even if it is officially not supposed
to) on the contents of the IP packets that are used
for signaling or normal traffic by the SPA and its
correspondent in the network. For example, SIP
signaling protocol messages over IP are typically used
today for call handling. Such SIP signaling contains
useful information, such as capability information and
destination addresses, for the AP to fulfill its role
as proxy. In addition to the previously described
methods, if the AP extracts such information from
spoofing on the ETA-remote destination higher layer
(i.e., above L2 MAC) message contents, it can fulfill
its role more efficiently. A person skilled in the art
would recognize that SIP is one example of a
management protocol for if-based calls, and that other
equivalent protocols exist and are widely used in the
industry. Therefore, this method is not limited to SIP
alone. [01061B.Linking an AP to an emergency call
center [0107]Once an AP learns of a ETA making an
emergency call, the AP needs to establish a link to
an. emergency call center in order to properly route
the call from the STA. There are several possible
transfer mechanisms to get the emergency call from the
Al' to the call center. For example, the AP can
communicate with a gateway, linking it to the call
center. [0108]The emergency network node concept can
be extended to include an emergency response
operations center with man-in-the-loop capability. The
emergency network node would be an extended service
set (ESS) or network tailored to the infrastructure
application. For example, on a university campus, the
designated emergency network node would be the campus
police depai tment. As another example, in a
manufacturing plant, the emergency network node would
be the security office. The emergency network node
would include an operator who would receive the VoIP
call, log call information, screen calls, and then
place an emergency call on a public switched telephone
network (PSTN) to alert the appropriate authorities.
[0109]The emergency network node concept can be
further extended to include an automated node with a
direct line to a PSTN. The automated node would act as
voice circuit bridge to dial and connect the wireless
caller to the PSTN emergency center. 



[0110]The method for connection to the emergency
network node could be extended to include the ability
to route and handle a call without authentication,
authorization, or security features. This would permit
a direct unencrypted connection or a tunneled
connection between the wireless caller and the
emergency network node. [0111]The function of the
emergency network node could be extended to include
call handing, call handoff, and roaming coorcknation.
This functionality - would preauthorize resources in
neighbor Al's (Al's adjacent to the Al' serving the
wireless call), so that the caller may roam without
losing the wireless connection and without the need to
reestablish a new emergency call when moving across AP
boundaries, thus eliminating duplicate calls on same
emergency. In one implementation, a MAC frame
containing an emergency IE as described above could be
used so that after a handoff is completed the new AP
can continue the emergency call without interruption.
WO 2007/103055PC171.152007/005067 [0112]1V.
Luterworking [0113]Interworking, which relates to how
the network-side components interact, is also
important in handling emergency calls, especially when
an emergency call has to cross different network types
in order to be completed. One solution to this issue
is that when a new user enters the system, it
indicates its emergency call capabilities. A
centralized database is updated with the new user's
information such that this information is readily
available should the user place an emergency call and
reduces the latency that would otherwise be required
to complete the call by having to exchange this
information across the network As with the location
information, the emergency call capability information
can automatically be updated in the background to
constantly provide updated information.
[0114]Embodiments        1. A method for supporting an
emergency call in a wireless local area network,
comprising the step of advertising by an access point
(AP) of the emergency call capabilities of the AP. 



2. The method according to embodiment 1, wherein the
advertising step includes providing an indicator that
the AP is capable of receiving an emergency call; and
providing parameters such that a station placing an
emergency call can configure itself to communicate the
emergency call to the AP.        3. The method
according to embodiment 1, wherein the advertising
step includes using a beacon frame to periodically
transmit the emergency call capabilities of the AP.
4. The method according to embodiment 3, wherein the
beacon frame includes an extendable capability
information element that contains the emergency call
capabilities of the AP.        5. The method according
to embodiment 1, wherein the advertising step includes
using a probe response frame to transmit the emergency
call capabilities of the AP.  WO
2007/103055PCT/US2007/005067        6. The method
according to embodiment 1, wherein the advertising
step includes using an association response frame to
transmit the emergency call capabilities of the AP. 



7. The method according to embodiment 1, wherein the
advertising step includes using a reassociation
response frame to transmit the emergency call
capabilities of the AP.        8. The method according
to embodiment 1, wherein the advertising step includes
using an authentication response frame to transmit the
emergency call capabilities of the Al'.        9. The
method according to embodiment 1, wherein the
advertising step includes using a reauthentication
response frame to transmit the emergency call
capabilities of the AP.        10. A method for
supporting an emergency call in a wireless local area
network (VVLAN) according to any previous embodiment,
comprising the step of announcing by a station of the
emergency call capabilities of the station to an
access point (AP).        11. The method according to
embodiment 10, wherein the announcing step includes
using an information element to transmit the emergency
call capabilities of the station.        12. The
method according to embodiment 10, wherein the
announcing step includes adding a bit flag to an
existing information element to transmit the emergency
call capabilities of the station.        13. The
method according to embodiment 10, wherein the
announcing step includes using an association request
frame to transmit the emergency call capabilities of
the station.        14. The method according to
embodiment 10, wherein the announcing step includes
using a reassociation request frame to transmit the
emergency call capabilities of the station.        15.
The method according to embodiment 10, wherein the
announcing step includes using an authentication
request frame to transmit the emergency call
capabilities of the station, 



16. The method according to embodiment 10, wherein the
announcing step includes using a reauthentication
request frame to transmit the emergency call
capabilities of the station.        17. The method
according to embodiment 10, further comprising the
step of storing the emergency call capabilities of the
station in a location accessible by any device on the
WLAN.        18. The method according to embodiment
17, wherein the storing step permits interworking
between the WLAN and other network types to support
the emergency call.        19. A method for supporting
an emergency call in a wireless local area network
(WLAN) according to any previous embodiment,
comprising the steps of initiating an emergency call
by a station on the WLAN; receiving the emergency call
by an access point (AP) on the WLAN; admitting the
emergency call by the Al' without requiring the
station placing the emergency call to perform an
authentication procedure required to admit other calls
by the AP; and providing the station with emergency
call related settings to permit the station to access
the WLAN.        20. The method according to
embodiment 19, wherein the emergency call related
settings include an emergency call access code.
21. The method according to embodiments 19 or 20,
wherein the emergency call related settings include an
emergency call security key.        22. A method for
supporting an emergency call in a wireless local area
network (WLAN) according to any previous embodiment,
comprising the steps of initiating an emergency call
by a station on the WLAN; receiving the emergency call
by an access point (Al') on the WLAN; admitting the
emergency call by the Al' without requiring the
station placing the emergency call to perform an
authentication procedure required to admit other calls
by the AP; and routing the emergency call to an
emergency call center.        23. The method according
to embodiment 22, wherein the routing step includes
performing semi-static routing whereby all emergency
calls are routed to the emergency call center.
24. A method for supporting an emergency call in a
wireless local area network (WLAN) according to any
previous embodiment, comprising the steps of providing
an emergency basic service set (BSS) identifier to a
station, the emergency BSS identifier being used only
for emergency calls; and initiating an emergency call
by the station, the emergency call including the
emergency BSS identifier.        25. The method
according to embodiment 24, wherein the providing step
includes providing the emergency BSS identifier to the
station in a probe response frame. 



26. The method according to embodiment 24, wherein the
providing step includes providing the emergency BSS
identifier to the station in an association response
frame.        27. The method according to embodiment
24, wherein the providing step includes providing the
emergency BSS identifier to the station in a
reassociation response frame.        28. A method for
supporting an emergency call in a wireless local area
network (VVLAN) according to any previous embodiment,
comprising the steps of initiating an emergency call
by a station on the WLAN; receiving the emergency call
by an access point (AP) on the WLAN; determining if
the station has sufficient capabilities to complete
the emergency call; and having an element of the
infrastructure network act as a proxy for the station
if the station does not have sufficient capabilities
to complete the emergency call.        29. The method
according to embodiment 28, wherein the element of the
infrastructure network includes a dedicated gateway
node.        30. The method according to embodiments
28 or 29, further comprising the step of adding
location information to the emergency call by the
element of the infrastructure network.        31. The
method according to one of embodiments 28-30, further
comprising the step of monitoring traffic on the WLAN
by the element of the infrastructure network, whereby
the element of the infrastructure network  learns the
capability information of stations on the WLAN such
that the element of the infrastructure network can act
as a proxy for a station. (01151The concepts of the
present invention can be extended beyond the specific
examples illustrated above. For example, the present
invention can be extended to mesh networks and ad-hoc
networks. The emergency call capabilities described
herein can be implemented in any part of a network,
and are not limited to an AP. For example, these
capabilities can be implemented in a STA, distributed
across several APs, in an access controller, or in a
call server. [0116]As an alternative, instead of a
human user, the present invention can be extended to
machine-to-machine usage scenarios for emergency
handling with WLANs. One possibility would be using
802.11 in home security systems, i.e., a WLAN is used
in place of hard wired telephone lines (that can be
cut). In this example, instead of a human user
generating a WLAN emergency call, the home security
system auto-generates an emergency call to a security
call center when someone breaks in. Alternatively, the
home security system could start sending emergency SOS
frames, as described above. 



[01171Although the features and elements of the
present invention are described in the preferred
embodiments in particular combinations, each feature
or element can be used alone (without the other
features and elements of the preferred embodiments) or
in various combinations with or without other features
and elements of the present invention.  Claims 1. A
method for use in an access point (AP), the method
comprising:       transmitting a first beacon frame
that contains a first basic service set identity
(BSSID) to a station (STA), wherein the first BSSID is
associated with a security credential required for
associating with the first BSSID;       transmitting a
second beacon frame that contains a second BSSID to
the STA, wherein the second BSSID is associated with
an emergency call security credential for associating
with the second BSSID;    receiving an association
message that includes a BSSID from the STA;
determining whether the received association message
includes the second BSSID; and       granting the STA
access to the AP on a condition that the received
association message includes the second BSSID, wherein
the access to the AP is limited to an emergency call
to an emergency call center. 2. The method of claim 1
further comprising:       determining whether the
received association message includes the first BSSID
or the second BSSID;       in response to a
determination that the received association message
includes the first BSSID, determining whether the
received association message includes a valid security
credential; 



in response to a determination that the received
association message includes a valid security
credential, granting access to the STA; and       in
response to a determination that the received
association message includes the second BSSID,
granting access limited to an emergency call to the
STA.  3. The method of claim I, further comprising:
transmitting an indication regarding an emergency call
capability of the AP.  4. The method of claim I,
further comprising:       transmitting an indication
regarding an emergency call capability of the AP being
active.        5. The method of claim 3, wherein the
indication regarding the emergency call capability of
the AP is transmitted in an extended AP capability
information element (IE). 6The method of claim 5,
wherein the AP capability IE is greater than two bits
in length. 7.A method for use in an access point (AP),
the method comprising:       generating an emergency
basic service set identity (BSSID) for an emergency
call to an emergency call center;  



transmitting a plurality of basic service set
identities (BSSIDs), wherein at least one of the
plurality of BSSIDs is the emergency BSSID;
receiving an access request indicating the emergency
BSSID from a station (STA); and granting emergency
call access to the STA.        8. The method of claim
7, wherein the plurality of BSSIDs are transmitted in
a beacon frame.        9. The method of claim 7,
wherein the emergency BSSID is transmitted to the STA
in a response frame.        10. The method of claim 9,
wherein the response frame is a probe response frame,
an association response frame, or a reassociation
response frame.  11. The method of claim 7, further
comprising: transmitting an indication regarding an
emergency call capability of the AP.        12. The
method of claim 11, further comprising:
transmitting an indication regarding the emergency
call capability of the AP being active.         13.
The method of claim 11, wherein the indication
regarding the emergency call capability of the AP is
transmitted in an extended AP capability information
element (IE).        14. The method of claim 13,
wherein the AP capability IE is greater than two bits
in length. 



15. A method for use in a station (STA), the method
comprising:       receiving a first beacon frame that
contains a first basic service set identity (BSSID)
from an access point (AP), wherein the first BSSIDs is
associated with a security credential required for
associating with the first BSSID;       receiving a
second beacon frame that contains a second BSSID from
the AP, wherein the second BSSID is associated with an
emergency call security credential for associating
with the second BSSID; transmitting an association
message that includes a BSSID; and       receiving
access to the AP, wherein the access is limited to an
emergency call to an emergency call center.        16.
The method of claim 15, further comprising:
transmitting a request frame requesting an emergency
BSSID; and receiving a response frame indicating the
emergency BSSID.         17. The method of claim 16,
wherein the request frame is a probe request frame, an
association request frame, or a reassociation request
frame.        18. An access point (AP) comprising:
a transmitter configured to transmit a first beacon
frame that contains a first basic service set identity
(BSSID) to a station (STA), wherein the first BSSID is
associated with a security credential required for
associating with the first BSSID and transmit a second
beacon frame that contains a second BSSID to the STA,
wherein the second BSSID is associated with an
emergency call security credential for associating
with the second BSSID;       a receiver configured to
receive an association message that includes a BSSID
from the STA; and 



a processor configured to determine whether the
received association message includes the second
BSSID, and grant the STA access to the AP on a
condition that the received association message
includes the second BSSID, wherein the access to the
AP is limited to an emergency call to an emergency
call center.        19. A station (STA) comprising:
a receiver configured to receive a first beacon frame
that contains a first basic service set identity
(BSSID) from an access point (AP), wherein the first
BSSID is associated with a security credential
required for associating with the first BSSID and
receive a second beacon frame that contains a second
BSSID from the AP,  wherein the second BSSID is
associated with an emergency call security credential
for associating with the second BSSID; and       a
transmitter configured to transmit an association
message that includes a BSSID;       wherein the
receiver is configured to receive access to the AP,
wherein the access is limited to an emergency call to
an emergency call center. 






