DESCRIPTION ENCRYPTION DEVICE AND ENCRYPTI ON NETHOD
Technical Field This invention relates to an’
encryption device and an encryption nethod and, nore
‘particularly, applied to a case of encryptlng
information (hereinafter, referred to as
i-dentification information) that is used to prove
~validly of an identification. target. Background Art
Heretof ore, .an encryption device adopting a secret key
encryption method or a publk gP§§6 yencryption method is
designed to create encrypte entification
i nformati on by perform ng prescribed encryption on.
identification by using encryption key information
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encryption function by-preventing encryption key
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frombeing stolen. As a nethod of preventing the
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Background ATt

Heretofore, én encryption device adopting é secre£ key
encryption method or a public key encryption method is de51gned to
create encrypted identification information by performing
prescribed encryption on identification by using encryption key
information being stored in an internal non-volatile memory and
send this to a decryption device.

In this case, the encryption device ensures reliability of
- an encryption funetion_by-preventing enciyption key information
being stored in the non-volatile memory.from being stolen. -As:a
method.of preventing the‘encryptioh key information from being
stolen, a nenmvolatile memory is installed between units at a deep
part of the.encryption device, or a non?volatile memory and an

.encryption/decrthion unit for encrypting encryption'key




Pat ent Reference | Japanese Patent Lai d-open No.
2003--25. 6282 However, such an encryption device is
- not enough to offer reliability of an encryption
function because not only. installation of a
non-vol-atile nmenory is conplicated but al so
~~encryption key information cannot be prevented from
‘being stolen fromthe non-volatile nenory. This
i nventi on has been made in view of foregoing and
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an el ement group, based on a signal output fromthe
el enment grou p internally having a plurality of

Patefft EREFESeRSe - 8 URigancaed paRen€NehYBLLPBNNMRENS2608-256282
- encrypting informati on by using the unique paraneter
created by the creation neans. Further, this invention
provi des an encryption nethod of encrypting
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group internally having. A 2 plurality of elenments as a
instahldtiemdof senamndrelap lof memerryptisngomplicarcesd bat byso
using the created uni que paraneter. As descri bed
encragpolven ey oinfogndbidrhicannotentd greviemtedndtrioonbeiisg stolen
encrypted by using a uni que paraneter of an interna
frometieemen-volatile memory.-

This invention has been made in view of foregoing and
proposes an encryption device and encryption method capable cof
improving reliability of an ehcryption function. |

To solve the above problem, this invention provides an
encryption device for encrypting information on a confidential
target with: a creation means for creating a unique parameter of
an element gfoup, based on a signal output from the element group
internally having a plurality of elements as a unit} and ‘an
encryption means for encrypting information by using the unique
parameter created by the creation means. |

Further, this invention provides an encryption method of
encrypting information on a confidential target with: a first

step of creating a uniqué parameter of an element group, based on

a signal output from the element group internally having a




group. This neans that encryption can be performed by
using a .unique paraneter that third parties cannot
detect, even in manufacturing, w thout previously
storing the paranmeter in a non- volatile nenory or the
i ke, thereby being capable of easily ensuring
confidentiality of identification information D and
thus inmproving reliability of an encryption function.
Brief. Description of the Drawings Fig. 1 is a block
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improving reliability of an encryption function.

Brief Description of the brawings
~ Fig. 1 is a block diagram-showing a coﬁstruction of an
identification system.. | |
Fig. 2 is a block diagram showing a construction of an
encryption device according to this embodiment.
Fig. 3 is a schematic diagram showing a constfuction of an
imaging unit.

Fig. 4 is a block diagram showing a construction of a

. decryption device.

Best Mode for Carrying out the Invention
One embodiment of this invention will be described in detail
with reference to the accompanying drawings.

(1) Construction of identification_éystem




kinds of information with each other. In this case, an
encryption device 2 creates a characteristic pattern
of a prescribed part of a user using this encryption
device 2 as identification information when starting.
conmuni cation with the decryption device 3. Then the
encryption device 2 creates encrypted identification
i nformati on by encrypting this identification

i nformati on and sends this to the decryption device 3.
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to 2N) are identical, the construction of the _
char&BEeYPEL DR plevieen 27 W Idrdidedleserd bEda user using this -
_encryption deviée 2 as identification information when starting
'. communication with the deci:yption device 3. Then the encryption
device 2 creates encrypted identification information by
encrypting this identification information énd sends this to ﬁhe
decryption device 3.

The decryption deviéé 3, on the other hand, restores the
ideﬁtification inforﬁation by decrypting the received encrypted
identificétion information, and ¢ompares this identification
information with corresponding registered information previously.
_ registered.
| The decryption device 3 continﬁes the communication of
- information with the encryption device 2 only when itris
determined.based on thé compariéon result that the user using the
. encryption device 2 sending the identification information is a |
rightful registrant. |

As described above, in this identification system 1, validly




~Referring to Fig. 2, the encryption . device 2Ais

- conposed of an imaging unit 11 for imgi ng bl ood
_vessels inside a finger as an inmaging target, an-
identification information creation unit 12 for
creating identification information based on the
imaging result of the imaging unit 11, an encryption
unit 13 for encrypting the identification information,
and a comuni cation unit 14 for conmmunicating

o LKLY Gl QY0 SOTL R 91 B SEERSaMLR, By votng
: it 11-is desi dto.i bl ood s b [
sy oy 531 1 g9, o o0 vessels, by, ustno

(2) R hatnaged, Laht Bandy dihybs specifically

orbe oXyge ati'on,” hénogl obi n (venous

bl 2 ! ok o .
0108 30340550, HTROD el b, o

_ . : !t el iah ‘

cons LI 1 ) SO BT A hesiven.

S RULS 13 f @?gg:.' B, B %}mr? tiBR hé@h&epéﬁxhﬁef composed of

the near-infrared 1ight which emtted fromthe

. an ilﬁé@iﬁc% sirces Fbr intidiindbilolt %E:_s%%l&oﬁ.néﬁhe%ninger as an
: specitic light of near-infrared 1ight bandw dth out

imag g tmi@a,r -Arfilrad 4 icghti on0 inFssmatherhetPeaydbn, udit 12 for
second Tilter 23 for allowng light of near infrared

. creati@gftidmndw ididt Wi chficrmaksenbedskd yanene bhegdagandsult of
" its adjacent |light out of light obtained via the first '

the imdd#ig 2thid q1passh Hensigvienghaniand3lacsel edcryppging the

" elenment 24 are provided in order. In addition, the
identi@iﬁauﬁanﬂﬂnfbkﬁatﬂmmgvb&@dawbbhmanication unit 14 for
" communicating infofmation through a communication process with-a
. prescribed radio communication scheme.

| This imaging unit 11 is designed to image blood vessels by
using such a feature that light (near-infrared light) of neaﬁ-
" infrared light bandwidth is Specifically absorbed in
deokygenizationzhemoglobin (venous blood) or oxygenation

hemoglobin (arterial blood) in the blood vessels.

In actual, as shown in Fig. 3, the imaging unit 11 has one

. or two or more light sources 21 for emitting neér—infrared-light-.

_(three light sources are shown in Fig. 3). On the light path of
the near-infrared light which is emitted from the light sources 21,
a first filter. 22 for allowing.specific light of near-infrared
light bandwidth out of the near~infréred light to pass -

therethrough, a second filter 23 for allowing light of near-




diffusion plate 25 at a position (hereinafter,
referred to as out- of-light-path position) Pl other
than on the light path of the near-infrared |ight.
This diffusion plate 25 can nove between the

out -of -l ight-path position P1 and a position
(hereinafter, referred to as on-light-path position)
P2 a prescribed distance away fromthe solid imaging
el ement 24 Furthernore, in this imaging unit 11, a
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- awayofrbmetind osollivebsayindg Sssl@snt 24.

Furthermore, in this imaging unit 11, a finger FG can be

| . inserted betweeﬁ the first filter 22 ahq the second filter 23,.and

- a shielding unit 26 for blocking the outside light in the.éir-out

-of the light:path of the near-infrared light while the finger FG

is inserted is érovided,.thereby being capahle of reducing

influences of visible light and ulﬁraviolet radiation existing out

of the shielding unit 26 on the near-infrared light in imaging the

bléod vessels inside.the finger FG.

. In this case, when the imaging ﬁnit 11 receives an imagding
command while the finger FG is inserted between the first and
second filters 22 and 23, it emits near-infrared light'from thé
light sources 21 and irradiates the finger FG with the light via
- the first filter 22.

Since this near-infrared light is sPedifically absorbed in




Then the imaging unit 11 perforns photoel ectric
conversion on the blood vessel pattern light with a
plurality of photoelectric conversion el enents

arranged in the solid imging elenent 24, and send's

a bl ood vessel image signal Sl created by the
phot oel ectric conversion elenents to the

identification information creation unit 12 (Fig. 2).
In this way, the imaging unit 11 can i mage bl ood -
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In this way, the imaging unit 11 can image blood vessels
inside a body as an imaging target.

The identification information creation unit 12 creates
blood vessel image data by performing A/D (Analog/Digital)
conversion on the received blood vessel'image'signal S81, and
extracts blood vessels of a previously specified region from the.
 blood vessel image based on the blood vessel image data. Then the
identification information creation unit 12 creates a formation
pattern of the extracted blood vessels as identification
information D1 and sends this to the encryption unit 13.

The eﬁcryption unit 13 has a memory (hereinafter, referred
to as encryption key information memory) 13a for storing a

plurality of‘encryption key information sequentially created with

a'prescribed algorithm, and selects and reads, for example,'



informati on D3 by encrypting the received .
identification information D1 by using the read ,
encryption key information D21 with, for exanple, the
AES (Advanced Encryption Standard), and - sends this to
t he decryption device 3 (Fig. 1) viathe
comrmuni cation unit 14. Since the encryption device 2A
creates the identification information D1
representing a bl ood vessel formation pattern unlque
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decryption .device 3 (Fig. 1), and store or update the
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encryption key infornation menory 13a of the

Since the.encryption device 2A creates the identification
~information D1 representing arblood_veSSel formation pattern
‘ uniqué to an -inside of the bbdy in this way, direct stealing from
a bbdy can-be prevented-as compared with a case of creating |
fingerprints existing on a surface of a body as identification
information, thus being capaEle of préviously_preventing a user
using the encryption device 2A from pretending he/she is a
registrant. |
:(3) Encryption key information creation process

In addition to the above configuration, this encfyption'
device‘2A is désigned to create arpluxaiity‘of encryptiQn key
information D2 (D2, to D2,) unique to this ehcryption device 2A
based on a result of imaging a unifo:m imaging target with the
.imaging unit 11.

In this case, the encryption device 2A is designed to



encryption unit 13. An encryption key information
creation unit 15 for performng this encryption key
informati on creation process w || be now descri bed.
.When the decryption device 3 nakes a creation
request, the ‘encryption key information creation unit
15 makes the inmaging unit 11 inmage - a uni forminmagi ng

target, and creates encryption key. information based
on a signal which is obtalned as the imaging result.
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willl b@hhoGOhbestiN&s ] ens corresponding to a plurality of
phot oel ectric conversion el ements arranged in a matrix

| k&g 150! dsbiyPRdidi0 a3 hkeEhaserepeiondseandst, the
light collective I|ens have different sizes due to

 encrypt i 4 SképUSEEoimh s fdedatidi0 unit 15 makes the 1maglng unlt

11 image a uniform 1maglng target, and creates encryptlon key
information based on a 51gnal whlch is obtalned as the imaging
- result.

In actual, the encryption key information creation unit 15
controls the difquiQn plate 25 of the imaginé unit 11 (Fig. 3) so
as to move from the out-of—light—path position P1 to the oh-light—
path position P2, and sends an imaging command to the imaging unit

In this'case, in the imaging unit 11 (Fig. 3), the diffusion
plate 25 is irradiated with near—infrared light emitfed from the
light sources 2i via the first and second filters 22 and 23 in
order, and diffuses the light toward the solid imaging element 24
as uniform.diffused ligh£ (hereinafter, referred to as uniform
diffused light),.sé thét the light.eﬁtefs the solid imaging

element 24.




and this. variation.is unique to the solid inmaging

el ement 24. Therefore, a signal (hereinafter, referred
to as uniform image signal) S2 input-to the :
encryption key information creation wunit 15 (Fig. 2)
as a resul t of performng the photoelectric
conversion on the uniformdiffused light at the solid
i maging elenment 24 includes the variation unique to
the.solid inaging el enent 24, which cannot be known
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_element 24 includes the variation unigue to the ‘solid lmaglng
elemént 24, which éannot be known in manufacturing, as a noise
 pattern (hereinafter, referred to as variation pattern).

The encryption key-informatioh creation'unit 15 créates
uniform image data by performing the A/b conversion on the ﬁniform
‘image signal S2_obtaiﬁed asldescribed above, and creates a
parameter (hereinafter, referred to as e;ementASpecific parameter)
attribute to the unique variation pattern of the solid imaging
element 24 based on the uﬁique image data.

In this embodiment, as a method of creating the element-
specific parameter, the encryption key information creation unit
15 calculates a huﬁming distance of a uniform image data and a
‘prescribed evaluation pattern data and creates an elemenﬁ-SPecific
parémeter from the calculation result.

Speéifically, the encryption key information 'creatiqn u_nit-'
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BEV, and. CEV, taking as "X" higher-ranked uniform
i mage data (hereinafter, referred to as higher-ranked
uni form i mge data). of the sane data |ength as the
~evaluation patterns out. of the uniform. inmge data,
and taking an eXclusive OR (XOR) as 11", and with the

fol l ow ng equati on, dH (x, AEV) = E xi AAl = Xa dH
-(x, BEV) = Exi"Bi = Xb ..dH(x, CEV) = EXi"Ci. X c
where.i 1 to n 1) the encryptlon key i nformation
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dH(x, Agy) = ZX1"Ai = Xa
dH(X, Bgy) = Zxi"Bi = Xb L iaeas (1)
dH{x, Cgv) = 2xi"Ci = Xc

where i=1*%ton

the encryption key information creation unit‘15 calculates the-
humming distance Xa,'xb, X¢ of the higher-ranked uniform image
data 2 and each of the evaluation patterns Agy, Bm” and Cgy, and
-combines the hummlng distances Xa, Xb and Xc, thereby creatlng an
element—sp601flc parameter.

In this case, the encryption key information creation unit
15 can keep repeatability of the element-specific parameteﬁ
obtained due to a variation pattern even,in.a caée where uniform
image data variés according to the imaging situationé at the time
of imaging. This is beéause the element-specific parameter is

. created from correlation results between the higher—ranked uniform.

11.




uni form i mage signal S2 output fromthe solid |nag|ng
el enent 24 after nmanufacturing. Therefore, this =
paraneter can be created as information which the,
manuf acturer of the solid inmaging element 24 cannot
be know. Furthernore, the el enent-specific paraneter
is created froma conbination of correlation results
with the evaluation patterns AEV, BEV, and CEVI not
mﬁth a variation pattern itself of the solid inmaging
this be_cr.egt ed

imag§ SHER koAb ohite ﬁ%?éfﬁ%tmﬁ%%?ﬁ%f r%rr?%vﬁ §8P: ey
24
i %d B ot 3 ik ea%g?a%%né#ﬁe@&' gmation
crea% Xn 9£n?§|8 g{gglégn éﬁén 5 %? 1) @l%%%ed on a
N % W %1 a

ncrypt on for ma
t t . .
s EEEERAEL L A S, i, o 2

aftefpﬂgﬁﬁfaé ﬁ ad ST Y RIHSL At | REG! ”E%%Qﬁe?@r Ent B8 created as

encryption i nformati on ‘menor

‘1nfofﬁ5£¥@ﬁ'Qﬂlcﬂnﬁﬁe]ﬁ%nd¥hékﬁf5¥“5f ﬂﬂgeédkﬁa'ﬂﬁdﬁyﬂgo%lement 24

fornation be given to the encryption unit

cannb§ Benkﬁé‘ked ﬂ&t@{é&r@bgeed ﬂh@e%tlbﬁbﬁeus@ecﬁméowarameeer is
D3 through an encryptlon process using, for exanple,

creatBal YP6hOA KSibikd©15mid &R Lt e e@ltisS with the
encryption device (solid imging elenent 24), and

evaltBtSohNpQEEBEAOMLS BANt alnd e, dRAT YAlUhoR deiice idn pattern
via the communi cation unit- 14. 12 Note that, -when the

itse®ACOYPthensKEYd | Mg 1ved | OTemgaation wnetefaaﬁe;r €hli #Sparameter
plurality of new encryption key information D2, it

can be created as information that the manufacturer of this solid

‘imaging element 24 and a person whé stole the solid imaging
element 24 cannot know.

Then the encryption key informatidn creation unit 15 creates
‘a plurality of encryétion key information D2 (D2, to D2,) with a
prescribed algdrithm with thus created element—specific pafameter
‘as a seed, and stores or updatés the encfyption key information D2
in themencryption key information memory 13a of the encryptioﬁ :
unif 13. |

As a result, the‘identification inférmation D1 to be given
to fhe.encryPtion unit 13 is converted to encrypted identification
information D3 through an encryption procéSs using, for example,
encryption key information D2; unique to this encryption device
(solid imaging element 24), and this informatign’is sent to the

decryption device 3 via the communication unit 14.

12



‘can register the plurality of new encryption key
information D2 in a database of the decryption
device'3 with a prescribed process or .by performng
a prescribed encryption process on the encryption key
i nformation D2 and sending the resultant to the
decryption .device 3. As described above, this
encryption device 2 encrypts the identification
informati on DI by using the encryption key
informati on D2 extracted fromthe el enent-specific . .
 paiGtr hat hathen Ao IR BIORT Ke Ve PAER I PR CERAGLOn unit
makjng it _possible to, significantly inmraqve . .
15 cferran; i PYURFLENY & Bt I PG o ks, T e magign D2, it
- avol dj n use ret.endi a registrant from.us .
can EEESHOP Pt ol B BT i By Ay KST A EoReg 80 02 in
vi ce The, dec i.an. devige 3 i S f
2 dafGHaER, o tiR YOG S Bk BT & Bt ibed process or
_ 0 j ; eSGri s
by prLfPHnd SITURE RS iy, 1Eech BTHEe Bifryption

| ' : $: : i.on devi.c :
oy JBECPRRESES VS SEIESIOLLS e SRR SRyt ion
devigﬁcgypted identification information D3 received via '
t

e conmuni cation unit 30, a conparison unit 33 for. .

Peid 05 i e P! f5Fd badh i HeMdiinRalbin0 AevREACOS 8nBYypts the
using a decryption result of the decryption unit 35, _

idenfDfli Gat £6h S1A A HRN Y aPRssy RRinthiche o fio@N key
dat abase DB stores the formation patterns. 13 of bl ood

infoMRSEEbE B éXerSAEEI PAFdiS fe ldIRmdnR0@peesFals phgaeter that
cannot be known in manufacturing, thus making it possible to.
_'significantly improve reliability of an encryption function by
‘strictly avoiding a user pretending a registrant'froﬁ using the
~ encryption device 2. | | | -
(4) Construction of decryption device

The decryption device 3 is composed of a communication unit
30 for communicating information through a communication process
ﬁnder a prescribed radio communication scheme, a requesting unit
31 for making various requests to the encryption devices 2 (2A to
'2N), a decryption unit 32 for decrypting encrypﬁéd identification
information D3 received via the communication unit 30, a
.comparison unit 33 for performing a prescribed identification -
pfOCess by using a decryption result of the'decryption unit 32,
énd,a registration database DB.

This registration database DB stores the formation patterns.

13



i maged by the imaging units 11 of the encryption

devices 2 (2A to 2N) and a plurality of encryptlon

key information D2 obtained from. the sane

el enent - specific parameters of the solid |nag|ng

el ements 24 of the encryption devices 2 (2A..
-2N)"as registration information DI O (D101 to D10n) in
this case, the requesting unit 31 requests an =~ .
_ encryptlon .device 2 (2A to 2N) bei ng connect ed ‘
via.:the communication unit 30, for various

of béeﬁéu YP%ﬁ%lFonth?d%?ﬁ“?fP%‘”a"t?o%sp‘?lb%e%]so%ﬂ N E@dbe

n The condi ti I th nb
lmaggﬂc ygiﬂhsnlmaglngnlﬂﬁfﬁﬁ't b u%efihe %‘zgiuryp lon d5yiqes e (2R to

d
PH oﬁﬁﬁ nnLEeR b rei Rt o Joby Pl difinien 13, gbtained from

is notified

the EB’é‘& Y BlLbRnkibbedfrid %&afr%*f%—?%a# ”fﬁi SN Smagin elements
24 ofMEpke ??{%%5%9305 fé‘r’% et E‘? lad Yeoiifiaalding

di
insoffISEYBR. Bg <Eh1 b0 B e O T e e ng

reﬂhswt:ﬁﬁ.gdcéget Nehe ! éééﬂﬂ@%ﬁ@?g%%ﬁ% S léﬁ’ld%tn%‘%yptlon

to encryption key .infofmation y created

" deviB¥ Eh?2§e§5y9ﬁ?oﬂeﬁﬁ V&éﬁhé&@ﬁ&i&f%‘%ﬁé“dﬁﬁﬁuﬂﬂ@&%ﬁyﬁ &nit 30,

presc reg stratfon process or via.

for $QPRHALCAbAAN: iURELFSH- aﬂ_hf‘d@tﬁ?iﬂ’ﬂdiﬁfbrﬂgiﬂoc%%sr eddprescribed

registration information D101 corresponding to, for
timifyanpPre é&%%ﬁ@tﬂmd&vw@ Mnbeemotthencryption key

.fegistration database DB based on a transm ssion
info@ﬁdti@naﬂg{ﬁﬁﬁhl4.., D2, to be used out of a plurality of
. encryption key information, and other matters. In: this case, the.
decryption unit:32 is notified of the numbér of specified
éncryption key information.

In addition, the reqﬁesting unit 31 makes a request for
creating encryption key information D2 if needed. In this case,
encryption key information D2 of correspondiﬁg regiStration
information D10, D10, :.., or D10, being registered‘in the
registration database DB is updated to encryption key infoimation
which is ﬁewly_created by the encryption deﬁice,Z.and is obtained
through a prescribed registration process or.via the communication
" unit 30. | |
| The decryption unit 32 reads registration.information Dlol'
cofresponding'to, for example; the encryption device 2A from the

' . registration database DB based on a transmission source address

14



witten in the header of encryption identification
informati on D3 supplied via the comrunication unit
30, and selects encryption information D21 notified
fromthe requesting unit 31 out of. the plurality of
encryption key information D21 to.D2n of the
registration informati on D101. The decryption unit 32
restores the identification information D by .
perform ng the same encryption process as the

s R YR ERR, BEYREE, BA Rl e ST o 5 heion b3

i nf ti D21 bei | ect ed d ds, t he .
supplieft PEc S0P GROPRIBITRCT o B i c GFb kA Ry eneTypEion
inzolRLIREALECT IR0 DAL 08 RERALLSSY UL or ene

, . ¢ ) ! . N .

p1urh RS0 BRNERBE BE oo, SHRRIACL] JERTRE! B3LI SR the
regiQEr%Q?oﬁoiﬁféﬂﬁﬁgigﬁ %ﬁggstratron i nformati on D101

Wth a I'bed tec

. prescr nique. If the conparison result

Cafﬂgm%@%gﬁéyoﬁ BASCHd Q@s{@@ieggvgi%\é%lm&% tion

user - I'S” “using the encryption device ZA"and sent
infokfifehd8nbi (bl PPorh HOreRd | SdledctHRLSTHIRLAS As the

ird party and the communication uniit 30 is

encr§ptbR! hedise B8, ton StipP &%ﬁ?ﬁ\ié‘cﬂtﬂﬁt‘ﬂficiarﬂ:fi%fnmitdf@ﬁmation

wth the encryption device 2A." Wen. the prescribed

D3 byBhshhggthevehciypldmined, i iermA0MRAD250Be ¥Rt séfected, and
determ nes the user using the encryption device 2A

send§egHengdéhei f dent idn cod fimd el Mt i00@ Bora®sponding
' rightful user. In this case, the conparison unit 33
regigstphtobs ihformamiom aatoOorto thiet cofipapiasntanit 33.
comrmuni cate i nformati on between the encryption

The comparison unit 33 compares the blood vessel formation
pattern of the supplied identification information D1 to the blood
vessel formation pattern of the correSponding.registration
- information D10, with a .prescribed teéhnique. If the comparison
result cannot satisfy a prescribed matching'level, the user who is
-using the encryptioﬁ device 2A and sent the identification
information D1 is determined as a third party and the
communication unit 30 is controlled so as to stop communication of
‘information with the encryption device 2A.

Whenlthé prescribed matching level is obtained, the
comparison unit 34 determines the user using the encryption device
2A sending the identification information D1 as a rightful user.

In this case, the comparison unit 33 controls the communication

unit 30 so as to communicate information between the encryption

15




15 device 2A and an internal -information processing

unit (not shown). As described above, the decryption
. device 3 is capable of performng the identification

‘process by using the identification information D

(bl ood vessel formation pattern) unique to a body -and.

the encryption key informati on D2 obtai ned from an

el ement- .specific paraneter unique to the solid

i magi ng elenment 24. (6) Operation and Effects of this

aors BRI sBSTRAD ERST UM e R evo
- - .h [
R SO S IR, a oo o
2
*eee B DA PP Iy o A i
| infogﬂa£§7$§ Dghgﬂlag nf@gggftwﬂnadteva e B Ui o a boay

ncr Icatron i1 n
‘ana {18 BAEEGGH L0, PO YO BRI BRGS0 -

I t 2ati
cpscSEEUOAL R0 S A gt SN i
(6) ) r?éﬁﬁlorﬁpq%ﬁifﬂff&aé@&t Qi MABBaGRABnRE known by

rd parties even in nmanufacturing, wthout

Pr R¥EOHSE ¥, ?Sﬁ@rﬁﬂﬁléﬁB%éWEdﬂEEdﬁﬁéi'd% atnINeNehFoitlien device
menory, i ke conventional systenms, resulting in

2 (2het892ﬁ§1p@£’é§t@§ &ﬂsélléxﬁ&&ﬂ.%ﬁécdﬂlﬁd Harametfert M@ique to the
identification informati easily. According to

solilihemagong €Pahégyr 24 | Bised el Lr@itfeReGifdge signal S2 output’
paraneter unique to the solid imaging element 24 is

fromCtBat edlbastdaging element 24 as a result of imaging a uniform
imaging target by the imaging unit 11.

_Then the encryption device 2 (2A to 2N) encrypts the_
identification iﬁformation Di by using the prescribed encryption
key information D2 obtained from the element-specific parameter.

Therefore, the encryption devicé 2 (2A to 2N) is capable of
creating encryption key information D2 obtaihed from the element-
Specific parameter, which Can be known by third parties even in
.manufacturihg,_without previously storing encryption keys in a
non-volatile memory, unliké conventional syétems, resulting in
being capable.ofkensuring confidentiality of the identification
information D1 easily.

According to the above configuration, anielement—specific

| parameter unique to the solid imaging element 24 is created based

on a uniform image signal S2 output from the SOIid_imaging element

16



on a unlforn1|nage signal S2 output fromthe solid
imaging elenent .16 24 as.a result of imaging a
unlforn1|nag|ng_target,fand,the identification
information DI is encrypted with prescribed
encryption key information D2 obtained fromthe

el enment-specific 'paranmeter, thus being capabl e of
ensuring confidentiality of the identification
information D easily and inproving reliability of

| th tion funct =
24 a R ik SR o R dBeei08y A Ate ARDY Bhg

icten} Effiog OB “e%“?%a‘eﬁ%%'v%%es Fifokepaer B8
encriﬁiﬂ%ﬁbg é%'nt Gg&gl 3%% n%Fdan|%r%h't%lgﬁentuspecific

enen specl

s R S SR ST 2090 e
‘1denéi§fgg¥(5ﬂ fﬁf& atSQHYZQ§'%¥Hﬁ?egﬁﬁti ?E%@EE% rbﬂlgﬁﬁllty of

I ma |ng enent I nventro wever,

the é}?é a‘%@g&%&dﬂ} gfgns and a uni que paraneter can be

ase on a signal output from for exanple, a

%t%é%'eﬁ%% J_ﬁlegltgrnent group of a touch pad.

ternatlve y, a uni que paraneter of an el enent group

hayd 9 1ehatI QP Dol bnte@ RN hasOReRaSSHYS gl egBAt Ghere a
as a. unit can be created. In this case, even if the

creaﬁﬁéﬂ“ﬂﬁaﬁﬁ‘%ﬂ%'d%éﬁmmﬁﬁ%ﬂu@ﬁq@@epaQém@Eé&abfkbﬁdél@ﬁent group
~elenents, the sane effects as the above

based on a signal output from the element group internally having
a plurality of elements as a unit creates an element-specific
parametér uniqué to-the.solid imaging element 24 based on a
uniform image signal S2 output from a plurality of photoelectric
conversion elements arranged in the solid imaging'eiement 24.
This invention, however, is not.limited to this and a unique
parametér can be created based on a signal output from, for
- example, a piezoelectric element group of a touch pad.
: Alternatively, a unique parameter of an element group having a
group of active elements orjpassive elements as a_unit can be
created.

In this case, even if the element grouplis composed'of one
- or plurél kinds of.elements, the same effects as the above
.embodlment can be obtalned.

Further, the above embodlment has descrlbed a case where the

creation means creates a unique parameter by directly calculating
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enbodi nent can be obtai ned. Further, the above

enbodi nent. has described a case where the creation
nmeans creates a unique paraneter by directly

cal culating 17 humm ng di stances (correlation value s)
bet ween data of the uniform inmage signal S2 output:
froman el enent group and three different evaluation
patterns AEvr B]Ev, and CEv being stored in an
information nenory serving as a storage nmeans and

 numSEOLIG, RS AL EULPLL o0, FERLLE LGl SREELUSS e unitorm

inaggn=ighed 57 PRESRR Torh TeGLobr ey e iy e dTFrerent

evarfgLTE REREREELhis B o LY, ABEISESRL M, insormaction
memo%E\ég%gﬁnger%ogbjs f’agé‘l lf‘lgglggtél\{(?lcy mﬂ}}il{é%eﬂrfee é:a':l-[:ulatlon

orned on-on at a

re suiegp?.pe gt ?r%gér_%e& 5.’?&&1’1: OJfg ﬁlVFeEE_FO%nd hb@%ver is not

Fesu di stances résult and

llmls:gﬁ ‘E)Sa HQE' Mg pﬁfﬁegféséEﬁ‘mu:.Bfé(r &of{n)cq{hlp%e performed

hese processing results can

on d%@ﬁbb@egheBMn§9bPﬂ iRhGe &i40hDUE mdqmt@naudh Heduits of
confidentiality and repeatability can be created,

humm&has dBKLABekSoPOERIH! Leb@1 61 SR fw@ra‘}aauarwcﬁy@attems Apy,
refiability of the encryption function. In this case,

Bey, tah@i RNCT YRR 1158 dcvbid¥Dr muteeﬁae&ea1¥pnaﬂniﬁveﬁ§e MPFT can be
kes the imaging unit 11 inmage the diffusion plate 25

-_perf@%edcbﬂabﬁigadalﬁa%lﬁ Da afEé Qlie@Sy efsmpidiis ket of a result
i nformati on based on a signal obtained.as the inmaging

of thesw®Fr, Zhasthevestudvs bpvewmiing distwmicds il ethd FFT result
this and the imaging unit 11 can inage anot her

and the evaluation patterns.&w, Bzv, and Cgy can be combined. Or
thése processing resulﬁs can be combined. By doing this; a unigque
parameter_ﬁith high confidentiality and repeatability cén-be'
created, thus making is possible ﬁo Significantly improve
reliability of the encryption function.

In this case, the encryption key information creation unit
15 makes the imaging unit 11 image the diffusion élate 25 and
creates a unique parameter as encryption key information based on
~a'signal obtained as the imaging fesult. This invention, however,
is not iimited to this and the imaging unit 11 can image another
.uﬁiform imaging target other than the diffusion'platerzs,'or only
--a unique parameter can be created withoﬁt creating_the_encryption

key information. In short, another kind of creation unit for

creating a unique parameter can be used.
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~.uniformimging target other than the diffusion'plate

- 25, or only a unique paraneter can be created w thout

~ creating the encryption Kkey information. In short,
anot her kind of creation unit for <creating a unique.
paranmeter can be.used. .18 In addition, in this case,
encryption key information is created every tine.when
a request for creating encryption key information is
received fromthe decryption device 3 via the
connunigatlon unit, . 14. This inventian, however, is

| At AL BLOR hi 40 Y HFRFE o r BB g lélgﬁ)rﬁgt%tn‘ is
creatBReurEyPRE S0 PO ST A Bl YA vy
incoBRoLERR4E PhOLETRH el 1 PG AT yia ehe
conmPhYESLBE LS00, AR HEAUBEST b Lsnitea co

_thiseé{ﬁ “8%589 BE’% 103 &%F%ng S&h e&% 3954&,0@@?13%% only

evaluati on pafterns. native a different

Lyat | Nngipattern is selected according to a request
manuggétﬂe ggcr§ptron device 3. Alternatively, an ‘

evphpahbpn patlerd, of LAl &6h Wdtterd, B §3€d28%ed evaluation

- algorithmat prescribed timng .can be stored in the
patté?ﬁoigathEe&Eﬂ@THh Byrdahdgi dhifendiMen ithis invention,
identification information DI is stolen or even if an

howe®¥al Uaki RBLPRIhEEEd i So Hers i@t ffpanaypif @vakeption
i nformation, corresponding evaluation pattern cannot '

pattBenyS&de EBYBedBim Nehé tipasEndE Fort emciynid eaidescribed
inmprove reliability of the encryption function. '
number of evaluation patterns can be selected from these
evaluation paﬁterns. Alternatively, a_differentreValuation
pattern is selected according to a reQuest of the decryption
device 3. Aiternatively, an evaluation pattern create@ with_a
prescribed algofithm at brescribed timing can be stored in the
~information memory. By doing this, even if identification
information D1 is stolen or even if an evaluation battern is
‘decrypted from encryption key'ihformation, corresponding
evaluation pattern cannot be used, thus making'it possible to
‘significantly improve reliability of the encryption function.
Furthermore, three kinds of evaluation patterns are stored
B in the information memory as the number of evaluation'pétterné}
This invention, however, is not limited to this‘and the same
 _effécts.as‘the'above embodimentléan be obtained, pfovided'that at

. least two evaluation patterns are stored in the information,memory.
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Furthernore; three kinds of evaluation patterns .are
stored in the informati-on nenory as the nunber of
eval uation patterns This invention, however, is not
limted to this and the sane effects as the above
enbodi nrent can be obtained, provided that at -I|east
two eval uation patterns are stored in the
nformation..menory. 19 Furthernore, the above -

enbodi nent has descri bed a case where the encryption

O PREHIPES b1 U e Sk At P PR iapetapngase where
ne SIECHBLLEN (B0 LI prLLGN SR 00 0 WS st son
o1 cSRSEIRHE R | Bl Pttt A AT, B, A, epgrvption
oy, RSB e TR, S Rgien 25 an
encrfBPoF nedfls ' A8 SREARELR SRR Sod BYTRIINY & unique

. Paral}llg‘{r:ng% ggtlithg?s i lnve-fltil,ii%ni m&%irv%%,n agg}%{fe im.i}s.e?o{:o this and an

I's and an body ~i'nformation ,

encriﬂ??oﬁsuﬁf@ﬁﬁ&%g&é?%&ﬁ;fﬁﬁtﬁﬁé]fﬁ@d%ﬂfﬂ&d%ld% ReP¥rmation DI

ace, such nts, can be encrypted as '

' by_u%ggﬁ:5fﬁﬁg%ﬁ@qpafiﬁéﬁéguééﬁLbé'hﬁﬁ*ﬂéd.on, not

1fication. information nor Bbody information but

| nfQramis e gl G diod GRddddeMdrilattiandghtéeinben a body is
encrypt ed. I'ndustri al Usability This invention can be

encrS€aaf 85 1&&M e cHend t efn Sotaih tiion PAN.SONRL sCOAPELELSH,

~‘and portable tel ephones, and househol d
however, is not limited to this and another kind of body
‘information such as characteristic pattern existing on a body
surface, such as fingerprints, can be encrypted as identification
information. In addition, not identification information nor body

information but information which is a confidential target can be

. encrypted.

Industrial Usabiliﬁy

This invention can bé used for terminal devices -such as
. personal computers and'portable telephones, and household -
electronic devices in a case of making external devices identify .

the devices themselves.
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el ectronic devices in a case of maki ng ext erna

devices identify .the devices thenselves. 20 d ai ns

1. An encryption device for encrypting information on
a confidential target, conprising: creation neans for
creating a uni que paraneter of an element group based
on a signal output fromthe . element group internally
-having a plurality of elenents as a unit; and
encryption neans for encrypting the information by
using the .unique paraneg§£?created by-the creation
neans 2. The encryption according to claiml1,

) rein the creQ$|on means Cco ri,ses st neans._f or
1. st Pi GBCHY PR SFFY B %Ff%"r RCIG td'acl)tnt &né,
t i f I I
o B i O o g e on v ver
t t
S ORI G o o i _

fgrqu@ogggba ﬁogpégg#ﬁﬂa %?gg%rlﬁ 'éﬂbrgﬁuﬁﬁﬂfjgro%? 1nternally

muni catil ng conmmuni .cat 1’on

'havmfgese Tui%fkﬁﬂ} °GE| OTleflERES SE1£CHR G aAmpli on patterns

e conmuni cation party, .fromthe

eVéth§b9ﬂoﬁ§ﬁé§ﬁ§Sf§F'éﬂbf?ﬁﬁfﬁb dHe U898 by using the

_ nmeans,” and creates a conbination of correlation values
um.qQ@t ﬁ@?ﬁm&ﬂ@r sk ABREeQ@NSy ke Qyﬁéa@tdrp mdaid er ns

sel ected, as the unidque paraneter
2. The encryption déﬁice according to claim 1, wherein
‘the creation means comprises storage means for storing a
'plufality of different evaluation patterns, and creates a
combination of correlation values between the signal and the
evaluation patté:ns being stored in the storage means, as the

unique parameter.

3. The encryption device according to claim 2, comprising.
communication means for cbmmunicating with a prescribed‘
communication party, wherein |
the‘creation means selects evaluation patterns_requested by
‘the communication party; from the evaluation patterns beiﬁg Stored
ih the storage means, and creates a'combination of.éorrelation'
- values between the signal.and the evaluation patternsrselécted, as

‘the unique parameter.
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21 4. The encryption device according to claiml,
conprising solid inmaging elenment for inmaging a
prescribed i mging target, wherein the creation neans
creates the unique paraneter of the solid imaging

el enment. based on a signal output fromthe solid
‘imaging. elenment: as a result of inmaging the uniform

i magi ng target. 5. The encryption device according to
claim1, conprising a solid i magi ng el enent for

4 o Bhel g ﬁ%@ﬁigéh fises LR 8P S o et g
ol Enbd e TS, LEue BRFEE (ffading P syl tng

g ment as a result of imaging. the unlform
targeﬁgg#ﬁgrggﬁget and body information creation neans

f%n&fseéapgomqg?n% né@égﬁe so#r“d%‘f%é DA AP LZ¥e he. solid

n-a signal outpu rom gi'ng. el enent as

li;magﬁnéegﬂéﬁ theg%ggngnandgiéﬁ&f o&% dHer RN Y @Nid imaging

e encr ptlon nmeans encrypts

elenbi® REAY k@é@iﬁ%foﬂm%?@%%e hynif@rrpoﬂwag{ﬂ{ Primidan

creation neans by using the unique paraneter created
by the paraneter creation nmeans. An encryption nethod
for encrypting information on a confidential target,

5. COPR&i ShdBypL2on device according to claim 1, comprising
:a solid imaging element for imaging a prescribed imaging
target, wherein:
the creation means comprises:
parameter creation means for'creatiﬁg the unique
.parameter'of the solid imaging element based on a signal_'
output from the solid imaging element as a result of imagipg_
‘the uniform imaging target; and
body information creation means for créating body
1nformatlon unique to a body based on a 51gnal output from
the solid imaging element as a result of imaging a surface
of thé body or an inside of the body; and |
‘the encryption meaﬁé encrypts'the body information created
by the body information creation means‘by using the unique

parameter éreated'by the parameter creation means.

6. An encryption method for encrypting information on a

 confidential target, domprising:
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a first Step‘of creatihg a uni que paranetér of an
el ement: group based on a signal output fromthe
~elenent group internally having a plurality of
elements as a unit; and a second step of encrypting
~the information by using the unique paraneter
- created. 7. The encryption nmethod according to claim
6, wherein the first step creates a conbination of
correlation values between the signal and a plurality
of different eval uati.on tier L& dNiFU@n element
| pérgﬁﬁﬁﬁrsgeg.ogﬁ%r%%%%%%gfdﬁﬁﬁgg%&%ﬁgbcording to '
claim.7, wherein, , | LT 1R el Sfdrit epduitindernally
grouPpg??sgngnn%eF%ﬁ%a%06£€$%%u%é?ﬁnade froma preggfibed
._communi cat i, r o L he; ey watdn patterns and. .
hav1ngrgapigrgaégﬂbgﬁa%¥%ﬂéﬁ? correlation val ues between
the s.angl CefVALYAL AP R LB d¥nBel @c gd wsing the
_tﬁes%ﬁgggesggpaégt%r.' i Tﬁg encryption method .

.uniqu%ﬁggg%h%gekocgggkgag, wherein the first step creates

ue paranmeter of the solid inmaging el enment
based on a signal output fromthe solid imaging-
element as a result of imaging a uniforminmaging

7. tapgelnci9ptIBR ABERYAL A6Bor@LNGdt@ o i Ny, thetegiom

6, wherein” the first step conprises: 23 a paraneter

Cheat irQRs3t eRepl cebaabing tdebimatimen phreomtekatpiory values
' solid imagi ng el enent based on a signal output from
petwddi€ t3@! isd gnFAgiang el prephlasyaofedif feveént negr igption

patterns, as the unique parameter.

8. The encryption method aécording to claim 7, wherein,

" the first step selects evaluation patterns meeting to a
request.made from a prescribed communication party, from the
evaluation batterns and creétes a combinatidn of correlation

. wvalues between the signal and the evaluation patterns selected as

the unique parameter.

9. The encryption method according to claim 6, wherein
the firét step creates the unique parameter of the solid
imaging element based on a signal output from the solid imaging

:element as a result of imaging a uniform imaging target.

“10. The encryption method according to claim'ﬁ,‘wherein:

the first step comprises:
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"a uniforminmaging target; and a body infornation
creation step of creating body .information unique to
the body based on a signal output from the solid
imaging elenment as a result of imaging a surface of
the body or an inside of the body; and the second step
encrypts the body information by. using the unique
paranmeter. 24 '

a parameter creation step of.creating the unique

parameter of a solid imaging element based on a signal
. output from the solid imaging element as a result of imaging

a uniform imaging target; and

a body information création step of creating body
information ﬁnique to the body based on a signal output from
the solid imaging element as'é resuit of imaging a surface
of the body.or an inside of the body; and
the second step enéryéts the body information by using the

unique parameter.
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