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201 Transmit a message 001

202 Determine whether a preset condition is safisfied

203a Obain a user plane securiy policy 021

203b Transmit 2 path switching request 031 that carries the user plane security policy 021

203c Transmit a path switching request 032 that does not carry the user plane security policy

203d Transmit a path switching request 033 that does not carry the user plane security policy

204 Defermine whether the path switching request carries the user plane security policy

205a Transmit a path switching response 042 that does net carry the user plane security policy

208b According to whether the user plane securly policy 021 is consistent with a user security policy in a
mobility management node, determine whether to transmit the path switching response 041 carrying the
user plane security policy 022

AA  Source access newwork device

BB Target access network device

GG Mobility management entity

DD Carry instruction information 011

EE Yes

FF No

(57) Abstract: Embodiments of the present application provide a se-
curity policy processing method and a communication device, being
capable of being applied to procedures such as handover, RRC connec-
tion resumption, or RRC connection reestablishment, and being used
for reducing a cell that is transmitted by a mobility management entity
to an access network device and is not needed by the access network de-
vice, reducing transmission complexity, and improving data transmis-
sion efficiency. A target access network device receives, from a source
access network device, a message 001 comprising instruction informa-
tion 011, and then when the instruction information 011 instructs a ter-
minal device to support that the user plane security protection between
the terminal device and an access network device is performed as re-
quired, transmits, to a mobility management entity, a path switching
request 031 carrying a user plane security policy 021, wherein the user
plane security policy 021 is used for instructing whether to enable use
plane encryption protection and/or whether to enable user plane integri-
ty protection.
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