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(57) Abstract: An access control device can be communicationally cou­
pled to a storage device and can control access thereto. The access control 
device can comprise information, such as identities of authorized entities, 
to enable the access control device to independently determine whether to 
provide access to an associated storage device. Alternatively, the access 
control device can comprise information to establish a secure connection 
to an authorization computing device and the access control device can im­
plement the decisions of the authorization computing device. The access 
control device can control access by instructing a storage device to execute 
specific firmware instructions to prevent meaningful responses to data stor­
age related requests. The access control device can also comprise storage-
related cryptographic information utilized by the storage device to encrypt 
and decrypt data. In such a case, the access control device can control ac­
cess by not releasing the storage-related cryptographic information to the 
storage device. 
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