WO 2021/137046 PCT/1B2020/061315

1/9

FIG. 1



WO 2021/137046 PCT/1B2020/061315

2/9

(o}

LT

N P ) ]

Management

¢
80

Sl
I, I
: )
7 25 ¢ B !

Virtualization

4 ..

70 . [ G

61 62 63 64 6%53 %563 i .

Hardware and Software

¢
60

FIG. 2



WO 2021/137046 PCT/1B2020/061315

/10

3/9
12~ Computer System Server 28
?
38 Memory 34
RAM & R
16 Storage
\ System
Processing Cache &
Unit I 40~
A 32 ||
»lal ’r
18~ T 42
24 22
4 S / 20
v /
Display &> Vo Network Adapter
Py <> Interface(s) P
A
14
L /
External
Device(s)

FIG. 3



WO 2021/137046 PCT/1B2020/061315

/ 400

4/9

Host Interface
414

y

Storage System Manager
412

3

\ 4
IN¢))
B>

>

A

Higher Stbrage Tier
Y
Lower Storage Tier

QP

A

A 4

P@ .

8 .

Additional Storage Tiers
416

Q_Q@ cee OO

A

FIG. 4



WO 2021/137046

5/9

Determine and store characteristics of a
plurality of cloud vendors

Divide a workload into a plurality of
logical stages

Determine characteristics of each of the
plurality of logical stages

l

For each of the plurality of logical stages,
assign the logical stage to one of the
plurality of cloud vendors, based on a

comparison of the characteristics of the

plurality of cloud vendors to the
characteristics of the logical stage

FIG. 5

PCT/1B2020/061315

502

504

506

508

/ 500



WO 2021/137046

6088

Parse identified potential fixes for
identified vulnerabilities within security
databases

PCT/1B2020/061315

6/9

/ 600

602

Scan security and resiliency features  L~_,
offered by a cloud vendor

Execute capabilities and cost estimation 604
application programming interfaces (APls)
for the cloud vendor

Perform scanning across public and 606
private knowledge bases to collect L~

reports, trends related to vulnerabilities,

security information, attack information,

and threat information for all applications
run by the cloud vendor

Estimate viability factors for the cloud
vendor based on feedback registered on
review sharing cloud platforms and 610
N\
communities for all applications run by
the cloud vendor

FIG. 6



WO 2021/137046 PCT/1B2020/061315

719

/ 700

706
¢

Receive manual input, where such input is
related to confidentiality requirements for
the workload

7108

Present a proposed splitting of stages
with the original independent stages for
user selection

Identify workload stages involved in a
workload, or suggest modifications to
existing pipeline stages

!

Split the workload into independent

[g—— stages based on inputs and outputs as

well as child/parent functions

Analyze independent stages to validate an
optimization of the pipeline in terms of

7168

Determine a matching cloud vendor for
each stage based on a rank comparison

execution time based on non-parallel
tasks present in each stage

l

Estimate cyber security and resiliency
features for each stage based on
workload scanning

Based on the estimated resources
demanded by each stage, perform a

j¢—————] ranking among the resources based on an

expected utilization time, criticalness, and
importance

FIG. 7

702

704

708

712

714



WO 2021/137046

8/9
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