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the field of conmunications systens, and, nore
particularly, to client -server comuni cations and
rel ated nmet hods . Background of the Invention [0002]
One way in which applications comrunicate with one
another is to use a client -server relationship. In
such a relationship, one application functions as a
client and provides an interface to the user. The

ot her_a cat i [ server application,_ which
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processi ng. [0003] This client -server relationship

can be extended to Wrld Wde Wb applications where
the client application (typically a Wb browser) and
the server conponent (a Wb or application server on
the Internet) will interact. One approach for Wb
-based client -server applications to conmunicate with
one another is to use hypertext transfer protocol

(HTTP) as a requestield@sqbntise pInta@stionTradi tionally,
HITP is used on the Wrld Wde Wb for browser clients
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with one another i1s to use a client-server
relationship. In such a relationship, one application
functions as a client and provides an interface to the
user. The other application is the server application,
which resides on an application server and is
responsible for the majority of computation and/or data
processing.

[0003] This client-server relationship can be
extended to World Wide Web applications where the
client application (typically a Web browser) and the
server component (a Web or application server on the
Internet) will interact. One approach for Web-based
client-server applications to communicate with one
another is to use hypertext transfer protocol (HTTP) as
a request-response protocol. Traditionally, HTTP is

used on the World Wide Web for browser clients to



may have access to proprietary corporate databases

whil e using his desktop conputer in his office.
woospz087 when a user i s outside this environnkei/US2004/005817

(e.g., the user is on the rdad) , he may still require
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use of a firewall, for example. Furthermore, some
computing environments further restrict outbound
network connections to access only HTTP services. This
makes it difficult, if not impossible, for a roaming
user to access important functionality or services from
his protected computing environment.

[0006] The problem is perhaps most prevalent for
home-based users. For example, it is difficult for
users to connect from their personal computer at their
home to their corporate servers at work. A dial-up or
high-speed Web-based connection often requires client
software on the home machine and/or a secure token for
authentication. Furthermore, most corporations may not
support corporate access using personal computers.
[0007] Various prior art approaches have been
developed for allowing users to access information from

outside a protected computing environment. By way of



nmessages that arrive in a user' corporate inbox are
encrypted and then delivered via the Sycmmetry Pro
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Summary of the Invention

[0009] In view of the foregoing background, it is
therefore an objeét of the present invention to provide
a communications system which provides enhanced client-
server communication features and related methods.
[0010] This and other objects, features, and
advantages in accordance with the present invention are
provided by a communications system which may include a
plurality of communications devices connected together
in a network having a plurality of user accounts
associated therewith. At least one of the
communications devices may process requests using a
hypertext transfer protocol (HTTP) client application
associated therewith. Moreover, the system may also
include an application server for accessing the user
accounts wvia the HTTP client application, and an HTTP
server for interfacing the HTTP client application with

the application server. The HTTP server and the HTTP



conmuni cat ed t herebetween via the Internet in an HITP
format, and each nmay provide additional state
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responses) . Thus, a user may access his account,
whiFERVRdyY i ncl ude various types of applications or
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network) to be securely accessed by users when outside
of the environment. That is, the at least one
communications device may be located within the
protected environment (e.g., a user’s desktop
computer). Since the HTTP client application and HTTP
server communicate using HTTP requests, the HTTP client
application and HTTP server may advantageously
communicate through a network port reserved for
Internet traffic (i.e., HTTP formatted requests and
responses). Thus, a user may access his account, which
may include wvarious types of applications or
information (e.g., e-mail accounts, calendars,
contacts, etc.) which may otherwise be blocked by a
network firewall. Moreover, use of the first and second
URLs allows the HTTP server to more readily distinguish

and manage requests coming from or going to the HTTP

client application.



and manage requests comng fromor going to the HTTP

client application.[0012] Mre particularly, the
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the communications devices may process requests using
an HTTP client application associated therewith. The
method may include interfacing the application server
with the HTTP client application using an HTTP server.
Moreover, the HTTP server and the HTTP client
application may format requests to be communicated
therebetween in an HTTP format via the Internet, and
each may provide additional state information with the
HTTP formatted requests recognizable by the other for
authenticating the application server and the HTTP
client application to one another. The method may
further include using the HTTP client application to
request a first universal resource locator (URL) from
the HTTP server for accepting work requests from the
application server. Additionally, a second URL
different from the first URL is requested from the HTTP
server for responding to work requests from the

application server.



the HTTP server for accepting work requests fromthe

application server. Additionally, a second URL
walpdosermst fromthe first URL i s requested fropeT/ig2004/005817
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and will fully convey the scope of the invention to
those skilled in the art. Like numbers refer to like
elements throughout.

[0017] Generally speaking, the present invention
allows an HTTP client to act in a server capacity while
still following accepted HTTP client behavior. The
invention thus advantageously allows a client
application in a user’s protected computing environment
(e.g., a corporate network) to establish a secure
connection with an Internet service and then respond to
requests from an authenticated user (e.g., the user’s
home computer or wireless communications device).

[0018] Referring initially to FIG. 1, a Web-based
client-server communications system 100 is first
described. The system 100 illustratively includes an
HTTP client or client application 104, located in a
protected computing environment 106. By way of example,

the protected computing environment may be a corporate



requests froman authenticated user (e.g., the user's
home conputer or w rel ess communi cati ons device) .
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application-related data. In one exemplary embodiment,
the HTTP server 102 may belong to a service provider
that interfaces users with their respective
communications devices 108a-108n within the protected
computing environment 106. Accordingly, the application
server 101 may be for performing e-mail delivery or
aggregation services using the HTTP server 102 to
provide an interface to a user’s communications device
108 within the protected computing environment 106, as
will be described further below. Of course, other types
of data may be accessed as well, as will be appreciated
by those skilled in the art. A user could then access
the e-mail (or other) data collected by the application
server 101 via a home computer, wireless communications
device (e.g., a personal data assistant (PDA)), etc.,
as will also be appreciated by those skilled in the

art.



aggregation services using the HITP server 102 to
provide an interface to a user' conmmuni cations device
wa@smeaoBi n t he protected conputing envi r onmenktCL0820048605817
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UNIiq@Y8 gnated HTTP server 102, and requests a specific
uniform resource locator (URL) therefrom. In addition,
the HTTP client application 104 provides additional
HTTP headers, such as data specifying a globally unique
identifier (GUID) to the HTTP server 102, for example.
This establishes a semi-permanent connection that is
available for the HTTP server 102 to use for accessing
the HTTP client application 104 without being blocked
by the firewall 112.

[0022] More specifically, the application(s) running
on the application server 101 is now able to access the
HTTP client 104 from outside the protected computing
environment 106 by making a request to the HTTP server
102. When an the application server 100 makes an
indirect request of the HTTP client application 104 via
the HTTP server 102, the HTTP server 102 in turn
formats that request into a valid HTTP request. This

request is then encapsulated into an HTTP response to



identifier (QUD) to the HITP server 102, for exanple.
This establishes a sem -permanent connection that is
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required data as well as enough state information to
allow the HTTP server 102 to associate the encapsulated
response with a previous request. The request body
includes a full HTTP response.

[0024] In accordance with one particularly
advantageous aspect of the invention, the
communications device 108a may function as a shared
interface allowing the application server 101 to also
access user accounts associated with the communications
devices 108b-108n. That is, since the communications
devices 108a-108n are connected in a network
configuration (such as a local area network (LAN) or
wide area network (WAN), for example), these devices
may potentially access user account information stored
on the network 107 (e.g., on a network server), and/or
on one another, as well as other network data, as will

be appreciated by those skilled in the art. By way of



required data as well as enough state information to
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manner.. As such, even thou the HTTP client .
apﬁ’lﬁé‘_atailﬁ? ¥ %@%ﬂﬂf%@&rﬁhﬁ GiFRAg e HTTE client
CoRpHIiGatd s 1AV i 1D idstmy advwantageaisinore of
provide a "gateway" for the application server 101 to
actéss aider mcspwitis adsisunt deti R R Gel08n, if desired.
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begins (Block 200), the HTTP client application 104 is
installed on the communications device 108a in the
protected computing environment 106. It should be noted.
that in some embodiments the HTTP client application
104 may instead be installed on a network server, for
example, and provided the shared or common access
functionality for multiple communications devices as
described above. The software could advantageously be
downloaded from the service provider hosting the HTTP
server 102 and application server 101, for example. For
purposes of the present example, it will be assumed
that the HTTP client application 104 is installed on a
user’s desktop PC in the protected computing
environment 106 (i.e., on his desktop PC at work).
[0026] Upon installation, the HTTP client
application 104 is assigned a GUID, which is saved in a

knowledge base (not shown) accessible by the HTTP



diagramillustrating the decision path to connect the
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104 1's install'ed on a user desktop PC in
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{ﬁ §$#$%xhns&ﬂgﬁﬂﬁem%fobase tmetﬂﬁﬂbmmermeceEQZbletb§lock
e server and/ or a cat

HTT29%4 .aem aitoarron iear Cunsroedly L Epprandl Fre

o Q@foﬁthOGheTHgTﬁTﬁﬁrMEieﬁ@Zapﬁmﬁcéeibﬁlm04
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> pBlock 208. If the authentication succeeds, the HTTP
server 102 then waits for a response, at Block 212. If
the authentication fails, a failure message is provided
(Block 210), and the HTTP server 102 loops back to the
original starting point (Block 200). The HTTP server
102 does not proceed until a successful authentication
is registered.
[0028] As noted above, once a successful
authentication is accepted, the HTTP server 102 waits
for a response, at Block 212, and then determines
whether there is a timeout, at Block 214. If there is a
timeout, the HTTP server 102 then determines whether
the HTTP reply is received, at Block 218. If there is
no timeout, the connection is closed (Block 216), and

the system loops back to the step illustrated at Block
202.



GQUI D, at Block 206. The HTTP client application 104
then requests a first dedicated URL to indicate that

WO 2oos®2008ndy t o accept work requests com ng frpem/ukm®04/005817
HTTP server 102 . [0027] TH& HTTP server 102 then

perfar aut ticatj to _ensure a.successfu
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sugeeeess bhedHTtRmemeerik 12 dhhensts tisl futated at
response, at Block 212. If the authentication fails, a
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(Bl'ock 200) " ." The HITP server 102 does not proceed
untpidoca sseec édsf equestentatcatliark 222 .editst erpmllication
[0028] A ot ed abaov n a successf.ul .

e 2t PR G TR SRS R A ois W s @

f OFyad iIESNARSE, aApIBlRek Aldy and disn e tEHdN fi/Sropriate
whet her there is a tinmeout, at Block 214. If there is
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no tinmeout, the con lon is (Bl ock 216) , and
t hehey SUaM .| Gdyes HECK faritde 102 g uddastheatageb at cdt owk

202.[0029] .If the HTTP reply is not recejved, th
or GEGEEH S5 ahs etk TR HE WG 4 1AM TR RF S that

Bl ae 202 ld td epip |81 ranei Madh i dher ST T Sex vied s 102
unpacks the enbedded HTTP request, at Bl ock 220, and
pr deesgesalhé&Uldquest, at Bl ock 222. The application

Ser[i\bg’rB&JJOO ehsl %—?ff[t}ihaéllt )e/c;a re_Lséaﬂisorf%fgtﬁérﬂ):%%feorms

val i ent "application i'eving the approp
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application 104 contacts the HTTP server 102, requests
a second URL different from the first to indicate that
it wishes to send back results rather than seeking
work, and encapsulates the results as a valid HTTP
response within the body of an HTTP request.

[0031] The HTTP client application 104 then
determines whether an HTTP connection is open, at Block
226. If it is open, the HTTP client application 104
sends a request for the second URL, at Block 232.
However, 1f the HTTP connection is not opened, the HTTP
client application 104 opens another HTTP connection
(Block 228), authenticates the information (Block 230),
and then requests the revised URL (Block 232).

[0032] After the HTTP client application 104
requests the revised URL, the HTTP client application
sends the HTTP response as part of the HTTP request
body, at Block 234. The HTTP client application 104

then determines whether the HTTP connection is still



the QU D. The HTTP server 102 turns the application
request into a valid HTTP request, and forwards that

WO e@paext0st o the HTTP client application which PeEEUS1904/005817
identical GU D. [0030] The BTTP client application 104
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cosrepti oif |t$1en@tppmﬁmd tdieildETP cl i ent application
104 | oops back to the step illustrated at Bl ock 202 to

open the HTTP connection, and the process repeats
itself.



[0033] Many nodifications and ot her enbodi nents of the
invention will conme to the mnd of one skilled in the

wa@eashz08hg t he benefit of the teachi ngs presemtBUSI0N4/005817
the foregoing descriptions land the associ at ed

drawi ngs. Therefor it réﬁz?‘ﬁ& . the
invention is not t@uﬂfe WI:ﬁ}req%'et 0 the égﬁ%i fic
embodi ment s di.scl @sedmmnd chdbni0divisiteat icvr®rand ng:

enbodi nents are intended to be included within the
scope of the dappéiddd tyl &ifms OFMAR IRAIEEGTSS AVAIMED | S:

1 coAnSOMUN LGRS SYSHE MeGRIRK S h Ay iRl Al 1t 201 ¢y
comuni cat i ons “devi ces connected together in a network
andfhasiemg ag cqolutad iatsys cofi agrselr thegeurittd ,asdodietsdd one of
t here Iggtst one, of, sai d_comuni_cati ons devi ce

i th t .
pr§ éégs i Bm\%é]d-lfe Longs (Ged T8y BECEERE TGRS e us he a

pr atpeet ekl thard fcanto rappldodat (HIT S sAGieaitehpplication
therewith; an application server for accessing the
us @ sgedaincs bhier 3ditd/HTTP cli ent application; and an

HTTP server faqltrr# a%]elr aac‘ii<3|'?19 Said HER Cald'ceggsidlq_n;_lhlg user

application w application server; sal
seavebuand sdied d4ETP HilTirertl izpydl iagartliicra tficmyatarichg
requests to be comuni cat ed t her.ehet ween in an

format via tHé IWT& r?eqﬁv%étoéa&ﬁll%ﬁl ity sfo“&#_wi&?al
st ah e i QAL Qi M Ryitdie JAREP Simidiachd eguest:s;
recogni zabl'é by the other for authenticating the

appl i cati on seriderHTEHY ssaivie HETR ddishtHTppIGEanton to
one_a

onS RIS Al )| 20 S gt . genly 2
serer oyt anaepin nth WIte riequest srify dhesadimternet, and
each providing additional state information with the
HTTP formatted requests recognizable by the other for
authenticating the application server and said HTTP
client application to one another;
said HTTP client application requesting a
first universal resource locator (URL) from said HTTP
server for accepting work requests from said
application server, and requesting a second URL
different from the first URL from said HTITP server for
responding to work requests from said application
server.
2. The communications system of Claim 1
wherein the additional state information comprises a
global unique identifier (GUID) associated with said
HTTP client application.
3. The communications system of Claim 1
wherein the user accounts comprise email accounts.

4. The communications system of Claim 1

wherein said HTTP client application and said HTTP



application server, and requesting a second URL
different fromthe first URL fromsaid HITTP server for

w0 e®pozI®8hg to work requests from said appl i cap@DOS2004/005817
server. . The communication$ systemof Claim1 wherein

the additional state i.nformation.comprises a .ql obal

PRSI HAIOF SSCHErTiad T g eh the

cl At aRphiGHdLreqhestENe comuni cations system of
aim1 wherein the user accounts conprise enmi|

accounts. 4 .5.The Wﬁ%%t%’rﬁt&m QhiGhain 1
MRSEE AR M [Nl APRIAAlIAN A diReidh id nTTe

Server further provi uencing Information with
t he HVER ffommit echa egliidtisonal Eie tcommuin oettiions as HITP

systemof Caim1l wherein |.d TP client appl,ication
andeSsied HEF SRR ot et SR TSl = SrR e

i nformation as HTHRheadensm ft fqspas)den TR lain 1
formatted requests . 6 . The conmuni catjons system of

dCI aibmre Wwheraidh s et | tCyR g tat (ORCe 18
evi.ce .is W thin . . _
PRt Ri dipadteddd ."é%@%rﬁ%%{%ﬁmﬁ ronnent. 7

: Of~ accessing a user accounts
associ ated with a plnraidd yfaf aomesicatd gnsudelite of

usi ng an application server, the co ni cation
deisass BT eoret e t et et & P mﬁ%f%ﬂk? and at

SR 04105 catmes s e tsoessingee,
cl ienimappta chtiondessoes dethy heoeneebed t hedpbpbdin 2
CoTP el o M e PSR LA o
Hrg%ocessing requests using a hypertext transfer protocol
(HTTP) client application associated therewith, the
method comprising:
interfacing the application server with the
HTTP client application using an HTTP server, the HTTP
server and the HTTP client application formatting
requests to be communicated therebetween in an HTTP
format via the Internet, and each providing additional
state information with the HTTP formatted requests
recognizable by the other for authenticating the
application server and the HTTP client application to
one another; and
using the HTTP client application to request
a first universal resource locator (URL) from the HTTP
server for accepting work requests from the application
server, and to request a second URL different from the
first URL from the HTTP server for responding to work
requests from the application server.
8. The method of Claim 7 wherein the

additional state information comprises a global unique



server and the HTTP client application formatting
requests to be comuni cated therebetween in an HTTP

wo orosme0087T a t he I nternet, and each providi ng apdi/Usm0&d05817
state information with the #TTP formatted requests
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the HTTP serVer fdfCa@&dpochg insiliaimequedtey sfirorificharser
applh QN I, 10 .1 t. a second URL
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server. .. The.nmethod of C aim7 wherein the additional,
ot Staenk 8R ST -O8nCs b, Héngbzf‘lerl}?ﬁrq lféﬁr&zdmﬁ fr&gvide
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The nmethod of Caim7 wherein the user accounts
cokpA§Etémai | accounts. 10. The nmethod of Claim7
wherein the HITP chi.entapp i Gatdgn and tne HITRy o porp
server further ‘provide sequenci ng Af or fatton vvltthh tqwe
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se?gglltfléjpﬁﬁt SRE CadditOrBRA 9t de Aol ®&GSEHs &SHTTP

headeps chek el @gRECtriovRHEER fr%ﬁﬁ%tstt%q requests . 12.
The nmethod of Claim7 wherein the at | east one
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computing environment.



