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CLAIMS 

 

1. A data statistical analysis method, comprising: 

receiving, by a data storage node, a data statistical analysis request (S100), wherein 

the data statistical analysis request comprises a request to provide data needed for performing 

data statistical analysis to a proxy node; 

determining, by the data storage node, a plurality of contribution values 

corresponding to a plurality of data storage nodes, wherein the plurality of contribution 

values represent historical data contributions of the corresponding plurality of data storage 

nodes to the proxy node; 

determining, from the plurality of data storage nodes and based on the plurality of 

contribution values, data storage nodes that have higher historical data contributions to the 

proxy node, compared to a remainder of the plurality of data storage nodes, to participate in 

the data statistical analysis as participant data storage nodes; 

determining, by the data storage node, identification information included in the data 

statistical analysis request; 

encrypting, by the data storage node, data corresponding to the data statistical analysis 

request, to obtain several pieces of encrypted data (S102), wherein  

the data corresponding to the data statistical analysis request comprises data 

corresponding to the determined identification information included in the data statistical 

analysis request, and 

encrypting the data corresponding to the data statistical analysis request 

comprises encrypting the data corresponding to the data statistical analysis request using a 

secret sharing algorithm, wherein using the secret sharing algorithm comprises encrypting the 

data corresponding to the data statistical analysis request to obtain at least N+1 pieces of 

encrypted data, where N represents a number of participant data storage nodes participating in 

the data statistical analysis; 

designating, by the data storage node, a part of the several pieces of encrypted data as 

encrypted data that is to be distributed, the part of the several pieces of encrypted data 

comprising k-1 pieces of encrypted data, wherein k is less than N; 

separately sending, from each participant data storage node and to k-1 other 

participant data storage nodes, the designated encrypted data that is to be distributed (S104); 
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processing, at each participant the data storage node, the received encrypted data from 

other participant data storage nodes and a part or all of unsent encrypted data in the several 

pieces of encrypted data (S106), to obtain a processing result; and 

sending the obtained processing result to the proxy node (S108), wherein the proxy 

node performs data statistical analysis based on the processing. 

 

2. The method according to claim 1, wherein separately sending, from the data storage 

node and to k-1 other data storage nodes, the designated encrypted data that is to be 

distributed further comprises locally storing, by the data storage node, remaining encrypted 

data.   

 

3. The method according to claim 1, wherein the unsent encrypted data in the several 

pieces of encrypted data comprises N-k+2 pieces of encrypted data.   

 

4.  The method according to claim 1, wherein separately sending, to other participant 

data storage nodes, the encrypted data that is to be distributed comprises: 

  identifying, by the data storage node from node sets obtained through division, a node 

set that the data storage node belongs to; and  

separately sending, to other data storage nodes in the node set that the data storage 

node belongs to, the encrypted data that is to be distributed. 

 

5.  The method according to claim 4, wherein obtaining the node sets through division 

comprises:  

dividing data storage nodes using a predetermined division method after a specified 

period, to obtain the node sets; or 

dividing data storage nodes using a predetermined division method when the data 

statistical analysis request is received, to obtain the node sets, wherein the predetermined 

division method comprises at least one of the following methods: randomly dividing the data 

storage nodes, and dividing the data storage nodes based on geographical locations. 

 

6.  The method according to claim 5, wherein a number of the node sets is not less than 

3, and/or a number of data storage nodes comprised in each node set is not less than 3 and not 

greater than 5. 
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7.  The method according to claim 2, wherein the data statistical analysis request is a 

request for determining a total loan amount of a user in banks, the data storage nodes are data 

providing devices of the banks, and the data corresponding to the data statistical analysis 

request is a loan amount of the user in a bank. 

 

8.  The method according to claim 7, wherein processing received encrypted data sent by 

the other data storage nodes and a part or all of unsent encrypted data in the several pieces of 

encrypted data comprises: 

adding the received encrypted data sent by other banks and the part or all of the 

unsent encrypted data in the several pieces of obtained encrypted data, to obtain a sum. 

 

9.  The method according to claim 1, wherein the method further comprises locally 

storing the unsent encrypted data. 

 

10.  The method according to claim 1, wherein each data storage node encrypts data using 

a same algorithm to obtain encrypted data. 

 

11.  A data statistical analysis method, comprising: 

receiving, by a proxy node, a data statistical analysis request; 

sending the data statistical analysis request to each data storage node, wherein each 

data storage node returns a respective processing result to the proxy node according to the 

method according to any one of claims 1 to 10; and 

performing data statistical analysis based on received processing results. 

 

12.  A data statistical analysis device, comprising one or more processors and a memory, 

wherein the memory stores a program, and the program is configured to be used by the one or 

more processors to perform the method of any one of claims 1 to 10. 

 

13.  A data statistical analysis proxy node, comprising one or more processors and a 

memory, wherein the memory stores a program, and the program is configured to be used by 

the one or more processors to perform the method of claim 11. 
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