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METHOD AND APPARATUS FOR PER- PROCESS MOUNTI NG OF FI LE SYSTEMS IN A

BACKGROUND OF THE ‘I NVENTI ON 1. FI ELD OF THE | NVENTION: 5 - The
field of the invention is conputer:systéns-enploying hierarchical file
systens. 2. ART BACKGROUND: " 10 Conput er systens avail abl e -
today range in cost and sophistication fromlow cost m cro processor '
personal conputers mnﬁ; WMS%RW@R@Q%S B oXe 2Jpeal >

However, the conpuler TR AL OF IS % R
corrponents at | east one centrar proceSS| ng tni i Whl ch conTroI s the
performance of conputer operations, BAKGROURP R A
the i nput and out pyt of fo L thin and out of the conput er system
and nmenory or storade s ormation used by the CPU to
per form conput er operations. The CPU is controll ed by the operating system
whi ch dictates how 20 certain conputer operations are to be perfornmed. One
portion of the 6perati ng systherfigid of the invention isstomputdrisystecstemnpioyiag and
controls the file rucb |nt§ conmput er system One type of file
structure in use | FPgﬁl‘ets@!s 82 hierarchical file 25 structure. In a
hierarchical file structure files are organi zed into a tree structure
having a single root node referred to as the "root". One or nore nodes may
then be connected & thARTOBACKGBRQUNDDr nore nodes may be connected to
each node. Every non | eaf node (that is, a node which has a node connected
toit ) of the tree structure is considered to be a directory of files; and
the files at 3Qq the |eafl nogsfpQbr bfiferhé BFaidbf 18k fiinglid 85k AnGes. T egul ar
files, or speC|aI devi ce

e “sophistication from iow cost micro-processor personal computers to

sophisticated, high cost mainframe computers.. However, the computer
systems can be said to include the same basic components: at least one
central processing unit which controls the performance of computer operations,

15 input/oufput units which control the inp_uwt and output of information within and
out of the computer-syétem, and meniory or storage space which stores

information used by the CPU to perform computer operations.

The CPU is controlied by the operating system which dictates how
20 certain cérﬁputer operations are to be performed. One portion of the operating
> ) system is the file system which determines and controls the file structure in the

computer system.

One type_ of file structure in use is referred to as a hierarchical file
25 structure. In a hierarchical file structure files are brganized into a tree structure
having a single root node referred to as the "root”. One or more nodes may
then be connected to the root and one or more nodes may be connected to
each node. Every non leaf node (that is, a node which has a node connected
to it ) of the tree structure is considered to be a directory of files; and the files at

30 the leaf nodes of the tree are either directories, regular files, or special device
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files. The nanme of any file is identifi‘ed by a path nanme whi ch descri bes
how to locate the file in the file systemhierarchy. The path nane is a
sequence of conmponent or node nanes separated by "/" characters. A
conponent- nane is a sequence of characters that designates a file nane

uni quel ¥contained in the 5 previous conponent. A full path nane starts
with the /" character which:specifies a file that can be found by starting

at the file systemfiefot ThaRpre alanydie is identifipd by arpathoname whigh deserResthomienes

that | ead to succe [ ' t . l.e, the
pat h nane /usr/src?@#ﬁ?%@gﬁg%gﬁﬁm P{?(raér%@r‘ fﬁg}égfﬂgﬁﬂ{%%@%&%&?e
represented in Fi g.cohipondntodtthodd Makriekisegarated Bie"Metaractdrs O Wadbnipumeht Adine ko

20, 25 and 30. There are nunmerous commands. which mani pul ate, refer to, or
access the file stragequence gheharactess thatidasignaies & file sameruniquelyccontaingd in the

commands i ncl ude t ".ooupt " " " ds. he unt. co nd
connects 15 a %r&%Y‘W%E%'%ﬁ‘gﬂi(FE@P@MFS‘%ﬁ‘ S‘S‘/'g};é['ﬁ‘i'r;ggﬂacﬁé Taf t er
be used, as it is upegiibdakilRAnaldan BetoLAE By sfarting i kR Mé SYtémirodtidng
structure existing in a conputer systenm) to a second file systemwhile the
unnmount syst em comitaversingihefiie-tree fallnwingi the branches that leathts susnessive second

file system Once the file systemis nounted, .the information in that file
systemis accessed Wp&ﬂﬁﬁ s&“@cﬁ%ﬁgaws't %'?XBBIPE% heep%"a@?st emit is

mount ed upon. Thi s f,&yd 1 i ' : : ia.
directories or node@&éﬁrﬁk@%@??@@g@@gﬁggﬁ%gorggi?efrﬁférb? ?}@Mé@?}gfﬁ@%ﬂﬁgn Fig

mount ed on di r et oryangideafifibdidscthe pdth thbughynobes $0,0k8s 88.R5.anchd0.t he pat h
name /usr/bin/date. 25 Further information may be found on the
notat command in nost operating systens manuals. More specific information

) e, boel b o s et B MMFoOP Gt B4 SRARM AN
can be seen from t haecess the file structures and files within the file structure. Such commands
| include the "mount” and "unmount” commands. The mount command connects
15 afirst fi!e' system (the term "file system” will hereinafter be used, as it is used in
- the an, to identify a hierarchical file structure existing in a computer system) to
a second file system while the unmount system command disconnects the first
file system from the second file system. Once the file system is mounted, the
information in that file system is accessed through the directory of the root 'ﬁle
. 20 system itis mounted upon. This is illustrated in Fig. 2. Root file'system 40, has
diredoﬁes or nodes bin' 42, src 45 and usr 46. The file system 70 is mounted
on directory usr and the node 72 may be accessed using the path name

fusr/bin/date.

25 ' Further information may be found on the mount command in most
operating systems manuals. More specific information inay be found in the
context of the UNIX operating system environment in: Bach, J. The Design of
m_e_umLQp_eLan_ng_sxatgm (Prentice-Hall 1986). As can be seen from the
above-description, file systems are mounted on a directory-by-directory basis;

30 thatis, at least one directbry is rhounted on a file system comprising at least one
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above-description, file systens are nounted on a directory-by-directory
basis; 30 that is, at |east one directory is mounted on a file system ..«
conprising at | east one 2 directory. In a convention UN X operating

system once a file system has been nounted on a specific directory, the
i node of that directory may no | onger be accessed by processes. 5 "
However, as the sophistication of the users and the applications execu#éﬂ
on the conputer ,system.increase, it has becone desirable to have the

capability to nfUffton; '8 agpoventiondINIX operating syelem, 9ace § fila systann basjhearhe

[P0 have sever al Moo oM & 3pSifc GreeR, o it Yoot Wor oy B RPSRT PR Or ont

mounts 10 are atcdssed dysprocestesg to the current process. 3 SUMVARY OF
THE INVENTION It is therefore an object of the present invention to provide
a conputer system for per-process nounting of file systens in a '

hierarchical¢filé 5 sys Sk V| - I SS_noupting, a
temporary di Tect or y i sycrr'@gqteggf'%? ;‘H{ E%Phl-%#;eoﬁ‘t 66@%?'%‘??@%35? ﬁPP“Fﬁﬁ‘”ﬁ Ige
system starti ngxetutdden thectomputersysteyh increasé|anhaEbetonts dusirabie to REWST ar y

directory using_ an innovative loop- 10 back file system function which
results in the ¥ecapabilityds meunt fle\systemsi gnya per-process basis even though the

processes are located within the same directory. Thus, it is advantageous to
haye several mounts performed within one diréctory such that different mounts

10 are utilized act:ording to the current process.



duplicated having the tenporary directory as the root directory. A nount of
the fi,l e system contai ning process specific files can then be performed on
the tenporary directory without affecting the original file system A '
change r.cot directory command is then executed to change the root directory
to the xg;,tenporary directory and execution then continued with respect to
t he mounted file system having the tenporary directory as its root. 4

BRI EF DESCRI PTI ON OF THE DRAW NGS The obj ects, features and advant ages of .
the system of the present |nvent imwmg&mwﬁuﬂm he fol |l ow ng
description in which: 5 FIG 1 illustrates a hierarchical file structure
enpl oyed in conputer systems. FIG 2 illustrates the system command nount

which is enployed 10 in pridfisdkdrelBReaRbbjB& oF YI5d Sr@Bent inventich fo5praviBé ack
di agram of the kernel in the UNI X operating system enpl oyed in the

preferred enbodi rrempnwmetrlsnstsmsfpmrmroqqse maustiegof file systemnsin a hiprarchicalfild s a
fl ow chart descri bi n% hg%eferred enbodi ment of the process of the
present inventi &n. % bl ock di agramillustrative of the preferred
enbodi nent 20 of the systemof the present invention. 5

To provide ber—pro_cess mounting, a temporary directory is
c_feated off the current root directory. The file system, starting at the root
directory, is then mounted on the temporary directory using an innovative loop-

10 back file system function which results in'the file system being vim.iauy |
duplicated having the temporary directory as the root directory. A mount of the
file system containing process specific files can then be performed on the
temporary directory without affecting the original file system. A change root
directory command is then executed to change the root directory to the

15 temporary directory and execution then continued with respect to the mounted

file system having the temporary directory as its root.



DETAI LED DESCRI PTI ON OF THE | NVENTI ON Through the system of the present

i nvention per-process nounting nmay be achi eved on a conputer system
enploying a hierarchical file 5 structure thereby adding increased
flexibility and capabilities to the conmputer system One operating system
whi ch uses a hierarchical file structure is the [err] (UNIX is a regigtered
trademark of AT&T) operating system 10 Although the preferred enbodiggent

is described in a UNI X operating systemenvironnent, it is evident to one
skilled in the art that tggEyPESCRIPTION BESHIE DAY ik may be applied
to other conputer systens enplroyl-ng an operating Sy nrch utilizes a

hierarchical file structure. 15 In a UNI X- based conputer

system the operating system.interacts directly with the hardware providing
conmon services to progrHeoRisgs.feayres and aF’H%mgQﬁst_ afdhe sysiem ot thepresastn t he

o i ! Y Vi owi gt h o
arawar € '°5§Mnﬂ§ﬁ Wil g‘b appdtént et W foﬁ&ﬂiﬂggﬁm%%rm‘n;é/ﬁ?g}lpugh?"“ ng the system

as a set of layers, the at1ng systemis the "system
kernel " or jsust "kernel", 20 enphasizing its isolation fromthe user
programs. Because the prograns are independent of the underlying hardware,
it is easy to nove the pﬁ'ggﬂd%tméﬁf@ﬁﬂ'%@%F%UYPLHWMZ?%W di f f erent
har dware. The i tem |ocated within the kernel, organizes and
controls acces;éubﬁu{dﬁes%tla?ﬁ%' structures. 25 The kernel is
depicted generally in Fig. 3. Fig. 3 shows 3 |levels: user/prograns 74,
kernel 75 and hardware 76. The system call nodule represents the border or
i nterface between the usEB.@dllysirateshe sysiem cammandemeunt ydiich istampigyedem

calls are diyvi (iﬁﬂnwri)oﬁé}s&ﬁg g%w calls that interface with o
: o’
FIG. 3 is a block diagram of the kernel in the UNIX opérating
system employed in the preferred embodiment of the system of the present
invention. | |
15
FIG. 4 is a flow chart describing the preferred embodiment of the

process of the present invention.

FIG. 5 is a block diagram illustrative of the preferred embodiment

20 of the system of the present invention.
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the file system 77 and those that ihteract with the process control system
78. 3Q The process control systemis responsible for process

syhchroni zation, -6 i nt er process conmmuni cation, menory nanagenent and
process -schedul ing. The file system conmuni cates with the hardware control
modul e 80, which interfaces to the conputer system hardware and manages
files, al® ocates files space, adm nisters free space, control S access to
files and retrieves data for,, 2 : MI herein

be described in reference t & 0 :

tenporary directory is created. ThIS dlrectory S preferably created off
the root directory so as to elimnate any subsequent 10 confusion with the
fol | owi ng process steps and beodghz&hﬂ gystﬁnspfmgmrmnt memtmmﬂr-arqcess
sub-directory from gthetr sub- gl reg es of th £ rool ,The d r'ecﬁlom{
dent1 {1 cat1 on oot Hae-gay Be 8883 derinster S mieiRanng A ATeraEDER! tne
process, for whigh ﬁhﬁtﬁrb'tﬁ‘er%ﬁ?b@&ihd‘@fﬁ:ré‘ds%atfﬁﬁbnItﬁ%&é&ﬁbﬂﬁ&%ﬁhﬁ%Hﬁgﬁf
the tenporary directory and nodes connected to it are renoved such that the
15 file systemis sys#amred to its previous structure. However, the
tenporary directory does not have to be renoved and can remain .indefinitely
in the file systemstructure. The first step described in Fig. 4 block 100
is illustrated by Figs. 5a agg '
sub-directory usr 205 and sub 8241-%!3 %?nﬁ*s)@wgentlp ggélgir%(-: 216&9%9
5b illustrates the fhelldNB(Ps(l.lema retgismmdm‘ademaﬁxmf mprpﬁatjpg systefine
terrporary directory t 215, has been created havij ng a sub-directory off of

tnp identified &8 fABhoush thepralarepdembadiment s descripad i & UNIX opetaling S¥§18Msi ng

direetories 200,  gnyionment, it is evident to one skilled in the art that the system of the present

invention may be applied to other computer systems employing an operating

system which utilizes a hierarchical file structure.

15 ~ In a UNIX-based computer system, the opérating system interacts
directly with the hardware providing common services to programs and
isolating the software and users from the hardware idiosyncrasies of a
particular computer system. Viewing the system as a set of layers, the
. operating system is commonly called the "system kernel" or just "kernel", _
20" emphasizing its isolation from the user programs. Because the programs are
\ independent of the underlying hardware, it is easy'to move the programs
between UNIX systems running on different hardware. The UNIX file system,

located within the kernel, organizes and controls access to the file structures.

25 : The kernel is depicted generally in Fig. 3. Fig. 3 shows 3 levels:
user/programs 74, kerel 75 and hardware 76. The system call module
represents the border or interface between the user or user programs and the
kernel. The system calls are divided into those system calls that interface with
the file system 77 and those that interact with the process control system 78.

30 The process control system is responsible for process synchronization,
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205, 210, 215 and 220 are nmounted on the'directory foo 220, whereby the 25
directory foo 220 reflects the contents of the original root directory O
200. This is illustrated in Fig. 5c,” wherein the file systemshown in Fig.
5b is duplicated by nmounting the systemon directory foo 220, resulting in
the structure, illustrated by the rectangul ar shaped nodes, foo 220 han}ng
sub-directories tnp 225, foo 230, usr 235 and src 240. This process | S
achi eved using an 30 innovative technique referred to as |l oop-back =
mounting in whi dritetprscess icommunication,Umémosy mandgehnt sad process sehebimmgy. ed - of f
a different directory or different file system by adding a second pointer
whi ch di ctates tlhe file,exster communicates with-thg hardware gentrgl moduiesBwhichrhi s

process, result s, Wi . e_di ory.in,t
Postions 1t sibffadeRdo ttd EdrhBiner SRFHERlaMY ofd Pafind iy, biodhde s,
directories doespaiss, adafnisters fled Ssacectoriolsiaeebs & o afd réthévedidafifior! i es;
only one set of directories exist but the directories appear to be

concur r ent | y Scomserstand Rregrams- di f f er ent nodes. At step 110 Fig. 4 the file
system for exanple the file systemthat 10 is desired to be
process-specific, is mounted on the tenporary file system created.

Referring to Figs. 5d andrHessyeteen ill taréib bbUas&ibad!in rétefahbe t&ﬁg&%fﬂﬁd 51 ng
I ca

directories bin and etc are nounted on the file system speci y the
src sub-di r ect oA} biogR 100hEigr dsa tampagarytdinactony i created: pThis elireetdrybis t he

i roctory s chiEAsYGTBESREInY et isedon 49 e iodiginags any Fibseusrtna x
R F116 sy e e e B e oy ¥ %ot ™
since it is visitdarporary sub-directory from other sub-directories of the same root. The ' :
dii'ecfory identification as temporary is used because it is preferred that after
the process, for which the ffle system Was creatéd. has completed execution,
the temporary directory and nodes connected to it are removed such that the
15 file system is restored to its previous structure. However, the temporary
directory does not have to be removed and can iemain indefinitely in the file
system structure. The first step described in Fig. 4 block 100 is illustrated by
Figs. 5a and 5b. Fig. 5a shows the root directory 200, sub-directory usr 205
aﬁd sub-directory of usr identified as src 210. Fig. 5b illustrates the file system
20 after the step 100 of Fig. 4. The temporary directory tmp 215, has been created

having a sub-directory off of tmp identified as foo 220. "/

At block 105, Fig. 4, the file system comprising directories 200,
| 205, 210, 215 and 220 are mounted on the directory foo 220, whereby the
25 directory foo 220 reflects the contents of the original root directory "/" 200. This
is illustrated in Fig. 5c, wherein the file system shown in Fig. 5b is duplicated -
by mounting the system on directory foo 220, resulting in the structure,
illustrafed by the rectangular shaped. nodes, foo 220 having sub-directories
trﬁp 225; foo 230, usr 235 and src 240. This process is achieved using an

30 innovative technique referred to as loop-back mounting in which the file

7



only to the process, it is terned "per-process. The structure conprises the
root node,” which in Fig. 5e was directory foo 220 whi ch now appears as the
roet 20 260, having sub-directories tnp 265, and foo 270 as well as sub
di rectori-es usr 280, 75 src 280, bin 290 and etc 300. Thus, the process may
be execlted within the file structure of Fig. 5f without affecting the
ability\bf ot her processes executed in the original file 25 system

depicted in Fig. ' ' t ' el
lonchart of Fig. Atucurhof 8 s8eRGERybRaled cife BHERM BRlculer BrbRrtTs. |

directory tnpl havisgygtem dyladditg racsscony pbioter which dittatesithe Idchtiondofrthe idirecterny
containing the files to_be executed 30 Wi th respect to another process.

Furthernore the profdbafilgsysiemycthiserpcessaresults in thg vitualplaeament of hesecond
, third : Ly d-
o BATE oo N ST

on a separate file Sy e ng or providin

mounting. 5 5 the direcibfies oDl clsulitn the agualublication ofithe dictonies; only
acconplished in one inplenentation of the UNI X operating sytem This

i mpl enent ati on i ncl @NE:SEL D! diregtorigs exist dutiherditeriores appaas ibe CRRCURIBNth it i s
abl e to support. mul ] i s such as nultiple versions of
rPafionic fu YRbREL pedie

UNI X and non-UNI X s . ouch a virtual file systemis
described in Vnodes: An Architecture for 10 Multiple File System Types in
Sun UNIX, S. R Kleiman, published by Sun M crosystens, Inc., Muntain
View, California. As descri batstem1ihdig. dtpe file syplem; forexamplenhe fileisystemthatem

' ndependent 1 nofle Gf dlifeddd 85 bt MpLEHc, 10 Abnted dn' th 1eMPSIaN é'systim! ©
N\ - created. Referring to Figs. 5d and Se the file system shdwn in Fig. 5d
| comprising directories bin and etc are mounted on the file system, specifically
the src sub-directory 240. The. resulting structure is represented by the
tfape_zoidal shaped nodes shown in Fig. Se. At steb 115, Fig. 4, the root
15 directory is changed to be )tmp/foo node 220 of Fig. 5e. (In the UNIX operating
system the change root directory command is CHROOT). As a resuit, the file
system visible to the user or process is as shown in Fig. 5f; since it is visible
only to the process, it is termed "per-process. The structure comprises the root
node, which in Fig. 5e was directory foo 220 which now appears as the root
| 20 260, having sub—directories tmp 265, and foo 270 as well as sub directories usr
280, 75 stc 280, bin 290 and etc 300. |

Thus, the process may be executed within the file structure ot Fig.
5f without affecting the ability of other processes executed in the original file
25 system (depicted in Fig. 5a).

It can be seen that the steps set ,fohh in the flowchart of Fig. 4 may
be repeated, for example by creating a temporary directory tmp1 having a sub-
directory foo, and mounting the directories éontainir.g the files to be executed

30 with respect to another process. Furthermore the process described may again



15 manipulation is
t hrough the virtual
anal og to the nount

N

done with a vnode object. File systens are nmani pul at ed
file system Each virtual file systemincl udes an,
table entry of the conventional UN X system this

specifies the file systemtype, the directory which is the nount point,

generic flags (e.g.,
data. This is |inked
syst em dependent dat

read only), and a pointer to file systemtype specific
to alist of 20 nounted file.systens so that fikg:
a may be provided. This virtual file systemallows '

| oopback nount s’oat@hbaem&ea sdoontiprstess, thied Praekss Brimbre procesés€ Eush@aut es t he

MOUNT () system ca

In the command, the user specifies (1) that this call

is to be a 25 aaghpeesss iomaunted op asepatte tletsystgmihetehy iemulasinger nount ed,

and (3) the direct.qr
structure in tH&° @P
specific data. This
a pointer to the "re
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directory Bis a l.oo
directory. A, FAJTR

nounted to the.mhgg

the root "/" directo

ﬁ it is to be Emunted on. As pointed out, the vnode
ACTPEIREP MOURMSi nter to the virtual file system
data includes for a | oopback file, anong other things,
al vnode" for the file. Thus, if directory Ais
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Microsystems, Inc., Mountain View, California.
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IS operatl O

atl o

As described in that paper, the conventional file system
dent inode of the UNIX is renamed vnode (virtual node). All file
ation is done with a vnode object. File systems are manipulated

the virtual file system. Each virtual file system-includes an analog to

the mount table entry of the conventional UNIX system; this specifies the file

system type, the directory which is the mount point, generic flags (e.g., read

only), and a pointer to file system type specific data. This is linked to a list of

20 mounted file systems so that file system dependent data niay be provided. This

virtual fi

le system allows loopback mounts to be made. - U

To make a loopback mount, the user executes the MOUNT ()

system call. Inthe command, the user épecifies (1) that this call is to be a

25 loopback mount, (2) the directory which is to be mounted, and (3) the directory

it is to be mounted on. As pointed out, the vnode structure in the kernel

. contains a pointer to the virtual file system specific data. This data includes for

a loopback file, among other things, a pointer to the "réal vnode” for the file.

Thus, if

directory A is loopback mounted onto directory B, then in the kernel,

30 the vnode for directory B is a loopback vnode whose real vnode is the vnode



10 operation for the real vnode, the vnode of root directory "/". In this
way, the contents of directory foo are the sane as the contents of the root
di rectory "/" since the sanme files are found in either directory. Thus, the
addi ti onal- poi nter which causes directory foo to point to the root
directory,”/" is the real vnode pointer in directory foo's |oopback vnode.
15 Wi |l &t he i nvention has been described in conjunction with a preferred
enbodi ment, it is evident that nunmerous alternatives nodifications,
variations and usesfordirectory ApPor @emple; in Figs (edih) | whese the tfoet.diseatory i lis ght

of the foregoing descrinptkon. A CO t tem. rd si a
central processing Wﬁf’?tge&&e,d%%ﬁljo?yniﬁﬂtzﬁ%wﬁdpm?ﬁ]{g?%g%%ﬁ ga,'&gg}%omw
bei ng controll ed by-ﬁai,mgqsiigqeaygim{aw,sai d operating system conprising a
file system nodul e, wherein the file system nodul e organi zes and control s

access to files in the 5 conputer system said file system nodule :
organizing filesSinto a fil eWspoitherkerael regeivesa llesystemsequest fos direetadnt ur e

conprising a root djr ' tor.i v file
ystem modut e for t neP2lin BRcshe sabeiR o aitert bl BRSREME, or
connected to the ropifofd iKY the fildsystem dependent lookup cotRAOFthb MirtuaEfile Ry steRU
a | oopback nount of the file systemon the tenporary directory wherein said
file systemis virtthatthe vhoge isiar dindeditactpry fas's vhoge isintheligopback file systems
r.oot direct .or Y the loopback lookup operation is performed. This operation calls the lookup
10 operation for the real vnode, the vnode of root directory "/". In this way, the
— o contents of directory foo are the same as the contents of the root directory "/
since the same files are found in either directory. Thus, the additional pointer
which causes directory foo to point to the root directory */" is the real vnode

pointer in directory foo's loopback vnode.

15
While the inventidn has been described in conjunction with a
preferred embodiment, it is evident that numerous alternatives modifications,
~ variations and uses will be apparent to those skilled in the art in light of the
foregoing description. |

20
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means for nmounting files on the tenporary di'rectory; nmeans for changing the -
root directory to the tenporary 15 directory; whereby the file
syst em whi ch appears to the process is a virtual: duplication of.the
original file systemwith a special nmount visible only to that process. 20
2. The systemof claim1 wherein the neans for perforning a | oopback "
mount of the file systemon the tenporary directory conprises neans f§r}
creating a virtual file system and nmeans for creating a pointer from¥he
tenmporary directory to the root directosyapereby the two directories *
contain the sane Information to 25 the process. 3. The system of claim
1 wherein the operating systemis the UNI X (Regi stered Trade MarKk)
operating system 4. The system of, cla rein the Qeans for creating

| ai m 3 wher, f 1 e
a 5 tenporary directory"connBcEREPHET Syplem compgsing & canlralprepessingsunit e
execution of t OR '@MIRBul/oIiLT uhiit 'aRE intgnory, ' le. 5.
The system bf g?’;i% 3 erein theameans ?%r p‘)‘?ar g%iﬁ%égaf@(%gggb nount of
the file systenpenatiog eystempsaidopediting sysiem comprising asfilé 8ystem module,
nmeans for creat h?&'a vi'(tual fil eﬁa steny and , neans for cr-eating a pointer

_from the t enpoliP(Pifythefie systemmodile prganizgs and contyols aecess o files in fhe
di rect ori essCogémpikel BpstémBaid HeXydin Ridcig %ﬁuﬂdgﬁ@ fitto 49le system 6.
for nountihg T11es

The system of claim 3 wherein the neans
having a hierarchical file structure comprising a root directory and one or more

i

sub-direclorieé. said file system module further comprising:
| | ~means for creating a temporary directory connected to the
root directory; ' ' : -
10 means for performing a loopback mount of the file system on
the temporary directory wherein said file system is virtually
duplicated having the temporary directory as its root directory;
means for mounting files on the lemporary directory;
means for changing the root dlrectbry 10 the temporary
15 ' directory;
whereby the file system which appears to the process is a virtual
duplication of the original file system with a special mount visible only to that
process. ..
20 2. The system of claim 1 wherein the means for performing a \J
loopback mount of the file system on the temporary directory comprises
means for creating a virtual file system; and
| means for creating a pointer from the temporary directory to
the root directory whereby the two directories contain the'§ame Information. to

25 the process.
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contai ning process data on the file system nounted on the tenporary : °
directory conprises the execution of the "nount" comimand by the filé system
modul e. 7. The system of claim 3 wherein the neans for changi ng the 20
root direetory to the tenporary directory conprises the execution of the
"changq%égot directory” (CHROOT") conmmand by the file system nodule. 25 12
8. A®onput er system conprising a central processing unit (CPU), an

i nput / out put unit and nenory, said CPU being controlled by an operating
system said operating systemconprising a file system nodul e, wherein the

file system nodul e organi zes ang ¢ r ess.to,files. in the 5 .
conputer system said file s_ystg'm enﬁ%u&gigfégnﬁql gt fwllhfe’é%”ﬁ ﬁlﬁ% Oper3tige
system havi ng a hi er ar®tstenlisf the UNLX (Registeredniivade Mark) ropetatding estsaen. and
one or nore sub-directories, a nmethod for virtually duplicating file

systens to provi de per- procesd.nouiThe systemal claim Sovhanein theemeang for creating ag
a tenporary directqry,connected to the root,. 1 . direcgtory;
perfornming a | Qopbéck'wﬁﬁ?ﬁa%_ "?“h%’yFPP%“@?&I°eﬂ?h°dﬂ°‘tqﬁ'€q°%ﬁ?)'?%ﬁ?s§f‘? @%?'3‘?‘&9" of
wherein said file sysygdicémmahatiaké dirébioryt BRirRdild systdd mdbald. enpor ary |
directory as its root directory; nounting files on the tenporary directory;

15 changing the root directory to the tenporary

oty ihereby the 111 e =St e @it 33l in e R g pbiomion o
' loopback mount of the file system on the temporary directory comprises
: 10 * means for creating a virual file system; and
~ | means for creating a pointer from the temporary directory to
the root direclory whereby the two directories contain the same Informa_tion to

the process.

15 6. The system of claim 3 wherein the means for mounting files
containing process data on the file system mounted on the temporary directory

comprisela the execution of the "mount” command by the file system module.

7. The system of claim 3 wherein the means for changing the
20  root directory to the temporary directory comprises the execution of the
*change root directory” ("CHROOT") command by the file system module.

25
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this process in the file system are only visible to thls process or any
process rooted to the sanme tenporary directory thereby 20 -

provi di ng per-process nounting. 9. The net hod .of ¢l ai m.8: vvherel n the step
of performing a | oopback mount of the file system on the terrporary

directory conprises the steps of 25

creating a vi rtuai

file system and creating a pointer fromthe tenporary directory to t
root directory whereby the two directories contain the sane informatioff to
t he process.

is the UNI X (Regi steredB8Tradé mmputepmm GOMpLising gcentral praeessingiundd of
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10.

The nmethod of claim9 wherein the operating system
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Systéra] &did opérating Systérd 'compréing & fild systéra Gidduts nount  of

e tenporary directory conprises the 10 steps of
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rocess

having a hierarchical file structure comprising a root directory and one or more

sub-directories, a method for virtually duplicating file systems 1o provide per-

process mounting comprising the steps of:

creating a temporary directory connected to the root
directory, _ __
performing a loopback mount of the file system on the ~/
temporary directory wherein said file system is virtually duplicated
having. the temporary directory as its root directory;
mounting files on the temporary direglory;
changing the root directory to the temporary directory;
whereby the file system which appears to the process is a -
virtlual duplication of the original file system and mounts made by
this process in the file system are only visible 1o this process or
any process rooted o the same temporary directory thereby

providing per-process mounting.

9. The method of claim 8 wherein the step of performing a

loopback mount of the file system on the temporary directory comprises the

steps of

creating a virtual file system; and

creating a pointer from the temporary directory to the root

directory whereby the two directories contain the same information to the

process.
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13. The nethod of claim 10 wherein the step of nounting files cont al ni ng
process data on the file system mount ed on the tenporary di- rectory

conpri ses executing the "nount" conmand. 20 14. The system of
cl ai m L0~wherein the step of changing the root directory to the tenporary
directqry, conpri ses executing the "change root directory" ("CHROOT")
comraﬁ@b.?’lS. A central processing unit (CPU), an .input/output unit and
menory, *said CPU being controlled by an operating system said 25 operating

system conprising a file syg, emmdtté&oanotacqaﬂw ﬁtﬁer%iﬁtﬁ%‘ E%H}atﬁtg sPlieh
as hereinbefore desc b h tef er
acconpanyi ng dr awi hsgéﬁe %@IXM ,&Pﬁﬁtﬁ'@iﬂgf Pde,?hrlsgmpyrmgg. DHLPRY file systens

to prOV|de per - process mounting substantlally as herei nbefore described. 30
14

11.  The method of claim 10 wherein the step of creating a
5 temporary directory connected to the root directory comprises executing the

command "make directory”

12. '|_'he method' of claim 10 wherein the step for performing a
loopback mount of the file system on the temporary directory cemprises the
10 steps of
| creating a virtual file system; and
creating a pointer from the temporary directory to the root
directory whereby the two directories contain the same information to the
process.
15 |
| 13. The method of claim 10 wherein the step of mounting files
containing process data on the file system mounted on the temporary directory

comprises executing the "mount” command.

20 | 14.  The system of claim 10 wherein the step of changing the
W root directory to the temporary direétory comprises executing the "change root
directory” ("CHROOT") command.
15. A central processing unit (CPU), an input/output unit
and memory, said CPU being controlled by an operating system, said

25 operating system comprising a file system module in a computer system
substantially as hereinbefore described with reference to Figs. 3 to

5 of the accompanying drawings.
16. A method for virtually duplicating file systems to

provide per-process mounting substantially as hereinbefore described.
30
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